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Abstract 
 

The ability to fully understand the composition and properties of cyberspace 
and successfully exploit its potential is now regarded as being an essential 
component in the economic success and prestige of modern networked 
societies. This dependence has resulted in cyberspace being utilised to project 
national power and influence and is a key component in the establishment and 
maintenance of international relationships, trade, and security. Although 
providing both opportunities and threats in terms of a nation’s foreign policy and 
more broadly in the defence of a nation’s critical national infrastructure, the 
relationship between the maritime and cyber environments is one that is neither 
well researched or understood, but is becoming increasingly important.  This 
thesis examines how the properties of these two environments can be 
harnessed to project power and influence over a target audience through three 
research objectives. The first is to introduce a novel three-dimensional model 
of cyberspace optimised to better understand how its properties and attributes 
can be measured in terms of power projection and to demonstrate that the 
environment does not exhibit universal characteristics but that its structure and 
use may differ at the source and destination of a cyberpower campaign. The 
second is to investigate the close relationship and interdependence between 
the maritime and cyber environments within the context of power and security 
leading to the new concept of maritime cyberspace. Finally, by classifying 
cyberattacks as acts of intelligence gathering, sabotage, or subversion, the third 
objective develops a more nuanced and complex appreciation of how power 
can be projected in maritime cyberspace to reach a target audience. The thesis 
concludes by reflecting on the usefulness and applicability of these three 
objectives and how they go beyond current thinking to enable the UK’s defence 
cyber doctrine to be re-examined and expanded to incorporate these new 
ideas. 
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Chapter 1: Introduction 
 
Control of the sea by maritime commerce and naval supremacy means 

predominant influence in the world … [and] is the chief among the merely 

material elements in the power and prosperity of nations. 

Mahan, 18901 

 

As an innovation in warfare, we anticipate that cyberwar may be to the 21st 

century what blitzkrieg was to the 20th century. 

Arquilla and Ronfeldt, 19932 

 

…cyberwar has never happened in the past, it does not occur in the present, 

and it is highly unlikely that it will disturb our future. 

Rid, 20133 

 

Background 
 

This thesis examines for the first time how the properties of the maritime and 

cyber environments can be combined and exploited to project power and 

influence over a target audience. Power in this context is defined as the ability 

to affect the behaviour of people such that A can be regarded as having power 

over B to the extent that they can get B to do something that they would not 

otherwise do.4 This can be achieved either through coercion by threats or 

intimidation or willingly by emphasising the positive attributes of behavioural 

change and is realised in cyberspace by targeting people directly or by altering 

the environment in which they operate.  

 

The maritime environment is at the heart of global trade and security. Covering 

72% of the earth’s surface and with 80% of the world’s population living within 

100 miles of the coast, it is a fundamental factor in the lives of many people 

whose society depends upon freedom of access for trade, food, and its natural 

resources. With rising populations increasing the demands placed upon the 

seas and coastal regions, the security of the maritime environment is vital to a 
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country’s national interest to protect and maintain access to its territorial waters 

and exclusive economic zones. 

 

Allied to maintaining access to the physical maritime environment is an 

understanding of the virtual one of cyberspace, with the two increasingly 

becoming interdependent for operations across the spectrum of peace, through 

times of tension and limited conflict to high intensity warfare. This has now been 

recognised with cyber threats and vulnerabilities acknowledged as gaining in 

importance, particularly in what has often been referred to as ambiguous war 

or the grey zone in which nations vie for superiority without recourse to overt 

military action. Recent events have shown that cyberspace has become a key 

battleground for the conduct of this hybrid form of warfare and there is a debate 

as to how competition for superiority in this environment changes the character 

of war. Despite the increasing threat of conflict in cyberspace, it is clear that 

these concerns have yet to receive the level of attention needed to explore how 

it affects maritime operations and what types of cyber strategies need to be 

developed to ensure that freedom of access to the oceans can be maintained. 

 

The ability for coastal nations to be able to effectively use the maritime 

environment has long been recognised as being vital for their national interest 

and increasingly cyberspace is now also regarded as a critical element in the 

functioning of a modern society. This thesis seeks to address the gap in the 

literature by exploring how power and influence can be projected through cyber 

means in the maritime environment through the prism of the debate surrounding 

cybersecurity and cyberwar. It argues that while the debates that have taken 

place so far can provide a useful framework for providing a greater 

understanding of the maritime security issues, it can be increasingly valuable 

to explore cyberspace in a more specific context such as in relation to the terrain 

in which its infrastructure and users are located.  

 

By proposing that the cyber environment is increasingly central to the maritime 

and that the two are mutually dependent, this thesis addresses an area of 

research that has not been fully explored by linking these two elements that 
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previously only have been regarded in isolation. It achieves this by setting out 

to provide a means to understand the technical, strategic, and political 

challenges and opportunities of cyberpower projection in the maritime 

environment. This is critical to national interests and highlights the need to 

consider the geographical environment and its effect on the regional properties 

of cyberspace and not to assume that its characteristics remain universally 

constant.  

 

The maritime environment 
 

The maritime operating environment is one of five recognised within the 

Defence Doctrine of the United Kingdom; the others being Land, Air, Space, 

and Cyberspace.5  Covering nearly three quarters of the earth’s surface, it is of 

critical importance to global trade, communication, security and as a source of 

food and fuel.6 With the increasing globalisation of the world’s economy reliant 

upon international trade and the movement of energy supplies, raw materials 

and finished goods, freedom of access to the seas will continue to be 

fundamental to today’s society for the foreseeable future. 

 

With 80% of the world’s population living within 100 miles of the coast, the 

maritime environment is a significant source of influence and has the potential 

to directly affect the way of life of billions of people.7 As climate change and 

population growth have the potential to increasingly affect coastal regions, the 

role played by the seas in these areas is predicted to increasingly become the 

catalyst for conflict between nations and a cause of internal tension. This 

immediate region formed between the sea and the adjacent land, termed the 

littoral, is also becoming increasingly important as the focus of national interest 

as it can be used to exert influence as part of a campaign of power projection 

targeted at local populations.  

 

Although it may not be immediately apparent, the familiar land environment is 

similar in many ways to the more remote maritime in that they are both 

comprised of several distinct political and geographic zones, with the former 
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closely related to the latter. These may be important for ethnic or historical 

reasons, but also may contain natural resources that could provide significant 

national wealth. Although some of these regions are universally accepted as 

being associated with a single country, there are many areas where territorial 

ownership is contested and with national pride and economic advantage at 

stake, some of them have the potential to provide flashpoints for conflict. With 

over three quarters of the member states of the United Nations having a 

coastline linking them directly to the seas, international treaties strictly limit the 

extent that can be claimed as part of nation’s territory to 12 miles from the 

coast.8 The rest are mostly ungoverned as part of the Global Commons, which 

are defined as the areas that lie outside of the political reach of any one nation 

state and are open to all vessels, both mercantile and military. With this area 

open to all, it presents an opportunity for seafaring nations to operate and 

survey for resources close to the coast of less advanced nations, potentially 

increasing tensions between them. This also presents an area where non-state 

actors and criminals may operate outside the jurisdiction of national laws. 

 

Due to the intense interest that nations have in their coastal regions if they are 

reliant on them for trade, security, and natural resources, they have become a 

centre for political and military activity. Despite well-established agreements 

being in place for the use of the seas in both territorial and international waters, 

some regions have become heavily militarised. States with maritime assets or 

trade routes to defend operate naval forces tasked with roles ranging from the 

protection of local interests to global power protection. However, as the size of 

the oceans prevents any one nation from controlling its entirety all of the time, 

navies concentrate on maintaining local control for only the period necessary to 

achieve a particular task. This can lead to a very dynamic situation in which 

countries may vie for superiority in areas of mutual interest either to 

demonstrate capability or to deter others from seeking influence in the same 

waters. 

 

The ability of shipping to manoeuvre to and within an area where they can 

potentially influence the behaviour of an adversary’s population highlights the 
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role of maritime power in being able to change the course of global events. In 

addition to being able to access countries that be may geographically distant to 

a belligerent, maritime power exercised through military vessels is mobile, can 

carry large numbers of troops, and remain on station for extended periods to 

provide a threatening presence over a large area. This can achieve a range of 

political and military objectives including deterrence, coercion and 

demonstrating to a local population the intent to act if required.9 

 

The cyber environment 
 

The importance and maturity of the globally interconnected networks and 

devices collectively known as cyberspace has been acknowledged in that it is 

now regarded as an equal to the other naturally occurring operating 

environments of Land, Maritime, Air, and Space. This is despite it being 

essentially artificial and reliant upon humans for its creation, development, 

maintenance, and ultimate destruction. As a concept, it has developed from 

being solely a way for geographically distant computers to exchange data to 

become, like the maritime environment, a critical element for the functioning of 

modern society. 

 

Although the relationship between the maritime and the other natural 

environments have been well explored as demonstrated through maritime 

airpower, amphibious warfare, and satellite communications systems, the 

connection with cyberspace has not. Indeed, it has often been regarded as an 

ethereal environment somehow detached from the others and with its 

properties independent of them.  This thesis seeks to counter this view and 

address this research gap by examining the relationship between the cyber and 

maritime environments to demonstrate that the properties of the former are very 

much dependent on the latter, particularly within the context of power 

projection.  

 

A key element in the projection of maritime power is for vessels at sea to be 

able to communicate and exchange a variety of information types including 
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voice, video, data, and metadata, which can be described as data about data. 

This is required in order to be able to coordinate their tasking with other ships 

at sea and their controlling authority ashore as well as enable their crews to 

remain connected to social media and other forms of communications, which is 

now regarded as an essential component of 21st century life. In addition, when 

engaged as a means to project power to influence the actions of those living 

and working in the coastal regions of a target country there is also a need to be 

able to communicate using compatible technologies and in a language that will 

enable them to both receive and understand the message.  With the increasing 

use of the Internet and the World Wide Web for one to one and one to many 

information exchange, entertainment, and commerce, cyberspace is becoming 

the main communication medium of the age and this link between the virtual 

cyber and the physical environments where populations reside is now being 

brought into sharp focus.  

 

Although demonstrating physical differences, the cyber and maritime 

environments do exhibit significant similarities. This is despite the natural 

maritime environment being well understood, visible and largely unchanging 

with the artificial construct of cyberspace invisible and continually evolving and 

adapting to accommodate new requirements and technological advancements. 

Both however are similar in that they are so large that they cannot be controlled 

by a single entity. There are also other parallels between the two environments. 

Both are used for trade, communication, recreation and to influence the 

behaviour of others. This means that as for the seas, cyberspace can be used 

for the creation of wealth and power projection, and is therefore an important 

national asset to be protected and controlled. Understanding how the properties 

of the maritime contributes to the cyber environment enables its strengths to be 

optimised, whilst mitigating its weaknesses to achieve a condition of 

competitive advantage known as information superiority. 10 

 

Defining the nature of cyberspace is difficult for several reasons. Firstly, as a 

primarily technical medium, it is an artificial operating environment existing as 

a virtual entity but dependent upon its physical components. Although 
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manufactured resources are needed to operate fully in the maritime, air and 

space environments, the entirety of cyberspace is a human creation and as 

such it relies on technology for its existence and requires the use of dedicated 

systems, which themselves need a degree of competence to be able to operate. 

Also, as cyberspace continues to grow and evolve, new uses are found for the 

networks and infrastructure that extend beyond that originally conceived. These 

contain not just the data storage devices and the communication networks 

connecting them, but now include the management of industrial control systems 

and domestic devices. With users engaging with cyberspace for an increasingly 

wide range of purposes, this requires a continual re-evaluation of how the 

environment is defined and used. More recently these include commerce, 

recreation, social networking, education and influencing others by persuasion 

through advertising to coercion through criminal means. Although cyberspace 

is a virtual medium, its relationship with the geographic location of its 

infrastructure and physical configuration also contributes to its definition as 

does an understanding of the computer protocols and electromagnetic 

properties to appreciate how information is passed from source to destination. 

Finally, the role of the human component needs to be considered to be aware 

of how information is presented, assimilated, and understood by the users to 

achieve the desired purpose. This wide range of uses means that attempting to 

develop an all-encompassing definition is a challenging proposition. The 

complexity of trying to understand all aspects of cyberspace has led to several 

descriptions being developed, such as comprising of a physical layer that can 

be seen, a virtual layer that enables it to be used as intended and a cognitive 

layer to interpret the information that it contains.11  

 

As for the maritime environment, security in cyberspace is an important aspect 

in its operation and use. However, whereas at sea, security is considered in 

terms of the free passage of ships, in the virtual environment it can be regarded 

as the ability for information to pass from source to its intended destination 

without delay or interference. As security in cyberspace can be compromised 

at any of one of more of its constituent components, ensuring that information 

within it is confidential, retains its integrity and is readily available to authorised 
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users on demand is a significant challenge.  However, not all users of 

cyberspace are human operators and increasingly the environment is used to 

transfer data between industrial components that may then be subject to further 

processing or provide an input to another system before its final output is of use 

to a human. This may present additional security challenges as a system 

compromise or manipulation of data may not be immediately apparent and may 

lead to erroneous information being fed into control systems affecting physical 

components. 

 

Although the use of a communications medium to project power is not a new 

concept as evidenced by the role of printed media, radio and latterly television, 

the range of information, quantity, and speed by which it can now be 

disseminated through cyberspace presents new challenges and opportunities. 

The increasing use of mobile devices has led to an environment in which some 

societies are permanently connected and are fed with information from a variety 

of sources, some reliable and some less so. For those generating the message 

and depending upon the circumstances, the options can range from a coercive 

hard power content to a soft power campaign of attraction and imitation, with 

smart power combining and coordinating both.  

 

Research objectives of this thesis 
 

Investigating the projection of cyberpower in the maritime environment requires 

the consideration of a range of factors related to the nature of cyberspace and 

how they relate to operating from the sea, many of which have yet to be fully 

understood.  To enable this relationship to be better explored, a novel three-

dimensional model of cyberspace is introduced to understand how its properties 

and attributes can be measured in terms of power projection. This also 

demonstrates that the environment does not exhibit universal characteristics 

but that its structure and use may differ at the source and destination of a 

cyberpower campaign. This model has been optimised to explore the 

complexity of power projection in cyberspace and that its deployment and focus 

is dependent upon the characteristics of the chosen target. Containing eight 
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layers, the model provides a comprehensive view of cyberspace ranging from 

the geographic area in which its infrastructure is located to the human user and 

their purpose for engaging with the medium. These layers provide an 

understanding of how users interpret the content of cyberspace, how data is 

exchanged, its electromagnetic properties, physical infrastructure and 

supporting services. Unique amongst other representations of cyberspace, this 

model also explains the environment in terms of three dimensions by including 

a representation of distance between the source and destination of an 

information flow and distinguishes between different types of power projection. 

 

Having established a baseline by which the properties of cyberspace can be 

described, the second research objective is to investigate the close relationship 

and interdependence between the maritime and cyber environments within the 

context of power projection and security. This relationship is becoming 

increasingly important as mariners, both civilian and military, are now becoming 

reliant upon it for the safe and effective use of the seas. In addition to the 

common requirements of navigation and engineering functions, the merchant 

marine now also relies on the automation of cargo handling systems afloat and 

port installations ashore for their vessels to function as designed with the 

military dependent upon computer systems for the operation of their weapons 

systems. In addition to the attributes of cyberspace supporting the maritime 

environment, the oceans are also fundamental to facilitating global 

communications by hosting a network of undersea fibre optic cables that enable 

transcontinental data exchange and provide reliable and economical global 

communication. 

 

By investigating the mutual dependencies that support the use of the maritime 

and cyber environments, this thesis introduces the new concept of maritime 

cyberspace to enable this relationship to be better understood. Maritime 

cyberspace incorporates those aspects of cyberspace that are essential for 

shipping to operate effectively and safely and highlights those aspects of the 

maritime environment that enable cyberspace to function in the manner that is 

expected in the 21st century. In terms of power projection in maritime 
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cyberspace, two new concepts are developed; maritime cyberpower and cyber 

seapower. These extend the methods by which power at sea is exerted in the 

physical environment and proposes how the properties of cyberspace can be 

utilised to achieve a similar effect.  

 

Finally, by classifying cyberattacks as acts of intelligence operations, sabotage, 

or subversion, the third objective develops a more nuanced and complex 

appreciation of how power can be projected in maritime cyberspace to reach a 

target audience. As nations seek to exert influence through their navies and in 

cyberspace, the opportunity exists to combine the properties of both to enable 

the cyber environment to be used to project power in and from the maritime 

environment, thereby demonstrating the importance of geography in 

determining the regional properties of cyberspace. In addressing the previously 

unaddressed aspect of how the attributes of the sea and cyberspace can be 

used to project and counter power, the work of two significant scholars are 

developed and applied.  In the discussion of the nature of power, both in the 

physical and cyber environments, the work of the American political scientist 

Joseph S Nye Jr is used as the starting point for this research. His analysis of 

the attributes of hard, soft, and smart power enables the capabilities of the two 

environments to be placed in context. 12  Nye’s spectrum of power projection is 

considered with that of Thomas Rid, formally of King’s College, London, who 

reassessed the concept of cyberwar and hostile acts in cyberspace and 

concluded in a 2013 publication that Cyberwar will not take place, and that it 

will always fall short of the accepted definition of warfare. 13 At the time of 

publishing, his assessment of the viability of conflict in cyberspace contravened 

with that of the prevailing literature and in particular that of John Arquilla and 

David Ronfeldt who predicted a future that has not as yet materialised in which 

cyberweapons would be regarded as having a similar effect to that of their 

conventional kinetic equivalents.14 

 

In providing a more nuanced and pragmatic assessment of the potential for 

conflict in cyberspace and how behaviours may be changed through coercion 

or persuasion, Rid proposes that offensive acts in cyberspace will always fall 
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into one of three categories; espionage, sabotage, and subversion. In 

expanding espionage to incorporate all aspects of intelligence collection 

activities and subversion to include psychological operations, this research 

extends each of these three activities and explains their role within the context 

of maritime cyberspace. This reveals the complexity of how power projection 

can be facilitated or prevented through effective security measures within the 

maritime and cyber environments. This demonstrates that the characteristics, 

structure and use of cyberspace may be different at the source and destination 

of a cyberpower campaign and must be considered separately to ensure that 

what may be transmitted by the originator can still be received and understood 

at the destination.  

 

Thesis content 
 

This thesis comprises nine chapters that together address the three objectives 

of this research. The initial objective introduces the novel three-dimensional 

model of cyberspace optimised to better understand how its properties and 

attributes can be measured in terms of power projection and to demonstrate 

that the environment does not exhibit universal characteristics but that its 

structure and use may differ at the source and destination of a cyberpower 

campaign. The second demonstrates the link between the maritime and cyber 

environments within the context of power projection by using the new model of 

cyberspace to highlight how the virtual and physical environments are related. 

Finally, by classifying cyberattacks as acts of intelligence gathering, sabotage, 

or subversion, this third objective develops a more nuanced and complex 

appreciation of how power can be projected in maritime cyberspace to reach a 

target audience. By demonstrating the link between the cyber and the maritime 

environment, this shows that cyberspace is not independent of the other 

environments but that its properties are dependent upon the physical 

environment in which its users reside and where its infrastructure is located. 

The choice of infrastructure type, each of which have different propagation 

properties. is also a decision that may be based on the geographic environment 
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and further highlights the role of the physical in determining the properties of 

the virtual. 

 

Following this introduction, chapter 2 provides a critical review of the significant 

publications concerning the nature of power, cyberspace, cyberpower. The 

nature of power itself is a contested issue that is difficult to define and measure 

and this chapter explains how the most significant literature on the subject 

addresses the issue and the circumstances for the use of hard, soft, and smart 

power. In modern conflict, these different types of power are combined and 

coordinated within the concept of hybrid warfare that can limit offensive action 

to that just below the threshold of what may be regarded as war like actions, 

but still achieve strategic effects. As for power, achieving consensus on what 

constitutes cyberspace is equally challenging and this chapter describes the 

evolution of the term as cyberspace itself has developed with advancing 

technology finding new uses for the medium. Introducing the notion of 

cyberpower, the chapter traces its development from being initially regarded 

with suspicion to becoming an integral component of strategic planning and 

how its dependency upon the information environment has led to the need to 

achieve the competitive advantage of what is known as information superiority. 

This leads to a description of the militarisation of cyberspace and the spectrum 

of thought ranging from cyberwar being a decisive factor in a future conflict to 

being a superficial component that can only ever achieve limited effect. 

 

Chapter 3 builds on the review of the significant literature regarding power and 

its relationship with cyberspace to examine in detail the issues of power and 

security in maritime environment. Initially highlighting the issues of protecting 

the physical environment and the risks to national security that the maritime 

environment presents, it introduces a cyber component to the challenges of 

operating at sea and how maritime cyber security has now been recognised as 

a threat actively being researched and mitigated by industry and academia. 

This leads to the new issue of how cyberpower at sea may be defined and its 

contribution to the traditional role and components of seapower. 
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Chapter 4 addresses the initial research objective by introducing a new eight-

layer, three-dimensional model of cyberspace optimised for power projection. 

Beginning with a review of how cyberspace has evolved and been described 

from its earliest conception in terms of layers, four new layers incorporating 

Mission, Human, Services and Geographic considerations are added to 

previous descriptions of the environment. Second and third dimensions of 

cyberspace are then added, introducing the notion of distance and that 

potential variance in the characteristics of the medium in different areas can 

determine whether hard, soft, or smart types of power projection provide the 

optimum means to harness the properties of cyberspace. 

 

The maritime environment is at the core of this research and chapter 5 

examines its nature and composition.  A key argument of this research is that 

the maritime and cyber environments exhibit many of the same features, which 

are determined to a large extent by the physical attributes of the oceans, 

seabed, and littoral regions. With power comes security and the importance of 

maritime security is emphasised with the risks and threats that countries face 

in securing their borders, trade routes and associated infrastructure. By 

considering the mutual dependencies of the maritime and cyber environments 

the new concept of maritime cyberspace is introduced, which illustrates the 

mutual dependence that each have on each other. By linking power at sea with 

control of the information environment to achieve information superiority, the 

two distinct concepts of maritime cyberpower and cyber seapower are 

introduced and developed, with the latter comprising of cyber sea control and 

cyber sea denial.  

 

With the previous chapters providing the background to the research by 

explaining the maritime and cyber environments and developing the model, the 

subsequent three chapters seek to address to the lack of previous research 

into the relationship between them. Using the concept of maritime cyberspace 

and the new model of the environment as its basis with the main tenet of Rid’s 

argument that offensive actions in cyberspace comprise just three activities; 

intelligence gathering, sabotage, and subversion, each are examined in detail 
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using new case studies to provide additional complexity and understanding. 

These provide the foundation for understanding how these three methods can 

be applied to maritime cyberspace to achieve dominance over an adversary at 

sea or ashore. 

 

Chapter 6 begins this study by considering the full spectrum of intelligence 

gathering activities that can be employed in support of power projection. At its 

most straightforward this includes deriving useful information from material that 

is freely available without the need to take specific action to penetrate systems 

as well as that which has been released unintentionally by their owners.  To 

acquire information that is restricted or sensitive and not intended to be publicly 

accessed, techniques associated with espionage may be used. This implies a 

degree of covertness and subterfuge to gather material such that its owner may 

be unaware that it has been retrieved with the more advanced techniques 

usually associated with the role of state agencies. Finally, the importance of 

metadata is discussed, which is embedded information containing the 

properties of the data itself. Together, these four types of intelligence sources 

can provide a comprehensive understanding of an adversary to enable an 

assessment to be made as to what types of power projection may be most 

appropriate to achieve the desired end state. Combined with an understanding 

of maritime cyberspace, this information can be used to plan a cyberpower 

campaign that has the best chance of altering attitudes and behaviour.  

  

Although an important feature in an overall cyberpower campaign, intelligence 

operations alone cannot alter behaviour. This is investigated in chapter 7, 

which in addressing sabotage, is the first of two that focusses on the actual 

delivery of maritime cyberpower in terms of chapter 4’s model of cyberspace.  

Sabotage in terms of the delivery of power is related to targeting systems with 

the intention of adversely affecting their performance. Depending upon what 

effect is possible with the time, resources, and level of access available, this 

may involve efforts to physically destroy the target, achieve a temporary denial 

or degradation of its performance or an intermittent disruption of its capability.  

 



15 
 
   

The final type of activity that can achieve an effect in maritime cyberspace is 

detailed in chapter 8, which discusses subversion. This effect differs from the 

sabotage operations described in the preceding chapter that are designed to 

affect systems as subversion directly targets people. The objective of 

subversion is to undermine the authority of an existing order, which may involve 

changing the behaviour of a single leader or encouraging sufficient numbers to 

act, causing a popular uprising. In this regard, it is the purest form of 

cyberpower, but also in some respects the most challenging as it requires an 

intimate knowledge of the target and their psychological weaknesses. This 

highlights the importance of intelligence gathering as underpinning all 

cyberpower projection activities to ensure that the correct target is selected 

with the right effect at a time in which it will be most effective.  

 

Chapter 9 concludes this thesis by drawing together the themes of the earlier 

chapters and demonstrating how they have combined to meet the aims of this 

research. The first was to develop a new three-dimensional model of 

cyberspace designed to better understand how the properties and attributes of 

the environment can be assessed and to demonstrate that it does not exhibit 

universal characteristics but that its characteristics may differ at the source and 

destination of a cyberpower campaign. Using the model, it was possible to 

determine that the properties of cyberspace are not universal or unique across 

the whole environment and may exhibit stark differences depending upon the 

terrain or geographic location. The second objective was to illustrate how the 

cyber and maritime environments are connected and this was achieved by 

introducing the new concept of maritime cyberspace and its use for power 

projection. Finally, the work of Thomas Rid was used as the basis to provide a 

more nuanced understanding of cyber amidst some of the more dramatic 

positions on the use of cyber effects highlighting in the chapter 2. The use of 

the model in conjunction with the three activities of intelligence gathering, 

sabotage, and subversion provided evidence of the connection between the 

maritime and cyber environments and their use for power projection.  

 

 



16 
 
   

Chapter 1 Endnotes 
 
1 Livezey, W. E., 1985 Mahan on Sea Power. 1st ed. Oklahoma: University of Oklahoma Press. 
Pp281-282. 
2 Arquilla, J. & Ronfeldt, D., 1993. Cyberwar is coming. Comparative Strategy, 12(2), pp. 141-
165. 
3 Rid, T., 2013. Cyberwar will not take place. 1st ed. London: Hurst. 
4 Dahl, R., 1957. The concept of power. Behavioral Science, 2(3), pp. 201-215. 
5 Development, Concepts and Doctrine Centre, 2014. Joint Doctrine Publication 0-01 UK 
Defence Doctrine. 5th ed. London: Ministry of Defence.p3 
6 Ibid.  p.1-6 
7 Ibid.  p.1-6 
8 United Nations, 1982. TERRITORIAL SEA AND CONTIGUOUS ZONE. [Online] Available 
at: http://www.un.org/depts/los/convention_agreements/texts/unclos/part2.htm. [Accessed 12 
Apr 2016]. 
9 Global Firepower, 2015. Oil Consumption data. [Online] Available at: 
http://www.globalfirepower.com/oil-consumption-by-country.asp. [Accessed 11 Apr 2016]. 
10 Development, Concepts and Doctrine Centre, 2010. Future Character of Conflict, London: 
Ministry of Defence. 
11 Development, Concepts and Doctrine Centre, 2013. Cyber Primer. 1st ed. London: Ministry 
of Defence.p.1.26 
12 Nye, J. S., 1990. Bound To Lead: The Changing Nature Of American Power. 1st ed. New 
York, NY: Basic Books.p16. 
13 Rid, T., 2013. Cyberwar will not take place. 1st ed. London: Hurst. 
14 Arquilla, J. & Ronfeldt, D., 1993. Cyberwar is coming. Comparative Strategy, 12(2), pp. 
141-165. 

                                                             

http://www.un.org/depts/los/convention_agreements/texts/unclos/part2.htm.
http://www.globalfirepower.com/oil-consumption-by-country.asp.


17 
 
   

Chapter 2: Power, cyberspace and cyberpower 
 
Introduction 
 
This chapter identifies the key authors and the literature that have influenced 

and shaped the academic discourse regarding the nature of power and how it 

can be exercised in cyberspace.  Commencing with a summary of the nature of 

power and how the use of different types has evolved and are being applied in 

the 21st century, the notion of cyberspace is introduced and how cyberpower 

can be characterised and used to influence a target population through what 

has become known as the information environment. By investigating the 

concept of power and the means by which it can be targeted in a range of ways 

to achieve behavioural change, it highlights how it has historically been 

explained within the context of cyberspace and details the more recent 

developments noted by contemporary commentators.  In reviewing the military 

use of cyberspace and how it can complement traditional warfighting 

disciplines, this analysis provides the foundation for the subsequent chapters 

that investigate the relationship that cyberpower has with the maritime 

environment and the role of security in limiting or preventing interference in the 

operation of seaborne activities. Together these fulfil the overall research 

objectives by better appreciating the unique attributes of the cyberspace and its 

relationship with the maritime environment in projecting power at and from the 

sea. 

 

Understanding power and influence 
 

Being able to appreciate how one person, group or country can exert their will 

over another has been a continual preoccupation of society. This has resulted 

in the evolution of a variety of power projection methods ranging from the 

peacetime activities of diplomacy and persuasion through to coercion and low-

level conflict, leading ultimately to high intensity warfare. This final threat of 

being able to exercise power by resorting to violence and destruction to achieve 

what has not been possible through other more benign means has been 
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frequently demonstrated by the numerous conflicts seen in the land, sea and 

air environments and has now extended to space with the development of anti-

satellite weapons.1 However, within the fifth operating environment of 

cyberspace this has proved to be problematic as seen in the academic 

discussion regarding the nature of warfare. This is due to the assertion that 

although code within a computer’s memory has been used to affect the 

operation of industrial systems such that it causes physical damage, it has yet 

to be seen to directly cause death or injury to persons in the same way as a 

conventional weapon and without this threat its ability to coerce others through 

what has traditionally been regarded as warfare is limited.  

 

The aim of a campaign to project power and influence was defined in 1957 by 

Robert Dahl as the intent to affect the behaviour of people such that A can be 

regarded as having power over B to the extent that they can get B to do 

something that they would not otherwise do.2 This definition is expanded on by 

Joseph Nye, who in describing the nature of power, concluded that not only is 

it a contested concept, but it remains an elusive one to define and measure. He 

describes the three faces of power used in modern social science definitions, 

with the first being to get others to do what they would not normally do. The 

second element is agenda setting and framing issues such that coercion is not 

required and the final form is to exercise power by determining others' wants.3 

Nye describes national power as being derived from three distinct strategies; 

hard, soft, and smart. Hard power is regarded as the traditional means of 

influencing others at the state level and uses coercion or payment to change 

behaviour to get desired outcomes against an initial preference or strategy.4 

Hard power is not subtle and the coerced party is both aware that it is taking 

place and from whom. It may also take several forms, the most extreme of 

which is military action but can also include diplomatic or economic pressures.   

 

The concept of soft power was introduced by Nye in 1990 in his book Bound to 

Lead, with its definition being to get others to want the outcomes that you want 

through the power of attraction and includes non-material means such as the 

promotion of the positive aspects of a nation’s culture, political values and 
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foreign policies.5  After over a decade of US led military operations in the Middle 

East from 2001 - 2014, during which it may be argued produced unclear long 

term outcomes, the benefits of soft power using a policy of attraction over 

coercion have been widely seen as offering an alternative means to achieve 

national objectives when deployed as part of a regional strategy. Depending on 

how it is defined, hard power can also include not only the use of military power, 

but draws on the potential economic strength that a large population can realise 

as part of diplomatic and political engagement. As these can also typically be 

regarded as tools of soft power, it has been noted that at times the distinction 

between these two types of power can to some extent become blurred and can 

depend on how it is perceived by those affected by it.6 Soft power may also be 

regarded by some as subordinate to the effects that can be achieved from its 

hard counterpart in terms of achieving tangible, measurable results. However, 

it is nevertheless often the preferred initial method used by states that favour 

persuasion over compulsion and offers an alternative, attractive, and possibly 

more economical means to achieve strategic objectives.7  

 

Nye proposes that the countries that are most likely to gain soft power should 

display three attributes to optimise their attraction on the global stage.8 The first 

of these is that their dominant culture and ideas should align to the prevailing 

global norms, which include liberalism, pluralism, and autonomy. This sets the 

standard to which other countries might seek to attain, including a structure that 

encourages free debate and an active engagement across a range of diverse 

topics with individuals able to make informed, un-coerced decisions. However, 

these can be viewed as being very much western ideals and it can be argued 

that to gain soft power in countries without these traditions or ambitions it is 

necessary instead to meet local norms that the target population is familiar with 

and aspires to.  Second, to be able to effectively disseminate the desired 

message it is necessary to have access to multiple channels of communication 

to enable influence to be exerted over a wide range of formats. To provide a 

coherent message, this must be available through the entire range of media 

types that the target has access to. This credibility as an information source is 

an attribute that can only be achieved over a long period to establish a strong 
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reputation as being reliable and truthful to both domestic and international 

audiences. Finally, for a country to gain soft power, it must be seen to be 

dependable in terms of its domestic and international performance in order for 

it to be attractive to the target it wishes to effect. This requires the influencing 

country to be highly regarded, trustworthy and be seen to have a good 

reputation on the world stage in terms of its national values and behaviour.  

 

With the publication of Soft Power in 2004, Nye documented an alternative 

vision of how nation states traditionally exercise power.9 Peacetime politics 

utilise soft power by drawing on the cultural and diplomatic strengths of nations 

to influence others, but should that fail they could call on the more traditional 

tried and tested means of using military might and economic pressures to alter 

behaviours. However, international politics in the 21st century is more complex 

than during the Cold War in which adversaries were regarded as being either 

in a state of peace or war and a spectrum exists within these the two extremes 

in which tension and limited conflict may occur. This is now being recognised 

by nations that are seeking to achieve more than can be gained from soft power 

alone but without crossing the threshold of what may be regarded as the warlike 

behaviour of hard power projection. These tactics themselves are nothing new, 

but what is novel is that there now appears to be a formal appreciation of how 

nations can use a range of methods to achieve their strategic aims without 

being accused of overtly aggressive behaviour.10  This leads to a confused 

situation in which countries are not in a state of outright war, but are 

manoeuvring to gain strategic advantage using a wide range of approaches 

optimised for an individual region or adversary and for which there is no single 

means to counter them. States employing these tactics typically may have 

expansionist policies or traditionally regard themselves as world powers and 

wish to maintain global influence. As these acts are conducted within an 

interconnected global economy where the uncertainty and instability caused by 

overt conflict will have significant consequences for the aggressor as well as 

their opponent, there is also a natural reluctance to escalate retaliatory actions 

by resorting to hard power measures. Furthermore, this approach of combining 

the strengths of a range of political strategies has the advantage that by 
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understanding the detail of United Nations resolutions and international law, 

actions may be taken that fall within a grey area of legal precedence and by 

exploiting doubts as to whether they are overtly hostile international censure 

can be avoided.   

 

Hybrid Warfare 
 

This strategy of indirect hostility that deliberately combines a range of hard and 

soft methods deployed in novel ways to achieve a desired end state has been 

termed hybrid warfare and is becoming regarded as the way nations conduct 

themselves in the 21st century.11  These activities take place in what has been 

termed a grey zone or ambiguous war and sits between the traditional 

conceptions of war and peace, which is becoming increasingly contested with 

different countries vying for control in contested areas. It is also an area of 

interest to scholars of international relations as they do not fit into the classic 

interpretations of what constitutes the routine peacetime interactions of nation 

states or how conflict is conducted between them when diplomacy fails.12  

 

Although presented by some commentators as a new concept, hybrid warfare 

combines the traditional methods of conventional warfare employed by a 

nation’s armed forces with irregular warfare using guerrilla or unorthodox tactics 

against military and civilian targets, in what has also been termed compound 

warfare.13 According to Frank Hoffman, one of the primary advocates of the 

concept, hybrid threats incorporate a full range of different modes of warfare 

including conventional capabilities, irregular tactics and formations, terrorist 

acts including discriminate violence and coercion, and criminal disorder. Hybrid 

wars, he believes, can be conducted by both state and non-state actors, with 

or without state sponsorship. These multi-modal activities can be conducted 

either by separate organisations or even by the same unit, but are generally 

operationally and tactically directed and coordinated within the main 

battlespace to achieve synergistic effects in the physical and psychological 

dimensions of conflict.14 For groups that do not have the resources or capability 

to engage in conventional warfare and would be militarily inferior in conflict, 
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hybrid warfare thus presents an opportunity to combine unconventional tactics 

with agility to gain a political advantage over an otherwise superior adversary. 

 

Highlighting its use by irregular forces that are equipped and sponsored by 

nation states, the UK MoD noted in a 2007 publication that hybrid warfare is 

conducted by irregular forces that have access to the more sophisticated 

weapons and systems normally fielded by regular forces.15 The UK 

Government’s 2015 Defence Review recognised the threat of hybrid warfare 

with the promise of an extra £12 billion to strengthen Britain’s defences. 

Accepting that whereas in the previous review in 2010 it was believed that the 

UK faced no existential threats, it acknowledged that the global situation had 

since changed.16 Russia and China have been identified as strong proponents 

of hybrid warfare and have seen some startling success in achieving their 

foreign policy objectives through their use. Although not recognised as a nation 

state, Daesh has also been acknowledged as widely employing a range of soft 

and hard power methods that are designed to both intimidate its opponents and 

attract supporters across the world. Between them they use a mixture of 

deception, coercion, corruption, subversion, ideology, and third-party 

provocation to weaken the resolve of their adversaries.17   

 

Russian strategists have written extensively on the subject of hybrid warfare, 

often termed the Gerasimov doctrine after the Russian General who advanced 

the concept, with a practical application demonstrated in the use of the so called 

Little Green Men who made an appearance in the Russian annexation of 

Crimea.18 Preceded by a cyber-attack that blocked websites and 

telecommunication systems, personnel with military appearance appeared on 

the streets.19 Wearing Russian style uniforms without any distinguishing 

insignia, armed with Russian weapons, speaking Russian, and using vehicles 

with Russian number plates, they were, according to Russian President 

Vladimir Putin, in fact, local ‘self-defence groups who had bought their 

equipment at local shops’.20 At the same time as they appeared local Russian 

based media projected the image of ‘polite men’ who were there to ensure 

stability.21 Although their presence fooled few, their image and lack of formal 
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identification as Russian troops presented the NATO and Western nations with 

a challenging task to develop a response. 

 

As if encouraged by the success of their hybrid strategy in Crimea in March 

2014, Russia continued its incursions in Ukraine in June of the same year using 

similar tactics. However, whereas their activity in the predominantly ethnic 

Russian Crimea was relatively peaceful, their involvement in east Ukraine was 

less benign and employed the full spectrum of hybrid operations including 

subversion, cyber-attacks, proxies, military operations disguised as ‘exercises’ 

and conventional military interventions to deter and subdue the population.22 

This operation demonstrated Russia’s mastery of being able to coordinate all 

levers of hybrid warfare by commencing with a soft power strategy and then 

transitioning to its harder form when it was no longer seen to be effective and 

continuing these activities until all its military and political objectives were 

achieved. This highlighted that the key aspect of successfully employing hybrid 

warfare is the ability to appreciate when soft power is no longer achieving an 

effect and then being able to migrate seamlessly into a new phase of the 

campaign utilising conventional forces to maintain operational tempo and 

pressure on the target.   

 

However, despite the success of Russia’s campaign, Samuel Charap, writing 

for the International Institute for Strategic Studies, proposes that NATO and the 

West have overstated the prominence of hybrid warfare in Russia’s military 

thinking.23 Whilst admitting that military strategists in Moscow have written 

extensively on the subject, he argues that should non-conventional tactics not 

achieve their aim, hybrid warfare has failed. However, this does not consider 

that a campaign involving hybrid warfare includes from the start an assessment 

of all elements of power projection and how they may be employed to best effect 

and in what order. Thus, a campaign that begins using soft measures and only 

turns conventional later might still have had some success in its early phases 

by reducing the morale and motivation of the enemy forces, resulting in the final 

military phase being less destructive and shorter than if it had not been utilised 

at all.24  
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Interestingly, although western commentators have regarded Russian hybrid 

tactics with mistrust, similar policies employed by the US have unsurprisingly 

been regarded with suspicion by the Russians. Moscow views America’s use 

of hybrid war as the employment of both non-kinetic and kinetic means to 

replace unfriendly regimes with ones that are more amenable to the western 

model of government and believes that Russia itself may already be targeted 

in this way.25 However, whereas Russia’s use of hybrid war may be regarded 

in the west as being slightly sinister, with its aim being to destabilise nations, 

NATO’s term of a comprehensive approach is promoted as using the same 

methods to stabilise them; as reinforced in a speech made in 2015 by the NATO 

Secretary-General Jens Stoltenberg in which he said: 

 

Hybrid is a dark reflection of our comprehensive approach. We use a 

combination of military and non-military means to stabilize countries. 

Others use them to destabilize them… So NATO must be ready to deal 

with this new reality from wherever it comes. And that means we must 

look closely at how we prepare for; deter; and if necessary defend 

against hybrid warfare.26 

 

From the Chinese perspective, Michael Raska argues that information 

operations have been at the heart of Chinese statecraft and military power and 

that they have been used to direct influence in areas of strategic competition.27 

Noting that China’s foreign policy has previously relied on soft power to achieve 

power projection, their hybrid warfare strategy now incorporates three mutually 

reinforcing strands of strategic psychological operations, overt and covert 

media operations and what is termed legal warfare or lawfare, which is intended 

to exploit international agreements to alter the policies and perceptions of target 

audiences abroad. An example of this final tactic is China’s policy in the 

disputed waters of the South China Sea in pursuance of its territorial claims. 

Whereas Russia used Little Green Men in the takeover of Crimea, China has 

employed what have been termed Little Blue Men in the form of irregular 

maritime forces. These are suspected government forces posing as fishermen 
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that operate within contested areas and harass other nations’ seafarers in the 

same region. Whereas a similar action conducted by identifiable military forces 

would be regarded as hostile and escalatory in an area that is already tense, 

these ‘fishermen’ can operate with impunity and at times contravene 

international law.  It has been reported that whereas the ‘official’ Chinese Navy 

behave professionally in the presence of foreign, and especially foreign military, 

shipping, other vessels suspected of being manned by a maritime militia posing 

as civilians are more aggressive.28 This confuses the Rules of Engagement 

processes that are usually written to counter what are clearly military units 

operating under the international law of armed conflict.  The presence of a 

confusing mixture of shipping operating under the Chinese flag in disputed 

waters complicates the activities of other nations and gives the initiative to the 

Chinese.  

 

Smart Power 
 

The use of hybrid warfare has been seen to coordinate a range of differing 

tactics and techniques to achieve a desired end state. At either end of the 

spectrum these may be analogous to soft and hard power, with the former being 

associated with the behavioural analysis of an opponent leading to a tailored 

information campaign and media operations policy and the latter based on 

conventional destructive warfare.  However, altering the behaviour of an 

adversary is more complex than purely being attractive or threatening; an issue 

recognised by hybrid warfare doctrine and by Nye in his proposal of the concept 

of smart power. This third form of power combines hard power coercion and 

economic sanctions with the soft power attributes of persuasion and attraction 

into a single coordinated strategy.29  

 

Ernest Wilson looked beyond the original definitions of hard and soft power to 

the concept of smart power, which he defines as the combination of both 

elements such that they are mutually reinforcing.30 He views the imperative for 

smart power as being the move of the G8 nations to post-industrial economies 

with power resting on a nation's ability to create and manipulate knowledge and 
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information. This, he believes, can be more powerful than pure military 

capability, but can be enhanced by high technology, and especially digital 

networked and flexible assets, when combined with other non-military 

capabilities such as the communications infrastructure. The need to consider 

smart power strategies is also enhanced by their target populations becoming 

better informed with an increased access to higher education and a range of 

media outlets. In reviewing the different types of power, Gregory Treverton and 

Seth Jones also concluded that the distinction between the criteria may become 

blurred as some soft power techniques may be perceived as hard under some 

circumstances.31 Thus, careful use of a combination of techniques within a 

smart power campaign is attractive and as Wilson highlighted, there is a 

growing interest in its utilisation, with a contributory factor being the perceived 

failure of recent US foreign policy, which have previously concentrated on the 

deployment of hard power tactics and disregarded the importance of an 

effective soft power campaign.32 He further argues that the effective 

deployment of smart power is underpinned by a thorough understanding of the 

strengths and limitations of each instrument and the recognition of which 

combinations to deploy in each circumstance, which is ultimately dependent 

upon the political will of the countries involved.  

 

In deploying power, Nye cautions that in its purest form it is neither good nor 

bad and that too much can be as damaging as too little and that what is 

significant is finding ways to combine resources into successful strategies to 

obtain preferred outcomes.33 As a strategy relates means to ends, it is important 

to have clarity about what is hoped to be achieved with the assets that are 

available, which includes the time allocated for the operation. To achieve this 

Nye proposes five questions that will be answered by a smart power strategy:34 

 

 Identify what are the preferred goals or outcomes, which will involve 

prioritising and seeking trade-offs to optimise the use of limited 

resources. 
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 Knowing what resources are available and under which circumstances 

they can be used as not all assets may be available at all time. 

 

 Consider the positions and preferences of the targets of influence, which 

will involve an appreciation of their capability, intents, and strategies, 

with an assessment of how likely they are to change their course of 

action after the start of a campaign against them. 

 

 Identify which forms of power are most likely to succeed against a target 

as there is little point investing in a predominantly soft power campaign, 

if the target is only likely to be influenced by coercive force. 

 

 Be realistic at estimating the probability of success as there is little 

benefit in investing time and resources in a campaign that will probably 

fail. 

 

Commenting on the imbalance favouring hard as opposed to soft power 

application in countries such as the US, Nye also acknowledges the 

advantages of smart power and the tempering of hard weaponry with the power 

of persuasion and cultural attraction using the quote of leading through the 

power of example instead of the example of power.35  

 

Nye’s consideration of the three types of power and in particular of soft power 

and the softer elements of smart power, which utilise non-violent methods, is 

particularly significant for the information based cyber environment that can 

simultaneously target large numbers of an Internet or mobile telephone 

connected population. This can be seen in how some smaller, less powerful 

countries have leveraged smart power to exert influence among their 

neighbours. This is highlighted by Alan Chong who provides as examples 

Singapore, which combines relatively high levels of defence spending with 

diplomatic leadership, Switzerland, which has both compulsory military service 

and an advantageous banking regime, Qatar, which hosts both US forces and 

Al Jazeera – a media channel critical of US military activity and finally Norway, 
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which is a prominent member of NATO and also a leading proponent of 

promoting overseas development.36  

 

In today’s interconnected society, many nations that seek to exert power over 

others are also more dependent upon a stable world order as disruption of any 

sort that impact financial markets could have a greater economic and political 

impact on the perpetrator than the target. For this reason, hybrid warfare and 

smart power present a philosophy in which nations can by default seek to 

achieve their aims through a broad spectrum of effects. For states that 

understand the potential benefits of utilising cyberspace, it can be an ideal 

medium for power projection and for targeting key influencers. However, the 

territory in which the target resides must clearly have a suitable infrastructure 

to exploit and this can be a double-edged sword as it can also be used as a 

means for their adversaries to retaliate with their own information campaign. 

Therefore, to fully appreciate the potential benefits and threats of cyberspace it 

is important to understand the medium, its strengths and weaknesses. 

 

Although much of the historical discussion on the concept of power has 

concentrated on the role of the state, increasingly the influence of non-state 

actors has become a recurrent theme.  In any analysis of global power there 

can be competition between governments and independent groups both within 

and outside their borders in the level of impact that each can wield on their 

populations and beyond. Nye notes that assisted by the spread of 

communication technologies, there has been a diffusion of power away from 

states and their institutions to smaller groups and individuals. These range from 

the economic power exercised by large, well established legitimate 

corporations with a global presence such as the technology companies 

Microsoft, Apple and Samsung and the Russian energy provider Gazprom to 

the cultural influence of non-governmental bodies such as the BBC or film 

industries. In addition, international terrorist organisations such as Daesh, 

criminal gangs and loose collectives such as the hacking group Anonymous 

have also gained influence.37 Furthermore as the Eric Schmidt, the Executive 

Chairman of Google’s parent company Alphabet notes, modern 
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communications methods enable the duplication, storage, and distribution of 

information to be achieved at low cost and potentially are able to reach large 

audiences using the plethora of readily available tools and technologies. 

Governments have thus lost control of the type and quantity of information 

within their jurisdictions enabling non-state actors to become a significant factor 

in any assessment of power. Their impact in some areas has risen to such a 

degree that the methods by which they exert influence have become a 

framework within which states must also seek to exercise power to mitigate 

their threat or to counter their activities.38 

 
Defining Cyberspace 
 

As with understanding the concept of power, achieving consensus on a 

definitive description of what constitutes cyberspace is a notoriously difficult 

task with Franklin D Kramer identifying 28 different definitions of the term as far 

back as 2009.39 The provenance of the word is not helpful either in that it was 

first used to describe a consensual hallucination in William Gibson’s 1994 

science fiction novel Neuromancer.40 This lack of a formal accepted definition 

does, however provide the flexibility for it to be described in terms to suit a 

user's particular purpose and to evolve as technology and requirements 

develop.  

 

Daniel Kuehl, also writing in 2009, initially discusses cyberspace within the 

context of the previously understood environments of the land, sea and air 

noting that although the land environment is fully accessible without the need 

for additional assistance, to fully exploit access to the sea and air requires man-

made technology.41 David Betz and Tim Stevens later highlighted the debate 

surrounding the classification of cyberspace and that many countries have 

developed a bespoke definition of the term to suit their own purpose with little 

consensus between them.42 However, some common themes have occurred 

such as those highlighted by John Sheldon that cyberspace is inherently 

artificial and for it to exist relies on both the electromagnetic spectrum and 

manufactured objects. Another key attribute that makes it unique is that it can 
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be constantly replicated and exist in many forms.43  Variations on what 

elements are included or excluded in the definition can also have significant 

implications in the projection of power through the medium and the effects that 

are hoped to be achieved. This is particularly so when the remit of what 

constitutes cyberspace moves beyond just the network to include the data 

being stored, processed, and transported across it. More recently, the addition 

of peripheral devices that monitor and automate industrial control systems and 

domestic devices have continued to expand what might be regarded as 

elements of cyberspace.44 

 

In examining the evolution of the definition for cyberspace, particularly when 

considered from a military perspective, Kuehl noted that some descriptions 

include the phrase until further notice acknowledging that its meaning evolves 

with technology and the development of methods to exploit it. Referring to it as 

a domain – contrary to current UK and US doctrine, which uses the term 

environment - he offers his own definition, which both builds on previous 

versions and includes his own elements such as incorporating global 

connectivity, informational content, and human cognition. His all-encompassing 

definition describes cyberspace as: 

 

...an operational domain whose distinctive and unique character is 

framed by the use of electronics and the electromagnetic spectrum to 

create, store, modify, exchange and exploit information via 

interconnected information communication technology based systems 

and their associated infrastructures.45 

 

The unique attribute of the medium as being man-made is regularly commented 

on with reference made to its malleability and the ease by which non-state 

actors and small states can play a significant role, due to the low cost and ease 

of entry. Gregory Rattray refers to the artificial nature of the environment and 

that hardware and software govern its interactions. This means that what he 

refers to as the geography of cyberspace is much more mutable than other 

environments. He provides as an example that whereas mountains and oceans 
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are permanent features, elements of cyberspace can be turned on or off, 

created or moved. However, he does caution that cyberspace is not infinitely 

adaptable and is limited in what can be achieved by the laws of physics, logical 

properties of code and the capacities of organisations and people.46  

 

At this point, it should also be highlighted that although cyberspace is variously 

referred to as both a domain and as an environment with the two terms 

seemingly used as synonyms, differences in meaning do however exist 

between countries. These are generally based on variations in definitions used 

by their military forces that have sought to incorporate cyberspace into existing 

doctrinal policy. The US for example has four domains; air, land, maritime and 

space within which there are three operational environments; physical, 

cognitive, and informational within which cyberspace resides.47 NATO, which 

does not engage in activities in space, has four operational domains; land, sea, 

air, and cyberspace.48 The UK however, has five operational environments of 

air, land, maritime, space and cyberspace with three domains; cognitive, virtual, 

and physical.  In this respect, cognitive refers to information that connects 

people to cyberspace, the virtual domain as the software and applications that 

connect the network nodes and the physical being the network components and 

associated geography. Hence, both describe cyberspace as an environment, 

but within different contexts.49 Many other nations also use their own definitions 

with Finland, which is also a member of NATO; an organisation that is becoming 

increasingly aware of the importance of the military use of cyberspace, 

regarding it as a domain, as does Saudi Arabia.50  In order to present 

cyberspace as being an equal to the other physical areas of operations, the UK 

classification of cyberspace as an environment will be used with the domains 

redefined and expanded in chapter 4 in terms of layers. 

 

Within the UK Defence context, its Development, Concepts, and Doctrine 

Centre (DCDC), in acknowledging the lack of a formal definitive definition, 

draws on the Concise Oxford English Dictionary's definition of cyberspace as 

relating to Information Technology, the Internet and virtual reality. Their Joint 

Doctrine Note 3/13 provides a formal description of cyberspace in Defence as: 
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... the interdependent network of information technology infrastructures, 

(including the Internet, telecommunications networks, computer 

systems, as well as embedded processors and controllers), and the data 

therein within the information environment.51 

 

In trying to describe cyberspace, it has also been referred as a global fluid 

implying that it is in a state of constant flux that cannot simply be dismantled 

and that the relationship between the multitude of actors that contribute to it 

means that it will never be stabilised.52 The ubiquitous nature of the cyber 

environment in being able to affect all the other environments of sea, land, air 

and space simultaneously makes it unique when considered in terms of power 

projection.53 Part of its distinctiveness is that as well as nation states, it has a 

wide range of stakeholders each with varying degrees of potential impact 

including individual users, commercial enterprises, Intelligence agencies, 

criminals with a range of motivations, the media and multinational corporations. 

Each of these entities can exercise power in one form or another and the speed 

of electronic communication gives them worldwide influence, even if transient. 

However, the range and number of these actors and the dynamic nature of the 

medium makes the precise effects of power in cyberspace difficult to predict 

and may result in unexpected and unintended consequences that may have an 

effect in the physical world.54  

 

Characterising Cyberpower 
 

Although technology has been largely understood to be a constitutive and 

material element of state power, the concept of cyberpower was initially met 

with suspicion.55 Professor Colin Gray, an advisor on policy and maritime 

strategy to the US and British Governments, noted its novelty and increasing 

profile, but also expressed doubts as to its utility and effectiveness.56 Google’s 

Eric Schmidt and Jared Cohen, who was previously a member of the US State 

Department’s Policy Planning Staff, also expressed reservations when they 

described the Internet as one of the few things that humans have built that they 
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do not truly understand and as the world’s largest ungoverned space.57 Their 

view of cyberspace was as the realisation of an environment in which there is 

no universally accepted leader or single superior coercive power in control of 

its development, use or in a position to resolve disputes in what could be 

regarded as an anarchic, chaotic system.58 This compares to the other four 

physical environments in which there are United Nations Charters, Conventions 

or Agreements regulating their use with agreed procedures to resolve issues 

where disagreements arise. 

 

Since Gray’s comments in 1995 that cyberpower had not attracted serious 

thought and that technology was in advance of a policy and strategy there has 

been considerable academic effort in defining and refining the concept.59 In 

translating the nature of national power into cyberspace, four forms of 

cyberpower were identified by David Betz and Tim Stephens.60 The first echoes 

Robert Dahl’s definition in its use of direct coercion by one actor to modify the 

behaviour and the conditions of existence of another with the second being from 

the neoliberal institutionalist perspective of an indirect control of one actor by 

another through the mediation of formal and informal institutions. Structural 

cyberpower is regarded as Betz and Stephen’s third form, which aligns to 

hegemonic power by seeking to either maintain or disrupt the status quo by 

dominating or influencing the environment in which the actors operate. This can 

involve facilitating or constraining the connectivity of networks that determines 

how cyberspace can be influenced and is coherent with the view of the 

environment as being the linking of inter-connected information communication 

technology based systems. Productive cyberpower is suggested as 

representing the final example and as with soft power relates to how attitudes 

and opinions can be formed and shaped by reinforcing established beliefs or 

creating new ones.61  

 

In attempting to define the strategic purpose of cyberpower John Sheldon 

described it as: 
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…the ability in peace and war to manipulate perceptions of the strategic 

environment to one's advantage while at the same time degrading the 

ability of an adversary to comprehend that same environment.62 

 

In this respect, he approaches cyberpower as a means to contribute to the 

policy objectives of a nation and defines it as the sum of strategic effects 

generated by cyber operations. Although regarding it as distinct from other 

instruments of (primarily military) power he identifies it as still requiring a 

strategy and that it is not a means to an end, but seeks to serve the purpose of 

a wider policy.  It is an important point that cyberpower does not exist in isolation 

but is intimately connected to the physical world. For nation states, this 

represents a link with that of national power however it is defined and signifies 

it as an extension of the aims of national policy, but in cyberspace.63 

 

With smart power increasing in prominence as potentially the most effective 

means to achieve a desired end state and cyberspace becoming a potent 

means to reach an audience, the opportunities to combine the two in a 

coordinated strategy are now a prime area for future research. The challenge 

though is that cyberspace is an information based medium better suited to the 

cultural and persuasive aspects of power than as a means of executing the 

harder elements of the smart power spectrum. The ability for a wide range of 

users including government, multinational industries, non-state actors, and 

individuals to be able to employ cyberspace as a medium for the delivery of the 

softer aspects of full spectrum power projection operations is important as 

accessibility is one of the environment’s key attributes.  

 

Nye refers to this dissipation of power from governments as power diffusion and 

emphasises its significance as it has the potential to mark the decline of the 

dominance of the sovereign state as being central to people’s lives.64 This he 

deduces has been possible because the information revolution has resulted in 

technology becoming both more advanced and cheaper with the ability to store, 

process and transmit large amounts of data no longer being prohibitively 

expensive or requiring specialist facilities. This has enabled information to be 
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decentralised and no longer in control of governments. Individuals and 

organisations, including terrorist groups, can create, control, and disseminate 

their own message online through a range of media such as e-mail, websites, 

social media, web logs (blogs) or wikis, which are web based resources 

developed collaboratively by a community of users. Combined, these can reach 

and potentially influence a wide audience through a range of technologies such 

as personal computers, laptops, tablets, mobile phones, and more recently 

wearable devices. Once the initial investment is made in the computing and 

networking components required to enter the cyber environment, the key that 

determines power is the quality, credibility, and impact of the information, which 

unlike physical media, can be produced once and consumed many times.  Nye 

also notes that the ability for smaller states and organisations to contribute 

without the inertia and bureaucracy associated with larger countries can result 

in more agile and flexible ways of working. Developed countries with large, fixed 

networks can also be more vulnerable and attractive targets for attack than 

smaller groups with a more widely distributed, smaller physical infrastructure.65 

 

In reviewing the use of information resources as the basis of power, Nye notes 

that although it is not a new concept, cyberspace has the advantage of being 

developed as an environment created with the sole purpose of exploiting 

information. He defines cyberpower in terms of resources that relate to the 

creation, control, and communication of electronic and computer-based 

information - infrastructure, networks, software [and] human skills, emphasising 

that this includes not just the Internet, but internal intranets, mobile telephony, 

and space based communications. 

 

Looking further at how it can be described behaviourally, Nye described 

cyberpower as the ability to obtain preferred outcomes through the use of the 

electromagnetically information resources of the cyber domain. Importantly, in 

defining cyberpower Nye notes that it can be used both to produce desired 

outcomes within cyberspace or can be used as an instrument to produce 

preferred outcomes in other environments outside cyberspace.66 To explain this 

Nye distinguishes intra cyberspace power and extra cyberspace power, in 
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which the effects are felt either within or outside the cyber environment, a key 

element of which is the inclusion of the infrastructure in any definition as its role 

is fundamental to everything that occurs beyond the user interface.67 The intra 

cyberspace model also considers the technology involved including the 

physical networks, software and protocols. As a man-made environment, entry 

requires the use of electronic technologies to harness and exploit the energies 

and properties of the naturally occurring features of the electromagnetic 

spectrum.68 This is analogous to the use of ships using the attributes of steel 

and fuel to exploit the naturally occurring oceans. It is also widely commented 

on that the cost of entry into cyberspace is cheap and the barriers so low that 

generating a strategic effect does not require a budget of billions with many 

cyber weapons now commoditised.69   

 

Table 1 replicates Nye’s demonstration of intra and extra cyberspace and how 

they can be used to target cyberpower. He further defines Information 

instruments, which relate to the network characteristics and the physical 

components that are defined by economic and political realities. In his 

examples, Nye is clear that cyberpower can be used to generate both hard and 

soft effects, with the former illustrating the coercive effects that were 

experienced by the Denial of Service (DoS) attacks experienced by Estonia in 

2007 and the 2010 STUXNET attack on the Supervisory Control and Data 

Acquisition (SCADA) systems in the Iranian Nuclear enrichment facilities at 

Nantanz. Soft power is illustrated in terms of its focus on the psychological and 

behavioural nature of the target and using cyber information to create power by 

attracting citizens in another country.70 
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Targets of cyberpower 
 Intra-cyberspace Extra-cyberspace 
Information 
Instrument 

Hard: Denial of Service 
attack 
Soft: Setting of norms and 
standards 

Hard: Attack on 
SCADA systems 
Soft: Public diplomacy 
campaign to sway 
opinion 

Physical Instruments Hard: Government control 
of companies 
Soft: Software to help 
human rights activists 

Hard: Bomb routers or 
cutting of cables 
Soft: Protests to name 
and shame cyber 
providers 

 

Table 1: Physical and Virtual Dimensions of Cyberpower 

 

Nye also relates his three faces of relational power to cyberspace where he 

provides evidence of hard and soft power as shown in table 2 below, 

demonstrating again that it can be argued that there are both hard and soft 

techniques for each aspect of power projection. His comprehensive 

assessment of the different types of power and how they can be utilised to 

different effect provide evidence that there is not a ‘one size fits all’ approach 

to achieving the desired behavioural change on a target. By detailing how soft 

and hard power are positioned at each end of the spectrum, the essential role 

of utilising smart power to draw on whatever component is assessed to be best 

to influence the target can be seen. As yet, a process to examine how smart 

power can be fully optimised for cyberspace has still to be developed, with the 

literature tending to regard them as unrelated components.  However, should 

such a methodology be developed to formalise the link between cyberpower 

and smart power and the techniques that could be most effectively used in any 

particular scenario, a key element would be the requirement for a 

comprehensive understanding of the target.  This would demonstrate the 

intimate dependency between power projection and intelligence collection or as 

it is known in its covert form, espionage. This has become a prominent feature 

particularly in offensive cyber operations with numerous examples of how it has 

been employed by nation states as part of a wider strategic campaign. This is 

examined in the next section that explores the military use of cyberspace and 

the debate that surrounds it.  
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Aspect of Power Hard Power Soft Power 
A inducing B to do 
what B would not 
initially otherwise do 

Denial of Service 
attack 
Inserting of 
malware 
SCADA disruption 
Arrest of bloggers 

Information campaign targeting 
hackers to change their 
behaviours 
Campaign to counter 
recruitment of terrorists 

A precluding B’s 
choice by excluding 
B’s strategies 

Firewalls and filters 
Pressure on 
companies to 
exclude material 

Encourage self-monitoring of 
ISPs 
Rules on permitted domain 
names 
Promoting software standards 

A shaping B’s 
preferences so that 
some strategies are 
never considered 

Threats to punish 
bloggers who 
publish censored 
material 

Information to create 
preferences such as 
encouraging ‘patriotic hackers’ 
Development of norms of 
revulsion online 

 

Table 2: Nye’s three faces of power in the cyber domain 

 

In response to the use of cyberspace to project power, the role of cyber security 

can be seen to be a counter power strategy with former US President Barak 

Obama describing cyber security as one of the most serious economic and 

national security challenges we face.71 This can be seen in Lene Hanson’s 

application of securitization theory in which she defines security as the ability of 

a society to persist in its essential character under changing conditions and 

possible or actual threats.72 Within the context of cyberpower, this involves the 

use of methods to prevent access by others to their networks with the aim of 

influencing people either by communicating with them directly or indirectly by 

affecting the systems that they use. The role of cyber security at a national level 

can range from censoring and filtering information from both domestic and 

external, that is foreign, sources that are regarded as objectionable as well as 

preventing systems being accessed for the purposes of sabotage or extracting 

information.73  

 

The subject of Internet censorship restricting this flow of information was 

researched from 2004-2014 by the OpenNet Initiative (ONI), a collaborative 

partnership of three US and Canadian Institutions.74 Their aim was to 

investigate, expose and analyse what they believed to be the increasing 
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amount of filtering and censorship of Internet content in a credible and non-

partisan fashion. The ONI concluded that over three dozen states, clustered 

mainly in East Asia, the Middle East, North Africa, and central Asia were actively 

filtering Internet traffic, with China having the most extensive filtering regime in 

the world. It was noted though that content was also blocked within the US and 

Europe with restricted subjects including material related to extreme 

pornography or imagery related to Nazism or holocaust denial. The ONI 

claimed that control of the Internet was becoming increasingly important to 

countries seeking to curb dissent and that the main topics filtered were in 

relation to political, social and security issues. Interestingly, they also identified 

a fourth theme, that of the use of Internet tools, which included networking 

applications designed to allow the sharing of information, translation of 

websites, anonymisers, blogging or Voice over Internet Protocol (VoIP) 

services.75  Social media, which is one of the key methods of spreading a soft 

power message at a peer to peer level was recognised by the ONI as a 

particularly popular subject for censorship with varying methods of Internet 

control employed to limit or deny its use.  

 

The information environment and cyberpower 
 

In assessing what he refers to as the information revolution, Nye discusses 

cyberpower in terms of the third industrial revolution after the first, which was 

the mechanisation of previously hand-crafted goods and the second of the 

introduction of mass production.  He asserts that as knowledge is the main lever 

of power in cyberspace, as for other technologies, its proliferation is beyond the 

control of nation states.76 This he suggests is due to the significant reduction in 

the cost of exchanging information to almost an almost negligible figure, whilst 

also increasing the speed at which it can be transmitted. This has led to 

speculation that the role of the state itself will diminish as cross border 

networked communities, multinational institutions and non-profit making 

organisations play a larger role in people's lives. Although this is perhaps an 

extreme view, he notes that states will be less able to control the flow of 

information and therefore influence within their boundaries.  
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The P/DIME (Political/Diplomatic, Informational, Military, Economic) model is 

one of several approaches to describing the elements of national power and 

British Defence Doctrine states that Information underpins the other three 

instruments of power. 77 However, although it states that information is not 

doctrinally regarded as a discrete instrument of power, it is considered as a 

critical resource and as such can be expected to be contested in time of conflict. 

78  This means that the preservation of information flows should be carefully 

maintained as it facilitates understanding and decision-making within the wider 

battlespace and the advantage that can be achieved by managing, in relative 

terms, the information flow better than your opponent is known as Information 

Superiority. Despite the use of the phrase and its acknowledged importance 

there was prior to 2013 no consensus across UK defence as to what Information 

superiority was or how it could be formally described. However, when published 

in 2013 the UK Ministry of Defence Joint Doctrine Note 3/13 on the subject 

proposed the following definition: 

 

The competitive advantage gained through continuous, directed and 

adaptive employment of relevant information principles, capabilities, and 

behaviours. 79 

 

Within a NATO environment, the UK alternatively describes information 

superiority as possessing a greater degree of information about the battlespace 

and being able to exploit that information more rapidly than an adversary in 

order to prevent them from obtaining or exploiting information which would give 

combat advantage.80 This ability to collect, exploit and act on information faster 

than an opponent is critical in the information environment and requires a 

combination of people, processes, equipment and infrastructure, both internal 

and external. As suggested in the UK Ministry of Defence’s Development, 

Concepts, and Doctrine Centre (DCDC) in their Future Character of Conflict 

paper, it can be expected that adversaries will attack physical and electronic 

lines of communication that there will also be a battle for information superiority, 

which necessitates the requirement for sophisticated and resilient 
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communications.81 The availability and affordability of modern communication 

technology will also enable a range of non-state actors to deploy their own 

information campaign targeting the same groups as state organisations further 

emphasising the importance of the battle for information superiority. The 

vulnerability of cyberspace to attack is however highlighted emphasising that a 

successful compromise could result in a slowing of the command process 

leading to incorrect decisions being made.82  

 

Nye regards cyberpower as the ability to use cyberspace to create advantages 

and influence events in all operational environments and across the instruments 

of power. This acknowledges that although it compares capability between 

powers, it should be regarded in context of the other attributes of national power 

and how they relate to many different actors. Fundamental to this is the role of 

the technology required to be able to enter cyberspace and that it is constantly 

evolving. The adoption of new technologies may give one actor an advantage 

over another, which requires an organisational effort to introduce, emphasising 

the impact of the human perspective and attitude in their wishing to engage fully 

with the domain. 83   

 

Kuehl also highlights how the increasing ability to generate, disseminate and 

possibly control information emphasises its importance as the Informational 

instrument of power. Noting that cyberspace and cyberpower are now clearly 

dimensions of the Informational instrument of power he also describes it as 

playing an increasingly vital role in contributing to the economic strength of a 

nation and therefore an important component to be considered in developing 

national policy. This means that it now affects how governments connect with 

their citizens in all levels of society and links people and organisations in new 

ways and across national borders. Whereas in the past governments spoke to 

governments, they can now communicate at all levels from national to regional 

and even to individuals and that it is transforming how we create data itself, 

which can be described as the raw material that fuels modern society. This has 

resulted in a nation’s cyberpower being defined as having three dimensions; 

coordination of operational and policy aspects across government, coherency 
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of policy through international alliances and legal frameworks and achieving the 

cooperation of non-state actors. This further emphasises the importance of 

assimilating the non-state sector as a significant factor in the development of 

an integrated national cyber capability.84 

 

The military use of cyberspace  
 

Much has been written regarding the military use of cyberspace to project power 

and the tactics and techniques that may be employed in any future conflict, but 

all in anticipation of how they may be used in the future. Opinion is divided as 

to whether a full cyberwar has yet to occur or indeed may not happen at all, 

particularly as noted by Madeline Carr that under international law what 

constitutes a use of force or an armed attack in cyberspace remains unclear.85   

 

This uncertainty as to the legality of the military use of cyberspace and indeed 

cyberwar in general has been the subject of some academic legal debate, but 

has been hindered by the clandestine nature of cyber operations and the limited 

number of incidents that have been made public. This lack of interest in 

regulating cyberwarfare may be due to the proponents of the activity being 

reluctant to agree to the regulation of their activities and so lose any strategic 

military advantage. There has however been some work in this area and 

although not legally binding, the United Nations Mandated Group of 

Government Experts on Developments in the Field of Information and 

Telecommunications in the Context of International Security (UN GGE) has 

been credited with introducing the principle that international law applies to the 

digital space.86 

 

NATO has also been active in attempting to interpret existing international law 

within the context of cyber operations with the publication of two volumes of the 

Tallinn Manual.87 Initially the product of a three-year project, the first volume, 

which was published in 2013 identified ninety-five specific rules that could be 

applied to a cyber conflict and considered issues such as sovereignty, State 

responsibility, the concept of just war, humanitarian law, and the law of 



43 
 
   

neutrality. A significant conclusion of the authors of the manual included the 

statement in Rule 66 that cyber espionage or other forms of information 

gathering during an armed conflict do not violate the law of armed conflict. This 

aligns with the grey area of state sponsored espionage in peacetime, which is 

governed by each nation’s own domestic law and not international law. Cyber-

attacks are covered in Rule 30 and defined as operations that can reasonably 

be expected to cause injury or death to persons or damage or destruction to 

objects. Although subversion is not specifically mentioned, psychological 

operations are covered in Rule 61, which permits cyber operations that qualify 

as ruses of war. Following the publication of the first volume of the Manual, in 

2017 NATO published a second volume, which extended the range of legal 

scenarios addressed to include cyber operations in the maritime environment 

in Rules 45-54, peacetime cyber espionage in Rule 32 and the actions of non-

state actors that are not regulated by international law in Rule 33.88   

 

In considering the use of offensive action in cyberspace, John Sheldon 

concluded that due to the open nature of protocols, the number of ways in which 

attacks can be deployed, the worldwide reach of assailants, and the difficulties 

of attribution that it is offensive actions rather than defensive that will always 

have the advantage and will be the dominant factor in any cyber conflict. This 

is because defensive measures will always be reactive in having to mitigate for 

new forms of attack as they are encountered and can only be developed after 

they have taken place.89 He also suggests that in any future conflict cyberpower 

will not be used as an independent coercive instrument, but will be a 

complementary capability to other activities in the physical world. Thus, it will 

be regarded as a resource that will be used in support of other operations and 

that its role will be to complicate an adversary's decision-making process by 

disrupting, degrading, or denying their communication channels. This could 

also be supplemented by subverting, exfiltrating or destroying information or 

infrastructure as part of a wider intelligence led politico-military strategy.90 

 

The concept of cyberwar first came to prominence in a 1993 paper by John 

Arquilla and David Ronfeldt dramatically entitled Cyberwar is coming! 91 In 
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acknowledging the information revolution and its ability to disrupt established 

hierarchies, the authors anticipated a transformation in the nature of warfare 

such that it was the combatant with the best method of being able to turn 

information into actionable knowledge that had the advantage. This is because 

data on its own has very limited value – it is the interpretation of information 

such that it becomes usable intelligence that is valuable. They predicted that 

the battlefield of the future would be shaped by a decentralised, less 

hierarchical command structure, and that there would be a reassessment of 

how conflict and strategic interaction occurs based on innovation and 

technological advances. These wars will centre on knowledge and be fought at 

two levels: a societal conflict waged through communications media spanning 

political, economic, and social issues and a cyberwar at the military level 

targeting an enemy’s command and control infrastructure. Highlighting the 

inherently non-violent nature of code based conflict, reference was made to 

parallels with other conventional military techniques utilising the 

electromagnetic spectrum such as jamming, disrupting, and overloading 

information channels to achieve the desired effect.  

 

This view was further expanded on by James Adams in 2001 who predicted 

that that the information age is revolutionizing warfare for the twenty-first 

[century].92 In providing examples of website defacement and information theft, 

he was also one of the first to suggest the asymmetrical nature of conflict in 

cyberspace which favours non-state actors and smaller states. Although inferior 

in terms of conventional military forces to the major world powers, they do not 

have the same reliance on technology and are thus less vulnerable to network 

based attacks that target private as well as government systems. This is one of 

the themes explored by Madeline Carr in 2016, when in quoting Barak Obama 

she referred to the great irony of the information age that those states which 

have most successfully adopted and exploited the opportunities afforded by the 

Internet are also the most vulnerable.93 Noting that no previous technology has 

been regarded concurrently as a source of power and vulnerability in quite the 

way that the Internet is she highlights that the proliferation of non-state actors 

have impacted on state power by eroding the institution of sovereignty. 



45 
 
   

Although not referring specifically to the wider concept of cyberpower, she 

asserts that the Internet can both enhance and undermine state power, not 

least in part because of decisions by politicians.94 

 

Writing in 2005, Colin Gray also predicted the militarisation of cyberspace, but 

less as a technological based exercise and more a personal one as each 

belligerent’s cyber champions engage in a geographically dislocated 

gladiatorial combat. He makes the important point that cyberwar will not be 

fought in isolation or change the nature of war, but will be integrated with the 

other environments of land, sea, air, and space.95 He also predicted that 

although it had an important role as a force enabler, it will not replace the nature 

of warfare or by itself deliver defeat or victory. Subsequent commentators 

however have differed in their examination of the military use of cyberspace. 

Two significant publications are Richard Clarke & Robert Knake’s 2010 book 

Cyberwar and Rid’s 2012 publication Cyberwar will not take place that drew on 

similar information but came to very different conclusions with the former 

presenting a considerably more alarmist and pessimistic view of conflict in 

cyberspace than the latter.96 97  Clarke & Knake proposed a scenario in which 

the western nations’ networked society is extremely vulnerable to attack and 

that software may already have been inserted into a nation's critical national 

infrastructure by hostile intelligence services. This would remain dormant until 

a time of conflict or tension when it would be activated to disable a networked 

infrastructure and delete data, resulting in explosions at oil refineries, the 

release of gases from chemical plants, interference with air traffic control and 

the shutdown of the power grid.98   

 

In support of the view that the militarisation of cyberspace has or will take place, 

it should be noted that several countries have already stated publicly that they 

are active in this area and are preparing to engage in offensive cyber 

operations, which may also act as a credible deterrent to future attacks. The 

UK’s Ministry of Defence, for example stated in 2013 that it has established a 

specialist military cyber capability and had developed a doctrine for its use.99  

The then Defence Secretary Phillip Hammond later announced at that year’s 
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Conservative Party Conference that the UK would develop a dedicated counter 

attack and strike capability in cyberspace.100 Although this was the first formal 

declaration of a nation’s intent to develop offensive military cyber capabilities, 

China has also reportedly had cyber warfare units since 2003 with the US Cyber 

Command achieving an initial operating capability in 2013.101   

 

This view of cyberspace as being the environment for a future conflict is 

countered by Rid who believes that what he defines as cyber war has never 

happened in the past, it does not occur in the present and it is unlikely that it 

will disturb our future. The main tenet of his argument being that all offensive 

activities in cyberspace instead fall into one of three categories; espionage, 

sabotage and subversion.102 Rid even goes as far as to believe that cyber-

attacks will help to diminish rather than accentuate political violence.103 This is 

due to his belief that computer code can only directly affect computer-controlled 

machines, not humans.104 However this is only a valid argument if the intention 

is to reduce violence and not, as pointed out by Justine Chauvin, that the aim 

of groups such as terrorists are to cause as much damage as and when they 

can.105  

 

The timing and content of Rid’s book was opportune as it was published at a 

time when there was a general consensus that cyberwar was going to be an 

aspect of any future conflict. It was even suggested that to be a significant 

component it did not even require both belligerents to have comparable 

infrastructures as it could be argued that the greater a state is networked and 

reliant on cyberspace, the greater its vulnerability to a lesser foe. This was seen 

in the highly significant Sony network compromise in which the company 

suffered a serious security breach with the release of confidential e-mails and 

commercial data. In its subsequent investigation, the Federal Bureau of 

Investigation (FBI) publicly accused the government of North Korea, one of the 

least connected countries in the world, as being responsible.106 

 

In common with other commentators on cyberwarfare in quoting the 19th 

century Prussian military theorist General Carl von Clausewitz, Rid bases his 
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argument that for offensive action to be described as an act of war it must be 

political in motivation, instrumental in character and lethal in potential. Agreeing 

with Gray, he describes war's political nature as requiring eventual attribution 

for one side's will to dominate over another. For an act in cyberspace to achieve 

this it would be a very complex evolution and in referring to several case studies 

referencing publicly known offensive cyber events, he argues that they do not 

themselves exhibit these characteristics, only the consequences.107 In 

expanding his theory, Rid uses a comprehensive range of examples to argue 

that an act of sabotage may not in itself be an act of war but as by definition it 

targets infrastructure not people, it may be an ideal target for cyber weapons. 

Espionage is also described as not being an act of war and it may not even be 

regarded as a crime for a state to attempt to access and exfiltrate another’s 

sensitive information and that this is believed to be the most widespread use of 

state-sponsored cyber capabilities. Finally, in defining subversion, he notes that 

it targets minds and not machines in seeking to erode social bonds, beliefs, and 

trusts to undermine the authority, integrity, and constitution of the target. In 

achieving its aims, subversion differs from insurgency in that it targets people 

in non-violent manner and this, combined with the difficulties of attribution and 

the range of connected media that can be targeted, also makes it an ideal cyber 

weapon.108 Throughout his thesis on cyberwar, Rid also emphasises the role of 

the human factor and that sabotage, espionage and subversion may all be 

dependent upon the critical knowledge of someone ‘on the inside’ for it to be 

successful, emphasising the continuing role of traditional human intelligence. 

 

Although acknowledging its significant contribution in countering the prevailing 

consensus that cyberwar is inevitable, criticism of Rid’s work has centred on an 

academic discussion of what defines war. John Stone, a colleague of Rid at 

King’s College, London, countered that the efforts to determine whether cyber-

attacks should be considered acts of war…..are hampered by our loose 

understanding of what war itself amounts to.109 Specifically he highlights the 

under explored and unspecified relationship between violence and lethality in 

the context of war and that this issue has been brought into sharp focus by the 

new and unconventional realm of cyber warfare. Although Stone has no issue 
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with Rid’s requirement for war to be political and instrumental, he focuses on 

the requirement for lethality and quotes the following, which also has 

implications when considering the concept of power: 

 

‘War is an act of force to compel our enemy to do our will’, wrote Carl 

von Clausewitz on the first page of On War. All war, pretty simply, is 

violent. If an act is not potentially violent, it is not an act of war…. A real 

act of war is always potentially or actually lethal, at least for some 

participants on at least one side.110 

 

Although Rid merges force, violence and lethality, Stone argues that war 

demands no causal connection and regards them as three separate issues and 

although war requires force, it does not imply violence or lethality. Separating 

force from having to involve injury to human bodies, he quotes the Oxford 

English Dictionary to include damage to objects as well as people to the 

definition and that violence and lethality are not inexorably linked. This is 

important as modern warfare, particularly when committed by western 

democracies, seeks to deliberately reduce casualties to a minimum – the use 

of (expensive) precision smart weapons as opposed to (cheap) carpet bombing 

for example. Rid prefers to use the term sabotage when the intention is to 

damage a target, but Stone suggests that this does not prevent it from being 

warlike and to do so would require re-describing the whole liberal way of war.111 

Stone also investigates the relationship between force and violence and that 

violence may arise from a cyberattack, but would it be the result of an act of 

force? He answers his own question by concluding that technology enables a 

small amount of force in the form of a few key strokes that could translate into 

potentially a large amount of violence. He concludes that contrary to Rid’s 

assertion, events in cyberspace could constitute acts of war as they may involve 

the application of force in order to produce violent, but not necessarily lethal, 

effects and that cyber-attacks represent a particularly efficient means of doing 

so.112 However, these semantic definitions of what constitutes warfare are 

regarded as inconsequential by Gray who also quotes Clausewitz in arguing 

that although war is an act of force to compel our enemy to do our will, it can 
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utilise several instruments, including cyber activities, to achieve this in 

contributing to the coercion of an opponent. Ultimately, Gray’s response to 

cyberwar not being itself violent is ‘so what’ and that it is still warfare, particularly 

if regarded as such by the victim.113 There is though some common ground with 

Rid, particularly in that cyberwar is just the latest development in conflict and 

will not fundamentally change its nature or compensate for failings elsewhere.  

 

Rid’s assertion that conflict in cyberspace cannot be regarded as cyberwar 

because it fails to conform to conventional definitions of conflict is also criticised 

by Erik Gartzke who suggests that the argument may become a purely 

academic exercise.114 The concept of what exactly cyberwar may comprise of 

is also raised by Julia Muravska, who senses confusion as to what Rid is 

actually attacking and that he fails to set out what such a war may look like and 

why the concept needs debunking. She also questions Rid’s link between 

violence and war noting the increasing development and use of non-lethal 

weapons and efforts to reduce collateral damage in conflict.115  

 

Valeriano and Maness offer a significant contribution to the cyberwar debate by 

emphasising that cyberspace and the activities that occur within it are intimately 

connected to wider international relationships. They argue that the 

consequences of an all-out cyberwar are such that there is restraint in the level 

of conflict that occurs in cyberspace and that interactions are mainly regional 

and at the international, not tactical, level.116  This can be seen in that despite 

the concepts of power, cyberspace and cyberpower having attracted 

considerable research effort, its application within the context of the other 

environments has not. Accepting that cyberspace is a unique environment 

alongside land, air, sea, and space, these do not exist in isolation, yet although 

the dependencies between these physical elements is recognised, each one’s 

unique link to cyberspace is not.  

 

The role of attribution in cyberwar and indeed all forms of power projection is a 

significant one and was also discussed at length by Rid who noted that military 

history knows no major battle where the enemies did not reveal themselves.117  
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According to David Clarke and Susan Landau, attribution can be described as 

the ability to identify the agent responsible for an action.118 The ability to 

accurately trace the true originator of an information campaign or cyber-attack 

is becoming an important element in the analysis of cyberpower projection, 

particularly when several countries are involved in a complex political scenario 

in which multiple messages are being promulgated. Clarke and Landau 

describe the elements of attribution as being in the form of who owns the 

machine from which an activity took place, the location from which it took place 

and who was responsible for the action.119 Earlier commentators such as 

James Adams make the link between being able to identify an attacker and their 

allegiance with deterrence. In stating that effective defence means deterring 

attacks before they occur [and] the threat of retaliation is a good preventative 

strategy; he acknowledges that identifying attackers is difficult as are the legal 

and moral questions regarding retaliation. By drawing parallels with the positive 

effects of inter-agency and international governmental collaboration against 

terrorism, he predicts that the same level of cooperation will be required to 

defeat cyber-attackers.120  The importance of attribution and deterrence has 

also been highlighted by Leon Panetta, former Director of the Central 

Intelligence Agency, and Secretary of Defence in 2012 who said [that] In 

addition to defending the department's networks, we also help deter 

attacks.  Our cyber adversaries will be far less likely to hit us if they know that 

we will be able to link to the attack or that their effort will fail against our strong 

defenses.121 This emphasises that the anonymity of cyberspace, so valued by 

its users, it regarded as something to be defeated by the Intelligence Agencies. 

 

Within the context of coercive hard power, being able to accurately attribute 

cyber-attacks to the originating agent is important for two main purposes, that 

of deterrence and retaliation to counter their activity.122 If an attacker cannot 

hide behind a cloak of anonymity and is aware that their identity will be quickly 

determined, they may be dissuaded from committing the act. Similarly, it is 

equally important that when offensive action is taken against an adversary that 

the true originator can be identified by the victim in order that retaliation can be 

considered. It is a core tenant of conflict in any environment that for military 
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force to be effectively deterred or to be able to defend against aggression, a 

nation must be able to reliably respond to attacks as they occur. Accurate 

attribution is also a vital legal, tactical, and technical requirement as without it, 

retaliation cannot be justified due to the threat of collateral damage. However, 

there may also be times in which an attacker may want or need their cyber-

attack to be correctly attributed. This may be in order to clearly demonstrate 

capability as a means of hard power projection or to deter other attacks against 

them in the future.  It is important that to prevent collateral damage a victim 

correctly traces the source of an attack to prevent them retaliating against the 

wrong target and so expand the conflict beyond its original borders. 

 

Accurate attribution is also important as a tool of soft power. The ease by which 

information can be made readily available in cyberspace has resulted in a range 

of organisations providing sometimes conflicting reporting and a variety of 

commentators vying for audiences for their opinions. This may result in 

consumers of information choosing to seek out certain sources for their 

reputation of being known as being credible or for their political viewpoint. This 

may make the information providers targets for attack themselves and lead to 

the creation of imitation sites seeking to deceive their audience. This 

emphasises the importance that both information producers and receivers must 

be certain that their message is correctly attributed, particularly if it may affect 

peoples’ actions or opinions. 

 

The US Department of Defence strategy for operating in cyberspace has at its 

central focus deterrence by denial with the development of attribution 

technologies considered key if the country is to successfully deter and respond 

to attacks.123 Their active defence strategy comprises three distinct stages 

termed intrusion detection, traceback and counterstrike.124 Traceback 

comprises a range of forensic and technical methods to track the source of an 

attack with a counterstrike to disrupt or disable an attacker by sending 

countermeasures to its location. Once the origin has been identified, attribution 

could then be used as a legal tool to facilitate a successful prosecution. 

Counterstrike highlights contentious role of what is known as Active Cyber 
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Defence (ACD). Described by NATO as A proactive measure for detecting or 

obtaining information as to a cyber intrusion, cyber-attack, or impending cyber 

operation or for determining the origin of an operation that involves launching a 

pre-emptive, preventive, or cyber counter-operation against the source, it 

combines proactive real-time detection with aggressive countermeasures 

outside the victim network.125 The UK Ministry of Defence has a slightly different 

definition as Activities that target hostile offensive cyber operations in order to 

preserve our freedom of manoeuvre within cyberspace.126 This does not imply 

the need to operate within an aggressor’s network to conduct active defence, 

but does indicate that it is requires proactive measures to counter an attacker 

to maintain control of systems and networks. 

 

The issue of the legality of operating within the networks of others to undertake 

active defence measures has been highlighted by Robert Dewar as if 

conducted by state actors against a target in another country they could be 

construed as a hostile act.127 As well as the legitimacy of a so called hack back, 

Dewar also notes that this also emphasises the increased importance of 

accurate attribution in identifying an intruder and that this capability could be 

abused by extending it to the originators of content that is banned or deemed 

politically sensitive. As an alternative to these active defence measures, he 

suggests that non-aggressive passive measures could be enhanced to include 

what he terms Fortified Cyber Defensive activities comprising firewalls and 

filters designed to prevent a system breach and Resilient defence consisting of 

measures to enable a system to withstand a compromise and remain 

functioning.128 

 

More recently, the UK has also adopted a more proactive stance to countering 

cyber threats. Following his announcement when Defence Secretary of the 

UK’s development of a dedicated counter attack and strike capability in 

cyberspace, Philip Hammond, in his later role of Chancellor of the Exchequer 

launched the 2016 National Cyber Security Strategy by stating that the 

Government would take a more active cyber defence approach.129 This would 

support the use of automated defence techniques to block, disrupt and 
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neutralise malicious activity before it reached the user and strengthen law 

enforcement capabilities to identify, track, apprehend and prosecute cyber 

criminals. He also highlighted the UK’s investment in offensive cyber 

capabilities as the ability to detect, trace and retaliate in kind is likely to be the 

best deterrent and that the UK needed to develop a fully functioning and 

operational cyber counter-attack capability.130 This would enable the UK not 

only to defend itself in cyberspace, but strike back in kind when attacked. A 

year later in a speech at the Cyber 2017 Chatham House Conference, the UK 

Defence Secretary Sir Michael Fallon highlighted the role of the country’s new 

National Cyber Security Centre (NCSC) in understanding, containing, and 

mitigating cyber threats. As well as the ability to detect and attribute attacks he 

emphasised that retaliation is an important aspect of a credible deterrence 

strategy and significantly this may not be restricted to the cyber environment. 

As well as announcing that offensive cyber was now an integral aspect of the 

UK’s arsenal he stated that the price of an online attack could invite a response 

from land, sea, or air as well as cyberspace.131 To emphasise this point he 

confirmed that as well as the use of conventional munitions, the UK were 

routinely using offensive cyber in the war against Daesh, which was beginning 

to have a major effect on degrading their capabilities. 

 

Although Rid emphasised the importance of being able to attribute an attack as 

an essential component of conducting warfare and noted the difficulty of using 

cyber means to trace a cyber-attack, the need to identify the source of an attack 

by means through which it was made is questioned by Julia Muravska. Stating 

that just because some attacks cannot be unequivocally attributed….does not 

mean that these states were not in fact behind them, a point is also raised by 

Brandon Valeriano and Ryan Maness who argue that cyber conflict does not 

take place in isolation, but within the wider backdrop of international politics.132 

They suggest that successful attribution can be made in terms of global 

relations and does not require a cyber attribution to a cyber-attack.133 However 

although they correctly state that while cyberspace is a separate environment, 

it is not unconnected from the normal political domain and the challenges of 

tracing an attack can be exploited. This could be in the form of a deception plan, 
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so called false flagging, by one nation to goad others into conflict during periods 

of tension by conducting unattributed attacks, a point highlighted by Carr in that 

the difficulties in attributing an attack could be used to entrap others into 

conflict.134   

 

Cyber attribution is also an issue raised in a short paper published by John 

Arquilla in 2012, partly in response to Rid’s rejection of the notion of the concept 

of cyberwar. Here he argues that in the two decades since his original paper, 

many of his predictions had become a reality and that although many of the 

examples of cyber conflict that had come to public attention were low level 

attacks, they had potential to be scaled up. Although on their own he suggests 

that cyber-attacks may not achieve a strategic effect, they may contribute to the 

degradation of an opponent’s overall military capability. This in turn could tip 

the balance in determining the chance of a campaign in the physical 

environment being successful and increase the possibility for offensive action 

in cyberspace leading to conflict.135 

 

Having dismissed the concept of cyberwar, in a further paper Rid discusses the 

role and effectiveness of cyber weapons, which he defines as instruments 

designed to cause physical, functional, or mental harm to structures, systems 

or living beings.136 He concludes that they span a wide spectrum of effects 

ranging from the generic, but low-potential tools to the specific, but high 

probability of achieving a significant impact. The former typically comprises 

malware, which is cheap to develop and may affect a wide range of systems 

from the outside but is incapable of penetrating and causing direct harm. 

Examples of this type of activity include Distributed Denial of Service (DDoS) 

attacks and malware that generate botnets or are designed to spread rapidly 

across systems. In discussing cyber weapons at the high end of the spectrum 

several distinctive attributes are identified. These include combining the ability 

to penetrate a specifically identified system, which is likely to be protected and 

the capacity to achieve physical harm to the target in a subtle manner so as not 

to be immediately detected. Although these high yield weapons will have more 

destructive potential they come at a cost in terms of the resources, intelligence 
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and time required to develop and deploy, which may put them out of reach of 

non-state actors and individuals. They will also be more specific in terms of the 

targets that they can be used against, which reduce the risk of collateral 

damage, but will also limit their wider use. Typical targets of this highly 

specialised type of weapon are Industrial Control Systems (ICS) or Supervisory 

Control and Data Acquisition (SCADA) systems, which typically run on legacy 

versions of the Microsoft Windows platform, which were notoriously porous and 

easily penetrated.137  

 

Although the use of a cyber weapon to achieve a physical effect may be the 

goal of the cyber warriors of the future, what should be considered is under 

what circumstances they can deliver an effect that cannot be achieved from a 

conventional munition.  Smart weapons targeted by satellite based Global 

Positioning System (GPS) or by lasers are already in service and achieve high 

levels of accuracy and although not as cheap as unguided munitions can be 

used against a range of targets at very short notice.  The investment required 

to achieve a similar effect through cyber channels may not be comparable in 

terms of time or cost to delivery and this should be considered as part of any 

investment appraisal into cyber weapon development.138 Rid also makes the 

important point that code designed for espionage alone cannot be regarded as 

weapons as the law of conflict does not see espionage an armed attack.139  

 

The increasing reliance on the cyber environment for information exchange has 

also been raised as a potential vulnerability for those nations that have made 

major investments in extensive command and control networks. There are 

significant advantages to being a networked military force with access to high 

speed communications in terms of the ability to draw on large amounts of data 

to enable decisions to be made based on accurate and up to date information; 

what is termed the freedom to manoeuvre in cyberspace. However, to be 

effective this must also involve guaranteeing the confidentiality, integrity, and 

availability of information by protecting the networks from attack. In recognising 

this issue, John Sheldon wisely counsels that the overuse use of cyberspace 

for the projection of power in both war and peace across all domains can be 
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disadvantageous.140 An over reliance on communications and information can 

stifle initiative and adaptability as junior officers become less used and 

practiced in determining the best course of action themselves without recourse 

to senior leadership for advice or guidance. This in turn may distract 

commanders into becoming too focused on the battle at the lowest echelons 

and less involved with taking the initiative and focussing on the strategic aims 

of a campaign.  The degradation, denial and deception of these systems will 

then become the prime target for an adversary and ensuring the resilience of 

the network becomes the strategic imperative for the defender. 

 

The great strength of a successful military force is that which encourages the 

concept of Mission Command, in which commanders in the field are tasked with 

the what and not the how, but this is in danger of being undermined by an over 

reliance on readily available communications with higher authority. Worse still 

is the prospect of politicians, armed with the same tactical picture as their 

military officers, proffering advice based on short term political objectives rather 

than long term military ones. It must be remembered that the UK’s greatest 

naval victory at the Battle of Trafalgar in 1805 was achieved by Nelson 

communicating only six messages to his Fleet of 27 ships commencing with the 

famous England expects flag hoist and ending with Anchor on completion.141 

Converted into binary format, these messages would comprise 1856 bits of 

information, which were transmitted over the course of the four hour battle.142 

This compares to the bandwidth requirements of a typical Joint Force 

Headquarters detailed in the UK’s Joint Doctrine Publication 6-00 from 2008 

which specifies a minimum requirement for 6400 bits per second and which no 

doubt has risen with advances in technology and in particular with the increased 

use of drones able to transmit real time high definition video feeds of a target.143 

 

Conclusion to chapter 2 
 

This chapter has introduced the core components of this thesis and the 

evolution of their relationship to achieve power and influence over a target 

audience. Although power itself can be simply defined as resulting in 
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behavioural change to the advantage of another, there are several ways in 

which this can be achieved with some more subtle than others. Indeed, it may 

even be that the victim does not know that they are being affected by the 

deliberate actions of an external influence if they are amenable to the change. 

Warfare is the ultimate form of power projection and that too may now be 

conducted in such a way that it does not cross the threshold of what may be 

regarded as hostile action by a nation state if conducted by proxy forces under 

a hybrid strategy combining a range of unconventional strategies to achieve the 

desired end state. 

 

As for power, cyberspace can also be envisaged in a range of different ways 

particularly as it is a continually evolving environment with no universally 

accepted definition as to its composition and use. Combining the attributes of 

both power and cyberspace this provides a powerful means to access and 

influence an individual or group and cyberpower is now recognised as an 

important element as part of an overall campaign plan. However, despite the 

enthusiasm to exploit cyberpower to achieve strategic objectives, it must be 

understood that cyberspace is essentially an information based medium and 

has limitations on what can be achieved, particularly when comparing 

cyberpower to the effects of conventional military power and kinetic munitions.  

 

Notwithstanding the legal debate of the status of cyberweapons, there is still 

disagreement over what the militarisation of cyberspace can hope to achieve 

with a spectrum of views ranging from near parity to conventional weapons to 

only very limited and specific effects being achievable. Indeed, there is still 

debate as to whether conflict in cyberspace can actually be described as 

warfare at all. Despite these doubts, some nations are keen to announce that 

they are developing or have developed cyber weapons and have units trained 

and prepared for their use. In addition to complexities of developing the 

weapons themselves cyberwar presents additional challenges in deterring 

potential adversaries, attributing attacks when they do occur and then being 

able to successfully respond in kind. This has led to a key decision being made 

by some countries in declaring that cyberattacks may be met by retaliation from 
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any environment. This is nothing new in that a maritime attack may result in 

airpower being used against the aggressor, but it is an important milestone in 

the acknowledgement that cyberspace is not unique and is now regarded as an 

operational environment equal in status to that of the land, maritime, air and 

space. 

 

The use of cyberspace for power projection, which is regarded as an offensive 

activity, has demonstrated that the existing literature provides a valuable 

resource from which to investigate the changing character of power projection 

and maritime security in a digital age.  Exploring cyberspace and its relationship 

with the concepts of power and influence is a complex and multifaceted 

exercise involving an appreciation of how the existing, but differing definitions 

of what constitutes power can be integrated into an ever changing and evolving 

cyber environment. Understanding both these aspects in isolation are 

challenging undertakings and combining them even more so. It is however 

attracting considerable research as the potential to alter the behaviour of a 

target audience at distance without resorting to conventional military means is 

an attractive one. As a response, nations have realised that in order to counter 

the efforts of others robust security measures are required to limit their access 

and ability to spread their message unhindered. 

 

The issue of how to conduct warfare in cyberspace has been the subject of 

considerable research and discussion and has been debated in sufficient detail 

to appreciate both the nuances of what constitutes conflict in the cyber 

environment and the effects that can potentially be delivered. Nye’s 

comprehensive development of the concept of power and the nature of its hard, 

soft, and smart forms can be applied to Rid’s analysis of cyberwar and how 

cyberspace is used as part of a strategy of power projection. When combined 

with the broader findings of this chapter it provides a perspective of how 

cyberpower can be derived using a range of techniques and mechanisms. 

Importantly it should be considered that as cyber defence and security is a 

reactive discipline that responds when system vulnerabilities, both known and 

unknown, are exploited by attackers. This makes cyberspace a potentially a 
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fruitful medium through which influence can be exerted if a threat vector can be 

identified and exploited to the advantage of an attacker. The 

interconnectedness of information and power also enables cyberspace to be 

used to achieve an effect in the other physical environments to attain a positive 

regional outcome.  

 

Drawing on Rid’s assertion that activities in cyberspace fall short of the 

conventional definition of war, his categories of espionage, expanded to include 

all intelligence gathering activities, subversion and sabotage can be neatly 

assigned to the notion of hybrid warfare in which states are engaged in a grey 

area between peace and war. Viewing hybrid warfare within the spectrum of 

the path from peacetime activities to high intensity conflict and combining these 

with Nye’s categories of power, they can be brought together as shown in table 

3 showing its the central role and link to smart power in the cyber operating 

environment. This shows that Rid’s triptych of cyber effects span the spectrum 

of Nye’s power categories and that to be effective all aspects should be 

considered as part of an operation to determine the one that will achieve the 

optimum result. However, within any campaign of cyberpower, the issue of 

attribution is an important once to accurately identify the source, whether it be 

declared, falsely presented, or intended to be anonymous. How attribution is 

perceived will have a significant impact in determining what type of response it 

may elicit.  

 

Political state Power 
projection 

Cyber operation 

Peacetime 
Diplomacy 

Soft Intelligence gathering / Subversion 

Tension / Hybrid 
war 

Smart Intelligence gathering / Subversion / 
Sabotage 

High Intensity 
Warfare 

Hard Intelligence gathering / Sabotage 

 

Table 3: The relationship between political state, power projection and cyber 

operations 
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The relationship between a range of political states and their associated types 

of power projection and the method of cyber operation that can most effectively 

achieve the desired behavioural change provides the foundation upon which 

this thesis is based.  The next chapter investigates how the unique 

characteristics of the maritime environment can present a range of 

opportunities and constraints when combining its attributes with that of 

cyberspace to achieve power and security. 
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Chapter 3: Maritime cyberpower and security 
 

In order to fully address the second objective of this thesis, which is to 

investigate the close relationship and interdependence between the maritime 

and cyber environments within the context of power and security, it is necessary 

to understand how a nation views the role of maritime security and how it 

contributes to the wider issues of protecting individuals and the state from 

external threats. This chapter discusses the existing literature and national 

doctrine that describes these concepts in the maritime and information 

environments, highlighting the conditions required for cyberpower both at and 

from the sea to be achieved and exercised. This emphasises that although the 

unique attributes of the maritime environment can also be levered for 

cyberpower projection, to be effective they must circumvent or overcome the 

range of security measures that are designed to protect shipboard systems, 

their infrastructure ashore and their operators from the interference of others.  

 

Power and security in the maritime environment 
 
There is a direct correlation between power and security, which is applicable in 

all environments including maritime and cyberspace. As power seeks to 

influence the behaviour of people or the course of events, this may be perceived 

as a threat, particularly if they are detrimental to their government or society’s 

policy, social norms, or strategic ambitions. Among multiple definitions of 

security, the Oxford English Dictionary includes Freedom from threat or danger, 

and safeguarding the interests of a state.1  Effective security can thus be used 

to counter the effects of a campaign of power projection or influence – it is a 

counter power strategy. However, as noted by Carr, security and power are not 

the same thing highlighting the argument that states seek power because it is 

the most reliable way to ensure survival. Power can also be regarded as a 

means to an end and is useful for ensuring security.2 At sea, maritime security 

can be utilised to counter some of the measures used to exert control over 

people or systems by a threat actor, be they a state sponsored or a non-state 

sponsored group seeking either ideological change or criminally motivated for 
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financial gain. These methods may range from efforts to exercise power 

through sea control of an area for their own use or denial of its use by others 

such as to protecting fisheries or maintaining the operation of offshore oil 

platforms from the adverse influence of others, the importance of which are 

highlighted in a range of UK doctrinal publications. 

 

The UK’s National Security Strategy published in 2010 describes the country’s 

national interests as security, prosperity, and freedom and as core objectives, 

the protection of people, economy, infrastructure, territory, and way of life from 

all major risks that can directly affect the country.3  Within the maritime 

environment, this is enhanced by the UK National Strategy for Maritime 

Security, which defines maritime security as: 

 

…the advancement and protection of the UK’s national interests, at 

home and abroad, through the active management of risks and 

opportunities in and from the maritime domain, in order to strengthen 

and extend the UK’s prosperity, security and resilience and to help shape 

a stable world.4 

 

Today’s increasingly interconnected society is highlighted in the strategy 

through trade, emerging markets, common interests, technology, and 

cyberspace. This trend towards globalisation through technology and trade has 

resulted in an interdependency of nations such that events anywhere in the 

world has the potential to have an effect on domestic markets. Maritime forces 

with their global reach can contribute to maintaining stability in many ways by 

exploiting the full spectrum of their capabilities to counter threats that originate 

from international waters as well as sovereign territory. This role is highlighted 

in the National Strategy for Maritime Security, which emphasises the link 

between maintaining stability and its crucial role in providing resilience to the 

national economy.5  The National Security Strategy also makes specific 

reference to the risks of operating in cyberspace by listing them alongside 

terrorism, conventional military conflict, and natural disasters as the greatest 

threat to the stability of the country. In particular, the threat of cyber espionage 
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and the disruption of critical services are highlighted with the additional threat 

of criminality being included in the Strategy for Maritime Security, which also 

includes law enforcement as a lever of international cooperation.6  In addition, 

UK Maritime Doctrine emphasises the versatility and mobility of seaborne 

assets as a tool of political and diplomatic leverage in international relations and 

that they can be regarded as a key tenet of a country’s security strategy. This 

role in conflict prevention requires long term engagement and establishing trust 

to encourage the development of cooperation and conciliation in international 

affairs. Noting that this takes time, effort and persistence with relationships 

having to be nurtured through regular dialogue, this echoes the essential 

elements of soft power reinforcing the international capabilities of maritime 

forces in the delivery of the diplomatic, cultural, military, and economic elements 

of smart power.7 

 

Although prominent in their discussions of power and conflict in cyberspace, 

neither Joseph Nye nor Thomas Rid acknowledge that the unique properties of 

each physical environment may affect the attributes of cyberspace within the 

context of either defensive or offensive activities. Indeed, the concept of 

cyberpower in the maritime environment or an assessment of how cyberwarfare 

could be conducted at or from the sea has not attracted much, if any, 

discussion. This may be due to a lack of understanding of the unique conditions 

of the coastal and oceanic regions or that they are not considered suitably 

different from the other environments to warrant investigation. The case studies 

used by Rid for example in arguing that cyberwar did not meet the criteria for 

true warfare did not speculate as to what its consequences might be to Nye’s 

description of power projection if either the target was a ship or that an effect 

was being delivered from the sea and their consequential impacts in a regional 

conflict.  

 

Within the military context, British Defence Doctrine notes that the role of 

national security encompasses the safety of the state and its protection from 

both external and internal threats, but is also integrated within, and dependent 

upon, the security of neighbouring states and partners.8 The former of these 
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may lead to invasion, attack or blockade and the latter includes the dangers 

from terrorism, subversion, civil disorder, criminality, insurgency, sabotage, and 

espionage. The role of cyberspace is referred to within the context of an attack 

on the country’s critical national infrastructure. The doctrine also obliquely 

refers to the maritime component by highlighting that the government’s primary 

duty is to maintain the freedom and integrity of the UK and that its stability, 

prosperity, and well-being depend on international trade and investment. This 

it notes requires raw materials being imported and goods exported by sea and 

are facilitated through access to global information flows. In highlighting the 

threat posed to the UK by criminals operating in the maritime environment, 

terrorism, disruption to trade or the freedom of navigation, maritime attack 

against the national infrastructure, arms proliferation, drugs and people 

smuggling are all listed in the National Strategy for Maritime Security.9 In stating 

methods to counter them, the strategy includes international collaboration and 

governance, protecting UK citizens, infrastructure and shipping, securing trade 

routes and finally protecting against serious organised crime and terrorism. To 

achieve this, it identifies five core Maritime Security Tasks and five Maritime 

Security Objectives, which are described below: 

 
Maritime Security Tasks 
 

Understand: This involves gathering and analysing data and intelligence, 

building partnerships, and sharing information with allies when concerns are 

identified. 

 

Influence: This draws on a range of methods ranging from diplomacy, law 

enforcement, and economic measures to military engagement with the aim of 

changing behaviour thereby linking this activity to the concept and methods of 

smart power. 

 

Prevent: Should influence methods fail these are activities to prevent potential 

issues from developing or escalating. This may take the form of building security 

capacity in areas of instability, but can also include responsive actions. 
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Protect: If a valid threat does emerge, measures can be taken to reduce the 

vulnerability of the maritime or shipping infrastructure or increasing the 

resilience to an attack.  

 

Respond: Throughout the above tasks, the UK will continue to consider a range 

of responses varying from law enforcement action or interdiction to in extreme 

cases, military action. 

 

Maritime Security Objectives 
 

To achieve the above five core security tasks, the UK has identified five 

maritime security objectives as detailed below:  

 

Promote and uphold the norms of a secure international maritime domain: 

This is achieved through an active and activist foreign policy with the aim being 

to strengthen the international system based on compliance with the United 

Nations Convention on the Law of the Sea (UNCLOS). 

 

To develop the maritime governance capacity and capabilities of 
strategically important states: Acknowledging that Maritime Security is an 

international responsibility, some states are more able to meet their obligations 

than others and this objective seeks to build intelligence, law enforcement, 

coastguard, and the military capabilities of weaker states. 

 

To support the safety and security of ports, offshore installations, and UK 
registered shipping: Using intelligence led security advice and compliance 

monitoring activities, government agencies will ensure the protection from 

terrorism of entitled personnel, ships, oil rigs and wind farms. 

 

To assure the security of trade and energy transportation routes: As global 

economies depend on international trade and energy, naval forces will be used 
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in collaboration with global partners to build understanding, deter threats and 

protect shipping, using force if necessary. 

 

To protect the resources and population of the UK from illegal and 
dangerous activity: Highlighting the threat from organised crime, terrorism, 

illegal immigration and unlawful exploration of natural resources, law 

enforcement agencies will carry our surveillance to deter these activities, 

interdicting suspect vessels where necessary. 

 

To fulfil the Maritime Security Tasks and Objectives, forces can be deployed to 

meet the requirements of a specialist intelligence collection, surveillance, and 

reconnaissance (ISR) role. The worldwide presence of maritime forces, their 

organic sensors and ability to position just outside territorial waters or out of 

sight over the visible horizon has been long recognised as key attributes for 

information gathering tasks and is conducted both in peace and at times of 

tension and conflict. The aim of ISR is to achieve as comprehensive a 

situational awareness as possible, which is defined as the perception of the 

area of interest, problem or situation bounded by time and space in the context 

of the commander’s mission or task.10 In a maritime context it is used to 

describe the aspiration of warships to be able to determine the identity of other 

sub surface, surface and air contacts of interest and be able to track them. In 

times of war, this information can be fed to weapons systems to provide a firing 

solution, but in peacetime it adds to a better understanding of what routine 

activity looks like in an area and to provide the ability to classify contacts based 

on previous known behaviour.  Although British Maritime Doctrine recognises 

the role of information superiority, situation awareness and ISR, the role of 

cyber is not explained in detail other than to state that its scope is beyond that 

of just information systems and extends into command, control, intelligence, 

and surveillance. This is despite the information environment being crucial for 

both the management of ship systems and navigational safety. This can be 

seen from the reliance upon data from satellite navigation systems, terrestrial 

navigation beacons or transmissions from other ships relating to their position 

and activities as well as non-data transmissions such as the use of radar. 
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Maritime Security Risks 
 

As part of the UK’s maritime security strategy, a specific Maritime Risk 

Assessment was conducted in 2013 as part of the biennial National Security 

Risk Assessment (NSRA) process, which was used to prioritise all major areas 

considered a risk to national security. This assessment concluded that the 

following issues were the highest priority based on both likelihood and impact:11 

 

 Terrorism affecting the UK and its maritime interests, including attacks 

against cargo or passenger ships. 

 

 Disruption to vital maritime trade routes because of war, criminality, 

piracy, or changes in international norms. 

 

 Attack on UK maritime infrastructure or shipping, including cyber-attack. 

 

 The transportation of illegal items by sea, including weapons of mass 

destruction, controlled drugs, and arms. 

 

 People smuggling and human trafficking. 

 

Although the risk of cyber-attack is specifically mentioned, the use of cyber 

facilitated crime can be a contributory factor in many of the other high priority 

risks. In particular, terrorism can be inspired and planned through cyberspace, 

trade routes can be analysed through online ship tracking applications and the 

transportation of illegal items and human trafficking can be coordinated through 

the communications medium of cyberspace. The assessment and mitigation of 

maritime risk is therefore inextricably linked to the cyber environment. 

 

In his book, Tubes, author Andrew Blum investigates a risk to cyberspace that 

few consider; the physical infrastructure that forms the global network.12 

Inspired by curiosity of where the cable from his home router ultimately led, 

Blum traces the wired connections and associated technology that comprise 
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the Internet and houses the data that users access when downloading material 

from the World Wide Web. A key finding from his book is that whereas the 

routing equipment is often housed in anonymous, but secure buildings and the 

data centres owned by Google and Facebook are the most protected aspects 

of cyberspace, the transoceanic cables that circumnavigate the world are not. 

Laid in shallow waters approaching the coast and making landfall in well 

documented locations, these cables carry virtually all international Internet 

traffic and yet despite being a fundamental component are a largely 

unpublicised aspect of cyberspace.  Although Blum alluded to the potential 

vulnerabilities of the cables, he does so from the perspective of accidental 

damage from ship’s anchors or earthquakes, not from a deliberate attempt to 

limit a country’s cyberpower by cutting its international connections.13 The 

subject of undersea cables is also examined by Nicole Starosielski, but mostly 

from their impact on the natural ecology of their environment and the political 

impact of their presence. Historical examples of disconnection and probably 

false accusations of cold war adversaries engaged in deliberate interference 

are addressed, but not from a perspective of how that will affect a nation’s 

cyberpower.14 The issue of protecting these cables from accidental or 

deliberate damage is an important one that has until now been disregarded by 

many commenters and is a subject explored more thoroughly in the later 

chapters of this thesis. 

 
Maritime cyber security 
 

To date, the focus on the issues regarding the role of cyber power at sea has 

been primarily concentrated on the defensive aspects and how to secure 

shipping from cyber-attack, which in 2017 is now gaining increased interest 

from academia and the mercantile industry. For example, Plymouth University 

in the South West of the UK has a dedicated Marine Institute, which includes a 

specialist Maritime Cyber Threats Research Group. This department has been 

active in investigating merchant ship cybersecurity and specialises in 

multidisciplinary research and has access to marine simulation environments 

to investigate threats at all levels from the theoretical to practical applications.15 
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This includes the presentation of a specialist MA in Applied Strategy in Maritime 

Security that includes an optional module dedicated to Security Threats in 

Cyberspace.16  

 

Lancaster University’s Security Lancaster group has also been active in 

researching the relationship between the maritime and cyber environments in 

terms of security and in 2015 held a workshop in collaboration with the Royal 

Navy. This resulted in the publication of The future of maritime cyber security, 

which was one of the first attempts to address the unique issues of securing 

ships from cyber-attack.17 Lancaster University is one of thirteen universities 

recognised by the UK Government as excelling in cyber security research. 

These institutions have been acknowledged as being able to assist the public 

sector and business in gaining a deeper understanding of the work being 

undertaken that could be harnessed to protect the UK from cyber-attack.18 The 

key conclusion of their report was that the maritime cyber environment 

comprises three elements; Information, Technology, and People and as such 

is an integral element of the modern interconnected global network, which the 

report acknowledged presented challenges. This reinforces the acceptance 

that the maritime community afloat can no longer be regarded as platform 

centric and detached from cyberspace, but is part of it if connected via satellite, 

mobile telephony, or by radio transmission of digitised navigation or other 

maritime related information. 

 

Lancaster’s report identifies the information component as relating to the data 

that sustains maritime operations and technology as encompassing computer 

systems including the hardware and software in ships and port facilities. The 

people aspect also forms an integral part of the maritime environment due to 

the interactions between individuals and the electronic systems that they rely 

on to operate at sea. Although this brings advantages, it also exposes the 

maritime industry to the same threats and vulnerabilities as their land based 

contemporaries. In considering the security of the information component, the 

report acknowledges that the maritime community is now part of a wider 

information environment as recognised by the increasing quantity of data 
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transmitted to and from platforms afloat and the need to ensure its 

confidentiality, integrity, and availability, particularly when used by mission 

critical systems. The increasing quantity of information being processed also 

requires a means to prioritise traffic to ensure that effective decision making 

can take place without commanders suffering from information overload. This 

can only be achieved through the training of personnel to recognise the 

symptoms and be able to operate whilst under cyber-attack while taking 

measures to regain control of systems.  

 

In assessing risks to the technology component, Security Lancaster concluded 

that contrary to the prevailing trend to increase automation, consideration 

should be given to only procuring essential capabilities for use in ships to 

reduce the overhead of maintaining superficial systems and that there should 

be a comprehensive systems knowledge of their interconnections. This further 

emphasises the integrated nature of cyberspace and that cyberattacks at sea 

must not be investigated in isolation, but that evidence, precedence and 

developments in other environments should be considered as part of a holistic 

approach in assessing the threat.19 This also highlights the increasing 

importance of the littoral in terms of its role in supporting, facilitating and 

supplying maritime operations and that this land component should be regarded 

as part of the maritime environment when considering the technology 

component of maritime cyber security.  

 

The role of system resilience is recognised in that the level of required should 

be understood in terms of the refresh cycle of replacing or upgrading technology 

being faster than that of other ships’ systems, which would require a longer-

term review of the investment model of how vessels are maintained. In 

particular, this emphasises the issue of software aging in which a ship’s lifespan 

will exceed that of the software that is required to operate it. This will require 

regular, but potentially expensive and time consuming software refits to mitigate 

for their vulnerabilities that might necessitate the vessel being taken out of 

service for a period alongside for the update at considerable cost, but which 

may in reality offer no additional functionality and may even reduce 
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performance if the hardware upon which it is running is not upgraded at the 

same time.20 This process of updating systems may well also be combined with 

the increased automation and the integration of different functions into a single 

system to reduce the manpower required onboard ships, which further limits 

the ability to operate without the aid of the computer systems. In their 

assessment of the information and technical components of the maritime 

environment, the report also included the vulnerability of the supply chain. 

Ocean going vessels are reliant upon a robust logistics organisation to provide 

global support – a system that is now totally dependent upon Internet based 

communications. Disruption of such networks may well have a significant effect 

on the seaworthiness or ability of a ship to embark on a voyage beyond coastal 

waters. 

 

Finally, in reviewing the people component, Lancaster concluded that education 

was considered a fundamental component of effective overall cyber security to 

mitigate human induced compromise and that this should be combined with 

clear procedures that are understood by all. Despite this, it must be assumed 

that at some point an attack on a system will be successful and to mitigate for 

this the report encourages system resilience using practised back-up 

procedures and operators only having access to those elements of a system 

that are essential for their role onboard.  In this respect, the people component 

of maritime cyber security presents the same issues as any connected 

enterprise, but with the additional challenges of perhaps a lack of expertise 

onboard to prepare for, identify, contain, resolve, recover, and learn from cyber 

security incidents when they inevitably occur.21 

 

Industry’s attempt to address the unique issues of cybersecurity at sea has 

been seen through an initiative of a consortium of shipping industry groups 

including the Baltic and International Maritime Council (BIMCO), Cruise Line 

International Association (CLIA) and International Chamber of Shipping. Their 

guidelines on cybersecurity onboard ships provide a risk-based approach to 

identifying and responding to cyber threats.22 Acknowledging existing practice 

and the types of common attack affecting all computer users, they highlight the 
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specific cyber security issues facing the shipping industry. These include 

targeting the logistics support, cargo and crew management, navigation 

displays or machinery management systems. It also highlighted that the 

interface between ships systems and shore infrastructure connected to the 

Internet or when third party technicians are onboard present particular threats. 

The guidelines offer advice on assessing and reducing the overall risk as well 

as developing contingency plans to respond to a cybersecurity incident. 

Focussing on increasing awareness and providing training, the Be Cyber Aware 

At Sea campaign provides a range of free and paid for courses aimed 

specifically at countering the cyber threat to the mercantile marine. Supported 

by a range of government and commercial organisations including the UK Royal 

Navy, it also seeks to promote knowledge sharing of maritime cyber security 

expertise to increase understanding of the challenges that the digital era brings 

to shipping and offshore organisations.23 

 

Despite the recognition to improve cybersecurity at sea, the wider issue of the 

maritime environment and its relationship with cyberspace in the projection of 

cyberpower is an area that so far remains unexplored and requires further 

investigation. Exploiting cyberpower in the maritime environment introduces the 

concept of maritime cyberpower which can be seen as a facilitator of maritime 

power which itself is defined by the UK Ministry of Defence in its Maritime 

Doctrine as the ability to project power at sea and from the sea to influence the 

behaviour of people or the course of events.24 The role of cyberspace in 

maintaining maritime power is acknowledged as going beyond just information 

systems and reaching into command and control, intelligence, surveillance and 

reconnaissance activities as well as the physical control of systems. This 

recognises the importance of cyberspace as a facilitator in the effective 

operation of other systems, but not as a means to exert power at sea in its own 

right.25 The doctrine also highlights that the cyber environment can be used by 

both state and non-state adversaries as an asymmetric tactic to seek an 

advantage over an otherwise militarily superior force.26 
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Conclusion to chapter 3 
 
This chapter has provided the initial foundation for the forthcoming investigation 

into the conduct and role of cyberpower and security within the maritime 

environment by examining the unique challenges and risks from securing 

operations at or from sea. To be able to influence people through the medium 

of cyberspace requires an understanding of both the nature of power and the 

physical environments in which the cyber related infrastructure as well as where 

the target population is located. Together they provide the framework for 

investigating the close relationship and interdependence between the maritime 

and cyber environments. The recognition that the maritime environment is an 

historically significant one for nations to exploit for power projection has resulted 

in the role of security becoming established as a prominent factor in preventing 

others from interfering with their operations.  The has led to a growth in the 

profile of measures to protect the freedom to operate at sea and now that cyber 

operations have extended to complement these activities, maritime cyber 

security has now become an important component to consider for seafarers 

and those who rely on the seas for their trade and protection of national assets. 

This has resulted in a range of organisations seeking to provide an important 

range of services offering maritime cyber security advice and is an active area 

of university led research initiatives. 

 

Despite the extensive research that has been conducted into analysing the 

nature of power and its utility in cyberspace for a range of purposes including 

military action, its relationship with the other operating environments and in 

particular the maritime arena has been shown to not yet be fully investigated. 

The examination of power projection and security in the maritime environment 

requires the inclusion of a range of new and unique factors related to the nature 

of operating from the sea, many of which have yet to be fully understood and 

form one of research objectives of this work. Cyberpower and cyber security 

are inextricably linked as the ability to compromise a system provides an 

aggressor with the ability to either disconnect their victim from the wider network 

thereby preventing them from being able to communicate with others or 
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facilitate access that would otherwise be denied. Good security can thus be 

regarded as a counter power strategy in cyberspace. The ability to control the 

information transmitted on a network to a target population provides a powerful 

means to project power in the form of an information campaign, which could be 

delivered from the sea. Maritime trade may also form part of a nation’s 

economic wealth, but its dependence on cyberspace for shore support may 

render it vulnerable to both attack and the subsequent effects of a strategic 

power projection campaign that seeks to alter the behaviour of nation states.   

 

Although ships may be targeted as the victims of power projection from 

cyberspace and so need protecting, they may also be used as the means of 

exerting power in the environment and this too has yet to be fully explored by 

scholars. Similarly, the methods, consequences, and implications of isolating a 

country from cyberspace by cutting cables or interfering with electromagnetic 

transmissions carrying communication or navigational data either as deliberate 

acts of war or as an accidental event have not been fully examined and remains 

an important area of future research. This is particularly the case as the 

infrastructure has developed over a period of time and has been located in 

areas determined by factors other than security considerations. This is one area 

highlighted in the next chapter, which presents a novel way to model 

cyberspace and includes not only the physical infrastructure, but all the 

constituent components that must be considered when seeking to project 

cyberpower or to secure an organisation from the influence of others. 
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Chapter 4: Modelling cyberspace 
 

Introduction 
 

To be able to fully understand and explore the relationship between the cyber 

and maritime environments, it is necessary to appreciate their composition and 

dependencies. Whereas the attributes and composition of the physical maritime 

environment can be observed, measured, and has defined geographic 

boundaries, cyberspace is a continually evolving, artificial environment and 

does not yet have an equivalent agreed definition or agreement as to its 

composition. Previous attempts to describe cyberspace have either been 

incomplete or by intending to highlight a single or narrow range of attributes do 

not represent the full range of uses for which it can be exploited in the 21st 

century. Instead, the environment has been viewed from within the context of 

achieving a particular aim and descriptions has been developed for that 

purpose. This chapter fulfils the initial research objective of this thesis by 

introduce a novel three-dimensional model of cyberspace optimised to better 

understand how its properties and attributes can be measured and to 

demonstrate that the environment does not exhibit universal characteristics but 

that its structure and use may differ at the source and destination of a 

cyberpower campaign. This chapter continues the tradition of explaining 

cyberspace in terms of how it used for a particular purpose by developing and 

validating a model that for the first time is optimised for explaining power 

projection within the context of the characteristics of the physical environment 

in which its users and infrastructure reside. Later chapters will apply it to the 

unique attributes of the maritime environment using Rid’s three offensive cyber 

activities to demonstrate the close relationship between the two environments 

and its role in power projection at and from the sea.  

 

Comprising five sections, this chapter initially builds on previously published 

literature to present a new model of cyberspace optimised to explain the 

relationship between the cyber and other physical environments, including the 

maritime. A key aspect of this model is that it emphasises that cyberspace 

exists in three dimensions and that its attributes may differ at the point where 



82 
 

information originates and where it is received and processed. Thus, the nature 

of cyberspace at the point where a target audience accesses the environment 

is more important in terms of power projection than the location where the 

message is composed and disseminated from.   This contributes towards 

completing the initial objective of this research by demonstrating that the nature 

and properties of cyberspace are not universal, but alter depending upon the 

geographic location of its physical infrastructure and from where the user is 

accessing it. 

 

In the first section, earlier work to characterise and define cyberspace in terms 

of a number of vertical layers is examined to demonstrate how attempts to 

explain this man-made environment have evolved and developed. Secondly, 

these earlier models are expanded and developed to include new aspects not 

previously included that are considered fundamental to understanding the cyber 

environment from the perspective of using it as a means of power projection.   

Thirdly a second dimension is introduced to present a notion of distance to 

cyberspace. This is significant as the often-instantaneous nature of 

communication through networks and the opaque nature of its routing and the 

lack of control over the path it follows can result in this element of the medium 

being disregarded. However, when considering how data travels from source 

to destination, particularly when it may be subject to filtering or censorship, 

mapping its path becomes a significant issue and this section emphasises the 

utility of appreciating the distance and route it follows. This is supplemented by 

the inclusion of a third dimension to the model of cyberspace that enables 

different types of power projection to be considered separately and finally the 

model is validated by using a qualitative assessment of six criteria to examine 

in detail a range of cyber-attacks recorded from 2007 to 2017 that demonstrates 

a correlation between their sophistication, origin, and the layer at which the 

attack was targeted.  

 

Writing for the RAND Corporation in 2009, Martin Libicki acknowledged that as 

a virtual medium, cyberspace is much less tangible than the other physical 

environments of land, sea, air, space or even the Radio Frequency (RF) 

spectrum.1 In describing its nature, he views it as consisting of three layers; 
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physical, syntactic, and semantic, which together describe the core elements of 

its composition, but not its use or how they can be applied in any single context. 

He defines the physical layer as being the hardware components and wires, 

which together form the part of cyberspace that is susceptible to kinetic attack 

and physical destruction. The syntactic layer sits above the physical and 

contains the code and protocols that enables the components of the physical 

layer to interact with each other and include such functions as device 

recognition, addressing and routing. The complexity of the syntactic layer is 

dependent upon the type of system in use and will be bespoke to the user 

requirement and is the layer that would be targeted remotely across the network 

by hackers seeking to access or manipulate the software without having 

physical access to the hardware. At the top of Libicki’s stack is the semantic 

layer. This contains information that makes the totality of the system useful to 

the operator and includes files such as address lookup tables and process-

control information that are user provided and enable the system to perform as 

intended.2  

 

John Sheldon also describes cyberspace in terms of layers, but increases the 

number to four and emphasises that control of one layer does not mean control 

of the others.3 Again the infrastructure at the base of the stack contains the 

material components such as hardware and cabling, but above it is a physical 

layer. This considers the properties of the electromagnetic spectrum that 

animate the infrastructure layer and is an important consideration as it 

highlights that cyberspace is not uniform and draws on a range of methods and 

media to transmit information from source to destination. Above the physical 

layer is the syntactic layer containing data formatting information and the 

protocols that controls cyberspace. Finally, at the top level is the semantic layer 

that makes information useful and comprehensible to users. Sheldon notes that 

when attacking a system, the layer targeted depends on what outcome is trying 

to be achieved; for example, stopping the system from working will involve the 

syntactic and infrastructure layers whereas spoofing a user will involve 

manipulation of the semantic layer.4  
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The evolution of these previous models demonstrates how the perspective of 

cyberspace has changed.  Initially in his three-layer model of physical, 

syntactic, and semantic layers, Libicki describes the environment, but not how 

it could be utilised and does not consider variations in its composition or how it 

is reliant on external factors.  His view describes it as essentially a network 

upon which computer code enables the transfer of information. Sheldon, 

however does begin to appreciate the layers as having their own very distinct 

characteristics and that his lowest, infrastructure layer is more complex than 

just consisting of hardware and wires. His physical layer, which considers the 

electromagnetic properties of the infrastructure layer starts to introduce the 

notion that the method by which the data is communicated may have a bearing 

on the success of its receipt and should be a consideration in the composition 

of cyberspace. However, like Libicki, Sheldon does not consider how 

cyberspace might be employed for any single purpose or how its existence 

depends on the physical environment for its existence. 

 

Developing the model of cyberspace 
 

Building on the previous work of Libicki and Sheldon, this section proposes a 

model of cyberspace that has evolved from previous interpretations of the 

environment to enable its role as a means of power projection to be fully 

understood and measured. In addition to building on previously identified 

attributes, this version also contributes to addressing the third objective of this 

thesis by enabling the geographic environment to be fully appreciated in terms 

of the planning and activities required to project cyberpower and influence 

through acts of intelligence gathering, sabotage, or subversion. By taking 

Sheldon’s four-layer model and expanding it to include four additional layers, it 

incorporates aspects of the environment not previously included or considered, 

but are important when planning how to reach a target audience to achieve 

behavioural change. This introduces factors that emphasise the relationship 

that cyberspace has with the physical environment in which the infrastructure 

and users reside and that it is also reliant on the provision of external support 

and maintenance for its continued existence. Also, as previous models have 

not sought to examine the reason a human user or connected system engages 
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with cyberspace and what they hope to gain from it, which is fundamental when 

considering the concept of cyberpower, these are included as separate layers 

of the environment.  

 

The new more comprehensive representation of cyberspace is shown 

graphically in figure 1 alongside the two models discussed previously and is 

followed by an explanation of each layer and a description of possible methods 

by which each attribute could be measured. This enables a comparison to be 

made between different systems that identifies strengths and weaknesses in 

each layer. The result of this analysis may also highlight aspects that might 

need to be defended if subject to attack or expose vulnerabilities that may be 

useful if planning to infiltrate a system.  This measurement function is important 

as it enables an assessment to be made between different methods of power 

projection to determine which may have the best chance of success. As it also 

incorporates the wide range of physical and virtual components that together 

comprises cyberspace, it may be determined that where there is an option of 

several layers to target, some may be more vulnerable to attack than others.  

 

 
 

Figure 1: Comparison of different models describing cyberspace in terms of 

layers 
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Geographic Layer: At the bottom of the model a new foundation layer termed 

geographic has been added. This specifies the environment in which an 

element of cyberspace exists, be it land, maritime, air or space. This is 

significant when considering the properties of cyberspace in a particular area 

as, for example, propagation in the air or space environments can only be by 

Radio Frequency transmission, whereas in the land or maritime, depending on 

the location, it can be either wired or wireless.  Regional variations in the Land 

environment can also be significant in that shifting desert terrain may prevent 

the use of mast mounted microwave links or mountainous regions may not 

favour buried cables. Political aspects may also be considered in this layer as 

some countries may not allow free passage of data across their borders without 

monitoring or censorship, or that they may have not invested in a widespread 

modern infrastructure which restricts the speed of transmission within their 

territory. As the means by which networks are formed and their properties are 

fundamental to the properties of cyberspace, a consideration of the geographic 

area and the path that the data may take across it may influence the type of 

message that can be delivered to the intended audience. For example, a 

congested or legacy network may not have sufficient bandwidth capacity to 

meet the demands of users or enable them to be reached. An understanding of 

the nature, capacity and reach of the infrastructure of an opponent is thus a 

vital component in the planning of a cyberpower campaign. 

 
Services Layer: Above the geographic layer and below the infrastructure layer 

a new layer termed services has been added. This incorporates the 

dependencies of the other components that must be met to enable cyberspace 

to exist and includes utilities such as power supplies, chilled water, air 

conditioning and even the security of the physical buildings housing the 

elements that make up the infrastructure layer. Although not normally regarded 

as integral components of cyberspace, they emphasise its fragility and reliance 

upon external factors for it to function correctly. This is highlighted in that not 

only do all electronic components require a reliable and stable power supply, 

but they in turn generate heat and so additional power must be expended in 

cooling them.5 Also, as the Internet was not initially designed to incorporate the 

level of expansion and growth that has since developed, there are some critical 
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locations that have become hubs for regional connectivity and single points of 

failure with the potential that should the services layer be compromised in these 

sites it could result in the disconnection of whole urban areas.6  

 

Measurements of the services layer would include an assessment of a country’s 

capability to support its critical national infrastructure (CNI) and the utilities 

required to maintain its cyber infrastructure including the ability to attract and 

train the skilled personnel to ensure its continued operation.  Crime rates, 

particularly when considering component theft could also be included in an 

overall appreciation of the resilience of the services layer. In considering a hard 

power campaign involving physical destruction, it is the services layer that may 

be the most attractive to an adversary due to it being the most exposed to 

kinetic attack and that the after effects are the most obvious to observe and 

assess. These may be conducted by conventional explosive ‘kinetic’ weaponry, 

rather than cyber ‘coded’ payloads. This vulnerability to destructive effects may 

be due to it having less redundancy in case of failure or it being provided by 

third party organisations such as power companies that have contracted 

availability criteria of less than 100% and regard some level of failure as 

acceptable.  A proportion of the components of the services layer such as 

electrical sub stations may also be outside the protective perimeter of an area 

containing the more obvious elements of the cyber infrastructure and so will be 

more challenging to monitor and secure. Attacking power supplies as a means 

of affecting a country’s infrastructure has already been recognised by America’s 

development of the so called CBU-94 Blackout Bomb. First used in 1999 

against Serbia, this munition consists of a bomb that dispenses chemically 

treated carbon graphite filaments that short-circuit electrical power distribution 

equipment such as transformers and switching stations with minimal risk of 

collateral damage.7 

 

Infrastructure layer: This comprises the physical embodiment of cyberspace 

and incorporates the hardware that stores, processes and transfers data. This 

includes computer clients, servers, networking components, cabling, satellites, 

and other elements fundamental to the operation of cyberspace. Whereas the 

services layer provides the supporting function to cyberspace, but carries no 
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data itself, the infrastructure layer is defined as the components across which 

information passes, be they the end points or the connecting nodes. The 

infrastructure layer is also the most widely dispersed element of cyberspace as 

it incorporates the different types of cabling through which most domestic and 

international communication is passed as well as including those devices that 

users interact with such as Personal Computers (PCs), laptops, tablets, smart 

phones, wearable devices, and medical implants as well as their associated 

wireless connectivity. An important consideration of the infrastructure layer is 

that every aspect is owned and therefore under the authority of an organisation, 

which may be a government, democratic or otherwise, or a commercial 

enterprise. This not only gives them control of its availability, but also how 

content can be filtered, censored, or prioritised and is an increasingly significant 

issue as the infrastructure itself is now also beginning to be owned by content 

providers. This has been seen in the case of Google fiber, which is being 

installed in some cities in the US and with promised speeds of up to 1000 

megabits per second (MBPS) will be aligned to the company’s other services 

such as Google Drive’s cloud storage facility and its television service Google 

Cast.8 In addition to investing in infrastructure within the developed world, the 

ambitious Google Loon project also seeks to connect the two thirds of the 

world’s population that does not yet have Internet access by using balloons 

floating in the stratosphere to provide wireless cellular access.9 

 

The infrastructure layer could be measured in terms of the proportion of the 

population with access to the Internet representative the potential audience of 

a message, speed of the network highlighting the capacity for content requiring 

a large bandwidth and the average time between users upgrading hardware 

indicating the processing capacity of their computers. The levels of smart phone 

ownership may also determine content type and the number of Internet Service 

Providers (ISPs) relative to the population show resilience as does the range of 

international gateways providing global connectivity. This latter component is 

significant as the presence of international gateways demonstrate that 

cyberspace is not borderless and cannot be regarded as some form of ‘cloud’ 

in which data passes without impediment and that it may be subject to filtering, 

censorship or blocking at national borders, which may align to the geographic 
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layer.  As for the services layer, the infrastructure layer is also susceptible to 

kinetic attack with the physical destruction of components a clear indicator of a 

successful engagement with replacement and installation of components taking 

time to complete. If access to the equipment is possible, physical destruction is 

also the easiest to undertake to achieve an effect due to the complexity and 

fragility of electronic components.  Importantly, this layer also includes 

connected industrial systems and machinery that are linked to the network, 

which rather than transferring data to other locations, act as end points to 

control and manage electro-mechanical systems. Measurement of the success 

of the attack can be provided by firstly observation of the results of the physical 

damage and then by recording the period for the equipment to be repaired or 

replaced. This may take some time if specialist components that are not easily 

acquired are damaged, or if they are particularly expensive may take time to 

release the required funds to the equipment manufacturer for their replacement.  

 

Physical layer: This layer incorporates features that are governed by the laws 

of physics and describes the properties and techniques associated with the 

transfer of data across the infrastructure layer. These include the characteristics 

of the electromagnetic spectrum such as the passage of photons in fibre optic 

cables, electrons in cablings and wireless propagation from a range of systems 

such as mobile telephony, Wi-Fi, Bluetooth communication, point to point 

microwave and international satellite links. The physical layer is thus defined as 

the attributes of the infrastructure layer and how data is transmitted within it. 

Measurements of this layer involve recording the physical speed and bandwidth 

of transmissions across the different types of cabling and wireless 

transmissions. Comparisons could be made between the proportion of a nation 

that is served by older legacy copper cable connections compared with modern 

high-speed fibre-optic infrastructure, the number of Wi-Fi hotspots per head of 

population, type and extent of mobile phone coverage, average data 

consumption per subscriber and the cost of access compared with average 

national salary. The physical layer is important for a number of reasons; from a 

performance perspective, data transfer rates vary considerably depending on 

the medium in use with a legacy copper telephone line only having a data 

transfer rate of 100 MBPS compared to a fibre optic link at up to 1 gigabit per 
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second (GBPS).10 Furthermore, speed may also be an issue as although faster 

than copper wiring, transmission through fibre optic cable is slower than a 

microwave link as the energy travels quicker through air than through glass. 

This may not be an issue for most users, but within the financial industry it is an 

important issue in order to serve the requirements of high speed automated 

trading where knowing commodity prices a millisecond in advance can make 

the difference in being able to secure a profit.11 Methods to attack the physical 

layer should also be considered in assessing the resilience of a system and will 

vary according to the type of medium used with hardware components 

susceptible to the same type of damage as for the infrastructure layer.  For pure 

Radio Frequency type transmissions, there are non-kinetic methods available 

to attack this form of communication including jamming (denial), spoofing 

(imitating) and hijacking (altering) data, with unencrypted data particularly 

vulnerable to these latter two methods.  

 

Syntactic layer: This is a measurement of how data is formatted to facilitate 

communication between and within components of the infrastructure layer and 

how it is prepared for transmission to remote systems through the physical later. 

Examples of how the syntactic layer could be assessed include a comparison 

of the use of older Internet Protocol Version 4 (IPv4) versus the newer Version 

6 communication protocols, age of software components and the efficiency of 

network routing algorithms. The type of software employed can be an important 

factor as the use of unsupported Operating Systems or applications can 

introduce well known vulnerabilities that have not been subject to patching and 

can therefore be very susceptible to attack or exploitation. Measurements of 

this layer could not only include the use of the latest software, but also the 

amount and type of encryption routinely employed and the proportion of 

computers protected by anti-virus software and the proportion of infected 

machines within a network. This information is readily available through the use 

of the GlobalStats StatCounter, which provides a breakdown by country of the 

type of Operating Systems and Internet browsers used.12 Statista also provide 

information relating to the countries with the highest rate of malware infected 

computers.13 Information of this type could provide an indication of how 

susceptible a target nation could be to exploitation of known vulnerabilities or 
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the amount of pirated software in use that is not subject to developer updates. 

Research of this type has been conducted by Rapid7, a provider of security 

data and analytics software designed to enable organisations to implement an 

active, analytics-driven approach to cyber security.14 Their National Exposure 

Index uses port scanning to infer a country’s Internet security posture by 

measuring the prevalence of clear, unencrypted services compared to similar 

encrypted counterparts and how this relates to their economic strength in term 

of their Gross Domestic Product (GDP). The results indicated that there is some 

correlation between internet connectivity and a region’s overall economic 

strength as expressed by GDP and that where the overall use of encrypted 

communications is sporadic a league table of their level exposure to exploitation 

can be derived.  

 

As well as the level of use of secure encryption algorithms, the syntactic layer 

can also be measured in terms of freedom of access to Internet services and 

the levels of censorship, content filtering and network prioritisation. This final 

element is known as network neutrality and refers to the principle of an agnostic 

network that does not discriminate against the content that travels across it and 

not give preference to particular applications, protocols, sites, services or 

users.15 Attacks at the syntactic layer are within the realm of what nations 

regard as Offensive Cyber Operations (OCO) against an adversary or by non-

state actors and criminals as computer hacking and will involve attempts at 

breaking encryption algorithms to access data not intended to be freely 

accessed or retrieving data by diverting its path within a network by changing 

the network configuration within routers to an area in which it can be read. 

Activity at this level also includes measures to prevent access entirely through 

the use of Denial of Service (DoS) attacks. This is method of stopping a server 

from delivering requested information to a genuine client by overloading its 

capacity to respond with high levels of malformed requests for data. This 

saturates the capacity of the server thereby preventing legitimate users from 

accessing its services.  A measurement of the strength of a country’s syntactic 

layer to recognise and resist this and other types of cyber-attack can provide 

an indication of how easy it may be to infiltrate and manipulate the information 

flows and therefore how successful a campaign of cyberpower directed at its 
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population may be. This information can be obtained from an assessment of 

how much is invested in systems to monitor information flows and what 

capabilities such as Intrusion Detection and Prevention Systems (IDP/IPS) or 

Security Information and Event Management (SIEM) software are present to 

mitigate for attacks.  

 

Semantic layer: This layer forms the translation medium between the digital 

data used for computer communications and the users to enable them to make 

sense of the information and for it to be beneficial to them.  It is therefore an 

important component in any computer system that involves a human operator 

to ensure that data can be correctly interpreted and acted upon. The semantic 

layer typically comprises computer applications and its measurement could 

include subjects such as the type and popularity of user interfaces, application 

software, as well as the linguistic, cultural, and human factor considerations 

employed in their design.  These are all related to how a user seeks to engage 

with others in cyberspace to achieve their desired end state and may involve 

methods by which operators with different backgrounds can use similar 

software configured to their own unique needs. 

 

The interpretation of the semantic layer, which provides an output that is useful 

and understandable to human operators, also acknowledges the specific needs 

of the end user. As computers become more prevalent in society, interactions 

that were previously purely mechanical now provide an input to software control 

systems and this communication also forms part of the semantic layer. An 

example of this is in transport systems where in some cars the amount by which 

the accelerator is depressed acts as a digital input to the engine management 

system governing the speed of the car. The output from the semantic layer in 

this case is twofold, both the cognitive appreciation of a difference in speed by 

the driver, but also the visual display from the dashboard speed indicator or 

audible alarm if the car is equipped with a speed limit warning system.  Being 

software based, the semantic layer is subject to similar attack methodologies 

as for the syntactic layer and the more complex the application is, the more 

vulnerabilities may exist that are at risk from exploitation by an attacker.  As this 

layer is designed specifically for human interaction, it can be one of the easiest 
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to be accessed or reverse engineered by hackers seeking to identify 

vulnerabilities that have the potential to be exploited. As some types of software 

become increasingly popular and attract worldwide use, they also become more 

attractive to exploit as any weaknesses found will have more widespread utility 

and so will be able to affect a greater number of potential victims.  

 

The semantic layer can be measured by how intuitive it is to users and how 

much training is required to fully exploit its potential. This refers to both how 

easy it is for operators to use the software to input information as well as what 

skills are required to understand its output. The number of users accessing an 

individual application could also be regarded as a measurement of the influence 

of both the software itself as well as its developer. Attacking at the semantic 

layer may aim to achieve several objectives, which may include attempts to 

deny user access to their data, manipulate it to display erroneous information 

or exfiltrate it without authorisation for embarrassment, financial gain, or 

blackmail.  

 

Human layer: Above the semantic component a human layer is added as the 

incorporation of the user element is considered fundamental to the nature and 

understanding of cyberspace and cyberpower. This is because the environment 

is dependent upon the people component as unlike the other environments with 

which it is often compared; Land, Sea, Air, and Space, it requires human 

intervention for its creation, maintenance, exploitation and ultimately 

destruction. The human layer also forms the conduit to the other environments 

and experiences here may affect how the operators interact with cyberspace 

and how they interpret the data that they are presented with.  Understanding 

the attributes of the human layer may affect how the semantic layer is designed 

as it can be easier to alter a software interface once to be more intuitive and 

better understood by all users rather than retrain each one to be able to 

configure complex, specialist applications. This layer also presents a major 

threat to a computer system as it without doubt contains the greatest range of 

vulnerabilities. Human operators are open to a variety of influences that cannot 

be totally predicted or prevented such as by social engineering, bribery, and 

blackmail as well as the normal human traits of error and negligence. Although 
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the inclusion of security features in the software design can to some extent 

mitigate these issues at the semantic and syntactic layers, some of the most 

effective measures to prevent a successful attack are through education and 

supervision at the human layer.  This emphasises the importance of training for 

users at all levels to be able to engage effectively and safely with cyberspace. 

Comprehensive education designed to provide an appreciation of the 

capabilities and limitations of the cyber environment is essential and can affect 

how attitudes to the technology are formed.  For the generation at school today, 

the so called digital natives, their familiarity with the use of smart phones and 

social medial applications demonstrates the success of those designing the 

semantic layer to be intuitive and requiring no formal instruction to be effectively 

used. More worrying though is that those same users may not understand the 

importance of the security settings of these same applications, how encryption 

protects them, or indeed how to develop their own software and computing 

applications to suit their own unique requirements. The UK has struggled to 

provide sufficient teachers with the right skills to be able to deliver the 

computing curriculum and have realised that those who provide courses in 

Information Communication Technology (ICT), may not have the skills to teach 

computing science.16 This is because the ICT syllabus only applies to the 

semantic layer, whereas computing courses tend to concentrate at the syntactic 

and is regarded as a separate subject for the teaching profession.17 

 

The addition of a human layer, although it usually refers to an operator’s 

interaction with the environment, also predicts a greater integration between 

technology and people in the future. User interfaces with cyberspace have 

moved from static hard-wired computers to mobile smart phones connected 

wirelessly through cellular networks or via Wi-Fi directly to Internet routers. 

2015 saw the introduction of the Apple Watch and the next generation of 

wearable connected devices that have moved from being just a novelty item 

used by first adopters to becoming more practical and useful devices. The next 

logical stage in this development has already been mooted as being implants 

in which users have devices inserted into their bodies and interact directly with 

them. Examples of this have already achieved significant publicity due to the 

research of Kevin Warwick, former Professor of Cybernetics at Reading 
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University and now Deputy Vice-Chancellor of Research at Coventry University, 

who has been implanted with a number of devices enabling him to control 

external devices.18 As an active area of research, the border between humans 

and cyberspace are predicted to become increasingly blurred as more methods 

are designed to connect the two and new ways to harness the potential of these 

developments are proposed.  

 

Mission Layer: As a final addition to this expanded model of cyberspace, a 

capstone mission layer is included. This emphasises that cyberspace was 

designed and created to fulfil a specific purpose and is not a naturally occurring 

phenomenon. Every interaction within cyberspace, whether conducted by a 

person or automated function has a specific intent and consequence, whether 

intentional or unintentional, innocent, or malevolent. By specifying and 

highlighting the aim of an activity at the top of the model, the role of the layers 

below can be better understood and contextualised. It is important to appreciate 

that the mission layer itself is distinct from the other seven layers and refers to 

the context in which the medium is used and is not part of it. Although adjacent 

to the human layer, it is not directly associated with any human operator as not 

every activity in cyberspace requires human interaction. For example, a remote 

Industrial Control System (ICS) monitoring system may only utilise the layers 

from services to syntactic, but the mission layer can still be considered in the 

role performed by these lower four layers. Unlike the other layers, it is not 

subject to measurement or attack, but purely states the purpose that the levels 

below are contributing to. However, that is not to say that the mission layer 

cannot be manipulated – external factors may inspire users to engage with 

cyberspace in new or previously unforeseen ways. For example, an advertising 

billboard with a Quick Response (QR) code, may encourage a user to scan it 

with their smart phone with the aim of finding out more about the product shown 

illustrating the close relationship between cyberspace and the physical 

environments. 

 

When viewing cyberspace as a series of layers, cyberpower can be described 

in terms of who has control of each one, noting that power over one layer does 
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not result in governance of all. Cyberpower may be exerted either over a range 

of layers or by targeting only one, however the aim is always the same, that of  

obtaining preferred outcomes through use of the electronically interconnected 

information resources of the cyber domain.  The ability to measure one or a 

range of variables of the layers affected by a cyber power could be used to 

produce a comparative index of their power over others. These could then 

enable a relative position against an economic competitor or military adversary 

to be calculated. Specific areas that are revealed to be comparatively weak can 

then provide an indication of where additional effort needs to be concentrated 

to improve performance. An important consideration of the layers of this model 

is that although when combined they make up the constituent components of 

cyberspace, each one should be considered in isolation and that they are not 

necessarily intended to represent information flows from infrastructure to 

human layers. Thus, the borders between them may or may not be significant 

and indeed could have several components depending on the system being 

considered. There may also be circumstances in which some layers can be 

disregarded. For example, a self-contained and internally regulated Industrial 

Control System may not have a direct semantic or layer, but may be accessed 

indirectly through the syntactic element of a separate system that does have a 

human operator monitoring the system.  Also, using the definition of cyberspace 

from chapter 2, there is no requirement for every system to be directly 

connected to the Internet, which may limit the definition of the physical layer to 

that of purely an internal network using a bespoke or commonly used Internet 

based communication protocols. 

 

Adding a second dimension to the model of cyberspace 
 

In addition to defining cyberspace in terms of the eight vertical layers, it can 

also be considered horizontally. A second dimension to the model of 

cyberspace adds a representation of distance, which increases its utility and 

the range of scenarios that can be investigated. The key advantage of being 

able to include a concept of horizontal separation between different users is 

that it enables the layers to be considered separately in terms of the properties 

of each location. To put perspective on the model, the terms of near, mid, and 
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far geographic operating space are used. These are described in table 4 and 

are based on those first publicly described in the UK Ministry of Defence’s 

Cyber Primer.19 

 

Environment Description 
Near Space At a national level these are networks and systems that are 

considered vital to support critical national infrastructure and 
services and are assumed to be controlled and protected by 
governmental agencies. At a local level, this is the element of 
the network that is owned and configured by users and on 
which they exercise control on the type of software and 
devices that are installed and used. 

Mid Space These are defined as networks and systems critical to access 
global cyberspace but over which there is no local control or 
protection. Typically, these may be geographically distant and 
owned by a foreign commercial company or a third-party state. 

Far Space The networks and systems that, based on intelligence 
gathering operations, are assessed as comprising a 
competitor or adversary’s near space. This is the target area 
that must be influenced or controlled, either temporarily or 
permanently as part of a campaign to project power and 
influence through cyberspace. 

 

Table 4: Horizontal components of cyberspace 

 

As near space defines the networks under local control, this is the area in which 

one’s own cyber security efforts are concentrated. To achieve this, it is vital that 

there is a comprehensive understanding of the network infrastructure and the 

users who are active in it. From a national perspective, control of the near space 

is vital to protect the security of national or local interests from attackers and 

those who would wish to illicitly infiltrate it. In this two-dimensional model, an 

adversary or competitor also have their own near space with similar properties 

that needs protecting and which from the perspective of others is termed far 

space. However, it must be noted that the properties of far space are viewed 

and assessed remotely from the perspective of another’s near space and that 

its composition is either derived from intelligence gathering operations or from 

what information is made publicly available. There may thus be a difference 

between the understanding of what far space consists of and the actual 

composition of an adversary’s near space in cases where overall visibility is 
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lacking or intelligence is incomplete or not correctly interpreted.    The area in 

between near and far space, which is under the control of a third party, is termed 

mid space and within the context of power projection represents the distance 

that must be crossed to reach the target network.   

 

Protection of near space can be defined as being within the realm of Defensive 

Cyber Operations (DCO). This is defined by the UK Ministry of Defence in the 

second edition of their Cyber Primer as Active and passive measures to 

preserve the ability to use cyberspace.20  Activity against an adversary in far 

space is the remit of Offensive Cyber Operations (OCO), described from the 

same source as Activities that project power to achieve military objectives in, or 

through, cyberspace and aligns to the notion of using cyberspace as a means 

of power projection.21 NATO use slightly different interpretations of the terms 

and in drawing on a US source identify DCO as Deliberate, authorized 

defensive measures or activities taken outside of the defended network to 

protect and defend Department of Defense cyberspace capabilities or other 

designated systems.22 This is significant as it refers to activities outside the 

defended network, which may have legal implications and be seen as 

escalatory by an attacker. In comparison, NATO’s definition of OCO is also 

drawn from a US source and is very similar to the UK’s in being Cyberspace 

operations intended to project power by the application of force in or through 

cyberspace.23 Both organisations thus regard Offensive Operations in 

cyberspace as being associated with power projection, the subject which is at 

the core of this thesis. 

 

A key aspect of OCO is an analysis of an opponent’s strengths and 

weaknesses, which when based upon an understanding of far space can 

provide information on possible attack vectors that can be exploited to reduce 

their overall influence and ability to operate freely in cyberspace. This can be 

used to illustrate that although cyberpower may be exercised in some elements 

of the domain, it does not guarantee control of all and that some techniques 

targeting individual aspects may only have a limited overall effect against an 

adversary. The use of this model also enables attacks to be appreciated in 
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terms of their intended areas of effect and for the defender an understanding of 

where the greatest risk to their organisation lies. 

 

Although others have also sought to demonstrate that cyberspace has a 

distance element, previous work has not also combined it with the layered 

model and have concentrated on showing growing global connectivity and 

routing paths. This is exemplified in the Opte Project, which produces dramatic 

graphics showing the Internet as a constellation of networks that have been 

displayed as works of art.24 By combining the eight vertical layers with the three 

horizontal components of cyberspace, it is possible for the environment to be 

illustrated in a new way in two dimensions as shown in figure 2. It is important 

to note that this model may not necessarily be regarded as a map through which 

a path through cyberspace can be traced. Instead, each element of the 

environment should be considered as a separate, discrete entity that needs to 

be considered individually. This enables an appreciation to be made of the 

cyber landscape between a source and destination and highlights any 

unintended consequences that may arise from their use as part of a power 

projection plan. This analysis may provide an assessment of whether there is a 

threat to one’s own near space from an adversary or to highlight weaknesses 

that can be exploited in far space that may provide an attack vector through 

which an effect can be created. As part of this assessment process, it may be 

determined that an element that presents no threat or cannot be exploited can 

be disregarded, or it may be concluded that it is the vital component over which 

both attacking and defending elements will compete for overall dominance. 

Control of both the vertical and horizontal layers of cyberspace is therefore 

fundamental to enable power and influence to be exerted. Of course, not all 

attempts to exert power are in far space and it may be that there is a 

requirement to direct a campaign within a country to target an internal 

population in near space. As an ability to effectively translate cyberpower into 

an effect in the physical domain requires a clear understanding of what 

objectives are desired and how success or failure can be determined, any 

national cyber strategy must be fully coherent with broader governmental 

policy. Cyberspace and cyberpower also do not exist in isolation and any 
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actions must be coherent with wider political objectives and an overall 

campaign plan. 

 

 
Figure 2: Two-dimensional model of cyberspace 

 

To demonstrate how the model of cyberspace proposed in this chapter can be 

applied in practice, table 5 illustrates how each component can be defined in 

terms of a national government’s strategy to use video clips on social media to 

influence European-born Jihadists who have travelled to the Middle East to 

return to the West. In this case, the targets have been identified as 

predominantly using mobile telephony and are active on a variety of social 

media platforms. Of note is the inclusion of hacktivists from the Anonymous 

collective operating in mid space who have been active in the disruption of 

extremist media platforms through their #OPIsis campaign and need to be 

considered as part of the assessment process.25 Both the source and 

destination locations are based in the land environment with the passage 

between them in mid space utilising land and undersea fibre cables. Cost, 
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bandwidth, and latency limitations would probably preclude the use of satellite 

communications in the air and space environments. 

 

Layer Near Space Mid Space Far Space 
Mission Persuade UK born Jihadists to return home 
Human Government 

employee 
‘Anonymous’ 
hacktivist 

European born 
Jihadist 

Semantic Video production 
software  

Routing software Social media 
application 

Syntactic  MPEG-4 video 
format  

Transmission 
Control Protocol 
(TCP)/ 
Internet Protocol 
(IP) 

MPEG-4 video 
format 

Physical Electrons in 
Ethernet cable 
and light in fibre-
optic 
cable 

Light in fibre-optic 
cable and radio 
frequency 
communication 
within 
satellite and 
microwave links 

Radio frequency 
communication 
within 
mobile telephone 
networks 

Infrastructure Video production 
suite, 
desktop 
computer and 
Local Area 
Network 

Microwave and 
satellite link, fibre-
optic 
undersea cable and 
ISP infrastructure 

Mobile telephone 
network 
and smart phone 

Services UK infrastructure 
assessed as 
reliable and 
guaranteed 

Routing unknown, 
but infrastructure 
assumed to be 
reliable 

Intermittent, 
locally generated 
power supplies 
considered 
unreliable and 
subject to failure 

Geographic Land 
environment 

Land and Maritime 
environments 

Land 
environment 

 

Table 5: Illustrative example of the role of the components of cyberspace 

 

A key strength of this model is its ability to express each component of 

cyberspace separately in a discrete way. This emphasises the requirement that 

for any power projection campaign to be successful every element must be 

considered. This in turn may highlight potential issues that may prevent an 

individual activity from successfully delivering its message to the intended 

audience. In the example given in table 5, noting that far space is only believed 
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to be accessed via mobile devices with an intermittent power supply, it would 

suggest that messages would have to be short and optimised for transmission 

over a telephone network and that bandwidth limitation and download costs 

should be considered. Similarly, the format in which the message is produced 

must be compatible with and be comfortably viewed on a smaller screen with 

perhaps a lower resolution than that from which it was produced. This would 

require background knowledge of the types of device in common use in the 

area in which the target audience lives. 

 

This model of cyberspace also enables its components to be regarded in new 

ways. Figure 3 illustrates the model with the elements in which data resides 

highlighted. Whereas other models may specify data as a dedicated layer, 

figure 3 illustrates how it permeates through five layers, any of which may 

exhibit a vulnerability that can be exploited or used to prevent the passage of 

information. At rest, it is stored in hardware devices in the infrastructure layer 

and is transferred between locations using the attributes of the physical layer.  

Identifying the geographical location may offer options as to how it can be 

kinetically targeted as will a knowledge of whether it uses wireless rather than 

a cabled routing.  Protocols in the syntactic layer, which may be subject to 

exploitation, encapsulate the information and route it from source to destination. 

After passing through an application at the semantic layer and depending on 

the purpose of the process as specified at the mission layer, it is viewed by a 

human, which can also reveal methods by which an attack can be tailored to 

the unique attributes of the end user.  Although the services layer is primarily 

utilised in facilitating and supporting the activity in the layers above, it is even 

possible that it will be involved in the production of data or require its processed 

output if it is part of an industrial control system. The role of boundaries between 

near, mid, and far space should also be considered as shown in figure 3 where 

a firewall offers protection. This provides a graphical representation of the 

weaknesses of a firewall as only being able to protect in this situation the 

semantic, syntactic and infrastructure layers and leaving the physical and 

human layers at risk. 
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Figure 3: Two-dimensional model of cyberspace illustrating location of data 

and areas protected by a firewall 

 

Analysing the threats to data at each level can provide a useful method of 

vulnerability analysis as shown in table 6 below, which details some generic 

risks to information security. By tailoring this process to each individual 

circumstance, it would be possible to determine where additional security 

measures may be required or from an attacker’s perspective, which level may 

offer the highest likelihood of success of compromising a system. 

 

Layer Risk to data Protected by Firewall 
Human Social engineering attack 

Human error 
No 

Semantic Malware Yes 
Syntactic Fake access points No 

Network traffic 
redirection 

Yes 

Physical Passive packet sniffing 
on wired or wireless 
networks 

No 

Infrastructure Hardware theft No 
Malware Yes 

 

Table 6: Indicative risks to data at each layer of cyberspace where it resides 
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Adding a third dimension to the model of cyberspace 
 
From the two-dimensional model of cyberspace, a third element can be added 

to illustrate how a campaign of power projection can be planned through the 

spectrum of soft, hard, and smart power across cyberspace from source to 

destination through near, mid, and far space. This is significant as there can be 

major differences in the techniques used in soft or hard power projection. Soft 

power involves the dissemination of a message of persuasion and attraction to 

an individual or group, whereas hard power involves communicating coercion 

or intimidation. It is possible that this could utilise the same media as soft power, 

although the content may be less welcome, but it could also involve the 

transmission of malicious software code, termed malware, aimed not at a 

human target, but at a computer or Internet connected computing device. 

Figure 4 illustrates the now three-dimensional model showing how soft, hard, 

and smart power can be considered within each aspect of the model.  In 

planning such a campaign, due consideration of each element may result in the 

conclusion that one type of power projection may not be appropriate or practical 

considering the nature of the route and attributes between near and far space. 

This analysis may assist the planners in deciding which strategy has the 

greatest chance of success and may influence the entire operation’s objective. 

It should also be noted that the third dimension of the model does not extend 

to the services, mission, or geographic layers. This is because the services 

layer supports the entire cyber environment and is agnostic to its use or the 

type of data that is transmitted and the single mission statement that determines 

the overall purpose of the campaign of cyberpower projection. Although the 

geographic layer may affect the structure of cyberspace and how data passes 

across it, it also does not affect the content of the information or how it is 

interpreted. 
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Figure 4: Three-dimensional model of cyberspace illustrating how soft, smart, 

and hard power can be considered in a campaign of power projection 
 
Validating the model - Qualitative analysis of cyber-attacks 
 

This section comprises two subsections. The first subsection seeks to 

characterise a cyber-attack as comprehensively as possible in terms of six 

discrete attributes that have for the first time been selected to provide an index 

of the sophistication and effect of the attack methodology.  In the second 

subsection thirteen well publicised cyber-attacks that occurred in the land 

environment from 2007 - 2017 are evaluated by qualitative textual analysis in 

terms of these six attributes. This enables an assessment to be made of how 

they were reported in relation to the proposed new model of cyberspace in 

terms of levels of complexity. The output from this examination is then used to 

provide a relative measurement of the correlation between the levels of 

sophistication required to achieve an effect at the different layers of the model 

of cyberspace. The examples of cyber-attacks that have been selected have 

been classified on a scale of increasing complexity against the layers of 

cyberspace that they targeted, which together provides the ability to produce a 

graphical comparative scaling of the attacks. Sophistication is measured in 
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terms of the following six characteristics, which have been selected as they are 

considered to comprehensively describe a cyber-attack in terms of; 

persistence, propagation, novelty, precision, impact, and attribution, and are 

described below. These characteristics enable a differentiation to be made 

between types of attack and the effect it has on the target. The selection criteria 

are based on there being sufficient open source information for each attribute 

with enough expert analysis being available on each one to allow an overall 

assessment and score to be made. 

 

Persistence is measured in terms of how self-sustaining an attack is with, for 

example a Denial of Service (DoS) attack that requires continued action from 

an attacker to be effective scoring less than a virus which requires human action 

to propagate, which scores less than a self-replicating worm that once delivered 

requires no further originator or target interaction to penetrate and spread 

through a victim network. A DoS attack is an intentional activity with the explicit 

aim of denying authorised users legitimate use of an information system. 

Typically, this involves an attacker generating more Internet traffic addressed 

to the target than it can handle resulting in it either shutting down or being 

sufficiently overloaded such that it cannot respond to genuine requests. When 

multiple attackers are targeting a single address, this is termed a Distributed 

Denial of Service (DDoS) attack and has the potential to be more effective as 

increased traffic can be generated from a range of source locations making 

attribution of the original source of the attack more challenging. 

 

Propagation is measured in terms of how much effort is required to deliver the 

payload, with a successful attack on a system that is not linked to the Internet 

scoring higher than one that is more easily accessed through a connected 

machine. Similarly, an attack that is directed at a system that has higher 

protection such as a military or industrial system is rated more highly than a 

civilian public facing infrastructure. 

 

Novelty is a measure of the uniqueness of the technique employed by the 

attack payload and the amount of effort that has been expended in its 

development. The use of previously unknown vulnerabilities, known as Zero-
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day exploits as there is no known mitigation for them, scores particularly highly 

due to their exclusivity. Zero-day exploits are very valuable commodities for 

criminals as because there are no methods to detect or mitigate for them, they 

provide a more assured means to attack a system without being detected or 

blocked. Because of this, they can command high values on underground 

Internet forums, although once they have been used and recognised by the 

developers of the targeted software their value decreases after they have been 

reverse engineered and a patch is released to mitigate their effects. It is for this 

reason that the use of unsupported software applications is not recommended 

as vulnerabilities that have been identified and exploited will not be patched and 

could continue to be used. 

 

Precision and accuracy is an indication of how discrete the attack is in 

achieving an effect against a specific target. This considers the level of 

collateral damage against other non-targeted systems or people and to what 

extent the timing of the payload being effective can be determined. An attack 

that has been focused to achieve a specific effect on a unique target at a precise 

time scores more highly than a general widespread attack with no control of 

timing or target as it indicates either the complexity of the objective or a 

concerted desire to reduce collateral damage. Additionally, more complex 

attacks require a greater effort to gather intelligence on the target and will take 

longer to develop, yet because they have a more limited wider utility is indicative 

of the level of financial investment that the attacker is willing to expend on 

compromising a single or small number of victim systems. 

 

Impact is a measurement of the effectiveness of an attack, which can be 

determined by its psychological value as well as the actual effect it has on the 

target. Impact can also be measured in terms of the temporal effect of the attack 

depending on whether it is either temporary or permanent. This scoring is also 

influenced by the publicity the attack generated and by the assessment of cyber 

security commentators of the importance of the event. However, attacks may 

also score highly in circumstances in which the precise details of how the 

attacks were conducted were not released to the public domain, but generated 

comment and publicity due to the nature of the techniques used.  
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Attribution is the ability of the target of a cyberpower campaign to be able to 

accurately and with confidence identify its source. Although it may be that the 

originator aims to make its identity clear, this may not always be the case, 

particularly if it might be regarded as an illegal act that may result in retaliatory 

action. In disguising its origin, the perpetrator may seek total anonymity or 

attempt to imply that they are from another group or country for either 

deliberately political purposes or to confuse the investigative process – so 

called false flag operations. The scoring index used will depend upon the 

mission of the cyber-attack, although generally the greater the anonymity 

achieved, the higher the rating. 

 

Each of these six attributes of a cyberattack are individually assessed to gauge 

the sophistication of the techniques used to achieve an effect, which are shown 

in table 7 below. The attributes are further divided to highlight the level of 

complexity used and the severity of the effect achieved with a scoring scale of 

1-4 to show increasing sophistication enabling more advanced methods to be 

recognised and credited. Thus, an attack using readily available open source 

tools and methods would score less highly than a bespoke, highly targeted 

payload using zero-day vulnerabilities and a tool developed specifically to target 

a uniquely identified victim would score more highly than a generic tool over 

which there may be less control over its effect. Attacks on targets that are also 

more challenging to reach, such as military systems not directly connected to 

the Internet would also score more highly than a public facing web site 

compromise and the level of attribution is also recognised with high levels of 

anonymity achieving a higher rating. By giving each technique within each 

criterion a unique score, different attacks can be compared using the same 

scale, which provides a more rigorous methodological assessment than relying 

solely on expert option. 
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Score 
Criteria 

Persistence Propagation Novelty 
Precision 
and 
accuracy 

Impact Attribution 

1 
No 
executable 
used 

Public 
facing web 
site 

Open source 
technique 

No 
control 
over 
target 
and time 

Open 
source 
technique 
continued 
activity 
needed 

Attribution 
declared 

2 
Denial of 
Service 
attack 

Target 
Internet 
connected 

Scripted 
attack using 
toolkit 

No target 
control, 
time 
specified 

Bespoke 
technique 
continued 
activity 
needed 

Attribution 
suspected 
– civilian 
actor 

3 Virus/Trojan 

Civilian 
target not  
connected 
to Internet 

Single zero 
day 
vulnerability 

Unique 
target no 
time 
control 

Temporary 
effect 

Attribution 
suspected 
– state 
actor 

4 Worm/recode 

Military 
target not 
connected 
to Internet 

Multiple zero 
day 
vulnerabilities 

Unique 
target 
and time 
specified 

Permanent 
effect 

Total 
anonymity 

 

Table 7: Grading criteria for cyber-attack sophistication 

 

Using the criteria outlined in table 7, the selected cyber-attacks have been 

characterised in terms of the layers of the model in which they were active, 

either as the means to compromise a system or to illustrate the layer affected 

by the activity. Table 8 on pages 112-114 shows the results of this investigation 

and while it is acknowledged that these have all taken place in the land 

environment and that other attacks have taken place before and since, these 

were selected for their significance in terms of the publicity that they generated 

and the level of analysis of the methods involved in industry and academic 

literature. By drawing on these sources and an examination of the methods 

used, it has been possible to assess the level of sophistication of the attack in 

terms of the layer of cyberspace targeted. It should also be noted that in this 

example the scoring criteria that have been chosen has reflected the types of 

methods used and it is accepted that in future should new methods of attacking 

computer systems be developed or a single element become more prominent 

that that these factors could be reassessed and their scoring realigned. In 

acknowledging that table 8 is a predominantly qualitative assessment of the 

sophistication of the attacks and that data has been drawn from a range of 

textual sources, figure 5 on page 115 illustrates this information graphically 
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indicating the overall relative sophistication of the attacks and the layers of 

cyberspace that they affected.  

 

As can be seen from figure 5, there is a general trend that indicates that a less 

complex and technically challenging approach is often required to attack the 

human and semantic layers with the syntactic, infrastructure and services layer 

requiring a more complex approach. This is believed to be due to the upper 

layers being designed to be more readily accessible by users and so requiring 

less effort to understand their configuration to achieve a successful 

compromise. The human targets themselves are not only easier to access, but 

may also be more susceptible to external influence and change than 

programmed technical components, which only have a limited range of 

responses to the range of possible inputs. Creating an effect on the layers that 

are not designed for direct human interaction such as the syntactic, 

infrastructure, physical and services layer can be concluded to be a more 

complex undertaking. This is because it involves creating an effect contrary to 

that envisaged by the designers of the system and so requires a greater 

understanding of their underlying architecture and configuration.  Within the 

graphic, a further characteristic of these attacks is indicated with those marked 

with a hashed, rather than solid background highlighting those events that are 

suspected of being conducted by state actors, rather than individuals or 

hacktivist groups. This also demonstrates that those with the greatest 

resources, both monetary and in terms of expertise are capable of more 

sophisticated activity and the ability to interfere with the lower levels of 

cyberspace.  This may be the case for a number reasons; the first of which is 

that with greater sophistication, a more covert attack may be conducted, which 

would be a preferable course of action for state actors attacking other nations. 

Also, by employing superior resources it is possible to invest more in 

understanding the nature of the target, which may reveal additional areas that 

could be open to attack. Finally, after investing in a complex, but successful 

attack vector, states may wish to reuse elements of the code against other 

targets, which has been seen in the similar techniques used in Stuxnet, Duqu 

and Flamer. Non-state actors, with more limited resources, can be seen to limit 

their attacks to a single target, perhaps as they were then identified and 
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arrested or that the lower levels of complexity used in their efforts were easier 

to identify and mitigated by system patching or the deployment of other 

countermeasures. Of interest is the final example given in table 8 in which the 

Wannacry worm exhibits a combination of techniques from different sources. 

This is due to it being part of a leaked set of tools developed by the US National 

Security Agency and exposed by a hacking group known as the Shadow 

Brokers, which enabled it to be combined with the ransomware code and 

released to the Internet.26 

 

It can also be seen that whereas the less sophisticated attacks caused more 

superficial or temporary effects, to achieve permanent damage tends to require 

a more complex approach requiring resources that may be only available to 

state actors. An attack designed to cause physical damage to a specific 

component or system will also have to be more carefully targeted to reduce 

collateral damage and limit the effect only to the intended system. However, if 

it is determined that should a physical effect be desired and that an attack on 

the lower elements of a network will require too great a degree of preparation 

and planning, an alternative strategy may be considered more effective. 

Depending on the circumstances, it may be determined that after analysing the 

route through cyberspace from source to destination that the most timely, 

economical, and effective way of achieving the desired effect will be to plan to 

attack the target using conventional kinetic munitions, rather than by cyber 

means. However, a decision in weighing up the strengths and weaknesses of 

the different options can only be made after a thorough intelligence led analysis 

of the target is undertaken and this process can be aided by assessing its 

properties in terms of the desired effect to be achieved through an investigation 

within the context of the new model of cyberspace and the methodology 

described above to determine the sophistication of an attack. 
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Conclusion to chapter 4 
 
This chapter fulfils the initial objective of this thesis by introducing a novel three-

dimensional model of cyberspace. The design of the model is optimised to 

better understand how its properties and attributes can be measured in terms 

of its ability project power and to demonstrate that the environment does not 

exhibit universal characteristics but that its structure and use may differ at the 

source and destination of a cyberpower campaign.  This model adds an 

additional degree of complexity compared to previous attempts to describe 

cyberspace in that it includes a range of attributes not previously considered 

and rather than just provide a description of the components of the 

environment, it offers way in which they can be measured. As cyberspace and 

its foundation networks have developed, new and innovative ways have been 

developed to explore its potential. Initially, the environment was described 

purely in terms of the network and how it was used to transfer data from one 

computer system to another. This explanation was later expanded to include 

the properties of the network, but did not include an appreciation of the 

geographical factors, services providing the supporting functions, the human 

user and the purpose of engaging with cyberspace.  

  

A key element of the chapter’s investigation is that it has built on the well-

established and recognised of work of those who were the first to have 

characterised cyberspace in terms of layers, each of which perform a distinct 

function. The advantage of this means of describing the medium is that it has 

enabled the properties of each one to be considered in isolation in terms of the 

specific role that they play in enabling information to reach the intended target 

in the right format and how developments in the technology and use of 

cyberspace has led to an evolution in their use.  By separating the elements of 

cyberspace into distinct layers it enables an assessment to be made of the 

properties of each and how they contribute to the overall functioning of the 

medium. It also enables these attributes to be characterised and measured and 

for the first time enables a comparison to be made between different areas of 

cyberspace to determine which are better able to provide a high capacity, 
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secure and resilient capability to transfer information. This understanding of the 

properties of cyberspace at different geographical locations enables a 

campaign of cyberpower to be planned to ensure that the most effective 

methods are used to reach and influence a target audience. 

 

The introduction of the notion of distance using the concepts of near, mid, and 

far space to add a second dimension to the model emphasises that not all 

aspects of cyberspace are under the control of the originator of a message. It 

also highlighted that the environment at the destination in terms of bandwidth, 

language, equipment used and availability of service may be very different than 

at the origin of a communications channel. This model of cyberspace could thus 

be used at the planning stage of an offensive cyberpower operation to identify 

aspects that could prove problematic in being able to access the planned 

audience and highlight alternative strategies. Similarly, in a defensive operation 

this model could identify areas where the local network could be open to 

exploitation by an adversary. The inclusion of the third dimension emphasises 

that the use of cyberspace for power projection may vary depending upon the 

characteristics of the medium at the point where the target accesses the 

message, but also takes into consideration the nature of the target themselves 

and the type of message to which they may be most receptive. 

 

By illustrating the utility of the model through the qualitative analysis of a range 

of cyber-attacks, it has been shown to be a valid method of abstracting the 

complexity of cyberspace in terms of the unique set of attributes of each of the 

six layers through which power is applied. In addition to determining the 

usefulness of this method of describing cyberspace, a key conclusion of this 

method of analysing attacks has been to emphasise and confirm the difficulty 

in attacking the lower levels of the model and the differences in the effects that 

can be achieved on the target. At the higher levels, where more user interaction 

takes place at the human and semantic layers, it appears to be easier to 

achieve a successful system compromise and so is a favoured target of 

individuals and hacktivist groups. This is due to these layers having been 

designed to be engaged with and that the more user friendly and accessible 

they are, the more straightforward they are to attack. At the base levels, which 
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are designed only for system to system communication, it is harder to achieve 

a successful system infiltration and so becomes the realm of well-resourced 

state agencies to attack, for which ensuring a covert comprise is more of an 

issue. However, it should also be noted that the returns that can achieved from 

attacking at this level may be greater as it is closer to accessing the 

infrastructure layer where the system data, which may be the ultimate target of 

an attack, is stored.  Attacking at the higher levels may be easier, but there are 

more layers to then transverse to reach the core of the system target. This 

knowledge can be further applied in a third dimension by considering separately 

how hard, soft, and smart power methods could be projected through the 

different layers. This would seek to examine how hard power techniques of 

system damage could be achieved when compared to the soft power strategy 

of seeking to influence the users. By comparing the ease by which these 

different attack methodologies could be achieve may ultimately determine 

which means of power projection stands the highest chance of success or will 

achieve the greatest impact on the target. 

 

This novel method of examining cyberspace and how it can be exploited to 

affect the behaviour of a target audience offers a powerful new way to deepen 

our understanding of the environment and enables strategies to be developed 

that can estimate the chances of the success of a campaign of power projection 

in a range of scenarios.  The next chapter starts to address the issues raised 

by the second research objective by investigating the close relationship and 

interdependence between the maritime and cyber environments within the 

context of power and security. This research leads to the new concept of 

maritime cyberspace that combines the properties of cyberspace identified in 

this chapter with an examination of the attributes of the maritime. This is 

significant as cyberspace is usually regarded in isolation, but in considering the 

properties of both, it lays the foundation for a more specific, nuanced analysis 

of how the characteristics of both can be harnessed as a means of power 

projection and the security issues that need to be considered to defend against 

the actions of adversaries. 
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Chapter 5: The maritime cyber environment 
 
Introduction 
 
This chapter begins to address the second research objective of this thesis by 

exploring the formerly unresearched subject of the relationship and 

dependencies between the maritime and cyber environments within the context 

of power and security. In chapters 2 and 3 the previously published literature 

relating to power, cyberspace and the security of the maritime environment was 

examined and the connection between them introduced. Historically, these 

three disciplines have been regarded in isolation as their roles developed 

separately, but they are now brought together with a focus on how the attributes 

of the seas and coastal regions can be exploited to project cyberpower. In 

chapter 4 a new model of cyberspace was developed that can be utilised in any 

environment and this chapter lays the framework for its application to the 

maritime. 

 

Starting with a description of the maritime environment from both civilian and 

military perspectives, the factors and attributes that make it unique among the 

other operating areas are explained in terms of its role in global trade, security 

and as a source of fuel and food. For those nations that have an established 

maritime tradition or who are major trading partners with other coastal states 

the challenges of operating at sea or being dependent upon it will be a familiar 

concept. However, for other landlocked nations, the sea might be regarded as 

an alien and distant region and they may well have little appreciation of the 

close relationship that they unknowingly have with it.  Due to its well-established 

link with power, security and the wealth that can be gained from their natural 

resources, the ocean and coastal regions have become highly politicised and 

this is explained in terms of the recognised legal boundaries that form the basis 

of the territorial claims made by nations for inclusion as part of their sovereign 

territory or areas of influence. This also includes other aspects associated with 

the seas such as the role played by ports and infrastructure and the terms used 

by military forces in defining their areas of operation and their right to transit 

international and territorial waters during peacetime.  
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The nature of maritime power is an important one for states that are either 

reliant on the seas or wish to have an influence in the waters surrounding their 

coasts.  Drawing on the UK military’s maritime doctrine, the concept of power 

at and from the sea in terms of control and denial is explained, which aim to 

ensure that nations maintain access to parts of the oceans for limited periods 

of time to enable them to operate freely within it, whilst preventing their use by 

adversaries.  Allied to sea power is the issue of maritime security and its related 

tasks, which may include a cyber element that can present additional unique 

challenges to operating at sea or in the littoral. These are closely related to a 

state’s wider national security objectives and are described within the context 

of protecting merchant shipping to ensure their freedom of access for lawful 

purposes. As vital components for maintaining the integrity of national borders 

and for establishing the safe trading conditions that contribute to a country’s 

economic prosperity, these move beyond just conflict resolution at the state 

level to include other threats. These additional factors involve mitigating the 

effects of non-state actors such as terrorists and criminals, which may operate 

outside the territorial jurisdiction of nations and present a significant threat to 

maritime cyberspace. In assessing this threat, the range of maritime security 

tasks and objectives that have been identified by the UK to secure the seas are 

examined and where these operate across borders, include an assessment of 

the role of international collaboration to counter the global risks to security. In 

reviewing these issues, the UK’s national security strategy is reviewed, a 

document that specifically highlights a range of maritime risks including the 

potential for cyber-attack, which it views as a prominent threat. 

 

The relationship between the cyber and maritime environments is an area that 

has attracted little interest from scholars, yet the two have many similarities and 

mutual dependencies in their use for trade, communication, and in the 

projection of national power.  Within the wider military use of cyberspace, 

maritime forces are shown to have a prominent role in adding to the situational 

awareness of an area of interest as part of a wider campaign of information 

operations. From this, the concept of information superiority is explained and 

how it can be used to assist in the defeat of an adversary by means of how the 
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quantity and quality of information processed can contribute to the instruments 

of national power. This link between the seas and the littoral with cyberspace is 

demonstrated through the introduction of the new notion of maritime 

cyberspace. By analysing how this new concept can be exploited in terms of 

utilising the existing theories of power at sea, the attributes of these two 

environments are combined and developed leading to the new terms of 

maritime cyberpower and cyber seapower, the latter of which comprises cyber 

sea control and cyber sea denial. A detailed examination of the composition 

and characteristics of maritime cyberspace follows and how they contribute to 

security and the influence of others through power projection. With the 

exploitation of maritime cyberspace at the core of this thesis and a key research 

objective, methods are examined to identify what attributes are required to be 

able to project maritime cyberpower and cyber seapower. This includes an 

assessment of how vulnerabilities within ship systems can be exploited and 

what security measures are required to mitigate for them.  

 

This chapter concludes by considering its findings in terms of the arguments 

developed by Rid that were introduced in the previous chapter’s literature 

review. These are used to discuss whether cyberwarfare could become a reality 

and how maritime cyberspace could be utilised for offensive operations as a 

means of national power projection. The application of Rid’s analysis of what 

he suggests are the three categories of cyberattacks; espionage, sabotage and 

subversion to the other operating environments are an area of detail not 

covered in his earlier work. By highlighting the relationship between the 

maritime and cyber environments, this chapter lays the foundation for a more 

detailed analysis in later chapters of Rid’s work within the context of maritime 

cyberspace. This will extend and apply his arguments in terms of how the 

properties of the sea and cyberspace can be used in the projection of 

cyberpower, demonstrating the link between the cyber environment and the 

physical geography of the terrain in which it resides. 
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Defining the maritime environment 
 

At the heart of any definition of the maritime environment is an acceptance of 

its critical importance to global trade, communication, security and as a source 

of fuel and food. With the growth of globalisation, climate change and over 

population resulting in unsustainable regional pressure on natural resources, 

this role is not going to diminish in the foreseeable future. Indeed, it is predicted 

by the UK Ministry of Defence (MoD) that a high proportion of future conflicts 

will occur in or adjacent to a zone of maritime influence and for nations such as 

the UK with sovereignty of overseas territories, there is the added risk of threats 

and intimidation from other countries that have their own territorial claims over 

them.1 From a military perspective, the sea also provides access for land and 

embarked air assets to contribute to achieving their government’s political 

objectives. The maritime operating environment is one of five recognised by UK 

MoD doctrine; the others being Land, Air, Space, and Cyberspace. The nature 

of the maritime environment is described in the UK’s Future Maritime Operating 

Concept as providing critical access for joint assets allowing influence in 

support of political objectives, the conduct of a wide range of maritime security 

and international engagement and when necessary, the means to assemble 

and apply decisive combat power at a time and place of political choice.2 British 

Maritime Doctrine, the aim of which is to consistently and coherently articulate 

to both internal and external audiences how and why the Royal Navy performs 

as it does, highlights that maritime power is not an end in itself, but operates 

within a wider national security framework.3 The doctrine defines the 

environment as comprising six discrete components described in detail in 

Appendix 1, noting that they are interrelated and of equal importance although 

the physical element provides the overarching context for all and highlights its 

uniqueness. 

 

The physical aspect of the maritime environment can be regarded as 

comprising several separate elements, some of which are legally defined in the 

United Nations Convention on the Law of the Sea (UNCLOS) and others that 

are core to their use. 4 The importance of these legal definitions is that they limit 

the regions of the sea to which nation states can lay claim and the activities that 
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other nations can undertake within these areas. This is significant when 

considering the interaction between the maritime and cyber environments as 

geographical constraints can limit the effects that can be achieved within a 

campaign of power projection.  The core components of the maritime 

environment are as follows: 5 

 

The High Seas: The high seas are all parts of the sea that are not included in 

Exclusive Economic Zones, territorial seas, internal waters of a State or the 

archipelagic waters of archipelagic state such as the Bahamas or Philippines. 

 

Baseline: The normal baseline for measuring the breadth of the territorial sea 

is the low water line along the coast as marked on officially recognised large-

scale charts. 

 

Internal Waters: Internal waters are all water and waterways on the landward 

side of the baseline. Countries are responsible for setting laws and regulations 

for the use of these internal waters. 

 

Territorial Seas: The territorial sea is regarded as an extension of the 

sovereignty of a coastal state beyond its land territory and includes the airspace 

above and subsoil below up to a limit not exceeding 12 nautical miles measured 

from the low-water line along the coast as marked on the large-scale charts 

officially recognised by the coastal state. 

 

Contiguous Zone: This area, which does not exceed beyond 24 nautical miles 

from the baseline from which the territorial sea is measured, is an area over 

which a state may exercise control necessary to prevent an infringement of its 

laws within its territory or territorial seas. These may include such elements as 

ensuring the integrity of its customs, fiscal, immigration, or sanitary regulations. 

 

The Exclusive Economic Zone (EEZ): The exclusive economic zone is an 

area adjacent to and beyond the territorial sea extending not beyond 200 

nautical miles measured from the same baseline as that of the territorial sea. In 
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this area, the coastal State has sovereign rights for exploring, exploiting, 

managing, and conserving the natural resources in the sea, seabed and below.  

 

Continental shelf: This area is defined as the seabed and subsoil beyond the 

territorial sea that may be regarded as a submerged extension of the land 

territory normally to 200 nautical miles but can be as much as 350 nautical 

miles. The continental shelf is important as the coastal state can exercise 

exclusive sovereign rights for exploring it and exploiting its natural resources. 

These rights remain such that even if a state chooses not to undertake these 

activities, no other state can without its express permission. It should be noted 

that the area beyond the EEZ to the boundary of the continental shelf refers 

purely to the seabed and not the seas above.  The International Seabed 

Authority administer the seabeds of the high seas.6 

 

Figure 6 below illustrates the maritime zones detailed in the United Nations 

Convention on the Law of the Sea (UNCLOS). However, there are several 

additional components that together comprise the maritime environment and 

these are detailed as follows: 

 

 
 

Figure 6: United Nations Convention on the Law of the Sea (UNCLOS) 

Zones7 
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The Littoral: This is defined as a narrow band of land, sea and airspace that 

are predominantly susceptible to engagement and influence from the sea.8 As 

most human maritime activity such as shipping, fishing, and energy recovery 

such as oil exploration and wind farms is conducted within the 200-nautical mile 

EEZs it means that a substantial proportion of the total global economic and 

political activity occurs in relatively narrow strip of land and sea surrounding the 

earth’s land masses. It is because of this that this area is a key focus for military 

power projection, but to totally control the littoral region requires the full 

spectrum of capabilities including amphibious units, naval vessels capable of 

delivering, protecting, and supplying the force and aircraft providing both air 

defence and ground attack. 

 
Ports and Maritime Infrastructure: Ports and harbour works are important for 

delimiting territorial seas as their outermost permanent elements, if integral to 

the harbour system and not offshore structures, are treated as forming part of 

the coast. States can thus increase their claims to territorial waters by extending 

breakwaters and harbour installations out to sea. Ports can provide an 

important safety function with large or busy terminals such as Dover in the UK 

having their own Vessel Traffic Service providing radar surveillance and 

communications services to ships using their facilities. With 500 ships a day 

transiting the Dover Straits, these have the ability to identify and intercept 

shipping that are not complying with the procedures and are considered a threat 

to the safety of other users of the port.9 10 Ports can also have significant 

political significance, particularly those of neutral states during times of war 

when they may gain strategic importance as warships of belligerent nations are 

only able to visit them only once every three months and then only for 24 hours 

as stated in the 13th Hague convention.11 This was seen in 1939 during the 

Battle of the River Plate when the German Pocket Battleship Graf Spee sought 

sanctuary in the neutral port of Montevideo in Uruguay following an 

engagement with the four cruisers of the Royal Navy South American Naval 

Division. Forced by the convention to leave or be impounded, the Graf Spee’s 

Commanding Officer, Captain Hans Langsdorff, chose to scuttle his ship than 

face defeat by what he erroneously believed was a superior British Force 

awaiting him at sea. 
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Logistics Infrastructure: Although not formally recognised in UNCLOS, a 

fundamental component of the maritime environment that enables it to be 

accessed and exploited is the logistics infrastructure that supports seafarers. 

At any one time, there are around 1 500 large commercial ships off the UK 

coast carrying 95% of the country’s trade by volume with UK ports handling 393 

million tonnes of international cargo and over 4.4 million containers annually.12 

The logistics infrastructure to facilitate this ranges from the provision of fuel, 

engineering support and chandlery that supply the ports and enable vessels to 

go to sea to the food supplies that sustain the crew. Offshore platforms rely on 

air support from helicopters and all depend on accurate computer aided 

meteorological forecasts to determine when it may be too dangerous to operate 

at sea. There is also a fundamental reliance on technology and an increasing 

migration to incorporating it with the wider cyber environment.  Charts are now 

electronic and integrate with complex automated navigation systems that 

enable ships to automatically follow a pre-programmed route. Navigational aids 

and buoyage are surveyed using the satellite based Global Positioning System 

(GPS) and systems devoted to ship safety such as the Automatic Identification 

System (AIS) and Global Maritime Distress and Safety System (GMDSS) are 

both fundamental components of the shipping industry. These are based on 

satellite and Radio Frequency (RF) data transmissions sent from and received 

by computer systems between ships and linking ships to shore stations. 

 

Global Commons: A key feature of the oceans is that they can provide 

unhindered access to large parts of the world. Whereas transportation over land 

is dependent on geographical constraints such as mountains, rivers and 

political borders that may obstruct or hamper access, transportation via the sea 

does not suffer from these considerations. Accepting that they do not allow 

direct access to inland continental areas and adverse weather can delay 

access, the seas can provide entrance via amenable host countries and provide 

flexibility in determining the preferred route inland.  Oceans, in common with 

the Atmosphere, Antarctica and Outer Space form what are termed the Global 

Commons, which are resources or domain areas that lie outside of the political 

reach of any one nation state.13 Although originally the concept of the Global 
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Commons referred to those areas that could not be controlled by one state, 

they have recently been redefined as the set of natural resources, basic 

services, public services or cultural traditions that should be part of a public trust 

to be enjoyed by all people.14 Using this definition there has also been an 

argument that cyberspace should be considered as part of the Global 

Commons.15 

 

Freedom of Navigation: Freedom of Navigation refers to a range of rights and 

freedoms that warships, merchant ships, aircraft and submarines have that 

enable them to navigate on, over or under the world’s seas. Freedom of 

Navigation facilitates global maritime trade and enables military forces to 

respond to worldwide threats to security. 

 

The attributes of maritime power 
 

The UK Ministry of Defence defines maritime power as the ability to project 

power at sea and from the sea to influence the behaviour of people or the 

course of events. As such, it is coherent with other more general descriptions 

of the concept of power and to achieve this, maritime forces have several 

unique attributes that they can exploit, which are described as follows. 16  

 
Access: Maritime forces can provide unparalleled geographical access to 

countries that would otherwise be regarded as so remote as to be outside their 

sphere of influence. According to Worldbymap.org, 202 countries out of a total 

of 245 have some form of coast ranging from Canada with 202 080km to 

Monaco with 4.1km.17 Although all can claim 12 nautical miles of territorial 

waters there is also a right of transit through choke points that may be within 

this area and also the ability to conduct innocent passage in the territorial waters 

of any coastal state, which may be restricted only in very limited cases.18 This 

implies than maritime forces have the potential for accessing over 80% of the 

world’s countries either directly or indirectly and at a time of their choosing. 

They can also select to make their presence known by positioning themselves 

within sight of the coast or covertly by operating over the horizon depending on 

the political situation.  
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Mobility: As UNCLOS states that the seas are international spaces, all vessels 

have the right of innocent passage through territorial waters and other claimed 

areas. This access enables maritime forces, both civilian and military to move 

freely worldwide independent of any requirement for third party agreement. 

Ships travelling at 20 knots can travel 480 miles a day and combined with their 

load carrying capability can transport material much more efficiently than by 

land or air. 

 

Lift Capacity: One of the major advances in the development of international 

trade was the introduction of containerisation. Standard size shipping 

containers are either 20’ or 40’ long and although there are a multitude of other 

dimensions, the acknowledged unit of measurement is a TEU standing for 

‘Twenty-foot equivalent unit’.19 Whereas in the 1980s container ships had a 

capacity of no more than 5000 TEUs, the latest ships have a capacity of around 

20 000 and with a cruising speed over of over 20 knots represent significant 

capital and commercial assets.20 The size of container ships has also 

historically been determined by the capacity of key transit areas such as the 

Panama Canal. Prior to 2009, the maximum capacity of the so called Panamax 

ships was 5000 TEU, but with the construction of new locks, this was increased 

to 13 000 termed the New Panamax, which rendered large numbers of ships 

obsolescent as shipping companies ordered new ships to benefit from the 

economies of scale that could be achieved from operating larger ships.21 The 

strategic importance of these vessels and their cargo is highlighted in that in 

2006 the arrival in the UK of a single container ship from China in early 

December was reported in the national media as bringing the Christmas 

presents for the entire country.22 Oil tankers have also increased in size, 

although the largest currently in service are smaller than the largest ever built. 

The current largest tanker is the TI Asia, which is employed as a floating 

production storage and offloading vessel for crude oil and at full load displaces 

509 000 tons carrying over 3 million barrels of oil.23 Large as this may appear, 

it does however only represent 2 days’ worth of the UK’s oil consumption 

illustrating the dependence of island nations on a reliable, regular seaborne 

supply.24 
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Sustained Reach: Maritime forces, suitably supported by fuel and food, can 

operate independently worldwide, and can therefore be used to project power 

for extended periods. Merchant ships taken up from trade can be used to 

supplement specialist support shipping that can replenish warships at sea 

enabling them to provide a continuous presence in an operating area. This 

enables blue water navies to operate worldwide and extend their influence well 

beyond that of their regional location. 

 

Versatility: Although merchant ships tend to be optimised for a single purpose, 

warships are inherently flexible and can conduct a range of tasks both in peace 

and wartime.  Many classes of warship can fight in multiple threat environments 

be it from the air, surface or sub surface and the use of an organic helicopter 

further increases this flexibility in being able to extend their influence beyond 

their immediate vicinity.  Working in national or coalition forces, their design 

enables them to rapidly refocus from a soft power role of diplomacy and aid 

delivery to hard power coercion and military force. This enables a change of 

political posture to be immediately presented in accordance with government 

policy. Equipped with a comprehensive suite of communications and sensors, 

it is also possible to use active and passive electronic measures to establish 

local situational awareness and monitor a situation ashore for relaying to shore 

agencies for further analysis. 

 

Poise: The ability for national flagged shipping and warships to represent a 

nation’s interests can be a powerful political signal and represent a wiliness to 

deter aggression or to coerce a potential adversary. Hospital ships, vessels 

delivering aid, warships or those designed for specialist intelligence gathering 

duties can remain on station for prolonged periods as tools of soft or hard power 

and can enable influence to be projected inland without the need for a footprint 

to be established ashore. 

 

Resilience: Warships, especially when supplemented by specialist support 

vessels, are designed to be capable of operating, even in a reduced capacity, 

after taking damage from adverse weather or enemy action. This adds to their 
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ability to operate reliably for extended periods in high threat or difficult 

conditions. 

 

Leverage: The attributes above, when combined, can demonstrate the power 

of naval forces working with the merchant marine to influence events ashore. 

Leverage of an opponent can be used for both military or political purposes as 

a statement of resolve and can present a range of smart power options and a 

demonstration of intent to pursue them. This can only be achieved through the 

inherent flexibility of maritime power. 

 

Maritime Power at sea 
 

British Maritime Doctrine details three roles for the Royal Navy; War-fighting, 

Maritime Security, and International Engagement, which are inter-related and 

may be conducted concurrently or consecutively.25 Although the primary focus 

of the UK’s 2010 National Security Strategy was the prevention of conflict and 

de-escalation, there must be an ability to coerce or confront aggressors if 

required through deterrence or lethal combat power. Deterrence is at the 

cornerstone of UK defence policy with its aim being to dissuade an opponent 

from taking a course of action that threatens the national interest. To project the 

maritime power required to achieve these aims it is necessary to be able to 

deliver an effect at sea and from the sea. Initially the term Command of the Sea 

was used to be able to exploit the sea to an advantage. However, as this implied 

total control of the entire ocean all the time, which was impractical, other terms 

are now used that are described below, which refer to a more realistic aspiration 

of temporary control limited in time and space to that required to conduct a 

given task or operation. 

 

Sea Control: Sea control is defined as the freedom to use an area of the sea 

for one’s own purpose for a limited time and if necessary to deny its use to an 

opponent if it is contested. It depends upon the ability to govern the surface and 

sub surface environments, which includes the seabed and the air above the 

area in which sea control is required.26 This may be as simple as being able to 

exercise the right of innocent passage in a state’s territorial water or Exclusive 
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Economic Zone (EEZ) to using force to eliminate another naval force from 

challenging sea control over an area of sea. As sea control is a temporary 

condition it would usually be an objective to enable the conduct of a single 

mission or as a precursor to other operations. Depending on the threat, 

obtaining it may involve actual military action against an opponent at sea or 

their containment by blockade to prevent them from accessing the disputed 

area 

 

Sea Denial: Sea Denial differs from sea control in that it occurs when one party 

prevents another from controlling an area, but without controlling the region 

itself.  Historically minefields were used to deny total access to all nations or 

the threat of submarines was used to deter opposition surface forces from 

operating in a particular area. More recently and especially in littoral areas, 

surface to surface missile or gun batteries have been used to present an 

increased level of risk that may deter maritime forces from operating in coastal 

regions. Sea Control and Sea Denial may also be used in conjunction as denial 

in one region may facilitate control in another. 

 

Other forms of sea power: In addition to Sea Control and Denial there are 

other forms of sea power detailed in British Maritime Doctrine. These are Fleet-

in-Being, Cover and the role of Decisive Power. The concept of a Fleet-in-Being 

is that an inferior maritime nation withholds its forces as a deterrent against a 

superior opponent. By deliberately avoiding conflict, it complicates the options 

available to the more capable force by preventing it from achieving sea control 

by having to divert assets to counter a potential attack from a Fleet-in-Being. 

The concept of Cover provides support to vulnerable units within a force that 

are engaged in their own operation within an area in which sea control is held. 

Decisive battle requires a concentration of force such as that required for sea 

control. However, by concentrating force in a single area, it may be possible for 

a smaller force to evade it. Concentrating forces also prevents other tasks from 

being undertaken and reduces the element of surprise. Hence, whereas it may 

be argued that in the land environment a decisive battle may be worth the cost, 

in the maritime environment the focus should be in achieving control of the sea 

and then exploiting it to achieve strategic aims.27 
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Maritime power from the sea 
 

In addition to control or denial at sea, there may be a requirement to project 

power from the sea such as in a littoral area. Maritime forces can exploit their 

right to freedom of manoeuvre and unrestricted access up to the 12-mile 

territorial mile limit to apply force at a time and place of their choosing to gain 

the initiative and attack areas that are vulnerable. Maritime power projection 

can also contribute to wider operations in the following ways: 

 

Shape: In preparation for future operations, forces are used for intelligence 

gathering or other precursor activities. 

 

Reassure: The presence of maritime forces can reassure a friendly state, which 

may then provide access to their facilities for future operations. 

 

Deter: Early presence in a region at times of low political risk can deter future 

aggression. 

 

Coerce: As forces build up, limited action can demonstrate resolve and prevent 

an aggressor from using force, whilst maintaining control over how a conflict 

escalates. 

 

Disrupt: Prior to offensive operations, forces can shift focus from defensive to 

offensive by disrupting enemy activity. 

 

Project: Manoeuvring to a position from which force projection can be 

threatened or applied. 

 

Support: The full range of capabilities of maritime forces can support other 

friendly forces. This can include intervention, either permissive or non-

permissive, to support a country as part of its rebuilding post conflict or natural 

disaster within a wider security sector reform and stabilisation programme. 
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Limit: A powerful force can limit the effect of others to project power, whilst 

using the same power against them. 

 

Recover: The ability to move items from the theatre of operations and provide 

protection whilst doing so. 

 

Power projection can be achieved through either proactive or reactive means. 

Although force projection is by nature proactive by seizing the initiative, it may 

not always be offensive and sea control offers both options. Offensive action 

forces the enemy to fight to defend their position, whereas defensive action 

forces the enemy to attack if they wish to engage in offensive operations to 

achieve influence in a contested area. 

 
Defining the cyber environment 
 

Although has been highlighted in Chapter 2, there is no formally accepted 

definition for the cyber environment, the UK Ministry of Defence’s 2013 Cyber 

Primer describes it as the interdependent network of information technology 

infrastructures, (including the Internet, telecommunications networks, computer 

systems, as well as embedded processors and controllers), and the data 

therein within the information environment.28 At the heart of cyberspace is 

information and the information environment is defined by the UK Ministry of 

Defence as a logical construct whereby assured information can pass 

unhindered from point of origin to point of need, where assured indicates that 

the information can be proven as authentic and that the originator can be 

identified.29 The Cyber Primer also moves beyond just describing the 

environment to what comprises military operations in cyberspace and defines it 

as the employment of capabilities where the primary purpose is to achieve 

effects in, or through, cyberspace. This has significant coherence with the 

definitions of maritime power projection as being able to influence the behaviour 

of people or the course of events. In explaining cyberspace in terms of the 

Information environment, the Primer describes it in terms of three domains; the 

physical, virtual, and cognitive as described below: 

 



137 
 

Physical Layer: The physical layer comprises the hardware elements of 

cyberspace and their geographical location. This includes the networking 

components and their connections. 

 

Virtual Layer: The virtual layer consists of the software applications, their 

network coding protocols and the logical connections that enable those in 

cyberspace to exchange data. It also includes the information that is passed 

between users facilitating useful work to be done. 

 

Cognitive Layer: This layer has three components; persona, people and social 

that connects users to each other through cyberspace. The persona elements 

are the roles that are performed by the users themselves who form the people 

element. The social aspects are the groups that are formed from the users that 

combine to fulfil a certain role.   

 

Noting that cyberspace is a complex and dynamic environment, the Cyber 

Primer emphasises its importance to military operations and the reliance placed 

on defence communications. However, it also notes the need to use 

commercial off the shelf (COTS) hardware and software and civilian owned and 

operated infrastructure for its essential operations.30 This requires protective 

measures to be conducted to enable mission critical systems and the 

information they carry to function with the requisite resilience such that they 

maintain the confidentially, integrity and availability of data. A key facet of this 

is its relationship and interdependency with the electromagnetic spectrum 

(EMS), which is an integral part of the cyber environment, particularly for mobile 

platforms that do not have access to a fixed infrastructure for connection. 

However, radio frequency transmissions have the disadvantage in that they can 

be received, manipulated, or interfered with by others thereby making them a 

valuable tool for intelligence gathering, sabotage, or subversion. 

 

Cyber Electromagnetic Activities (CEMA) 
 

As the definition of cyberspace has continued to develop it is accepted that 

although wired networks form much of the environment, there is also a 
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significant component that relies on wireless transmission. This has resulted in 

the new concept of CEMA – cyber electromagnetic activities. The US military 

defines this as activities to seize, retain and exploit an advantage….. in both 

cyberspace and the electromagnetic spectrum, while simultaneously denying 

and degrading adversary and enemy use of the same……. 31 Within the UK 

military, the importance of CEMA in synchronising and coordinating the related 

disciplines of Electronic Warfare, Signals Intelligence and Cyber is recognised 

in both offensive and defensive activities and resulted the formation of a 

dedicated Joint CEMA Group (JCG) as part of the 2015 Strategic Defence and 

Security Review.32 This acceptance of the electromagnetic environment as 

being part of, or related to, cyberspace is an area of ongoing discussion and 

debate emphasising the evolving nature of the environment.  

 

Comparing the maritime and cyber environments 
 
British Maritime Doctrine defines Maritime Power as The ability to project power 

at sea and from the sea to influence the behaviour of people or the course of 

events.33  Cyberpower has been described from a variety of perspectives, but 

Joseph Nye refers to it as the ability to obtain preferred outcomes through use 

of the electronically interconnected information resources of the cyber 

domain.34 Combining these two definitions to investigate how the maritime 

environment could be used as a means to enter cyberspace in order to 

influence a target has yet to attract significant academic interest, but by using 

the concept of seapower as the basis for projecting cyberpower the notion of 

Maritime Cyberpower can be introduced as: 

 

The ability to project power from the sea to influence the behaviour 
of people or the course of events through and within the medium 
of cyberspace. 

 

In addition to using the features of the maritime environment as means of 

influencing others in the wider medium of cyberspace it is also conceivable to 

use the properties of cyberspace develop power at sea in the conventional 

sense. This presents a new concept of cyber seapower, which can be termed: 
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The ability to use cyberspace to influence the behaviour of people 
or the course of events in the maritime environment. 

 
There is a distinct difference between these new ideas of maritime cyberpower 

and cyber seapower as whereas the former seeks to achieve an effect from the 

sea that influences events anywhere in cyberspace, the latter seeks to use 

cyberspace to achieve an effect solely in the maritime environment, including 

the littoral.  An example of maritime cyberpower would therefore be to use a 

maritime platform to disrupt a cyber infrastructure to prevent access or to alter 

the content of systems to affect the behaviour of a population ashore.  Cyber 

seapower however would be to utilise the medium to directly affect the ability to 

facilitate sea control or sea denial. This would include adversely affecting the 

ability of ships, port, or offshore installations to operate normally. The concepts 

of maritime cyberpower and cyber sea power within the contexts of cyberpower 

and sea power are shown in figure 7 below, which emphasise their contributory 

nature to the wider power component: 

 

 
Figure 7: The relationship between Sea Power, Cyberpower, Cyber Sea 

Power and Maritime Cyberpower 

 

Maritime power by itself is an important factor to be considered by any state 

with a seagoing tradition as its prosperity, stability and security can be 
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dependent on it. For nations that regard themselves as global players, they can 

use the maritime environment to protect and promote their national interests at 

home and abroad.  However, the UK Ministry of Defence’s Development, 

Concepts, and Doctrine Centre’s Future Character of Conflict paper suggest 

that the trend towards globalisation will increase the likelihood of conflict 

involving state and non-state actors that have no formal affinity to any nation. 

In these types of conflict, it is suggested that asymmetric tactics such as the 

use of cyberspace will play an important part as both seek an advantage over 

those who are superior in conventional military capability.35  

 

The increasing number of actors operating in cyberspace have the potential to 

confuse the cyber environment and present challenges in the ability to 

recognise allies from adversaries, civilians, media, and other non-governmental 

organisations communicating with each other as they try to influence and inform 

within the same operating area. The cyber component to maritime power will 

also become an increasingly important consideration for seagoing nations 

seeking to protect their shipping and for global players who seek to use their 

maritime assets to project power from the sea. 

 

Although the maritime and cyber environments may appear very dissimilar at 

first inspection, there are a significant number of parallels that can be drawn. 

Many of the factors that need to be considered when operating at sea, can also 

apply when seeking to achieve an effect in cyberspace. For example, the size 

of the two environments means that they are ungovernable by a single 

authority, indicating that sea control and denial have equivalents in cyberspace 

for power projection. Also, both require manufactured devices to effectively use 

them, be they ships or computing devices as unlike land warfare, a human 

cannot enter and engage with the environment unassisted. Furthermore, they 

are both environments that are international in nature with ships at sea 

emanating from many countries and cyberspace comprised of components 

manufactured worldwide, even if certain countries are predominant in both. 

Similarities also exist with some states having larger merchant fleets or being 

dominant in the computer or networking markets.  Similarly, to function, there 

are global agreements that govern both environments – UNCLOS determining 
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the use of the oceans and internationally accepted addressing and routing 

protocols controlling how data is transmitted around the networks of 

cyberspace.  Finally, although both are fundamental to global trade and 

economic wealth, control over both environments is disputed in some areas 

with sovereignty over some coastal waters contested and networks subject to 

interference to exfiltrate data or to adversely affect their performance and ability 

to function as designed. 

 
Components of maritime cyberspace 
 

Maritime cyberspace can be described as those elements of the cyber 

environment that rely on and contribute to the effective exploitation of the 

maritime and where the attributes of one affect the properties of the other. The 

composition of maritime cyberspace and how it can be used to exert power to 

influence a target or in what way it employs security measures to inhibit these 

activities has not been well researched in the past.  However, for it to function 

it relies on a range of technologies, some of which are unique to the maritime 

environment and others are widely used in all areas of cyberspace. Combined, 

they form the unique elements upon which shipping is now dependent for their 

safe and effective operation. The discrete capabilities that comprise maritime 

cyberspace are described as follows: 

 

Position, Navigation, and Timing (PNT) Systems 
 

The first of these capabilities is the use of satellite based navigation systems. 

The primary system in use is the Global Positioning Satellite (GPS) 

constellation, which is an American owned utility that provides users with 

positioning, navigation, and timing (PNT) services. The system consists of three 

segments; the space and control elements, both of which are developed, 

maintained and operated by the US air force’s 50th Space Wing located at 

Schriever Air Force Base in Colorado, and thirdly the user component.36 The 

space element consists of a constellation 31 operational satellites to meet the 

requirement of maintaining at least 24 available 95% of the time with each one 

orbiting the earth every 12 hours at an altitude of approximately 12 550 miles.37 
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In addition to the master control station in Colorado, the control aspect 

comprises a global network of 12 command and control antenna and 16 

monitoring sites that track the satellites and optimise their performance by 

analysing their signals as they pass overhead.38 The user component 

comprises the wide range of commercial receivers that utilise GPS’s PNT data 

in a wide range of maritime, terrestrial and airborne applications. The GPS 

system is quoted as operating to an accuracy of a millionth of a second, velocity 

to within a fraction of a mile an hour and location to within 100 feet.39 

 

Although GPS is the predominant satellite based PNT system, there are two 

others in use or development; the European Galileo and Russian Glonass 

systems. When fully deployed in 2020, the Galileo system will comprise 24 

satellites with initial services made available from the end of 2016.40 The 

Russian Glonass system also comprises 24 satellites and provides worldwide 

coverage, although it is optimised for northern latitudes. Initially developed for 

military use, it is being exploited commercially and many receivers can utilise 

signals from multiple systems to increase their accuracy.41 

 

Automatic Identification System (AIS) 
 

Satellite based navigation systems is a primary component of the second 

element of maritime cyberspace, the Automatic Identification System (AIS). 

This is a system introduced to enhance the safety of vessel traffic by 

automatically exchanging information in real time as well as being able to track 

and monitor ships.42 The use of AIS transponders has been a mandatory 

requirement for all passenger vessels and international shipping over 300 

tons.43 The AIS comprises Very High Frequency (VHF) data transmissions and 

it broadcasts a range of information types including the vessel’s identity, 

position acquired from GPS and information about its passage. It is a vital aid 

used by shipping for collision avoidance and for transmitting data relating to 

search and rescue operations, navigational aids, meteorological, hydrological 

and navigational safety information.44 AIS is also used for tracking vessels 

within a nation’s territorial waters and is fundamental to the safety of shipping 

in areas of high concentration such as the English Channel, where it is integral 
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into the Dover Straits Channel Navigation Information Service.45 More recently, 

satellites have been used to receive AIS data to provide global coverage and 

information on shipping outside the range of shore based receivers, which is 

updated hourly. By accumulating this data, it is possible to show worldwide 

shipping and areas of high traffic concentration as shown in figure 8. This 

enables AIS data to be integrated not only in the maritime cyber environment, 

but also accessed by anyone with an Internet connection. 

 

There are several websites such as www.vesselfinder.com that offer near real 

time AIS data overlaid on mapping software that not only indicate the position 

of vessels active on AIS, but enable searches to be made for individual ships 

and interrogate and respond to searches about the information that they are 

transmitting.46 This can prove problematic for military vessels that may be 

obliged to transmit on AIS even though they may wish to keep their location 

hidden. An example of this was seen in the reporting of the recently built UK 

Aircraft Carrier HMS Queen Elizabeth during her initial sea trials. Operating 

under merchant navy regulations prior to being accepted by the Royal Navy, 

her precise location in the North Sea was readily available via AIS tracking data, 

facilitating intelligence gathering operations by other nations’ navies.47 

 

 
 

Figure 8: Global Satellite AIS Coverage48 

 

 

http://www.vesselfinder.com
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Satellite Communication Systems 
 

In addition to providing Position, Navigational or Time information and enabling 

the reception of AIS information transmitted from ships, satellites are also 

fundamental to maritime data and voice communications. There are two main 

systems in use; the UK based International Maritime Satellite Organisation 

(INMARSAT) set up by the International Maritime Organisation (IMO) in 1979 

and the UAE based privately owned THURAYA network.  Both provide near 

total global coverage, although INMARSAT has a greater footprint at extreme 

latitudes, but as both systems employ geostationary equatorial satellites, they 

are limited in coverage at the poles. INMARSAT’s maritime service offers a 

range of telephony and broadband Internet connections providing comparable 

services to land based fixed infrastructures plus the option of bespoke 

applications tailored for shipping.49 THURAYA also offer a specialist maritime 

communications service providing an option of voice and / or data services. 

Their data services are similar to that of a terrestrial provider, but do not offer 

the specialised maritime applications of INMARSAT.50 Both systems however 

would enable a ship to establish a permanent connection to the cyber 

environment with similar functionality to a land based subscriber.   

 
Terrestrial Communication Systems 
 

Complementary to space based connectivity to the cyber environment, it is 

possible to use more traditional communication methods to transfer data using 

the same protocols as the Internet. These however can be more challenging to 

engineer and have significant restrictions; both in the limitations of the medium, 

but also that they are more susceptible to atmospheric conditions affecting their 

propagation.  The propagation of radio waves depends on their frequency as 

shown in figure 9 below: 
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Figure 9: Commercial radio frequency spectrum51 

 

Within the radio frequency spectrum, information is transmitted by changing the 

characteristics of the signal. The faster these attributes are changed, the more 

information can be passed and as frequency is a direct measurement of the 

rate of change in values, the higher the frequency of the signal, the more 

information can be passed – hence high data rate satellite communications use 

Super High Frequency (SHF) wavelengths.52 Transmissions at the Very High 

Frequency (VHF) and above are line of sight, hence are ideal for point to point 

links to satellites, but using these elements of the spectrum for non-space 

based communications is limited in range to the visible horizon and the lower 

the frequency, the lower the data rate.   

 

Below VHF, High Frequency (HF) radio transmissions have the property that 

they can refract off the ionosphere layer of the atmosphere back to the surface 

of the earth and be received over the horizon from the transmitting station. 

Known as sky wave, this range of frequencies is commonly used for long range 

marine radio and despite their lower frequency restricting the potential data 

rates of communications, they can be used for the transmission of e-mails. In 

addition to a compatible transceiver, this requires the use of a radio modem, 

computer hardware and an account with a specialist service provider such as 

sailmail.53 It should be noted though that long-range HF communications are 

not as reliable as SHF based satellite communications as their hop distance is 

based on their frequency, atmospheric conditions, and time of day. Dead zones 

can occur close to the transmitter where no signal is received and ranges 
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achieved at night can be twice that of day time communications.54 E-mail 

systems such as sailmail essentially use dedicated file transfer protocols and 

not the standard Internet protocols such as the Transmission Control Protocol 

and Internet Protocol (TCP/IP) that are required for web browsing. To be 

effective, TCP/IP relies on a continuous transfer of data packets, not only to 

exchange information, but also to check that the packets have been received 

correctly. The quantity of these additional data packets and the latency of the 

transmission if skywave is used is beyond that which can be realistically 

transmitted over the limited data rates of HF and packet loss due to unreliable 

connections could render the communications channel ineffective. There have 

though been some attempts at using IP over HF, particularly by the military 

which have developed their own standards to make the most efficient use of 

the limitations of the medium.55  

 

Submarine Cables 
 

The final component of maritime cyberspace is without doubt the most 

important as it is fundamental to existence of the cyber environment and yet is 

mostly invisible with the majority of its users oblivious to its existence.  It is also 

one which the mariners themselves do not engage directly with. Despite the 

increasing use of wireless devices to interact with cyberspace via mobile 

telephony or Wi-Fi, beyond the cell phone mast or wireless router, most data 

communication is wired and for international communication this involves fibre 

optic cable laid on the ocean floor. This network of over 300 undersea cable 

systems stretches over 550 000 miles and transports 99% of all transoceanic 

digital communications. The longest single cable has 39 landing points from 

Germany to Korea and spans 24 000 miles.56 Their essential role in data and 

voice communications has resulted in their reliability being deemed by countries 

as absolutely essential for the functioning of governments and the enforcement 

of national security and because of this they are regarded as part of many 

countries critical national infrastructure. 57  

 

The routing of the fibre cable network is relatively centralised and follow similar 

courses across the globe with some laid over 25 000 feet below the ocean’s 
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surface.58 This is due to the lower risk of using paths which have previously 

proved successful and some seabed topography being more suited to laying 

cables than others. Routes tend to avoid shipping lanes to reduce damage from 

dragging anchors and are also highly politicised with cable companies having 

to overcome objections from local communities for a variety of reasons 

including economic and environmental. This can result in their paths often being 

circuitous, rather than direct.59 They also tend to terminate in or near traditional 

port cities following conventional trading routes.60 Compared to satellite 

communication, undersea cables are cheaper to use, have a longer lifespan 

and have a shorter transmission time as geostationary communication satellites 

are placed in orbit at altitudes of 22 000 miles above the earth. This means that 

a signal travelling between London and New York takes one eighth the time to 

reach its destination by cable as by satellite.61 As the numbers of these cables 

expand they offer increased redundancy of communication as well as capacity 

and a range of routing options leading to a greater resilience in global 

communications. These four elements of cyberspace; satellite based PNT, AIS 

and wired as well as wireless communications are now fundamental 

components of the maritime environment and establishes the composition of 

the new environment of maritime cyberspace. The relationship between them 

is shown in figure 10 below: 
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Figure 10: The composition of maritime cyberspace 

 
Exploiting Maritime Cyberspace 
 

Having identified the similarities between the maritime and cyber environments 

and their use for the projection of power in both areas, it can be seen that while 

the exploitation of maritime cyberspace offers significant potential for achieving 

national objectives, measures must be taken to ensure that its security is 

maintained to deter adversaries from interfering with its use or to illicitly hijack 

resources for their own benefit. By combining figures 7 and 10, a composite 

model of power projection in maritime cyberspace can be derived, which is 

shown in figure 11. This demonstrates that both maritime cyberpower and cyber 

seapower can be developed either separately or as part of a combined strategy 

within maritime cyberspace. 

 



149 
 

 
 

Figure 11: Power projection in the maritime and cyber environments 

 

As sea power in the physical environment is comprised of a combination of sea 

control and sea denial, the same logic can be applied to maritime cyberspace 

to enable the new terms of cyber sea control and cyber sea denial to be derived, 

which can be defined as follows: 

 

 Cyber sea control: The freedom to use an area of maritime 
cyberspace for one’s own purpose for a limited time and if 
necessary to deny its use to an opponent if it is contested. 

 
 Cyber sea denial: The ability to prevent another from using an area 

of maritime cyberspace, but without using it itself.   
 

The Royal Navy has recognised the potential benefits of combining the 

attributes of the two environments by developing a single strategy that 

encompasses the full spectrum of cyber operations.62 Their approach 

recognises four distinct elements to exploiting maritime cyberspace, the first of 

which is People and Training. This identifies the need to create, develop, and 
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retain cyber talent acknowledging the time required in acquiring the specialist 

skills needed of a cyber operator and that this expertise is highly perishable if 

not continually practised. Secondly, the importance of maintaining the 

availability of the networks is recognised, which is achieved through effective 

situational awareness of system activity and taking steps to ensure that they 

are resilient to potential threats.  Thirdly, the use of maritime platforms as an 

integral component of a nation’s cyber capability is included so that they can 

contribute to the full spectrum of cyber operations.  Finally, the inclusion of 

cyber operations in the single Service and joint force planning processes is 

emphasised to enable the rapid employment of cyber assets as part of the full 

spectrum targeting process. This final point is important as it stresses that cyber 

should not be considered in isolation and that the maritime cyberspace is 

intimately linked to the rest of the maritime environment.   

 

The challenge of preventing adversaries from exerting maritime power by 

compromising systems onboard ships is being addressed by several 

organisations, including Lancaster University. In a paper published in February 

2016, the dangers of integrating previously separate systems into a single 

integrated network, which are then connected to the Internet, were raised. The 

practice of automating the control and management of these systems is 

becoming increasingly common with commercial providers offering Integrated 

Platform Management Systems (IPMS) that oversee all aspects of a vessel’s 

propulsion plant and systems, whilst interfacing with navigation and 

communication suites on a single network. This provides a remote monitoring 

and control capability via satellite link that reduces the number of personnel 

needed onboard to check systems in situ and enables the rapid detection and 

response to maintenance issues as they occur. Suppliers of IPMS reduce risk 

and cost by relying on well-established technologies such as operating systems 

and networking components that would be familiar in a home or office 

environment. Reliability is ensured by incorporating proven Commercial Off The 

Shelf (COTS) components that have been used in a range of environments and 

designed using open architectures and industry standard protocols. This 

enables systems to be easily configured, reconfigured, and upgraded with a 

range of software packages to suit the individual needs of the customer. 
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Although using commonly available products and software that are proven and 

reliable provides reassurance that a system will work, they also present a range 

of vulnerabilities that may be exploited by those of malicious intent or through 

negligent action. Software that is in widespread use is also the most frequent 

to be targeted by malevolent parties as their efforts in understanding and 

learning how to alter the computer code will be rewarded by any exploits that 

are developed being able to be reused effectively against a broad range of 

targets. An appreciation of what type of technology is used in ships and then 

being able to easily acquire copies to work on will also make their task easier. 

Similarly, systems that are intended to be upgraded are designed to be easily 

accessible, which further increases their vulnerability to malicious interference. 

Ships that are frequently at sea and subject to reduced Internet bandwidth may 

also fail to update their Operating Systems with the latest security patches 

leaving them susceptible to exploitation by known vulnerabilities. Operating 

Systems themselves may also not be updated when they are no longer 

supported by their developers as to do so will incur costs including that of a 

possible hardware upgrade if needed to run the new software. Ship owners may 

also choose to accept the risk of using obsolescent software if they are running 

specialist applications that are not compatible with the latest version that would 

need additional investment to ensure their continued use. 

 

There is no shortage of methods available by which a ship’s system integrity 

can be compromised, either intentionally or by accident. A direct connection to 

the network by an infected laptop or USB connected memory drive may be the 

easiest method, but wireless networks or remote access logins via an Internet 

connection may also be a convenient means to access the system. A vessel in 

port with a network that is unencrypted or protected by a weak password would 

present an attractive and easily accessible target. In addition, the use of 

multifunctional control terminals also presents another system weakness as 

once compromised, they could provide access to the entire network and its 

subsystems.63 This threat to the shipping and the maritime environment through 

activities in cyberspace i.e. cyber seapower, has been recognised by being the 

subject of regular conferences and seminars hosted by or aimed at the global 
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shipping industry. The purpose of these conferences can range from increasing 

the general awareness of the threat and offering some vendor neutral advice to 

those sponsored by the providers of specialist security products or maritime 

insurance services. 

 

Exploiting maritime cyberspace for power projection at a state level brings into 

focus the issues that are discussed in later chapters of whether the environment 

can be used to conduct warfare in its true sense or whether its role is restricted 

to purely soft power means of using non-coercive methods of persuasion and 

using the powers of attraction to alter behaviour. Power projection by one state 

against another may involve offensive activities that may be regarded as 

hostile, but fall short of warfare in its accepted sense. In arguing that warfare 

must be violent, potentially lethal, and instrumental in achieving an end state, 

Thomas Rid suggests that it cannot be achieved solely by actions in 

cyberspace, which exhibit only the consequences, not the characteristics of 

conflict.64 He also emphasises that warfare must be political, rather than 

criminal in nature and has been described as an act of force to compel an 

adversary for one nation to exert its will over another with clear attribution of the 

aggressor by the defender.  In proposing that offensive acts in cyberspace 

cannot be categorised as warlike; Rid suggests instead that they fall into one 

of the three categories of espionage, sabotage and subversion, which provides 

an important classification of where the attack is to be targeted and what effect 

is intended to be achieved. 65 However, it should be noted that regardless of 

how the attacker may wish their intentions to be understood, the significant 

aspect in all international relationships is not the act itself, but how their victim 

perceives it, which if misunderstood may lead to a rapid escalation of events. 66  

 

Although cyberwar has attracted much comment and analysis, previous work 

has viewed cyberspace as a single entity and that cyber related attacks have 

an equal effect across it. Rid’s examination of the nature of cyber-attacks is 

agnostic of the environment from which it emanates or the nature of the target. 

The implications of how the source and destination of offensive cyber 

operations can affect its efficacy or method of implementation is worthy of study 

both from the perspective of both attackers and defenders. Based on Rid’s work 
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and depending on the results of this analysis, it may be determined that the 

unique attributes of the maritime environment may favour one type of attack 

over another or that it may be concluded not to be an appropriate means to 

attack an opponent at all. Similarly, the same work may inform a defender of 

where their systems and networks are most vulnerable and from where an 

attack will emanate. This may then enable decisions to be made as to where to 

review or reinforce network defences. 

 
Conclusion to chapter 5 
 

This chapter has begun to address the second question posed by this research 

by highlighting the relationship between the maritime and cyber environments 

and that in the area where the properties of both coincide dependencies exist 

in terms of power projection and security. To explain this relationship, it has 

introduced the concept of maritime cyberspace, which can be described as 

those elements of the two environments that rely on each other to be fully 

utilised and where the attributes of one affect the properties of the other. The 

maritime environment is complex both in terms of its role to society and how 

changes in its physical attributes can determine how operations can be 

conducted within and from it. All nations, even landlocked ones rely on maritime 

trade for the transport of fuel, raw materials and manufactured goods and the 

global economy is dependent upon sea lanes and choke points being available 

for shipping and safe from maritime crime. Water depths, weather, tides, 

currents, and density of shipping combine to make the maritime environment a 

dynamic and at times dangerously unpredictable one in which to operate and 

access cannot always be guaranteed. The attributes of maritime cyberspace 

can assist in making the use of the seas a safer and a more productive and 

therefore economical place to operate and is therefore an important component 

in maintaining global trade. This may result in maritime cyberspace becoming 

a contested environment as control or denial of its constituent components 

could become an important aspect in a future conflict.  

 

The seas are often an area of dispute as neighbouring nations compete for 

limited resources in adjacent waters and their importance as a source of food, 
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fuel or means of transportation is such that when access is interrupted it can 

result in matters that would otherwise be regarded as being solely foreign policy 

concerns rapidly becoming domestic issues. These legal, political, and 

diplomatic disputes can quickly become militarised as nations seek to protect 

access to what they regard as their own waters, while exerting influence on 

those claimed by other nations that are disputed. 

 

To explain cyberpower at sea, this chapter has introduced the two distinct but 

related terms of maritime cyberpower and cyber seapower. In the former, the 

maritime cyber environment is used to contribute to the ability to project power 

from the sea to achieve an effect that may be local or at range. This involves 

the use of techniques and methods explained in later chapters to exploit the 

medium of cyberspace to alter the behaviour of a target individual, group, or 

population.  Cyber seapower however uses the cyber environment to facilitate 

cyber sea control or cyber sea denial that is used either to establish the free 

use of an area of the sea or maritime cyberspace for a period of time or to deny 

its use to an adversary. The comparable properties of the cyber and maritime 

environments enable parallels to be made as to how these different forms of 

power can be exercised. A key conclusion from investigating the properties of 

maritime cyberspace is the demonstration of the link between security and 

power projection.  For an adversary, whether a state actor or criminal, to be 

able to exert influence on the target system, there is a need to be able to access 

it. Effective cyber security measures will prevent or limit the access that an 

aggressor will have and therefore restrict the effect that they hope to achieve. 

This highlights that there may be potential vulnerabilities within a component of 

maritime cyberspace that a threat actor may be able exploit. To understand and 

mitigate the risk of compromise it is essential to understand that the 

environment should be seen as a hostile one from the perspective of a defender 

and that protection strategies should be developed. After measures have been 

put in place to secure maritime cyberspace, these should be regularly re-

assessed to determine whether the level of protection continues to be sufficient 

in an ever-changing threat landscape. 
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Academic institutions have only recently become aware of the issues that have 

arisen from combining elements of the maritime and cyber environments and 

how this may affect operations from a security context. More recent work has 

recognised and highlighted the role of the operator in maintaining system 

integrity. This is coherent with one of the most significant elements of both 

environments; that to fully engage with them the users must understand and 

interact with manufactured elements whether these are ships or computing 

devices. Indeed, cyberspace itself as an artificial environment created by 

humans seeking to harness the properties of the electronic components to 

create the networks and infrastructure required for it to function. 

 

This chapter has highlighted that maritime cyberspace is unique in both 

comprising of and relying on several discrete capabilities. These are space 

based systems for position, navigation and time information, the Automatic 

Identification System for a range of navigational safety based capabilities and 

wireless communication from either space or terrestrial Radio Frequency based 

systems. The final element of maritime cyberspace comprises the hundreds of 

miles of fibre optic cables that cross the ocean floor connecting continents. The 

maintenance of these cables is crucial to the very existence of cyberspace. 

Combining the attributes from both environments is a complex undertaken and 

according to the Royal Navy required four elements. These are the people and 

training, maintaining network availability, incorporating maritime platforms into 

the wider planning and targeting process and finally not to consider the cyber 

component in isolation, but integrating it into the maritime and joint cyber 

environments. With the increasing trend to combine previously separate ship 

systems onto a single network controlled by an Integrated Platform 

Management System, which may be connected via satellite to shore based 

networks, whole vessels can now be considered part of maritime cyberspace 

and must be protected from attackers wishing to influence the behaviour of the 

ship’s company by compromising their systems.   

 

The dependence upon the electromagnetic spectrum by maritime cyberspace 

highlights the importance of the emerging term of CEMA as combining Cyber 

and Electromagnetic Activities as it can be seen that they are inextricably 
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linked. Shipping can only engage with cyberspace by means of the 

electromagnetic spectrum across a range of frequencies and both contribute to 

and receive information from the wider cyber environment. It is acknowledged 

though that whereas the cyber environment draws on the electromagnetic 

environment as a communications medium to enable digital data to pass 

between nodes in a wider network, the radio frequency spectrum is also utilised 

for a wide variety of other purposes.  This includes radar used for surveillance 

as well as the tracking and identification of targets for weapon systems, voice 

communications and for one-way broadcast media such as radio and television. 

The analysis of these different types of transmission, which may be on similar 

frequencies, is a discrete discipline that should encompass all the 

electromagnetic spectrum with its use by the cyber environment being a 

significant aspect. 
 

This chapter has shown that the relationship between maritime cyberspace, 

cyber warfare and power projection can contribute to the enduring debate of 

whether conflict in cyberspace meets the accepted criteria for what defines 

warfare. However, what is important is the context of how the defending nation 

interprets a potentially hostile act, regardless of the intent of the attacker.  

Thomas Rid’s conclusion that offensive action in cyberspace can be described 

in terms of espionage, sabotage, or subversion provides a useful baseline from 

which to consider ways by which the development of power in the maritime 

environment can be achieved, but also how it can be applied and importantly 

measured in maritime cyberspace. 

 

To fully explore the relationship between maritime cyberspace and Rid’s three 

activities, it is necessary to apply the model of cyberspace developed in chapter 

4 to a campaign of power projection in the maritime environment. This model 

will allow Rid’s three categories to be applied in a more nuanced way focused 

on power projection and concentrates on how they can each contribute to 

achieving the end state of altering the behaviour of a target individual, group, 

or population. This enables the activities themselves to be regarded as the 

ways and means and not the objective itself. Therefore, although for example 

subversion has a direct application to altering a target’s mindset, the role of 
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sabotage is viewed not from the aspect of attempting to cause damage for its 

own sake, but as a means to demoralise an adversary as part of a process to 

alter their behaviour.  
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Chapter 6: Intelligence gathering in maritime cyberspace 
 
Introduction 
 
This chapter is the first of three that contribute to all three research objectives 

of this thesis. Previous chapters explained the composition of cyberspace in 

three dimensions in a manner that was optimised for power projection and 

highlighted the intimate nature of the relationship between the maritime and 

cyber environments, leading to the introduction of the notion of maritime 

cyberspace and how it relates to the new model of cyberspace. This new 

analysis of cyberspace illustrates which elements of the maritime cyber 

environment can be exploited as a means to project power and what techniques 

could be used to achieve a desired end state. By combining the conclusions 

from these previous chapters, the next three chapters provide an in-depth 

analysis of how different types of cyberpower can be projected within and from 

the maritime environment, highlighting that the properties of cyberspace differ 

depending upon the environment in which its infrastructure and users are 

located. 

 

The concept of power can be described as altering the behaviour of people, 

either willingly or under coercion, and the work of Rid is used here as the basis 

for describing its different forms and is used to explain how operations can be 

utilised within maritime cyberspace to influence a target. In his argument that 

cyberwar has not and will not happen; Rid proposes that political cyber-attacks 

can be classified as just sophisticated versions of three activities; espionage, 

sabotage, and subversion.1 What he does not seek to do is expand on is how 

the different components of cyberspace can be harnessed to achieve these 

effects and how different aspects of the environment can be levered in a range 

of ways. In terms of power projection, Rid also does not discuss in detail the 

challenges of creating the desired effect in far space at range from a source in 

an adversary’s near space and how the properties of cyberspace can differ 

between them.  

 



162 
 

Although espionage, sabotage, and subversion were used by Rid to classify 

what he regarded as the different types of offensive cyber activity, they also 

provide an indication of the different methods that can be employed in order to 

facilitate power projection, either on their own or coordinated with the others to 

maximise their impact. Espionage, as part of the broader discipline of 

intelligence gathering is a function that is continually conducted during a 

campaign of power projection. Its purpose is to acquire information about or 

directly from an opponent, either as a precursor activity for acts of sabotage or 

subversion or to determine the nature and intent of an adversary’s own power 

projection activities.  Sabotage is a hard power activity that seeks to target 

people indirectly by attacking the systems upon which they rely and can do this 

in several ways depending on the desired effect to be achieved or the ease by 

which it can be undertaken. For example, it can be coercive to alter behaviour 

through force after a conflict has started or it can be used as an anticipatory 

measure prior to the start of hostilities to prevent the adversary being able to 

conduct their own pre-emptive attacks. The final method, subversion, is the 

purest form of power projection as it attempts to engage directly with humans 

to alter their behaviour through soft power by persuasion, hard power coercion 

or by a combination of these techniques as part of a hybrid strategy.  In this 

section, the link between subversion, propaganda, and the military discipline of 

Psychological Operations (PSYOPS) is made as they can be regarded as being 

closely aligned in operational planning. The connection between a cyber-attack 

and power projection is also emphasised throughout in that both require an 

intimate knowledge of the target that can only be achieved through intelligence 

gathering followed by the implementation of active measures to achieve the 

intended effect. It is the very nature of both sabotage and subversion that they 

are not accidental, but are deliberate, planned actions that seek to cause an 

alteration of behaviour by the target. Thus, by categorising power projection in 

terms of these three types of activity a link can be made with other offensive 

actions and what they hope to achieve.  

 

In addition to referring to the research of Rid, these next three chapters also 

draws on the work of the scholars and military doctrinal publications that were 

first introduced in chapters 2 and 3 that contribute to the overall understanding 
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of cyberpower in the maritime environment. These enable for the first time 

offensive activities in cyberspace to be assessed in terms of the unique 

attributes of maritime cyberpower and cyber seapower within the context of the 

new model of cyberspace proposed in chapter 4. The unique attributes and role 

of each element of the cyberspace model allows these three offensive activities 

to be viewed from the perspective of the layer which they affect and how, when 

they are combined, form the foundation of this investigation of cyberpower 

projection. 

 

The characteristics that make the cyber maritime environment distinct from 

land, air and space relate primarily to the bearers used for the transmission of 

information. Whereas in the land environment a choice can often be made 

between wired or wireless communications, this is not the case at sea where 

only a single option may be available. To be most cost effective, efficient and 

provide capacity to meet demand, transoceanic communication between 

continents relies on fibre optic cable, but there is also a dependence on the 

element of the electromagnetic spectrum used for radio frequency 

communications for shipping as well as some fixed installations such as off 

shore oil platforms that do not have access to a wired network to exchange 

information. It should also be noted that both wired and wireless types of 

communications medium have vulnerabilities. Although the fixed, physical links 

are for the most part safe from most types of interference at depth, their routes 

are well known, which can make them susceptible to interference in shallower 

waters. Wireless communications may not be subject to physical attack, but do 

have weaknesses in that despite being able to facilitate mobile global 

connectivity, data exchange via radio frequency transmissions can be 

intercepted. This means that unless encrypted their contents can be subject to 

collection for analysis, manipulation or interference by state agencies or 

persons other than the intended recipient thereby making them a valuable 

target for intelligence gathering, sabotage or for subverting their users. At sea, 

very nature of shipping means that effective communications from shipping 

uniquely relies upon wireless communications and the need to have the correct, 

serviceable equipment and the facilities and resources to connect to use 

maritime cyberspace to connect to the wider cyber environment. 
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 Information, Espionage, and Intelligence 
 
Although Rid specified ‘espionage’, rather than ‘intelligence’ in his triptych of 

attack types, the latter term in used here as it encompasses the full range of 

techniques that can be employed to collect information from a target within 

cyberspace.  Rid defines cyber espionage as an attempt to penetrate an 

adversarial computer network or system for the purpose of extracting sensitive 

or protected information, but the deliberate infiltration into computer systems to 

find and collect data is only one way of gathering information and there is just 

as much and possibly more data of value that can be retrieved from searches 

of freely available repositories and websites.2  There must also be a careful 

delineation in defining information, intelligence and espionage as doctrinally 

there are significant differences between them that have implications in how the 

data is handled and interpreted.  

 

Information is the raw product of cyberspace and can be defined as 

unprocessed data of every description that may be used in the production of 

intelligence.3  Within cyberspace there are four distinct types of information, 

which are distinguished by the methods by which they are collected and 

highlight the nature of the environment as being one that is information based. 

The first type of information is that which is made freely available on line by the 

originator and of which they are aware. Social media postings, blogs, journals, 

company and organisation web sites and news agencies are ready sources of 

this type of information. However, as this type of information is designed to be 

retrieved, it may be deliberately erroneous as part of a campaign of deception. 

 

The second type of information is related to the first in that it is freely available 

to access but was either planned for a limited audience or not intended for 

publication at all. Examples of this include individuals not properly configuring 

their social media postings to be viewed by only known acquaintances and 

consequently being available to all, or inadvertent disclosures on websites or 

other online media that may be of interest to a competitor or adversary.  An 

example of this was the 2012 disclosure of Norwich City Football Club’s new 

team clothing by a fan who discovered an unpublished page on their website 
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by examining the freely accessible source code.4  In this situation, although the 

material was uploaded onto the football club’s web server, there were no direct 

links to it from the Internet facing web site with the intention that it would be 

added when the new clothing line was formally released. Although initially 

regarded as a criminal matter, the case was dropped after it was determined 

that there was no malicious intent, but it does emphasise the danger of making 

information unintentionally available to the curious or to those with a malicious 

disposition.   

 

The third type of information that may be readily available but of which the 

originator may be unaware is meta data. This is data about data and includes 

a range of information types included within documents and files and may 

include its author, time of creation, version history and even location data.   This 

can prove to be a valuable source of information and has been used to even 

catch out governments. In April 2015, Russian President Putin announced I can 

tell you outright and unequivocally that there are no Russian troops in Ukraine.5 

Yet in an Instagram posting, a Russian Army Sergeant posted a photograph of 

himself which was geotagged with GPS derived metadata embedded into the 

picture that revealed that he was in Ukrainian territory in an area controlled by 

pro-Russian separatists.6  

 

To take advantage of this type of data, a range of specialist search engines and 

software have been developed to conduct in depth analysis of this open source 

information.  These include Creepy, which extracts location data from pictures 

on social media that may have been added to the image file by the camera.7 

The Harvester is another readily available tool that searches public sources 

such as search engines and name servers for e-mail addresses, names and 

website configuration information.8 With the increasing trend to connect 

industrial control systems and webcams to the Internet, a dedicated search 

engine, Shodan, has been developed to identify these devices and provide 

information related to their installation and security settings, which has 

highlighted the importance of properly configuring new devices and changing 

the factory default settings for passwords and access features. The ease by 

which unsecured Internet connected devices can be accessed has been 
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highlighted in a number of recent articles including one in which instructions 

were provided as to how to find vulnerable web cameras and access them 

without authorisation.9 Notwithstanding the privacy concerns of voyeurs 

accessing webcams, more concerning is Shodan’s ability to detect Supervisory 

Control and Data Acquisition (SCADA) or Industrial Control Systems (ICS), 

which in the maritime environment may form part of a port or marine 

infrastructure.10 Once, identified, these may then be subject to further 

techniques to discover any security vulnerabilities, which may lead an attacker 

to gain total control of the system. As ships themselves become more 

connected, their use of the same components as shore based systems means 

that there is a danger that they too may come to the attention of applications 

such as Shodan and be susceptible to attack, which may have immediate 

consequences for a vessel at sea. 

 

The final type of information is that which is intended to be private and accessed 

only by the originator or by those who have been specifically approved by them. 

Access to this type of information may be restricted as its contents might be 

sufficiently sensitive to be of commercial benefit to a competitor or in the case 

of state information, of military benefit to an adversary. To protect it, this type of 

information may be encrypted, require a password to access its location or be 

contained within a network infrastructure that cannot be directly accessed from 

the global Internet.  Due to its content, this material can be very valuable and 

this makes it an ideal target for an adversary who may benefit from its 

knowledge directly or for a criminal who although themselves may not profit 

from it may hope to gain financially from selling it on to another interested party. 

As methods have been taken to prevent ready access to this material by 

unauthorised personnel, to do so requires special measures and techniques 

and this falls within the realm of espionage. According to the UK’s Secret 

Service, commonly known as MI5, espionage is the process of obtaining 

information that is not normally publicly available.11 As espionage, or spying, 

involves the acquisition of information that is intended to remain hidden, 

cyberspace as part of the information environment is an ideal medium in which 

to conduct this activity as it can be conducted remotely with less risk to the 

agent and possibly with a lower risk of detection and attribution. Rid notes that 
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this activity is usually covert in nature and this is for two reasons, the first being 

that the techniques used to access the restricted material itself are of value and 

would need to be protected to stop the victim taking mitigation measures to stop 

them being used again in the future. This is particularly significant where an 

encryption system has been successfully compromised or bypassed, perhaps 

after significant time and effort. Knowledge of this compromise would simply 

result in a change of encryption method, rendering the previous work nugatory.  

Secondly, as the victim has intended the material to be restricted, if it becomes 

known to have been compromised, it may alter their behaviour resulting in the 

attacker losing the advantage from having the information. 

 

Having acquired information from an adversary from one of the four sources 

described above, it must be analysed to be of value. Data on its own is of little 

use unless it is viewed in context and applied to a particular scenario or course 

of events. This process converts information to intelligence, which is defined by 

the UK Ministry of Defence as the directed and coordinated acquisition and 

analysis of information to assess capabilities, intent, and opportunities for 

exploitation by leaders at all levels.12 Information gathering and its conversion 

to usable intelligence is a complex process and is dependent to a large extent 

on the method by which it was gathered and its source. For this reason, it is 

divided into several different types, which although distinct in their own right, 

may be combined for the purpose of achieving a particular mission and some 

of which have a role in the cyber environment. The key types of intelligence 

sources and their relationship with maritime cyberspace are described in 

Appendix 2. 

 

The role of intelligence operations in cyberpower projection 
 
Intelligence operations by themselves will not alter the perceptions or behaviour 

of a target group. Indeed, if carried out properly, they may not even be aware 

that they are being subject to surveillance in anticipation of a future operation 

against them.  However, without an intelligence campaign, methods of power 

projection may not work or have limited success. By gaining as much relevant 

information on an adversary as possible through effective intelligence 
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gathering, the optimal means of constructing and delivering an effect on a target 

can be identified and conducted. It is for this reason that having comprehensive 

intelligence on every layer of an adversary’s’ near space can be regarded as 

an essential precursor and supporting activity to any power projection activity 

and should be included in all aspects of planning a cyberpower campaign. 

Understanding the totality of an attacker’s near space from what type of 

message the human target is most liable to be receptive to down to 

understanding the availability and reliability of their infrastructure and services 

leads to a comprehensive cyber situational awareness of the target. This must 

be as complete as possible for the power projection plan to be designed with 

the best available information to give it the greatest chance of success.  

 

Where information about an individual layer is not complete, this is regarded as 

an intelligence gap, leading to an intelligence requirement, which an intelligence 

agency will be tasked to fill using the resources at their disposal.13 Obtaining 

the information to fill this knowledge gap may not necessarily come from cyber 

means at all, but may call on any of the types of intelligence listed above. What 

is important is that the process is methodological and properly coordinated with 

the risk of compromising the operation weighed against the potential benefits 

that can be obtained from exploiting the information sources available. 

Information gathering and intelligence analysis does not cease at the start of 

an operation against a target, but continues throughout to gauge its success 

and how opinions of the target group may be affected and changed to the 

advantage of an attacker. To achieve this, measures of effectiveness will be 

identified early in a campaign and key indicators highlighted in determining 

whether it is working and if it is being completed in accordance with the time 

scale of the campaign plan. This requires a careful assessment to determine 

whether the effect recorded is caused by the campaign, is the result of other 

external factors, or maybe purely coincidental.  

 

The conduct of intelligence operations through the medium of maritime 

cyberspace enables its unique attributes to be harnessed to facilitate the 

collection of information that would otherwise be unavailable to the collector. At 

the core of this ability is access to the seas or coastal regions and be able to 
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retrieve the information being transmitted through maritime cyberspace. This 

level of access may be directly related to being able to locate a collector in close 

proximity to the near space of the target within range of their transmissions or 

it may be that the flexibility offered by a collector afloat enables it to position in 

an area that a terrestrial collection would not be able to retrieve the target signal. 

It should also be noted that although much of this information may be 

specifically related to sea going activities, it may be that strategic information 

not related to the conduct of maritime operation may be collected. This may 

have wider significant to influence national policy and emphasises the 

importance of maritime cyberspace and a maritime collector in being able to 

retrieve intelligence information that cannot be obtained through other means 

over an extended period whilst operating at sea. 

 

Espionage in the pursuit of maritime cyberpower 
 
The maritime environment can offer nations a unique and powerful means to 

obtain information on an adversary’s use of cyberspace due to the levels of 

access that can be achieved. If the analysis of the data collected exposes 

vulnerabilities that can be exploited, it can be an important element in the 

planning of an overall  cyberpower campaign. This essentially involves using a 

range of maritime vessels to collect intelligence on the high seas and in the 

littoral and since the end of the second world war, there has been a tradition of 

nations using specially equipped ships as Signals Intelligence (SIGINT) 

platforms able to collect a range of voice communications and electronic 

emissions. Intelligence gathering need not be completely covert, particularly if 

the ships are operating in international waters. For example, the spy ships of 

European nations tend to leave no doubt as to their purpose as demonstrated 

by the Norwegian Marjata, shown in figure 12, which has a distinctive wedge 

shape design for increased stability in high seas.14 
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Figure 12: The Norwegian spy ship Marjata15 

 

Russia and America also have a fleet of vessels suspected of intelligence 

gathering, although in the past they have chosen to nominally disguise their 

roles.  Since the 1950s Russia has used trawlers for intelligence gathering with 

their hull design enabling them to operate in all weathers and which as noted 

by Judson Knight are designed with large compartments for fish, but could be 

converted for ‘other activities’.16 Despite nominally having the same design as 

fishing vessels, as shown in figure 13, the surfeit of aerials reveals their true 

purpose. More recently though, Russia has adopted the European model and 

has operated ships designed specifically for collection tasks that are overt in 

nature such as the Yantar, which although officially termed a Research ship, 

has been suspected of being employed for espionage tasking.17 
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Figure 13: Cold War Russian Spy Ship Linza18 

 

The US currently appear not to operate publicly declared dedicated SIGINT 

collection vessels and it is suspected that this capability is part of the equipment 

fit of the nation’s warships. This policy may be because of two well publicised 

historical incidents in which lightly armed specialist intelligence gathering 

vessels were attacked with significant loss of life. The first of these was the USS 

LIBERTY, which was attacked in international waters by Israeli forces during 

the 1967 6-day war with Egypt, which resulted in the loss of 34 American 

crewmen and 171 wounded. As a result of the attack, the damage to the ship 

was so extensive that it was later scrapped.19 The second incident occurred 7 

months later when the USS PUEBLO was attacked and captured by North 

Korean forces with a crew member killed. The remainder of the crew were held 

captive for 11 months and to this day the ship remains on display as a museum 

ship in Pyongyang as shown in figure 14.20 
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Figure 14: USS Pueblo today21 

 

In the past, these types of intelligence gathering ships were tasked to collect 

and analyse radio and other electronic transmissions. Unencrypted 

communications provided immediate real-time intelligence benefit, but those 

that had been encoded were recorded for later non-real time analysis.  With the 

advent of the increased use of digital data communications, the capabilities of 

these vessels could now be diverted to collect non-voice transmissions, which 

could be of strategic, rather than tactical significance. Although most of what 

comprises cyberspace consists of cabled connections, wireless transmissions 

are still widely utilised, most notably in the use of point to point microwave links 

and for data exchange via mobile telephony, which could be collection targets 

for ships operating outside territorial waters. Microwave transmitters are 

typically placed approximately 50km apart and so a link perpendicular to a coast 

may have spill over and be capable of being received at sea.22 Mobile 

telephones can connect with towers between 22 – 45 miles away and so their 

emissions would also be able to be received by a suitable equipped vessel at 

sea.23  
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Although the reception of these radio transmissions requires a ship to be 

positioned in international waters relatively close to the coast, it is also possible 

to conduct some types of collection operations on the high seas.  These other 

sources of information collection are illustrated by the French ship Monge, 

shown in figure 15, which is officially is a missile range instrumentation ship 

used for space surveillance but is reported to be also capable of satellite 

tracking and monitoring.24 The US Navy also operates a satellite tracking ship, 

the USS Howard O. Lorenzen, which has been linked to a previously 

demonstrated capability to destroy a satellite in orbit.25 The Chinese have also 

been active in this area with the deployment of the Yuan Wang class. Although 

details of their specification and employment have not been released by the 

Chinese authorities, the ships’ configuration is such that it can be deduced that 

it can also be used for space tracking and surveillance tasks.26 

 

 
 

Figure 15: French Ship Monge Missile Range Instrumentation Ship 27 

 
As well as surface ships, submarines are ideally suited for intelligence collection 

tasks.  Their covert nature enables them to penetrate territorial waters and with 

a collection antenna that just breaks the surface of the water, the chance of 

detection is small, particularly at night. These masts may be covered in radar 

absorbent material that further reduces their chance of being discovered by 
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surveillance systems.28 Submarines from many nations have historically been 

employed for intelligence collection tasks and in this respect, what may be 

regarded as the older, less sophisticated technology of diesel electric 

propulsion can be a better intelligence collection platform in coastal regions 

than nuclear submarines due to their smaller size, lower acoustic signature, and 

ability to operate in shallower waters.29 

 

The final component of maritime cyberpower to be discussed is the most 

challenging to accomplish by maritime units, yet has the potential to be most 

productive in terms of intelligence collection opportunities. Although the 

development of maritime cyberpower so far has concentrated on the 

interception of wireless transmissions, be they from satellites, cellular networks, 

or microwave links, they only form a small element of cyberspace and usually 

only the final stages of a communications link to the end user.  The majority of 

cyberspace is wired and in addition to the domestic national infrastructures, 

ninety-nine percent of international data is transmitted by fibre optic cables that 

transverse the ocean. In 2015 there were 300 undersea cable systems covering 

550 000 miles globally, enough to circumvent the world 22 times.30 The 

challenge of laying and maintaining these cables is significant with some laid 

over 25 000 feet below the ocean’s surface. The cables themselves are less 

than 3” thick and comprise a cluster of several smaller cables providing a 

degree of redundancy and greater capacity.  With so much information crossing 

the oceans within these lines, they are a very attractive target for intelligence 

gathering operations, particularly as once clear of territorial waters on the High 

Seas these activities can continue unimpeded by national forces. 

 

The potential vulnerability of undersea cables to interference by intelligence 

agencies has a historical precedent in 1971 with Operation Ivy Bells, in which 

the specially converted US Submarine Halibut laid a tap on the telephone lines 

connecting the Soviet Union’s missile submarine base at Petropavlovsk to the 

Pacific Fleet Headquarters in Vladivostok under the Sea of Okhotsk.31 Initially, 

the equipment recorded telephone calls on analogue tapes that were changed 

monthly, but later nuclear powered devices could store a year’s worth of data 

from dozens of telephone lines. The operation was highly successful and 
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continued until compromised in 1980 by NSA employee Ronald Pelton, who 

revealed details of the multi-million dollar mission for $35 000 in an attempt to 

mask his own bankruptcy.32  

 

The network of undersea cables that form the world’s Internet communication 

by linking the near space of different countries through mid space presents a 

tempting target for intelligence agencies and 33 years after the exposure of the 

telephone tapping of Operation Ivy Bells, another NSA employee, Edward 

Snowden revealed details of how the advent of the digital age had purportedly 

led to a combined NSA and GCHQ operation to tap the fibre optic cables that 

joined continents. A significant difference between tapping telephone and fibre 

optic cables that carry Internet traffic is that the capacity of fibre is much greater 

and that the routing infrastructure of the Internet is such that world-wide traffic 

can be collected from a single location. Snowden revealed details of the alleged 

Tempora program that supposedly collected information from cables as they 

came ashore in the UK and that advances in technology had transformed 

intelligence collection.33  Whereas Ivy Bells collected in non-real time with the 

submarine placing recording devices that had to be retrieved at regular intervals 

and returned to the US for analysis. Tempora, it was reported, could collect in 

real time with computer aided searches identifying key words that identified 

communications of interest. The quantity of data that could be retrieved also 

differed with Ivy Bells stored on tape that could be retained indefinitely whereas 

information from fibre could only be kept for up to 30 days due to the quantity 

of material passing through the cables.34  A significant feature of the Tempora 

program was that although it supposedly tapped undersea cables, it did so as 

they came ashore in near space on UK and US soil and, controversially, with 

the apparent acquiescence of their domestic telecommunications companies. 

More challenging would be to achieve the same effect in mid or far space 

without the knowledge of those maintaining or owning the cables, but clearly 

that would enable traffic that was not routed through friendly countries to also 

be monitored.  

 

In 2005, it was reported in the Associated Press that the US Navy was 

developing this very capability and that a submarine, the USS Jimmy Carter 
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had been converted to carry specialist personnel and equipment to tap cables. 

It was suggested that this may be conducted at the regeneration points where 

signals are amplified and retransmitted as the cables are unbundled and laid 

out individually. 35 This could be achieved using optical splitters that divert a 

small amount of the light away from its intended path.36 Although the depths at 

which modern nuclear submarines such as the Jimmy Carter can operate are 

a closely guarded secret, depending upon the seabed topography of a target 

nation, this depth may be in international waters outside the sovereign seas of 

the target nation enabling it to operate with impunity. More recently in 2016, 

open source tracking information of the Russian Research ship Yantar acquired 

from www.marinetraffic.com revealed that it had been noted loitering in the 

vicinity of underwater cables connecting Syria and Cyprus in the Eastern 

Mediterranean. Analysis of the vessel’s search pattern and speed led to 

speculation that she may had deployed manned or unmanned submersibles 

that she is known to carry to conduct intelligence gathering operations on the 

cables.37 This is not the first time that Yantar has been suspected of this type 

of activity as in 2015 she was located operating off the coast of the US where 

undersea cables from Guantanamo Bay land.38 

 

Espionage and cyber seapower 
 
Establishing and maintaining seapower is a complex, time consuming and 

expensive undertaking. The oceans are large and with unpredictable weather 

it can be challenging to maintain forces in the right location at the right time that 

are properly equipped and supplied for an extended period. Should conflict 

arise, any advantage that one of the belligerents can lever from intelligence 

gathering operations can make the difference between victory and defeat. In 

the pre-Internet, Cold War period, the US Navy was unquestionably the most 

powerful and technologically advanced in the world. With its nuclear-powered 

aircraft carrier fleet and large numbers of surface ships and submarines, it was 

assumed to be able to project seapower globally. However, due to the activities 

of what has become known as the Walker-Whitworth spy ring, it has been 

argued that material passed to the Russians during this time could have given 

their navy a winning edge in a war with NATO.39 Motivated by money, former 

http://www.marinetraffic.com
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US navy Chief Warrant Officer John Walker, his brother Arthur, son John and 

fellow senior rating Jerry Whitworth passed sensitive military material including 

cryptographic keys to the Russians. Using the communications equipment 

captured from the USS Pueblo, it became possible for the Soviets to decrypt 

US and NATO communications providing them with intelligence that could have 

been invaluable during a conflict between NATO and the Warsaw Pact nations 

at sea.  

 

The impact on the balance of seapower by being able to intercept and decipher 

enemy naval communications had previously been demonstrated during the 

Battle of the Atlantic where the size of the ocean and difficulty in locating enemy 

submarines presented challenges unique to the maritime environment. It was 

the work of Alan Turing in being able to break the German Naval Enigma codes 

that gave the allies an enormous advantage in being able to determine the 

location of U-boats and direct convoys away from them.40 It is estimated that 

the ability to read the Enigma codes shortened the war in Europe by as many 

as two to four years, during which time greater fortifications could have been 

built along the French coastline making invasion more difficult and larger 

numbers of V1 and V2 missiles could have been launched against southern 

England with great loss of life.41 

 

In the Internet age, not only are military communications potential targets for 

intelligence gathering operations, but the increased use of commercial off the 

shelf (COTS) products also presents a valuable target. In particular, 

vulnerabilities in commercial satellite communication systems onboard both 

naval and commercial vessels that may not have been subject to the same 

design rigor as military systems may exist, which could be exploited for 

intelligence gathering. Although the space based segments of commercial 

satellite systems are currently regarded as being resilient to common forms of 

attack and as yet there have been no reports of successfully compromising a 

satellite, recent research has revealed a range of vulnerabilities in the end 

terminals used by users. These included hardcoded credentials common to all 

devices, the use of insecure protocols and backdoors that could be exploited 

by an attacker in a range of scenarios.42 Hardcoded credentials would enable 
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anyone with a knowledge of them to access any similar device and using 

protocols with known weaknesses would also enable a knowledgeable attacker 

to monitor communications.  Backdoors are methods by which security can be 

bypassed to gain control of a system and although often included by developers 

in the system production process, they can remain in place in the final products. 

Although the researchers that discovered these issues did not publicly release 

them and only informed the manufacturers of their findings to enable software 

patches to be developed, they emphasise that notwithstanding the investment 

in communication infrastructure and end user devices, software can still be the 

weak point in any computer based system. 

 

Being able to exercise seapower against an adversary, particularly a 

technologically superior one, requires as much of an understanding of their 

military capabilities as possible through intelligence gathering. In the past, this 

included the use of the type of tradecraft employed by the Walker-Whitworth 

spy ring of physically copying or removing documentation, but if data is stored 

electronically in far space on systems accessible through mid space and able 

to be exfiltrated, different methods can be employed. These techniques have 

the advantage of presenting little physical risk to the aggressor and may be 

achieved covertly with the victim only aware of the event after their data has 

been lost.  Edward Snowden’s leaks of classified US data has revealed the 

significance of China’s cyber espionage campaign and its potential impact on 

the seapower of the US and UK navies.  By targeting employees of the victim 

companies using cleverly crafted e-mails that looked genuine, but in fact 

contained attachments that when opened released malware, the Chinese could 

obtain unauthorised and undetected access to the computer networks. These 

spear-phishing campaigns proved remarkably successful in being able to gain 

access to a number of companies’ data repositories.  

 

Although China’s alleged espionage did not directly involve the maritime 

environment, the impact on it may be considerable as it involved, among others, 

the new F35 fighter. This aircraft is the most expensive ever developed at a 

cost of around $400 billion and the vertical take-off F35B version will form the 

offensive capability of the new aircraft carriers being delivered for the Royal 
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Navy.43 Indeed, as these ships do not have catapults or arrester wires, more 

commonly fitted to aircraft carriers of this size, they are totally dependent upon 

these highly specialised and costly aircraft for providing the air component of 

their maritime power projection capability. With as much as 50 terabytes of data 

stolen including information on radar tracking systems, this information could 

be used to develop countermeasures to their weapon systems and there is 

even evidence that this information has been used to influence the design of 

more recent Chinese fighters.  Figure 16 illustrates the similarities between the 

US F-35 and the later Chinese J-31 aircraft.44 Significantly, the attackers did 

not target military computer systems for this information, but those of the 

manufacturers with the prime contractor Lockheed Martin reported as suffering 

the most significant compromise. However, it was also reported that the 

systems of British Aerospace were breached emphasising that in the western 

nations, the development of complex weapon systems such as fighters are 

often multinational enterprises requiring commercially sensitive data to be 

duplicated in multiple networks across the globe.45 This increases the number 

of threat vectors that an attacker can attempt to compromise and that it only 

needs a single one to be successfully exploited to reveal the information held 

by all. 

 

 
 

Figure 16: Comparison between the US F-35 and Chinese J-31 fighters 

 

A final example of cyber seapower is the role that non-state actors play in 

influencing the use of the sea by global shipping companies. Although operating 

at the at the other end of the technological spectrum from national maritime 

forces, their effects can have a global impact as has been seen from the 
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activities of pirates operating off the Somali and Yemini coasts. Pirates have a 

long history of hijacking ships for ransom or for stealing their cargo with the 

intention of selling it on and previously have used sea going vessels to patrol 

commonly used shipping lanes looking for suitable targets. More recently, 

however it has been reported that information transmitted by the Automatic 

Identification System (AIS) has been exploited by Somalis and Yeminis, who 

would normally earn a living as coastal fishermen, using their small craft to 

identify and intercept target ships transiting close to the coast.46 With AIS 

receivers cheap, portable, easily procured and able to provide information on 

ships that included their name, position, course, speed and the type of cargo 

carried, these fishermen when armed with automatic weapons have been able 

to select their victims at will. After identifying a suitable ship, they have then 

used their AIS receivers to intercept their targets and subsequently board them, 

taking the crews hostage whilst diverting the vessel into coastal waters. The 

result of this was that ships that considered themselves vulnerable to attack 

altered their routes further south so as to be out of the range of the pirates’ own 

boats and that the International Maritime Organisation (IMO) issued guidance 

suggesting that Masters of ships should consider turning off AIS completely if 

they considered it represented a threat to their vessels.47  

 

The use by pirates of the freely available AIS data to conduct their activities and 

the resulting actions of the ship owners emphasises the effective use of 

maritime cyberspace as an intelligence tool without having recourse to the 

subterfuge which would normally be regarded as a facet of espionage to gain 

the information that was required. This use of the data from AIS, combined with 

cheap, low technology boats and weaponry led to what was in effect sea denial 

of the shipping lanes around the Yemini and Somali coasts. The rerouting of 

ships further south resulted in an increase in time and shipping costs, including 

a rise in insurance premiums to cover the risk of hijacking. Ultimately this threat 

was successfully mitigated with increased patrols from a coalition of nations 

deploying warships to the area and shipping better protecting themselves with 

physical barriers and barbed wire around the decks to counter any attempts at 

boarding.48  
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Conclusion to chapter 6 
 

In a quote often attributed to Francis Bacon, it is said that Knowledge itself is 

power and as an extension it could be suggested that knowledge of cyberspace 

leads to cyberpower.49 Collecting intelligence of all types ranging from that 

which is openly available to accessing a target’s most closely guarded secrets 

is fundamental in generating that power. To be useful, intelligence must be 

relevant, timely and optimised to meet the needs of the collector. The maritime 

environment demands tailored intelligence to meet the requirements necessary 

to achieve sea control and sea denial and as navies increase their reliance on 

cyberspace to operate, this environment becomes more important as a source 

of critical information. Similarly, as nations themselves become more 

connected, both internally and externally, globally accessing these links to 

gather information becomes more attractive. Ideally achieving this locally within 

the collectors’ near or mid space reduces the probability of detection but 

intelligence gathering in the near space of the target may enable them to 

circumvent security measures placed at a nation’s boundary to prevent just 

such activities. Table 9 illustrates the main targets of maritime cyber intelligence 

operations and demonstrates the advantage of the maritime environment in 

being able to access the far space of the collector as ultimately that is where 

the networked data of an adversary resides. In this respect, the collector may 

be ashore collecting information on a target afloat or utilising a maritime 

platform to collect on a target ashore. It is also of note that as intelligence 

gathering is primarily concerned with retrieving data, whether protected or not, 

it is at the syntactic layer, which controls the access to the information and the 

infrastructure layer that stores it that are the main targets. Ideally, that access 

could be achieved from the safety of the attacker’s near space, but to do so 

requires interaction initially with the higher human and semantic layers, which 

is harder to achieve as it requires successful contact with users who must 

inadvertently compromise their own systems to enable illicit access to the their 

information. Although not a provider of information related to an adversary’s 

future intentions, intelligence operations may also seek to understand the 

nature of an adversary’s services layer either directly or via other sources.  This 
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could provide valuable information exposing their vulnerabilities, which could 

provide information to inform future sabotage activities. 

 

Layer Near Space of 
collector 

Mid Space of 
collector & 
target 

Far Space of 
collector / near 
space of target 

Mission Intelligence gathering 
Human   Phishing 

campaign to 
access systems 

Semantic   Exploitation of 
vulnerabilities in 
software 

Syntactic Shipping detection 
through global AIS 
reporting 

SIGINT collection 
by ship or 
submarine 

SIGINT collection 
by submarine 

Physical Light in fibre optic 
cables/Radio 
Frequency 
transmissions 

Light in fibre optic 
cables/Radio 
Frequency 
transmissions 

Light in fibre optic 
cables/Radio 
Frequency 
transmissions 

Infrastructure Fibre optic cables 
at landing point 

Seabed 
submarine 
operations 

Seabed 
submarine 
operations 

Services   Understanding the 
reliance on and 
vulnerabilities of 
supporting 
services.  

Geographic Maritime/Land Maritime Maritime/Land 
 

Table 9: Targets of maritime cyber intelligence gathering 

 
The role of intelligence within the context of power projection is to acquire and 

analyse information to predict the capabilities and intent of an adversary to 

enable decision makers to identify the optimum strategy to alter their behaviour 

in an advantageous manner.  Although intelligence gathering operations can 

involve espionage, it need not necessarily require covert techniques as useful 

information may be readily available from open sources and retrievable with the 

use of specialist search engines or tools. As it is of fundamental importance in 

the development of an influence campaign to ensure that the most effective and 

efficient techniques are used and that the audience interprets and acts on them 

in the manner for which they were intended, intelligence can provide the crucial 
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information in this process. However, although intelligence is of vital importance 

in the planning of an operation, it is not intended itself to directly alter 

perceptions and acts as a continuous background activity to support other 

tasking that does cause an effect on the target. These are the subject of the 

next two chapters that investigate the nature of sabotage and subversion as a 

means of power projection. 
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Chapter 7: Sabotage in maritime cyberspace 
 
This chapter is the second of three that further explores Rid’s analysis of the 

activities that he proposes comprise offensive cyber operations. By applying 

these elements to chapter 4’s model of cyberspace within the context of the 

maritime cyber environment introduced in chapter 5, it contributes to the 

research objectives of this thesis by demonstrating the depth and nature of the 

relationship between the two environments within the context of power 

projection. 

 

Whereas intelligence operations in cyberspace seek to access information 

systems to extract data from them for later analysis, the aim of Rid’s second 

activity, sabotage, is to target the same systems with the intention of 

deliberately degrading or altering their intended mode of operation.  He defines 

sabotage as the deliberate attempt to weaken or disable an economic or military 

system and notes that although it is predominantly technical in nature, there 

may well be social enablers to facilitate access.1 Sabotage is described as 

exhibiting four features; first and foremost, it is technical in nature and secondly, 

it can range from simple to highly complex activities. Thirdly, it can be 

undertaken by either groups or individuals and will be conducted to involve the 

minimum danger to the perpetrator of detection, attribution, and reprisal, and 

finally it is the skilled insider who potentially presents the greatest threat to the 

target.  

 

In referring to sabotage as an indirect form of attack, Rid notes that it may not 

always result in physical destruction or overt violence and may just be planned 

to create a temporary effect. Although the intention of an act of sabotage may 

be that it contributes to a wider campaign that will be instrumental in causing a 

change in behaviour of a decision-maker, Rid asserts that by itself, it will only 

be able to achieve a local tactical effect. Thus, he argues that the outcome of a 

single act of sabotage will not have a wider operational or strategic impact on 

an overall campaign. He also refers to sabotage as on its own not qualifying as 

an armed attack as their perpetrators may deliberately avoid open violence and 

political attribution. Lastly, he refers to it as not being focused on the human 
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body, but intended to impair a technical or commercial system and aims to 

achieve a particular effect by means of damaging that system.  

 

It is important to emphasise that there is a significant link between intelligence 

and sabotage operations.  In order to be able to understand the how a system 

can be successfully attacked and what effects can be expected to be achieved 

from what action, it is necessary to conduct a comprehensive reconnaissance 

of the intended target. This will include an assessment of determining what 

access can be gained, what type of payload can be successfully delivered, what 

the probable effects are, how likely it is that the attacker will be discovered and 

how long it will take to recover from the sabotage. If it is determined that the 

time, cost, and resources needed to achieve only limited results does not 

represent good value, the operation may not be worth the effort. However, value 

must be considered more than in just terms of physical effect as the 

psychological effect of the operation may make a large investment for an 

apparently small return worthwhile. Examples of this are the Doolittle raid on 

Tokyo following the Japanese attack on Pearl Harbour and the Black Buck 

bombing mission on the Falkland Islands during the Argentinian occupation. In 

the first of these examples, sixteen B-25 bombers were flown on a one-way 

mission, from the USS Hornet to attack targets on mainland Japan on 18 April 

1942 in a symbolic gesture four months after the Japanese attack on Pearl 

Harbour that brought the US into the Second World War.2 Forty years later, 

single Vulcan aircraft successfully attacked the runway and other targets in Port 

Stanley, the capital of the Falklands, in four separate raids in what was then the 

longest non-stop bombing missions of its type in history with each requiring the 

support of 14 airborne tankers.3 Although both these operations had limited 

military effect, both had a significant psychological impact for both the attacking 

and defending forces. 

 

A further issue to be taken into consideration when planning an intelligence led 

sabotage operation intended to change the behaviour of the target is the 

potential loss of the source that informed the mission. This may be because if 

the source itself is the target, once the attack has taken place it may become 

clear how the operation was planned and what information must have been 
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available to the attacker. This may be particularly the case if the target is a 

compromised communications system, which may result in the victim either 

changing their method of communicating or using it to relay false information in 

the knowledge that its content is known to an adversary.  Similarly, an attempt 

to sabotage a system in cyberspace may require the deployment of previously 

unknown techniques or zero day vulnerabilities, so called as the victim has no 

time to counter them and which at the time were only known to the attacker. As 

one-shot weapons, once deployed their existence will be revealed and they can 

be forensically examined and then reverse engineered to identify which system 

vulnerability they had exploited. This could result in them either being used back 

against the attacker in their original or an amended form, or software patches 

developed to mitigate for their effects and so rendering them of no further use 

as an offensive technique. 

 

Rid’s description of sabotage was written in the context of trying to argue that it 

was non-violent in nature as part of a wider justification that cyber-attacks do 

not meet the academic and legal definitions of warfare. It is in this setting that 

he makes the assertion that it is an indirect form of attack that may not always 

lead to physical destruction or overt violence and just be intended to disable. 

Furthermore, he suggests that it is only a tactical and not a strategic act and so 

can only achieve a limited effect, and finally that it may not qualify as an armed 

attack if the saboteurs avoid open violence or political attribution. He also refers 

to sabotage as differing in the use of ‘conventional’ weapons that are focused 

on attacking humans, as by definition they target technical or commercial 

systems and influence leaders through the indirect effect of damaging 

capability, not people. However, away from the cyber environment, sabotage 

may be wider than this narrow definition and that it could meet Rid’s definition 

only because there were no other options available to create a greater physical 

impact. 

 

An example of an effective campaign of sabotage is the case of the Special 

Operations Executive (SOE) of the Second World War. Formed by Prime 

Minister Winston Churchill with the direction to ‘set Europe ablaze’, their 

mission was sabotage and subversion behind enemy lines in may what be 
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described as the Nazi near space.4 SOE sabotage involved the physical 

destruction of trains, bridges and factories and included acts of subversion in 

fostering revolt against the German forces in occupied Europe.5 These actions 

could most definitely be regarded as an armed attack, yet they were restricted 

by a number of factors in what methods they could employ and what effects 

could be achieved. These included having limited number of agents and 

resistance fighters that could be recruited and trained and using only the types 

of weapons and explosives that could be covertly dropped by parachute flying 

from the UK and with tactics optimised to fighting against a superior military 

force.  Although the SOE and the Resistance fighters they worked with could 

only achieve limited military effect compared to other weapons of the war such 

as the heavy bomber force, their psychological effect was considerable in 

creating uncertainty as to where they would strike next and requiring significant 

numbers of enemy forces to be employed in detecting them through their radio 

transmissions and then searching for them after they had been localised.6 

 

In accepting that sabotage is an accurate term for actions that are intended to 

affect the operation of a system in cyberspace as part of a coercive cyberpower 

projection strategy, a comparison with the actions of SOE can be regarded as 

a more appropriate model to use rather than the more restricted definition used 

by Rid. By considering hard power in cyberspace in much the same context as 

the operations of the SOE several parallels can be drawn. The most significant 

of these is that both operate in what can be regarded as the near space of an 

adversary and so require access to a potentially protected and monitored 

environment. This is unlike some other intelligence gathering operations, which 

may be conducted remotely beyond the reach of the target. 

 

To communicate between one’s own near space and the near space of an 

adversary requires a reliable and preferably encrypted communications 

channel back to the attacker’s controlling authority. SOE agents used radios 

disguised to look like suitcases and one-time pads to provide an unbreakable 

encryption and an equivalent exists in the use of covert channels in 

communication networks and Session keys used in Secure Socket Layer (SSL) 

cryptology.7  A covert channel is a stealthy communication method used 
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between computers employing processes that would not normally be permitted, 

thereby bypassing normal security measures such as Firewalls. Figure 17 

illustrates encryption using a paper one-time pad used by the SOE and the 

contents of a computer file displaying one-time Session keys used by the 

Chrome browser.8 The browser actually generates two randomly generated 

session keys, which are required as part of the two-stage process that SSL 

uses to first establish a connection between Client and Server and then to 

securely exchange data.9 

 

 

 

 

 

 

 

 

 

 

Figure 17: SOE One-time pad and SSL Session Keys10 

 

Sabotage operations in cyberspace may also be restricted in what can be 

achieved, not through intent, but by what capability is available. The level of 

access to the target system and the tools that can be utilised in the 

circumstances may be the deciding factor in determining the effect that can be 

realised. The SOE for example were mostly restricted to the use of easily 

concealed and maintained small arms and equipment that were used to attack 

targets that had only light or no protection such as railways or factories as they 

could not match the firepower of a defending professional military force. 

Similarly, cyber sabotage may be limited to systems that have poor or 

incomplete cyber security and the level of protection combined with the 

technical proficiency of the attacker may also dictate the techniques and choice 

of target.  Likewise, the covert nature of both the SOE and cyber sabotage is a 

factor in determining attribution.  SOE operatives worked in an extremely high 

risk and vulnerable environment with identification or capture not only exposing 
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themselves and their associates, but under interrogation running the risk of 

revealing important information of value to the enemy.  

 

Attribution in cyberspace is also a significant issue and if it is suspected that a 

defender may be able to determine the source of an attack, obscuration 

techniques such disguising the originator or suggesting that someone else is 

responsible may need to be included in the planning of an operation. The final 

parallel between sabotage conducted by the SOE and in cyberspace is the role 

of insiders.  A key objective of the SOE was to recruit and train selected 

members of the local population into resistance units who would be equipped 

to perform sabotage operations. Their knowledge of the area and language 

skills that enabled them to integrate into the local community were recognised 

as key attributes in being more effective than outsiders who would have to learn 

about the environment before becoming operationally effective and would in the 

meantime be more likely to arouse suspicion. 

 

The ability of an insider with unique information to cause a devastating attack 

on a cyber target was evidenced from the case of Vitek Boden who in 2000 

attacked the computer and radio-controlled sewage equipment in Maroochy 

Shire Council in Queensland, Australia. As a disgruntled former employee who 

had probably been involved in the initial installation of the system, he used 

stolen equipment to issue radio commands to sewage equipment causing 800 

000 litres of raw effluent to spill in local parks and rivers.11 This case 

emphasises the distinct advantage of being able to directly enter the target’s 

near space, particular when security measures prevent access from the safety 

of the attacker’s near space or when, as in this case, the sewage system did 

not have a networked connection to wider cyberspace that could be exploited 

remotely. 

 

The capability to conduct sabotage operations in cyberspace is acknowledged 

as an aspiration by both the armed forces and intelligence agencies. The US 

Air Force announced in 2012 that it was interested in developing these 

methods, which were to be available at the tactical level and used as a 

precursor to warfare such that an adversary would enter the conflict in a 
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degraded state.12 Even before then in 2010 according to US Marine Corps Lt 

Gen Richard Mills, cyber-attacks were being made during the Afghanistan 

conflict against the Command and Control systems of the insurgents, illustrating 

that sabotage in cyberspace has become an increasingly mainstream activity.13 

In planning the effects of a campaign of sabotage in cyberspace in support of a 

power projection strategy and depending on the target organisation, the 

attacker may seek to achieve one or more of a range of outcomes. GCHQ’s 

Joint Threat Research Intelligence Group (JTRIG), the existence of which was 

included in Edward Snowden’s allegations, describes the purpose of its activity 

as using online techniques to make something happen in the real or cyber 

world.14 These activities encompass what is known in military organisations as 

Information Operations and encompass a range of disciplines including 

influence or disruption. These may in turn be regarded as power projection and 

technical disruption, the latter of which may include sabotage.15  What effect is 

selected as the objective of the activity will depend on a variety of factors 

including what is assessed to be the most effective in altering the behaviour of 

the target. Other issues will include the knowledge, access, techniques, and 

time available to the attacker with this final element often being the determining 

factor in the method used. 

 

Within NATO, actions taken to disrupt, deny, degrade, or destroy information 

comes under the remit of Computer Network Attack (CNA).16 Deception is not 

included in CNA, but is incorporated within the wider concept of Command and 

Control Warfare (C2W) and is intended to deny accurate information to an 

adversary and is covered under the heading of subversion in the next chapter. 

However, all are included within the overarching remit of Information 

Operations; which NATO defines in its Allied Joint Doctrine publication (AJP) 3-

10 as: 

 

A staff function to analyse, plan, assess and integrate information 

activities to create desired effects on the will, understanding and 

capability of adversaries…..17 
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A key aspect of this definition is that there is no specific reference to these 

actions only occurring as part of military operations, implying that it can take 

place during times of tension, or even peacetime operations. This is notably 

different from US doctrine that highlights that Information Operations are the 

integrated employment, during military operations, of information related 

capabilities…18 Within AJP 3-10, NATO defines the ‘4Ds’ of Information 

Operations as: 

 

Destroy: To damage an object…so that it is rendered useless to the enemy 

until reconstituted. This is the most extreme form of sabotage as it results in the 

physical destruction of the target. It is also the most challenging to perform 

through cyber means as it will require the injection of software into the target 

system that controls an integrated Supervisory Control and Data Acquisition 

(SCADA) or Industrial Control Systems (ICS). To be effective, this new code 

will reprogram physical components to perform in such a way that they function 

outside their designed parameters so that permanent damage occurs rendering 

them useless until repaired or replaced.  

 

Deny: To prevent the enemy use of a specific thing. In Information Operations, 

this means preventing the target from accessing or using critical information, 

systems and services and can be either permanent or temporary. Denial differs 

from destruction as it can be performed by software so that although physical 

damage does not occur, it is still prevented from performing as designed. Within 

the cyber environment, denial can be permanent if the saboteur causes the 

victim’s data to be encrypted, deleted, or corrupted, but it can also be temporary 

if it requires continual action from the attacker, such as in a Denial of Service 

(DoS) attack, to be effective. A DoS attack involves saturating the target with 

data beyond its capacity to cope, such as in sending malformed requests to a 

web server or continual texts or calls to a telephone.19 

 

Degrade: To lower the character or quality of. In cyberspace, this refers to 

reducing the performance of an adversary command and control system, 

communications infrastructure, or information collection effort. It can also be 

referred to in the context of degrading the morale of the target through cyber 
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means. It is a less severe form of sabotage than destruction or denial as it will 

result in the target still operating but at a reduced effectiveness and efficiency 

than it was designed to do.  As noted by GCHQ’s JTRIG, this effect can be 

subtler, with its effects less likely to be detected and it can therefore enable a 

more sustainable effect to be achieved over a longer period if the target 

becomes used to lower performance standards and accepts them as the 

norm.20 

 

Disrupt: To disturb or interrupt. This applies to capabilities being used to 

interfere with information flow and so by definition is a temporary effect. Within 

the cyber context, this could be a short-term DoS attack conducted at a critical 

time in operations when the target’s use of its information system is most 

critical.  It can also involve changing or corrupting databases or reconfiguring 

systems to temporarily cause them to malfunction or fail and requiring 

remediation measures ranging from a simple reboot to major system restore 

from a backup. 

 

Sabotage and maritime cyberpower 
 
Many of the activities that were discussed within the theme of intelligence 

gathering operations within the context of maritime cyberpower may be used to 

facilitate sabotage operations in the same environment. Therefore, if signs that 

these precursor reconnaissance operations have taken place are detected, 

they may provide evidence of an increased risk of attack. This is particularly 

pertinent in the situation where unusual military activity is detected near 

undersea fibre optic communication cables forming the infrastructure layer of 

cyberspace. These cables’ essential role in facilitating the global Internet 

infrastructure function is well recognised and is particularly important for the UK 

as shown in Figure 18 where they carry 99% of all transoceanic digital 

communications and which is the primary termination point for many 

transatlantic cables and acts as an intermediate hub for traffic routed to 

mainland Europe and beyond.21  
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Cables are a potential target for sabotage throughout their route between 

continents, although the danger and threat actor does vary along their path. 

The relatively shallow depth of the UK continental shelf of less than 100m and 

their potential vulnerability from this ease of access is an increasing cause of 

concern. This is particularly so as there have been reports that Russian 

submarines have been detected operating near them, raising fears that they 

are either engaged in monitoring activities or planning to cut them in times of 

tension.22 In the UK’s near space at shallower depths the greatest threat from 

state actors with the technological capability come from monitoring  

communications rather than cutting them as although it is physically easier to 

do, should the cables be cut, they are more easily repaired.  Non-state actors 

however who would be unable to access the cables at greater depth may seek 

to damage them in shallow waters using divers or dragging anchors over them 

if their paths are not being protected or monitored. However, in the deeper 

waters of mid space and in the open ocean outside the reach of non-state 

actors, deploying monitoring capabilities is a more challenging undertaking. At 

these depths, severing cables in deep water by deploying remote submersibles 

armed with cutting devices or explosives would be a more attractive option for 

more technological advanced adversaries as repair would be a more 

challenging and time consuming process.  Making several cuts in a single cable 

at irregular intervals may even make it impossible or uneconomic to repair at 

all. 
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Figure 18: Submarine cable map of the Atlantic 23 

 

The threat of cuttings undersea cables should not be underestimated as there 

is a historical precedence for this activity.  By the time of the First World War in 

1914, there was already an expansive worldwide network of telephone cables 

as shown in figure 19.24 

 

 
Figure 19: 1901 map of submarine telephone cables 
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On 5 August 1914, soon after war was declared, the British General Post Office 

(GPO) cable ship Alert cut five German overseas underwater cables linking 

Enden to Vigo, Tenerife, the Azores and the USA via the English Channel.25 

Not only did this sever direct German telegraph links to destinations outside 

Europe, but it also meant that international communications across the Atlantic 

had to be sent via the UK where they were being monitored.26 Although these 

were encrypted, the code was broken and through this early COMINT, Britain 

intercepted the so called Zimmerman Telegram sent from the German Foreign 

Minister Arthur Zimmermann to the German Ambassador in Mexico. It promised 

that if the then neutral USA went to war with Germany, an alliance would be 

offered with Mexico with the promise that should Germany win, Mexico would 

receive Texas, New Mexico and Arizona in return.27 After the decrypted 

telegram was passed to the US Embassy in London and subsequently released 

to the media in the US, its content plus the impact of increased German 

submarine warfare against shipping in the Atlantic resulted in a change in US 

government and public opinion that eventually led to a declaration of war on 

Germany and its allies on 6 April  1917.28  

 

It is of significance that cutting fibre optic cables today also has the potential to 

create a similar situation to that which facilitated the intercept of the Zimmerman 

telegram.  As undersea cables are expensive to lay and maintain with a cost of 

up to $28 000 per kilometre, investment decisions have traditionally been based 

on the demand for increased capacity, whilst keeping costs as low as 

possible.29 However, in the light of the Snowden revelations exposing US and 

UK monitoring of cables landing on their shores, nations such as Brazil that 

discovered that they were subject to surveillance are now laying new cables 

that are outside the reach of foreign intelligence agencies. An example of this 

is their proposed new direct link from Fortaleza to Lisbon avoiding the US.30 It 

is quite feasible to assume that as in 1914, there may well be work by several 

nations to identify particularly significant cables that are outside the reach of 

their intelligence agencies and plans being prepared to cut them in times of 

tension and conflict to force traffic to be diverted to other routes that are subject 

to monitoring and analysis.  The strategic importance of undersea cables and 
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their acknowledgement that they form part of a nation’s critical national 

infrastructure means that should they be cut, the effects may be more than just 

the tactical impact proposed by Rid, but may have strategic consequences. This 

emphasises the connected nature of cyberspace and its reliance on these 

cables to link nations. 31  

 
As well as targeting undersea cables, coastal wireless networks may also 

present a target for sabotage as a means of projecting maritime cyberpower. 

Significantly, noting the relatively short range of some of these transmitters, this 

could only be conducted within close proximity to the shore deep in the near 

space of the target. This type of operation could thus only be undertaken by a 

submarine submerged within territorial waters using specialist antennas raised 

above the surface in what would be regarded as a particularly aggressive or 

even hostile act by the target nation if detected. Despite these physical, 

technical, and indeed legal challenges, it has been suggested that this type of 

capability is already in service within the US Navy.  During a live streamed 

discussion on the future of submarine warfare at the Center for Strategic and 

International Studies on 8 July 2016, Rear Admiral Michael Jabaley, Program 

Executive Officer for Submarines, in discussing offensive cyber-attacks, 

referred to an offensive capability that was prized very highly and that there are 

submarines involved at the highest technical level, doing exactly the kind of 

thing that you would want them to do.32 This capability perhaps refers to the 

USS Annapolis, a submarine that has been alleged to possess a computer 

network exploitation (CNE) toolkit using antennas that can intercept and 

manipulate communications data on networks that either have no or weak 

security measures in place.33 This is also coherent with material leaked by 

Snowden and published by the German newspaper Spiegel that revealed trials 

with the Annapolis had successfully connected to computer wireless networks 

at a range of several miles.34   

 
Sabotage and cyber seapower 
 
Sabotage in cyber seapower presents a particularly danger to shipping as they 

become more automated and their complex systems are increasingly becoming 
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reliant upon cyberspace for their routine operations. This was recognised in the 

2014 UK national strategy for maritime security that specifically identified cyber-

attack as a risk within the context of a strike on both infrastructure and 

shipping.35 The role of cyber saboteurs is also made easier by the systems that 

ships use being of an open standard with their specifications freely accessible 

and able to be analysed. In particular, the GPS and AIS signal format that are 

used by the majority of vessels and are relied upon by merchant shipping are 

very vulnerable to sabotage due to the weak signal strength of data received 

from satellites.  

 

 A nation wishing to exercise cyber sea denial of its local waters may seek to 

jam or spoof both GPS and AIS, which would result in automatic navigation and 

collision avoidance systems being unable to function correctly. Spoofing is the 

injection of false data into a system with the intention that the users act on the 

erroneous information. In these circumstances ships would normally revert to 

using other electronic navigation methods such as radar or traditional visual 

navigation techniques. However should a nation be determined to make 

passage through their waters as challenging as possible, commercial radar 

frequencies could also be jammed or false targets injected into radar systems 

using techniques already commonly used by practitioners of the well-

established discipline of electronic warfare.36 Although military GPS receivers 

do employ techniques such as advanced aerial design and encryption to defeat 

jamming and spoofing, civilian commercial GPS receivers would be more 

susceptible to interference.37  The significance of GPS jamming and its potential 

impact has been highlighted in a recent US military test in June 2016 in which 

aircraft were warned of a jamming exercise centred at the Naval Air Weapons 

Station at China Lake, California which had an effective radius of over 250 miles 

at 50 feet above ground level.38 Exercises of this sort are not just designed to 

practise for theoretical events as it has been reported that North Korea has on 

several occasions jammed GPS receivers near its border with the South. In a 

recent event in April 2016, cyber sea denial was exerted when about 70 fishing 

vessels and 52 other ships were affected with the former having to return to 

port.39  
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Although GPS denial can have serious effects, once receivers lose lock or show 

erroneous data, the jamming can be recognised and mitigation measures put 

in place. More dangerous though is spoofing an electronic system, which can 

be regarded as a form of sabotage by deception. This activity can be more 

dangerous than purely denying a system as the victim may be unaware that it 

is taking place and may act on the false information potentially leading a vessel 

off its planned track and into danger.  The effects of GPS spoofing were 

demonstrated in 2013 as part of an experiment conducted by the University of 

Texas when a custom-made device was used to transmit GPS type signals 

towards the antennas of a target ship at sea in international waters. By 

overpowering the genuine signals, control over the ship’s navigation system 

was achieved and course alterations made, even though the electronic chart 

showed that no corrections had been made.40 Although in this trial the cyber 

sabotage device was located onboard the target vessel, as a proof of concept 

it does emphasise the potential of cyber seapower to affect ships in disputed 

waters. 

 

As well as GPS, AIS signals have also been subject to successful spoofing 

attacks and has been the subject of debate within the maritime community as 

to its potential impact. Manipulation of data has been demonstrated on the 

MarineTraffic.com website, which receives information from multiple sources 

for public display. As a demonstration, a vessel was ‘moved’ from the Missouri 

River to appear in the middle of Texas and another vessel’s track was shown 

to spell out ‘PWNED’ – a corruption of the word owned and used as a hacking 

term for successfully taking control of a system, as shown in figure 20.41 
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Figure 20: Spoofing AIS 

 

The researchers from Trend Micro who investigated these issues were also 

able to deny AIS communications to shipping as well as triggering safety alerts 

that could be used to lure vessels to navigate into hostile waters. Furthermore, 

it was shown that it was possible to generate false potential collision situations 

to cause automatic navigation systems to alter a ship’s course. In response, the 

shipping industry noted that AIS is designed primarily for collision avoidance 

and therefore must be an open and not a secure system and so by nature will 

be to some extent be vulnerable to manipulation. However, back up measures 

do exist using radar or visual observation and that this type of open data should 

not be used as the sole information source for making safety critical decisions. 

The issue of spoofing though, is regarded as a significant challenge to 

navigational safety where subtle changes in data could result in a ship altering 

course towards danger or into an adversary’s territorial waters where it could 

be subject to boarding or even impounding.42 

 

Although systems such as AIS and those providing Position, Navigation and 

Timing information, including GPS, are very susceptible to sabotage due to their 

low signal power and open standards, the same is not true of some of the other 

components of cyber seapower.  Encryption is available for both military and 

commercial satellite communication systems to prevent an adversary using the 
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same frequency to imitate legitimate users. Denial of a satellite signal is 

however possible, although its effectiveness is dependent on the power and 

range of the jammer and the sophistication of the aerial used by the terrestrial 

base station. Examples of jamming satellite television have been reported in 

countries such as Iran and Cuba where exposure to outside cultural influences 

is regarded as a threat to the state’s power and where Internet access is also 

heavily filtered.43 Satellite jamming can take two forms, orbital and terrestrial. 

Orbital jamming involves transmitting signals directly to the satellite via a rogue 

uplink station, which either overrides legitimate transmissions or combines with 

and confuses the channels available for all users and possibly in the case of 

satellite television, over a very wide area. Terrestrial jamming however targets 

the users and takes place in a specific location. These jammers transmit at the 

same frequencies as the satellites and confuse the receiving equipment thereby 

corrupting the original signal. Depending on the frequency used, this type of 

equipment can also interfere with terrestrial radio transmissions, thereby 

denying a range of different types of communications medium.44  

 

In situations where jamming devices are ground based, there are methods by 

which ships at sea can mitigate their effects. Aerial design is a primary factor 

as through careful construction and increasing its diameter the direction from 

which it concentrates its reception can be concentrated upwards towards the 

satellite and less horizontally from where the jamming signal emanates.45 

Manoeuvring the ship so that the superstructure can shield the aerial from the 

jammer can also reduce its effects. Finally, the ship can position itself further 

out to sea beyond the range of a shore based transmitter, but that may achieve 

the aim of the jamming nation by achieving sea denial through the effects of 

cyber sea power. Another possible denial method is to use airborne jammers 

flying between the ships and communications satellite. This can be very 

effective as it enables the interfering signals to be concentrated in the main 

beam of the aerial and the higher the altitude of the jammer, the greater its 

effective range. This method is restricted though by the endurance of the 

aircraft and would make a very attractive target in times of conflict. 
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The final example of cyber sabotage that could be used a means of exerting 

sea denial is one that may not be directly associated with the vessels 

themselves, but is of fundamental importance in ensuring that ships can 

operate and project maritime power. Ships at sea have always been dependent 

upon logistics support for food, supplies and since the introduction of steam and 

diesel propulsion, fuel, and ensuring that ships are properly provisioned is a 

major consideration in planning and supporting operations. Sabotaging military 

logistics has historically been recognised as having the potential for smaller 

forces to defeat militarily superior ones and disrupting German rail activity in 

France during the occupation was a major role for the SOE. Although the 

physical destruction of railway infrastructure provided a very visual 

demonstration of capability, it relied on a supply of explosives, risked capture 

and affected the civilian population. A subtler means of sabotage was to switch 

the routing labels on railway wagons, which sent supplies to the wrong 

destination. Although this did not actually destroy the material, it caused delay, 

congestion, and inconvenience with the further advantage that it did not require 

the storage, maintenance, or training in the use of dangerous explosives.46    

 

With modern logistics organisations now reliant upon cyberspace for the 

inventory management and transport of goods, they present a very attractive 

target, particularly as the military now also rely on civilian supply chains for 

items that do not require special handling such as ammunition or cryptographic 

material.47 As civilian organisations supplying the military will use commercial 

software on computers connected to the Internet for their communication, they 

may well have vulnerabilities that could be exploited by compromising these 

systems. An example of attacking a maritime logistics system was exposed by 

Verizon in their 2016 data breach digest.48  A shipping company had reported 

incidents of piracy in which its ships had been intercepted on the high seas. 

The attacks were targeted and well timed with the pirates forcing the crew into 

a single area of the ship before searching for and using each container’s unique 

bar code to identify and open a single one containing a high value cargo before 

quickly leaving. Research by Verizon established that the computer systems of 

the shipping company had been breached and that their Content Management 

System (CMS) consisting of a user interface and database was being accessed 
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by the criminals. By searching shipping records, the ‘pirates’ were able to 

access the cargo inventories and future routing details of each ship and so were 

able to plan their attacks accordingly to be the most profitable and with minimal 

risk of capture.  In this incident, the criminals were better pirates than computer 

hackers as they left sufficient forensic evidence to enable the shipping company 

to secure their systems. It does however emphasise the high value cargo that 

ships carry and that once at sea, they may be unable to protect themselves 

from armed and determined adversaries and that they may be beyond the 

immediate reach of law enforcement authorities. 

 

The case of the cyber pirates illustrates the wider vulnerabilities of the maritime 

environment beyond the immediate vicinity of the ships themselves to include 

shore infrastructure. The ability to predict a ship’s future position could leave it 

vulnerable to attack or by altering commercial data could result in shipping 

containers being misdirected or the ship’s passage plan being altered prior to 

sailing. In the future, should the vessels themselves become part of the 

maritime cyber environment, the potential to illicitly access data held onboard 

and sabotage records to change a ship’s plan once it has sailed cannot be 

discounted. In addition, should the objective of a cyber saboteur be to cripple a 

ship remotely as part of a campaign of sea denial, the practice of automating 

the control and management of ship systems may expose vulnerabilities that 

could make this a potential risk in the future.  

 

Commercial providers are now offering Integrated Platform Management 

Systems (IPMS) that oversee all aspects of a vessel’s propulsion plant and 

systems and which interface with navigation and communication suites on a 

single network.49 This provides a remote monitoring and control capability that 

reduces the number of personnel needed onboard to check systems in situ and 

enables the rapid detection and response to maintenance issues as they occur. 

Suppliers of IPMS reduce risk and cost by relying on well-established 

technologies such as commonly used operating systems and networking 

components that would be familiar in a home or office environment. Reliability 

is ensured by incorporating proven commercial off the shelf (COTS) products 

that have been used in a range of environments and are designed using open 
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architectures and industry standard protocols. This enables systems to be 

easily configured, reconfigured, and upgraded with a range of software 

packages to suit the individual needs of the customer. It is unfortunate that 

although using commonly available components and software that are proven 

and reliable provides reassurance that a system will work, it also presents a 

range of vulnerabilities that may be exploited through malicious intent or 

negligent action. Software that is in widespread use is also the most frequent 

to be targeted by saboteurs as their efforts in understanding and learning how 

to alter the computer code will be rewarded by it being able to be reused 

effectively against a broad range of targets. An appreciation of what type of 

technology is used in ships and then being able to easily acquire copies to work 

on will also make a criminal’s task easier. Similarly, systems that are intended 

to be upgraded are designed to be easily accessible, which further increases 

their vulnerability to sabotage.  

 

Conclusion to chapter 7 
 
In assessing the role of sabotage in cyberspace, Rid was correct in his assertion 

that these attacks do not have to be violent. However, a caveat should be added 

that attacks in the cyber environment may be violent and importantly have to 

demonstrate the potential to be violent in order than lesser acts can have 

deterrent value by implying that a capability exists that in future could do harm.50  

Sabotage, by its very nature of altering the performance of a target system in 

such a way that it changes the behaviour of people is likely to be perceived as 

a hard power activity. The examples given here of how to achieve maritime 

cyberpower and cyber seapower are naturally coercive in nature by 

demonstrating an ability to override the normal operation of a system to the 

detriment of the target. This is particularly the case when the systems attacked 

are those concerned with the ability maintain communications or when 

concerned with shipping safety. As well as demonstrating a power over the 

ability of an adversary to operate, it illustrates the potential to interfere with 

systems upon which they depend for normal operations at sea, which may be 

sufficient to deter them from their current course of action. 
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The activities of the SOE in the Second World War provides an example of 

sabotage in the physical domain for which cyber activities can be compared. 

Their operatives would be in no doubt that some of their acts were violent, 

although others such as the diversion of railway wagons might well have been 

regarded as subordinate acts of sabotage to blowing up the railways 

themselves.  Sabotage is defined by its target; systems rather than humans, 

and this lends itself to the manufactured, machine dependent environment of 

cyberspace. Like SOE’s operations, sabotage in the maritime cyber 

environment aligns with Rid’s assertion of its technical nature, being conducted 

by groups or individuals, employing attribution avoidance and being most 

productive when accomplished by an insider. Acts of sabotage though may be 

restricted by the art of the possible, not by what is desirable as limitations in 

access and capability may limit what can be accomplished. They may also be 

undertaken, not for their material impact, but for the psychological effect on both 

the target and sympathisers. 

 
Table 10 summarises the range of possible targets that could be the identified 

as candidates for maritime cyber sabotage. This emphasises its role in targeting 

infrastructure, the protocols and systems that enable it to operate correctly, 

including the services that enable a system to function.  Its potential use in 

projecting cyberpower from and within the maritime environment demonstrates 

the potential vulnerability of national assets such as undersea cables and those 

parts of the electromagnetic spectrum used for transmitting digital information 

relating to ship safety.  These should be regarded as being just as important a 

part of a nation’s critical national infrastructure as power generation and other 

utilities and afforded similar protection. Denying access to the components of 

maritime cyberspace can be relatively easily achieved through physical or 

electronic interference as part of an offensive cyberpower campaign and would 

have an immediate impact upon a nation’s economic wellbeing.  

 

It is of note that British Maritime Doctrine specifically mentions the role of the 

Royal Navy in protecting Oil and Gas installations but does not include 

patrolling and securing the nation’s maritime communications infrastructure, 

which is as important a contributor to the nation’s wealth.51 The capability of 
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advanced nations to use the sea as a means of access to local networks is also 

significant. Radio networks, and indeed spies, do not recognise national 

boundaries and these must be included when considering critical infrastructure 

protection. Finally, logistic support to maritime operations is an essential 

component in gaining and maintaining power at sea and from the sea. It may 

also be one of the most vulnerable aspects if its importance is not recognised 

and they are not properly secured. Maritime cyberspace is a wide ranging and 

diverse environment and the challenge of protecting it from different types of 

sabotage should not be underestimated. 

 

Layer Near Space 
of saboteur 

Mid Space of 
saboteur & 
target 

Far Space of saboteur / 
near space of target 

Mission Sabotage 
Human    
Semantic   Spoofing GPS/AIS 

Hacking maritime logistics 
systems 

Syntactic   Jamming 
GPS/AIS/Communications 

Physical  Light in fibre 
optic cables 

Light in fibre optic cables/ 
Radio Frequency 
transmissions 

Infrastructure  Cutting fibre 
optic cables 

Cutting fibre optic cables 

Services   Disrupting electricity or 
heat dissipating cooling 
services. 

Geographic  Maritime Maritime / Land 
 

Table 10: Targets of maritime cyber sabotage 

 
The planning and conduct of sabotage operations in both the physical as well 

as cyber environments can use parameters that are relatively easy to define 

and measure. Initially, a target system or capability is identified and a desired 

effect to be achieved against it is selected and planned. In conjunction with 

these, indicators that the operation has been successful will be determined and 

the planning processes commenced. Noting that the preparation and conduct 

of such an operation both in maritime cyberspace and elsewhere may be 

fraught with difficulties, the nature of the target and its location may be 
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constants that provide the basis for determining the chances of success. 

However, the greatest element of doubt in any sabotage operation within a 

campaign of power projection is whether it will have the desired effect of altering 

the behaviour and attitudes of the people who are being indirectly targeted. This 

is undoubtedly the most complex element of the planning process as the 

unpredictable nature of human behaviour is a challenging subject to model. 

This leads on to the third and final activity of power projection to be discussed; 

subversion, which is arguably the most demanding activity to plan, conduct and 

measure the effectiveness of as it seeks to directly target the source of power; 

those individuals with the ability to influence the policy and direct the activities 

of an adversary. 
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Chapter 8: Subversion in maritime cyberspace 
 
Subversion is the final element of cyberpower projection in maritime 

cyberspace to be investigated and it differs from intelligence and sabotage in 

that it involves a direct approach to reach the ultimate target of power – people. 

Of Rid’s two previous examples of what constitutes offensive operations in 

cyberspace, intelligence gathering seeks to gain information that supports the 

planning and conduct of operations and sabotage acts indirectly to affect people 

through the systems they use, but it is the third, subversion, that targets them 

directly and presents an opportunity to deploy a soft power campaign. However, 

whereas the processes used by systems such as GPS and AIS can be analysed 

and understood to develop methods and techniques to alter their behaviour, 

people are much more complex to comprehend.  Differences in nationality, 

language, culture, attitudes, and family traditions all potentially play a part in 

determining the unique make up of an individual or social group and what 

influences them requiring bespoke strategies to be developed for each one. Rid 

recognises this complexity, commenting that it has not received much scholarly 

attention in the past and in examining historical and more current examples of 

protest and political violence, he notes that they display the common attributes 

of seeking to undermine the authority of an existing order.1 He also highlights 

how protest movements throughout history have benefited from, and taken 

advantage of, new communicating technologies that were outside the control of 

the establishment that they were seeking to undermine.  

 

Cyberspace is just the latest medium through which subversive activities can 

be undertaken. However, it differs from its predecessors in that it not only offers 

the ability to penetrate further into a society, but it also enables global 

information exchange between activists, which can facilitate a distributed and 

geographically dislocated structure.  For the first time, this also includes the 

maritime environment as with satellite communications ships can be on a par 

with the land environment in terms of the immediacy and content of the material 

available. Subversive activity can be originated and conducted either from the 

near space of the target or from another location, but to reach and influence 
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them they must have regular, unfettered access for the activity to be effective. 

Thus, a mass communications medium such as cyberspace can both lower the 

threshold for conducting subversive activity, but it also raises the bar for 

success as it competes with other conflicting messages and campaigns, which 

may distract supporters.2  

 

The ability for large numbers of potential subversives to enter cyberspace with 

their own ideals and campaigns to promote leads Rid to suggest that 

subversion is now more cause driven than ever. However, as technology has 

made it easy to gain information about a political movement with little effort, 

supporters do not have to make much commitment to be nominally involved. 

This has resulted in what Rid terms membership-mobility as supporters may 

drift out of campaigns if their attention is drawn to another cause. Finally, he 

suggests that the nature of cyberspace as a participant driven medium does 

not encourage or facilitate high levels of centralised, organisational control. This 

results in the overall success of any campaign depending on a range of factors 

including the political environment and society in which it operates.3 In returning 

to his core argument that cyber-attacks need not use hard power to threaten 

violence, he points out that subversion does not have to include the threat of 

force, but can be a soft power focussed, persuasive campaign, although as with 

all power projection, the threat of coercion may always exist as an option.  

 

Subversion can be described as the deliberate attempt to undermine the 

trustworthiness, integrity, and the constitution of an established authority or 

order.4 However, as Rid suggests, it can be designed to have limited objectives, 

such as undermining an organisation and eroding its social bonds and beliefs 

to change its behaviour without necessarily replacing it. Therefore, as a 

concept, it may cover a broad range of activities short of violent insurrection 

and its activities may remain entirely within the law. However, within the context 

of power it is only one element of a spectrum of activities that may be used to 

target people directly to alter their behaviour without causing them harm, many 

of which, such as those requiring physical interaction, cannot be achieved 

through cyber means alone. Whatever technique is employed, its aim though is 
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always to undermine the authority or credibility of an organisation that exercises 

control, but the method by which it aims to achieve this may vary depending on 

the circumstances.  

 

Although the ultimate ambition of subversion may be regime change, a 

subversive activity may be just to discredit a key leader or organisation by 

establishing a feeling of distrust or doubt as to their trustworthiness or 

credibility.5 Making a figure of authority appear less worthy of loyalty to 

undermine their position so that their supporters no longer believe in them or 

their ideals can be a very personal issue. Targeting an individual, rather than a 

set of principles can therefore be a powerful method of undermining a cause, 

particularly if the they are strongly associated with its ideology, and may 

convince the uncommitted that they are not worthy of their support. What makes 

subversion such a powerful tool is that, depending on the moral perspective of 

the perpetrator, success is measured in the opinions and attitudes of the target 

audience and the methods used to form those views need not necessarily be 

honest or truthful. In this respect cyberspace and the ease by which content 

can be produced and accessed is an ideal medium to peddle half-truths or 

unfounded rumours. At times, all that is required is a scent of a scandal to be 

sufficient to undermine the credibility of a person in authority. In domestic 

politics, this sort of activity is often termed a smear campaign and can bear all 

the hallmarks of subversive activity. It is most often seen in the approach to 

elections in which by the time the truth is acknowledged, the votes have been 

cast.6 In law, redress from this type of activity can be possible though legal 

measures where defence from the written word can be sought though libel and 

from the spoken word by accusations of slander.7 
 
A key element in the success of a campaign of subversion is being able to gain 

the backing of sufficient numbers of people to demonstrate enough popular 

support such that it exerts an influence against an established order. To do this 

requires the dissemination of a compelling message using the mass media of 

the time.  Figure 21 shows two examples of this separated by 180 years; the 

Chartist Movement of the 1830s and the Anonymous Collective of 2010.8 The 
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Chartists were a popularist movement campaigning for electoral reform at a 

time when only 18% of the adult male population could vote and its manifesto 

stated that it sought to use legal means to place all classes of society in 

possession of their equal, political and social rights.9 Information was spread 

using print media including newspapers & pamphlets, mass meetings and 

speeches, but when their demands were rejected, there were calls within the 

organisation to use more coercive means resulting in some civil unrest that was 

swiftly quelled by the authorities.10  

 

The Anonymous group are a decentralised collective of hacktivists who 

although have no specific formalised political goals, seek in general terms to 

subvert the control exercised by states and large corporations through 

combating censorship and promoting freedom of speech.11 Operation Payback 

was a Distributed Denial of Service (DDoS) attack on a range of government 

and commercial websites following the Swedish government’s  decision to 

prosecute the founder of WikiLeaks, Julian Assange, on rape charges.12 Rather 

than print media, the activities were coordinated via posts on the bulletin board 

4Chan, which encouraged individuals to download and run a script that would 

generate malformed requests to a range of government and commercial 

websites with the aim of preventing their normal operation. Although they 

achieved some success, their campaign has since faltered and like the 

Chartists, their cause ceases to attract the popular support or publicity that it 

once did, although it should be noted that over time all but one of the Chartists 

demands, that of annual elections, were eventually met. 

 

 

 

 

 

 

 

 

 



217 
 
   

 

 

 

 

 
 
 
 

 

Figure 21: Subversion through mass media – The Chartists and Anonymous 

 

Within a military context, the aim of subversion remains the same as in a civilian 

environment; targeting people to act in such a way that it inspires a change in 

the established order, and it is referred to by the term psychological operations 

(PSYOPS). These activities are coordinated through an Information Operations 

campaign, which was introduced in the previous chapter discussing sabotage, 

as part of an overall information strategy. Noting that the US use the term 

military information support operations (MISO), in NATO Joint Doctrine 

PSYOPS is described as:  

 

Planned activities using methods of communication and other means directed 

at approved audiences in order to influence perceptions, attitudes, and 

behaviour, affecting the achievement of political and military objectives.13 

 

In the conduct of PSYOPS, two additional ‘Ds’ are added to the four of 

Information Operations, which can be used to contribute to a campaign of 

subversion as follows:14 

 

Deceive: To deliberately cause (someone) to believe that something that is not 

true. Deception in Information Operations seeks to mislead adversary decision-

makers by manipulating their perception of reality and persuading them to adopt 

a course of action advantageous to the attacker. 
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Discredit: To harm the good reputation of. In Information Operations, this 

includes the reputation, credibility, and/or the authority of a target. Within the 

cyber environment, this can include deleting their online presence, changing 

their online information, sending, or posting incriminating material in e-mails or 

blogs on their behalf and leaking personal or business information that will 

adversely affect their professional or personal life. 

 

A key element of PSYOPS doctrine is that although it may be conducted to 

achieve both long and short-term objectives, to be effective and avoid 

unintended second and third order effects, an intelligence led comprehensive 

understanding of the audience is necessary. This is achieved through a Target 

Audience Analysis (TAA), which is a systematic study of people to enhance 

understanding and identify accessibility, vulnerability, and susceptibility to 

behavioural and attitudinal influence.15 TAA thus seeks to determine and exploit 

a target where a target may be psychologically weakest and an example of this 

is shown in figure 22 of a leaflet air dropped and fired from artillery by the 

Germans at Ardennes during the Battle of the Bulge in December 1944. This 

can be regarded as a mass media campaign disseminated by the latest 

technology of the time in an attempt to undermine the morale and fighting spirit 

of the US troops on the front line. The message is clear in the text of the leaflet 

that suggested that while away fighting in a foreign land, the young wives of 

American soldiers at home were being unfaithful.16 
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Figure 22: Example of a military PSYOPS campaign leaflet 

 

The advent of the information age and mass communication through electronic 

means has enabled sophisticated PSYOPS and subversion campaigns to 

harness multi-media technology to its full extent in targeting both civilian and 

military audiences.  In particular, the use of cyberspace as a means of 

intimidation and coercion to exert power has been ably demonstrated by the 

Islamic State in Iraq and the Levant (ISIL) through its media presence.17 Their 

prominent videos of beheadings and the promotion of an extremist ideology 

through the Internet have been widely disseminated and with mainstream news 

organisations broadcasting images of their latest atrocity around the world their 

message has been further disseminated through social media and blogs. This 

effectively increases their exposure beyond their initial audience with the 

opportunity to reach potential converts to their cause. Images censored by 

traditional media are readily available online in their original format and may be 

seen to play a role in effectively inspiring the radicalised at home and abroad, 

while demonstrating the consequences of dissent to those already living under 

its regime. The quantity of images published online may also act to normalise 

these acts of terror, desensitising potential perpetrators from considering these 
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actions abnormal and extreme.  The potential impact of extremist material being 

disseminated online and its contribution in radicalisation was recognised by the 

UK Prime Minister Theresa May in June 2017 in which she called on Internet 

companies to eradicate what she termed ‘safe spaces’ that allow terrorism to 

‘breed’.18 However, such calls for what is in essence is censorship of material 

raised concerns regarding the right to free speech online and the difference of 

what can be regarded as extremist and what is legitimate political dissent.19 

 

At the other end of the spectrum and although not normally classed as PSYOPS 

or subversion, but with a similar aim of causing a change in the existing political 

order, albeit through legal means, are democratic election campaigns that now 

also harness the power of cyberspace.  This has the advantage in its ability for 

politicians to reach a wide audience through advertising and media coverage to 

gain access to opposition supporters who would not normally seek out their 

message in order to discredit their policies and their leaders. These tactics 

usually involves presenting them as less trustworthy in key policy areas such 

as managing the economy or national defence or at a more personal level by 

attacking the integrity or competence of individual politicians. This negative 

campaigning can be combined with a soft power campaign promoting the 

strengths of the favoured candidates and there are already examples of how 

effective this technique can be on a receptive audience that is technologically 

literate and with a wide individual ownership of devices capable of receiving the 

message.  

 

Barak Obama’s use of social media as a tool of soft power proved particularly 

noteworthy in the 2008 presidential campaign. In the previous 10 years prior to 

his election US broadband Internet access had doubled to 55 per cent and 

social networking applications had matured; technology which Obama’s team 

fully exploited and placed at the centre of their strategy. Although all the 

candidates hoping for the Democratic party nomination had websites, he made 

better use of Twitter, text messages and Facebook to proactively engage with 

his supporters in publicising his message, gaining supporters and fund raising, 

whilst attacking his opponents through this new medium.20 
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An integral component of any campaign to influence behaviour is an 

understanding by the target of the originator of the message and their 

intentions. This may be clear when faced with military force or a radio broadcast 

announcing its origin, but may be erroneous if it is part of a deception plan. 

Within cyberspace, attribution may not be straightforward and misinformation is 

rife. Social media in particular has been noted as providing an environment in 

which individuals have been deceived, sometimes with devastating personal 

consequences.21 Established media organisations and democratic 

governments with an online presence strive to ensure the credibility of all 

information that they broadcast and that it is not perceived as state-sponsored 

propaganda. To achieve this, it must be truthful and open to corroboration, 

clearly attributable to the source and sensitive to local cultures and religions.22  

 

Despite the efforts of reputable news organisations to disseminate information, 

which to the best of their knowledge is unbiased and neutral, the mass of 

conflicting information online can be problematic. It has been shown that what 

people believe to be true and what they wish to be true can be very different 

with audiences evaluating evidence in a biased manner. Examples 

demonstrated that where political convictions are challenged by scientific 

studies, people interpret the results to fit their preconceived beliefs.23 According 

to NATO doctrine, campaigns to alter perceptions, attitudes and behaviour have 

a greater chance of success if they are seen as credible and from the target’s 

perspective spread a consistent message. The use of indisputable facts that 

can survive scrutiny will build the confidence of the audience who may then be 

able to accept more unpalatable information.24 Similarly, it may be 

advantageous to present an opposition’s information campaign as untruthful or 

even to confuse the attribution of certain messages. According to UK Doctrine, 

PSYOPS are categorised according to their attributability as follows:25 
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White: White PSYOPS involve products disseminated and 

acknowledged by the sponsor or accredited agency. 

 

Grey: Grey PSYOPS involve products that do not specifically reveal their 

source. 

 

Black: Black PSYOPS involve products that appear to emanate from a 

source other than the true one. 

 

The Doctrine also notes that the UK’s PSYOPS are predominantly white, as 

historically it has been found that black campaigns are generally less 

successful. Consequentially, its products are generally attributable to the UK or 

to a partner nation or organisation, even if they are part of an overall strategic 

deception plan or strategy to discredit an adversary.  

 

Whereas sabotage is an innately coercive activity associated with hard power, 

subversion may adopt either a hard or soft strategy and what method is used 

will depend upon how it is perceived that the target audience will most 

favourably respond to.  Although hard power may be used when nations are 

openly engaged in hostile acts; soft and the softer aspects of smart power may 

be employed in hybrid operations or in the period prior to offensive actions 

taking place. This initial state of operations prior to military engagement is 

referred to as ‘Phase 0’ during which the aim is to shape the battlespace and 

ideally prevent or deter armed conflict.26  It is during this stage that a soft power 

message may be predominant and subversive activities will take place to 

persuade an adversary to adopt a preferred course of action, which may be 

different from that originally intended. It is at this time that ‘The mission is the 

message, and the message is the mission.’27 

  

Subversion and maritime cyberpower 
 

Subversion in the pursuit of maritime cyberpower can present some difficulties 

as the environment is based on machine to machine communications that do 
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not directly interface with the human users who are the target of a campaign of 

subversion.  This is especially the case for fibre optic cables that carry vast 

amounts of data that are aggregated at terminal points prior to their undersea 

passage with individual users unable to engage with the product until it has 

been separated and routed to their personal electronic devices. There has been 

no evidence to suggest that data can or has been added or manipulated at the 

cables themselves to subvert a target and to date they are purely used as a 

means of data transmission or as a target of intelligence gathering or sabotage.  

The same issue occurs with two of the other components of maritime 

cyberspace; the position, navigation and timing signals from GPS or other 

similar satellite navigation systems and AIS that only provide data, rather than 

the type of information that could undermine beliefs or behaviour.  The key 

element, however which could have a major contribution to the delivery of 

maritime cyberpower are the parts of the radio frequency spectrum that are 

used for the transmission of human readable information within cyberspace.   

 

As has been seen from chapter 2, many countries are very active in filtering the 

content of cyberspace from their populations, which would make any direct 

attempt at a campaign of subversion or PSYOPS very challenging. Where this 

censoring takes place at the border between near and mid space the only way 

to be able to successfully access a local audience would be to engage directly 

with them by entering their near space.  Whereas penetrating wireless networks 

for the purpose of sabotage can only be achieved at the relative short ranges 

of Wi-Fi and well within the 12-mile limit of territorial waters, to be able to 

achieve power projection into the near space of a target country from 

international waters would be a distinct advantage. The versatility of maritime 

units to provide global access, mobility, and poise in an area of influence 

enables them to remain on station for extended periods providing an enduring 

presence and means to display both a very visible sign of intent and source of 

a soft power message. To take advantage of the attributes of the maritime 

environment, a proposed method of projecting cyberpower by influencing a 

target population through subversion or PSYOPS would be to harness the 

growing ownership of smart phones in the key demographic of young adults 
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who use mobile networks to access web based content. This is significant as in 

some areas smart phones are now becoming the predominant means to access 

the Internet with ownership in developing nations rising from 21% in 2013 to 

37% in 2015.28   

 

Whereas domestic carriers might impose significant charges and restrict 

content, a vessel at sea in international waters, but within communication range 

would be able to act as a mobile telephony base station enabling users ashore 

to download a range of otherwise censored material for free. This would entail 

ships having their own web servers containing a range of informative and 

entertaining content that would not be available to users in their own country. 

Although intended to be subversive by undermining the authority of the target 

government and circumventing Internet filtering and censorship, this material 

could also contain a soft power message of attraction and promoting alternative 

cultural values as part of a PSYOPS campaign. A ship operating 13nm off the 

coast of a target country would require a transmitter placed 45m above sea 

level to be within line of site of a receiver at ground level. 29 With rising ground 

inland or a higher transmitter, further ranges could be met until limited by 

topography, handset power or the technology in use. This technique could also 

be used to pass information to local mariners working in fishing fleets or vessels 

operating in coastal waters who have their mobile devices turned on when at 

sea. This has the added advantage in that if the warship or vessel transmitting 

the message is within sight, the origin of the message is clearly attributed and 

will allay fears that it is part of a campaign orchestrated by their own government 

to locate and identify opposition supporters. Using established techniques to 

capture the unique International Mobile Subscriber Number (IMSN) of mobile 

phones within range, text messages could be sent advertising the service 

offered.30 Subscribers would then be able to connect directly to the 

broadcasting ship’s transmitter and access material that has been optimised for 

viewing on mobile devices.  

 

As well as including multimedia files disseminating a soft power message; tools, 

applications, and advice on the use of Virtual Private Networks (VPN) or third 
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parties, known as proxies, could be included to enable users to access 

otherwise restricted material outside their country’s borders. Downloading such 

material via a mobile data connection would be very attractive as typical data 

rates of 14Mbps could be achieved using a 4G connection and with the latest 

generation of devices capable of 4G LTE-Advanced connections this speed 

could be increased to around 42Mbps.31 Once downloaded, material can then 

be shared within the target population either by transferring the files via a 

personal computer, laptop or directly between mobile devices using a peer to 

peer file sharing application.  Attempts to block the signals through electronic 

jamming are possible, but would have the side effect of also blocking domestic 

network traffic and the transmitting ship can respond by simply relocating to an 

uninterrupted area. Although mobile telephony is required when operating at 

range, the use of Wi-Fi could also be considered when ships are alongside in 

ports or harbours. Typically, this could be used to pass information to a local 

population where the host nation would be amenable to this type of activity, 

such as in a disaster relief operation. This would of course assume that 

electricity for charging mobile devices are available, or if not that hand wound 

or solar chargers are provided as part of a wider aid package. 

 
Subversion and cyber seapower  
 
The difficulties of using a predominately people focussed activity such as 

subversion to create the effects of sea control or sea denial through either hard 

and soft power means is undoubtedly challenging. As for maritime cyberpower, 

many of the components of maritime cyberspace that do not have direct human 

interaction cannot be used for subversion. This includes the undersea cables, 

PNT systems and AIS, but the communications media of RF transmissions and 

satellites do offer possibilities. The role of intelligence is important in this respect 

as it would be a key requirement to know what type and levels of access the 

target ships and their personnel have to cellular and satellite telephones, 

television receivers and radio. If they are available, direct telephone calls to the 

Commanding Officers of the ships may prove useful, particularly if there is no 

cost to receive a call. This may be particularly productive if intelligence can 
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determine whether a Commanding Officer might be susceptible to subversion 

and if so whether a soft or hard power approach should be used.  If the ships’ 

crew are known to have smart phones and are able to connect to a ship 

equipped with a mobile telephone transmitter arrangement described earlier, 

this may also be a useful method to engage with them directly. However, this 

method would only be practicable if the ships were within visual range and the 

crew could use their devices. In a hostile environment, this activity may result 

in the transmitting ship being regarded as a target and whilst active would be 

easily identified, tracked by electronic warfare sensors, and possibly even 

jammed or attacked if considered a threat. 

 

As part of a strategic PSYOPS campaign and depending upon the level of 

access an adversary has to social media ashore, a campaign directed at the 

families of target personnel as well as other military organisations may also 

provide a method to indirectly influence personnel at sea by spreading dissent 

or doubt as to the validity of their cause or the strength of military opposition 

that they may encounter.  The nature of the campaign and message that is 

promulgated would rely upon an in-depth Target Audience Analysis to 

determine whether such a campaign of subversion would be effective. The use 

of PSYOPS directed ashore as a means to subvert naval personnel and 

influence a maritime campaign has a very successful historical precedence in 

1939 at the beginning of the Second World War. Having sought temporary 

sanctuary in Uruguay following an inconclusive engagement with the British 

South American Naval Division, Captain Hans Langsdorff made the decision to 

scuttle his ship, the Graf Spee, in the entrance of Montevideo harbour rather 

than face what he believed was a superior allied naval force. Although British 

reinforcements were over 1000 miles refuelling in Rio de Janeiro, a story was 

leaked to the Germans via the Argentine media that they were in fact much 

closer and about to refuel at the Argentine naval base in Mar Del Plata.32 By 

subverting Lansdorff’s commitment to the authority of the Nazi regime and 

appealing instead to the welfare of his crew by not sending them to what he 

believed to be certain defeat, sea control within the South Atlantic was ceded 
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to an inferior naval force and this represents a powerful example of the use of 

the mass media communication of the day in support of military operations. 

 

Measuring subversion  
 

A key challenge of projecting any type of power in cyberspace is determining 

not only how best to deploy it, but also how to measure its effect. Conventional 

military hard power campaigns are violent in nature and results in physical 

damage to targets and casualties among the enemy. Post engagement battle 

damage assessment (BDA) would then be conducted to determine the effect of 

the activity and gauge its success with conflict in the physical environment 

ultimately measured in terms of territorial gain or control over an area.  

Compared to hard power campaigns, activities involving subversion, PSYOPS 

and indeed soft power generally are very difficult to quantify as behavioural 

changes, influence and affinity cannot easily be calculated. Instead, 

measurements or indicators are normally expressed in terms of an increase or 

decrease in a specified activity of a target audience.33 However, there is a 

danger that attempts to gauge success may only result in recording those 

aspects that can be more easily identified as discrete variables and not the 

more abstract elements such as how the message is perceived in terms of 

established cultural norms.  

 

Some matrices can however be identified such as within the social media 

applications employed in Obama’s successful Presidential election campaign. 

In addition to the previously used comparisons of monetary donations between 

the other candidates, these included comparing the numbers of Twitter 

followers of each candidate, which provided a direct indication of relative 

popularity as did MySpace ‘friends’ and Facebook supporters.34  In addition to 

purely just measuring the number of followers in Twitter, other methods have 

been used to determine the spread and impact of a message. Research has 

shown that the use of Twitter hashtags that identify certain topics as well as 

mentions and retweets can provide a more reliable indication of the influence 

of the originator than just comparing the number of followers.35 Since July 2014, 
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Twitter has also provided a powerful facility to investigate the use of its platform 

with its own analytics function that allows users to discover who has viewed 

their Tweets and provides an overview of their profiles.36  

 

Although the use of social media in which users actively interact with the 

application by posting their own messages and engaging with others readily 

lends itself to quantitative analysis, methods also exist to measure user 

engagement with other means of communication such as websites in which 

there may be no direct data input. The proposed method of projecting maritime 

cyberpower by using shipping as mobile transmitters for users to connect, 

access and download otherwise prohibited web based content presents a 

powerful method not only to disseminate the material, but also to measure what 

is popular and as importantly, what is not.  This activity is directed solely at 

creating an effect at the human layer of the model of cyberspace and the 

difficulty that this entails demonstrates that the higher up the model away from 

the lower infrastructure and syntactic layers, the more challenging it becomes 

to create and measure an impact in maritime cyberspace. By owning the web 

servers and content, analysis could be conducted to identify trends in web traffic 

and searches of content to provide indicators as to how an overall information 

campaign was progressing. 

 

Many of the techniques that can be applied to determining the effectiveness of 

a subversive or soft power message can be taken from the domain of Internet 

commerce in which website visits are recorded and analysed with the aim of 

optimising the user experience and increasing sales. Google analytics is a 

facility that provides information about a website’s traffic and measures the 

number of visits that results in actual sales. It can record in real time for later 

analysis how and from where the user accessed the site, such as directly or 

through other links, and tracks their interaction with the pages while logging 

what material is downloaded.37 Also commonly used by websites to aid their 

analysis of user activity are the use of cookies, which are small non-executable 

harmless text files, downloaded by web servers onto the devices accessing 

their websites. These can then be used to provide user identification of the 
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machine, record revisits, track browsing habits and tailor the user experience 

accordingly. By measuring the number of visits and their interaction with the 

range of pages contained within the site, ongoing and repeat interest in its 

contents can then be gauged.38 

 

Although both widely used, Google analytics and cookies do require the 

acquiescence of the user in allowing the use of scripting languages embedded 

in the websites to be executed by their browser and permitting cookies to be 

downloaded. An alternative method, which is purely server based, utilises 

monitoring software that tracks the mouse clicks and information requests of 

visitors to a website.39 This software records which pages have been most 

accessed, what type of information is of most interest and the path that users 

take as they navigate its pages and the time spent on each one. This type of 

web analytics software places no information onto the visitors’ computers and 

no personal information is collected. It is becoming regarded as an essential 

component of those with a commercial web presence and although designed 

and primarily used as a method of optimising the web experience of potential 

customers, it has a potential use as a means of measuring the reaction to 

material designed to spread a soft power message. 

 

In addition to the methods used in optimising online commerce, there are also 

other means available that could theoretically be used to project and measure 

the spread of soft power. These originate from techniques used by the creators 

of malware and involve activities that could be regarded as straying into the 

realm of hard power and would have significant legal and ethical constraints in 

their use. These draw on the methods used by botnets to deliberately infect a 

target computer with executable code, which would then report back to a 

command and control server. This could be achieved by the victim clicking on 

a link within a website to download the code, or even by conducting a driveby 

attack by just visiting a specifically designed page containing the malware using 

a browser configured to grant access to scripting languages.40 This spyware’s 

role could be as simple as reporting usage such as sites visited and material 

downloaded, but it could also be used for a range of other activities more 
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commonly associated with malware, such as harvesting user credentials and 

directing users to fake websites feeding false information or even rendering the 

machine itself inoperable. These different tracking methods are summarised in 

table 11 below.  

 

Tracking 
method 

Where hosted Active or 
Passive 

Invasive Site 
redirection 

Google 
analytics 

Client/Server Active Yes No 

Cookies Client/Server Passive Yes Yes 
Web 
analytics 

Server Passive No No 

Spyware Client Active Yes Yes 
  

Table 11: Methods of measuring web site interaction 

 

All these methods are mature technologies and their ongoing development and 

current use would be driven by the commercial need to understand how users 

interact with online commerce or, in the case of the final method, for illicit 

purposes. Botnets were first recorded in 1999 and have increased in complexity 

and sophistication to avoid detection and as a result end users may not even 

be aware of their existence within their computers. This may particularly be the 

case if their signatures are not included within the anti-virus software in use and 

the communication to their command and control server remains unnoticed.41  

 

The techniques used in commercial advertising to attract customers and 

increase revenue have distinct parallels with the desire of both state and non-

state actors to influence the behaviour of a population as part of a strategy to 

project cyberpower. Both are intended to alter the perception of their targets in 

order to conduct activities to the benefit of the originator. Advertising is the 

ultimate in soft power – the power of attraction and imitation with coercion and 

deterrence being an option used by those with an extremist culture, doctrine, or 

religion to promote. However, if detected, the employment of malware to 

harvest information or direct users to alternate sites would be seen as a 

provocative action by the target and depending on the nature of the information 



231 
 
   

disseminated and the political situation at the time may be seen as an 

aggressive or possibly even a hostile act. 

 

Conclusion to chapter 8 
 

Subversion is at the core of any power projection campaign as it is directly 

focussed at altering the behaviour of people to act in a way that is advantageous 

to the attacker by undermining the trustworthiness, integrity, and the 

constitution of an established authority or order.  As such, it can only be 

deployed in the far space of an attacker as it needs to engage in the near space 

of the target in which they access cyberspace.  However, the additional effort 

required to enter far space can be beneficial as targeting an individual directly 

can be a powerful method of undermining a cause, particularly if the they are 

strongly associated with its ideology, and may convince the uncommitted that 

they are not worthy of their support. Significantly though, the message does not 

have to necessary be truthful as it can be part of a wider campaign of 

psychological campaign designed to deceive or discredit an opponent.  

 

Table 12 illustrates how the use of subversive measures in maritime 

cyberspace targets the higher levels of chapter 4’s model of the cyberspace 

and seeks to interact with the human and semantic layers. This demonstrates 

that subversion relates to the values of people and to be effective must target 

them through their beliefs directly or through the systems that they use to gain 

information rather than via the raw, factual data associated with the lower 

levels. Subversion, does not naturally lend itself to maritime cyberspace and so 

by implication neither are maritime cyberpower or cyber seapower the optimum 

aims of this type of power projection. This is because they are by nature 

technical domains supporting the manufactured ships that are used to exploit 

and control the maritime environment.  However, using techniques derived from 

Information Operations using Psychological Operations it may be possible to 

target humans as in other ways and then use the components of maritime 

cyberspace as the delivery mechanism to subvert them. These techniques may 

draw on either cohesive hard power using threats or intimidation or the 
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attractive qualities of soft power depending on the nature of the operation and 

how it is perceived that the target audience will most favourable respond to in 

order to achieve the desired behavioural change. 

 

Layer Near space 
of 
subversive 

Mid space of 
subversive 
& target 

Far space of subversive & 
near space of target 

Mission Subversion 
Human   Mariners operating in 

coastal waters or ashore 
Families of mariners with 
influence over them 
Local population living in 
coastal regions 

Semantic   Using allied shipping as 
platforms for mobile 
telephone base stations 
with access to PSYOPS 
product 
Exploiting popular media 
such as social networking 
or news sites 

Syntactic    
Physical   Radio Frequency 

transmissions 
Infrastructure    
Services    
Geographic   Maritime 

 
Table 12: Targets of maritime cyber subversion 

 
These last three chapters have built on the previous five to fulfil the research 

objectives of this thesis by demonstrating the interdependency of the maritime 

and cyber environments in the projection of power at sea within the context of 

the new model of cyberspace. Initially, in considering the use of power 

projection activities within the context of the new three-dimensional model of 

cyberspace it demonstrated not only the utility of the model and how it can be 

applied, but that cyberspace does not exhibit universal characteristics and that 

its structure and use may differ at the source and destination of a cyberpower 

campaign.  By building on and expanding Rid’s work by applying it to maritime 

cyberspace, it achieved the second research objective by indicating the link 
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between the maritime and cyber environments by demonstrating how maritime 

cyberpower and cyber sea power can be exerted through Rid’s three offensive 

activities against an adversary. This confirm Rid’s assertion that cyber-attacks 

can be regarded as just sophisticated versions of these activities, although 

intelligence is an expansion of his original example of espionage and 

subversion has been extended to include Psychological Operations and in 

doing so fulfilled the third objective by developing a more nuanced and complex 

appreciation of how power can be projected in maritime cyberspace to reach a 

target audience. Throughout this analysis, Rid’s work has been used as 

providing the context of what techniques can be applied to achieve cyberpower.  

These have extended his original work to include additional details not 

previously considered such as how his three activities can be directed through 

different areas of cyberspace, both vertically through the different layers and 

horizontally through near, mid and far space.  

 

The relevance of maritime cyberpower is emphasised by the extent to which 

nations censor or filter traffic thereby preventing cyberpower projection from 

outside their borders.  Using the attributes of the maritime environment it may 

be possible to access the target’s mid or near space to bypass these restrictions 

and engage directly with a target system or population through maritime 

cyberspace. Cyber seapower however exploits the increasingly technical 

nature of ships’ systems and their dependence on a range of technologies and 

communications media that originate both externally and internally from the 

ship to influence their activities. The acknowledgement that the environment 

can play a role in being able to achieve cyberpower fulfils the third objective of 

this research by demonstrating that cyberspace does not exhibit the same 

properties globally and a consideration of the geographic setting in which its 

infrastructure and users are located will affect how cyberspace can be 

effectively employed to achieve a desired end state. 

 

From table 13 below, it can be seen that sabotage affects the lower, more 

technical elements of the cyber environment. These layers contain 

manufactured components that can be directly accessed to adversely affect 
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their operation to the advantage of the attacker.  As subversion is directed at 

people, as would be expected, it is the higher levels of the model that are 

targeted with a greater emphasis on influencing the user directly. Of interest is 

the semantic layer, which forms the link between the human users and the 

technical components of cyberspace and can be used for both sabotage and 

subversion.  Intelligence activities, or to use Rid’s term of espionage, also 

covers all layers of cyberspace. This is necessary to gain a comprehensive 

understanding of the totality of the cyber environment and also to support both 

the sabotage and subversion elements, emphasising its essential role in 

underpinning all military operations. 

 

By demonstrating the coherence between the model of cyberspace developed 

in chapter 4 with Rid’s three cyber activities and their relationship with the new 

concepts of maritime cyberpower and cyber seapower, the key findings of the 

previous chapters can be brought together.  These show how these three 

distinct contributions to cyberpower projection can combine with the utility of 

regarding the maritime environment as having unique properties when 

considering how best to alter the behaviour of a target through cyberspace.  The 

next, and final, chapter will conclude with the results of this research and will 

propose how nations can exploit the conclusions of this work to be able to 

exploit maritime cyberspace for power projection most effectively. 
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Layer Cyberpower activity 
Mission Intelligence Sabotage Subversion 
Human Phishing 

campaign to 
access 
systems 

 Mariners operating in 
coastal waters or 
ashore 
Families of mariners 
with influence over 
them 
Local population 
living in coastal 
regions 

Semantic Exploitation of 
vulnerabilities 
in software 

Spoofing 
GPS/AIS 
Hacking maritime 
logistics systems 

Using allied shipping 
as platforms for 
mobile telephone 
base stations with 
access to PSYOPS 
product 
Exploiting popular 
media such as social 
networking or news 
sites 

Syntactic SIGINT 
collection by 
submarine 
 
Shipping 
detection 
through AIS 

Jamming 
GPS/AIS/ 
Communications 

 

Physical Light in fibre 
optic 
cables/Radio 
Frequency 
transmissions 

Light in fibre optic 
cables/Radio 
Frequency 
transmissions 

Radio Frequency 
transmissions 

Infrastructure Seabed 
submarine 
operations 
 
Fibre optic 
cables at 
landing point 

Cutting fibre optic 
cables 

 

Services  Interrupting 
power and 
supporting 
services 

 

Geographic Maritime/Land Maritime/Land Maritime/Land 
 

Table 13: Components of cyberspace used for power projection in the 

maritime environment 
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Chapter 9: Conclusion 
 
This thesis has addressed three distinct research objectives that together 

define the relationship between the maritime and cyber environments within the 

context of power projection and security. Power in the context of this research 

has been defined as the ability to affect the behaviour of people such that A can 

be regarded as having power over B to the extent that they can get B to do 

something that they would not otherwise do.1 Security is regarded as the means 

by which a power projection strategy can be neutralised or inhibited. This ability 

to be able to alter the activities of a target individual, group, or population to the 

benefit of the perpetrator and possibly to the detriment of the target is at the 

heart of a campaign of power projection in any environment and this thesis drew 

on several methods by which this can be achieved by combining the attributes 

of the maritime and cyber. 

 

The first objective was to introduce a novel three-dimensional model of 

cyberspace optimised to better understand and explain how its properties and 

attributes can be measured in terms of power projection and to demonstrate 

that the environment does not exhibit universal characteristics, but that its 

structure and use may differ at the source and destination of a cyberpower 

campaign. This emphasises that the view of cyberspace often portrayed as 

some form of ‘cloud’ is unhelpful and that its attributes will vary depending upon 

a range of factors including technical, political, and geographic. Essentially 

there is no ‘cloud’, it’s just part of cyberspace owned by somebody else. 

 

The second objective was to investigate the close relationship and 

interdependence between the maritime and cyber environments within the 

context of power and security leading to the new concept of maritime 

cyberspace. This enabled direct parallels to be drawn between well-established 

notions of how power at sea is derived and can be applied to the cyber 

environment. 

 



239 
 
   

Finally, by classifying cyberattacks as acts of intelligence gathering operations, 

sabotage, or subversion, the third objective built on the outcomes of previous 

two to develop a more nuanced and complex appreciation of how power can 

be projected in maritime cyberspace to reach a target audience and better 

understand the types of effect that can be achieved and which component of 

cyberspace is utilised to achieve a particular outcome. 

 

As political and military activity extended initially from the land to include 

maritime, air and now also to encompass space, previous literature has tended 

to overlook their relationship with the cyber environment. This was despite 

historical precedents of combining the attributes of the physical environments, 

as demonstrated by the employment of specialist amphibious warfare units, 

shipborne aviation and the use of satellite derived communications and 

intelligence illustrating how naval forces can combine their distinctive qualities 

in the projection of seapower. The rationale for conducting this research now is 

that previously ships have been disconnected from the wider cyber environment 

and were regarded as autonomous vessels with only minimal interaction using 

external data communication systems. This has now changed in that they have 

increasingly become reliant upon cyberspace for their navigation, safety, 

logistic support and for coordinating their movements with other vessels, 

particularly when operating in congested coastal waters. In addition, onboard 

management systems are becoming more dependent upon computer based 

networks for their operation and when connected digitally to a shore based 

infrastructure have become an integral part of the global cyber environment. 

That, and the ability for a nation’s ships and submarines to engage with the 

shore based infrastructure of another country to extend their influence into 

another state has raised the profile of the relationship between the two 

environments.  

 

In considering the first research objective it was important that the new model 

of cyberspace could encompass the characteristics of the environment in such 

a way that all aspects of an operation to project cyberpower could be 

considered as well as how such a campaign could be disrupted. Integral to this 
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was a recognition of the geographic differences that may exist in the 

environment at the source and destination of a power projection campaign and 

how that could affect the properties of cyberspace and the ways in which the 

information could be accessed. The model was used to demonstrate that 

cyberspace does not exist in isolation and must incorporate and consider the 

physical and supporting elements that enable it to function, including the 

environment in which its infrastructure is located and through which it transits. 

Furthermore, it needed to be able to account for the variety of communicating 

media used by both state and non-state actors and that the path followed by 

data may not be under the control of either the transmitting or receiving 

locations. This is significant as the methods and degree of sophistication used 

by different organisations and individuals to target an audience may differ and 

yet the impact of a successful campaign may be very similar. 

 

A key aspect of this model was that it expanded on and combined the work of 

others who have been prominent in this area of research. Previous literature 

has sought to explain of nature of cyberspace in terms of layers with each one 

having distinct attributes and properties. Viewing cyberspace in this way has 

evolved from initially a three-layer model to four and this thesis builds on both 

to propose an eight-layer structure. This involved including for the first-time 

factors such as its relationship with the geographic environment through which 

it passes, supporting services, the human user, and an inclusion of the purpose 

for the user engaging with cyberspace. Together these provide a 

comprehensive understanding of all elements of the environment that combined 

can effectively project power through cyberspace. 

 

As the new model of cyberspace was designed with the intention of 

understanding cyberpower, its initial layered format was further developed to 

enable it to be interpreted in three dimensions. This included combining its eight 

layers with an appreciation of distance through near, mid, and far space taken 

from the UK Ministry of Defence’s Cyber Primer and making it possible for each 

aspect of the environment to be assessed as part of an overall cyberpower 

campaign. These enabled differences in the properties of cyberspace to be 
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identified at the source and target of a cyberpower campaign as well as the 

components between them.  To this two-dimensional view, a third component 

was added by enabling a differentiation to be made between the techniques 

used for hard, soft, and smart power projection. This enabled a consideration 

to be made as to the type of message to be promulgated and that the properties 

of cyberspace at the point where the target accesses it may determine which 

has the greatest chance of achieving the desired behavioural change. By 

combining these elements from previously published work, the resultant three-

dimensional model drew on their strengths and expanded its overall utility to 

enable cyberspace to be viewed in a new and more comprehensive manner.  

 

 A key aspect in the development of this model was its successful validation in 

the qualitative analysis of a range of cyber-attacks, which enabled a range of 

incidents to be modelled in terms of their sophistication and the layers that they 

targeted. The results of this study enabled it to be concluded that the further 

away from the human interface that the attack sought to target, the greater the 

level of sophistication needed. This is due to the additional complexities of 

interacting with elements of a systems that are not intended to be directly 

accessed and therefore require bypassing the intended user interface. From 

the endorsement of this new representation of cyberspace, it was seen that it 

has the potential for it be used for planning offensive activities in cyberspace.  

This would include modelling a cyberpower campaign and analysing a range of 

potential attack methodologies. From a defensive perspective, it could also be 

used to identify security weaknesses in a system that may need to be 

addressed to counter a cyber-attack. As such the model can be regarded as 

being of use to anyone who wishes to understand how the elements of 

cyberspace that they control interfaces with the wider environment and can also 

highlight the threats and opportunities that it presents.  

 

A distinct aspect of the qualitative analysis of the model was that by referring to 

the conclusions of industry commentators of each cyber-attack it was possible 

to demonstrate that generally the more sophisticated types of attack were 

attributed to state actors with the resources and expertise available to invest in 
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more complex attack methodologies. This can be used to analyse the attributes 

of new cyber-attacks as they are detected to determine how they align with 

those previously detected to provide an indication of their possible source. 

 

The second objective of this research was to investigate how the attributes of 

the maritime and cyber environments can be combined, which resulted in the 

new concept of maritime cyberspace being developed. An understanding of the 

relationship between the natural physical attributes of the sea and coastal areas 

and the artificial manufactured technologically based cyberspace is important 

as it raises significant security implications for all seafarers who engage with 

them. This is due to the potential opportunities it presents to those nations that 

regard themselves both as maritime powers and also to understand the 

importance of the cyber environment and how they can both be exploited to 

fulfil their national foreign policy aspirations. This includes nations that not only 

have significant military assets afloat, but also those that exploit the seas for 

economic purposes by harvesting its resources or for the global transportation 

of cargo. 

 

The relationship between the maritime and cyber environments, particularly 

within the context of influencing others, is an area that is unexplored in terms 

of research and understanding as the two environments are usually studied in 

isolation and their mutual dependencies not considered. However, when 

combined, their unique characteristics can be harnessed both to alter behaviour 

and through the implementation of security measures used as a counter power 

strategy, to limit the influence of others. The research strategy used in 

addressing this issue initially involved an appreciation of the two environments 

with the aim of understanding how their properties affected each other and how 

they are used for power projection. This drew on a range of literature sources 

including international legal agreements and national policy and doctrinal 

documents as well as technical material related to the construction of 

cyberspace and the protocols that enable data exchange to take place. 

Combined, this investigation confirmed the following important similarities in the 

attributes of the maritime and cyber environments: 
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 Despite one being a natural environment and the other artificial, both 

require manufactured means to exploit them, be it a vessel of some description 

for the maritime or a computer and coded software applications for cyberspace. 

 

 Both environments have areas that are legally recognised as owned by 

identifiable parties or countries such as national territorial waters or an 

organisation’s local area network and other parts that are not under the close 

supervision of any entity such as the high seas or the traffic within the Internet’s 

large capacity backbone networks or undersea cables. 

 

 It is not possible to for one country to totally control everywhere, all the 

time, the activities that take place either across the world’s oceans or in 

cyberspace. 

 

 However, influence or local control is possible in some areas, some of 

the time through the predominance of the number of ships owned or operated 

by a single nation or in the amount of hardware and software that originates in 

one country or produced by a single company.  

 

 There are a range of international agreements that dictate the use of 

both environments, be it the United Nations Convention on the Law of the Sea 

or the Internet’s routing and addressing protocols.  

 

 Both environments are fundamental to global trade and are essential 

elements of a modern economy and require freedom of access and the 

confidence to operate securely without external interference. 

 

 Control over both maritime and cyber environments can be contested 

with disputed areas of the sea subject to tension where sovereignty is 

challenged, which may result in the presence of warships attempting to exert 

dominance. Areas of cyberspace can also be contested in which state and non-
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state actors seek to gain control of the infrastructure of another’s to exfiltrate 

data or to adversely affect its performance or routing protocols. 

 

Combining the features of these two environments led the development of the 

concept of maritime cyberspace. This consists of those aspects where a mutual 

dependency exists between the maritime and cyber environments. Currently, 

maritime cyberspace has been defined as comprising four components; 

satellite derived position, navigation, and timing (PNT) data, the Automatic 

Identification System (AIS) that contributes to maritime safety, terrestrial Radio 

Frequency data communications and finally the undersea fibre optic cables that 

carry transoceanic digital communications. By considering the composition of 

maritime cyberspace and relating British Maritime Doctrine to the attributes of 

cyber environment, a direct association can be drawn between power at sea 

and power in cyberspace. This enabled the concepts of maritime cyberpower, 

which is comparable to maritime power and cyber seapower, which has similar 

attributes to the notion of seapower in the physical environment to be 

developed. The difference between these is that whereas maritime cyberpower 

seeks to achieve an effect from the sea that influences events anywhere in 

cyberspace, cyber seapower seeks to use cyberspace to achieve an effect 

solely in the maritime environment, including the littoral.  Cyber seapower itself 

is comprised of cyber sea control and cyber sea denial, which would enable a 

maritime cyber power to have similar influence over aspects of maritime 

cyberspace as a maritime power would have in the physical environment. 

 

In addressing the issue of how to investigate the nature of power projection and 

security within maritime cyberspace this research examined the evolution of the 

debate through the work of Arquilla and Rid. Whereas Arquilla suggested that 

cyberwar may be used as an alternative to a conventional destructive 

campaign, Rid countered this suggestion by offering a more pragmatic and 

evidenced based approach and that by nature cyberspace is inherently non-

violent with only limited capacity for inflicting force on others. To address the 

tension between these author’s viewpoints, this research used the more refined 

and, at the time of its publication, contentions conclusions of Rid as the basis 
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on which to develop the unexplored area of how offensive cyber activities can 

be conducted from and within the maritime environment. To provide the 

foundation on which to expand the work of Rid, this study also drew on the work 

of Nye and his classification of hard, soft, and smart power types. This provided 

the theoretical background as to how cyberspace could be used as the medium 

by which targets can be influenced through either one or a combination of 

attraction, persuasion or coercion.  

 

The first of Rid’s activities to be examined was what he termed espionage. This 

was expanded to encompass the full range of techniques that could be 

employed to collect information from a target within cyberspace, which after 

analysis could produce actionable intelligence. This is significant as there is a 

considerable amount of information that is freely available, released either 

intentionally or unintentionally by its originator and that it may not be necessary 

to revert to covert, intrusive techniques that if discovered may be regarded as 

hostile if discovered by the system owner.   

 

The second activity, sabotage was examined to determine how maritime 

cyberspace could be used to project power and influence both in and from the 

sea by adversely affecting maritime systems’ intended mode of operation. This 

indirect form of power projection seeks to alter the behaviour of people by 

targeting the technology that they use. This aims to either limit an adversary’s 

ability to engage with cyberspace or to manipulate the content of the material 

they interact with to change their perceptions and opinions of events. The role 

of sabotage is significant as it implies a physical effect on a computer network 

or connected device through the use of computer code. Achieving an effect 

equivalent to a conventional kinetic attack, but which is conducted remotely and 

possibly with ambiguous attribution, is one which modern highly connected 

nations are now becoming acutely aware of, particularly in terms of when a 

cyber-attack can be regarded as a warlike act and result in retaliatory action 

from land, air or maritime forces. 
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Rid’s third activity involves the use of subversion as a means of power 

projection in maritime cyberspace. Subversion differs from the information 

gathering activities of intelligence operations and the targeting of systems in 

cyberspace by seeking to directly influence the ultimate target of power, the 

human users by undermining their trust in the established order or to persuade 

them to act in a different way by offering a more attractive option. As the filtering 

and censorship of cyberspace by nations at their borders and internally within 

its networks can interfere with a campaign reaching its intended target, the 

properties of maritime cyberspace can be ideally suited to a soft power 

campaign as well as the more subversive activities of deception and false 

attribution by directly accessing individual users through their personal devices. 

The ability to influence behaviour through non-kinetic means is already 

recognised, in the military by the discipline of psychological operations 

(PSYOPS), which seeks to influence perceptions as part of a wider campaign 

of information operations. However, although maritime cyberspace offers the 

potential to use these techniques, to be most effective they must be coordinated 

with a broader strategic communications plan to ensure that the message is 

coherent with the overall campaign strategy. 

 

By combining the results of this study and analysing the attributes of Rid’s three 

offensive cyber activities of espionage, sabotage, and subversion with Nye’s 

differentiation between hard, soft, and smart power within the overall context of 

the new model of cyberspace the relationship between them can be shown. 

This has resulted in the development of a new and readily repeatable means 

by which an operation can be planned and conducted based on figure 23 below, 

which illustrates the road to cyber conflict.  By demonstrating that the path from 

peace to war consists of a spectrum of activities ranging from peacetime 

diplomacy through to rising tension and ultimately to high level conflict, it 

highlights that there is a middle ground, the so called grey zone when hybrid 

warfare is the predominant activity during which a combination of both 

diplomatic and warlike actions can take place in cyberspace.  This spectrum of 

political activities aligns with the types of power projection proposed by Nye with 

soft power chiefly a peacetime activity and hard power gaining precedence 
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during warfare with both elements being employed as part of a hybrid strategy.  

Linking this to cyber operations, soft power aligns to a non-violent campaign of 

subversion that seeks to undermine the authority of an adversary and presents 

an alternative cultural norm as being more attractive and beneficial than that 

offered by the current regime. This would involve targeting the human layer of 

cyberspace directly via the applications that they use to interact with the 

semantic layer. Subversion is also only targeted in the far space of the 

perpetrator as that is where the adversary’s population is located.   

 

Once increasing tension leads to more aggressive activities being conducted, 

figure 23 recognises that a smart power strategy may be employed leading to 

the employment of both subversive and sabotage operations in equal measure. 

This would be the most complex to plan and conduct and requires a careful 

intelligence led assessment of the target set to identify those who would be 

most responsive to threats rather than persuasion.  

 

Should a smart power campaign fail to achieve all its strategic aims, an 

operation focused more on hard power may be considered. In this situation, 

there would be a greater focus on sabotage operations, possibly in coordination 

with subversion, but persuasion would now take a subordinate role as the 

political direction would now favour a strategy based on a more threatening 

posture.  Coercion and intimidation in cyberspace can be employed across a 

wider range of the layered model as it can employ a more technical, rather than 

human focus. In conducting sabotage operations, a campaign planner has a 

larger target set in that as well as targeting the semantic layer that was initially 

used in the soft power phase, they can also include the layers below as far as 

the supporting services layer that provide the power, cooling, and the physical 

security of the environment. Again, sabotage operations can be focussed at the 

far space of the aggressor in the near space of the victim, but actions may occur 

in mid space if engaging with these systems will also adversely affect the target.  

The final action, intelligence gathering, is an expansion on the more restrictive 

activity of espionage proposed by Rid and is a reoccurring activity throughout 

the road to conflict. This includes acquiring data from all sources within 
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cyberspace and not just those that are protected and requires precursor 

operations to compromise security measures before they can be accessed. The 

requirement to conduct intelligence mirrors every other operation in the physical 

environment of the sea, land, air, and space where a knowledge of the 

adversary and an assessment of their intentions is fundamental to inform the 

planning process.  The global nature of cyberspace and the mostly passive act 

of intelligence collection means that this activity takes place throughout the 

environment where useful information can be collected and so will include all 

levels and locations defined in the model. 

 

 
Figure 23: The road to cyber conflict 

 

This thesis has combined a range of concepts and research subjects that have 

not previously been considered together to determine how power and influence 

can be projected within the maritime environment and what security measures 

are required to inhibit it. Using its conclusions in conjunction with the model of 

cyberspace and the graphical illustration of the road to cyber conflict shown in 

figure 23, a new military doctrine could be derived based on the ability to 

achieve a more comprehensive understanding of the nature of cyberspace as 

a means of power projection. This doctrine would be based on mapping a path 

from source to destination in cyberspace and highlighting the preferred route 

as well as highlighting those elements that may prevent its successful passage. 

This would also include an assessment of the geographic region through which 
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the infrastructure of cyberspace is located. As well as tracing a route, this allows 

the methods to be identified that may be successful in projecting the three types 

of power; hard, soft, or smart. These may in turn influence the decision as to 

which one is to be used based on the international situation, political intent, and 

available access.  

 

As a result of this research, potentially new areas of investigation have emerged 

to further examine the properties of maritime cyberspace and how they could 

be expanded to be applicable not only in terms of power projection, but also in 

other contexts. For example, its third dimension highlighted the different 

characteristics of hard, soft, and smart power and how they could provide the 

foundation for the creation of a planning tool to assess how effective different 

power strategies might be. This was not examined in detail in this research, but 

could be a subject area for further investigation to include the use of the model 

with real world data to validate its utility in presenting a range of options to a 

decision maker. To be most effective, this would require access to a range of 

data sources, many of which may be nationally sensitive and so outside the 

scope of this work, but could be of benefit to government agencies. 

 

Although this thesis focussed on international relationships, there is also 

potential to use the new model of cyberspace as a means to assess the security 

of an organisation or domestic user. This could involve the production of 

templates to address a range of security issues to enable an appreciation of 

each element of an enterprise to be assessed with its strengths and 

weaknesses analysed and highlighted. The different properties of near, mid, 

and far space and how they interact could provide a useful insight into how to 

protect the boundaries between networks owned and maintained by different 

organisations and for mapping routes between them. This would be of interest 

to those engaged with both domestic and international partners to identify how 

differences in the properties of cyberspace affect communications across a 

range of jurisdictions and whether alternative business strategies and security 

measures should be used when trading with other nations.  
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An important consideration in any further work and an issue that became 

apparent when reflecting on the research objective was the fluid and continually 

evolving nature of cyberspace. Investigating the nature of the environment 

using the model is not an activity to be conducted once only, but one that should 

be constantly reassessed to determine how any changes in the elements of the 

model of cyberspace may affect its properties and how they can be exploited to 

maximum effect. As cyberspace changes, the model itself should be regularly 

reviewed to ensure that it remains relevant and fit for purpose and that as new 

technologies and uses are found for the environment that its layers remain 

applicable or whether they should be redefined, sub-divided or removed. 

 

Although this research has concentrated on the maritime environment, the 

methodology could also be applied to the land and air environments. The 

relationship between of hard, soft, and smart power types with intelligence 

gathering, sabotage and subversion within the context of the model of 

cyberspace developed as part of this research is not only relevant to operations 

at sea but could be equally of use in other warfare disciplines. Used in 

conjunction with a nation’s army and air force doctrines, their combined findings 

would be of benefit in the planning of a joint warfare campaign of cyberpower 

projection deployed across an adversary’s battlespace. This would be 

particularly relevant where a campaign’s area of operations encompasses a 

range of geographic areas, each with their own distinct properties that may 

affect cyber power projection. Space, as an unmanned environment would not 

at present be a valid area for this application of all aspects of this research, but 

the hijacking and sabotage of satellite systems may prove to be a important 

subject as a supplementary activity. 

 

Allied to any action offensive action conducted by a nation outside its own near 

space in the near space of other states’ networks is the issue of legality and the 

applicability of the laws of war. Although state on state espionage is not deemed 

illegal in international law, it would be governed by each country’s own domestic 

law with authorisation given to limit the extent of the activity and the target. 

However, as highlighted in the Tallinn Manual, activities in cyberspace that 
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result in similar effects to that of a kinetic weapon would be considered as such 

under the International Law of Armed Conflict and be subject to the same 

constraints and restrictions. As this research has demonstrated, offensive 

actions in cyberspace are often conducted covertly, which limits public scrutiny, 

academic discussion, and the development of international agreements. 

Should further evidence of what may be regarded as incidents of cyber warfare 

enter the public domain, there may be a greater demand for research leading 

to the establishment of international agreements to regulate and formalise its 

conduct. 

 

In terms of a broader cyber security perspective, this research has highlighted 

that the role of cyber security is to prevent access and protect assets from 

unauthorised interference within cyberspace. Although normally regarded in 

terms of protecting infrastructure and data from theft or damage; that is, 

intelligence gathering and sabotage, this thesis has shown that assets can also 

include human users. Thus, using security measures to prevent an adversary 

from using cyberspace to gain access to a target population in order to alter 

their behaviour may be a valid objective of a plan to counter cyber power. 

Although, this sort of restriction to material is normally regarded as censorship, 

which has generally negative connotations, this research has shown that it may 

also be regarded as a legitimate activity to protect national interests from 

perceived unwanted or unwarranted external interference.  

 

In reflecting on the experience of conducting this research, the most significant 

lesson that has been identified is that power and projection in cyberspace is a 

complex and multifaceted discipline. Although cyberspace is an artificial 

medium based on technology and governed by well understood computer 

protocols that perform in a known matter, its content is generated, accessed, 

and interpreted by humans who are unpredictable. Although behaviour can to 

a certain extent be predicted based on culture, gender, age, background, and 

education, it cannot be forecast with certainty. The range of elements included 

in this research; the properties of the cyber and maritime environments, the 

elements of cyberspace identified in the model and the three types of power 
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projection and offensive cyber activities all represent its complexity and 

highlight the importance of the three research objectives of this work. These 

also illustrate the close relationship and interdependence between the maritime 

and cyber environments in terms of power projection and the need to develop 

a model of cyberspace to extend the work of significant contributors such as 

Nye and Rid to fully understand how it can be applied. Finally, this research has 

demonstrated that cyberspace is not universal or unique, but needs to be 

explored in different contexts or environments, which can vary depending upon 

the terrain or geographic location. 
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Chapter 9 Endnotes 
 
1 Dahl, R., 1957. The concept of power. Behavioral Science, 2(3), pp. 201-215. 
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Appendix 1: The six dimensions of the maritime environment 
 
Physical: The sea covers approximately 72% of the earth’s surface and 80% 

of the world’s population lives within 100 miles of it – a figure that is rising with 

population growth and climate change.1 Its physical characteristics are hugely 

variable with significant ranges of air and sea temperature, salinity, humidity, 

and depth affecting how it can be exploited for its resources. Oceanographic 

currents and regional weather conditions can also have a significant impact on 

transiting vessels with all seafarers acknowledging that it is an unforgiving and 

at times a difficult operating environment. Such variations affect both the users 

of the seas and the propagation of electromagnetic waves that can alter the 

performance of communication and radar systems upon which the safety of 

shipping depends. 

 

Economic: The waters that border a state can be an important source of 

national wealth. This is recognised in that all coastal nations can lay claim to an 

area adjacent to their borders by declaring territorial waters of 12nm and an 

Exclusive Economic Zone (EEZ) that can extend to as far as 200nm out to sea. 

This can be used for fishing, natural resource extraction or more recently as the 

base for renewable energy initiatives.2 The protection of this area from the 

financial cost of illegal access is regarded as an important role for a country’s 

government. The UK for example has 6,444 registered vessels in its fishing 

industry employing 12 400 people and in 2010 supported a market worth £5.84 

billion. With seafood consumed by four out of five UK households at least once 

a month, overfishing and depletion of this important natural resource can be a 

significant political issue.3  

 

As a means of facilitating commerce, cargos carried by sea are at the forefront 

of the world economy with around 90% of world trade carried by the 

international shipping industry. Globally, there are at least 50 000 merchant 

ships registered in over 150 countries and manned by over a million seaman of 

virtually every nationality moving cargo between more than 3 000 major 

commercial ports.4 There are three major types of merchant ships at sea; 
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container ships carrying manufactured goods, bulk carriers transporting dry raw 

materials and tankers containing oil, chemicals and petroleum products with 

merchant traffic of all types predicted to rise as developing economies in the 

middle and Far East mature. With most trade dominated by three economic 

centres in North America, Europe and Asia, London is currently the world’s 

principal centre for a wide variety of maritime industries including the Baltic 

Exchange, whose members are responsible for arranging a large proportion of 

dry cargo and tanker trade.5 The UK maritime industry directly contributes up 

to £13.8 billion to the UK economy and indirectly contributes a further £17.9 

billion. Overall the sector accounts for over 2% of the entire UK economy and 

creates £8.5 billion in taxes each year.6  London’s financial centre is at the heart 

of the international maritime insurance industry through the specialist service 

that Lloyds of London performs and has a prominent stake in the development 

of maritime law, and banking.7  Finally, exploration of the seas for the recovery 

of fossil fuels or using shallow waters as the base for off shore wind farms has 

become an important consideration in many coastal states’ economic planning 

and has increased the potential for international disputes to arise. In some 

areas, such as the North Sea, nations with a stake in the wealth that can be 

derived from oil exploration are engaged in collaborative ventures whereas in 

other locations, such as those surrounding the Falkland Islands, it has 

increased the already tense relationship between the UK and Argentina over 

the sovereignty of the Islands and the rights to exploit its surrounding waters.8 

 

Political: Although over three quarters of the member states of the United 

Nations are coastal nations, the seas are mostly ungoverned as no country may 

subject any part of the high seas beyond its EEZ to its sovereignty.9  However, 

some sea areas are politically very sensitive such as those which are choke 

points for maritime trade or where sovereignty is disputed for economic or 

political purposes. These include the Straits of Hormuz, which are near the 

coast of Iran and areas of the South China Sea where China has claimed areas 

of sovereignty despite objections from the neighbouring states.10 This has 

resulted in the militarisation of several regions where conflicting national 

interests arise and the extension of national sovereignty out to the maximum 
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possible distance has become a contentious issue.  These conflicting claims 

can be very challenging to resolve if there are cultural or historical precedents 

to the ownership of disputed areas. This may be particularly so over islands, 

ownership of which may also then extend rights over their surrounding waters 

and associated natural resources. 

 

Diplomatic: Allied to the political dimension of states seeking to expand their 

national sovereignty out to sea for economic purposes are the diplomatic 

consequences of where claims to the same area of water arise. Existing 

diplomatic agreements and international bodies such as the United Nations can 

help diffuse complex situations, but only where both sides agree to abide by 

their judgements. This has been brought into sharp focus by the Chinese 

government’s refusal to participate in or accept arbitration with the Philippines 

over territorial sovereignty disputes in the South China Sea.11 This is significant 

as should the Philippines continue to pursue their claim in the international 

arena and maintain international support, China’s refusal to yield could have 

international diplomatic consequences. However, China’s vastly superior 

military forces and aggressive expansionism in the region, coupled with a 

reluctance by the rest of world to intervene will result in it achieving its aims with 

the resulting loss of credibility of the United Nations and other international 

bodies. 

 

Legal: Notwithstanding China’s policy of choosing to disregard international 

agreements and arbitration when it suits their domestic political agenda, there 

is a substantial body of important legal conventions to which many nations have 

agreed to abide. The most important of these is the 1982 UN Convention of the 

Law of the Seas (UNCLOS), which as of 2 January 2015, had been ratified by 

167 nations, including China, but notably not the United States.12 This 

Convention contains a range of legal rights and obligations for both coastal 

states and those nations that have flagged vessels. Its most important is that 

although all states can claim maritime zones, including territorial waters and 

EEZs, they are to be regarded as international spaces and vessels of any nation 

can transit through them on innocent passage. In addition, warships may 
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exercise and operate in the EEZs of other nations, although there are 

restrictions on their activities in territorial waters.  All states, even landlocked 

ones, have the right to operate flagged vessels and where they do, have 

exclusive jurisdiction over them. Any nation’s vessels can thus operate 

worldwide without interference and may only be subject to inspection by other 

country’s warships in very limited circumstances such as if they are suspected 

of being engaged in piracy or slavery. 

 

Military: The seas have been used for military purposes and the projection of 

power for many thousands of years; the first organised invasion by sea of the 

British Isles being by the Romans in 55BC. Today there are estimated to be 

over 150 navies world wide ranging from the worldwide global reach of the 

United States Navy to small coastal forces operated by third world nations.13  

Although not all navies have ocean going, so called blue water, aspirations and 

seek to operate for extended periods in international waters away from home, 

smaller forces have the potential to conduct local sea denial operations that can 

constrain the conduct of larger navies. For example the use of three 

conventional submarines by the Iranian navy has been a cause for concern for 

their ability to threaten the passage of shipping through the Straits of Hormuz.14 

The use of mines has also been used as a means to close shipping lanes and 

the Royal Navy has four minehunters permanently based in Bahrain to mitigate 

this threat to regional shipping.15 This threat is taken particularly seriously as 

demonstrated by a 34 ship anti-mine exercise that took place in 2013 following 

threats made at the time by the Iranian government that it would respond to 

sanctions or attempts to stop its nuclear programme.16   
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Appendix 2: Intelligence sources and their relationship with maritime 
cyberspace1 
 

ACINT: Acoustic Intelligence involves the analysis of sonar or radiated noise 

from shipping and is of use in identifying individual types of vessel or 

underwater weapons from their noise signature. As these frequencies are 

below those used for data transmission, it has no relevance for maritime 

cyberspace. 

 

GEOINT: Geospatial intelligence uses information derived from mapping and 

the analysis of terrain data. This will have relevance in tracing the routes of 

undersea cables and their landing points as well as predicting the ranges at 

which signals can be intercepted. 

 

HUMINT: Human Intelligence employs agents in the field to gather information 

and has a role to play in all intelligence based operations.  Although 

predominantly a technology based environment, maritime cyberspace is 

created, maintained, and exploited by humans who may provide useful 

intelligence. Although HUMINT sources are often portrayed as covert 

intelligence operatives engaged in espionage, they could also be researchers, 

academics or engineers who may be open about their role in supporting 

maritime cyberspace or include users who have unwittingly downloaded 

malware to their computers and whose activities online are being covertly 

monitored by intelligence agencies or criminal groups. 

 

IMINT: Imagery Intelligence uses sensors to capture still or moving 

representations of a target across a range of wavelengths including the visual 

spectrum, infrared or radar. As a medium used in the production of images, it 

has a similar use as for GEOINT in terrain analysis and identifying significant 

infrastructure such as coastal masts used for transmitting data or the areas 

where undersea cables come ashore. 
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MASINT: Measurement and Signature intelligence derives information from the 

analysis of the distinctive signatures of a target, which may be physical, thermal, 

or electronic. As this refers to the investigation of a physical object, it may have 

relevance in locating and identifying active infrastructure installations. 

 

OSINT: Open Source intelligence is the compilation of material freely available 

without recourse to covert measures for its collection. As cyberspace is a 

concept based on information in which users can access their own and other’s 

data worldwide, OSINT is at the heart of all aspects of the environment. 

However, OSINT collection can have two significant issues; ensuring the 

material is truthful and not part of a deception plan, and where quantity is an 

issue, being able to filter and sort the data to discover the significant elements. 

 

SIGINT: Signals Intelligence gathered from electromagnetic transmissions. 

This form of intelligence is at the heart of maritime cyberspace where fixed 

communication links between ships and to shore are not possible and is further 

subdivided into two forms, COMINT and ELINT: 

 

COMINT:  Communications Intelligence draws information directly from the 

contents of a communication channel such as from unencrypted radio 

transmissions and may also involve the decryption of secure media. 

 

ELINT: Electronic Intelligence that analyses the attributes of a radio 

transmission. This includes deriving useful intelligence from frequency, 

amplitude, signal strength, modulation type and for data communications  

the type of transmission, including the protocols, data rate, or network of users. 

This can prove to be a valuable source of information if the contents of the 

transmission themselves are unreadable due to strong encryption.  

  

TECHINT: Technical intelligence draws together information gathered on a 

piece of material to draw conclusions as to its purpose and performance. This 

can determine from, for example an aerial design, the power, modulation, 



261 
 
   

frequency, or direction of the transmission, which can cue other intelligence 

techniques such as ELINT onto a target. 

 

URINT: A phrase used by Intelligence analysts to describe a feeling in the water 

and is based on the experience and training of the analyst. It is often associated 

with the final type of intelligence, HINTELL. 

 

HINTELL: Deductions drawn from hints and the opinion of the analyst, rather 

than evidence gathered from all available sources. It must be treated with 

caution and the weight given to it can depend upon the reputation and 

experience of the analyst. 
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Appendix 2 Endnotes 
 
1 NATO, 2012. AAP-06. 2012 Version 2 ed. Brussels, Belgium: NATO. 
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