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Summary

The secure identification of an object or electronic system is carried out through the provision of some
unique internal or external characteristic. The most obvious examples of these include passwords and
fingerprints that can identify a person or an electronic device, and holograms that can tag any given
object to provide a check of its authenticity. Unfortunately, modern technology provides resources
that enable the trust of these everyday techniques to be undermined.

Identification schemes have been proposed to address these issues by extracting the identity of a
system from its underlying physical structure, which is constructed such that the system is hard-to-
clone or predict. These systems are known as Unique Objects (UNOs) and Physically Unclonable
Functions (PUFs).

The aim of the work in this thesis is to create a novel type of UNO/PUF that utilises the atomic-scale
uniqueness of semiconductor devices by measuring a macroscopic quantum property of the system.
The variations in these quantum properties are amplified by the existence of such atomic-scale
imperfections, meaning these devices would be the hardest possible system to clone, use the least
resources and provide robust security. Such devices would be of great societal and political
significance and would provide the biggest technological barrier between the good guys and the bad.
Specifically, this work has introduced three distinct devices based on semiconducting systems that
could provide atomic-scale unique identification:

e Electronically - Fluctuations in the current-voltage characteristics of Resonant Tunneling
Diodes (RTDs) were found to provide a simple measurement of the underlying quantum state
electronically.

e Optically - Macroscopic thin films of the two-dimensional material, MoS;, were created by the
Langmuir-Blodgett technique for the first time and have laid the foundations for the
formation of an optical analogue of an atomic-PUF/UNO system.

e Optoelectronically - The Langmuir-Blodgett technique’s flexibility was utilised to fabricate
complex heterostructures that couple graphene to semiconducting nanoparticles. This
system should provide an ideal system with efficient electronic and optical characteristics

that would be useful in a range of applications, including unique identification.
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Chapter 1 — An Introduction to Security Based on Physical Disorder

Chapter 1

An Introduction to Security Based on Physical
Disorder

1.1. Motivation

The ever-growing number of connected smart devices, programs and data brings with it a growing
demand to ensure the security and reliability of these systems. This problem is now a significant
challenge for all of society, as these devices have become completely pervasive in everyday life.
Example uses include carrying out financial transactions, communicating with other people,
monitoring people’s health and interacting with the environment. As these devices fulfil critical tasks,
one of the core requirements that needs to be addressed lies in their secure authentication,
identification and integrity checking. The rise of the Internet of Things (loT), a connected web of
networkable devices that come in all shapes and sizes has made this problem even more apparent.
The authentication of such small, low-power devices has created a cause for concern considering how
many of these devices will be connected over the next few years. Thus, it is of great societal, political

and technological importance to create robust identification and authentication systems.

1.2 The Need for a New Era of Authenticity

The most vulnerable component in the security of an electronic system is normally the method of
identity provision, which commonly relies on end users providing a password or some other unique
data, such as a fingerprint. Unfortunately, it is well accepted that users are a weak link when it comes
to security! and alternative authentication schemes based on the storage of secret keys in electronic

memory are employed. In this case, the critical point of vulnerability lies in their hardware
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Chapter 1 — An Introduction to Security Based on Physical Disorder
implementation and key storage, and a host of attacks have been developed over recent years to
extract, estimate and clone secret keys stored in memory. Once these keys are known, an attacker
can then use this key to authenticate himself as a legitimate user or device?. A memory component
can be shielded by adding some tamper-resistance, but this is both difficult and expensive. This
inadequacy is especially poignant in embedded and low power mobile systems where an attacker
could effectively gain full access to the device, as would be the case for a large majority of devices on
the loT. An alternative strategy has emerged over recent years, which utilises inherent, hard-to-clone
randomness of physically disordered systems to define the secure identity of the system. This has
been established as a promising alternative to the classical security approaches mentioned above,
with two distinct types being proposed, known as unique objects (UNOs) and physically unclonable

functions (PUFs).

1.3. Using Hardware as a Basis of Trust

1.3.1. Employing Physical Disorder

UNOs and PUFs comprise of a unique, hard-to-predict physical structure that is difficult to replicate,
even by the manufacturer. As each contrived device is distinctive, they can then be used for unique
authentication and identification. Furthermore, to tackle the key problem mentioned in the previous
section, no information needs to be stored in digital memory and the identity can be extracted by
probing the device when required. Such devices provide an intimate link between their structure and

their identity, forming a robust footprint from which reliably secure systems may be built.

There are two important metrics that describe the usefulness of UNOs and PUFs, which are related to
the uniqueness and robustness of the system. For example, a physically disordered system must be
able to generate a unique ‘fingerprint’ not comparable to any other system, whilst providing a
consistent measurement of its structure such that the same ‘fingerprint’ is measured each time. These
metrics are frequently quantified by the average Hamming distance (HD), which quantifies: 1. the

similarities between the ‘fingerprints’ of two measurements of the same UNO/PUF (intra-device HD),
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Chapter 1 — An Introduction to Security Based on Physical Disorder
and 2. the differences in the ‘fingerprints’ of two separate UNO/PUFS (inter-device HD), under the
same measurement criteria®. In an ideal UNO/PUF, the system would have a large inter-device HD and
a small intra-device HD, resulting in large differences between measurements of different devices
(uniqueness), but only small distances when the same device is re-measured (robustness). The
‘fingerprints’ extracted from these systems can be used for unique identification and authentication
providing they are unique and stable over varying environmental conditions. To this end, error
correcting codes can be used to ensure this, or alternatively, the device’s operational conditions can

be averaged and/or calibrated*®.

1.3.2. Physically Unclonable Functions

The first important class of physically disordered systems are physically unclonable functions (PUFs).
A PUF is a physically unique system that can be probed with a range of different challenges (inputs),
denoted C,, which interact with the internal structure in a complex manner giving unique responses
(outputs), denoted R,. Examples of different challenges can include simple changes such as various
angles of excitation in an optical system, or distinct voltages applied to an electronic system. To
implement a PUF, upon its manufacture a range of unique challenges are sent to the device and the
produced responses are measured. These challenge-response pairs (CRPs) must be unpredictable,
unique and repeatable and it should be impossible to create another device with exactly the same
CRPs. An online database is employed to store these CRPs, with a single CRP being used when
authentication is required, as illustrated in fig 1.1. This authentication method requires an online
database, and can also be applied to UNOs. An alternative authentication approach pioneered by
Simmons uses a certificate of authenticity®. Here, the PUF (or UNO) is attached to the object along
with a label containing some complementary information about the item. The inclusion of this
complimentary information allows a protocol to be defined in which the PUF can be verified without
the requirement of online access to a database, allowing for easier integration of the PUF (or UNO)
into any architecture. The term PUF was first formerly used in ref [7], but were originally given the

denomination physical one-way functions®,
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Chapter 1 — An Introduction to Security Based on Physical Disorder

The security requirements of a PUF require that it be intractable for an attacker to be able to create a

physical or a software clone of the PUF. For different security demands, PUFs can be further separated

into two separate categories, namely weak PUFs (also known as physically obfuscated keys (POKs))

and strong PUFs. In a nutshell, the distinction is in the number of CRPs, which varies polynomially or

exponentially with the number of elements (such as the number of flip-flop cells in a Static RAM chip)

in the system, respectively. Weak PUFs must allow:

e Challenge-Response Pairs: A weak PUF probed with one (very few) fixed challenge(s), must

give a random response(s) dependent on the internal disorder.

e Key Derivation: The responses extracted from a weak PUF can then be used as a digital

key for standard security applications.

e Practicality and Operability: The weak PUFs responses must be stable under different

environmental conditions and multiple readings.

DATABASE
Challenge Response

01000101 10111101
11010100 10010001
10100110 00101110
01110100 10001010

Manufacturing Phase

‘Authentication Phase

DATABASE
8460648 040
11010100 10010001
10100110 00101110
01110100 10001010

pup ¥

Figure 1.1: Implementation of a PUFs challenge-response pairs (CRPs). During the manufacturing

phase (left), the CRPs of a PUF are measured by the manufacturer and stored in a database. When

authentication is required (right), the device picks a challenge at random from the database and

sends it to the PUF in question, if the produced response from the PUF agrees with the response

stored in the database, then a legitimate device is present.
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Figure 1.2: Example of an optical scattering token that depending on implementation can be used as
either a weak or strong PUF. Here, a light source (normally a laser) illuminates the token at a specific
angle and the resulting speckle pattern depends on the internal order of the token. For the generation
of the response, the random speckle pattern produced by the PUF is input into a hash function to

create a key that can be used for cryptographic purposes.

Strong PUFs have similar requirements for the CRPs, though the number must be extremely large and
commonly varies exponentially with some aspect of the system, such as the number of components

used in constructing the PUF. Strong PUFs must contain two additional properties:

e Access Mode: There is no restriction on access to the PUF, and an attacker with access can
apply multiple challenges and measure multiple responses at will.

e Security: There must be a low probability that an attacker (or the manufacturer) can
predict the response to a random challenge. This must hold even if an attacker is given
the PUF for a long period of time prior to implementation, and is able to make any

reasonable physical measurement including determination of a large subset of CRPs.

Whilst strong PUFs allow the attacker to gain full access and measure the properties of these systems,
the opposite holds for weak PUFs. Here, the responses are measured internally by embedded
hardware such that the derived secret is never revealed. This is a requirement dictated by the

existence of only a few CRPs in these systems, which if revealed would render the security void.

The applications of PUFs include cryptographic solutions, authentication and identification. For

1-5



Chapter 1 — An Introduction to Security Based on Physical Disorder
example, PUFs can be used to generate low cost keys for identification and cryptographic algorithms,
or the binding of hardware to software platforms. A variety of devices have been implemented for use
as PUFs, notwithstanding; scattering in an optical medium (illustrated in fig 1.2)%, modes in silicon ring
oscillators’, statistical delay variations between nominally identical paths® and static random access
memory cells'®. However, it has been shown that certain types of PUF have been vulnerable to cloning,
simulation and other attacks. For example, Helfmeier et al. successfully cloned an SRAM PUF in a time
of 20 hours'?, arbiter PUFs and their derivatives are susceptible to machine learning?? and a range of

other PUFs are vulnerable to side-channel attacks®?

1.3.3. Unique Objects

A unique object (UNO) is a device with a small set of inimitable properties that can be measured by
an external apparatus, to produce a single ‘fingerprint’. It is, in effect, a weak PUF with one CRP. The
measurement apparatus that is required to measure the UNO needs to do so quickly and efficiently;
and preferably be inexpensive to fabricate. The security of a unique objects relies on the impossibility
of re-fabrication. It is assumed that an attacker can know everything about the UNO including the
‘fingerprint’ and the internal structure itself but unless a clone can be fabricated, the UNOs security

remains intact. The specific requirements of a UNO are:

e Disorder: The unique identity must be based on the disorder of some physical object.

e QOperability: The fingerprint must be robust against aging, changing environmental
conditions and repeated measurements. Whilst the external measurement apparatus
must be able to be recreated to allow the same characterisation possibility of any UNO in
a practically and economically viable method.

e Unclonability: A unique physical object that displays the same fingerprint must be

prohibitively expensive or impractical to produce, even by the manufacturer.

Many different types of system have been proposed for use as UNOs, with some examples being

sprayed random surfaces, CDs/DVDs, optical sighatures and DNA*>1617 No secret information needs
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to be stored when implementing a UNO, which largely reduces cost requirements compared to
standard key storage. However, a critical measurement is how much the ‘fingerprint’ changes when
some of the internal structure is marginally altered. This factor dictates how exact an attacker would
need to be when replicating such a device, and can be used as a good comparator between different
UNO implementations. The concept of UNOS is well established and has been used for more than
three decades with obvious examples including confidential documents such as passports, ID cards

and bank notes.

1.3.4. Physical Disorder at the Extreme

To circumnavigate the problems of cloning in conventional UNO and PUF structures, it has been
proposed in this work to make use of nanostructures exhibiting quantum confinement for the first
time. By employing low-dimensional nanostructures, the readout of a complex identity with the
minimum amount of resources can be achieved, as the atomic make-up of the device dictates the
physical properties of the system. Previous works have concentrated on the quantum readout of PUFs,
which requires the preparation and measurement of a quantum state that is passed through a
physically disordered structure®®. In particular, this uses a complex setup that incorporates spatial light
modulators that transform the incoming quantum state of light. The uniqueness of this system is
attributed to the no-cloning theorem, making it impossible to copy the incoming challenge.
Incorporating quantum light into a practical system is not only challenging, but requires precise
alignment of the expensive optical components, whilst being spatially hard to implement due to size
restraints. Here, the converse is proposed, in which an easy-to-measure macroscopic property is sent
into a system that exhibits quantum confinement and subsequently re-measured; this offers greater
practicality and implementation potential. The unique measurable property is extremely sensitive to
the confinement effects of the system, which is highly dependent on the atomic structure,
composition and interfaces of the system. These devices would extract their unique identity from this

unique arrangement of atoms, and as such would be the hardest possible system to clone to date.
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Chapter 2

An Introduction to Semiconductors and Quantum
Confinement

2.1. Introduction

In this thesis, atomically imperfect structures will be studied to prove that such systems can provide
adequate variation for unique identification, as the sensitive effects of quantum confinement
exhibited in these low-dimensional structures is directly related to the order on this scale. Utilising the
measurement of a quantum effect amplifies the influence of these atomic-scale defects, and provides
a simple way to measure them simply and reliably. This work will lay the foundations for UNOs and

PUFs comprising of such structures to be developed.

To realise this objective a number of different systems have been studied, with semiconducting
materials at the core of each. The electronic and optical properties of such systems are determined
by their band structure, composition and the interaction of excited carriers with their environment.
Thus, this chapter describes the main properties of semiconductors and the resulting effects that
qguantum confinement has on the system. The chapter is concluded by providing an overarching

description of the work’s main goals followed by an outline of the thesis.

2.2. Semiconducting Materials

2.2.1. The Basics

A semiconductor is a solid material with a periodic crystalline structure that, at absolute zero, is
electrically insulating, whilst being conductive for temperatures below its melting point. In a

semiconductor, the wavefunction of the electrons interacts with the periodic potential of the crystal,
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resulting in a ‘smearing’ of the energy levels into bands (such as those in fig 2.1). This interaction also
results in the creation of regions with prohibited energies in which electrons cannot exist, this is known

as the bandgap of the material.

A

Overlap

Fermi level

Energy

Metal Semiconductor Insulator

Figure 2.1: Variation of the conduction and valence bands of a metal, semiconductor and insulator.
Displaying the overlapping bands in metals, and small and large band gaps in semiconductors and

insulators, respectively.

The most important energy bands in a crystal structure are the bands closest to the Fermi level, known
as the valence band (VB) and conduction band (CB). These correspond to the bands with the highest
occupied electronic states and lowest vacant electronic states at absolute zero, respectively. The
Fermi level is the equilibrium position, defined as the energy when the probability of an energy level
being occupied by an electron at a given temperature is 50%. Deviations from equilibrium have the
largest effect on the VB and CB, meaning they alone can be used to describe the majority of the
interesting properties of a material. The typical energy bands of metals, semiconductors and insulators
are shown in fig 2.1. The overlap seen in the VB and CB of metals give them their highly conducting
properties, as the electrons can easily flow into states in the conduction band. The energy gap
between the bottom of the CB and the top of the VB denotes the band-gap, E,. For insulators, this gap

is large which prevents any current from flowing through the material. However, in semiconductors,
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this gap is relatively small and the conductivity depends on the CB and VB of the specific
semiconductor material in question2. Current can flow in a semiconductor as the electrons may be
excited from the VB to the CB by thermal energy or electromagnetic radiation, creating empty states
for charge carriers to flow into. When an electron is excited from the VB to the CB, a vacancy is left
behind in the VB; known as a hole (see fig 2.3a). A hole is a quasi-particle that has an effective mass
determined by the band structure of the semiconductor and has a charge opposite to that of the
electron. The electron and the hole can both contribute to charge conduction in semiconductors.
Moreover, due to their opposite charges, these particles can also be attracted to one another to create

an electron-hole quasiparticle, known as an exciton, which will be discussed later in the chapter.

2.2.2. Doping in Semiconductors
The probability of thermally exciting an electron from the VB to the CB is governed by Fermi-Dirac
statistics with respect to the Fermi level. Here, the probability, P(E), of an energy level, E, being

occupied is:

P(E) =

E — Ep
1+ exp( T )
where E¢ is the Fermi level, k is the Boltzmann constant and T is the temperature®.

For an undoped semiconductor in thermal equilibrium, and at absolute zero, the Fermi level will
always be found halfway between the VB and the CB*. This is also the case for insulators, but due to
the larger bandgap, the probability of exciting electrons is negligible. The Fermi-Dirac distribution can
be seen in fig 2.2. At absolute zero, the probability that an electron can lie in a state above the Fermi
level is zero, whereas below the Fermi level it is equal to one. This gives us another definition for the
Fermi level; the maximum energy that an electron may have at absolute zero. As the temperature is
increased, the electrons may be excited into the conduction band and the probability of occupation
above the Fermi level thus increases. To conserve the total electron population, the probability of

occupation of states below the Fermi level must decrease at the same rate.
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Probability of Occupation
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Figure 2.2: Fermi-Dirac statistics showing the distribution of electrons in semiconductors, relative to

an arbitrary Fermi level for temperatures of 0K, 100K, 200K and 300K.

To increase the conductivity of a semiconductor, the material can be doped with elements that
contain more or less valence electrons than the native material it is replacing. Dopant atoms that
contain fewer electrons than the host material are known as acceptors. Ideal acceptors have an
unoccupied energy level that sits just above the VB of the semiconductor crystal, as illustrated in fig
2.3b. The energy difference between the VB and the acceptor level (AL) is important as the size of the
gap controls the probability that electrons can be thermally excited into this level. The holes that are
subsequently left in the VB are now free to move, which makes the material conductive (for holes).
This mechanism is known as p-type doping and results in the Fermi level shifting towards the VB. On
the other hand, dopant atoms which contain a greater number of electrons than the host material are
known as donors. Ideal donors contain an occupied electron level that lies just below the conduction
band as in fig 2.3c. Similarly, the location of the donor level (DL) is extremely important as it controls

the rate in which charge carriers are excited into the conduction band®.
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Undoped p-doped n-doped

Electron

cB

VB

Figure 2.3: Doping effects in the occupied levels of semiconductors, with (a) excitation of a single
electron in an undoped crystal with a quanta of energy, hv, (b) a p-doped crystal, and (c) a n-doped
crystal. Electrons and holes are indicated and the conduction band (CB), valence band (VB), acceptor
level (AL) and donor level (DL) are labelled.

If the energy gap is sufficiently small (less than the thermal energy at room temperature; ~25 meV)
then electrons may be excited into the CB and form a material that is conductive (for electrons) at

room temperature. This is known as n-type doping and results in the Fermi level shifting towards the

CB.

2.2.3. Semiconductor Band Structure

Due to the periodic and highly symmetric crystalline structure of semiconductors, a unit cell can be
defined which can be used to describe the entire crystal lattice, by repeating the unit cell throughout
the bulk of the material. This also allows the definition of a reciprocal lattice that is able to provide
information about the relative angles between planes and the thickness of these planes in the real
semiconductor crystal. Where the unit cell is used to define the bulk crystal, Brillouin zones are used
to define the reciprocal lattice®’. As an example, the first Brillouin zone for a face centred cubic crystal
is shown in fig 2.4, with the points of symmetry highlighted. The points represented in reciprocal
lattice space correspond to a wavevector in the real lattice space. At I, the zone centre, the
wavevector and therefore the momentum, is zero, and as the distance away from the zone centre

increases, there is a linear increase in momentum.

2-5



Chapter 2 — An Introduction to Semiconductors and Quantum Confinement

Figure 2.4: The first Brillouin zone for a face centred cubic crystal lattice, with the points of symmetry

labelled as I (the zone centre), X, Kand L.

As the symmetry of the crystal changes depending on which path is followed through the lattice, a
moving electron has an energy that is dependent on its direction of motion. The symmetry points
highlighted in fig 2.4 act as a convenient reference when discussing the energy of an electron as a
function of the wavevector, or momentum. Plotting an electron’s energy in this way is known as a
dispersion relation. Such dispersion relationships for the two most common semiconductors used for
electronic or optical devices, silicon (Si) and gallium arsenide (GaAs), are shown in fig 2.5. The bands
that correspond to the valence band; heavy-hole (HH), light-hole (LH) and split-off (SO) bands are
shown, in addition to the conduction band and the band gap. The origins of these bands will be
discussed below. The complex form of these dispersion relationships arises due to the charge carriers’
interaction with the crystal lattice®. However, at the points corresponding to the VB maximum and CB
minimum where the momentum is approximately zero, the dispersion relationship can be estimated
as parabolic. To this end, the dispersion relationship for an electron in free space is used:

h%k?
E= 2m

where k is the wavevector, m is the free-space mass of an electron and h is the reduced Planck

constant. However, the interaction of the electron in a crystal lattice leads to changes of its mass, and
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the electron behaves as though it has a reduced mass. This mass is known as the effective mass, and
can be calculated (for electrons and holes) using the above equation and the band structure of the

material system. The definition of the effective mass is thus:

*

h2
where the denominator defines the local curvature of the dispersion relationship for a given material.
For the band structures in fig 2.5, the effective mass of the electron has been calculated as 0.2mg and
0.067mg for Si and GaAs at the minima of their conduction bands, respectively, where my is the free-
electron mass*°. This also allows the definition of the HH and LH. As it can be seen in fig 2.5, the local
curvature for these bands is slightly different, resulting in a ‘heavy’ effective mass and a ‘light’ effective
mass. For Si (GaAs), the heavy and light hole masses are 0.49m (0.45mp) and 0.16mg (0.082my),

respectively>1°.

6 /
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Figure 2.5: Electronic band structure of (a) silicon and (b) gallium arsenide. Showing the heavy-

hole, light-hole and split-off bands of the valence band, the conduction band and the band gap.
[Reprinted with permission from Springer: from [7] (copyright 2016).]

The HH and LH bands overlap at the zone centre, as they share the same total orbital angular

momentum quantum number (J=3/2). The splitting into separate bands is due to the angular

momentum projections, where m;=%3/2 for the HH and m;=£1/2 for the LH. On the other hand, the
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split-off band (SO) has a total angular momentum quantum number of J=1/2, leading to a reduction
in energy. Commonly, the separation of this band from the others results in the properties of this band
being negligible to the resulting properties of the semiconductor. This is very different to the case of
the CB, as the electrons have no orbital angular momentum and so the properties of this band are
solely determined by the electron spin. Thus the angular momentum projections of this band are

m;=+1/2.

2.2.4. Direct vs. Indirect Semiconductors

Through observation of fig 2.5, it can be seen that the minimum of the CB and the maximum of the
VB are not always at the same wavevector. In the dispersion relationship for GaAs, these points both
coincide at the zone centre resulting in what is known as a direct-gap semiconductor. Alternatively, in
the case of Si, the positions of the minimum of the CB and maximum of the VB lie at the X and I points,
respectively. In this case, the system is known as an indirect-gap semiconductor. This attribute has
implications on the optical properties of the material. For example, if a photon with energy larger than
E; was to impinge on GaAs, an electron could be excited from the VB to the CB as the electron would
not need to gain any momentum. However, if the same principle was applied to silicon, there would
need to be a change in momentum for the electron to be excited across the band gap. Importantly,
this cannot come from the photon itself which has negligible momentum. The additional momentum
required is provided through phonons; a vibrational quanta of the crystal lattice. Thus, for a transition
to occur in an indirect semiconductor, a photon and a phonon must be absorbed or emitted. As the
number of phonons present in the system depends on temperature, this leads to a large temperature
dependence of the absorption coefficient of indirect semiconductors. The absorption coefficients of
silicon and GaAs at room temperature are 1x10! cm*and 8x10° cm™ at the wavelengths corresponding
to their band gap energies, respectively!'!2, Silicon’s absorption can be enhanced by using high energy

photons to excite electrons into states in the CB that do not require the use of additional momentum.

The direct or indirect nature of the semiconductor material can also have implications on the light
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emission. In direct-gap semiconductors, an electron that has been excited into the CB can recombine
radiatively by falling back into the VB, whilst emitting a photon to conserve energy. For indirect-gap
systems however, the recombination would be a second order process, requiring the emission of a
photon and the absorption or emission of a phonon. This process has a much lower probability and
gives indirect-gap semiconductors long radiative lifetimes. Furthermore, as the electron remains in its
excited state for a larger period of time, there is also the chance of non-radiative recombination,
through the assistance of defects, an Auger process or surface recombination'®!*, This results in
indirect semiconductors being bad light emitters and is the reason silicon is not used for such

applications.

2.2.5. Compound Semiconductors
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Figure 2.6: Band-gap vs. lattice constant relationship for the most common semiconductor materials.

In group IV semiconductors such as silicon, the band gap energy and the absorption rate is fixed for a

given temperature; although such properties can be altered by alloying group IV materials, such as in
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SiGe. This flexibility is enhanced for compound semiconductors, such as the 1lI-V’s or II-VI's, which
provide a range of bandgap tuning options. Most prominent is the capability of producing ternary and
quaternary compounds, which change the band gap of the material®®. The effects of this can be seen
in fig 2.6, which shows the band gaps of the most popularly used semicondcutor materials against
their correspnding lattice constants. Producing ternary structures, for example with GaAs and AlAs,
allows the band gap to be tuned along an approximate line between the two points. However, there
are a number of requirements when building such materials. Mainly, the lattice constant must be
approximately equal, as if large pertubations exist then this will create many defects within the
semiconductor®®. Also, if combining a direct gap and an indirect gap semiconductor, the percentage
of the indirect material cannot be too great otherwise the resulting ternary alloy also becomes
indirect!’. Advantageously, when alloying materials in this way, the material contains the same

number of valence electrons as group IV semiconductors, whilst remaining electrically neutral.

2.3. The Effects of Confinement

2.3.1. The ‘Particle in a Box’ Approximation

The electronic and optical properties of a system are effected by quantum confinement when the
physical size of the system becomes comparable to the de Broglie wavelength of the electrons and
holes®®. If an electron is in motion through a semiconductor crystal with a temperature T, the de

Broglie wavelength is given by:

h

Agep = ———
deB '—m*kBT

where m” is the effective mass of the electron or hole, h is Planck’s constant and ks is the Boltzmann
constant. Thus, for an electron in a GaAs crystal (where m*= 0.067mo) at room temperature (300 K),
the de Broglie wavelength is ~¥42 nm. This means that for nanostructures on the orders of tens of nm,

guantum confinement effects will govern the properties of the material.

In order to achieve this, epitaxial techniques are employed to produce layered heterostructures that

2-10



Chapter 2 — An Introduction to Semiconductors and Quantum Confinement

contain semiconductor materials of differing bandgaps. For example, when a thin layer of material
(tens of nm) is sandwiched between two layers of another material with a larger band gap, a layer
which confines the electrons and holes is formed; this is known as a quantum well (QW) and is
represented in fig 2.7. Quantum confinement of the electrons and holes leads to energy states that
are no longer continuous, but are semi-discrete; highlighted in fig 2.7. The discretisation of these
energy levels can be predicted by the ‘particle in a box” model. In its simplest form, the time

independent Schrodinger equation is:

h? d?@,,(z)
_2_771*7 + V(Z)@n(Z) = EnQn(Z)

where V(z) is the structural potential seen by the particle along z, m"is the effective mass and ¢, and

E, are the eigenfunction and eigenenergy for each value of n, the principal quantum number.

Material 1 Material 2 Material 1
IS
E, (QW) E, (Bulk)
I ..E_hl_ —

Figure 2.7: Different band-gap materials causing quantum confinement to form a quantum well. The

energy levels of the first hole and electron, En; and Ee;, respectively are shown.

By considering an infinite barrier height (i.e. V(z)=0 in the well, V(z)=c0 outside the well), where the

wavefunction cannot exist outside the well, the solutions become particularly simple:

= (F) 00 = sin ()
where L is the width of the quantum well. The first three energy levels that arise from these equations
are shown in fig 2.8. It is important to notice that the energy levels of the well have an inverse square
law with L. This attribute is the critical reason that devices exhibiting quantum confinement can be

used for unique identification, as if the width of the well has atom-scale fluctuations along the
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interface by only 1 monolayer or less, this results in a shift of the energy level in the well, which can
be measured macroscopically. For example, in a GaAs 5 nm quantum well, the addition of 1 monolayer
results in an electron energy level red-shift of 43.4 meV. Such a value would change the emission of
the well by an easy-to-measure value of 20 nm. This estimation assumes the perfect addition of a
single monolayer to the quantum well, which is unrealistic but provides a useful approximation. For
higher accuracy, atomistic modelling has been employed to explore the effects of local alloy, well-
width, strain and built-in field fluctuations and it has been found that the variation is much greater

than this, with a spread in emission energies of approximately 125 meV?°.

e i el T G S|

=y = S n=1

Figure 2.8: The wavefunctions of the first three energy levels, derived from an infinite potential well

and the particle in a box assumption.

The eigenenergy of the quantum well can also be tuned by purposely changing the width of the well,
leading to a simple methodology of designing a material system to display ideal properties; tuning it
to emit in the infra-red, for example. In a quantum well, however, the electrons and holes are only
confined in one dimension with a continuum of states still being allowed in the two directions
perpendicular to the well. An interesting consequence of this confinement is that the electron and
hole’s wavefunctions have an increased overlap which results in an increased probability for radiative
recombination; as predicted by Fermi’s golden rule®. However, in reality the well height will be finite

which leads to the quantum tunneling of these wavefunctions into the barriers.
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From fig 2.8, it can be seen that the first confined energy level lies above the band-edge. This is an
interesting observation and is known as the zero-point energy or the confinement energy. It arises as
a result of the Heisenberg uncertainty principle, and is explained via the following. As the particle
becomes constrained to a finite region of space, the variation in its position reaches an upper limit. As
such, the particles momentum cannot be zero and it must possess some finite energy to ensure it does
not violate the uncertainty principle. This energy varies with the well-width as more confinement

results in less variability in space, so a higher zero-point energy for the particle is observed.

2.3.2. Beyond 1 Dimension of Confinement

The discussion presented above for quantum wells considered the confinement of electrons and holes
in 1 dimension, where the continuum of states in the two perpendicular directions still existed. Using
similar epitaxial and lithography techniques, nanostructures that can confine electrons and holes in 2
and 3 dimensions can also be fabricated. Such structures are known as a quantum wire (QWi) and a

quantum dot (QD), respectively®®.

A common way to characterise a given quantum structure is the density of states, which provides
information about the number of states available at a given energy level. The density of states for 0
(bulk), 1 (QW), 2 (QWi) and 3 (QD) dimensions of confinement is illustrated in fig 2.9. The
eigenfunctions and eigenenergies of each of these systems is quantitatively different, but in general

the following effects are seen:

1. With higher dimensional confinement, more blue-shift is seen in the band-edge of the
semiconductor, due to the Heisenberg uncertainty principle criteria mentioned above.

2. As the electrons and holes are confined into a smaller region of space, the wavefunction
overlap continues to increase, so the radiative recombination probability also increases.

3. The density of states displays higher discretisation as the particles have less freedom of
movement, with the QD eventually showing fully discrete energy levels, similar to that of

atoms; for this reason QDs are sometimes called ‘artificial atoms’.
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2.3.3. Excitons

As mentioned previously, an exciton is a quasiparticle consisting of a bound electron-hole pair. These
particles are formed in bulk semiconductors when an electron is excited across the band gap and the
Coulomb interaction holds the particles together. These quasiparticles are conceptually similar to a
Hydrogen atom, and also display discrete energies. The main difference is the closely matched
effective masses of the electron and hole, as opposed to the Hydrogen atom which consists of a proton
and an electron. However, in the bulk, the thermal energy at room temperature is enough to rip the
particle apart such that the effects on the properties of the system become negligible. On the other
hand, in a nanostructure exhibiting quantum confinement, the effects of the exciton become highly

important, even at room temperature.

Bulk Quantum Well Quantum Wire Quantum Dot

_
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Figure 2.9: The density of states for a bulk semiconductor, a quantum well, a quantum wire and a
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guantum dot, showing the increasing amount of discretisation in the system. The subscripts denoting

the energy levels correspond to the principal quantum numbers in the x, y and z direction.

Due to their similarities, the same equations that describe the Hydrogen atom can be applied to an

exciton. This approach gives a binding energy and Bohr radius of the exciton as,

4

ue
En=——"—— Aoy =
B T gh2e,2¢,2 ex u

me*my* . . . .
e _"h *), £, is the dielectric constant, gg is

where p is the reduced mass of the electron-hole system ( =
me +mpy

the permittivity of free space, e is the charge of an electron and ap is the Bohr radius of the Hydrogen

atom (0.52 A). In semiconductors, two types of excitons can exist, Frenkel and Wannier-Mott excitons.
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These correspond to the radius being comparable to the size of the unit cell and much larger than the
unit cell, respectively. In semiconductors, simple calculations show that the excitons are of the

Wannier-Mott variety, with a radius of ~300 A in GaAs (with a unit cell of 5.65 A).

Quantum confinement effects can change the properties of excitons. For example, when an electron-
hole pair is created in a quantum well, it has a smaller radius governed by the size of the well. This
results in the exciton having an increased binding energy which makes it more difficult for phonons to
destroy the particle. Likewise, the closer proximity increases the absorption strength due to the larger
electron-hole overlap. These effects mean that the excitons present in a quantum nanostructure are
able to be resolved at room temperature, which has great consequences as these features can then

be used in practical applications.

2.4. Aim of This Work: The Sensitivity to Imperfections

The atomic structure and composition of such semiconductor nanostructures can play a vital role in
affecting the resulting qualities of the system. Amazingly, in some semiconducting systems, the
alteration of a single atom can have profound consequences on the properties®. In the majority of
applications, it is of great interest to completely remove these imperfections that can arise through
vacancies, interstitial atoms, interfacial defects and grain boundaries, amongst others?. The existence
of imperfections in nanostructures of the three degrees of confinement have been studied, with

negative implications on the resulting properties of the system?2232425,

In this work, it is suggested to use these imperfections that are seen by many as faulty, for a novel
application in information security. By employing quantum nanostructures as UNO/PUF devices, the
smallest possible unit for a unique identity is proposed, which derives its fingerprint from the unique
arrangement of atoms. These systems would be more difficult to clone than any other existing system,
as it would require the measurement and re-fabrication of a structure on the atomic-scale.
Furthermore, due to its extreme size, it would provide the largest possible secure bit density, allowing

the devices to be employed with a low footprint into limited-power systems. The foundations for
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unique identities based on electronic, optical and optoelectronic systems have been laid by employing
various semiconducting structures that exhibit quantum confinement. These three types of system
would provide a large bandwidth, capable of employing such systems into a variety of devices and

applications that require unique identities.

2.5. Thesis Outline

In chapters 1 and 2, the background and motivation for creating unique identification devices with
more robust security has been provided, whilst exploring some of the fundamental properties that
define semiconductor nanostructures. It is difficult to give a comprehensive overview of all the
properties that can be affected in a semiconductor crystal, and an interested reader is asked to refer

to dedicated texts on the topic”*.

The next chapter discusses the experimental methods and fabrication techniques that have been
employed in the creation and characterisation of the devices. Specifically, the Langmuir-Blodgett

technique coupled to an electrospray setup is discussed in detail.

The first experimental chapter, ‘chapter 4’, begins by discussing the common defects and
imperfections found in semiconductor crystals, followed by the inspection of a quantum dot system
which displays unique photoluminescence spectra due to the unique structure and composition of
each dot. Next, a device that allows a simple electronic measurement of quantum phenomena at room
temperature is introduced; the Resonant Tunneling Diode (RTD). The RTD comprises a double-barrier
guantum well structure that utilises quantum tunneling, and is characterised by the presence of a
peak in the devices current-voltage characteristic and a region of negative differential resistance. The
fine tuning of the current-voltage is spectra is then explored by manipulating the measurement
protocol such that the spectra from a given device is as steady and reliable as possible. Following the
definition of these characteristics, a number of devices with identical geometries are probed and the
resulting current-voltage spectra are analysed. It is found that the peak in the current-voltage spectra,

which highlights the internal energy level, is unique for 26 identical devices with a 99.997% confidence.
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The repeatability of such a measurement is then explored by taking 100 measurements of a number
of devices. Itis found that the repeated measurement of an RTD produces very robust current-voltage
characteristics, where the peak of each measurement lies within 2 standard errors of the average

value.

In the second experimental chapter, ‘chapter 5’, the creation of an optical analogue to an electronic
unique identifier is discussed. In the work presented here, 2D materials were chosen as an ideal
material system capable of producing thin-transparent films that can emit light once excited. The
chapter begins with a brief overview of the properties of the most popular 2D material, graphene,
followed by an introduction to the transition metal dichalcogenides (TMDs), specifically MoS,. The
fabrication techniques of such materials is discussed and in this work, the creation of thin films of
MoS; by the Langmuir-Blodgett technique is suggested for the first time. It was found that thin films
of MoS; could be fabricated by this technique by employing electrospray to deposit the material on
an air-water interface. Optical identification tags were then created using this technique but it was
found that the thin film displayed no photoluminescence. To investigate the limiting factors, a variety
of methods were employed on the film and it was found that the underlying cause was the thickness
of the film, 7.6 + 0.6 nm, which corresponds to 12 layers. Finally, different starting solutions were

employed which contained high monolayer contents, and subsequently emitted once deposited.

The final experimental chapter, ‘chapter 6’, takes the Langmuir-Blodgett technique one step further
by assisting in the creation of graphene/nanoparticle/graphene heterostructures, to create coupled
2D/0D systems via this technique, for the first time. First, a brief background into semiconducting
nanoparticles is discussed, with a focus on CdSe nanoparticles. The particular system used in this work
utilises silica capped CdSe nanoparticles, which have received little attention, but are advantageous
due to their ability to be suspended in non-toxic chemicals, which would provide a much greater
integration potential. It was found that the nanoparticles could be deposited both on to SiO; and

graphene with coverage percentages of 63.55 + 3.20 % and 64.83 + 2.75 %, respectively. The average
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height of the film and diameter of the nanoparticles was found to be 38.4 + 2.4 nm and 30.5 £ 0.3 nm,
respectively, in agreement with predictions and indicates no degradation of the nanoparticles.
Conductivity measurements on the heterostructures highlighted that there were short-circuits in the
gaps between nanoparticles. Finally, to achieve visible fluorescence, the subphase was changed from
water to dimethyl sulfoxide, which also resulted in a more tightly packed film that should result in the

removal of short-circuits.

In chapter 7, the work in the thesis is concluded and the suggestions of some future research

directions is discussed.
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Chapter 3

Sample Preparation and Experimental Techniques

3.1. Introduction

In this chapter, the techniques that have been employed for the following experimental chapters will
be discussed. The resonant tunneling diodes (RTDs) studied in chapter 4 were fabricated elsewhere,
with the novel step in this work being in their application as a unique identifier. However, as they are
relevant to the thesis, a summary of their fabrication is included in this chapter with the appropriate
reference provided to direct the reader to the work dedicated to their manufacture. To utilise RTDs
as an efficient tool for unique identification, electronic measurements were taken in this work using a
probe station, to allow simple and efficient measurement of a large array of devices. In this chapter,
the principal behind the electronic measurements of the RTDs is introduced with the appropriate
parameters that can be optimised to give the optimum repeatability of results, which are then applied
to all subsequent measurements of RTDs. The majority of the chapter focusses on the Langmuir-
Blodgett (LB) technique used to fabricate the devices studied in chapters 5 and 6. In this work, the
major restriction of the LB technique is addressed. This bottleneck is the lack of ability to spread a
given molecule or nanomaterial suspended in solution onto the surface of a liquid-air interface using
conventional methods. This is due to the common miscibility of the two liquids, which causes ample
mixing when the nanomaterial suspended in solution is dropped onto the surface, leaving very little
material at the interface. To circumnavigate this problem, an electrospray method is applied to
nebulise the solution which reduces the volume of liquid droplets by approximately three orders of
magnitudes and significantly reduces mixing. Using these techniques, the deposition of thin films of

MoS; (chapter 5) and silica-capped nanoparticles (chapter 6) is achieved for the first time. Finally, the
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methods used for the characterisation of the fabricated thin films will be introduced and discussed,
including; scanning electron microscopy (SEM), a number of scanning probe microscopies (SPM), and

Raman, micro-photoluminescence and fluorescence spectroscopies.

3.2. Production of Resonant Tunneling Diodes

3.2.1. Molecular Beam Epitaxy Growth

The RTDs MBE growth procedure can be found in previous work?, and its following description is given
only for completeness. The target substrate was semi-insulating indium phosphide with a (100) crystal
orientation. The growth is summarised as follows. Firstly, a 400 nm collector-contact layer of
Inos3Gao47As was grown with an n+ doping concentration of 1.0 x 10 cm3, followed by a 25 nm
collector layer of the same material but with an n+ doping concentration of 3.0 x 10 cm™. Next, a
spacer layer with 20 nm width was grown with the same composition as above. The spacer layer
prevents diffusion of dopants into the layers above this step. To define the quantum well, two 1.2 nm,
undoped AlAs barriers were grown that sandwiched a highly strained, undoped IngsGao,As layer of
width 4.5 nm. To finalise the structure, an undoped 20 nm spacer layer, 25 nm emitter layer and 45
nm emitter-contact layer consisting of Ings3Gao.47As with doping concentrations of 3.0 x 10*® cm™ and
2.0 x 10 cm3 (for the latter two), respectively, was grown. The highly doped emitter-contact layer

was grown to enable good ohmic contacts.

3.2.2. Device Fabrication

The fabrication of RTDs was also provided in ref [1]. Here, a top contact-layer was defined via
conventional optical lithography before thermal evaporation of 50 nm of titanium and 250 nm of gold
defined the ohmic contact layer. This metal contact also acts as the mask for the subsequent etching
steps. A reactive-ion etching process was employed via the use of a mixture of CH, and H,, which gave
an etch rate of 21 nm/min and facilitated anisotropic side-walls all the way to the bottom contact
layer. Before the bottom contacts were defined, an orthophosphoric-based wet-etch process was

used with a ratio given as H,0:H3P0O4:H,0, = 50:3:1. The etch rate here was 90 nm/min and allowed
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separate devices to be isolated by etching down to the InP substrate; the wet-etch also provided an
undercut which provided a means to create the air-bridges in the RTDs. Finally, a bottom contact layer

of 50 nm of titanium and 500 nm of gold was deposited.

3.2.3. Probe Station Measurements

All the measurements of RTDs in chapter 4 were performed at 300K using a Wentworth Laboratories
Ltd. SPM197 probe station connected to two 1.25” tungsten probes with tip radii of 1 um?. The basic
circuit diagram for the measurement of RTDs is shown in fig 3.1. Here, a 2-wire sensing measurement
(as opposed to 4-wire) is sufficient as the current flowing through a typical RTD is on the order of mA,
which results in negligible errors that can be contributed by the testing leads if their voltage drop is
large (large currents). For this assumption to hold, the testing leads must have a low resistance value,
no greater than 1 Q. This can easily be confirmed for copper wires of 1 m length and 0.1 mm radius,

with a room temperature resistivity of 1.68 x 10® Qm; this gives a lead resistance of 0.5Q.

O e

Voltage Source | ———= @ RTD
Sense Output

Adjust Source

Figure 3.1: 2 wire sensing measurement of the RTDs used in this study. A voltage is applied to the
RTD, and the current is measured. The voltage is sensed at the terminals of the SMU and used to

adjust the source value. The RTD is normally considered as a parallel capacitor-resistor component.

In all measurements, the voltage was used as the input source and the current flowing through the
RTD was measured. For greater accuracy, sense circuitry is used to monitor the output of the source
and make adjustments if necessary. Here, the voltmeter senses the voltage at the output terminals
and compares it to the programmed voltage level. If a discrepancy is measured, it adjusts the value of

the voltage source accordingly. This mechanism helps to eliminate any voltage drops in the test leads
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by ensuring that the exact programmed voltage is present at the RTD.

Fig 3.2b shows the typical operation (known as a source-delay-measurement (SDM) cycle) of the
source measurement unit used during data acquisition (Keithley 2400 unit®) and is summarised as
follows. Once the source is turned on, there is a period of trigger latency that occurs when the source
output makes a transition from off to on. Specifically, the trigger latency is the time taken to set the
voltage or current to the programmed initial source value and is fixed at 100 ps. As long as the source

output stays on, the trigger latency is not included in subsequent SDM cycles.

(a) (b)
Steps: 1 2 3 4
¢ + + i Trigger
_____________ Latency < > < >
(100 ps) Delay, Measurement time,

: T 1/NPLC
lemmmmmmmmmeed \ 4

Figure 3.2: Source-delay-measurement (SDM) cycle during a typical measurement, showing (a) a
complete sweep and (b) a single cycle. A typical step in the cycle involves a delay time, T, that allows
the source value to settle, before the measurement is integrated over a time defined by the NPLC

value.

Following the trigger latency, a delay time, T, is used which allows the source to settle at the value
which is input before a measurement is performed. This value can be tuned between 0 and 9999 s, as
often longer times are needed to settle the external circuitry. For example, loads that are high in
capacitance require a much larger settling time for the source. The optimum delay time needed for
an accurate measurement can be calculated, or determined by trial-and-error. In this work, trial-and-
error was used due to the complex nature of the calculation required for the time constant of the RTD
(which can be modelled as a parallel resistor-capacitor configuration, as illustrated in fig 3.1). Once
the source has been allowed adequate time to settle, the measurement time is defined by the
measurement speed, given by the power lines cycle, NPLC, of the system. This value corresponds to
the integration time over which the measurement is taken and then averaged. This measurement

speed ranges from 0.01 to 10, and corresponds to a measurement time of 0.01/f — 10/f, where f is the
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power line frequency, 50 Hz. Therefore, the measurement time can be varied between 0.2 - 200 ms.
This SDM cycle is then repeated over a number of steps that can be defined by the number of points
in the sweep. In this work, a linear staircase sweep was used which increases the source value by an
equal amount during each step, as illustrated in fig 3.2a. Furthermore, the final source value was
always programmed so that it swept back to zero to prevent large voltage changes occurring between
the device terminals. The effect of changing the delay and measurement times for RTDs is explored in

chapter 4.

A number of other parameters have to be set when measuring the RTDs, such as the number of points
in the sweep and the current compliance. The number of points is also explored in chapter 4. The
current compliance is extracted for the different sizes of RTDs by slowly increasing the compliance
from a low value (~ 0.5 mA) until the peak in the RTD spectra is seen, if the compliance is set much

higher than this, critical device failure is observed due to thermal degradation.

This section has concerned the measurements of RTDs, a semiconducting system based on IlI-V alloys.
This is an ideal system for the simple yet robust electronic measurements required for unique
identification. In the next section, a method to create a semiconducting system that can behave as an
optical analogue of a unique identification system is introduced. Specifically, this concerns the
fabrication of macroscopic thin films of material via a facile method known as the Langmuir-Blodgett

technique.

3.3. The Langmuir-Blodgett Technique

3.3.1. Background

In this section, the techniques that have been used to overcome one of the longstanding problems
with LB deposition, the strict requirements of using specific solvents, are discussed. Here, the use of
electrospray for the spreading of material onto an air-water interface has been introduced to
circumnavigate the problem of mixing. To this end, the deposition of MoS, and silica-capped

nanoparticles, nanomaterials that have to date not been fabricated via the LB technique due to this
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problem, is successfully achieved. This technique has also been employed for the construction of novel
double heterostructures for optoelectronic applications; whilst it is straightforward to increase the
complexity of such heterostructures by sequentially depositing selected materials. Moreover,
different subphases that prevent the photoluminescence quenching of nanoparticles have been
explored and were shown to successfully improve the deposition coverage, whilst eliminating the

guenching.

The creation of thin films with a thickness of a single monolayer holds great promise in a number of
applications such as the creation of next-generation sensors, displays and electronic circuit
components. The Langmuir-Blodgett technique holds specific promise as it allows for the precise
control of monolayer thicknesses of thin films and facilitates the homogenous deposition of material
over extremely large areas. Furthermore, it can be implemented to create multi-layer structures of

varying composition whilst allowing the transfer of monolayers onto effectively any substrate.

Tensiometer

Dipper ‘

Barrier

Langmuir-Blodgett Trough

Figure 3.3: Experimental illustration of the major components of an LB trough. A water surface is
contained by two moveable barriers that control the surface pressure of a material on the surface.
The surface pressure is measured with a Wilhelmy plate (described later) attached to a tensiometer.
When the desired pressure is reached, the dipper moves a substrate through the surface to deposit

the material.
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The history of Langmuir-Blodgett films can effectively be dated back all the way to the 1700’s, when
Benjamin Franklin reported his observations about how a teaspoon of oil on water spread to an area
of about half an acre. Should he have made some quantitative measurements, he would have found
that the oil had actually formed a monolayer. It was not until over a century later that Lord Rayleigh
qguantified this, and calculated that the thickness of this film would have been 1.6 nm. Irving Langmuir
was the first person to extensively characterise floating monolayers on a water surface in 1917, which
subsequently won him the Nobel Prize*. To this end, he reported the transfer of molecular monolayers
of fatty acids onto solid substrates. The first detailed description of sequential monolayer transfer was
not until 1935 by Katherine Blodgett®. Today, these built-up monolayers of material hence received
the name Langmuir-Blodgett (LB) films. Whereas floating monolayers on the water surface are usually

reserved the name of Langmuir films.

3.3.2. The Langmuir-Blodgett Trough

To create an LB film, molecules (commonly surfactants) are spread onto the surface of a liquid known
as the subphase; typically, this is water. The air-water interface contains an excess free energy that
originates from a difference in environments of the molecules on the surface and those in the bulk of
the liquid. This excess free energy can be probed through measurements of the surface tension, Y. For
water, this surface tension has a value of 73 mN/m at room temperature, which is extremely high

compared to other liquids and makes water a good subphase.

The spreading of material is normally achieved by dissolution in a volatile, non-polar solvent such as
chloroform and then employing a micro-syringe to carefully drop the solution onto the surface of the
subphase. This solution then spreads across the surface and when evaporated, forms a monolayer of
material. To control the density of this surface monolayer, moveable barriers that confine the water
surface are employed and can be opened and closed to lower or raise the density of the system,
respectively. The two-dimensional analogue of pressure, the surface pressure (M), is calculated by

measuring the difference in surface tension with and without a monolayer present on the water
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surface; this is frequently achieved with a Wilhelmy plate whose operation is discussed later in the
section. Finally, for the deposition of a monolayer, the barrier positions are controlled with a feedback
system whilst a dipper arm pulls a target substrate out of the subphase at a given speed. Aniillustration
of the experimental system with the previously ascribed components is shown in fig 3.3, and all
experiments carried out in chapters 5 and 6 were performed on a trough like this, namely a KSV NIMA

KN2003 LB trough®.

The trough is made of Teflon™, a hydrophobic material, which prevents leakage of water over the
edges and confines the water to the trough area. On the other hand, the barriers comprise of Delrin®,
a hydrophilic material, which prevents the monolayer on the surface escaping underneath the
barriers. The measurement of surface pressure is, as aforementioned, facilitated by the use of a
Wilhelmy plate and is demonstrated in fig 3.4. Here, the force acting downwards on the plate is given

by,
F = pyglwt + 2y(w + t)cos® — p,gtwh

where py and p are the densities of the plate and liquid, respectively, Y is the surface tension, g is 9.8
ms?, and |, w, t, h and ® are all defined in fig 3.4. Rearranging for the surface tension, assuming a
contact angle of 0°, and subsequently taking the difference between a surface with and without a

monolayer yields the surface pressure of the monolayer:

AF AF

H:A = =
14 2w +t) 2w

, ifw>t

This shows that by using thin plates, the surface pressure can easily be recorded by a tensiometer (see
fig 3.3) which records the changes in the force acting on the plate. In all experiments used in the
following chapters, disposable paper plates of width 10.3 mm were used for the Wilhelmy plate. Metal

plates can also be used, but their cleanliness is easily degraded through adsorption of molecules.

3.3.3. ATypical Isotherm Experiment
In a typical isotherm experiment, the successful creation of a Langmuir film at the air-water interface
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is as follows. Firstly, the entire trough must be cleaned with an organic solvent such as chloroform or
ethanol that does not degrade the Teflon™ that the trough is comprised of. Special attention must be
paid to the barriers which are made of Delrin® and are unsuitable for cleaning with chloroform. A
Wilhelmy plate is constructed by cutting an approximately 2 cm length piece of paper that has a pre-

defined width of 10.3 mm. A hole is then pierced into this paper plate at the centre of one end before

Figure 3.4: The Wilhelmy plate at the air-water interface, used to measure the surface pressure of the

monolayer film. The contact angle, dimensions of the plate and immersed depth affect the force that
acts on the film. However, to measure surface pressure, the important parameter is the perimeter and

if a thin plate is used, the surface pressure can be calculated through the width of the plate alone.

being placed on the hook connected to the tensiometer. For best results, this Wilhelmy plate should
be placed in a separate beaker of the same subphase for 30 minutes as this helps to clean the plate

by dissolving any contaminants.

Subsequently, the entire trough is filled with deionised water such that the height of the meniscus
rises above the levels of the barriers. One of the reasons a clean trough is required is to retain the
hydrophobic/hydrophilic features of the trough/barriers; with the other being to prevent
contamination. Once a continuous water meniscus is formed throughout the trough, the surface must
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be cleaned of oils, organics and other contaminants. To do this, an aspirator attached to a hose with
a hydrophobic PTFE syringe on the end is used. The syringe is held close to the air-water interface such
that a ‘slurping’ noise can be heard, this distance must be kept constant as if the syringe is placed too
far into the water it will begin to drain the trough and allow leakage under the barriers. Whilst the
surface between the barriers is being cleaned, the barriers are closed to their maximum position to
allow all surface contaminants to be close-packed and removed. The barriers are then fully re-opened
and the reading on the tensiometer’s balance is zeroed. Following this, the barriers are closed in order
to get a representation of the surface cleanliness. If the pressure rises above 0.3 mN/m, the surface
should be re-cleaned and this process repeated. After the surface is adequately clean, the barriers
should be left in their open position to allow for the deposition of material. The solution is
conventionally deposited onto the surface using a syringe, and following this the remaining solvent is
allowed to evaporate so that only the molecules are present on the surface before an isotherm is

taken.

o| |solie g h
5 Critical ' Gas Phase Liquid Phase
[J]
] Pressure .
% V}a{ena] |
H‘E . -
—
<+— ‘Gas’ —»
» Solid Phase

Surface Area

Figure 3.5: A typical pressure-area isotherm showing the three distinct phases normally seen during
a compression cycle. When the molecules on the surface are sparsely spread, the molecules behave
like an ideal ‘gas’ in a container (gas phase). As the area is reduced, a change in the gradient is
observed indicating the formation of a ‘liquid’ due to non-negligible interactions between molecules
(liquid phase). Further compression results in the creation of a ‘solid’ film (solid phase), which then

collapses if the pressure is increased past the critical pressure.
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The most important indicator of the monolayer properties is given by measuring the pressure-area
isotherm. This is achieved by reducing the area (closing the barriers) and constantly monitoring the
pressure. A schematic of a typical pressure-area isotherm can be seen in fig 3.5. A number of distinct
regions appear during compression and are described as follows. Before compression begins, and the
barriers are extremely far apart, the molecules are allowed to move in a random motion on the surface
and behave very similarly to an ideal ‘gas’ enclosed in a box. As the available area is reduced, the
density of molecules on the surface increases as the ‘gas’ is compressed, corresponding to a small rise
in pressure. At an area that is dictated by the material system, a phase transition similar to that of a
conventional gas is seen as the molecules begin to interact and behave like a ‘liquid’. Further
compression results in the complete close-packing of the molecules and the formation of a ‘solid’
state; this solid film can then be transferred onto a substrate. If the pressure is increased past a ‘critical
pressure’, the monolayer film becomes unstable and is destroyed due to the formation of three-
dimensional structures; this is commonly indicated by a sudden drop, or plateau, in pressure. The
phase behaviour of the monolayer is mainly determined by the physical and chemical properties of
the molecule in use, the subphase composition and the subphase temperature. Thus, the selection of
the subphase is important for the resulting characteristics of the film. For example, it was found that
the deposition of nanoparticles from a water subphase completely quenched the fluorescence. To this
end, using dimethyl sulfoxide as the subphase facilitated LB films with excellent surface coverage
whilst not diminishing the fluorescence of the nanoparticles. This gives the LB technique an extra

variable that can be manipulated to achieve ideal deposition of a large variety of materials.

3.3.4. The Mixing Problem

In the Langmuir-Blodgett technique, the material to be deposited needs to disperse well both in an
organic, water immiscible spreading solvent, such as chloroform or hexane, and on the surface of
water. This is a major bottleneck for LB assembly as it is normally required for the dispersed material
to have completely contrasting surface properties for dispersion in water or these solvents. This
problem can be aggravated if the starting solution of the colloidal suspension is different to the
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Figure 3.6: Electrospraying with the Langmuir-Blodgett technique. (a) A large amount of mixing during
conventional spreading [Insets: direct mixing (top-left) and turbulent mixing (bottom-right), (b) Little
mixing seen due to electrospraying onto the water surface, (c) ‘On’ voltage against distance from air-
water interface surface for water and ethanol under experimental conditions, (d) Optical image of
electrospraying ethanol in the cone-jet mode.

spreading solvent as the material must then be stabilised in a range of solvents. In order to mitigate
this, alcohols have been used as the spreading solvent which, due to the surface tension mismatch
with water, allow some spreading of the material. However, such alcohols can mix with water leading
to the majority of material being lost to the subphase’. In conventional LB assembly using alcohols,
the spreading of material is done via a syringe resulting in droplets approximately mm’s in size as
demonstrated in fig 3.6a. The size of these droplets causes mixing into the water via two mechanisms.
Firstly, upon impact of the droplet with the water surface, the alcohol directly mixes with the water
due to partial submersion of the droplet (see fig 3.6a top-left inset). The other mixing mechanism is
the result of the solvent spreading over the surface, this induces turbulent mixing below the surface
which promotes mixing of the alcohol with water (fig 3.6a bottom-right inset)®. Through the use of

fine-control, such as releasing droplets by dragging them across the water surface, the direct mixing
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interaction can be largely reduced®. However, the effects of turbulent mixing cannot be alleviated

unless a different dispensing method is employed.

3.3.5. The Case for Electrospray

Electrospray occurs when a liquid is directed through a capillary that is held at high electrostatic
potentials. Such conditions can cause the liquid to spray and form aerosol particles, a phenomenon
that was discovered by John Zeleny, coincidentally in the same year as Langmuir’s seminal
experiments®. There are a few main-modes that can be observed in the electrospray dynamics as the
external electric field is increased. At low electric fields, a ‘dripping-mode’ is observed where droplets
of liquid larger in diameter than the capillary drop at regular time intervals, commonly coupled with
the formation of several satellite drops*®. As the electric field is increased, a liquid meniscus forms at
the opening of the capillary in a cone-like shape, with a jet appearing at the apex. This jet only remains
for a short distance before breaking up into a ‘brush spray’ due to Coulomb fission. This mode was
observed by Zeleny and analytically studied by Taylor, who calculated the equilibrium condition for
the formation of the cone (when no jet was formed) and found that it was when the surface tension
balanced the electric forces'?. This mode is now known as the ‘cone-jet mode’. Further increase of the
electric field can lead to the formation of multiple cones and jets, known as the ‘multi-jet mode’. The
most common cone-jet mode is shown in fig 3.6d. A useful approximation for the voltage, Von, which
gives the onset of electrospray, is,

1 /4d
Von = 2x10°(y7,)2In <T—>

c

where y is the surface tension of the subphase, r. is the radius of the dispensing needle and d is the
distance from the water surface. This is plotted in fig 3.6b for water and ethanol (the two spreading
solvents used in this work). Here, the surface tensions of water (72 mN/m) and ethanol (22 mN/m) at
room temperature are used. Furthermore, the needle diameters employed for electrospraying were

100 um and 150 um, for water and ethanol, respectively. Due its larger surface tension, water required
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a larger tip diameter to allow an adequate flow rate. Other factors can affect Von, such as the relative
humidity and the composition of the needle, though the assumption applied here is that all other
factors in the laboratory remained the same. Electrospraying the material results in the diameter of
the droplets reducing to the nanometre to micron range and thus a reduction in volume of over 6
orders of magnitude, resulting in negligible direct or turbulent mixing. Spreading in this way allows
material to remain at the water-air interface regardless of the spreading solvent, illustrated in fig 3.6c,

and will be applied for all results in this work; in a way similar to that reported by Nie et al.®3.

For electrospray of material used in this work, the exact conditions are given in the experimental
chapters. An interesting point to mention is that no external apparatus was applied to dictate the flow
rate of the system and the electric pressure was solely used to extract the solution. The flow rate is
dependent on a number of variables including the applied voltage, capillary inner and outer diameter,
capillary length and the capillary to surface distance, amongst others. The effects of changing these
values can be found in ref. [14]. In brief, the flow rate increases linearly with the applied voltage and
is dependent on the capillary geometry due to the changing electric pressure. The exception to this
rule is the inner diameter of the capillary which changes the hydraulic impedance and can slow the
flow rate. Due to this, the type of capillary that was used for the spraying of water and ethanol had to

be changed, as aforementioned.

3.5. Characterisation Technigues

3.5.1. Brewster Angle Microscopy (BAM)

The Brewster angle microscope was employed in this study to allow the determination of the
morphology and structure of the thin films that were present at the air-water interface. It provides an
effective measurement of the presence of a film, which is often difficult to tell when using transparent
solutions. This is an advantageous technique, as it allows the deposition of material to be discerned
at an early stage (clarifying that minimal mixing is taking place), by direct inspection of the water

surface.
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Through investigations of the polarisation properties of light reflected from transparent dielectric
interfaces, David Brewster discovered that at certain angles, unpolarised light can be perfectly plane-
polarised®. Likewise, when the surface is illuminated with plane-polarised light at the same angle, all
light will be transmitted into this medium with no reflection. This specific angle is now more commonly

known as Brewster’s angle.

The Brewster angle microscope makes use of this property by directing vertically polarised light at the
Brewster angle of incidence towards an air-water interface. Through simple calculations using Snell’s
law and the refractive indices of the materials present, the Brewster angle can be found; for the air-

water interface this angle is 53°.

Brevwster Angle Microscoype

Laser Camera

Brewster angle, D5 p

Figure 3.7: Brewster angle microscope experimental setup over an air-water interface. Polarised light
is completely transmitted if at the Brewster angle, but reflected in the presence of a layer of material

on the surface. The Brewster angle for the air-water interface is 53°.

When a monolayer is introduced to the surface of the water, the difference in refractive index will
cause a measurable change in the reflectivity. This reflected light can then be used to create a high
contrast optical image of the lateral morphology of the deposited layer. Such a monolayer thickness
is approximately 0.5% the wavelength of visible light which makes the relative effect of reflected light

3-15



Chapter 3 — Sample Preparation and Experimental Techniques

negligible and under normal conditions the film is invisible. By using polarised light and the Brewster
angle, the introduction of a monolayer results in a visibly determinable film against a dark background
which corresponds to the zero reflection characteristics of water. The Brewster angle microscope used
in this work was the KSV NIMA microBAM, and is illustrated in fig 3.7. In this system, a 659 nm, >20
mW laser diode is directed towards the water surface at an angle of 53° whilst the microscope is
positioned approximately 1 cm above the water surface. Prior to measurement of the surface in the
LB trough, an angled piece of black glass is placed directly under the surface of the water. This is to
ensure the transmitted light (>99% of total energy) is largely absorbed or reflected at a large angle,
away from the camera that visualises the surface, in order to prevent saturation of the image. The
BAM can be used to study the phase behaviour of the deposited films, the influence of the subphase
on the monolayer structures, and the homogeneity of the LB films, making it a very useful non-contact

technique prior to deposition onto a solid substrate.

So far, the techniques to probe the characteristics of the formed film at the air-water interface have
been outlined which can give some insight into the morphology of the film. Once deposited onto a
substrate, the transferred film is open to a host of other sensitive characterisation techniques, which

will be discussed in the following sections.

3.5.2. Scanning Probe Microscopies (SPM)

In this work, different SPM techniques allowed for the inspection of the nanoscale topographical,
mechanical and conductive properties of the deposited thin films. It provides great complementarity
with the other techniques that are capable of probing the surface on larger scales. All the scanning
probe microscopy techniques employed in this work are derivatives of the atomic force microscope
(AFM). Thus, the working principle of an AFM will first be described before summarising the
differences of the other imaging modes. An AFM operates by measuring the force between a tip and
the specimen under inspection, typically the tip is a 3-6 um tall pyramid that reaches a diameter of

15-40 nm at its end. This results in the lateral resolution of the image being limited to approximately
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30 nm, whereas the vertical resolution can be as high as 0.1 nm. For all measurements in the following
chapters, a Bruker Icon AFM was used where the specific details are given in the chapters. The
scanning probe microscopies used here allowed insight into the morphology, composition, height and

lateral sizes of the films and its constituents deposited via the Langmuir-Blodgett method.

To acquire an image, an AFM measures the vertical and lateral deflections of a cantilever that is
attached to the tip by using the optical lever effect. These deflections result in a laser that is incident
on the cantilever being reflected to different regions of a 4 quadrant photodetector, the position of
the laser on the detector then corresponds to the angular deflection of the cantilever. This concept is
illustrated in fig 3.8. The sample is then attached to a piezoelectric slab that is used to move the sample

in the x and y directions in order to scan across the surface.

4 Quadrant
Photodetector

Cantilever
+

Tip

XY Sample Stage

Figure 3.8: Schematic of the working principle of an atomic force microscope. As the tip is scanned
across the surface, the height fluctuations causes the cantilever to twist and deflect a laser aimed at
a 4 quadrant photodetector. Allowing the topography to be mapped.

There was two modes of imaging used in this work, namely contact and tapping mode. Contact mode

operates through the tip being in direct contact with the sample surface. As the piezoelectric slab

moves the sample underneath the probe, the photodetector signal is sent through feedback
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electronics that controls the z-height of the slab in order to keep the force on the cantilever constant;
corresponding to a fixed tip-sample distance. The change in z-height is then measured across the
sample surface to give the topography of the sample. An alternative scanning method is tapping mode.
Here, instead of being in constant contact, the cantilever is oscillated at a fixed frequency such that
the tip is only in contact with the surface for short periods of time. The height profile is then inferred
from the variation of the amplitude of oscillation, which changes as the sample moves towards or

away from the tip.

The parameters had to be carefully optimised in the AFM measurements of the nanoparticles in
chapter 6, necessitating the use of tapping mode. If contact mode was used, the results that were
achieved showed ‘smeared out’ nanoparticles due to the large lateral force applied, capable of
dragging the nanoparticles across the surface. Even in tapping mode, the parameters had to be
adjusted and optimised such that an extremely small amplitude and scan rate was applied to the
sample. This facilitated the imaging of nanoparticles, although the resolution was reduced compared
to the AFM’s capabilities, due to some residual lateral movement of the nanoparticles. It is thought
that the nanoparticles were not particularly well adhered and could be moved around due to their

spherical shape, resulting in a weak substrate-nanoparticle interaction.

The two other techniques employed here are ultrasonic force microscopy (UFM) and conductive
atomic force microscopy (C-AFM). UFM operates via oscillating the sample vertically at a frequency
higher than the resonance frequency of the cantilever'®!’. Measuring the resultant deflections and
torsional vibrations can give information about subsurface and elastic properties and is able to discern
materials of different elasticity by controlling the direction of vibrational forces. Most impressively, it
can highlight the adhesion of a film of material to the sample and gives contrasting signals if a material
is well adhered or completely decoupled from a substrate. It is this measurement that is principally

investigated in this work for the fabricated thin films made via the LB technique.

C-AFM simply measures the current flowing through the tip and the sample and requires the use of a
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conductive tip. In principle, this technique measures one of the variants in Ohm’s law. In the
measurements taken in chapter 6, a fixed DC bias, Vi,, is applied to the sample and the measured
current is converted to a voltage, Vou, through use of a preamplifier. Through knowledge of the
external resistance, Rex;, in the circuit, the resistance of the sample can be determined through the
relationship Vout/Rext=Vin/Rsample. It should be noted that these two modes have to be operated whilst

the AFM is in contact mode, but all three images can be measured simultaneously.

3.5.3. Scanning Electron Microscopy (SEM)

A scanning electron microscope was employed in the work presented here to gain insight into the
morphology, coverage densities and size distributions of the films deposited via the LB technique. It
allowed simple determination of the three-dimensional topographical and morphological data on a
number of length scales. Furthermore, due to an SEM’s large depth of field, large areas of the
deposited films could be inspected simultaneously, making it an invaluable addition to characterise
macroscopic areas with high resolution which the other techniques could not. By simple adjustments
of the electromagnetic lenses within the system, the inspection of the films on a number of different
length scales could be achieved efficiently; allowing examination from millimetres to nanometres. The
SEM images presented in the following chapters were taken with a JEOL JSM-7800F system with
acceleration voltages of up to 15 kV28, and if it is not specified within the text, the acceleration voltage

that was used was 5 kV, whilst the electron beam current was 20 pA in all cases.

The main components of an SEM can be seen in fig 3.9. In the JEOL system, the electron beam is
generated by a field-emission electron gun which extracts electrons using a large electric field
generated by the potential difference between the gun and the anode. The gun is constructed of
crystalline tungsten which is fabricated such that the tip is approximately 100 nm, and the electrons
are withdrawn from the very end of this tip. The beam is then passed through a series of lenses, known
as electromagnetic lenses. These are essentially large coils of wire than can generate a magnetic field

such that the electrons traverse a helical trajectory and come to a focal point once it exits the lens.
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Following this, the beam is sent through scanning coils, which use a magnetic field to direct the beam
to the point of interest on the sample. These coils rapidly raster the beam over the sample area to
produce an image. A number of apertures (not shown in fig 3.9) are used to reduce the beam diameter
and increase the resolution. Moreover, the entire system must be placed under vacuum to prevent

the electron beam scattering with air molecules.

Vacuum =p
Chamber

'4— Electron Gun
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Electron me———p- ;
Magnetic

Beam <= |Lens
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Backscattered Coils
Electron
, : Electron

Detector
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Figure 3.9: Main components of a scanning electron microscope. An electron beam is directed
through a series of lenses and apertures so that it strikes a sample with a nanometre spot size.

Scattered electrons are then detected to give structural and chemical composition of the sample.

Once the electrons strike the sample, two main types of signal can be detected to analyse the sample.
Secondary electrons (SE) are generated when the electron beam dislodges electrons from the sample
surface (depths of a few nm) with a low-energy level. These electrons are then extracted via a detector
that accelerates the electrons towards it using a Faraday cup. The electrons then interact with a

scintillator connected to a photomultiplier tube. The amplified signal is re-converted to an electronic
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signal which then displays the image. The backscattered electrons are generated deeper within the
sample and are reflected with approximately the same energy as the beam and detected via the same
process as the SE. The secondary electrons give topographical data whereas the backscattered
electrons give chemical composition. As no chemical composition was explored, all images presented
here were taken with the secondary electron detector. The secondary electron images record the
topographical and morphological data, and were therefore used for large scale characterisation of the

deposited thin films of MoS,, nanoparticles and graphene in chapters 5 and 6.

3.5.4. Photoluminescence, Raman and Fluorescence Spectroscopies

This section briefly discusses the methods used to study the interaction of the created films in chapters
5 and 6 with light. Using these methods allowed the investigation of quenching mechanisms of the
MoS; and the nanoparticles through measuring samples fabricated in different methods.
Furthermore, it gave some complimentary insight into the thickness of the films of MoS,, where the
Raman spectra is a good indicator of layer thickness. The micro-photoluminescence data was taken
with a home built system shown in fig 3.10. Here, a continuous wave Nd:YAG frequency doubled 532
nm laser is directed along an optical path which controls the incident power of the laser on the sample
(details shown in the figure). The laser is focussed onto the sample through a 50x, 0.65 NA objective
lens such that the spot size is ~1 pm?2. The emitted light is then collected with the same objective and
analysed using an Andor Shamrock 500 spectrometer connected to a Newton silicon EMCCD that is
Peltier cooled to -85°C°. The photoluminescence measurements on the MoS; in chapter 5 was carried

out using this setup.

For the fluorescence measurements on the nanoparticles studied in chapter 6, an Agilent Cary Eclipse
spectrophotometer was used?. As opposed to the laser used above, a Xenon lamp is used to excite
the nanoparticle samples at 300 nm, this was neccesary as the excitation wavelength needs to be far
enough away from the band edge so that the fluorescence signal can be isolated. Furthermore, the

light is incident over a large area of the sample such that the fluorescent signal collected is from the

3-21



Chapter 3 — Sample Preparation and Experimental Techniques

entire film. Also, to measure a spectrum, a photomultiplier tube is moved stepwise to collect the signal

corresponding to each wavelength emitted from the sample.

The Raman data acquired in chapter 5 is taken using a Renishaw inVia Raman microscope?. The
measurements were taken using the same 532 nm excitation laser as in fig 3.10. Raman spectroscopy
allows the understanding of the materials vibrational energy levels through the interaction of the
excitation laser with phonons in the material system. The main difference from the
photoluminescence setup is that the filtering of the laser light must be extremely efficient, as the low
energy phonons result in emission of light that is very close to the laser wavelength. In this work,

Raman spectroscopy is used for identification of the thin film composition in chapter 5.

Nd:YAG
Laser

ND Filter
Digital Wheels
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Figure 3.10: Micro-photoluminescence experimental setup. A 532 nm laser is directed via mirrors and
beam splitters to impinge on a sample surface, the emitted light is collected through the same
objective used for excitation and sent to a spectrometer and CCD. An LED is also used to optically

image the sample.
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Chapter 4

Unique Identification with Resonant Tunneling
Diodes

4.1. Introduction

Electronic devices have become extremely prominent in everyday life, and it is now commonplace for
them to control critical tasks, such as managing financial transactions. Therefore, it is of key
importance that these devices can be securely identified to prevent illegitimate parties mimicking
themselves as genuine, and gaining access to sensitive information. The popular methods of
identification currently in use rely on the end user providing some information about themselves, such
as a fingerprint or a password, but these authentication methods are known to be extremely
vulnerable. Identities can also be provided by systems that exploit physical disorder, but there is a
growing need for the security to be as robust as physically possible. To this end, the use of quantum
nanostructures that derive their identities from the atomic arrangement of the system would provide
the ideal solution; made possible due to the sensitivity of quantum confinement on the morphology
of the structure. Employing such a system would maximise the difficulty of cloning, providing a major
barrier for nefarious parties, whilst containing the largest secure bit density possible due to the
extremity in the device size. This chapter explores this concept by making use of an electronic device
that exploits a simple quantum effect, tunneling. These devices, known as resonant tunneling diodes
(RTDs), can provide an uncomplicated measurement of identity, corresponding to the straightforward
measurement of the macroscopic current that passes through the device. This work represents the

first step towards the realisation of a unique fingerprint based on the atomic-structure of a material.
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4.2. Uniqueness in Semiconductor Nanostructures

4.2.1. A Sensitivity to Quantum Confinement

Quantum confinement is extremely sensitive to the local compositional, structural and strain disorder
of a semiconductor system®. This results in an array of apparently ‘identical’ devices displaying
different properties at a device-to-device level. The fabrication of such devices through techniques
such as molecular beam epitaxy (MBE) or metalorganic vapour phase epitaxy (MOVPE) has
skyrocketed since their development in the 60s and 70s, and these machines are now commonplace
worldwide for building and designing a whole range of semiconductor structures, many of which

exhibit quantum confinement.

Although the above fabrication methods have been finely tuned to mitigate the production of defects
and other imperfections in the local structure, they cannot be eradicated completely. Such defects in
these devices are unwanted, and there has been lots of effort in producing structures with identical
characteristics>**. The atomic layers within these devices are crucial for the underlying properties of
the system, as the energy levels within such a device are sensitive to these layers>®. For example, by
using the particle in a box model, the effect of changing the well width can be shown. Here, the
effective mass for GaAs at room temperature (0.067my) is used, whilst assuming a well width of 5 nm.
The effect of increasing the width of the well by 1, 0.5, 0.1 and 0.01 monolayers results in a red-shift
in the electrons energy level of 43.4, 23.5, 5.0 and 0.5 meV, respectively. The inclusion of a fractional
monolayer indicates that 50, 10 or 1% of the quantum well’s area has a height increase of 1 monolayer.
Amazingly, the effect of increasing the well width by 1 monolayer in just 1% (0.01) of the device results
in a 0.5 meV change; a change that can be measured experimentally’®. During resonant tunneling, the
electron’s sample all these areas and take different paths through the device, resulting in a unique I-
V spectrum. As these layers contain millions of atoms, the probability of creating a unique device with
each fabrication is extremely high, exemplified in fig 4.1. In this work, it is suggested to repurpose
these imperfect devices that are seen by many as faulty, for a novel application in information security;

namely the creation of the first UNO/PUF-type system that utilises atomic uniqueness.

4-2



Chapter 4 — Unique Identification with Resonant Tunneling Diodes

4.2.2. Imperfections and Defects in Nanostructures

A semiconductor is a periodic crystal structure that relies heavily on its underlying symmetry for the
existence of their fascinating properties. Defects such as missing atoms, impurity atoms, lattice
disorder and aperiodicity all play a role in perturbing this symmetry, which results in a profound effect
on the physics defining its behaviour. Examples of this symmetry breaking include nitrogen vacancy
centres in diamond®, donors and acceptors in Ill-V semiconductors'® and well width fluctuations in
GaAs/AlGaAs resonant tunneling diodes (RTDs)*. Incredibly, the effect of changing just a single atom
within tens of thousands can change the properties of the system due to the same symmetry
breaking®?. As the presence of defects alter the electrical and optical properties of the system, the vast
range of possible defects have received ample amounts of experimental and theoretical study, as it is
an important topic for device fabrication. As an example, intrinsic defects such as vacancies and self-

interstitials can regulate some of the basic properties of a semiconductor, such as dopant diffusion.

Figure 4.1: Randomness in semiconductor nanostructures show structural and compositional

changes on a local device scale and can be used for unique identification.

Perhaps most poignant is the defects that arise at semiconductor interfaces; the adjoining of
semiconductor crystals of different band alignments. These heterostructures have given rise to a
number of devices with a variety of applications, from solar cells to LEDs. However, the defects that
arise at the crystal interfaces are imaginably enhanced, and only worsen as the crystals being
employed are taken to ternary and quaternary compositions®®. Much could be said about the
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extensive range of studies on defects and imperfections in semiconductors systems but it is not in the

scope of this work, and the reader is referred to comprehensive works on the topic!.

4.2.3. Quantum Dots as an Example System

The effects of such device variation can be conveniently demonstrated using the optical spectra of
guantum dots grown via MBE, which provides a simple probe into the modified properties of defected
structures. The production of quantum dots is conventionally completed through the Stranski-
Krastanov mode of growth. Here, layers of material with significantly different lattice constants are
grown epitaxially which leads to a large build-up of strain within the semiconductor system. To
alleviate some of this strain, the semiconductor changes its morphology to lie in its lowest energy
state by separating into distinct islands of material; these islands are known as quantum dots. This
relief of strain results in quantum dots that display many imperfections, as elucidated by cross-
sectional STM measurements of a typical quantum dot system?°. The height, width and depth of these
islands are commonly tens of nm in size, and as such this system confines electrons and holes in all
three spatial dimensions, where the emission energy is dictated by the ground state energy of the
electron and hole within the dot. This ground state energy shows large variations due to the
inhomogeneous distribution of shape, size and composition of dots within the ensemble. Hence,
finding two dots with identical composition and structure is extremely unlikely, and similarly, finding
two with identical emission spectra is equally unlikely'®'’. This is a key reason that implementing
guantum dots as light sources has been problematic. Example spectra of a number of different
guantum dots from the same growth procedure can be seen in fig 4.2, where it is observed that the
excitonic states that are measured vary in energy considerably. In the case of fig 4.2, the optical
spectra arise from GaSb quantum dots embedded in a GaAs matrix and were measured with the micro-
photoluminescence setup introduced in chapter 3, at a power of 0.3 uW. The variation in optical

spectra is a clear indication that such a semiconductor system could be used for identification.
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Figure 4.2: Emission spectra from different quantum dots within an ensemble. There are no consistent
features from spectrum to spectrum indicating large fluctuations between the structure and

compositions of the quantum dots; typical for quantum dot samples. Intensity scales are equal.
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4.3. Electronic Unique Identification using Quantum Confinement

4.3.1. Resonant Tunneling Diodes

The variations witnessed in the emission spectra of quantum dots derive their uniqueness from the
guantum confined energy levels within the system. To use this concept for electronic identification, a
simple device that can measure the quantum energy levels of the internal structure needs to be
employed. To this end, the resonant tunneling diode (RTD) was chosen, as the room temperature
current-voltage characteristic produced in these devices is directly associated to the confined energy
level in the system. Specifically, RTDs make use of the concept of quantum mechanical tunneling,

which facilitates the passing of electrons through barriers with widths comparable to the electrons

wavelength.
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Figure 4.3: Band-diagram showing the process behind the resonant tunneling effect. As the voltage is
increased, the confined energy level comes into resonance with the minima of the conduction band,
leading to a maxima in current. The current diminishes with further bias due to reduction of this
resonance and produces a characteristic negative differential resistance (NDR) region in the curve.

In classical physics, if an electron does not have high enough energy to overcome the barrier, it reflects
at the interface. However, quantum mechanics provides a finite probability with which the electron
can tunnel directly through the barrier; and this probability increases as the barrier is made thinner.
Resonant tunneling diodes are based on a double potential barrier structure that sandwiches a
guantum confined nanostructure, which contains a series of energy levels. Electrons in the Fermi Sea,

the statistical distribution of carriers outside the barriers, can tunnel through the entire structure

when one of the confined energy states is equal to the energy of the electrons outside the barriers.
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To understand the current-voltage spectra, the reader is referred to fig 4.3. When there is no bias
across the device, only a small fraction of electrons in the Fermi Sea have an energy equal to the bound
energy state, so a negligible current is observed. As the bias begins to increase and the band structure
undergoes a Stark shift, the confined energy level approaches the Fermi level, which allows a greater
number of electrons to tunnel through the device. At a specific voltage, the confined energy level
comes into resonance with the minimum of the conduction band, giving rise to a maximum in the
current due to the large density of states at this level. As the bias is increased beyond this point, a
negative slope known as the negative differential resistance (NDR) region is seen, due to less electrons
being in resonance. At high bias voltages, the current rises rapidly due to thermionic emission over

the barrier or due to the second resonant energy level®,
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Figure 4.4: A typical current-voltage spectra from a resonant tunneling diode and its derivative.
The peak in current is associated with the confined energy level within the RTD, and the plateau
arises from the coupling to an ‘emitter quantum well’ due to band bending. The dlI/dV is often

included to deconvolute the classical and quantum physics of the system.
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The resultant |-V spectra that results from increasing the bias whilst measuring the current of a typical
RTD is shown in fig 4.4 (red trace). The dI/dV spectra (blue trace) is often used to characterise an RTD
as it provides an insight into the NDR region. The constantly increasing slope that is measured as the
bias in increased does not produce any noticeable features in the dI/dV spectrum. However, when
there is a large change in the gradient of the I-V, such as at the peak, the dI/dV exhibits a clear peak
corresponding to this immediate gradient change. Thus, using the differential conductance allows a
convenient method to deconvolute the classical and quantum physics of the system. The plateau-like
region observed following the current peak was the source of much controversy for a long period of
time, being attributed to either intrinsic charge stabilities within the device itself'®, or external circuit-
induced high-frequency oscillations in the NDR region?’. However, it is now thought to arise from the
coupling of the main quantum well, and the small ‘emitter quantum well’ that forms on the outside

of the barrier due to the band bending caused by the application of a bias?™.

(a)

Figure 4.5: Resonant tunneling diodes used in this work, showing (a) section of the chip (scale bar 200

(b)

X

| —

pum), (b) SEM of an individual device (scale bar 10 um) and (c) rendered counterpart of the device,

highlighting the important features (an AlAs/InGaAs/AlAs double-barrier structure).

Although RTDs can contain an array of nanostructures, in this work a quantum well RTD was used, as
this offers the ‘minimum amount’ of uniqueness, with only one dimension of confinement. However,
it allows the demonstration of a proof-of-principle whilst allowing room for improvement in the
uniqueness of such devices. Fig 4.5a demonstrates the array of devices used in this work, showing the
contact pads which are used for testing, fig 4.5b shows an SEM image from a single device whereas fig

4.5c shows a rendered counterpart to highlight the important features. Specifically, this is an InGaAs
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quantum well surrounded by AlAs barriers??. The mesa containing the double-barrier structure is
connected to the contact pad via an air-bridge of various sizes which is used to separate the RTD from

the main contact whilst allowing the reduction of the device area.

The confined levels are sensitive to the width and potential height of the barriers and of the well, and
as such on the atomic uniformity at the interfaces between these layers that produce the most
defects. A number of works have been reported that show just how sensitive these layers are to the
resulting measurement?*24252627 Specifically, typical tunneling devices can display a variation of up
to 270% in their |-V characteristics when interfacial fluctuations on the order of 1 monolayer exist?’.
To improve this, considerable effort has been devoted to produce highly uniform I-V spectra from
tunneling devices, with current state-of-the-art systems reaching a variation of 1% about a pre-defined
mean?®. This value corresponds to only a 0.02 monolayer variation over an 8” wafer. These impressive
works were done with single-barrier systems employing only binary crystals in their core, thus relying
on only two binary-binary interfaces. The results presented here rely on four binary-ternary interfaces
which results in much larger fluctuations in the width and position of the confined energy level within

the quantum well?.

4.4, Testing RTD Characteristics

4.4.1. Stabilisation of RTDs

As there was a large array of devices present on the chip, the probe station was employed for all
measurements to allow them to be measured efficiently without requiring individual bonding. To
ensure the reliable reproduction of results from measured RTDs, the integration and delay time
(discussed in chapter 3) were varied. Moreover, the number of steps in the staircase sweep was varied

to find the number of steps that led to a good resolution whilst decreasing noise in the I-Vs.

The integration time is related to the measurement speed (the number of power line cycles, NPLC),
which can be varied by choosing a value between 0.01 and 10 for the measurement speed, which

takes into account the operation frequency (50 Hz in this case) to give an integration time between
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0.01/50 Hz (0.2 ms) and 10/50 Hz (200 ms). The DC voltage and current are affected by power line
induced noise which is periodic, however if the analog-to-digital converter integrates for a period of
time equal to one cycle, then this signal noise can be cancelled out. In general, greater integration
times result in reduced noise, but there is a trade-off between measurement time and accuracy. In
this case, upon choosing a very long integration time of 200 ms, it was found that this gave extremely
unstable results. It is expected that this is due to overheating of the device due to the source being
applied over very long periods of time (a typical 200 point measurement with 50 ms delay time would
take 100 s). Therefore, it was decided to investigate integration times that were much lower and on
the order of a few milliseconds. Fig 4.6 shows the effect of changing the NPLC value and measuring
the same device, 10 overlapping measurements were taken by using a set delay time of 50 ms and
200 steps in the measurement. It can be seen that changing the integration time has a small effect on
the acquired result, which suggests that the measured current from the RTD is extremely stable. From
the observed spectra however, values of 1.2 ms and 2.0 ms seemed to give the best results. Therefore,
1.2 ms was selected as the integration time (corresponding to an NPLC value of 0.06) to use for all
following measurements, as this reduces the overall measurement time of the sweeps which in turn

will reduce heating effects.

0.2 ms 1.2ms 1.6 ms 2.0 ms

i

e

Current (mA)

0 200 400 600 0 200 400 600 0 200 400 600 0 200 400 600 800
Voltage (mV) Voltage (mV) Voltage (mV) Voltage (mV)

Figure 4.6: Results of 10 overlapping current-voltage spectra measured from a single device but taken
with different NPLC values in the operation cycle, corresponding to integration times indicated in the

different panels.

Using this measurement time, the variation caused by changing the delay time was studied. The delay
time could be changed to between 0 s and a maximum of 9999 s, but due to the oscillatory nature of
RTDs, trial and error was used. It is known that for purely resistive loads, this value should be set to

approximately zero, but RTDs have a small capacitive element (see section 3.2.3). By using the simple
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resistor-capacitor model for the RTD, the time constant can be calculated to estimate how long the
delay should be. To provide an upper limit for the resistance, the minimum gradient was extracted
from the |-V relationship in fig 4.6 (corresponding to the plateau region) and a maximum resistance of
~ 50 kQ was found. The capacitance can be estimated by using the formula for a parallel plate
capacitor, C = goeA/d, where A is the area of the device, £ the dielectric constant of the material, and
d the distance between plates. To extract an estimate, the distance between plates is estimated as
the distance between doped regions of the RTD mesa, 46.9 nm. The dielectric constant of
Inos3GagazAs, 13.9, was used as this comprises 85% of this region. This results in a value of 1.05 fF, for
a device area of 2 x 2 pm?. The resulting (maximum) time constant of these RTDs is therefore 0.53 ns.
For a circuit to stabilise (to 99% of set value), it is required that the delay time must be 5RC, using
V=V(1-e¥RC). Thus it was evident that the delay time is not required to be set much greater than zero,
and trial and error of values about zero was performed to maintain a quick measurement protocol
and avoid heating. 10 overlapping results of the same device with various delay times are displayed in
fig 4.7, with the number of points here also being 200. It was found that the optimum delay time was
80 ms, this reduced the noise in the measurements most effectively and displayed the most accurate
overlap between separate traces. To check these values are adequate across other devices, 10 other

devices were tested and displayed similar reliability.

30 ms 50 ms 80 ms

Current (mA)

0 200 400 600 0 200 400 600 0 200 400 600 0 200 400 600 800
Voltage (mV) Voltage (mV) Voltage (mV) Voltage (mV)

Figure 4.7: Results of 10 overlapping current-voltage spectra measured from a single device but taken

with different delay times in the operation cycle, as labelled in the different panels.

Finally, a device was probed using these settings whilst changing the number of steps within the
sweeps from 100-500. The results of 10 overlapping measurements are displayed in fig 4.8. It was

observed that the overlapping current-voltage spectra got less consistent with an increasing number
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of points, where the increase in width of the overlapping traces is actually a result of their slight offset.
In contrast to this general trend, the measurement acquired with 400 points displayed repeatable

spectra whilst providing high resolution, so initially this number of points was employed for testing.

100 pts 200 pts 300 pts 400 pts 500 pts

N

Current (mA)
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o
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Voltage (mV) Voltage (mV) Voltage (mV) Voltage (mV) Voltage (mV)

Figure 4.8: Results of 10 overlapping current-voltage spectra measured from a single device but taken
with a different number of points in the sweep, as labelled in the figure.

However, upon measurement of other devices using 400 points and the previously ascribed values,
the inconsistency of the measurements was repeatably seen, resulting in another value be chosen for
the number. It can be seen in fig 4.8 that when the number of points is 100, the traces overlap
extremely well whilst removing some of the noisy spikes from the measurement. This is likely due to
the averaging of the current readings as they are only being taken every 10 mV, but allows the peak
value to be read consistently. Therefore in all measurements that follow, 100 points per spectra were

used during each measurement.

4.4.2. Size Selection of RTDs

The resonant tunneling diodes that were available on the chip came in sizes that varied between 6 x
6 um? and 2 x 2 um?. It was of interest to find which size produced the most repeatable results as
these would be the RTDs that were used for testing for use as unique identifiers. The data in fig 4.9
displays the data acquired from a typical device of these various sizes. The results in fig 4.9 show the

large variations measured in the acquired spectra from the different sizes of RTD.

The enhancement in the tunneling current for different sizes is a consequence of varying the device
geometry, where a device with a larger area allows a greater parallel classical current to flow due to

the existence of more available electrons within the Fermi Sea. The reduction of the device area
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normally results in a significant decrease of the peak current density, due to the large series resistance

increase associated with undercutting of the device?.
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Figure 4.9: Modulus of current against voltage spectra from the different sizes of RTDs. The increase
in current flowing through larger devices is due to the larger device area, with different geometries
having similar current densities. The trend of decreasing voltage with decreasing device area is
associated with the voltage drop across parasitic resistances in the circuit, as in ref [30]. 2 x 2 pm?
devices in forward bias were chosen from this selection due to their low |-V peak, which provided

more robustness.

However, in the RTDs employed here, the peak current density shows excellent scalability, irrelevant
of the size of the RTDs?*2. Considering that the area of these devices is increased by 9 times, the
resulting shift is extremely low compared to other systems which show a similar shift for a 2 times

increase in device area®.

For clarity, the modulus of current has been taken on the reverse bias side, and in reality this current
is negative. The devices in this figure all comprised of a square mesa of the varying sizes connected by
a 2 um air bridge to the contact region. It should be noted that although the RTD has a symmetric

structure, the asymmetry of forward and reverse bias regions is due to the different doping profiles
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built into the collector and emitter regions, respectively. It is observed that the device which has the
smallest current travelling through it is the 2 x 2 um? device operating in forward bias. This is crucial
as the larger devices transmit a higher number of electrons and can result in inconsistent results, some

of which are displayed in fig 4.10.
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Figure 4.10: Various effects of unreliable results from using larger device showing (a) the peak of a
device shifting due to heating and (b) the characteristic of a device failing through overcurrent. Inset:

I-V spectra following breakage, with same data scales as in (b).

For example, in fig 4.10a it is shown that a 4 x 4 um? device displayed a shift in the peak voltage which
as mentioned earlier, is attributed to heating. Fig 4.10b shows the signature of a typical device
undergoing critical device failure, which completely destroys the nanostructure due to thermal
degradation of the interfaces®!. It was observed that this happens most often in large devices, 6 x 6
um? in this case, as the compliance of the source measurement unit must be set to a higher value;
albeit just above the peak value. The inset displays the results obtained following failure of a device,
which shows that the negative differential resistance region has been lost and indicates that the
barrier-well region has essentially fused together to provide a parallel conductance channel. Finally,
care must be taken to ensure that the probes are well placed onto the RTD’s contact regions, as the
addition of an external resistance due to a bad contact can lead to further instabilities in the RTD as

shown in fig 4.11.

4-14



Chapter 4 — Unique Identification with Resonant Tunneling Diodes

For all the measurements in the sections to follow, the optimised parameters described above were
used, whilst establishing a systematic way of connecting the device to avoid the problems present in
fig 4.11. This was done by placing the probes at approximately the same position on each contact pad,
whilst avoiding movement once positioned on the contact pad which can promote removal of the gold

contact layer. Furthermore, for simplicity of results, only the positive bias of the devices were used.

16
12
<
E
s
5
@)
4_
0 -—
0 200 400 600 800

Voltage (mV)

Figure 4.11: Oscillations present in the measurements of RTD’s due to instabilities produced by
external resistances present in the circuitry. Such resistances were mainly a result of creating a bad

connection between the probes and the device, which consequently increases the contact resistance.

4.4, Resonant Tunneling Diodes as Unique |dentifiers

4.4.1. Testing the Uniqueness

For unique identification of devices, it is clear that no two devices are allowed to display the same
peak characteristics. Therefore, to justify using these quantum tunneling measurements as a reliable
metric of uniqueness, 26 devices with identical fabrication steps were investigated and their results
are plotted in fig 4.12. Specifically, these devices were 2 x 2 um? square mesas connected to a 3 um

air bridge. The number of identical devices on the chip was limited to 26, which prevented inspection

of a larger number of devices.
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In fig 4.12a, it was observed that there was a ~50 mV and ~3 mA spread of the device’s current-voltage
peak. Upon closer inspection of the different spectra, it was evident that a number of traces displayed
very close overlap (around 250 mV and 2 mA). It is likely that the average widths of the quantum
well/barriers and the device area are approximately equal for these devices. These spectra were the
results of averaging the acquisition of 100x 0 -> 800 mV -> 0 sweeps of a device. On the other hand,
the differentiated spectra plotted in fig 4.12b showed that the peak produced from the gradient of
the negative differential resistance region was much more consistent. Thus, for unique identification

purposes, the peak position in the |-V spectra was used.
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Figure 4.12: Results of testing 26 identical 2 x 2 um? devices, showing (a) |-V spectra and (b) di/dV
spectra. The |-V spectra showed a large variation in device characteristics although there seemed to
be a group appearing at a specific |-V position, indicating all RTDs ‘intended’ peak position. Much
greater consistency was observed in the dI/dV spectra.

The signature from an RTD can be approximated as an exponential convoluted with a Gaussian®?,
where the Gaussian represents the tunneling current through the energy level, whilst the exponential
arises from the normal diode current®. Thus, to further elucidate the variation between peak
positions, Gaussian functions were systematically fitted to the peaks to extract the peak position and
height. The resulting data is shown in fig 4.13. Here, it can be seen that there is no collision in peak
position, other than the area highlighted by the boxed region, which correspond to the close spectra

in fig 4.12. However, this is an artefact of the symbol size. It was observed that there is a range in

current and voltage values of 4 mA and 70 mV, respectively. This suggests that the peaks for other
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devices could fall (at least) anywhere within this range, although there is a clear positive correlation
in the values, suggesting a strong Ohmic relationship. Thus, it is expected that high current-low voltage
peaks or vice versa, will not be observed. Furthermore, the associated errors in voltage and current

extracted from the spread in results are plotted but are too small to be visible in fig 4.13.
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Figure 4.13: The average peak position of the 26 devices, calculated by averaging over 100 spectra that
were measured from a given device. Positons have been extracted using Gaussian fittings, whose use

is justified in the text.

Through closer inspection, it was observed that the devices within the red area were, too, unique. To
highlight this, the data is re-plotted in fig 4.14. To estimate the confidence that the peak positions do
not overlap, the 5 results obtained from the boxed region in fig 4.13 are plotted with their associated
confidence ellipses about their average value. The ellipses were plotted by using the standard errors
in voltage as the semi-major axis and the standard error in current as the semi-minor axis. Here, the
200 individual spectra of each device were analysed to find the peak voltage and current. These values
were then used to find the average value of voltage and current for a given device, along with the

standard deviation. This was converted to the standard error by using the number of values in the
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dataset. By using 1.96, 3.09 and 3.99 standard errors allowed ellipses of 95%, 99.9% and 99.997%
precision confidence to be plotted. It was found that even using a 99.997% confidence ellipse resulted
in no overlap between devices, although the exact position will be affected by the different resistances
associated with each device and the heights and widths will be related to the interfacial roughness

and exact device geometry.
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Figure 4.14: Current-voltage spectra of the highlighted region in fig 4.13, showing the average values
with their associated confidence ellipses. Ellipses were drawn by taking the standard errors in current
and voltage as the semi-minor and major axes, respectively. It was found that no peak positions

overlapped within a 99.997% confidence.

4.4.2. Testing the Robustness

The usefulness of such a device as a unique identifier is only justified if the I-V spectra can be reliably
re-produced multiple times. To investigate the repeatability of RTDs, the results of the 100 spectra
that was taken for the results in the previous section are shown in fig 4.15 for 4 different devices. It
was observed that the position of the current-voltage peak was stable upon many measurements, and
each measurement lied within 2 standard errors of the average value in both current and voltage. The

data in fig 4.15 has been offset for clarity. Of course, in a realistic implementation, a single
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measurement of the device would never be used and an average value over multiple runs would
always be taken but this result demonstrates the high calibre of robustness for RTDs. Furthermore,
the differential current-voltage spectra has been shown in fig 4.15, and it can be seen that this is also
robust to multiple measurements. Therefore, although there is a lack of uniqueness compared to the
I-V peak, the NDR region could be used as an extra layer to use for identification, if necessary. It should
be noted that during some measurements, the issue of intermittent contact caused the spectra to be
noisy and inconsistent. However, for the results presented these were omitted as anomalous as in a

realistic implementation, the devices would have a bonded contact to the external circuitry.
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Figure 4.15: Reproducibility of the peak in the current-voltage (top row) and differential current-
voltage (bottom row) of 4 devices. It was found that the repeat of a single measurement always lied
within 2 standard errors of the previously calculated average, demonstrating the high calibre of

robustness for RTDs. The spectra are offset for clarity.

For an implementation setup of such a device, the current-voltage values would actually fall into bins
that would correspond to a number for unique identification. The data in fig 4.13 was thus replotted
in fig 4.16 to show how this would affect the robustness of such a device. This plot is a subset of an I-
V graph that has been separated into 256 bins; the number of bins dictates the uniqueness-robustness
relationship. A greater number of bins results in a more unique device but the higher possibility of it
changing its identification value when re-measured and vice versa. For the data collected here, and
using 256 bins, the probability that a device would fall into the wrong bin when re-measured a single
time is 11.4% in the voltage domain and 0.54% in the current domain; extracted using the average
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value and 100 isolated spectra. This highlights that the current is extremely robust to re-measurement
whereas the voltage bin could change values much easier. This could be corrected using error
correction techniques such as fuzzy extractors, or by requiring a minimum amount of datasets to be

averaged before a value is taken.
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Figure 4.16: A realistic implementation would require the peak positions to fall into bins which take
a range of current values, and can thus give the device a unique number. The probability of individual
measurements ‘jumping bins’ is shown here. Where the probabilities are calculated from the number
of measurements that display a deviation from the average of > 1 bin.

4.4.3. Implementation Considerations

By taking the current and voltage ranges spanned here, and the average uncertainty associated with
the devices, it has been calculated that on the order of 10 unique identities could be obtained. To
increase this number, various methods could be explored. Firstly, the devices could be linked together
into an array, creating a circuit where the RTDs are linked either in series or in parallel, resulting in a

number of peaks from a single device and thus increasing the uniqueness. Furthermore, the use of

higher order nanostructures such as the quantum dots suggested in fig 4.2 could be incorporated into
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the active region. This higher number of confined energy levels would also increase the number of
peaks in the |-V spectra. Here, only a single peak has been investigated whereas to obtain the
maximum information content from a single device, the peak in reverse bias, valleys of the spectra
and widths of the peaks could be investigated to elucidate whether or not they are unique and
reproducible. These factors could increase the secure bit density past its current value of 2.5 bits/pum?,

which is already twice the state-of-the-art for PUF security3*.

The geometry, contact interfaces and metal thicknesses will also play a role in defining the uniqueness
of a given device. However, it was reported that this effect should be small, as by using the same
processing steps and simply optimising the quantum well interfaces, the I-V variations were reduced
down to 1%, as described in ref. [26]. Interestingly, the disruption in the growth of such a structure
would make these interfaces highly distorted, which in the case of this application would be an
advantage. Finally, these interfacial fluctuations could be affected through exposure to high
temperatures, which would change the underlying signature and is undesirable. However, if operated
in controlled conditions, this could be used to reconfigure the device and give a new fingerprint if the

signature is accidentally revealed.

4.5. Summary

In this chapter, the derivation of an electronic unique identity from an underlying atomic structure
has been shown for the first time. Such a device would provide unparalleled security due to the
increased difficulty of cloning. To make use of the sensitive quantum effects arising from the varying
atomic make-up, resonant tunneling diodes were employed as they provide a straightforward
measurement of a macroscopic property that depends on the underpinning structure. It was proposed
that the peak that arises from a single resonant tunneling diode will have a position that depends
upon the internal structure on the atomic-scale, as this effects the confined state within. A chip
containing many double-barrier, quantum-well resonant tunneling diodes was taken and the

measurement protocol was investigated and optimised. A number of parameters were changed such

4-21



Chapter 4 — Unique Identification with Resonant Tunneling Diodes

that the measurement of an individual device could be reproduced with the highest precision. Using
these conditions, 26 devices that were fabricated with a seemingly identical quantum-well, double-
barrier structure and device geometry (namely 2 x 2 pm?, connected via a 3 pm air bridge) were
explored. It was found that each of these devices resulted in a unique peak position in both voltage
and current, when 100 different spectra were averaged. These devices did not overlap one another
within a precision of 99.997%, and thus could be used as a unique identifier. However, it was shown
that the dlI/dV spectra did not display as much uniqueness, suggesting the NDR region is uniform
wherever the position of the peak, so this was not used for identity extraction. Furthermore, re-
measuring the peaks from individual devices gave repeatable results where the peak position of each
measurement always fell within 2 standard errors of the average. When plotted on axes representing
a bin number, it was shown that the re-measurement of such a device would result in probabilities of
a device ‘jumping’ bins of 11.4% and 0.54% for voltage and current, respectively. This highlighted the
need for a large number of measurements to be taken and then averaged for an accurate
measurement. Also, the dI/dV spectra resulted in robust measurements, so it was suggested that it
could be used for an additional layer of identification even though it is not able to uniquely devices on
its own. Using the spread of results, it was estimated that approximately 10% unique identities could
be extracted using devices of this sort and methods of increasing this number were discussed. Finally,
a value of 2.5 bits/um? was calculated for the secure bit density, twice that of the state-of-the-art in

this field.

To increase the security of the RTD devices suggested here, a number of methods can be applied to
increase the amount of unique information that can be extracted. Firstly, the connection of RTDs, in
series or in parallel, can result in the |-V spectra containing more than 1 peak. A result of the different
RTDs coming into resonance at different voltages. Higher order nanostructures can also be employed,
by using quantum dots instead of quantum wells, this will result in a higher number of energy levels
being stored in the RTD. Consequently, this will result in a larger number of unique peaks in the I-V
spectrum. Also, it of interest for implementation to embed the devices in a circuit architecture, this
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can be done by bonding RTDs to a chip that contains the required circuitry to measure the resonance.
Longevity, temperature and other environmental factors need to be studied for the device to operate
in a practical setting. Although the RTDs |-V characteristic will show changes with increasing
temperature, for example, what is proposed here is a simple proof of principle that shows that such a
guantum device can be employed for this application. However, it should be straightforward to
calibrate such changes and this could even add another element of security to the device, by using the
local temperature of the operator as another variable that can be introduced when measuring the

RTD, as this value will be unknown to a remote attacker. The above will all be explored in future work.
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Chapter 5

Langmuir-Blodgett Deposition of 2D Materials for
Unique Identification

5.1. Introduction

There are many instances in the field of security where optically identifiable tags are used, examples
of these include holograms, special inks/prints and conventional anti-tamper taggants. Unfortunately,
there are a range of problems with these existing systems, none more so than their ease of clonability
and lack of individuality. Thus, it is of great societal and technological significance to develop an
optically addressable analogue of an UNO/PUF-like device that can overcome these problems by
relying on quantum confinement and thus, the local atomic environment of the system. In this
chapter, the possibility of this is suggested by using two-dimensional materials known as transition
metal dichalcogenides (TMDs), which contain a direct band-gap in the visible range and therefore emit
light that could be detected efficiently by a standard silicon CCD. Although individual monolayers have
outstanding properties, their size limits potential uses, and for a practical realisation of a 2D material
based, optical identification tag, a method of macroscopically depositing 2D materials is needed. The
emphasis of this chapter is therefore on the creation of TMD devices using the Langmuir-Blodgett (LB)
technique, for the first time. Specifically, large-area films of MoS, have been fabricated, and has
provided a facile method of creating macroscopic films of 2D materials. This method has thus far been
used sparingly for 2D materials, limited to the deposition of graphene and graphene oxide. It is shown
in this work that by utilising electrospray for deposition onto the air-water interface, the creation of

thin films of effectively any 2D material could be achieved.
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5.2. Unique Properties of 2D Materials

5.2.1. An Introduction to 2D Materials

The rise of two-dimensional materials dates back to 2004, when Novoselov et al. isolated and
characterised graphene sheets!. Graphene is an allotrope of carbon that comprises an atomically thin
honeycomb lattice of sp? hybridised atoms that can separated from bulk graphite due to the weak Van

der Waals force between the layers.

Graphene has exceptional in-plane electrical, mechanical and thermal properties such as having an
electron mobility of 200,000 cm?V!s? and a Young’s modulus of approximately 2.4 TPa%*3. These
interesting properties arise due to graphene’s unique band structure and the effect of confining

electrons and holes in 0, 1 and 2 dimensions*>®.

Since the discovery of graphene, there has been a plethora of investigations into other two-
dimensional materials that can also be separated from their bulk counterparts due to weak inter-
planar Van der Waals forces. Examples of these include, but are not limited to, the transition metal
dichalcogenides (TMDs), such as MoS, and WS,”8. These materials are of great interest in the field of
optics, as their band structure undergoes evolution from an indirect-gap to a direct-gap
semiconductor as the number of layers in the sheet is reduced to a single layer®. It is these materials
in particular that will be the topic of discussion in the following chapter for creating an optical security
device. MoS;, specifically, is of great interest as it emits in the near infrared and thus takes advantage

of a standard silicon CCDs enhanced sensitivity in this range.

5.2.2. Effects of Confinement in 2D Materials

As aforementioned, the confinement of charge carriers in two-dimensional materials gives rise to
interesting properties. These properties can be used in a range of applications although it is often
required to have high-quality monolayer sheets. However, although two-dimensional materials are
often displayed as being atomically perfect, it has been observed that imperfections arise in these

materials and play a role in effecting the properties of the material’%1%121314 These atomic variations
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in the 2D material can lead to significant differences in the wavelength of any emitted light, a
macroscopic property that is easy to measure optically. This promises a simple means to visually verify
the identity of an object with a 2D material on it, as illustrated in fig 5.1a. Furthermore, a large family
of 2D materials now exists (see fig 5.1b), with new materials continually emerging, allowing this
concept to be expanded across the entire visible range; using multiple materials also provides a

method of enhancing the security of the system®.

s e h o -ded
o o oW oW o™

Ll S A B S N

Figure 5.1: (a) Imperfections such as dangling edges, vacancies, and substitutions present in 2D

materials could be used as an optically active unique identity. For example, measuring wavelength
and intensity shifts across a monolayer, could enable the extraction of a unique fingerprint with
unrivalled security, (b) current family of 2D materials, spanning the visible range could enhance the
efficiency and security even further by coupling materials together. [(b) reprinted with permission

from Macmillan Publishers Ltd: from [15], copyright (2016)].

To elaborate on the optical effect of these imperfections, a 2D flake was mechanically exfoliated onto
SiO, (Fig 5.2a and b). Here, a bulk WSe; crystal was placed onto a residue-free piece of tape and
continuously cleaved by pressing the crystal onto clean areas of tape. The thickness of the 2D sheets
reduces with each cleave and once adequately cleaved can be transferred onto SiO; for isolation of an
individual layer. Prior to transfer, the SiO, was cleaned in acetone and IPA for 5 minutes each before
being dried with N,. Following this, the SiO, was placed in a high-power plasma asher (Diener Femto

system, 98%/2% Ar/0,, 15 L/h flow rate) for 5 minutes which removes any organic contaminants
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remaining on the surface. The ashing also provides a source of heating for the SiO; substrate. The strict
cleaning requirements and heating of the substrate are to promote adhesion of layers to the substrate
such that it does not stay on the tape. To transfer the flakes, the ashed SiO, substrate was removed
from the asher and placed immediately onto the tape containing the 2D material and subsequently
manual pressure was applied for approximately 2 minutes. To obtain the best results, the tape is then

peeled away from the SiO; substrate slowly.

An optical microscope was used for identification of individual flakes. The surface of the substrate is
scanned using a 50x objective lens, importantly the substrate must contain approximately 300 nm of
SiO; on top of intrinsic Si as this maximises the optical contrast of thin flakes due to the interference
of these layers with white light'®. The thickest flakes appear white to yellow in colour and as the
thickness is reduced the flakes appear green, blue, red and then purple due to the light constructively
interfering at these wavelengths. Monolayer flakes are characterised by their semi-transparent,
purple looking colour. Once an individual layer was identified, its emission properties were explored
using micro-photoluminescence. Fig 5.2c illustrates the spectra obtained from a number of positions
within the same bilayer flake. Optical images show that the surface of the flake is ‘homogeneous’
across areas 1, 2 and 4 which is best elucidated in fig 5.2b; dark-field images are collected by
illuminating the sample at large angles enabling the detection of any clear surface variations or steps.
The photoluminescence spectra shown in fig 5.2c demonstrate that the emission profile, intensity and
wavelength can be affected by unseen local variations across the flake. The expected signal is a single
delocalised neutral exciton peak at room temperature at approximately 752 nm and 806 nm for
monolayer and bilayer, respectively’. It is observed that as the excitation position on the flake is
changed, slight intensity and wavelength shifts are measured, whilst in some spectra a smaller
shoulder is witnessed next to the main peak. Interestingly, profile 3 in fig 5.2c displays emission from
an edge-like feature in the layer, which shows sharp features that are thought to arise through
localised excitons; due to trapping of free excitons by defects!®. From these measurements, it is clear
that differences in the recombination of carriers can be measured across the surface of a 2D material.
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Similar results have been observed for other 2D materials, where the variations in the measured
photoluminescence spectra is directly attributed to the existence of defects and impurities!>%.
Furthermore, it has been shown that artificial defects can be forced into the 2D material which creates
a larger variation in the photoluminescence wavelength and intensity. This can be done using oxygen
plasma treatment of flakes, for example?!. These device dependent atomic variations can be used for
identification purposes through the macroscopic measurement of their emission profile. However,
mechanically exfoliated flakes typically range from 1-50 um in size and have to be identified and
addressed individually. In this chapter, the fabrication of a macroscopic identity tag will be pursued
using the scalable and facile Langmuir-Blodgett technique. This technique has been employed for 2D
materials such as graphene but has yet to be applied to TMDs. In this work, the creation of large-area

identity tags via the Langmuir-Blodgett deposition of MoS;, a 2D material that emits near infrared

light, will be attempted for the first time.

Intensity (arb. units)
=
Intensity (arb. units)

Intensity (arb. units)

/
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Figure 5.2: Optical images of a monolayer (a) 50x objective bright-field image, (b) 50x objective dark-
field image. This shows that no observable changes are present that should affect the
photoluminescence significantly. (c) photoluminescence spectra highlighting the differences that can
be found by exciting different areas of a 2D material (WSe2), suggested to arise from area-dependent

impurities and defects.
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5.3. Langmuir-Blodgett Films of 2D Materials

5.3.1. A Brief Comparison of Fabrication Methods

At present, the main method of fabrication of 2D materials is mechanical exfoliation, as described in
section 5.2.2. This allows monolayer sheets of superior quality to be manipulated into devices in order
to answer fundamental research questions. Unfortunately, the future of 2D materials does not lie with
this method as there is no scope for scalability or mass production of devices. There have been a
number of other methods developed for producing 2D materials in a cost effective way, albeit with
consequences on their quality; the main methods are summarised in fig 5.3. Chemical vapour
deposition has appeared as the most promising candidate with a large range of companies now
producing graphene via this method on a large-scale. However, research into the growth of other 2D
materials such as the TMDs is still in its infancy with much less research reported compared to
graphene?. The most common TMDs, Mo$S; and WS,, have however been grown into continuous films
on SiO; and studies into the growth of heterostructures by altering the growth conditions have been

reported?>?,

Mechanical exfoliation

(Research and prototyping)
Chemical Vapour Deposition
(Coatings, transparent
conductive layers and
electronics) ~..

©
>
@]
[—
"r_.. Liquid-phase Exfoliation
!I"; (Coatings, inks and composites)

A 4

Price of mass production

Figure 5.3: Main current production methods of 2D materials, comparing quality to scalability; liquid

exfoliation of 2D materials shows scalability potential for integration via many methods.
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Another method that has risen to prominence in the last few years due to its greater scalability and
ubiquity for a number of applications is liquid phase exfoliation; separating and storing monolayers of
2D materials in solution®. This area has gained much attention due to its applicability to 3D printing,
monolayer inks and coatings. The 2D materials can be exfoliated in solution either by mechanical or
chemical means and stored in a variety of solvents including aqueous environments without
aggregating. In the best example of this method, solutions comprising 75% monolayer content have

now been developed using a technique known as liquid cascade centrifugation®.

5.3.2. Thin Films of Liquid Exfoliated 2D Materials

Although the creation of high monolayer content dispersions have been observed, the fabrication of
these solutions into monolayer films has received far less attention. A variety of methods are often
employed for creating thin films of 2D materials, including; drop or dip casting, spin, rod or spray
coating, vacuum filtration and screen or inkjet-printing?’. Unfortunately, the lack of thickness control
using these methods prevents the controllable formation of uniform monolayer thin films. In recent
years, the Langmuir-Blodgett (LB) technique has been employed to fabricate thin films of 2D materials
using such dispersions of liquid exfoliated nanosheets. To date, only graphene and graphene oxide
have successfully been deposited via this method?®?°. Furthermore, there is some historical work that
has been completed on coupling TMDs in the bulk to amphiphilic molecules on the surface of water
or securing them at a liquid-liquid interface for deposition3%3%2, In this work, the direct creation of
Langmuir-Blodgett films of MoS; is reported for the first time. Similar to that reported by Nie et al.,
the main step that was taken into achieving this was though the use of electrospray for spreading the
2D materials held in solution onto the trough, as opposed to the conventional spreading of solution
(see fig 5.4)%%. The LB technique provides an excellent method to fabricate macroscopic devices of
MoS,, as it can facilitate deposition over an entire wafer, if necessary. Furthermore, although no other
materials have yet been tested, there is no physical reason why this technique could not be expanded

for the creation of thin films of any given 2D material.
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5.3.3. Creating a Langmuir Film of MoS;

For all the following preliminary experiments, MoS; solution was attained from Graphene Laboratories
Inc.3* and used as received. The stock solution is reported to have a concentration of 18 mg/L and a
thickness distribution of 1-8 layers and is held in a mixture of ethanol and water. In all cases, the MoS,
was sonicated for 10 minutes before deposition to re-disperse any aggregates that had formed in the
solution. The MoS; solution has a characteristic brown colour and is semi-transparent, and following
sonication no aggregates were visible in the solution under optical inspection. To enable the
demonstration of electrospray as an effective tool for spreading MoS;, three isotherm experiments

were performed, as shown in fig 5.5.

(a)

Figure 5.4: Different methods of solution deposition (a) conventional spreading with a droplet size on
the order of mm’s, causes lots of mixing with the subphase, (b) electrospraying spreading results in

sub-micron droplet sizes and facilitates negligible mixing, even when miscible liquids are used.

An approximate expected value for the required volume of solution to create a film that contains a
complete and continuous coverage of the MoS; flakes derived from the solution is straightforward to
calculate once the following assumptions are made. Taking an average layer thickness of 4 layers and
assuming the solution is uniformly distributed, treating the flakes as perfect squares with an average
size of 100 nm x 100 nm and a thickness of 6.15 A, and assuming the density of thin MoS; flakes to be

the same as that in the bulk crystal®>.
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Using these assumptions the volume of an individual, 4 layer flake is calculated as 2.46 x 1023 m3,
which when multiplied by the density (5.06 x 10° mg m) gives each flake a mass of 1.24 x 103 mg.
The minimum area that the barriers can be compressed to without clashing with the Wilhelmy plate
is approximately 35 cm?, dividing this by the lateral area that each flake occupies (1 x 10''* m?) gives
the number of flakes required to fill the available surface area, calculated as 3.5 x 10%. Thus the total
mass of flakes required is 0.0434 mg, dividing this by the concentration of the solution (18 mg/L)
results in an approximate starting volume of 2.41 ml. Thus, for the following experiments a starting

volume of 2.5 ml was used.

Firstly, 2.5 ml of ethanol was dropped onto the surface of the water using the conventional spreading
method such that droplet diameters were on the order of mm’s (see fig 5.4a), in this case a 0.5ml
syringe was used. Once deposited, any remaining ethanol on the surface was given 30 minutes to
evaporate so that there was no solvent remaining to skew the results. The barriers were then
symmetrically closed at a rate of 5 mm/min whilst the pressure was recorded with the tensiometer.
The black trace in fig 5.5 shows the result, it was observed that although ethanol should produce a flat
isotherm as there should be nothing on the surface, there was in fact a slight pressure increase as the
barriers closed to very small areas. This has been attributed to the ethanol itself containing
contaminants, with a volume of 2.5 ml containing enough to see a measurable change at small areas.

This result provided a good control measurement for the subsequent experiments.

Next, the entire trough was emptied, re-cleaned and prepared and 2.5ml of the stock MoS; solution
was taken and conventionally dropped onto the water surface using the same syringe and
methodology. To minimise direct mixing, the deposition of droplets is done in a controlled manner
such that they are formed at the end the needle before being moved slowly towards the surface which
then ‘pulls’ the droplet onto the surface. As before, the solution was allowed 30 minutes to evaporate
such that only material should be left on the water surface and then the barriers were closed at the

same speed of 5 mm/min whilst the pressure was recorded.
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The red trace in fig 5.5 presents this outcome, it was seen that although the deposited solution now
contains MoS; flakes, the pressure-area isotherm showed a very similar curve. This measurement in
itself lends support to the theory that using a water-miscible solvent such as ethanol results in a lot of
mixing with the water subphase as no pressure rise is observed until low areas are reached. The
discrepancy in results between dropped MoS; and ethanol is likely due to two factors, the first being
that the MoS; solution will contain a larger density of contaminants due to the nature of the chemical
process required to create the solutions, whilst the second is that a small amount of the MoS, will stay
on the surface during spreading. However, as the shape of the isotherm is very similar to that of
ethanol, the increased number of contaminants is expected to be the main contributing factor to this
offset. To further investigate whether a large percentage of MoS; remains on the surface, the water
surface can be inspected optically as the MoS; has a brown hue, fig 5.6a shows that there is no
observable colour difference between the inside and outside of the barriers further suggesting that a

large amount of mixing has taken place.

—— Ethanol
404 — MosS, Coventional Spreading
1 — MosS, Electrosprayed
30

Pressure (mN/m)
N
o
1

T T T T T T T T T T
100 200 300 400 500 600
Area (cm®)
Figure 5.5: Pressure-area isotherms demonstrating the effect of electrospraying MoS, onto the LB
trough as opposed to conventional spreading. The black and red trace show the conventional

spreading of ethanol and MoS; (in ethanol), respectively. The blue trace shows the same MoS;

solution that has been electrosprayed, resulting in a significant change in the isotherm.

5-10



Chapter 5 — Langmuir-Blodgett Deposition of 2D Materials for Unique Identification

The pressure-area experiment was then repeated a third time after re-preparing the trough but in this
case, 2.5 ml of the MoS; stock solution was electrosprayed onto the surface. For this experiment, a
stainless steel dispensing needle with a 100 um diameter (attained from Nordson EFD3%) was attached
to a 5cc syringe barrel via a lure lock, and held at approximately 5 cm above the surface. The needle
was connected to a current limited high-voltage power supply, whilst a copper plate is placed in the
water and grounded. As the ratio of water to ethanol is unknown, it is hard to predict a turn on voltage
for the spray. Therefore, the voltage was slowly increased whilst focussing on the tip of the needle
with a USB endoscope and illuminating the needles tip with a UV torch in order to increase contrast
of the solution droplets. When a stable spray comprising a Taylor cone, a small jet and then a nebulised

spray (cone-jet mode) can be seen on the image (see fig 5.4b), the voltage was kept at this value.

In the case of this particular experiment, the voltage was approximately 3.5 kV. It should be noted
here that no external pressure is applied to achieve the electrospray dynamics and the system solely
relies on the electric pressure alone. Due to the small radius of the dispensing needle, the flow rate in
this experiment was very low, requiring approximately 6 hours to finish spraying. Furthermore, due to
the lack of external pressure, there is always an unavoidable volume of solution left in the 5cc syringe
barrel. After the completion of spraying, the trough was left for 30 minutes before compressing the
barriers at a rate of 5 mm/min. The data gathered here is shown in the blue trace in fig 5.5. It was
instantly observed that the final pressure is more than double that of the conventionally spread MoS,,
and perhaps more importantly displayed a different shape in the isotherm. The shape of an isotherm
varies when different molecules are compressed on a water surface, so this observation suggests there
is something other than just contaminants on the surface; although these will still be present in the
film. Also, the gradient of the isotherm is almost vertical at low areas, indicating the approach of a
solid phase on the water surface, as anticipated by the initial calculations, though the arrival of a

critical pressure was never observed.
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Furthermore, the rise in pressure begins at much larger areas, suggesting that sheets on the surface
are beginning to interact with one another much earlier. In summary, it is evident that electrospray
has provided a means to organise a Langmuir film containing MoS; on the surface of water. This is
further elucidated by inspecting fig 5.6b, which shows how the colour of the water in between the
barriers is the same as the starting solution, in stark contrast to that observed in fig 5.6a. Clearly, if
there was ample mixing taking place in this experiment then a lack of colour difference as in fig 5.6a
would be expected, further suggesting that a large percentage of the MoS; remains on the surface

during electrospray.

Droplets: s Electrosprayed:

No Observable Film

Observable
Film

Figure 5.6: Images of a fully compressed film between two barriers when (a) conventionally spread
and (b) electrosprayed. This shows clear evidence for the existence of a Langmuir film when

electrospray is employed.

Finally, it is expected that some MoS; flakes are undoubtedly lost to the subphase in the third
experiment. This becomes especially evident at high pressures when if the barriers are kept at a
constant position, a steady drop is seen to an equilibrium pressure. This could be explained by the
flakes compressing so that they interact strongly with themselves and contaminants, forcing them to
go either over or under sections of the film, leading to some being forced into the subphase. However,
this is still under investigation as another possible mechanism could be the flakes being adsorbed onto

the Wilhelmy plate and the barriers, an effect which should be enhanced at higher pressures.
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5.3.4. MoS; at the Air-Water Interface

To investigate how the MoS; flakes behave after being placed onto the surface via electrospray, an
oscillating barrier experiment was performed. Here, the trough was prepared and 1 ml of the stock
MoS; solution was electrosprayed onto the surface (~5 cm, 3.5 kV) in the cone-jet mode.
Subsequently, the Brewster angle microscope (BAM) was placed into position over the black glass and
the barriers were set to oscillate back and forth between a barrier position of 0 mm (fully open) and
239 mm (closed) for a total of 40 oscillations. The final area here is approximately 82 cm?, as the
barriers could not be fully closed in this experiment as the BAM was being used and takes up
approximately 5 cm width on the water surface. The results of the pressure-area isotherms recorded
during the oscillating experiment can be seen in fig 5.7. It was observed that the film showed
hysteresis during each compression-expansion cycle. This effect was highlighted in the inset to fig 5.7
which looks at the cycles in more detail by applying an offset, it is evident that the hysteresis is
becoming exaggerated after each cycle. However, the flaky domains become negligible in the pressure
measurement as the available area becomes larger, which is why the pressure is able to return to zero
each time. As the observed hysteresis rises with more cycles, it is thought that more flakes begin to
coalesce to form larger regions after each cycle, making it harder for the film to return to its previous

state.

Interestingly, after each compression, a small pressure drop was measured. This is thought to be due
to the barriers being held at the closed position for 30s before re-expansion, resulting in a pressure
drop via a mechanism described in the previous section. However, the total pressure drop is only 3-4
mN/m, which could be explained by the removal of contaminants to the subphase (the pressure of
1ml of ethanol would rise to approximately 4 mN/m using the data in fig 5.4). The removal of
contaminants is also supported by the final couple of cycles in fig 5.7 (red traces), here the individual
compression and expansion isotherms seem to overlap extremely well compared to that of previous
cycles. This could be explained through the removal of the largest parts of the film (contaminants)
which can upset the film and amplify material loss into the subphase, causing pressure losses.
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The Brewster angle microscopy images of the water surface during compression are shown in fig 5.8.
These images were taken during the electrospray experiment from fig 5.4 and included here to give
the best insight about high pressure behaviour. The BAM images were taken every 30s once the
pressure had risen beyond 1 mN/m, this corresponds to a decrease in area of =40 cm? per image,
calculated using the rate of the barriers (5 mm/min). Included as a reference, fig 5.8a shows a typical
BAM image of a clean water surface, where there is evidently no material. Although the BAM images
should give a representative snapshot of how the film is behaving on the water surface, it should be
noted that it only observes 0.015% of the total area of the film. Thus, it is possible that what is
observed is dependent on the locality of the BAM head but it is presumed here that the overall film
characteristics can be captured by assuming there is no special area in the film that displays different
traits. The images shown in fig 5.8 (b-d) show how the film behaves at relatively low pressures where

not much of the surface is taken up by material.
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Figure 5.7: An oscillating barrier experiment of MoS; at the air-water interface probing the surface
dynamics. The barriers are moved back and forth a total of 40 times, resulting in hysteresis due to
coalescing of the floating film. Inset: Compression-expansion cycles with offset for clarity, blue -> red

indicates compression-expansion cycle number 1 -> 20.
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Figure 5.8: Brewster angle microscope images during compression of a Langmuir film of MoS,,

showing a clean water surface (a) and the film at increasing pressures (b-i). Showing how surface

coverage and film dynamics change upon compression. All images are 4 mm wide.

It can be seen that even at these low pressures, the flakes on the surface are already interacting with
one another and seem to be forming domains that appear to be ‘stringy’ at the lowest pressures. Small
spots representing small aggregates of material can also be seen on these images, which seem to have
completely disappeared at high pressures, suggesting that the MoS; film on the surface slowly builds
up into large domains by the adhesion of these smaller regions. This also agrees with the hysteretic
behaviour observed in fig 5.7. The images in fig 5.8 (e-i) demonstrate the film behaviour as the barriers
approach their closed position, it was observed that the gaps in the film are gradually being reduced
although even at the largest pressure there are still a number of visible gaps. To reach higher pressures
and attempt to close these gaps, the BAM head must be removed so the dynamics here were not

studied.
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An interesting observation is that in images (h) and (i), the film becomes tremendously static as
highlighted by the shaped gap regions that are pointed out and have moved <1 mm. This is in stark
contrast to the rest of the images where a completely different section of the film has been imaged.
By observing the BAM images in real time, it can be seen that up to pressures of =20 mN/m, there is
still a lot of movement in the film which rapidly decreases as the pressure is raised above 25 mN/m.
This is somewhat in agreement with the pressure-area isotherm in fig 5.5, which seems to show a
change in gradient indicating a phase change from ‘liquid’ to ‘solid’ at approximately this pressure.
The oscillating barrier experiment enabled the measurement of the film motion in reverse. The film
was observed to become highly stable when the barriers were in their closed position with little
movement, and as the barriers were re-opened the film held its stability until a critical pressure/area
was reached when the domains of MoS; become highly mobile and rapidly move from under the BAM
head. It is proposed that the simple explanation for this is that due to the low area and high pressure
of the film in these instances, the film is trapped due to the formation of a ‘solid’ phase, making it
difficult for it to reorganise itself even if the surface is agitated. This could also explain why the gaps
in the MoS; regions do not seem to fully disappear at the highest measured pressures; especially since
there is a large size distribution of flakes. On the other hand, as the barriers are re-opened, the MoS,
becomes free to move once this critical area is reached, perhaps helped by gentle agitation. This
indicates the transition back to a ‘liquid’ or ‘gas’ phase, albeit with flakes that have aggregated into
larger domains. The agitation suggested here comes from the movement of the motorised barriers
themselves, as although this effect has been extremely dampened in the experimental setup, there
are still small vibrations transferred to the trough which could provide enough energy for the film to
display this behaviour. Furthermore, although held on a large marble slab, vibrations and other noise
from the laboratory can agitate the water surface. Care also has to be taken to minimise air flows over
the trough. The observation of a film at the air-water interface provides the first step for the
deposition of an LB film, and demonstrates the effectiveness of electrospray for maintaining the

material at the surface, due to the alleviation of mixing.
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5.3.5. Deposition of a Langmuir-Blodgett Film

The next stage of this work involved depositing the prepared Langmuir film on the surface of the water
onto a nominal substrate, in this case Si/SiO, was used. In order to deposit a single layer via the
Langmuir-Blodgett method, the substrate must be positioned through the air-water interface prior to
cleaning and spreading of material, so that the substrate only needs to be ‘pulled’ through the
interface once. Prior to the placement of an SiO; substrate, it was cleaned with acetone and IPA for 5
minutes before drying with N, and then ashed with oxygen plasma for 10 minutes. This gives the

substrate a hydrophilic nature needed to make the Mos,, which is also hydrophilic, adhere®.

Figure 5.9: Optical images of a transferred MoS; film under (a) 10x bright-field excitation, (b) 50x

differential interference contrast excitation and (c) 50x dark-field excitation. The deposited film
showed a similar morphology to that observed through the BAM, suggesting direct deposition onto
the substrate. The colour of (a) suggests a film of ~5-10 layer thickness. (b) and (c) highlight thickness

variations.

To transfer the film, 2.5 ml of stock MoS; solution was first sprayed onto the surface and compressed
to 40 mN/m as in fig 5.4. Subsequently, the dipper raised the substrate through the subphase at a rate
of 0.5 mm/min whilst an active feedback system controlled the barrier positions to maintain a
constant surface pressure. Due to the slow rate of the dipping arm, the substrate dries gradually in air
as it is being pulled up, leading to a dry substrate by the end of the deposition. However, to remove
any residue or adsorbed water left on the surface, the substrate was placed in a vacuum oven at 100°C
for 4 hours. The optical images of the as-deposited film are shown in fig 5.9. It was instantly observed
that the transferred film looks very similar to the images that were taken on the BAM in terms of its

morphology; the optical images relate to a sixteenth of the BAM images.
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This provides strong evidence that the film on the water surface is being deposited to the substrate
efficiently and that gaps in the deposited film are due to gaps already present on the water surface.
Furthermore, an extremely high coverage is achieved following deposition. Through analysis of a
number of areas within the film, the average coverage was found to be 89.9 + 2.7 %, indicating an
extremely successful deposition via this process. The blue colour of the film compared to the SiO;
background in fig 5.9a also suggests that the film is much thicker than monolayer, with this colour
normally indicating between 5-10 layers of MoS,3. The reason for this large thickness could be that
during film formation and deposition of the MoS,, there is the possibility of aggregation occurring such
that flakes are able to stack on top of one another. It could also be a result of the average layer
thickness of the stock solution being on this order. Fig 5.9b and c inspect the deposited film in more
detail, whilst the DIC and dark-field modes allow thickness variations to be observed. It can be seen
that the thickness variation across the film is relatively uniform with no obvious colour variation in fig
5.9b and bright regions in fig 5.9c correlating well with the film-substrate boundaries. This observation
suggests the latter explanation for the overall thickness of the film, as if there was significant
aggregation and stacking taking place, such uniformity in the film thickness would not be expected.
On the other hand, if the average flake thickness was between 5-10 layers, then this would explain
the consistency of the deposited film. Finally, it should be noted that there was clear evidence of
contaminants in the film, as highlighted by the bright spots in fig 5.9c which represent much larger

features than the film itself, but these did not affect the deposition.

5.3.6. Creating Optical Identification Devices

Langmuir-Blodgett films of MoS, were then deposited onto patterned substrates for isolation of
individual devices to be used as unique identities. For deposition onto SiO,, a photoresist, Microposit®
$1805 series®, was spin-coated onto the substrate at 4000rpm creating a layer approximately 0.5 um
in thickness. The substrate was then baked at 115°C for 90 seconds before defining the device patterns
through exposure to 365 nm light for 1 second using an optical mask and a mask aligner (Siss
Microptec MJB4%°) operating in hard contact mode.
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To remove the exposed resist, the sample was then soaked in a tetramethylammonium hydroxide
(TMAH) based developer, MF-319%, for 30 seconds before being rinsed with DI water and dried with
N,. A Moorfield thermal evaporator was then used to deposit 5/100 nm of titanium and gold,
respectively*!. Finally, the unwanted resist, gold and titanium was removed using an N-methyl-2-
pyrrolidone (NMP)-based lift off chemical, remover PG3*. The MoS, was then deposited using the

methods highlighted above yielding isolated devices for identification, shown in fig 5.10.

Figure 5.10: Optical images of MoS; films deposited onto individual devices such that the variation in
photoluminescence could be used for unique identification of the different tags, using 50x, DIC mode

excitation. Scale bars are 750 um.

It was found that the deposition was extremely efficient, even onto substrates that had undergone
various fabrication treatments. Whilst the lower coverage area seen here is the result of using a lower
pressure. However, the fabricated devices failed to show any photoluminescence (PL), with the
mechanisms behind this being explored in the next section. This is of critical significance for unique

identification, so determining whether the LB method is the limiting factor is extremely important.

5.4. Analysis of Deposited Langmuir-Blodgett Films of MoS,

5.4.1. Quenched Photoluminescence of MoS; Films

To create devices that can be used for optical identification and use the quantum confinement of the
flakes, it is a requirement that the film efficiently emits light through carrier recombination. As

aforementioned, upon investigation of the deposited films with micro-photoluminescence, it was
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observed that the emission had completely quenched in all areas, even when using high laser power

densities up to 20 mW/um?.

There are many reasons that this could occur, firstly MoS; is intrinsically n-doped and it has been
shown that interactions with the SiO, substrate can further n-dope the MoS,, leading to a reduction
in the emission intensity, as opposed to freestanding MoS,*2. This effect is thought to be amplified in
the case of LB films as it is anticipated that adsorbed water molecules remain adhered to the MoS;
even after baking. These bond to the surface and can create a further excess of electrons which could
explain the complete quenching of emission. To investigate this further, the MoS; solution was also
drop-cast onto an identical SiO, substrate whilst on a hot-plate at 100°C. This allowed rapid removal
of the ethanol/water solute leaving a much smaller percentage of adsorbed molecules behind.
However, upon inspection, the drop-cast film displayed no PL emission, even though the density of
flakes via this method is substantial, implying that this is not the main driving mechanism behind the
PL quenching of films. There is also the possibility that the MoS; in solution is in the 1T, metallic phase,
which displays quenched photoluminescence®*. However, through annealing in N, at 400°C the
majority of the 2H, semiconducting phase can be returned®*. This method was tested for the deposited
films and it was found that there was still no emission, which provides no evidence for which phase
the MoS; solution is in, but allows this quenching mechanism to be disregarded. Other reasons for the
lack of emission are not necessarily attributed to quenching, but could prevent emission from the film
in the first place. In particular, these are bottlenecks arising from size dependent effects of the flakes
in the stock solution. For example, if the monolayer content contained within the solution was
negligible then observation of PL would be difficult. Moreover, the lateral sizes of flakes are also
important as if they are below a certain limit (28 nm x 8 nm from [26]), edge states can quench the
luminescence from a given flake due to edge-activated trapping of excitons. To investigate these size

effects, a number of methods were employed, with the results shown in the following section.
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5.4.2. Investigation of Possible Quenching Mechanisms
Firstly, the deposited films were inspected with a scanning electron microscope (SEM), as this allows
the contents of the film to be probed on a number of different scales whilst allowing an idea of the

thickness of the film to be estimated.

Figure 5.11: Scanning electron microscopy images of a deposited MoS; film, (a) and (b) are from

above and highlight the size and distribution of flakes, (c) and (d) are from an angle of 70° with respect
to the normal which indicate the thickness uniformity of the deposited film. All scale bars represent

100 nm whilst the acceleration voltage was set to 15 kV, due to high resolution requirements.

The SEM images of the film deposited in fig 5.9 are shown in fig 5.11. It was observed that on the areas
of the substrate where the film has deposited, the film appears to be uniform with a constant coverage
of flakes across these areas. However, the brightness of the flakes indicates that a large proportion
are not monolayer, as SEM measurements usually yields a dark region with respect to the substrate

when imaging monolayers®.
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This data also allows an estimate for the average lateral flake size, although determining this is difficult
due to the shape variation of the flakes. What can be deduced is that the estimate of 100 nm x 100
nm in the beginning of the chapter was clearly an over-estimate. Through examination of a number
of SEM images, the average flake size actually appears to be in the region of 40-60 nm and is explored
in detail in the AFM measurements later.

The images in fig 5.11c and d were taken with the sample angled at 70°. The deposition seems to have
resulted in a relatively consistent height across the film with no large areas of differing heights being
visible, suggesting that one layer has deposited during dipping and no aggregation has occurred. It
was observed that the flakes, however, are not flat to the substrate and are arranged in a seemingly
random orientation. This kind of behaviour is not unexpected as the MoS; is hydrophilic so does not
have a tendency to order itself perfectly on the water surface as in the conventional films used in the
LB technique. Thus, when this film is deposited, there is nothing to prevent the individual flakes from
overlapping and forming a disordered film. This is not necessarily a disadvantage, as it could minimise
interaction with the substrate resulting in less n-doping of the MoS,. On the other hand, this will limit
the adhesion to the substrate which could result in films that can be removed easily, in stark contrast

to mechanically exfoliated monolayers which are extremely well adhered to the underlying substrate.
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Figure 5.12: Raman spectroscopy results from a deposited MoS; film, (a) measurement of a single
position in the film, measured data (blue) and Gaussian fitted spectrum (red), (b) map of the peak

spacing between Az and E'5.
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To further investigate the population of monolayers, Raman spectroscopy was performed on a
number of areas in the film, with representative data shown in fig 5.12. In MoS;, two peaks known as
the Az and E'5; peaks arise in the Raman spectra due to in-plane and out-of-plane oscillations,
respectively. These peaks are often used as an indicator for layer thickness*. The intensities and
linewidths provide some information about the number of layers, but the key metric used is the
spacing between these peaks, which reduces to approximately 18-19 cm™ for monolayer flakes.

Fig 5.12a displays a typical measurement from a part of the MoS; film (blue trace) as well as the fitted
Gaussian curves used to extract the peak centres for fig 5.12b. In the data plotted in fig 5.12b, the
average peak spacing was plotted against position in the film, it was found that the mean value in the
film is 24.65 + 0.08 cm™?, where 0.08 is the standard error calculated from the spread in results. This
represents a value similar to what is observed in bulk MoS; (the difference converges to the bulk value
above =5 layers). This further confides that the monolayer content of the film is negligible, meaning it
will be difficult to observe light emission. The data in fig 5.12b does display regions that drop to
approximately 15-20 cm™, however, upon inspection of these traces it was found that they were taken
from the edges of the film and led to spectra with a very low signal to noise ratio. Thus the Gaussian
fitting of these spectra had much less precision and in some cases fitted the wrong peak altogether,

so these points were ignored as anomalous.

To probe the actual height of the flakes in the film, atomic force microscopy (AFM) data was collected
with the contact-mode method of operation. Here, the scan rate was set to 1.0 Hz, sampling 256 points
per line, with an amplitude set-point and drive amplitude of 357.8 mV and 100.0 mV, respectively. Fig
5.13a shows a typically acquired image from the film surface, before capture an area that showed a
gap in the film was found such that there is always a flat substrate to enable accurate height analysis.
The height profiles in fig 5.13c represent cross sections of the lines drawn on the topography image.
What is first noticeable is the large range in apparent heights of flakes, with a minima and maxima of
2.3+ 0.2 nm and 20.4 £ 0.2 nm, respectively. These heights correspond to thicknesses of ~4 to 32
layers. These are only approximations as it is difficult to obtain an exact measurement of the height
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of flakes in the film on this scale, especially since it is expected that there will be adsorbed molecules
on the flakes that will affect the results. The average height was calculated through examination of 50
different flakes from 5 different regions of the film and found to be 7.6 + 0.6 nm. This corresponds to

an average number of layers of ~12, calculated using an apparent height of monolayer MoS; of
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Figure 5.13: AFM analysis of a deposited MoS; film showing (a) a typical topographic image of an area
of the film, (b) UFM image of the same area, (c) 4 height profiles from the sections highlighted in (a).
Scale bars represent 200 nm.

What can also be inferred from fig 5.13c is the lateral size of the flakes. As the flakes show no preferred
direction, a cross-section in the x-direction as in fig 5.13a was used for length analysis. Through
analysis of 50 different flakes found within the film, the average lateral sizes of the flakes was
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calculated to be 55.7 + 7.4 nm, consistent with the SEM results. Both of the previous errors are
standard errors taken from the spread of results. It should be noted that as the flakes are thought not
to preferentially orientate themselves parallel to the substrate, the measurements of thickness and
length are assumed to be on flakes that are perfectly aligned with the substrate. The measurement of
the size distribution of the flakes indicates that it is likely not edge-effects that is quenching the
emission and it has been concluded that it is principally due to a lack of monolayers in the film.
Although the adsorption, substrate and phase are still expected to play a small role in affecting the

flake properties.

Fig 5.13b shows a UFM measurement of the same film area shown in (a), where the substrate is
oscillated at a frequency of 4-5 MHz, with an amplitude of 5-10 A. The key advantage of UFM is that
it allows the investigation of stiffness variations at the substrate-flake interface. In the UFM image,
regions of brighter contrast correspond to greater mechanical stiffness, whereas totally black regions
indicate complete decoupling from the substrate. Thus, the adhesion of the film to the substrate can
be analysed to give some indication to how the film interacts with the water. It can be seen from the
figure that, as expected, the silicon substrate shows a high stiffness whilst being extremely uniform
across the surface. On the other hand, in places where the film is adhered, there is a contrast decrease
of up to 66% and a large variation in contrasts across the film, with a decrease of 24.4 + 1.8 %, on
average. This variation could be due to the lack of orientation, or stacking which would result in poor
and non-uniform adhesion to the substrate compared to mechanically exfoliated MoS,, which shows

a much brighter contrast whilst being uniform over the entire flake area“.

Through observation of the UFM data, it became clear that this would be a useful method to find
monolayers on the sample due to the enhanced contrast difference between the film and substrate.
After careful exploration, individual monolayers were identified and their AFM and UFM data was
taken, with a typical measurement plotted in fig 5.14. It can be seen in the height image’s profile that

the height of the monolayer is greater than expected (6.154), it also shows a ‘bubble-like’ profile as
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Figure 5.14: AFM/UFM analysis of individual monolayers, (a) topography image, (b) UFM image, (c)
height profile from (a), (d) voltage profile from (b). This demonstrates the deviation in thickness from
an isolated monolayer due to the presence of adsorbed species, whilst indicating that the monolayers

are strongly decoupled from the substrate. Scale bars are 10nm.

opposed to a clear step that is conventionally seen in AFM of MoS,. The gain in height could possibly
be explained through adsorption of water and other molecules whilst in the pristine solution or at the
air-water interface; if there are molecules adsorbed to the monolayer then the actual height of a MoS;
monolayer will appear larger. The height of a water molecule is 2.75 A, if it is assumed that the
monolayer contains a single molecular layer of water underneath it, and the dangling bonds at the
edge of the monolayer are adhered to the substrate, then this would give the monolayer a ‘bubble-
like” shape. Adjusting the value for a monolayer of MoS; using this value gives an apparent height of

8.90 A. This agrees extremely well with the height of the monolayer flakes that were found, a
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representative monolayer is shown in fig 5.14a and has a height of 0.88 + 0.03 nm; the error comes
from the uncertainty in measuring the baselines for top and bottom of the flake. Using this value to
re-calculate the average number of layers yields a value of =8, consistent with the blue colour
observed in fig 5.9 (although this colour will now be affected through interaction with the adsorbed
water). The profile of the UFM image shown in fig 5.14d demonstrates the lack of adhesion of

monolayers to the substrate.

As opposed to the large signal seen from the silicon substrate, the monolayer shows a reduction in
contrast of 96.8 £ 2.3%, indicating that the monolayer is effectively completely decoupled from the
substrate. Complimenting this observation with the monolayer’s ‘bubble-like’ profile suggests that the
adsorbed water has likely been trapped underneath the monolayer during deposition. This would
result in a ‘soft’ measurement on the UFM as the water is compressible, whilst producing a dome
profile due to the inability for the monolayer to adhere to the substrate other than at the edges. The
presence of adsorbed water is likely uniform across the substrate, thus, adsorbed water could also

play a key role in quenching the PL intensity.

In summary, the SEM, Raman spectroscopy, AFM and UFM data all seem to suggest that the
photoluminescence is not present in transferred films due to primarily a low monolayer content.
Although there is evidence for adsorbed molecules of water trapped beneath the film, which would
n-dope the MoS,, quenching the PL further. Although this is a setback for this specific application,
multi-layer films of MoS; can be used for other purposes, such as field effect transistors*® and
phototransistors®®. Furthermore, by taking advantage of the large family of 2D materials, a material
that emits when in its multi-layer form, such as InSe, could be applied for this application..
Furthermore, the values for the average measured layer thickness and lateral size of individual flakes
can then be used to re-calculate the required volume of solution for a ‘solid’ phase to form on the
water surface. This calculation yields a value for the starting volume of ~5 ml. Thus, the observation

of no critical pressure in fig 5.5 is expected and in future higher starting volumes should be used.
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5.4.3. A Different Source of MoS;

To solve the problem of unmeasurable photoluminescence of the measured LB films. A new source of
MoS, was used. The details of this solution are reported in ref. [26] and comprises MoS, flakes
encapsulated in sodium cholate (a surfactant) suspended in an aqueous solution. Preliminary results
have been captured and these are shown in fig 5.15. As the MoS; was suspended in aqueous solution,
the electrospray system had to be slightly altered. This mainly consisted of changing the inner
diameter of the needle to 150 um to increase the flow rate of the solution. The flow rate slows down
considerably when using the same needle as before as the surface tension of the solution is much
larger due to a lack of ethanol, hence larger forces act to keep the solution in the syringe. The pressure-
area isotherm is shown in (a), which displays similar characteristics to the isotherms seen for the
previous MoS; solution. The pressure rise was significantly high considering 0.5 ml of solution with

only 1 g/L concentration was deposited.

a b C
(@), (b) —
18 Monolayer
16 w
14] =
- S MoS
£ 12 ) 2
z 2
E 101 8 H,0
o 89 P /
=3 \ =
2 & 2 Raman
=t 44| [
o \ b —1
2]\ £
ol L
100 200 300 400 500 600 700 605 690 775
Area (cm?)

Wavelength (nm)

Figure 5.15: Results of using a 75% monolayer content solution for Langmuir-Blodgett deposition, with

(a) Typical pressure-area isotherm, (b) BAM image and (c) Photoluminescence signal.

The BAM image shows a considerably different morphology on the water surface, it can be seen that
the contrast is largely reduced with respect to the data in fig 5.8, suggesting that a much thinner film
is forming on the surface; as expected from the large monolayer content of the dispersion.
Furthermore, the addition of surfactants to the flakes will affect the surface chemistry, changing the
interaction mechanisms between the flakes and seems to result in a film with higher uniformity on
the water surface. The micro-photoluminescence data from a deposited Langmuir-Blodgett film is

shown in ¢, a peak corresponding to the neutral exciton in MoS; is observed at 660 nm, overlapping
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with the weak, broad Raman signal of water at *650 nm?>2. This signal was observed at all places on
the deposited film. Interestingly, the signal does not appear instantly but rather the broad water
Raman peak is observed with a much greater intensity. After a few seconds, the Raman signal reduces,
allowing the emission from the monolayer to be observed. This suggests that the laser impinging the
sample is locally heating the substrate causing the adsorbed water to be ablated. The remaining signal
observed suggests that some water is still not removed, due to ‘trapping’ indicated by the UFM
experiments. Although emission has been observed, it is extremely weak and approximately 2 orders
of magnitude less in intensity than a drop cast sample. A number of methods can be employed to
increase this intensity. Firstly, changing the subphase to something other than water that will not
quench the emission can be explored. LB deposition also allows for the choice of an arbitrary
substrate, thus the use of different substrates such as gold and mica can enhance PL®3. Post-treatment
of the MoS,, with superacid, for example, can also be performed to increase the quantum yield

following deposition*,

5.5. Summary

In this work, it was suggested that the atomic imperfections present in 2D materials could be used for
unique identification. These imperfections alter the physical properties of the material and should be
measurable via macroscopic methods, as verified using photoluminescence on individual flakes.
However, individual flakes are limited in their application potential, thus it was hypothesized that the
Langmuir-Blodgett technique could be used to create scalable large-area films of MoS, to create
macroscopic identification tags. Furthermore, the creation of such thin films of 2D materials is of

interest for a range of other applications, such as field effect transistors.

This prediction was tested by employing an electrospray technique, which showed the successful
deposition of large-area films of MoS; for the first time. These MoS; solutions were deposited onto a
water surface and the presence of a Langmuir film was confirmed by pressure-area isotherms and

Brewster angle microscopy. These surface films remained on the surface under a number of
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compression and expansion cycles, whilst displaying hysteresis effects suggesting an elastic nature for
the film. These films were then transferred onto silicon substrates containing photolithography-
defined patterns for individual devices to allow unique characterisation. The transferred films
displayed no photoluminescence so a number of experiments were performed to elucidate the cause
of this quenching. Raman spectroscopy and scanning electron, atomic force and ultrasonic force
microscopy was performed on the deposited films to understand these effects. The SEM, AFM and
Raman spectroscopy results showed uniform film deposition and it was concluded that the principal
reason for no emission was a very low monolayer content. The average thickness of flakes within the
deposited films was found to be much larger than monolayer, measuring 7.6 + 0.6 nm and
representing =12 layers. The UFM data showed that identified monolayers displayed a bubble-like
profile whilst displaying a 96.8 + 2.3% reduction in contrast in the flake centre which indicates almost
complete delamination from the substrate. This indicated the presence of water underneath the flake
and allowed for the correction of the measured monolayer height, altering the average number of

layers to =8 layers, in agreeance with the optical microscopy results.

Finally, a different starting dispersion was employed that held a monolayer content of 75% in aqueous
solution. Preliminary results have shown that these too can be successfully deposited via the LB
technique, although the underlying interaction mechanisms seem to be different. These deposited

films showed reproducible photoluminescence from all areas.

It has been shown that it is now possible to create large-area thin films of MoS; and this process can
now be tuned to create identity tags with ideal properties. Future work will focus upon increasing the
intensity of deposited films. This can be achieved through the alteration of the subphase or the
substrate. Furthermore, processed samples can be treated to enhance the quantum yield from flakes.
The exploration of the deposition of a range of other 2D materials via this technique will be
investigated; InSe is a promising candidate.. Different 2D materials will also be deposited sequentially

to create heterostructures that should give a larger emission bandwidth.
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Chapter 6

Building Optoelectronic Heterostructures with
Langmuir-Blodgett Deposition

6.1. Introduction

The flexibility of the Langmuir-Blodgett technique for the deposition of unconventional materials has
already been highlighted in the previous chapter. This ability, coupled with the ease of depositing such
materials onto a range of substrates and its long-range order, results in the outstanding ability to
design and fabricate novel heterostructures for optoelectronic device applications. In this chapter, the
use of this method for the fabrication of complex heterostructures comprising of semiconducting
colloidal quantum dots (CQDs) sandwiched between graphene sheets, is shown for the first time. This
allows the scalable creation of hybrid quantum systems that utilise both two-dimensional and zero-
dimensional confinement. CQDs provide excellent light emitting and absorbing properties, whilst
allowing flexible tuning of their band gap through control of their dimensions. Graphene, on the other
hand, is an excellent transparent ohmic conductor, making it an ideal interface for electronic
connectivity, whilst limiting light absorption. These complimentary traits can provide the key
ingredients for an optoelectronic device. These devices provide a potential platform for creating
optoelectronic identification devices, whilst being of great interest for a number of other applications,
including LEDs, quantum information processing and solar cells. A particularly interesting feature of
this work is the use of CQDs capped with silica-shells. As of yet, the LB deposition of this type of
nanoparticle has not been achieved, but they provide vast potential as they can be suspended in non-
toxic solvents which allows for the increased flexibility of applications where toxicity is a concern.
Here, the use of electrospray facilitates the LB deposition of silica capped CQDs for the first time.
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6.2. Materials for an Optoelectronic Device Architecture

6.2.1. An Introduction to Colloidal Quantum Dots

In brief, a colloidal quantum dot is a crystal of sufficiently small size such that quantum confinement
starts to govern the properties of the system. When encapsulated within a different material, they are
also commonly called nanoparticles (NPs); these labels will be used interchangeably in this chapter.
The earliest studies on CQDs came in the early 1980s, when they were employed in water splitting and
photocatalysis applications?. Along with these investigations, works by L. Brus et al. and A. Efros et al.
explored the optical properties of these materials both in suspension and in a dielectric matrix®3. It
was found that the observed effects could only be explained through the requirement that quantum
confinement was present in the system. For example, it was demonstrated that the optical absorption
edge had shifted to higher energies with decreasing particle size whilst discrete peaks had become
visible in the spectra. Typical CQDs range from 1-100 nm in each of their lateral dimensions, allowing
tunability of the energy levels contained within the system and hence the emission wavelength. The
three-dimensional confinement of these system often lend them the name, ‘artificial atoms’, as they
display similar characteristics. However, owing to their increased size, CQDs are much easier to
address whilst being readily mass-produced in colloidal suspensions and as such provide an interesting
building block to build nanoscale systems for a range of applications. Although the size of the system
provides adequate tuning, the optical properties of these systems are also dictated by the shape and
composition. For example, it has been demonstrated that NPs with shapes deviating from spheres,
such as nanorods and nanotetrapods can be produced with different resulting properties*®.
Moreover, the chemical nature of the surface plays a great role in determining the properties of the
system and can result in the CQD being a good, or bad, light emitter. For example, it has been shown
that the core of a NP can be encapsulated with a material with differing band gap and band offsets,
such that both the electrons and holes are confined in the same layer. The result of this is a type-|
structure, leading to the excitons being confined within the core, enhancement of the wavefunction

overlap, and efficient light generation®’. Likewise, this type of system can minimise the effect of traps
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at the interface, reducing the likelihood of non-radiative recombination®. However, encapsulation in
a material of differing band gap and offsets in which electrons and holes are confined to different
layers of the structure results in a type-Il system being formed, with the resulting exciton being created
such that the electron and hole are confined separately in the core and shell, respectively. This reduces
the light output as the wavefunction overlap is reduced, as the carriers must cross the core-shell
interface to recombine, and leads to long radiative lifetimes®. Although a large range of
semiconducting nanoparticles exist in the literature, the work here focusses on the use of CdSe CQDs

encapsulated in silica shells.

6.2.2. CdSe Nanoparticles

Cadmium-selenium NPs with extraordinary properties have been synthesized into near-monodisperse
suspensions by wet chemical methods and have already been implemented into a number of
applications for light emitting devices!®!. Using surfactants to encapsulate these nanoparticles offers
a preventative step against aggregation whilst providing electron passivation. As an example, a CdSe
CQD encapsulated with a surfactant, trioctylphosphine oxide (TOPO), displays a quantum vyield of
approximately 10% at room temperature!?. However, this surfactant is extremely dangerous, unstable
and environmentally unfriendly. Therefore, alternatives have been suggested and by coating a CdSe
core with a ZnS shell, a material with different band offsets and band gap, it has been shown that the

quantum yield can be improved to a value of over 60%*.

Although these particles have been stabilised in non-aqueous environments, the use of a versatile
range of solvents and ligands has been elusive as this effects the photophysical nature of the
nanoparticles. Although bright luminescence has been observed from CdSe CQDs fabricated with less-
toxic sources!4, the challenge remains to create water-soluble systems that display effective colloidal
stability, photostability and efficient photoluminescence. To this end, there are two main methods in
the literature; the first utilises an organic coating which can comprise of either polymers, micelles or

thiol groups®®17. The second method lends the techniques that have been routinely applied to metal
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NPs, in the form of silica coatings'®!°. The advantages of using silica lies in its ability to provide an inert
layer that can protect the optical properties of the system whilst allowing the particles to be soluble

in water, giving the system a reduced toxicity.

6.2.3. Building Heterostructures
To create an optoelectronic device incorporating NPs, the use of graphene contacts has been
suggested, similar to the work by Lu et a/?°. Schematics of a typical device architecture for application

as a UNO/PUF or a solar cell can be seen in fig 6.1.
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Nanoparticles
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Figure 6.1: Schematic of a graphene/NP/graphene device for optoelectronic applications. The top and
bottom images show the architecture envisaged for use in unique identification and solar cells,
respectively. The composition-dependent emission would result in wavelength shifts over the surface,
whilst a larger order heterostructure could absorb a wide range of wavelengths for photocurrent

generation by incorporating a number of layers with different band gaps.

Here, the fabrication of 1 monolayer of CQDs between graphene sheets would show variability in the

emission wavelength due to the compositional variation at the graphene-NP interfaces, enabling
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unique identification. Optoelectronic identification is extremely useful for checking the authenticity
of an electronic component, capable of providing power to the device and remove the need for an
external excitation source. Alternatively, building larger heterostructures with different layers of size
selected CQDs would allow broadband collection of white light for efficient solar cell applications. A
key difference in this work compared to the work in [20] is the use of silica-terminated CdSe NPs,
which provide less-toxic chemicals to be used for suspension and handling. Furthermore, the
Langmuir-Blodgett technique is employed in this work, a technique that has so far been unsuccessful
for silica coated CQDs. This facilitates control over the close-packing of the CQDs at the air-water

interface and can allow a uniform monolayer to be formed.

To create graphene contacts, CVD grown graphene has been used, although graphene can be
effectively transferred via the Langmuir-Blodgett technique. The reasons behind this are that it
provides a higher quality of material due to the vast range of optimisation procedures that have been
achieved in this field. Furthermore, it allows the approximate positioning of the graphene sheet onto
a substrate, allowing contact areas to be defined; whereas Langmuir-Blodgett deposition results in
uniform coverage over the entire area. CVD graphene also provides a continuous sheet across large
areas (~cm) which gives reliable results when wanting to measure transport characteristics of such
devices. Graphene is a convenient material in such an application, providing a flexible bonding
platform that has an extremely high transparency, necessary for high light-output devices. It should
be noted that the Langmuir-Blodgett technique could be used for all steps of such a heterostructure,
and this will be explored in future work. As in the previous chapter, the use of electrospray for the
deposition of material onto the air-water interface has facilitated the creation of thin films of NPs to
be transferred onto substrates. In all the following experiments used here, the substrate that has been
employed was a silicon wafer coated with 290 = 5 nm of SiO,, with or without a deposited graphene
layer, as described in the text. All wafers were cleaned with acetone and IPA for 5 mins prior to
deposition, followed by drying with N» and an oxygen plasma clean (Diener Femto system, 98%/2%
Ar/0,, 15 L/h flow rate) on full power for 5 minutes, to ensure hydrophilicity of the substrate.
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6.3. Langmuir-Blodgett Films of CdSe/Si Nanoparticles

6.3.1. Nanoparticles at the Air-Water Interface

All the nanoparticles that are used for creating Langmuir films in the following experiments have CdSe
cores of varying sizes (the specific structure can be found in ref. [21] and consists of a CdSe core
encapsulated with an alloy of CdSeS/ZnSeS and further encapsulated with ZnS; for simplicity the NP is
referred to as CdSe in all cases here), surrounded by dichlorodiphenyltrichloroethane (DDT) ligands,
and finally encapsulated with silica shells. Furthermore, all dispersions are suspended in ethanol,
allowed by the use of a silica shell. To test the efficacy of using electrospray for deposition of

nanoparticles onto the air-water interface, a number of different sized NPs were tested.

Figure 6.2: Electrospray of nanoparticles operating in the multi-jet mode, a higher order regime of the
cone-jet mode. Spraying in this mode allowed for a much higher flow rate of the solution.

For a typical experiment, the trough was cleaned and prepared with a water subphase in the routine
way, and a 100 um needle was used for electrospray. The electrospray was performed at 5 kV, at a
distance of approximately 5 cm above the water surface resulting in the formation of the ‘multi-jet
mode’; this allowed for a much faster flow rate. The shape of this mode can be observed in fig 6.2. To
take isotherms, different NPs were chosen and diluted with ethanol such that the material deposited
onto the surface always had a concentration of 1.5 mmol/L. The addition of extra ethanol into the
CQD solution was to allow ease of electrospraying whilst ensuring that no blockage of the needle took
place. Once all material was deposited, the barriers were moved towards the centre of the trough at

a rate of 5 mm/min and for initial experiments the barriers were moved such that the final area was
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~35 cm?, or until the critical pressure was reached.

The data in fig 6.3 shows two typical isotherms from different sizes of NPs deposited in identical ways.
The red (blue) trace shows nanoparticles with estimated sizes of 3 nm (4.5 nm) for the core diameter
and a 12 nm (8 nm) silica shell thickness. It was observed that the isotherms showed very similar
shapes highlighting alike interaction mechanisms at the interface, but reached different critical
pressures, which is likely due to the different diameters of the NPs. Furthermore, the smaller sized
particles used here showed an increase in pressure at much larger areas, it is suggested that this could
be due to the increased surface area to volume ratio, giving the particles a higher surface energy and
therefore a slightly enhanced interaction with neighbouring nanoparticles. Moreover, the solution
with larger NPs could contain uncoated nanoparticles (just the CdSe CQD), and this could affect the

ability of the film to form a solid layer, causing the surface pressure to increase quicker for the smaller
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Figure 6.3: Pressure-area isotherms of two types of CdSe, silica capped NPs with core (shell) sizes of
3 nm (12 nm) and 4.5 nm (8 nm) for the red and blue trace, respectively. Similar isotherms indicated

a similar surface-interaction mechanism whilst the variances are mainly attributed to the difference

in NP diameter.
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particles. A change in gradient at high pressures indicates that the critical pressure has been reached

and the gradient of the line just before this represents the ‘solid’ phase,

To further investigate the formation of nanoparticle films on the water surface, Brewster angle
microscopy (BAM) was performed. The data in fig 6.4 shows how the interface between the NPs and
the water changes as the pressure is increased, for the two different types of nanoparticles in fig 6.3.
The BAM images were recorded every 15 seconds once a minimum pressure of 1 mN/m was reached.
The technique here provides two main advantages, first of all it allows the user to discern whether or
not nanoparticles are present on the surface, especially difficult with weak emitting species that show
no observable colour. Secondly, it provides an insight into the transfer process by investigating

similarities and differences between the film on the surface and on a substrate.

The data in fig 6.4a corresponds to the blue trace in fig 6.3, whereas 6.4b corresponds to the red trace.
It was observed for the small particles that there appears to be a good film coverage on the surface of
the water even at relatively low pressures; albeit with wide visible gaps. With this particular type of
nanoparticle, something very interesting happens as the barriers are compressed and forces the
pressure to rise above 25 mN/m, with a snowflake-like pattern beginning to appear on the water
surface (highlighted in the inset in fig 6.4a at 25 mN/m). This pattern shows very similar characteristics
to other monolayers being formed at the air-water interface, and results from phase separation due
to the interaction between the two interfaces?’.. However, the striking difference here is that the
snowflake-like patterns are being formed by the water surface and not by the NPs, of which no
evidence has been found in the literature for this type of behaviour. This phase separation behaviour
is of great interest for the physical mechanism of film formation and is still under investigation. The
current hypothesis is that the phase separation is due to unattached ligands that can float on the
water surface. These ligands can aggregate forming localised regions in which no nanoparticles reside,
explaining the large gaps in the film. Once the pressure of this type of nanoparticle has been increased

to 40 mN/m, a uniform film can be seen across the entire image.
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Figure 6.4: Brewster angle microscopy images of the air-water interface for (a) the 4.5 nm core
nanoparticles and (b) the 3 nm core particles as the pressure is increased from 15-40 mN/m. The
formed films are relatively uniform as different regions across the surface appear very similar,
although individual regions have large discontinuities (highlighted by the inset in the top-right panel
of (a)). Widths of all images is 4 mm.
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In the definition of ‘uniform coverage’ here, it relates to the homogeneity that is observed over large
scales (~“millimetres), with higher magnifications it is expected that the film will be much less uniform.
There is some evidence for this in the inset of fig 6.4a at 25 mN/m. Importantly, it has been observed
that a uniform coverage has appeared for both these nanoparticles at high pressures, indicating the

formation of a ‘solid’ film.

6.3.2. Deposition of a Langmuir-Blodgett Film

To transfer a film of nanoparticles, a clean silicon wafer was placed into the subphase before
deposition, so that only 1 layer could be transferred. For the Langmuir-Blodgett films, a deposition
pressure between 40 and 45 mN/m was chosen as this was just before the critical pressure observed
on the isotherm for both species of NP tested. Hence, this should allow the preparation of a film that
is in the solid phase. Once the barriers were compressed, the pressure was controlled by slowly
changing the barrier position and the dipping experiments were performed using a pulling speed of
0.5 mm/min to allow controlled transfer to take place. Following deposition, the films were left to dry
in vacuum to remove adsorbed water molecules. A hot plate cannot be used in the case of these NPs,

as high temperatures can cause degradation of the DDT ligands.

Figure 6.5: Optical images of deposited films at 40 mN/m, showing (a) 4.5 nm core and (b) 3 nm core
nanoparticles, demonstrating the homogeneous, but not continuous, coverage of NPS on both silicon

and graphene. Insets: (a) shows a 20 mN/m film, (b) zoomed-in region of the film.

The images in fig 6.5 show how the films appear optically after deposition of 40 mN/m films of the

two species of nanoparticle. Fig 4.5a shows the deposition of the smaller nanoparticles onto SiO; and
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it can be seen that in confirmation of the BAM results, this snowflake-like pattern have appeared
within the film even at these high pressures. This can be compared to the inset which shows the same

film deposited at 20 mN/m, where these snowflake-like features are much further apart.

To confirm that the NPs transferred just as well onto graphene, SiO; substrates were prepared using
a graphene transfer protocol. The graphene used for this process was grown on copper foil that had a
25 um thickness. Copper has a negligible carbon solubility at high temperatures, and as such adsorbed
hydrocarbon molecules on the surface results in graphene growth?3. Ruthenium and nickel can also
be used, but here the graphene grows via segregation of carbon from the bulk to the surface due to
the far larger carbon solubility?*. The graphene was grown via chemical vapour deposition (CVD) as
described in ref. [25]. Using the CVD grown graphene requires transfer onto a suitable substrate and
was carried out via the following process. In this case, SiO, was used as the substrate was required to

be insulating for electrical characterisation.

To remove the graphene from the copper, a wet etching process was used. Firstly, a layer of poly-
methyl methacrylate (950 PMMA A9%) was spin-coated onto the copper/graphene foil at a speed of
4000 rpm, giving a thickness of 1.5 um, then allowed to dry. The graphene on the underneath of the
copper foil is then removed via a 30 second oxygen plasma etch, necessary as the graphene residues
from this side can contaminate the graphene sheet to be transferred. This PMMA/graphene/copper
structure is then allowed to float on an ammonium persulfate (APS) solution until the copper is fully
etched away. Whilst the remaining PMMA and graphene is then removed from the surface using a
glass slide and subsequently cleaned using a number of DI water baths. To transfer this film onto a
substrate, the film is left to float on the water surface before scooping it up with the target substrate
and guiding the film with a syringe needle. Following this, a water film remains trapped between the
graphene and the substrate which must be removed as this affects the cleanliness of the sheet and its
adherence to the substrate. If this step is ignored, the graphene will be detached when the PMMA is

removed. The removal of water is done by placing the substrate into a vacuum chamber at 10 mbar
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overnight, and to further promote adhesion, a 200°C bake is applied prior to removal of PMMA in

acetone. This process is summarised in fig 6.6.

The image in fig 6.5b shows the larger nanoparticles deposited onto an SiO, substrate with a pre-
transferred graphene sheet. Here, the interface between the substrate and the graphene is
highlighted in the figure. It was observed that the coverage on the SiO; and the graphene is very
similar, suggesting that the deposition of material is only subtly effected by the introduction of

graphene.

(a) (b) Spin-coat

Cu/Gr foil

Ammonium
Persulfate

(f)

(d) (e)

Substrate/Gr

DI / -
Water

Figure 6.6: Summary of graphene transfer process: (a) graphene on a copper substrate, (b) PMMA
spin-coat added and oxygen plasma etch to remove bottom graphene layer, (c) copper etch in APS
leaves a PMMA/Gr membrane, (d) removal to glass slide and DI rinse to remove excess APS, (e)
transfer to substrate from DI water by ‘scooping’ up the membrane, (f) Graphene on target substrate

after PMMA removal with acetone.

A number of different areas within the transferred films of both types of nanoparticles on the two
different substrates was inspected with the optical microscope, with the contrast differences
highlighting regions with NPs/no NPs, and the following was found. On the SiO,, the smaller (larger)
nanoparticles covered 67.2 £ 2.10 % (63.55 + 3.20 %) of the area of the substrates, whereas on

graphene they covered 71.15 + 1.87 % (64.83 + 2.75 %) of the surface. These values agree well within
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two standard errors suggesting that the nanoparticles deposit onto either substrate with no
preferential adherence to one or the other; this may be because the nanoparticles effectively ‘see’
the SiO; underneath the graphene. Interestingly, the average coverage on graphene seemed to be
larger each time, which is useful when it comes to the fabrication of devices. To increase this coverage
towards 100%, the film at the air-water surface must be improved and will be partly investigated later
in the chapter. It can clearly be observed that the film is discontinuous over a large scale, with many
gaps, however for fabrication of a device only a 5 x 5 pm? area would be required, which is easily

obtainable (see inset to fig 6.5b).

6.4. Analysis of Nanoparticle Films

6.4.1. Investigation of Film Homogeneity

To explore the uniformity of the deposited nanoparticle films, a number of methods were employed.
First of all, scanning electron microscopy was used to achieve an insight into the order of the films on
a number of length scales whilst providing a method of approximating the diameter of the
nanoparticles to see if they comply with the expected values. All the following transferred films were
made through depositing 1 layer at a pressure of 40 mN/m and a dipping speed of 0.5 mm/min. The

images shown in fig 6.7 show a comparison of the deposited films of NPs on silicon for the two sizes

of particle studied.

Figure 6.7: Comparison of the two types of nanoparticle on an SiO; substrate, with (a) the 3 nm core
and (b) the 4.5 nm core nanoparticle. A greater amount of inhomogeneity was seen for the 4.5 nm

core NPs, resulting in the 3 nm core NPs being chosen for subsequent heterostructure creation.
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It was observed that the larger nanoparticles in fig 6.7a showed a more homogenous coverage, with
the smaller nanoparticle film exhibiting many regions where the film was evidently not well ordered;
this can be inferred by the greater contrast changes in fig 6.7b. In both films, large imperfections in
the film were seen, thought to arise from leftover PMMA from the graphene transfer process. Due to

this observation, the production of heterostructures was completed using the larger NPs.
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Figure 6.8: Investigations into the nanoparticle film showing (a) the uniformity of the transferred film
across the SiO,/graphene interface, confirming a negligible effect of the substrate on the NP film (the
interface is highlighted), (b) a NP film transferred by pulling the substrate from the subphase at an
angle of 110°, (c-d) 110,000x and 350,000x magnification, respectively, allowing exploration of gaps

and size distributions of the NP film.

As suggested from the optical images in fig 6.5, the difference in deposition of material across the
interface between silicon and graphene is negligible, with NP coverages being equal within errors on

the measurement. This has been confirmed in the SEM measurements, highlighted in fig 6.8a. Here,
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the grey/black transition in the top-right of the image is the silicon/graphene interface. To guide the
reader, a line that highlights this interface has been shown. The interface cannot clearly be discerned
below the nanoparticles, and the dashed line provides an estimate for the continuation of the
graphene sheet. The nanoparticles spanning across the interface have been observed to show no
disorder even though there is a ridge at the edge of the graphene sheet formed during transfer. This

is extremely important for the creation of heterostructures, as the NPs need to be well adhered to the

graphene for a device to be fabricated.

1

Dipping Angle

/

2 LS Dipping

Nanoparticles

Barrier Barrier

Figure 6.9: Alternate methods of transferring NP films, highlighting; 1. The standard Langmuir-
Blodgett (LB) method, 2. The Langmuir- Schafer (LS) method and 3. The angled LB method.

To test the quality of the film transfer under different transfer conditions, the dipping angle in which
the substrate was pulled up through the water interface was changed. A number of angles were tried
between 90° and 180° to the normal; with 180° being the conventional vertical dipping orientation.
This is illustrated in fig 6.9, along with conventional LB. This seemed to have very little effect on the
formation of the film on the substrate. For example, fig 6.8b shows an example of a film deposited

using an angle of 110° to the normal, which has been shown to give better film qualities for similar
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types of nanoparticle?’. However, it can be seen that the deposited film shows negligible difference to
the one deposited vertically at the same pressure in fig 6.7a. Therefore, for all further film depositions,
the simpler orientation of a vertical dipping angle was used. It should also be noted that the Langmuir-
Schaefer (LS) method was also attempted for deposition of nanoparticles. The LS technique
corresponds to taking a ‘stamp’ of the film by bringing the substrate down in parallel to the air-water
interface until it comes into contact, and is subsequently pulled upward (see fig 6.9). However, this
gave highly non-uniform films which is suggested to be due to the large amount of excess water left

behind following this dipping method.

Figs 6.8c and 6.8d show the NP film at higher magnifications. It was observed that the film is highly
disordered, with no clear areas where the nanoparticles have begun to close pack over areas larger
than a few NPs in size. The gaps in the film on this scale are thought to arise from adsorbed molecules
that are attached to the surface during deposition which are subsequently removed, leaving openings
in the film. Furthermore, it can be seen that although only one dip was performed, there are many
regions that are greater than a monolayer. The mechanism behind this in not yet fully understood,
one suggestion is that the particles could be ordering in a stacked manner on the water surface due

to over-compression. Another possibility is the rapid accretion of NPs onto the substrate as it is being
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20 10.
15 84
3 3 6
£ 10 :
z Zz 4
0 ; : 0
18 21 24 27 30 27 30 33
Diameter (nm) Diameter (nm)

Figure 6.10: Histograms of the nanoparticle diameter extracted from SEM images, showing (a) 4.5 nm
core and (b) 3 nm core nanoparticles. The average NP diameter was found to be 22.2 + 0.4 nm and 30.5
+ 0.3 nm, respectively, in good agreement with the estimated core and shell values predicted from the

chemical synthesis.
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pulled out of the subphase, due to the slow dipping speed. The appearance of these higher regions
could actually be of benefit to fabricated optoelectronic heterostructures. To this end, they could
prevent the graphene contacts from short-circuiting due to the gaps that appear in the NP film. If it is

found that this is the case, the LB method could be used to deposit multiple layers of NPs with ease.

Using the SEM images, the diameter of the nanoparticles was estimated for the two species used thus
far. This was done by measuring the diameter of 50 different nanoparticles for both species by fitting
circular shapes to nanoparticles in images where the edges could easily be discerned (such as in fig
6.8c/d). Although the nanoparticles are not perfectly spherical, this allowed a good estimation of the
nanoparticle diameter. Fig 6.10 shows histograms of the measured sizes of nanoparticles for the two
species. The average nanoparticle size was calculated to be 22.2 + 0.4 nm for the small particles and
30.5 £ 0.3 nm for the large particles. This is in good agreement with the estimated values for the cores
plus the silicon shells, predicted by the chemical synthesis as 4.5 nm + (2 x 8 nm) = 20.5 nm, and 3 nm
+(2 x 12 nm) = 27 nm. However, these values do not take into account the lengths of the DDT ligands
attached between the core and the shell, and can account for the discrepancy between
measurements. Furthermore, the larger nanoparticles seem to have a much larger spread in
diameters, which would be of particular interest in unique identification as this would change the

emission wavelength.

6.4.2. Stacking of the Film

To understand the thicknesses of the deposited films, atomic force microscopy (AFM) was employed.
It was found that the nanoparticles were not well adhered to the substrate or the graphene, likely due
to the minimal interaction between the surfaces due to their spherical shape. This made
measurements extremely difficult and slow scan speeds had to be used such that the nanoparticles
weren’t dragged around by the tip, which destroys the measurement. Furthermore, this made the use
of contact-mode AFM almost impossible, therefore tapping-mode was used which resulted in a

decreased resolution but allowed for an estimation of the film thickness. The settings required for
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such measurements were optimised and a scan speed of 0.3 Hz and a drive amplitude of 6.71 mV were
found to give the best results; these values are significantly less than those used in the previous
chapter for measuring MoS,. The other parameters were similar, with an amplitude set-point of
335.42 mV and samples per line of 384. The AFM results can be seen in fig 6.11. Here the smaller
nanoparticles were imaged whilst on silicon, which as discussed should give a representative
estimation of the thickness of NPs on the graphene (due to their coverage similarities). This provides
a much simpler measurement as the uncoated silicon has a low surface roughness in comparison to

the graphene so allows a ‘zero thickness’ to be withdrawn effectively.
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Figure 6.11: AFM topography image of a typical nanoparticle film deposited at 40 mN/m showing
height variations throughout the film. Three height profiles were taken along the depicted lines,
denoted by blue, green and red. The dashed lines in the profiles indicate the expected height of a

nanoparticle film of 1, 2 and 3 monolayers if stacked via FCC or HCP.

The profiles in fig 6.11 are extracted from the lines drawn on the AFM image once the silicon area has
been set as ‘flat’. In particular, these profiles were drawn to look at the regions that are clearly higher
than the rest of the film. Although many regions of approximately 20 nm can be seen, according to
one monolayer of nanoparticles, there is a large range of heights across the film, with the maximum

height above the silicon surface being measured as ~105 nm in this particular image.

To approximate how high these films are in terms of nanoparticle layers, a close-packing nature for

the stacking of the nanoparticles is assumed. In particular, face-centred-cubic (FCC) or hexagonal
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close-packed (HCP) packing is presumed, as the order of the first layer is observed to display this type
of packing nature in some regions (see fig 6.8c). Using this approximation and the calculated diameter
of the nanoparticles, 22.2 + 0.4 nm, allows the heights of the different numbers of layers in the film
to be estimated; this would be the same regardless of whether the film stacks in the FCC or HCP
method. This gives values for 2, 3, 4, 5 and 6 monolayer stacks of 40.8 + 0.7 nm, 58.5+ 1.1 nm, 77.6 £
1.4nm,94.8+ 1.7 nmand 112.8 + 2.0 nm, respectively. Fig 6.11 and these estimations suggest that in
some areas of the film, the particles are stacking as high as 6 layers tall, an interesting observation
whose mechanism is as yet not fully understood. However, these values do not show particularly good
agreement with the heights across the AFM height profiles, highlighted by the dashed lines in the
height profiles corresponding to 1, 2 and 3 monolayers using the above values. Thus, it is suggested
that the stacking of the films of NPs is highly disordered with no simple way of understanding the
nature of the stacked nanoparticle layers that are attached to the substrate and how it has ordered.
However, through analysis of a number of images of NPs on silicon, looking at the regions where
nanoparticles are present, an average height of 38.4 + 2.4 nm was found for the as-deposited films.

This value tends to point towards the average coverage being that of two layers of nanoparticles.

6.5. Creation of Heterostructures

6.5.1. Adding the Top Graphene Contact

Using the methodology described in fig 6.6, a top graphene contact was added to a sample
consisting of graphene and nanoparticles on a silicon substrate. The graphene was placed onto the
sample such that the two sheets were offset from one another, so that the individual graphene
sheets could be addressed individually. SEM images of the final heterostructure can be seen in fig
6.12. In (a) the sample was tilted to an angle of 70° whilst in the SEM chamber, to allow different the
offset graphene sheets on the sample to be shown, as labelled. Both transferred graphene sheets
show large perforations in the surface, which is a result of the water layer trapped underneath the

graphene after transfer.
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This causes the graphene to be well-adhered in some places whilst not in others, with the resulting
movement causing ripping in the sheet due to the addition of acetone (to remove PMMA). Fig 6.12b
highlights the four different regions in the film of the heterostructure in more detail, easily discernible
in the SEM images. To closely inspect the success of this transferred top graphene layer, highly
magnified SEM images are shown in fig 6.13. This was important as due to the large height differences
that have been pre-determined through AFM measurements, there was a cause for concern that the
resulting large height changes for the graphene sheet could enhance small-scale ripping within the

sheet as it spans the nanoparticle surface.

Figure 6.12: SEM images of a graphene/CQD/graphene heterostructure on SiO,, showing (a) a 70°

tilted image to inspect the overall sample and (b) a top view of the intersection of 4 separate regions.

Different regions of the heterostructure are labelled in the figure. Scale bars 500 nm.

As can be seen in the images, this top graphene sheet seems to conform to the nanoparticle layer
extremely well, and no clearly visible tears were observed anywhere on the sample. The quality of
the graphene transfer is further evidenced by the lack of rippling or undulations in the graphene-

graphene regions at the edge of the deposited nanoparticle film.

An interesting observation was the directionality of the rippling of the graphene, which seems to
follow a general trend, approximately horizontally across the image in this orientation. The
mechanism behind this observation is thought to be a result of the dipping process, as the substrate

is pulled vertically upwards through the nanoparticle film on the subphase. It is suggested that this
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results in a height variation in the nanoparticle film that is deposited in a direction that is
approximately parallel to the subphase surface, due to the substrate being pulled out slowly and
allowing more than a single monolayer to deposit in this preferential direction. These height
fluctuations then correspond to the directionality of ripples in the top graphene layer. It should be

noted that it was initially thought that this could be due to an artefact of the sample tilt during image

capture, but by rotating the sample, the same directionality was observed.

Figure 6.13: Highly magnified SEM images of the Gr/NP/Gr heterostructure, taken at 70° sample tilt.
This allowed any perforations in the top graphene layer to be investigated, and demonstrated a high
quality conformation of the top graphene contact to the NP film, although an interesting directionality

effect was observed. Scale bars are 100 nm.

6.5.2. Analysis of Graphene/NP/Graphene Heterostructures

To investigate the mechanical and conducting properties of the fabricated heterostructure, a number
of surface probe techniques were utilised simultaneously. The use of atomic force microscopy allowed
the topography of the heterostructures to be investigated, whilst UFM and conductive AFM allowed
the local mechanical and electrical conductive properties to be explored and correlated directly to the
topographical image. The resolution of the images here is slightly reduced due to the need to use a
diamond-tip, which are typically =100 nm in size. The addition of the top graphene contact provided
some ability to the NPs which meant that contact mode could be again used. In these images, the
drive amplitude was increased to 100 mV, scanning 512 samples per line with a rate of 0.9 Hz. These

values would have resulted in an extremely noisy image if not for the presence of this graphene layer.
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In fig 6.14, a region that spans the edge of a deposited nanoparticle film is shown in in the left-panel,
this allows a direct comparison of the graphene/graphene interface and graphene/NP/graphene
heterostructure to be explored. Whilst in the right-panel, an entire region comprising the
heterostructure was imaged. As expected, the UFM images show the anticipated signal, where the
graphene/graphene interface is extremely stiff as witnessed by the bright contrast in these regions
(top-left area of left-panel). Taking the average of the collected signal in the regions with nanoparticles
and no nanoparticles gave -0.04 + 0.06 V and 2.17 £ 0.06 V, respectively. This gives an approximate
contrast difference between the two areas of 55.3 £4.8 %, corresponding to the heterostructure
region being ‘half as stiff’ as the graphene/graphene region. This difference was anticipated as the
height variations in the nanoparticle deposition observed in the SEM allows for movement of the
nanoparticles when probed with the UFM, and it is anticipated that if the process is tuned to give a
single monolayer deposition then this contrast should be vastly reduced. It was also observed that
within the regions comprising nanoparticles, the stiffness showed lots of variation. This can also be
explained through the height differences across the nanoparticle film, with higher regions of the film
being less stiff, a result of the non-uniform stacking allowing the nanoparticles more movement when
compressed with the AFM tip. It is expected that in the right-panel, the brightest contrast regions
within the UFM measurement are regions where the graphene is dipping in between gaps in the
nanoparticle film to touch the bottom graphene and becoming stiffer than the remainder of the film.
However, the contrast difference here is difficult to obtain due to the large amount of fluctuation, and
it was estimated to be ~20% less than the value reported above. This discrepancy between values is
believed to arise from the semi-contact of these dipped graphene layers, which would not be as stiff
as a well-adhered graphene/graphene region; although the imprecision of the second result may also
be able to account for this discrepancy. The small particles seen within the graphene layer is thought

to arise from excess PMMA leftover after the transfer process.
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Figure 6.14: (a) Topography, (b) UFM and (c) Conductive AFM of Gr/NP/Gr heterostructures. Left
panel shows a Gr/Gr region next to the complete heterostructure to highlight the differences. The
right panel shows just the Gr/NP/Gr heterostructure, to enable enhanced contrast. The UFM showed
a reduction in contrast for the heterostructure region, compared to the Gr/Gr region. The C-AFM
images demonstrated a perplexing signal, with areas of high conductivity being observed almost
randomly in the heterostructure region. The red highlighted circles show a relation between high

regions of NPs and lower conductivity. All scale bars 1 um.
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The conductive-AFM measurements are still not fully understood and measurements are ongoing to
understand the conductivity through the heterostructure. In the regions where the graphene layers
are connected, a bright signal corresponding to large currents is measured, as expected. However,
when the nanoparticle film is present an insulating barrier between the two graphene sheets is
expected, allowing current to flow only through tunneling®. By averaging a number of regions in the
C-AFM image (left panel), the difference in measured voltage between graphene/graphene and
graphene/NP/graphene was found to be 7.03 + 0.86 V, corresponding to a difference in current of
70.3 £ 8.6 pA. The measured voltage at a single point in the C-AFM map actually corresponds to the
tip sampling an area similar to the size of the tip (~100 nm diameter). By using the average voltage
measured across a large area of the graphene/graphene region, these areal variations produced by
the finite tip size are taken into account. Subsequently, by using the applied bias voltage of 6 mV and
the external resistance of 100,000 Q, allows the resistance of the graphene/graphene to be calculated
as 79.3 + 7.7 Q, in agreement with previous out-of-plane measurements of bilayer graphene?,.
Whereas the resistance of the low-conducting regions in the nanoparticle film is 1132.1 + 277.7 Q;
where the larger percentage error comes from the large fluctuation of current in these regions. This
value is still particularly low, as an insulating barrier like this should produce a resistance change of
approximately three orders of magnitude®. Interestingly, the data collected here shows areas of low
and high conductivity as different areas of the nanoparticle film is probed. The mechanism behind this
is not fully understood, although there are a couple of possible explanations. First, the excess
solvent/water leftover following deposition and transfer of the top graphene is thought to be trapped
in between the graphene layers, this could create current conducting pathways resulting in areas of
conductivity within the heterostructure where water is present. However, it has been observed that

the presence of such leftover solvent and moisture act to reduce the vertical conductivity®.

In these measurements, the current has been observed to increase past the average
graphene/graphene current in some regions, which suggests another mechanism than trapped
water/solvent. Other processes that can reduce the out-of-plane conductivity include leftover
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polymer residue and air pockets®. However, it can be seen that the PMMA regions show negligible
change in measured current whilst air pockets should have a higher probability of arising in the
heterostructure region, so cannot explain the larger current values here. An alternative possibility is
the conformation of the graphene to the nanoparticles being extremely tight, such that wherever
there is the smallest gap in the film, the graphene layers contact one another (especially when force
is applied by the AFM tip). This could create current carrying pathways even in regions where the
graphene is above a nanoparticle, as the current could effectively ‘flow around’ to the bottom
graphene contact. This could explain the local increases of measured current, where these areas have
a simple current path as opposed to the overall average on the graphene/graphene region which takes
into account the air/water/PMMA traps over a large area. There is some evidence for this in the C-
AFM in the right-panel, as the larger regions highlighted in the topography image seem to show some
correlation with regions of lower conductivity. This would agree with the proposed scenario, as the
graphene suspended over higher regions of the film would have to travel further to reach the bottom
contact layer, thus showing lower conductivity. This is supported by the low resistance measurement
stated above, which should be much higher if these regions were truly insulating. Finally, it is not
expected that all the current would flow directly to the bottom graphene sheet in connected areas, as
the sheet resistance of bilayer graphene has been found to be 287-288 Q sq}, so over larger length

scales the path of least resistance would be through the NPs3%32,

6.6. Light Output from Devices

6.6.1. Fluorescence from Heterostructures

The nanoparticles used for the creation of heterostructures had a band gap corresponding to green
light, at approximately 580 nm. This can be seen in fig 6.15 which shows the fluorescence collected
from the nanoparticles suspended in solution, and drop-cast onto an SiO, substrate. It was observed

that the drop-cast sample showed a =2.5x increase in the fluorescent intensity.
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Figure 6.15: Fluorescence from CdSe-Si nanoparticles in ethanol solution (black) and drop-cast onto
SiO; (red). The drop-cast samples increased intensity is a result of reflection from the substrate and

the high density of NPs once deposited.

This enhancement is thought to be due to both the reflection from the substrate as the NP emission
is omnidirectional, and the high density of nanoparticles on the surface. Furthermore, the collection
of signal at 450-500 nm and 700 nm is due to emission from the silicon substrate itself. However, when
a fabricated heterostructure sample was investigated with the fluorescence spectrometer, the signal
was completely quenched. A number of possible reasons were suggested to explain this, such as:
charging of nanoparticles through the electrospray, interaction with the water subphase, a graphene-
nanoparticle interaction, and thin nanoparticle layers providing limited intensity. Through creation of
a number of samples, each of these mechanisms were investigated as the reason for quenching and
it was concluded that the nanoparticles suffered from the interaction with the water subphase over a
long period of time. The nanoparticles continue to fluoresce if only in contact with the water for a
brief period of time (5 mins), but quench when left over a number of hours (as required by the

electrospray, Langmuir-Blodgett process). The process causing this quenching is thought to be the
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capture of free radicals within the water, such as —OH acceptors®?, which create traps for charge

carriers and prevent radiative recombination.

6.6.2. Changing the Subphase

Following the application in previous reports, the nanoparticles were deposited using the chemical
dimethyl sulfoxide (DMSO) as the subphase?’. However, in this case, the subphase and spreading
solvent were still miscible so electrospray spreading was still employed. Moreover, the use of less
polar subphases allow better spreading, whilst freeing up the entire surface for nanoparticle film
formation?’. In particular, it is hypothesised that the lower polarity results in free, unattached ligands
present in the solution to dissolve into the DMSO, leaving the surface completely available for NP film

formation. In fig 6.16, an optical and SEM image of the deposited nanoparticle film can be seen.

Figure 6.16: Preparation of a NP film through the use of a DMSO subphase, showing (a) an optical

image which highlights the SiO,, graphene and NP regions. The NPs, like before, show uniform
coverage over both regions. The graphene edge is highlighted. (b) SEM image of the region located on
the graphene, showing a much higher packing with no visible gaps in the film.

It was observed immediately in the optical image (fig 6.16a) that the existence of gaps in the

nanoparticle film are vastly reduced, as opposed to the films created from an air-water interface (see

fig 6.5a).

As was observed for the deposition from the air-water interface, it can again clearly be seen that the

nanoparticles have formed on both SiO, and graphene with negligible differences. To investigate this

6-27



Chapter 6 — Building Optoelectronic Heterostructures with Langmuir-Blodgett Deposition

film, the SEM was employed and a representative image is shown in fig 6.16b, the close-packing of the

nanoparticles in the film is readily apparent.

The gaps that were witnessed previously seem to have been reduced, indicating that the nanoparticles
spread much more efficiently on the DMSO than on the water. Furthermore, the area on the SEM is
large enough to form a 5 x 5 pm? device and should prevent graphene/graphene short circuits due to

sagging between gaps in the nanoparticles.
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Figure 6.17: Comparison of fluorescence of LB-deposited NP films, drop-cast NPs and NPs in solution.
Through the use of DMSO as the subphase, the fluorescent intensity remains high. Furthermore,
exposure to water for 5 minutes does not quench the fluorescence, a key requirement for transfer of

the top graphene contact.

To elucidate whether the nanoparticle film still emits following deposition from DMSO, fluorescence
spectroscopy was again employed. The data for this is shown in fig 6.17, it was observed that the
fluorescent signal is at the same order of magnitude as that measured in solution, evidencing that the
guenching has been removed, or at least reduced. The intensity is much less than the drop-cast

sample, suggesting that the high intensity observed in that case was principally due to the high density
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of nanoparticles rather than reflection from the substrate. To test the effect of water on the deposited
film, the sample was rinsed in deionised water for 5 minutes. This was necessary as the creation of
double heterostructures requires the sample to be placed in an aqueous environment for
approximately this period of time. Advantageously, the nanoparticles still emit at approximately the
same level of intensity (although there is a slight reduction), providing evidence that the quenching

effect in the case of water is due to the long time period between deposition and transfer.

Interestingly, a small blue-shift and peak broadening has been observed in the deposited film which is
thought to arise due to dense packing of the nanoparticles and intermolecular interactions,
respectively®. Using this subphase should allow for the creation of graphene/NP/graphene
heterostructures that contain a truly insulating barrier, whilst emitting bright visible fluorescence, and

will be the subject of future work.

6.7. Summary

In the work presented here, heterostructures combining two-dimensional and zero-dimensional
guantum systems have been fabricated by the Langmuir-Blodgett technique, for the first time. In
particular, CdSe nanoparticles with silica coatings have been used, allowing non-toxic chemicals to be
used for suspension and offering a much greater integration potential. This facile method could allow
the scalable creation of optoelectronic devices capable of emitting at a range of wavelengths to be

produced, and large steps have been taken in this work to achieve this goal.

It has been shown that through the application of electrospray for the spreading of miscible liquids,
nanoparticle films could be created at the air-water interface and deposited onto SiO, and graphene,
with coverage percentages of 63.55 + 3.20 % and 64.83 + 2.75 %, respectively (for a given type of NP).
Through study of the nanoparticle films using scanning electron microscopy, an average value for the
diameter of nanoparticles used for creation of heterostructures was found to be 30.5 + 0.3 nm, which
agrees with the estimated thickness of the nanoparticle given the core and shell sizes; the order of

this film was also observed to be uniform but highly discontinuous. Furthermore, the use of atomic
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force microscopy allowed the thickness of the deposited films to be determined and it was found that
the heights varied from 1-6 layers of nanoparticles. The average height of a film was calculated as 38.4

1 2.4 nm, indicating a double layer of nanoparticles has been deposited on average.

Graphene/NP/graphene heterostructures were created using a wet transfer process and ultrasonic
and conductive force microscopy was applied to investigate their properties. It was found that the
stiffness of the heterostructure region reduced by 55.3 + 4.8 %, compared to the graphene/graphene
region, indicating that the nanoparticles were not tightly packed under the top graphene layer.
Furthermore, the conductivity measurements yielded a resistance for the graphene/graphene and
graphene/NP/graphene regions of 79.3 = 7.7 Q and 1132.1 + 277.7 Q, respectively. These values
inherently include the average over a local area of the film, dictated by the size of the probe tip. The
first value agreed with previous reports for bilayer graphene but the heterostructure region should
display an increase by three orders of magnitude. Thus, it was concluded that the graphene was
dipping in between nanoparticles to create short-circuits, which needs to be remedied before efficient

optoelectronic structures can be made.

The fluorescence measurements showed that the creation of a Langmuir-Blodgett film at the air-water
interface seemed to quench the emission, as compared to the emission from nanoparticles in solution
and drop-cast onto an SiO; substrate. This was investigated and concluded as being due to the large
period of time in which the nanoparticles were present on the water surface. A dimethyl sulfoxide
subphase was then employed to deposit nanoparticles and it was shown that the fluorescence signal

has not been quenched whilst the created film is much more close-packed.

In future work, the creation of Gr/NP/Gr heterostructures deposited from dimethyl sulfoxide will be
created. Their conductivity/mechanical properties will be explored using alike methods and compared
to the previously studied samples. Furthermore, upon the fabrication of successful heterostructures
without short-circuits, individual devices will be isolated and electrical contacts defined. This will allow

the characterisation via transport measurements and electroluminescence measurements.
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Chapter 7

Conclusions and Future Work

7.1. Conclusions

In this thesis, three example unique identification devices based on the atomically imperfect structure
of their corresponding semiconductor systems have been created for the first time. Semiconducting
systems displaying the appropriate properties for electrical, optical and optoelectronic measurements
of identity have been specially picked and studied. Electronic measurements of identity were achieved
using Resonant Tunneling Diodes (RTDs), where the imperfections in the quantum well results in
fluctuations in the current-voltage spectra, which was used to identify the device. The two-
dimensional material MoS; was chosen as the convenient optical device. A major bottleneck to the
scalability of 2D materials for practical applications is the serial nature of standard fabrication
methods. Here, the Langmuir-Blodgett technique was employed to create macroscopic thin films of
MoS,, for the first time. The optoelectronic device architecture consisted of a
graphene/nanoparticle/graphene heterostructure, where the nanoparticles were deposited using the
Langmuir-Blodgett technique to create large-area heterostructures with silica capped nanoparticles,

for the first time.

The electronic measurement of an RTD results in a spectrum containing a peak. This peak corresponds
to a resonance with the confined energy level contained within the quantum well, this energy level is
extremely sensitive to structural and compositional defects and imperfections in the well and the
barriers. It was suggested in this work to use this peak as a definition of identity, for the first time. To

provide a robust measurement of identity, the measurement parameters of the RTDs first had to be
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optimised such that repeated readings gave accurate results. Once the optimum parameters were
found, the selection of available sizes of RTDs were explored to enable determination of the RTD
geometry with the largest robustness; this was found to be the smallest RTD, containing a 2 x 2 pm?
mesa. Using the defined conditions and these RTDs, a total of 26 identical devices were measured
electronically in exactly the same way. It was found that the peak positions of each of these devices
lay in a unique location, after averaging 100 spectra to improve precision. Inspection of the closest
lying peak positions elucidated that the peak positions do not overlap with a 99.997% precision,
indicating the high degree of uniqueness in these devices. The 100 individual spectra from each device
was compared to the average value and it was found that the individual peak positions were always
within 2 standard errors of the average, demonstrating a high calibre of robustness in these devices.
Although temperature will play a role in the resulting properties of the current-voltage characteristic,
what is demonstrated here is a proof-of-principle and it is anticipated that such effects can be
calibrated to add a further element of security to the device. Due to the unique, repeatable
measurement, it was suggested that these devices could be used for unique identification, and would
be incredibly difficult to clone whilst containing a secure bit density of 2.5 bits/um?, bettering the

state-of-the-art by a factor of two.

To create an optical analogue of a unique identification device, the use of optically active two-
dimensional materials was pursued. By inspecting individual monolayers, it was found that the
emission spectra across a given flake varied measurably. The inefficiency of using single flakes lies in
their need to be individually isolated and characterised each time, so the work presented here
focussed on the fabrication of macroscopic thin films of 2D materials, namely MoS,. To this end, a
facile method known as the Langmuir-Blodgett technique was used to create thin films of MoS, for
the first time. To achieve this, electrospray mediated spreading of solution was employed to minimise
mixing of miscible solvents at the air-water interface. The presence of a thin film of MoS; on the water
surface was confirmed by pressure-area isotherms and Brewster angle microscopy. These films were
then successfully transferred onto solid substrates to allow characterisation of their emission across
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the film. It was found that the photoluminescence from the MoS; flakes had been quenched, and the
mechanism behind this was explored to ensure it was not the Langmuir-Blodgett deposition that was
the fundamental limitation. Scanning electron microscopy, atomic and ultrasonic force microscopy
and Raman spectroscopy techniques were employed to probe the nature of the film. It was found that
the film had an average thickness of 7.6 £ 0.6 nm, representing =12 atomic layers. This was later
corrected to =8 layers as the apparent height of a monolayer was larger than that of a typical
mechanically exfoliated monolayer. Thus, the lack of emission was attributed to the low monolayer
content of the starting solution. To circumnavigate this problem, a new source was used containing
75% monolayer content and preliminary results have shown Langmuir-Blodgett deposition of a thin

film that displays large-area emission.

To complete the complimentary set of devices that can provide unique identification, an
optoelectronic device was fabricated that based its design on graphene and semiconducting
nanoparticles (NPs). The work presented here used the aforementioned Langmuir-Blodgett technique
to build novel heterostructures combining these 2D and OD quantum systems; this 2D-0D interface
should readily enhance the uniqueness of such devices. The fabrication of graphene/NP/graphene
heterostructures using silica-capped NPs, an advantageous non-toxic system, was demonstrated in
this work for the first time. Here, the electrospray technique was again employed and it was found
that deposited NP films had coverage percentages of 63.55 + 3.20 % and 64.83 + 2.75 % on SiO; and
graphene, respectively. The use of scanning electron microscopy allowed the diameter of various
nanoparticles to be determined, and was 30.5 + 0.3 nm for the NPs used to create heterostructures.
This was found to be in excellent agreement with the estimation of the core and shell sizes. The order
and topography of the film was explored with atomic force microscopy and a mean height of 38.4 +
2.4 nm was found for the films, corresponding to a double layer of nanoparticles being deposited on
average. To finalise the heterostructure, top graphene contacts were defined and ultrasonic (UFM)
and conductive force microscopy (C-AFM) was employed to measure the mechanical and electrical
properties of the heterostructure. It was found that the NPs were not well ordered when deposited
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and displayed a low stiffness when probed with the UFM. The resistance was measured as 79.3 £ 7.7
Q and 1132.1 + 277.7 Q for the Gr/Gr and Gr/NP/Gr regions, respectively. The former value agreed
well with the out-of-plane resistance for bilayer graphene, but the heterostructure’s resistance should
have increased by three orders of magnitude if a completely insulating layer was formed. This
indicated the presence of short circuits, where the graphene contacts have warped around the NPs to
provide current allowing pathways. Finally, it was found that the fluorescent signal of the NPs in the
heterostructure had diminished, so an alternative subphase, dimethyl sulfoxide, was employed. This
remedied the fluorescence, whilst creating NP layers with a much larger packing on the surface; this

should enable electroluminescent devices to be created.

7.2. Future Work

The measurements displayed in this thesis have involved the creation of semiconductor systems that
would allow their atomic-scale uniqueness to be probed through measurements of macroscopic
features. To this end, three device architectures have been suggested that would allow a
measurement of identity electronically, optically, and optoelectronically. To increase the security and
practicality of such devices, a number of methods can be explored for each system and will be

discussed in this section.

(a) Resonant Tunneling Diodes

It has been shown that unique identities can be derived from RTDs. To increase the security of such a
system requires the incorporation of more unique information within the device, and can be achieved
by imposing a larger number of features into the device’s |-V characteristic. In this work, a standard
double-barrier quantum well structure was used, which displays a single peak relating to the confined
state. Alternatively, the production of a device with multiple peaks can be achieved in a variety of
ways, where each added peak would increase the secure information stored in the device. The first
method to achieve this involves the direct linking of RTDs in circuitry, by connecting more than 1 RTD

in series or in parallel, for example. This can result in an I-V spectrum that displays an equal number
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of peaks to the number of devices that have been combined in the circuit. This has been confirmed by
preliminary studies, where the spectra in fig 7.1a shows the result obtained from connecting three

RTDs in series.

Another method of increasing the number of unique features requires the use of nanostructures
exhibiting higher orders of quantum confinement. If an RTD was fabricated with quantum dots in the
active region, the number of unique peaks should increase dramatically. For example, the micro-
photoluminescence spectra shown in fig 7.1b was extracted by exciting a ~¥1 um? area of a quantum
dot sample, where the large number of unique peaks arises from a large density of quantum dots of
different sizes in the sample. If these were used in an RTD with an area of 2x2 um?, these unique peaks
corresponding to different quantum dots should appear in the I-V and enable the electronic

measurement of a large range of peaks which would vastly increase the security.

Current (mA)
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Figure 7.1: Increasing the security of RTD-based devices using methods to increase the number of
features. (a) 3 RTDs connected in series in a circuit, showing three corresponding unique peaks, (b)

spectrum of a quantum dot sample that should display these features in an RTD, if incorporated.

Another method of interest that could enable maximum information extraction includes using the
other features present in a typical |-V characteristic. These include, the full-width half-maximum of
the peak, the position of the valley, the peak-to-valley ratio and the value of all the above features in

the opposing bias direction, although it is also required for these features to be robust.
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To increase the fluctuations of the well width and enhance the effect of imperfections in the
measurement, it should be simple to deliberately add randomness to the RTD during the manufacture
of its nanostructure. For example, by interrupting an epitaxial growth step during the formation of the
double-barrier quantum well structure, much larger interfacial fluctuations would be observed which
are normally undesirable, but would provide great advantages for this application. This explicit

randomness could be added in all areas of the RTD, including the doping profiles.

It is also of interest to increase the practicality of such devices to allow incorporation into embedded
systems. Obvious conditions such as the local temperature and humidity could affect the operation of
the RTD, and it is important to discover whether the variations of the |-V due to these effects can be
calibrated. These conditions could vary considerably if the device was present on an electronic circuit

board, for example.

For practical implementations, the device needs to be robust over large time periods, so the longevity
of RTDs needs to be explored. The exposure to the environment could enhance degradation over large

time scales and encapsulation of RTDs in a non-conducting coating could be useful here.

A probe station is not the most practical setup for realistic implementation and was used here for
simplicity. Thus, it is a requirement to embed RTDs into a chip-like architecture and add some external
circuitry that can automatically measure the RTDs resonance. If anything, these results should display
an improved robustness due to the direct bonding of devices, as opposed to probes which can cause
intermittent contacts. Preliminary studies have begun here with the spectrum in fig 7.1 arising from

the measurement of a bonded RTD within a custom circuit.

An interesting condition that can be explored is the controlled application of heat or current to a
device. If the atomic-structure can be purposely changed without destroying the RTD, then this should
provide a good way of ‘resetting’ the device if the unique fingerprint is discovered. Finally, before a
true implementation, an extensive and robust security analysis must be carried out on a large array of

devices.

7-6



Chapter 7 — Conclusions and Future Work

(b) Macroscopic Deposition of MoS,

It has been shown in this work that the successful fabrication of macroscopic thin films of MoS; can
be achieved via the Langmuir-Blodgett technique. By careful control of the properties of the starting
solution, these thin films can be fabricated such that they emit over the entire surface. Now this is
possible, to understand the usability of these thin films as individual devices providing unique
identification of an object, the emission spectra needs to be explored. Specifically, using a large
number of devices, complex optical maps of the films need to be taken to highlight the variations in
emission. For these maps, the correlation of device dependent properties shall be explored to
understand the uniqueness of such a system. This can be done through standard image processing
techniques. The individual tags also need to provide a robust measurement of their emission map,
therefore each map will be measured a number of times to ensure repeatability of the unique

fingerprint.

The complexity of these systems can enhance the security of the system by creating a larger barrier
to cloning. This can be achieved through creation of layered films with the Langmuir-Blodgett
technique. By utilising films that emit at different wavelengths (using different materials), the optical
emission of a device should be able to be expanded over the entire visible range. This would also assist
in increasing the practicality of such a device, as the emission profile needs to be measured efficiently,

so spreading the signal over the visible range would provide some scope for this to be achieved.

Although the initially deposited films displayed here showed film thicknesses corresponding to a
number of layers, this could be used as an advantage. For example, the Langmuir-Blodgett films could
be utilised in other applications which require the existence of a macroscopic film of material. An
alternative suggestion is to utilise two-dimensional materials that emit light due to quantum
confinement when there layer number is greater than 1. An example of this type of system would be
InSe. By creating large-area films of InSe, the strict requirements of monolayer deposition would be

removed and would relieve some of the difficulties with the device architecture. Furthermore, the
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fabrication of thicker films of material would allow for the production of larger lateral flake sizes,
resulting in a decreased probability of quenching due to edge effects. This is because there is a general

correlation between size and thickness when synthesising liquid exfoliated nanosheets.

To increase the efficiency of emission and the quantum yield from liquid exfoliated monolayer sheets,

a large number of techniques could be explored.

Through careful selection of the subphase, the controlled deposition of material via the Langmuir-
Blodgett method should still be achievable. However, by choosing the subphase, a reduced interaction
with the MoS; (or another material) could be achieved giving an increased photoluminescent signal.
Thus, it of interest to explore a number of subphases to determine which results in the least quenching

of the optical properties. Dimethyl sulfoxide could also be of interest here.

The underlying substrate that was chosen for deposition, SiO,, was chosen such that the fabricated
films could be directly compared to other two-dimensional material systems where SiO; is the
substrate of choice. In principle, the Langmuir-Blodgett method should enable the deposition onto an
arbitrary substrate; this can be facilitated by pre-treatment of the substrate in some cases. Thus, the

use of alternate substrates such as mica that can magnify the photoluminescence should be explored.

Metal nanoparticles have displayed the ability to enhance the photoluminescence of fluorescent
species, with the most commonly used system being Au nanoparticles. With the Langmuir-Blodgett
technique, the creation of a double or triple heterostructure of Au/MoS, or Au/MoS,/Au, respectively,
could be straightforwardly accomplished. The plasmonic effect resulting from the presence of these
nanoparticles should enhance the emission properties of the MoS,, making measurements of unique
maps much simpler. To this end, preliminary experiments of coupled MoS,/Au nanoparticles systems

are underway.

To enhance the quantum yield from monolayer sheets, the deposited material can be treated with

specific solutions. Here, the monolayer flakes become functionalised with molecules that can reduce
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the effects of non-radiative recombination. Preliminary experiments have been performed and shown
enhancements of deposited films of ~100x, as demonstrated in fig 7.2. A redshift in wavelength
thought to arise from covalent bonding of molecules to the monolayer sheets has also been observed,

but this should only add to the uniqueness, as these molecules should attach in a random manner.

: x100

Intensity (arb. units)
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Figure 7.2: The effect of treating a deposited film of MoS; with a specific solution, known as superacid.

The photoluminescent intensity has increased by ~100x.

As with the RTDs, the emission from optical tags would need to robust to aging and temperature, so
that the fingerprint does not change. The longevity and environmental effects of these devices will
therefore have to be explored. Annealing of deposited films can increase the longevity in this regard
and also, encapsulation could be employed to protect the thin film. Here, the Langmuir-Blodgett
technique could be used to deposit a 2D insulator, such as Boron Nitride, over the thin film. Finally, if
the existence of imperfections needs to be enhanced, techniques such as exposure to oxygen plasma

can be used to promote the number of defects in the monolayers.
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(c) Graphene/Nanoparticle/Graphene Heterostructures

The Langmuir-Blodgett technique has been used to create heterostructures capable of linking 0-D and
2-D quantum systems. Furthermore, by altering the subphase to dimethyl sulfoxide, the optical
properties of the nanoparticles were shown to remain intact. This has laid the foundations to create

an electronically controllable, unique identification device that makes use of an optical measurement.

The subphase, dimethyl sulfoxide (DMSO), has only been employed in a few preliminary results and it
should first be experimentally shown that this method of creating closely-packed nanoparticle films

that are not quenched, can be repeated.

The fabrication of heterostructures following nanoparticle deposition from the DMSO-air interface
has been somewhat elusive. Following the successful transfer of the nanoparticle film and extensive
drying, the top graphene contact has showed only minor adhesion, and was completely decoupled
from most areas of the film. This is thought to be due to the DMSO being difficult to remove, due to
its extremely low vapour pressure. The presence of DMSO (which is hygroscopic) on the surface results

in the binding with water upon graphene transfer, this means that the water does not get removed
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Figure 7.3: Creating heterostructures of nanoparticles following deposition from DMSO. (a) Due to
presence of DMSO, graphene layer is decoupled from the nanoparticle film, as highlighted at the film
edge where the graphene layer is ripped. Scale bar is 250 um. (b) Raman spectroscopy signal of top
graphene/NPs. The standard 2D/G peaks are visible whilst the D’ and D peak indicate a defective

nature for the graphene.
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effectively leading to the graphene not being well adhered over the nanoparticles. Preliminary results
highlighting this can be seen in fig 7.3a. To circumnavigate this problem, amplified drying in ultra-high
vacuum followed by copious rinsing in acetone has been used, and it has been shown that a
graphene/nanoparticle/graphene heterostructure has been created. Due to the colour of the
nanoparticle film, the graphene was difficult to observe optically, and as such Raman spectroscopy
was used to confirm its presence with the preliminary results displayed in fig 7.3b. The existence of
the G, D and 2D peaks are a clear confirmation that graphene is present (where there should only be
NPs), although the ratio of their intensities is extremely different to pristine monolayer graphene,

indicating a highly defective layer.

The creation of nanoparticle films at the air-water interface displayed a height of approximately 2
layers. By optimising the DMSO deposition, the creation of a single continuous monolayer should be
explored. To achieve this, the deposition at a range of surface pressures should be attempted, to
optimise the onset of solid film formation. Furthermore, the time between compression of the barriers
and deposition of the film should be investigated to observe whether the nanoparticles reorder
themselves on the surface if provided adequate time. The dipping rate of the substrate on the formed

film morphology should also be examined.

Using heterostructures that are tightly-packed, the conductive-AFM measurements should be re-
measured to try and elucidate the mechanisms behind the perplexing conductivity measurements
observed in the heterostructure region of the previous samples. Ideally, the close-packing nature of
the films deposited from DMSO should prevent any short-circuits and provide an insulating layer that

only allows current to pass through tunneling, as expected.

If the creation of improved heterostructures display characteristics that suggest there is no short-
circuits, then individual devices should be defined, isolated and tested. For example, typical devices
of 5 x 5 um? could easily be fabricated for initial tests. The measurement of the |-V characteristics

through the devices should be investigated to see if there is any observation of tunneling.
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For creation of unique identities, the defined devices should be electrically contacted so that
electroluminescence measurements can be performed. This should be performed at a range of
voltages that could potentially act as different challenges in a PUF-like system. Electroluminescence
maps of different heterostructures should be compared to investigate the uniqueness of fabricated
devices. Interestingly, there is a possibility that the optical spectrum and the I-V characteristic could

be combined to form a compound unique signature of the device.

The repeatability of the maps and I-Vs that give the unique identity should also be examined to ensure

the system is robust to multiple measurements.

As before, the fabricated devices should be inspected for variations to environmental conditions and
aging, for the same reasons. In the case of nanoparticles, over-exposure to light can often result in
bleaching of the quantum dot within, which quenches the luminescence. So this additional

investigation must be performed for nanoparticles.

Finally, the colloidal synthesis of nanoparticles offers a wide tunability of their band gap. The
Langmuir-Blodgett deposition of a range of these nanoparticles should be performed to investigate
whether the size and shape have any effect on the deposited films. Different sizes of nanoparticles
could also be incorporated into a single device, this would allow efficient emission over a wide
wavelength range and should increase the practicality of these devices in unique identification. Also,

this could provide a suitable device for broadband solar cells.
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