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Abstract—We study the problem of private key generation in
a cooperative pairwise independent network (PIN), with M + 2
terminals (Alice, Bob and M relays), M > 2. In the PIN,
the correlated source observed by every pair of terminals, is
independent of the sources observed by any other pairs of
terminals. Moreover, all terminals can communicate with each
other over a public channel, which is also observed by Eve,
noiselessly. The objective is to generate a private key between
Alice and Bob with the help of the ) relays; such a private
key needs to be protected not only from Eve but also from
all relays. A single-letter expression for the private key capacity
of this PIN model is obtained, where the achievability part is
established by proposing a random binning (RB) based key
generation algorithm, and the converse part is established by
deriving upper bounds of )M enhanced source models. Next,
we consider a cooperative wireless network and use estimates
of fading channels to generate private keys. It has been shown
that the proposed RB key generation algorithm can achieve a
multiplexing gain of M/ — 1, which is an improvement compared
with the existing XOR algorithm, whose achievable multiplexing
gain is |M/2].

Index Terms—Information-theoretic security, private key gen-
eration, private key capacity, PIN model, multiplexing gain

I. INTRODUCTION

The generation of information-theoretically secure symmet-
ric keys between a pair of legitimate users, has received
considerable attention from an aspect of information-theoretic
security [2]. The works in [3] and [4] first introduced the
source model with public discussion to generate secret keys. In
this two-terminal discrete memoryless source (DMS) model,
the two terminals, namely Alice and Bob, observe a correlated
source and can communicate with each other via a public
channel, while the eavesdropper (Eve) can also access the pub-
lic discussion noiselessly. Using a point-to-point distributed
source coding technique [5], it has been shown that Alice
and Bob can generate a secret key, by extracting common
randomness from their correlated source observations. The
work in [6] first investigated the multi-terminal DMS model,
where a group of terminals, denoted as A, wish to share a
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common secret key with the help of the remaining terminals.
The group key capacity was established based on the concept
of “omniscience”, i.e., the terminals publicly communicate
using the minimum rate to enable each terminal in A to
reconstruct near-losslessly all terminals’s source observations.
Based on omniscience, the secret key capacities of many other
multi-terminal DMS models were also established, such as in
[7}-[11].

The pairwise independent network (PIN), is actually a
special case of the multi-terminal DMS model presented in
[6]. In a PIN model, the correlated source observed by every
pair of terminals is independent of the sources observed by
any other pairs of terminals. A variety of PIN models has been
investigated recently, such as in [7], [12]-[15]. Instead of the
omniscience scheme, existing works in [7], [12]-[15] proposed
more efficient graph-based key generation algorithms. The
basic idea is to represent the PIN model by a multigraph
and propagate secret keys over this multigraph using the one-
time pad [2]. In general, the study of the PIN model is
motivated by practical aspects of a wireless communication
network. Based on the channel reciprocity in time-division
duplex (TDD) systems, the correlated source observations
in a PIN model can be obtained by estimating the wireless
fading channels, associated with the legitimate terminals. This
is because all wireless channels in a network are mutually
independent, as long as the terminals are half-wavelength
away from each other [16]. This physical layer (PHY) security
approach has been recognized recently as a promising solution
for generating secret keys (e.g., [17]-[23]).

Scanning the open literature on source models, cooperation
from external helper nodes has been demonstrated to be
effective, in improving generated key rates [6], [11], [13],
[15], [21], [22], [24]. Motivated by this, the present work
aims to investigate the private key! generation problem in a
cooperative PIN model with M + 2 terminals (Alice, Bob and
M relays). With the help of the M relays, Alice and Bob
wish to establish a private key, which should be protected not
only from Eve but also from all relays. A practical example of
this model is a government intelligence network, where it is
assumed that not every terminal has the same level of access
to the key information, despite operating with agreed protocols
and serving as relay nodes in the network. The private key
generation problem in the source model is analogous to secure

"When the generated secret key needs to be protected not only from Eve
but also from unintended terminals (including the helper nodes), it is termed
as a “private key” [6], [24], [25]. The private key obviously has a higher
security level than a general secret key that is protected only from Eve.



transmission in the wiretap channel model? with an untrusted
relay [28]-[30], where a transmitter wish to send a message
to a receiver with the help of a relay but requires this message
to be secret from the relay.

The main contribution in this paper is the development
of a RB key generation algorithm, in order to achieve the
derived outer bound, and thus the private key capacity of the
considered model is established. To prove the achievability of
the private key capacity, a algorithm is proposed for generating
the private key. Specifically, using the point-to-point pairwise
key generation technique [3], [4] and the one-time pad [2],
Alice and Bob first agree on M common messages, where
each of them is open to a certain relay. Then, a random
binning (RB) process is adopted in the key distillation step, in
order to map these insecure common messages into the private
key. Such an algorithm is termed for simplicity as the RB
algorithm. Compared to the concept of omniscience [6]-[11],
the proposed scheme only requires Alice (Bob) to reconstruct
the pairwise key between each relay and Bob (Alice) rather
than their source observations. Furthermore, in order to prove
the converse, the upper bound of the private key capacity is
obtained by considering M enhanced source models, where
each of them relaxes the secrecy constraints on some relays,
and assumes that part of the relay observations are known by
Alice or Bob. The result shows that such an upper bound is
tight and matches well with the achievable key rate.

We then consider the key generation problem in the co-
operative wireless relay network, where it is assumed that
a direct link between Alice and Bob does not exist, due to
deep fading. The RB algorithm, proposed for the PIN model,
is applied to this wireless network, using estimates of the
random channels associated with the relays. Compared to the
XOR algorithm in [21], that achieves a multiplexing gain,
|M/2], for the considered wireless network, the proposed
RB algorithm achieves a multiplexing gain, equal to M — 1.
This is because the proposed approach pays less price for
satisfying the secrecy constraints at the relays, by using the
RB process to simultaneously confuse all relays. Moreover, the
developed principles used to establish the private key capacity
are extended to several more general models, i.e., the PIN
models with direct link between Alice and Bob, with secrecy
constraint on only part of relays, with colluding relays, and
with multiple terminals wishing to share a group key.

Note that the RB scheme has been widely used for gener-
ating an information-theoretically secure key (e.g., [11], [19],
[25], [31]-[33]), whose basic idea is to map the generated
common randomness between the legitimate terminals into
a random and secret key. However, the works in [19], [25],
[31], [32] consider key generation problems without any helper
node. In contrast, this work is to investigate the cooperative
key generation problem with the help of relay nodes. The
works in [11], [33] investigate the problem of generating
multiple keys with the help of a single relay node, whereas this
paper addresses a more general scenario with multiple relay

>The wiretap channel was first studied by Wyner in [26], and generalized
by Csizar and Korner in [27]. Since public communication was not allowed
in this model, secret key generation was tantamount to secure transmission
over the noisy channel.
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Fig. 1. The source observations of the considered M -relay PIN model, where
Alice and Bob wish to agree on a private key with the help of M relays.

nodes. Particularly for the case with multiple non-colluding
relays, the feature that each relay does not have access to
the other relays’ sources enables the legitimate terminals to
utilize these untrusted relays for private key generation. To
the best of the authors’ knowledge, this is the first work in the
open literature which uses the RB scheme to the considered
multiple-relay source model for private key generation.

The rest of this paper is organized as follows. Section II,
introduces the definition of considered PIN model. Section III,
presents the private key capacity, and provides the proof steps
for establishing the key capacity. Then, in Section IV, the
proposed RB algorithm is extended to a cooperative wireless
network. In Section V, several more general PIN models are
considered. Concluding remarks are provided in Section VL.

Throughout the paper, we denote a random variable (RV)
with an upper case letter (e.g. X), its finite alphabet with
a calligraphic letter (e.g., X), and its realization with lower
case letter (e.g., ). The probability mass function (pmf) of
X is denoted as p(z). Moreover, E(X) is the expectation of
X, and |X| is the size of X. Finally, X™ denotes a n-vector
{X1,---,Xn}, whose i-th element is X;.

II. A PAIRWISE INDEPENDENT NETWORK

Consider a cooperative DMS model with M + 2 terminals
(Alice, Bob and M relays, M > 2) and a passive eavesdropper
(Eve). With the help of the relays, Alice and Bob wish to
establish a private key that needs to be protected not only
from Eve but also from all relays. These relays are assumed
to be curious but honest, i.e., they comply with the proposed
transmission schemes for helping Alice and Bob to generate
a key, but would also try to intercept the key information if
possible [21]. The terminals can communicate to each other
over a public channel with infinite capacity, but the transmitted
information over the public channel is also available to Eve
noiselessly.

For m € {1,---,M}, let Y,, 4 and Yy ,, denote the
correlated source observations at Alice and relay m, re-
spectively, where Y,,, g and Yp ,, are the correlated source
observations at Bob and relay m, respectively. Specifically,
Alice observes n independent and identically distributed (i.i.d.)
repetitions of the RV X4 £ (Y1,4,--- ,Yar,4), denoted as
Xn £ ( 1'a> Y3 4); Bob observes n ii.d. repetitions
of the RV X £ (Yip, -,Yap), denoted by X% =



(Y'g, -+, Yyr p); relay m observes n i.i.d. repetitions of the
RV X,, = (Yam,YB m), denoted by X7 = YA s YE 1)
This multi-terminal DMS model belongs to a PIN in the sense
that [12]

I(Yia,Ya,i;{Yj8, Y5+ (4, 8) # (i,a)}) = 0,
fori,je{l,---,M};a,ﬂG{A,B}. (l)

This implies that each source accessible to a pair of terminals

(e.g., the source (Y, 4,Ya ) accessible to Alice and relay

m) is independent of all the other sources. This model does

not include the correlated sources, observed by the pair of

Alice and Bob, nor any pair of the relays.

Remark 1: The considered relay network in Fig. 1 is anal-
ogous to the so-called “diamond” relay network [34]-[38].
However, these existing works investigated the diamond relay
network from reliability perspective [34], [35] or security
perspective for channel models [36]-[38], which are funda-
mentally different from this work.

More definitions in this PIN model are given below:

e Without loss of generality, assume that the terminals use
the public channel to communicate in a round robin fashion
over g rounds. Let 1 < [ < g, and 1 < m < M.
Specifically, relay m transmits during rounds ! satisfying

I mod (M +2)=m; (2)
Alice transmits during rounds [ satisfying
I mod (M +2)=M+1,; 3
and Bob transmits during rounds [ satisfying
I mod (M+2)=0. “4)
o A (2”Rl,~-- ,2"1%4) code for key generation consists of :

(i) M + 2 randomized encoders, one for each terminal.
In rounds [ satisfying (2), relay m generates an index F; €
{1,--- 2"} according to p(fi|z7, f'=1); in rounds !
satisfying (3), Alice generates an index Fj € {1,--- 2"}
according to p(fy|z", f'=!); finally, in rounds [ satisfying
(4), Bob generates an index Fj € {1,--- , 2"} according
to p(filag, f0).

(ii)) Two decoders, for Alice (decoder A) and Bob
(decoder B), respectively. After receiving the ¢ rounds of
transmissions (i.e., F¢ = {Fy,---,Fy}) over the public
channel, decoder A generates a random key K 4, according
to K4 = K4(X7, F'7), and Decoder B generates a random
key Kp, according to K = Kg(X}, F?).

e A private key rate I? is said to be achievable, if there exists

a (2nél’ .-+, 2"f4) code such that

Pr(Ka # Kp) < ¢, ®)
1

CH(KA) > R ©
1 1

“H(K ) > —logy [Ka| — ¢ @)
n n

1

SI(Kai X, FY) <6 for Vm e {1,--- M}, (®)
where |K 4| denotes the size of the alphabet of key K 4.
Note that, following the definitions in [3], [19]-[24], the

constraint on K g is redundant. Since K 4 and Kp are the
same with a high probability (shown in (5)), Kp can also
satisfy (6)-(8), and the individual secrecy constraint on K 4
can guarantee the joint secrecy constraint on K4 and Kp.
Remark 2: Different from the original definition of the
private key in [6] with respect to the fully colluding relays,
this paper mainly considers the case that all relay nodes are
non-colluding as shown in (8). The case with colluding
relays nodes will be considered later in Section V-C.

e The private key capacity C, is the supremum of all
achievable rates R. Next, Cﬁ(D) is used to denote the
private key capacity with deterministic encoding and key
generation functions. In Section III-B, we will show that
C’%D) = (i, which means that randomization is useless
for key generation in the addressed source model.

III. PRIVATE KEY CAPACITY OF THE PIN MODEL

For simplicity, we first define

L 2min {I(Yia;Yai),[(Yip; Ypi)},Vie{l,---, M}
)

Furthermore, these parameters are ordered as /() < I(5) <
< I

Theorem /: For the considered PIN model with M re-
lays, the private key capacity is given by

M M-1
Cx 2571, — Lo=S"1I,. 10
K ; me 22X 1y ; (i) (10)

Proof: To prove the achievability, a key generation algo-
rithm is proposed based on two steps: key agreement and key
distillation. In the key agreement step, based on the point-
to-point key generation technique [3], [4] and the one-time
pad [2], Alice and Bob agree on M common messages with
the help of the relays. In the key distillation step, both Alice
and Bob map all common messages into the unique codeword
in the pre-constructed private-key codebook, and set the bin
number of this codeword as the final private key. Note that
such a private-key codebook is generated based on the RB
scheme, so it provides necessary randomness, such that the
bin number is secret from all relays and Eve.

To prove the converse, M symmetric enhanced source
models will be constructed. In each enhanced model, the
secrecy constraint on the relays is relaxed, and Alice or Bob
is assumed to have the a priori knowledge of the observations
of part of relays.

The details of the proof will be provided in the following
two subsections. [ |

Example 1: Let the source observation pair (Y4,,Y; 4)
or (Yp,Y; g) be RVs, each uniformly distributed on {0,1}.
Furthermore, suppose that

17(1(1
2

qa
Pais Yisa) + 75 (1= 11(Yais Yia)),
(11)
Va e {A,B},Vie{l,--- , M}, where 0 < qa,qp < 1/2 and

0, ifz#y,
1, if x =y,

P(ya,n y1a) =

wlz,y) = . Straightforward analysis gives



Algorithm 1: Proposed RB Algorithm for PIN model

Step 1: Key Agreement:

o Alice and Relay ¢ agree on a pairwise key W4 ; from the
correlated observations (Y4, Y} ;), i =1,--- M.

e Bob and Relay ¢ agree on a pairwise key Wp ; from the
correlated observations (Y5, Y5 ), i =1,--- M.

e Relay i sends Wy ; ® WB;i over the public channel, so
Alice and Bob can obtain both W4, and Wg,, i =
1,--- M. Then they will choose the one with a smaller
size as the common message, denoted as W, € W;.

Step 2: Key Distillation:

e In advance, randomly partition all sequences w™ in
wM & Wi X Wy X --- x Wy into on(Brey—€) bing
each with an equal amount of codewords. All terminals
(including Eve) know this private-key codebook.

e Alice and Bob find the sequence WM = (Wy,--- , Wy,)
in the RB based private-key codebook, and choose its bin
number as the final private key.

M

](Ya,i; }/i,oz) =1- h(qa), where
h(z) = —xlogex — (1 — z)logy(1 — )

that is the binary entropy function, with 0 < z < 1/2.
Obviously, h(z) is monotonically increasing in x, when 0 <
x < 1/2. Then, according to Theorem 1, the private key
capacity is

Ck = (M —1)min{1 — h(qa),1 - h(gs)}-

Another more complicated example with respect to the wire-
less network will be illustrated in Section IV.

A. Proof of Achievability of Theorem 1

Algorithm 1 briefly shows the achievable scheme that is
based on two steps: key agreement and key distillation. Let

Rai 2 1(Ya:;Yia)—€ Rpi=I1(Yg;Yip) —€ (12)
R; 2min{Ra;,Rp:} =1; —¢, for 1 <i< M. (13)
Moreover, Ry, - - , Ry are ordered according to R(l) <-... <

Ry, and Riey £ 37001 Ry,

1) Key Agreement: In the key agreement step, Alice and
Bob agree on M common messages.

First, based on the standard point-to-point techniques [3],
[4], each relay ¢ and Alice agree on a pairwise key using
their correlated sources (Y3 ;,Y;",). Briefly speaking, relay i
chooses a pairwise key W, ; from Wy ; 211, 2nfaa)
and then sends a public message F4,; such that Alice can
estimate this pairwise key as W; 4. Similarly, relay ¢ chooses
a pairwise key Wp ; from Wg ; = {1,--- ,2"F5.:} and sends
Fp; such that Bob can estimate this pairwise key as W; g.
More details of such a pairwise key agreement have been
provided in [3], [4]. For Vegp,€e1,e2 > 0, the pairwise keys
W4, and Wg ; have the following properties [12], [13], [21]:

(i) We,; and W, ; are the same with a high probability, i.e.,

Pr(Wy,: # Wia) <€, Ya€ {A,B},ie{l,---,M}.

(14

(i1) Negligible information will be leaked to the public trans-
missions, i.e.,

1
EI(Wa,ﬁFa,i) <e, Vae{A B},ic{l,---,M}.

15)
(iii) They are nearly uniformly distributed, i.e.,
1 1
HH(WO"i) = logy (| Wail) —€2 = Ra i—e2,
Va e {A,B}ie{l,--- ,M}. (16)

(iv) The tuples {(Wa i, Fai, Yo', Y% ) Yac{A,BY ic {1, M}
are mutually independent, due to the definitions of the

PIN model shown in (1).

Remark 3: For the sake of brevity in the following discus-
sion, instead of using both W4 ; and W; o (Wpg; and W; p)
to denote the value of the pairwise key between relay ¢ and
Alice (Bob), we will use W4 ; (Wp,;) to denote both keys
with the understanding that there is a small probability that
Wai # Wi a Wg,; # W, p) as shown in property (i).

Second, each relay ¢ sends W4 ; © Wpg; over the public
channel to help Alice and Bob to decode both the two pairwise
keys. Then, they choose the one with a smaller size as
the common message, denoted as W;, ie.,, W; = Wy, if
R4 < Rp,; W; = Wpy, otherwise. This implies that the
alphabet of W; is W; = {1,---,2"%}  Assuming, without
loss of generality, W; = W4, i.e,, Ra; < Rp,;, then these
common messages can be proved to be secret from the public
discussion. Specifically, denote the overall public discussion
sequence as F £ (Fa,i, FBiyWa,i ®Wh.i)icf1,... m3» then

1
E[(Wla 7WM5F)

M

(@ 1

= — % I(WyFau, Fpi,Wa: ®Wp
nZ( A Fpis Wai ® Wa.i)

a7)

where (a) follows from property (iv) of the generated pairwise
keys, as mentioned above, and the fact the W; is determined
by W4, and W ;; (b) follows from the first property of the
generated pairwise keys, as mentioned above. The security
constraint for the case where W; = Wp; can be proved
symmetrically.

Now, a proposition is given as follows, which will be used
later in the next step.

Proposition 1: These RVs, VV]m[, F, X" W,, form a
Markov chain: Wy, — F — (X, Wy,), where Wi, £

{Witiegr, - My iztm-



Proof: Specifically, the conditional

P (w]m[|f, Ty wm), can be expressed as

pl\w ( |f1 x;lw U}m)
(2 Zp (x m[|fa xfnv wnb) (w]m |f 1?m, Wm; Iﬁn[)

® Zp

pmf,

(e Bt 2 (w0118, 0,27
>

() o )

(d) n n
ot
=p (wmlf), (1%)
where (a) follows from the definition that Xﬁn[ =

{ X e,

M} i#m» and its pmf is p (x]m[), (b) and (c)
hold since (X

s Wens EA iy FB s Wam © W ) are inde-
F]’m[)s where F]nL[ £ {(FA,i7 FB,z’, WA,z’ S>)
M},i#ms and (d) follows from the fact that
F, X"

Im[ >
determined by (F, X7) in the pairwise key generation. [ |

2) Key Distillation: In the key distillation step, both Alice
and Bob map these insecure common randomness (i.e., the
common messages (Wi,---,Wys)) assembled from the key
agreement step into the unique codeword in the private-key
codebook, and set the bin number of this codeword as the
final private key. We will provide more details of the RB-
based codebook in the following.

Codebook Generation: In advance, randomly and uni-
formly partition all sequences w? in the set WM £
Wi X Wy X -+ x Wy into 27(Ekev=€) pins each with
2(Eante) codewords, where w™ = (wy,---,wy) and
w; € W; = {1,---,2"%}. So each codeword w™ can be
indexed as w (k, k), where k € {1,--.,2"(Frev=)} | ¢
{1, 2MEan+9) Fig, 2 illustrates the binning assignment
(i.e., private-key codebook), denoted by C, that is known by
all terminals (including Eve). C can be viewed as a RV, where
the randomness is introduced by the random bin assignment.

pendent of (X]
WBJ/)}’LE{I,---,
W[ is determined by (

m[’

ie, Wy,; and Wpg; are

1 2

OO0
@ -0

. Ranto

bin 1

bin 2

w (k, k) =w™ (2,1)

. R,
bin 2" fe™

Fig. 2. The binning assignment for the private-key codebook, where w™ =

(w1, ,wpn) € WM, w; € {1,--- ,2nf},

Decoding and key generation: Based on the M/ common
messages obtained in the key agreement step, Alice and
Bob can find their corresponding indices in the private-key
codebook. Specifically, knowing (W7y,--- , W), Alice finds
the index pair (F, k) from the private-key codebook such that
wM(k, k) = (Wy,---,Wp). Then, it sets its key as K4 = k.
Similarly, Bob can also find its key as Kp = k.

From the decoding process, K4 # Kp if and only if the
values of the common message sequence (W7y,---, W) es-
timated by Alice and Bob are different. In addition, according
to the key agreement step, the values of the common message
sequence estimated by Alice and Bob are different if and only
if W; o # Wy, for some o € {A,B}, i€ {l,---,M}. Thus,
the probability that K4 # Kp can be expressed as

Pr(K, # Kg) = Pr U

ac{A,B},ie{l,-- ,M}

=1-Pr ﬂ

a€{A,B},i€{1, M}

S T P W=

a€{A,B},ie{l,-- ,M}

e0)*M £ 61 (eo)

{Wi,(x 7£ W()f,z}

{Wi,a = Wa,i}

(a)
<1-(1- (19)

where (a) is due to (14). Obviously, d1(eg) — 0 as g — 0.

Analysis of the key rate: Since the private-key codebook
generation is based on the random binning assignment, aver-
aged over the codebook (i.e., C), K 4 is uniformly distributed
on {1,---,2™Ekev=9)1  Therefore, it can be obviously ob-
tained that H (K 4|C) = n(Rkey — €).

Analysis of the secrecy constraints: For m € {1,--- , M},
we will prove that the generated private key is secret from
relay m. Fist, consider the following proposition of a Markov
relationship.

Proposition 2: These RVs, Ky, W,,,F,C, X",
Markov chain: K4 — (W,,,,F,C) — X7

Proof: Define WM £ (Wy,---,Wyy). The conditional
pmf, p (kalwm, £, c,x,), can be expressed as

form a

p (kA|w'rna f7 C, ‘r?n)

(i) Z p (w]m[|wm7 f,c, 1‘21) D (k:A|wM, f,c, le)

Wi |

23w

Wym([

2 Zp(w]mﬂf,c)p(kﬂwM,f, c)

1milf, c)p (kA\wM,ﬂc, a:"m)

:p(kA|wmaca f)v (20)

where (a) follows by the definition of wj,, in Proposition 1,
ie., Wy = {wi, -, Wm—1,Wny1, -+ ,wn}, and the fact
that w = (w),,[,wm); (b) is based on the Markov chain
in Proposition 1 and the fact that random codebook C is
independent of (W F, X" ); and (c) is due to the fact that
K 4 is determined by (W C) as shown in the key generation
process. |



Then, averaged over C, we have

(KA FXDC) < I(Ka;F W, X2 |C)

W (KA F, W,|C)

< I(KAv Wm|C) + I(KAv W]V[. F|Wmvc)

Y (K4 WplC) + I(WM,F]W,,,)

©
< I(K ;Wi |C) + nMe;

= I(K 4; Wi |C) +nMey. 1)

where (a) is based on Proposition 2; (b) holds since K 4 is de-
termined by W for a given codebook, and C is independent
of (WM:F); (c) is due to (17) and the relationship:

IWMF|W,) < I(WM W, F) = I(WMF).
Furthermore,

I(K4; Wi |C) = I(Ka, WM W, |C) — I(WM; W, | K 4, C)
= I(WM;W,|C) — HWM|K4,C)
+ HWM|W,,, K4,C)
= H(W,,|C) — HWM|K4,C)

+ HWM|W,,, K4,C). (22)

Since W, is independent of C, obviously the first term can
be upper bounded as

H(Wn,|C) = HW,,) <logWn) = nR,. (23)

From (16), we have H(W;) > n(R; — €2), and hence
H(WM) > nzi]\il(R(i) — €2). Thus, the second term can
be lower bounded as

HWM|K4,C) = HWM|C) + H(KA|WM,C) — H(K 4|C)
= HWM[C) — H(KalC)
(WM) - n(Rkey - 6)
> nz (i) — €2) = N(Rpey — €)
(R(M) +e— Mes). 24)

The third term is bounded using the following lemma.

Lemma 1: When Rpy = max{Ri,---, Ry} and n is
sufficiently large, then
HWMY[Wey, Ka,C) < n(Rary = R +02(e)). (25

Proof: This lemma can be proved following a similar
approach with existing relevant works, such as [39] (proof of
Lemma 22.3) and [25], with some necessary variations. The
details are provided in Appendix A. ]

Combining (22) with (23), (24) and (25), we have

1
EI(KA;WMC) < da(€) + Megy —e. (26)
Then, return to (21),
1
I(KA,F X |C) < da(e) + M(e1 + €2) — €. 27)

So the key rate

M—-1

ZRw—Z

=1

Riey = (i) — (M —1)e

is achievable.

B. Proof of Converse of Theorem 1

The basic idea of the calculation of the upper bound is based
on M symmetric enhanced channels. For the m-th enhanced
source model, m = 1,--- , M, we only consider the secrecy
constraint on relay m, and ignore the secrecy constraints on the
other relays. Moreover, Alice and Bob are assumed to know
the observations of two subsets of relays a priori, respectively.
The definitions of the two subsets are given in the following.

For a givenm € {1,--- , M}, we form two sets of terminals
A and B, as follows. First, allocate Alice and Bob to
A]m[ and B]m[, respectively. Second, for relay i, i # m, if
I(Ya,;Y;4) > 1(YB,i; Yi ), allocate it to Ajm[> otherwise,
allocate it to Bj,,[. Thus, if relay i lies in Aj,[,

I(Yg;;Yig) =min{I(Ya;Y; 4), (Y Yig)  (28)
if the relay i lies in B,
I(Yai;Yia) =min{I(Ya;Y54),I(Ys:;YiB)}.  (29)

Then, assume, without loss of generality, that relays Aj,
Ag, -, Aj are allocated to Aj,[, and relays By, Ba, ---,
Bpr—1—; are allocated to B]m[, 0<j< M- 13. In this case,

{Aq,--- >Aj}ﬂ{31, -~ By_1-} =0,
and {A4,--- 7Aj}U{B1a - Byo1-5}
={1,- ,m—1,m+1,---,M}.
Thus, Ay, = {Alice, relays Ay, ---, A;}; By, ={Bob, relays
By, -+, By—1-j}-
Define X = (X4, X4, -, X3%,) and Xgj =
(X%, X5, Xp,,_,_,), which are the observations of all

terminals in sets A}, and By,[» respectively. Then C&D) can
be upper bounded as:

(a)
n(CP) —¢) < H(K,)
= [(Ka; X1, F?) + H(Ka| XD, F7)

(b)
< H(KA|X7m ) + ney

(©)
< H(KA| X", F7) —
< H(KA|X™, F7) —

m?

(KA|KB) + TL(El + 62)
(KA|KB7XB,]m[anqu)

+n(eg + €2) (30)

D 1K a; X (| X1, F) + 0y + €)
< (KA, X g jm[s FO5 X jm(| Xy, F?) +n(er +€2)  (31)
QD 1K s X (| X7, F9)4n(er + €2), (32)
3Ifj =0, {A1, -+ ,A4;} = (Z) and Ay, = {Alice}; if j = M — 1,

{B1,-++, Bu—1- ]}—(Z)andB {Bo}



where (a) is due to (6); (b) is due to the private key require-
ment in (8); (c) is due to the condition that Pr(K4 # Kp) <
¢ and Fano’s inequality, so we have H(K4|Kpg) < nes; (d)
follows from the fact that Kp is determined by (X}, F9);
(e) follows from the fact that K 4 is determined by (X%, F'?).
Note that Egs. (30) and (31) have assumed that X 4 ), and
Xp5,Jm| are known by Alice and Bob for key generation,
respectively.

Since deterministic functions are considered for CI(KD), V1 <
[ < g, it holds that

(1) H(F|X7%, FI=Y) = 0if I mod (M +2) = 0;

() H(F|X7,F'=Y)=0ifl mod (M +2)=M +

3) H(Fl|X"Fl ) = 0if [ mod (M +2) =
{1,---, M}

1, Vi €

Therefore, when I mod (M+2) =0or! mod (M+2) =1,
where 7 € {Bh cee 7BM—1—j}9

I(X g Xl X1 F)

= H(X A (| X5, F') = H(X 4 (| X i X s F')

= H(X 4 jm| X7, F') = HX 4 jin(| XB,jms Xons 1)

< H(X g gmf| X7 F'7) = H(X 4 (| X3 gy X oo 1)
(33)

= I(X.A,]m[; XB,}m[lX;lw Fl_l)'

When [ mod (M +2) =M +1orl mod (M+2) =
where ¢ € {4y, -+, A;},

I(Xam ['Xmm[IXLZ,Fl)
= H(Xpjm(| X, F') = H(Xg (| X ajmp, Xphr F')
= H(Xg jm(| X1, F') = H(Xp | X Ay, Xono 1)
< H(Xgjm(| X, F'™) = H(Xpg | X ajmp, X, F171)
= 1(X s X 4 Jmf| X, F' ). (34)

m?

When | mod (M + 2) = m, obviously we have

(X s Xy X FY) = T(X s X jm(| X, F' 1),

since Fj is determined by (X, F!=1).
Iteratively repeating the above procedure ¢ times results in

I(X s X | X, FY) < T(X g s X5 (| X0)-

Furthermore, define

\ n n n n
X XA\ m (Yl,A7 e aYm—l,A7Ym+1,A7 e aYZM,A)v

Xg’ £ XE\Y#L = (Yly,le T 7Ym71,B7 Ym+1,5’7 e ﬂY]\”/l[,B)'

Now, according to Eq. (32), C(D)

is upper bounded as

(C(D) —e—e1—€) < I(X g jmp; X jm(| X70)
(@)

IV Y gl Xm)+
(X3, X5, XA XE, XB - Xy, )
O IR XY XA X X X R, )
(ZC) I(Yéll,A,"' aYgM_l_J,AaYéL,Al 7Y§,AJ~%
XB XB o XBy ) (39
@ 5 (thA,... Y YE A YR A

Vi g YA Yig, o Yig, ) (6)
= Z I YR )
i€{B1,,Bm—1-j}

>

1€{Ay,

I(Ylg,i; ifLB)
A}

I(Y;a;Ya,:)+

(g n( 5
i€{B1,

<, Byp_1-j5}
> I(YB,i;Yi,B)>
i€{Ar, Ay}
Dy S I (37)
ie€{l,--,m—1,m+1,- .M}

M
i=1

where (a) is due to the fact that (Y 4, X7, Y, ) is in-

dependent of (X7, X7) and also independent of X[, i #
m; (b) is due to the fact that Y} 4, — X, — Y} 5 is
a Markov chain; (¢) is due to the PIN model in which
((YIZ}hA, YX’Al), ceey (YXJ,A, YX,A,- )) is independent of any
other random variables in (35); (d) is due to the PIN model

in which (Vg 5. Y8 ), (VB oo Ve gy, ) -
dependent of any other random variables in (36); (e) is due
to the fact that the source observations are i.i.d.; (f) is due to
the partition criterion as shown in (28) and (29), where I; is
defined in Eq. (9).

Next, considering all the M enhanced source models (i.e.,
all possible m € {1,---, M} in (38)), we can obtain

M
P <NTr - 39
K _; ' me{l,-- M) (39

max I, + €+ €1 + €s.

The upper bound for C’%D) has been proved. On the other
hand, we will deal with randomized encoding and key gen-
eration as following. Let V4, Vp and V; be the random
variables at Alice, Bob and relay 4, ¢ € {1,---, M}, which
are independent of each other and of X}, X3, X1, .-, X7
Note that randomization is essentially equivalent to using
deterministic functions of these random variables, messages
received from the public channel, and source observation
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Fig. 3. A system diagram for the cooperative wireless network with multiple
relays, where Alice and Bob wish to agree on a private key.

at each terminal. Based on this equivalence, it is not diffi-
cult to prove that I(Y; a,Va;Ya,;, Vi) = I(Y; 4;Ya,;) and
I(Y; B, VB; Y, Vi) = I(Y; B; Yn,). Thus, according to (39),
Ck can be upper bounded as

Ck = sup C§<D)(VA7VBaV1;"' V)
p(va)p(ve)p(vi)-p(va)
M
< sup

- p(va)p(ve)p(vi)-plvm) ;1
min {1(Y; a,Va;Ya,, Vi), I(Ys B, VB; YBi, Vi) }
}min{I(Ym,A, Va; Yam, Vi),

— max
me{l,--- M

I(Y.B,VB;YBm, Vi) } + e+ €1 + €2

= E I, — max
‘ me{l,-- M

Theorem 1 has been proved.

}Im+6+€1+62. 40)

IV. KEY GENERATION IN THE WIRELESS NETWORK

In this section, we will extend the RB algorithm proposed
for the PIN model into the wireless network, and use estimates
of wireless fading channels as source observations for private
key generation.

A. Model

Fig. 3 shows the considered wireless network, which can
be viewed as a practical example of the PIN model in Section
II, where the correlated source observations can be obtained
from estimates of wireless fading channels. All terminals
are equipped with a single antenna and are half-duplex con-
strained. Furthermore, these M +2 terminals can transmit over
the wireless and public channels, whereas Eve only receives
messages form these channels without sending signals. For
simplicity, it is assumed that a direct link between Alice and
Bob does not exist, i.e., the channel gain between Alice and
Bob is in deep fading.

Denote ha,; (hp,;) as the fading channel gains between
relay ¢ and Alice (Bob). All channels are assumed to be
reciprocal. It is reasonable to assume that all fading channel

gains and noises are RVs and independent of each other.
An ergodic block fading model is considered, in which all
channel gains remain constant for a block of 7' symbols
and change randomly to other independent values after the
current block. For simplicity, we assume h4; ~ N(0,6% ;),
hp.i ~ N(0,0% ;). Moreover, no terminal knows the values of
ha; and hp; a priori, but all terminals know their statistics.

Let the sequences S; = [s;(1),---,s:;(L;)]", Sa =
[8,4(1), s ,SA(LA)]T and SB = [83(1), s ,SB(LB)]T de-
note the signals sent by relay 4, Alice and Bob in L;, L4
and Lp channel uses, respectively, where ¢ = 1,--- , M. For
simplicity, we consider an equal power constraint [21] for the
legitimate terminals, that is

1 1 1
—E{STS;}, —E{S%S.}, —E{SLsSp} < P. (41
L; L, Lp

B. Application of Proposed RB Algorithm

Algorithm 1 in Section III-A can be applied for private
key generation in the considered wireless network, where
the correlated source observations at each terminal can be
obtained using an orthogonal training* method. Specifically,
each fading block is divided into M + 2 time slots; all relays,
Alice and Bob take turns to broadcast training sequences
during these time slots. The numbers of symbols in these
time slots are 14, -+ ,Ty, Ta, T, respectively. The tuple
(Ta,Tp, Ty, - ,Ty) satisfies

M
Ta+Ts+» Tu=T, Ta,Tp, Ty, , Ty 20 (42)
i=1

Suppose that relay ¢ sends a known training sequence S;
of size T; x 1; Alice sends a known training sequence S 4
of size T4 x 1; Bob sends a known training sequence Sp of
size T x 1. The energy of each sequence is ||S;||? = T; P,

[[Sal|?> = TaP, ||Sp||? = TP, where || - || denotes the
Euclidean norm.

From the training process, Alice can obtain
estimates (izl,A,~~ ,HM,A); Bob can obtain estimates
(51,3,"' ,BM,B); relay ¢ can obtain  estimates
(iz§7i,iz~3,i), i = 1,---,M. Here the pairs

{(hi,as hisa) Yaega, By icq1, - ,m} are mutually independent.
The details of how to obtain these correlated channel
estimates have been provided in many existing works (e.g.,
[21], [22]), which are omitted here for simplicity. The mutual
information between ili’a and i~zi7a can be written as [19],
[21], [22]:

G A
]aﬂ’ -

1 1 1 TiTaP25i7i
2\ T E T+ 10202, )

Va € {A,B},ie{l,---, M} (43)

“#For an orthogonal training method, all terminals transmit training symbols
in orthogonal time slots, which has been adopted in most relevant works
[17]-[22]. A non-orthogonal training method was proposed in [23], for
which Alice and Bob transmit training symbols simultaneously to confuse
all untrusted relays. This training method requires perfect synchronization,
which is challenging to implement in practice. This paper only considers the
orthogonal training method, unless otherwise state.



where 42 is the variance of the noise at each terminal in the
training process.

In the following corollary, we will justify that the proposed
RB algorithm is optimal.

Corollary 1: Among training-based approaches for private
key generation, Algorithm 2 achieves the optimal key rate,
ie., RkGey bits per channel use (BPCU), for some tuple

(T, Tp,Ty,--- , Ty). Here R, can be written as
L (M
RE A — I¢ — I¢ 44
key T <§ ] ie{III,l-E}},(M} i ) ( )

where I& £ min{]ﬁi,lgi}, and Ifii and Igﬂ- are given in
(43).

Proof: Using the observations from channel estimation,
I; defined in (9) can be evaluated as

I; = miH{I(iLi,A, iLA,i)a I(ﬁi,Bv iLB,i)} =1IF

for a given tuple (Ta,Tp,T1, -+ ,Txr). Then, according to
the private key capacity in (10), we can obtain the key rate
shown in Eq. (44), where the factor 1/7T" is due to the fact that
each channel gain keeps unchanged for 7' symbols, and only
one value of the channel statistics can be observed for every
T symbols.

Now, we will prove the optimality of RkGey in Eq. (44).
According to [19], [21], we know that, from the training
process, the optimal pairwise key between Alice (Bob) and
relay i is Ig’i (Ig’i), for a given tuple (T4, T, T1, -, Tn).
Thus, according to the result of the private key capacity
in Theorem 1, RkGe is the optimal rate for a given tu-
ple (Ta,Tp,T1, -+ ,Trr). So the proposed RB algorithm
is optimal among training-based approaches for private key
generation. ]

To further show the impact of the proposed scheme on
the performance gain of the key rate, the multiplexing gain
(introduced in [21]) is studied.

Corollary 2: For the considered wireless network with M
relays, the proposed RB algorithm achieves the optimal multi-
plexing gain among training-based key generation approaches,
that is M — 1.

Proof: Based on the definition of in [21], the multiplexing
gain of the proposed algorithm is limp_, ., chey /Rs, where
Ry = 5=log, P as P — oo.

From Egq. (43), it is easy to obtain that limp_, IiG /Rs =
T, so we have

RE
lim — Y — M1,
P—oco s

Furthermore, from Theorem 1 and Corollary 1, obviously
this multiplexing gain is optimal. [ ]

Remark 4: For the private key generation algorithm in [21]
(Corollary 10) without the direct link between Alice and Bob,
its multiplexing gain is | M /2]. Compared to the XOR scheme,
the proposed RB scheme effectively enhances the performance
of the private key generation.

Remark 5: The main difference between the proposed al-
gorithm and that in [21] lies in the key distillation step: the
former is based on the RB process and the latter is based

on an XOR process. In [21], Alice and Bob concatenate
(W1 ®Wa, -+ ,Wiyr—1 @& Wyy) as the final private key in the
key distillation step. Here M is assumed to be an even number.
Compared the proposed algorithm with the algorithm in [21],
the proposed algorithm pays less price for satisfying the
secrecy constraints at the relays, i.e., the proposed algorithm
utilizes RB to provide the necessary randomness in the private-
key codebook, and the dummy message in each bin is used to
confuse all relays simultaneously.

C. Numerical Results

In this subsection, the performance of the proposed RB al-
gorithm will be illustrated by using some numerical examples.
The block length is set to be T" = 20, and the variances of the
channel gains are set to be %, = 63, = 1,1 =1,---, M.
Moreover, the variances of all Gaussian noises are set to be
52 =1.

7 - =0O— M=2, Proposed RB scheme ‘ ‘ D
1.6| - =X~ M=2, XOR scheme in [21]
— © — M=4, Proposed RB scheme
1.4) — % — M=4, XOR scheme in [21]
—©6— M=6, Proposed RB scheme
1.2] —¢— M=6, XOR scheme in [21]

[

Key Rate (BPCU)
o
©

0.6

0.4

5 10 15 20 25 30 35 40
SNR (dB)

Fig. 4. Comparison of key rates of the two key generation algorithms.

Figure 4 compares the proposed RB algorithm with the
XOR algorithm in [21], where the key rate is shown as a func-
tion of the signal-to-noise ratio (SNR), with different number
of relays. When M = 2, the two algorithms achieve the same
key rate. But when M increases, the proposed RB algorithm
outperforms the XOR one. Moreover, the performance gap
between these two schemes enlarges as M increases.

Figure 5 compares the key rates of these two algorithms as a
function of the number of the relays (i.e., M), where the SNR
is fixed as 20dB. In addition, the key rate without secrecy
constraints at the relays [21] is also shown in the figure.
Specifically, the slope of the proposed RB algorithm is the
same as that without secrecy constraints at the relays, whereas
the slope of the XOR algorithm is less. This is because the
multiplexing gain of the proposed RB algorithm is M — 1,
whereas the multiplexing gain of the XOR algorithm is about
M /2, as discussed in Remark 4.

V. DISCUSSION

In this section, the proposed RB algorithm as well as the
developed principles used to establish the private key capacity
in the previous section will be extended to several more
general PIN models.
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Fig. 5. Key rates vs the number of relays, where the SNR is fixed as 20dB.

A. Direct Link between Alice and Bob

The PIN model in Section II assumes that no direct link
exists, i.e., no correlated source exists between Alice and Bob.
This subsection considers the case that Alice and Bob observe
n ii.d. repetitions of the correlated RVs, Yp 4 and Y4 g,
respectively. Following the definition of the PIN model in (1),
the pair (Y5 4,Y4 p) is assumed be independent of any other
pair (Y; o,Ya,), Yoo € {A,B}, i € {1,---, M}. The private
key capacity of this PIN model is given in the following.

Corollary 3: For the PIN model with direct link be-
tween Alice and Bob, the private key capacity is Cx +
I(Yp,a;Ya,B), where Ck is defined in (10).

Proof: Based on the point-to-point key generation tech-
nique [3], [4], Alice and Bob can agree on a pairwise key,
denoted as K 4 p, whose rate is I(Yp, 4; Y4 p). From Section
II-A, a private key (whose values are K4 and Kp at Alice
and Bob, respectively) can be generated using the proposed
RB algorithm. Similar to Remark 3, for brevity, we use K4
to denote both K4 and Kp with the understanding that
they are different with a small probability. Then, Alice and
Bob concatenate K4 and K4 p as the private key. Such a
private key (Ka,Kp 4) is obviously secret from both Eve
and all relays. Since K4 and K4 p are independent due to
the definition of the PIN model, the achievable rate of the
private key (Ka,Ka p)is Cx +1(Yp,a;Ya.B).

On the other hand, The converse can be proved by extending
the proof steps in Section III-B in a straightforward manner.

| |

B. Secrecy Constraint on Part of Relays

The secrecy constraint in (8) for the PIN model in Section
IT requires the generated key to be secret from all relays.
However, when the generated key is required to be secret from
only part of the relays, the secrecy constraint in (8) should be
changed into

1
EI(KA;XH F?) <eVme{l,---,M,}, (45)

m?

where without loss of generality, K 4 is assumed to be secret
from relays 1,--- ,Mp,, 1 < M, < M. The private key

capacity of this PIN model with the secrecy constraint on part
of relays is given in the following corollary.

Corollary 4: When the generated key is required to be
secret from relays 1, - -- , M), the private key capacity is given
by
L, (46)

max

» M
CrEN I —
K ; me{l,--- My}

where I; is defined in (9).

Proof: The proof of this corollary is trivial, which can
be obtained by extending the proof steps of Theorem 1 in a
straightforward manner. [ ]

C. Colluding Relays

The secrecy constraint in (8) for the PIN model in Section II
corresponds to the case that all relays are non-colluding. When
part of the relays are colluding, i.e., they collaborate with each
other to intercept the private key, the secrecy constraint in (8)
should be changed into

1
7I(KA7XILa aX]7\l4ran) <,
n .

1
—I(Ka; X F) <e,Vme{M.+1,---, M}, (47)
n

where without loss of generality, the relays 1,---, M, are
assumed to be colluding, and relays M.+ 1,--- , M are non-
colluding, 1 < M. < M. The private key capacity of this PIN
model with part of colluding relays can be determined in the
following corollary.

Corollary 5: When relays 1,---, M. are colluding, the

private key capacity is given by
}Im} . (48)

M M.
C};) e ZI'L — max {Z L;,
=1 =1

Proof: In this colluding case, relays 1, - - - , M, are equiv-
alent to a super relay node that utilizes the joint observation
(X7, -+, X}y ) in order to intercept the private key informa-
tion. Then, this corollary can be proven by extending the proof
steps of Theorem 1 in a straightforward manner. [ ]

max
me{M.+1,--- .M

D. Group Key Generation

The PIN model in Section II requires to generate a private
only between two terminals. This subsection considers the
private key generation problem among L terminals, L > 2.
Consider a cooperative DMS model with M + L terminals.
Denote £ = {1,---,L} and M = {L 4+ 1,---,L + M}.
All terminals in £ wish to share a private key with the
help of the terminals in M, i.e., the terminals in M act
as the M relays. For VI € £ and m € M, let Y,,,; and
Y;.m denote the correlated source observations at terminals [
and m, respectively. Specifically, terminal [ observes n i.i.d.
repetitions of the RV X; £ (Y1, ,Yar;), denoted as
xp & (Y715 Y[ ary); terminal m observes n i.id.
repetitions of the RV X,,, £ (Yi,m, -+, YL m), denoted as
Xp = (Y, -, Y[,,)- In this PIN model,

1,m> "

I(E7Q7Ya,i;{}/j,,@7Y,@,j : (ja ﬁ) 7& (Z,Oé)}) = 0’

fori,j € M;a, 5 € L. (49)



Algorithm 2: Extension of RB Algorithm for Group Key
Generation

Step 1: Key Agreement:

e Terminals [ and m agree on a pairwise key W, ,,, from the
correlated observations (Y, .Y/, ), VI € L, m € M.
e Terminal m chooses the shortest key among
{Wim, - ,Wrm}, denoted as W, n, Vm € M;
then, it successively sends W, & Wi, VI € L\,
from which all terminals in £ can obtain W;__ ,,
Step 2: Key Distillation:
e In advance randomly partition all se(}uences @M in

WM LW, | x - x W), into 2" (Fi.cy =) bins each
with an equal amount of codewords. All terminals know
this private-key codebook.

e All terminals in £ find the sequence wM =
(Wi, 1, Wi, m) in the RB based private-key code-
book, and choose its bin number as the final private key.

Note that the considered PIN model only includes correlated
sources between all terminal pairs (I,m)vicz mem, but does
not include correlated sources between any terminal pair in
the same set £ nor M. For this cooperative PIN model, an
achievable group key rate is given in the following corollary.

Corollary 6: An achievable group key rate of the consid-
ered cooperative PIN model is

M—
(9) &
Rkey - Z (m)’ (50)
where 19 < 19 < ... I(g)

1 2) (M) which is the ordering of

(I fg), . ’II(W))’ and

19 2 win I(Ym; Yon 1), Vi € M. (51)

Proof: The rate in (50) can be achieved by extending the
proposed RB algorithm in Section III-A. Such an extended
algorithm is summarized in Algorithm 2, which also includes
the key agreement and key distillation steps. Since Algorithm
2 is obtained by slightly modifying Algorithm 1 in Section
III-A, we only briefly describe it in the next.

In the key agreement step, every terminal pair (I,m)
agrees on a pairwise key W ,,, VI € L, m € M; then
relay m sends Wy, ., & Wi, VI € L\l,, from which
all terminals in £ can obtain Wj, ,,, where W, _ ., is the
shortest key among (Wi, , Wp m). Denote Wi e
{1, 20U 0nYn )=} 5o W, 1 € WL i 2 2 on(I) - o),
which is the m-th common message among all terminals
in L. In the key distillation step, randomly partition all
sequences @™ in WM 2 W, 1 x Wy, 9 X -+ x W), ur into
2”(R5cge)’f€) bins, and all terminals in £ choose the bin number
of the sequence WM = (Wj, 1,---,Wi,, ) in the RB
based private-key codebook as the final private key. Following
similar proof steps in Section III-A, one can verify that rate
R,gqe)y is achievable. [

From Theorem 1, the achievable rate in Corollary 6 is
optimal when L = 2. The following corollary shows that the
achievable rate in Corollary 6 is also optimal when the number
of relays is M = 2.

Corollary 7: When only two relay nodes exist, i.e., M = 2,
the group key capacity of the considered PIN model is C’}gq) =
min{[l(g),lz(g)}.

Proof: When M = 2, from Corollary 6, Cg) can be
achieved by the proposed RB algorithm in Algorithm 2.

To prove the converse, we can consider two enhanced source
models. For the first enhanced model, we only consider the
secrecy constraint on terminal L 4 1, and ignore the secrecy
constraint on terminal L + 2. Moreover, assume that there
is a genie-aided terminal that knows the source observations
of all terminals in the set G, where G = {l,---,1* —
1,0 +1,---,L,L + 2} and [* = argmineg [(Y2;Y2)).
Furthermore, such a genie-aided terminal and terminal {* wish
to generate a secret key which is protected from terminal L+1,
denoted as Kj«. From Section III-B, the capacity of K« can
be upper bounded as I 19 ) (defined in (51))

Obviously, the group key capacity C' (9) i upper bounded
by the capacity of K-, and Cﬁf) < [1g) can be obtained.
Similarly, we have C}g) < Iég) by constructing the second
enhanced model. [ ]

VI. CONCLUSION

In this paper, we have investigated the problem of private
key generation. A particular cooperative PIN model with M +2
terminals is considered, where Alice, Bob and M relays
observe pairwise independent sources. With the help of the
relays, Alice and Bob wish to establish a private key that
is secure from Eve and all relays. In this paper, we have
presented a single-letter characterization of the private key
capacity of this PIN model, where the achievability part is
proved via a RB algorithm for generating the private key,
and the converse part is proved by deriving upper bounds of
M enhanced source models. Then, we further considered a
cooperative wireless network, in which estimates of wireless
channels are considered as the correlated source observations.
Compared to the XOR algorithm in [21] whose multiplexing
gain is | M/2], the proposed RB algorithm achieves a larger
multiplexing gain M — 1. Finally, several more general PIN
models are investigated, by applying the basic idea of the
proposed achievable scheme.

APPENDIX A
PROOF OF LEMMA 1

First, H(WM|W,,, K4,C) can be expressed as
Z p(wma kA)H(W

W kA

H(WM‘WW,KA,C) = J\/[|wmakAaC)'

(52)

Given (wy,,ks) and a codebook ¢, denote WM as the
set which is formed by all codewords w? satisfying: (i)

1 e WM (ii) wM lies in the k4-th bin of the private-key
codebook; (iii) the m-th element of w™ is w,,. Furthermore,



let N(wp,ka,c¢) = WM, which denotes the number of
codewords in WM. Since all sequences w™ € WM are
randomly partitioned when constructing the codebook, av-
eraged over the RB-based codebook C, the probability that
the m-th element of a codeword is w,, is 2~"fm. Thus,
N (w, ka,C) is binomially distributed averaged over C, i.e.,
N(wp, ka,C) ~ B(Qn(R(M>+5)’2_"RM)’ where 2n(R)~+e)
is the number of codewords in the k-th bin. Thus, the
expectation and variance of N(w,,,k4,C) can be expressed
as

E[N(wm, kA, C)] — 2*an2n(R(JW)+E) _ 277'(R(1M)*Rm+6)’
(53)
VCl’/‘[N(wm, kA, C)] = 27an2n(R(M)+E)(1 _ anRm)

< 9n(R(n)—Rm+e) (54)

Now, define an
N(wp,, ka,C) as

indicator function with respect to

1, if N(wm,ka,C)

Ii(N(wm, ka,C)) = >2 E[N(wn,ka,C)] (55)
0, otherwise.
Then, by Chebyshev inequality
Var[N(wpm, ka,c)]
P{I;(N ka,C)) =1} <
{ d( (wma A )) }— E2[N(wm,k,4,c)]
< 9—n(Ry—Rm+te) (56)
Thus, by using H(I;) < 1, we have
HWM|w,,, ka,C0) < HWM  Ijjwp,, ka,C)
1
= H(Ig)+ Y P{Iy =iy HW™ [wy,, ka, C, Iy = i)
i=0
<1+ P{I; = 1}ogy WM |+ HWM|wpm,ka,C,1s=0)
M
<14 n2 oo =fntd N R,
i=1

+log, (2 x 2”<R<M>*Rm+f>) :

where the last relationship is due to (56), and the fact that
N(wpm, ka,C) < 2 x 20MEan=Fmte) if [, = (. Recalling
(52),

HWM Wi, Ka,C) < n(Rary — R +02(€))  (57)
where
9 M
5 —— Q—W(R(M)—Rm-i-é) R; )
2(6) " + X E +e

i=1
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