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Abstract: in this paper we report on a study conducted in 2007 and 2008 looking at the media use
habits of 27 families in the Greater London area. The project builds on previous work studying
media use within a similar group in 2006. The study investigated attitudes towards the issues of
trust, privacy and security, across different types of media and particularly the Television (TV)
within the home environment. We explored the use of a Pay-as-you-go (PAYG) concept as a
means of addressing issues of trust, privacy, billing and security around media in the home. To
facilitate the study we rapidly prototyped an experimental home media device and asked
participants to use and respond to it. Our key findings show the desirability of devices and services
that incorporate a payment system which would help in regulating spending and allow household
members to manage their own media purchases. The PAYG concept was well received by study
participants as a means to prevent unauthorised spending and help manage costs. Participants were
also enthusiastic about more transparent billing mechanisms and the possibility of monitoring the

TV and media use of younger household members.
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1. INTRODUCTION

Media consumption within the home has seen substantial change in recent years.
New forms of media and associated devices have become prevalent in domestic
settings, altering the types of entertainment and information-centric activities

individuals engage in. With increasingly general forms of media [1], such as the
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World Wide Web, come increasingly complex systems and the risk of an
accompanying increase in the difficultly of using them. In addition, there has
recently been a dramatic increase in the use of portable, high-quality, web-enabled
screens in the home such as the Apple iPhone, iPad and other android-based smart
phones and tablets.

Our research is focused around Television (TV) as a common denominator of
entertainment and information access within the home. A family TV typically
offers a high quality audio and visual experience compared with other devices in
the home. It is also typically situated prominently in a shared social space, such as
the living room or kitchen. These common features of TV usage make for a
device all members of the family can understand, situated in an environment
suitable for shared consumption of media. In this paper we focus on the security,
trust and privacy issues surrounding the use of TV and interactive Television
(iTV) within the modern household with the aim of improving applications and
services available in the home.

After considering related literature, this paper describes our study in two
distinct parts. Firstly we describe the process of engaging with study participants
and finding out about their current concerns and issues with regards to trust,
privacy and security. After reporting on these results we then describe how these
findings drove the design of an experimental second screen device which was

presented to participants as a point of discussion in the final stages of the study.

2. RELATED WORK

2.1 The Core TV User Experience

TV is often seen as being at the epicentre of the household media consumption. It
is principally an entertainment activity and part of leisure experience in the
domestic environment [2-6]. It has a prominent place in the household, especially
when taking into account ageing populations and their reliance on such household
technologies for leisure and social activities [7].

Additionally, TV is regarded as a lean-back medium with its users commonly
reporting a relaxing and passive attitude towards it [8]. TV has been also the

centre point of the entertainment experience with all or most household members
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making regular, if not always shared, use of it. Geerts et al. have conducted
extensive research on the subject of TV and sociability. They have published
findings on TV programme genres that promote social interaction by watching TV
together and over distances [5, 9].

The TV is also often seen as comfortable and familiar and it has been traditionally
characterized as a trusted medium [10]. As such it can be perceived as a less
intimidating technology to individuals less used to interacting with digital media,
especially when compared to modern day Personal Computers (PCs) [11]. For
elderly people the burden of accessing the Internet through the TV is lower than
buying a PC and learning to interact with it [5]. Trends towards simpler and easier
to use services are also embodied in the current generation of portable touchscreen
devices, such as the Apple iPad.

These notions of the core TV user experience have, however, been altered by
the advent of iTV in the home environment, increasing even further the role that
Television plays for many and raising some very important issues related to the
impact this new form of TV medium has on people’s lives.

Interactivity now enables a traditionally passive medium to support a two-way
interactive experience. However, several studies have shown that interactivity in
the TV domain is not always welcomed by viewers, and in some cases, may be
disruptive to the TV user experience [12-15]. This is especially likely as iTV
services attempt to transform the TV from a lean-back to a lean-forward medium.
The level of interactivity is not only limited by the potential of the technology,
namely display mechanisms, hardware and interaction models [16-17], but also by
the user’s willingness to interact [5]. It has been found though that the TV user
experience benefits more from an optional interaction model, where the user
decides how much interaction they wish to engage in, if any [12, 18]

In this context it is also interesting to note that although TV is usually
controlled by a single person, it is clearly a medium that supports social activities
in the domestic setting [4, 12, 19].

The aforementioned changes in the TV and media use landscape in the home

raise a number of issues and concerns with regards to trust, privacy and security.



2.2 Television and Trust

Trust in a technology or service is of utmost importance as it relates to the user’s
reliance on consuming a service and its content as well as the user confidence in
managing that service [20]. Usually trust is associated with familiarity and
recognisability [21] and in the case of the traditional TV both of these user
acceptance factors are very important. Several studies have shown that TV is
positively associated with familiarity and trust [10, 12, 22]. Some studies,
however, suggest that with the advent of iTV, user perception is starting to
change.

Negative user experiences of a service or technology are usually a key factor
for loss of trust [23]. Kaasinen et al in their TV study [20] found that mistrust was
the main negative factor in user acceptance due to coverage and technical issues.
Berglund also indicated the importance that trusting the content as well as the
technology has for many users [6]. Although his study was based on the use of the
Internet, it is still relevant that user mistrust of information provided by particular
web sites created a perception of mistrust to the Internet media as a whole. In the
same respect we suggest that user mistrust on a specific programme/service
provider (TV channel) may result in mistrust of other TV programmes/services of
the same broadcaster.

As already discussed, TV is seen as a social activity that offers its users a
shared experience. Bernhaupt et al. define this shared experience as the seamless
blend of user experience of products and social interaction [4]. Thus within this
shared experience context trust becomes very significant since the sense of unity
in the social group depends not only on people’s common interests but also trust
with one another [24].

Although the literature emphasizes the importance of trust for interactive
Television there is little work published on developing trust in iTV. There has
been extensive work in past years on developing trust in another interactive

household medium, that of the Internet and more precisely e-commerce [25-27].

2.3 Television and Privacy

People see their home as a personal and social space at the same time, often
associating it with relaxation and a strong feeling of privacy. Nowadays the home
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is filled and associated with media technology employed for both individual (e.g.
Personal Computer, mobile phone) and shared household use (e.g. Television).
Privacy is an important issue that needs to be considered when addressing shared
use of media technology [4]. People do not want other household members to
observe what they are currently viewing, a finding Buchinger et al. report to be
particularly strong in Belgium and the UK [28].

Support for privacy is more readily incorporated into technologies such as PCs
and mobile phones that typically assume a single user or owner. However in the
case of Television and specifically iTV privacy issues can be more difficult to
address due to the fact that the TV is typically located in a shared household space
and accommodates both private and group media use (e.g. watching a publicly
broadcasted TV programme as opposed to a DVD/Blu-ray movie or personal
video recording).

Several studies have been conducted within this domain looking in particular at
interactive TV and have produced very different findings. Bernhaupt et al. in their
ethnographic study in Austria found that users do not associate typical privacy
concerns with iTV [29]. In fact some of the household members reported that TV
was the only device in the household that did not cause concerns about privacy.
Cesar et al. on the other hand indicate that there are privacy concerns for media
sharing in the iTV domain; whereas sharing content with other people outside
home was seen as a value-added service, the participants did not find appealing to
share the content within the home [30]. In addition to this Geerts et al. found that
privacy is a key factor for the acceptance and use of this type of social Television
service [5]. In fact Geerts and De Grooff provide a set of heuristics for social
Televison in which they emphasize the importance of ensuring both personal
privacy and group privacy when designing a social TV service [31]. Another
interesting project investigating the subject of iTV and privacy is the EU FP7
project Together Anywhere Together Anytime (TA2). In this project it was found
that all of the participating parents, if they shared media, they would do so via
communication methods they perceived as private, such as email, via files on CDs
or DVDs [32].

It therefore seems that the balance between privacy and personalization

features becomes a major issue especially as iTV becomes more widespread [33].



2.4 Television and Personalisation

Mobile phones are regarded by users as private media devices mainly due to the
fact that they have a single user. Computers are also considered as private media
devices despite having more than one user [4]. The main reason behind this is that
they are designed to support individual, solitary, stationary use, where users can
operate the same PC device but still maintain their privacy and private data via the
use of personal profiles. These personal profiles usually employ a password that
enables each individual to access their own data and prevents them from accessing
other users’ data through the same shared device. The use of profiles is well
established and spread on Internet applications and particularly social networking
websites where users can personalise their preferences [34].

Following the success of user profiles in the PC and Internet domain several
projects and studies have investigated their potential use in the TV and iTV
environment. Two studies in Austria [35-36] investigated the personalisation of
ITV services via profiles, finding that it was well accepted by the participants.
They also investigated the use of a fingerprint reader instead of the conventional
alphanumeric code as a new means of accessing profiles and increasing security,
which according to [35] was perceived positively by families for the most part. In
addition to the aforementioned studies, Vlachogiannis et al. [37] have also
investigated the use of profiling for iTV using the MPEG-21 standard and Luyten
et al. [38] have made use of profiles in their Telebudies social TV system.

Lastly Egelman et al. found evidence that current user account models are not
well suited for the domestic environment [39]. For this reason they developed
Family Accounts, a new user account model for shared home computers that
offers a compromise between a single shared profile and individual profiles for
each family member. Navarro et al. also emphasize the need of focusing on family
profiles [40].

This family profile model resulted in positive user responses but was aimed at
and tested with shared family computers, not iTV. It would be therefore
interesting to adopt the profile model for the iTV environment and seek user
feedback.



2.5 Security and Television

Within the TV context, security is seen as an important concern in the
development of new interactive media services for the home. Several user studies
have found that this is especially true in households with young children, where
parents seek ways of gaining better control over their children viewing habits [4,
26].

More precisely Keeling et al. found that 73% of participants in their study were
concerned about what their kids might be able to view and buy on the TV [19].
Bernhaupt et al. found that whenever security and personalization are addressed,
the user’s habits and use patterns have to carefully be taken into account [4].
Another ethnographic study [41] found that security concerns varied enormously
from household to household, with those that contained adults alone wanting
something to prevent intruders from gaining access to the system from their home.
Households with young children wanted to protect them from media and video
game content unsuitable for their age. In another study [32] parents expressed
security concerns about who has access to their information and especially their
media, with a single parent leading or controlling the adoption of technology and
media. It was also established that there was a demand for an application that
allows a parent (termed gatekeeper/administrator by [32]) to be in control of the
media consumption of their children. As Bernhaupt et al. indicate security for the
TV is mainly associated with child safety such as reducing the access of children
to TV content [29]. With respect to this Wilfinger et al. suggest the use of profiles
that parents set in order to control what their children watch on TV, especially
when the parents are engaged with other household activities [35].

Younger members of the household, despite their frequent reliance on PCs and
the Internet for entertainment purposes, also make use of the TV as or in support
of social activities, though their parents often have first say in what is watched
[42]. Younger members are also very open to the use of online social networking
activities, whilst parents, on the other hand, have reservations towards these [32].

Another important security issue that relates to iTV in particular is about
payments made through the TV. This is not very well documented in the literature
but it is a concern that becomes apparent as iTV use becomes more widespread.
Especially given the social aspects of TV use, security features are difficult to get

right. The social context of this medium’s use has implications for privacy,
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rendering it more difficult for users to carry out certain activities, such as financial
transactions, in front of other household members. With reference to this, Keeling
et al. found in their study that 56% of their participants considered privacy as a
key factor for security [19]. Participants in this study did not want other people in
the living area to look at what they were buying and feared that people could see
or hear their payment details.

Lastly there are a number of papers which place an emphasis on the user
interface of the iTV application/service as a means to reinforcing security and
reinforcing trustworthiness [27]. Views on this are split, as [43] highlights the
contradictory relation between usability and security in that the more secure an
interface is, the less usable it becomes and the more usable it becomes, the less
secure it is. [44] on the other hand emphasizes the importance of visual feedback
as a means of communicating safety and trustworthiness back to users with

regards to any transaction based actions.

2.6 Pay-as-you-Go and Television

Computers are generally perceived by people as more secure compared to TV
systems with users being more likely to carry out financial transactions [8]. This
was shown to be based not only on the solitary nature of the PC use, but also on
the fact that in a computer environment a user can retain his/her privacy by using
a login profile facility [4].

Current trends in other media related technologies, such as mobile phones,
illustrate the success of the pay-as-you-go (PAYG) concept from both usability
and commercial perspectives. PAYG systems can be defined as those which allow
the prepay of credit into an account which then acts as a limit on that account until
more prepaid funds are added. PAYG systems have become popular in recent
times as well as an increase in support for low-value, high-volume transactions of
text, music, video and other digital media [11, 45-47]. According to Grinter and
Eldridge [48] it was the introduction of the “pay-as-you-go” concept in mobile
phone plans that led to increased SMS use in the UK, making it possible for
teenagers to own their own mobiles. But also as Kurniawan et al. [49] indicate,
that PAYG systems have been welcomed by older users, as their study revealed
that particularly in the mobile phone market participants were split almost equally



on the pay scheme (pay-as-you-go vs. pay monthly). Within this context Hui et al.
have proposed a novel mobile application known as “Shair” that allows mobile
users on contracts to sell their unused minutes and text messages to pre-pay
customers when, e.g., they are running out of pre-paid credit [50].

Apart from the mobile phone domain, the PAYG concept has been welcomed
in other digital environments. Amazon.com offers a commodity-priced storage
utility, known as S3, which aims to provide storage as a low-cost, highly available
service, with a simple PAYG charging model [51]. In addition to this the
Transport for London has for many years been employing successfully a PAYG
travel card known as the Oyster card [23]

The PAYG concept also offers benefits that are not found in other e-commerce
systems, such as helping users to manage their expenses and delegate their
spending more effectively, since costs are managed up-front through the purchase
of vouchers [48]. It also allows the user of the services to pay according to the
usage of the customer [52].

With reference to the discussion above it is interesting to explore this concept
of PAYG within the context of iTV. The literature suggests that the PAYG
concept has not been yet investigated within the TV domain with a limited
number of studies looking into the issue of payment services through iTV. One of
these studies held in Italy [53] has found that that the concept of bill payment
through iTV is appreciated by users, but the actual procedure for service use can
be still cumbersome, in comparison to the other channels used for payments such

as the post office or the Internet.

3. STuUDY METHODOLOGY

In our primary study, on which this paper reports, 27 households from the Greater
London area participated, each with access to digital TV and broadband. This
provided a total of 70 people aged 8-50+, containing a balance of gender and
socio-economic status (ABC1, C2DE — ABCL1 refers to participant profiles of low
to low-middle class income and C2DE to participant profiles of middle to upper-
middle socio-economic status) [54]. Table 1 provides an overview of the

participants in the study.



The study involved a total of four visits to participants’ homes by researchers.
The first visit took place between February and August 2007. This included 10
households who had previously participated in a previous phase of the project
(this is reported in detail in [14]) in 2006 along with 17 new households. The aim
of the first visit was to establish trust between the participants and the researchers
and to gather information about general media use in the households. A second
visit took place between August to October 2007. It included all 27 households
and aimed at gathering information on participants’ likes and dislikes, preferences
and experiences with respect to media in the home. A third visit was carried out
between November 2007 to January 2008. This visit aimed at collecting
information on participant’s use of media devices, media content, media device

personalisation and multiplatform media.

Table 1. Overview of participating people in the study

Age Gender Occupation Income
Age Range No % Male Female  Range No % Range No %
8-12 7 10.0 32 38 (54%) A 11 15.7 lessthan 3 4.3
(46%) 5000
13-17 13 18.6 B 5 7.1 5-10K 3 4.3
18-25 6 8.6 C1 17 24.3 10-15k 3 4.3
26-35 17 30.0 Cc2 8 11.4 15-20k 8 11.4
36-45 6 8.6 D 4 5.8 20-25k 14 20.0
46+ 21 24.3 pupils & 23 32.9 25-30k 7 10.0
students
retired 2 2.9 25-30k 1 14
E 30-35k 3 4.3
more than 5 7.1
35k
don’t know 23 32.9
Total 70 100.0 70 (100%) 70 100 70 100

A final, fourth visit was carried out between February and March 2008. The
aim of the last visit was to investigate and evaluate the concepts of interactional
simplicity, customisation, privacy and security. This was facilitated with the use
of an experimental home media device, developed as a response to participant
observations, feedback and comments from previous visits. The device acted as a

vehicle for further discussion and generation of new ideas. The ethnographic
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observations made during the four visits to participant’s homes were augmented
with three multiple-choice questionnaires (visit 1: general media use, visit 3: use
of media devices, media content, media device customisation, visit 4: privacy and
security, media customisation, media interaction and sharing). Audio from 108

interviews was recorded for later analysis.

4. INITIAL RESULTS

Exploring the role of the TV in the domestic context, with regards to privacy, trust
and security, formed our key research priority. The feedback gathered from the
participant responses informed us about user needs and directed our response in
the creation of an experimental device. This paper does not provide sufficient
space to report on all of the ideas we explored with participants. As such we
report on some of the more interesting areas of dialogue that arose during the

study.

4.1  Privacy, Trust and Security

Security and privacy form two of the greatest concerns of UK households with
respect to interactive media, as both our previous [14] and current studies
indicated. Most participant concerns relate to their experiences with TV shopping.

We found that study participants in their mid forties tended to use the shopping
channels, whereas younger respondents tended to used internet shopping sites for
e-bargain hunting. They mocked the shopping channels and those people who
used them. Most of the respondents completed their online and TV shopping from
websites and TV channels they deemed as more secure and that they were familiar
with.

For instance, as one of our younger participants (18 years old) indicates, his
shopping habits have shifted from physical to online shopping motivated mainly

by the lower prices usually found in online shops:

“Normally on Amazon or play.com or something, | don’t really go to
actual shops any more. | used to, but now, I thought I will get them from a
shop as novelty things, but | estimate in my mind and then the shops are £5

more expensive than Amazon, so | buy through the internet.”” (Alex)
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Another participant (23 years old) compares the different shopping habits between

her and that of her mother’s:

“Me personally, I use play.com because | buy more DVDs, stuff like that.
But my mum uses amazon, she also uses stuff like the worst things on QVC
she can buy [laughs]. For example, electronics, she gets them all, she sits

there and watches all the shopping channels.” (Patricia)

Whereas a 40 years old parent admitted watching TV shopping channels not

exclusively for shopping purposes rather for entertainment:

“l watch shopping channels. QVC is quite funny. It makes me laugh, when
they show something really bad, and they try to convince us, taking about

20 minutes about the product.” (Trevor)

People trust some established websites (banking, shopping). But they feel that
there are too many passwords. Some people write them down in their diary, or
make up some simple ones which can be memorised easily. One of the
participants who works in an office described how he manages his passwords,

raising the contemporary issue of having to manage many passwords:

“Yeah it’s funny. It’s everything secured, it’s sensible to do. But it’s
getting [back in], if you forget all. You know if you go to bank and
helpline, and send you passwords by post, it’s about security, just for
convenience, everything is about passwords now. Automatically, you end
up doing it, because we registered so many different things, 20 or 30

websites, and unless you have really good memory.” (Mark)

When the discussion revolved more around the issue of privacy participants
discussed extensively the use of profiles to personalise the use of their media
devices. Most participants are familiar with the concept of a profile from their use
of computers.

“I think we use the profile because of the computer, because you’ve got on
Microsoft you’ve already got the profiles there so everybody goes to the

profiles, so that’s something we could all slip into quite easily’” (Randy)

Other participants commented on the usefulness of extending the use of profiles in

the TV domain. They discussed how this would benefit household members who
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have different interests and wish to have their own list of favourite channels,
preventing younger family members from gaining access to channels that parents
deem inappropriate for them as well as a means of blocking unauthorised use of

pay-per-view channels.

“From a larger scale point of view | think it would be good because you
then can add channels that you basically say well my children are only
allowed to find these certain channels on their profile, you know certain
ones are off limit so I am not letting them even go near the pay-per-view

channels or adult channels, from that point of view it’s wicked” (Molly)

Another household agreed that TV profiles are useful but mainly for households
or families consisting of several members, with one of the participants drawing

from her own experience when living in a house with many tenants.

“Profiles, | think that’d definitely be really useful, for like, maybe not for
us cause we are only two, but yeah when | used to live with five other

people that would probably be really good™ (Janet)

In addition to the discussion above, a participant pointed out another good
reason why profiles would be particularly beneficial for the TV domain.
According to her previous experiences in working with visually impaired people,
TV profiles would enable users with accessibility issues, such as visually impaired
users, to change and adjust the colours of the TV and iTV Graphical User

Interface (GUI) to make them more visible to this type of users.

“Because | work with children who are visually impaired and on the
laptop you have the facility to change the background and depending what
your visual impairment is some children can see better on black with
yellow, yellow with black and all this sort of things, so then I think if you

sort of factor that in” (Kate)

4.2  Security: Hidden Costs and Billing

In general our study participants associated interactive television with
commercialisation, hidden costs and security risks. These form the main barriers
which prevent households from using interactive media services such as

interactive shopping and voting. The following participant responses illustrate
13



participants’ concerns in calling shopping channel help lines where most of the

charges are incurred from their waiting time on the phone.

"it tends to cost you money... It is premium rate or something. You think it

looks very cheap but actually you spend lots on the phone bill." (Mark)

Participants also shared with us their frustrations with the additional costs
incurred when contacting customer services of TV shopping channels:

“We have bought a few stuff on QVC, they are good, but the other
channels, you think, ‘oh it looks like this’ and then when you receive it,
you find it doesn’t fit. You can return it. But the problem of this is when
you want to return and ring them up, it tends to cost you money... It is
premium rate or something. You think it looks very cheap but actually you

spend lots on the phone bill.”” (Roger)

Participants also admitted incurring additional charges when using phone-in
quiz services as well. A young professional man who had played phone-in quiz

once argued the need for the regulation of this type of iTV services:

Jonathan: “yes it was like this is over a year ago I think, | just watching it,
when | was at home and eleven o’clock in the morning, and I rang up, |
don’t remember how many times to get through, but that the only time |

tried.”
Greg: “it was like 25 pounds for calls. (laugh).”

Jonathan: “(laugh), so I must have rang up 25 times...I was just bored.
(laugh). but at the time...You don’t know it was a con...I think Ofcom

should shut have them down quite long time ago.”

Also charges incurred when using voting services is another area of concern

that participants commented on.

“my reason for not using the interactive red button is that is not very
clear, as to what you’ve been charged or if you’ve been charged, there is

no transparency so 1’d rather not get myself into trouble” (Jane)

Participants shared with us their experiences with other hidden cost related to
interactive media, particularly interactive games. For instance, playing a game on
a children’s’ game channel can lead to higher telephone bills, or downloading

14



songs on a mobile phone can be expensive. One teenage girl entered a competition
on children’s’ game channel, and when she won a competition to Disneyworld,

her parents found out she had to pay additional costs to accept the prize.

““She won a holiday to Florida...the problem is she gets £500 towards the
holiday, but It’s about £800 extra for the competition, and a week in
Florida. It was toll free number so | phoned up Florida, I was rather

suspicious it would be a scam.” (Ryan)

It was also found that several of the children’s game channels contained
confusing terms and conditions, which show pages of terms, with ‘only 50 Pence’
in big fonts and ‘per minute’ in smaller letters. Many respondents were wary of
using these channels, and children had learnt to play free games rather than
expensive ones that were itemised on the phone bill.

There seems to be therefore a recurring general mistrust theme towards the use
of iTV services and applications emanating mainly from hidden charges as well as

lack of transparency. The following participant quote summarises this point:

“my reason for not using the interactive red button is that is not very
clear, as to what you’ve been charged or if you’ve been charged, there is
no transparency so 1’d rather not get myself into trouble’” (Jonathan)

Interestingly one participant provided a simple solution for making iTV
services requiring additional charges, such as voting, more transparent by

suggesting an acknowledgement pop-up window.

“you know when you phone in or you press the red button and you start to
vote and it costs you couple of quid each time...so it’ll have to ask my

permission so you then got control of that” (Theresa)

Most respondents did not check their iTV service accounts via the TV, relying
on monthly bills posted to them to keep track of their costs. Only one household
in our study regularly checked with bills on the TV itself. The majority of
households assume their monthly bills will be the same, as they have a fixed rate
for a package of channels.

In addition to hidden costs, participants raised concern with regulating costs
related to digital media usage such as TV services like buying films and mobile

phones, as this father explains:
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““she used to have monthly rate contract, and she overused it, so now she’s
got credit. Every month, my bill was enormous...every time she phones

someone, we have to say, ‘stop it stop it’.”” (Stephen)

4.3 Parental Control

Although parental control mechanisms exist for both digital TVs and the Internet
as a means of monitoring children’s media use habits, the majority of study
participants did not make use of them. Parental controls were mainly used by
households with internet access and younger children. Older teenagers were given
more freedom in their access to websites and some of them knew how to disable
the parental control features, or security measures. Some parents deliberately used
technical problems in order to block access to sites. For example this mother

explains:

“l haven’t set it up for her because | don’t want her to go onto the
chatroom. | don’t think, I don’t trust her...Once she is let to do it, and she
wants to look into different chatrooms, I lose control. So | don’t trust them,
there is not enough security, anyone can go on, can’t they, really.”

(Louise)

Some parents regulated Internet use by physically being in the same room whilst
websites were accessed. For example, one family used the Internet together:

“I find the sites for her telling her not to touch when popups come up, not
to open them. If she wants to change the site, just give me a call and I’ll
change the site for her. So they’re always under supervision.” (Anthony -
father)

Other households, such as in the case of one family with two young children
thought that it would be easier to monitor their children by also being physically
present when consuming digital media content. In addition to this they have
resorted to disconnecting the telephone line when not present, due to concerns
about line charges as well as parental control.

“We have disconnected the telephone line cause if you have little ones and

you are not careful you can end up running with massive bills”” (Malcolm)
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With regards to TV, unbeknownst to parents, many teenagers knew the pin
number needed to access restricted services. Two households with younger and
older teens disconnected the telephone line from TV to prevent extra costs from
the use of iTV functions.

Summing up our initial results, it is clear that participants have had several
negative experiences with TV shopping, hidden costs, related to contacting
customer services of TV shopping channels and additional costs related to quiz
and game competitions. These result in increased security concerns and mistrust
towards the iTV medium. In terms of parental control, parents prefer to monitor
their children’s media use by being present when a service or media is being
consumed rather using specific parental control tools, which are seen as a not fully
secure option. Lastly several participants expressed the view that use of profiles in
the TV domain may help resolve privacy issues in a similar manner it does with
PCs.

5. THE EXPERIMENTAL DEVICE

For the fourth and final visit to study participant’s homes we developed an
experimental home media device. The device functioned somewhat like a
“technical probe”, as described by Hutchinson et al. [55], but crucially was only
given to participants for the length of a single visit (30-60 minutes). The device
was not the subject of a user interface (Ul) or usability evaluation of any kind
during this study, instead it was used as a focal point for the final visit, responding
to and making concrete many of the ideas discussed with participants in the
previous visits and encouraging participants to imagine how similar, fully-
functional devices might function in the future. The focus of our research and this
paper is not on the design and development of a portable second screen device,
but rather on the concepts behind it. For this reason we are not offering a
discussion on this. Readers who are interested in this subject may look at Cesar

and Butlerman [30], [56] who have done extensive work in this field.
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5.1 Our Design Response

Based on participant feedback and concerns with security, parental control, hidden
costs and privacy we developed a Pay-As-You-Go (PAYG) conceptual model
enhanced with user profiles and incorporated aspects of this into the experimental
device. The proposal of a PAYG payment model to pay for media services (iTV
services, films, shopping) is a direct response to our findings that the possibility of
unwittingly accumulating very large bills for interactive services is a strong
disincentive for many iTV users, especially in households with children. Also by
incorporating user profiles the PAYG concept becomes a more personalised
experience catering for media consumption and financial transactions specific to
individual members of a household.

Using the experimental device as a focal point, we generated discussion on
whether and how households would employ similar devices in regulating
spending, preventing unauthorised usage, parental controls over access to media
and ways of making billing more transparent. The experimental device included a
number of static screens illustrating these ideas (PAYG, Billing, user profiles), as
well as fully interactive features that allowed participants to buy content, such as
films and engage more with the PAYG concept (see Figure 1). We encouraged
participants to explore the device, and to make use of the functional interactive
features. Static screen illustrating more complex features such switching between
profiles, purchasing credits and charging other profiles were included and shown
to participants to prompt discussion and provide a feel for how such a system
might work.

In this study we were more interested in participant responses to the ideas and
concepts behind the experimental device rather than the device itself and user
interface employed. Our main interest was in revealing households’ opinions after
making use of the device and in generating discussion as to where this could lead

or be extended to, rather than focusing on the specifics of the device presented.
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Fig 1 Purchasing a film using PAYG in the experimental device

5.2 The Device

The experimental device used in this study was designed to provide a realistic
media-use experience for study participants in their own homes. The device
connected wirelessly to a laptop, which was in turn connected to participant’s
TVs. This allowed actions performed on the experimental device to be instantly
reflected on the TV within participant’s normal viewing environment. The device
provided various simulated functions, allowing control over the TV channel
showing and allowed participant’s to display photos on the TV screen.

The second screen device itself was created using a Samsung Q1 Ultra running
Microsoft Windows XP. The device’s dimensions were approximately 23 x 12 x
23cm, with a 7 inch screen. The user interface displayed on the device was
implemented using Adobe Flash connected wirelessly to a Java application
running on a separate laptop, also running Microsoft Windows XP.

The Ul itself was controlled entirely with the touch screen. The buttons visible
to the right and left of the device’s screen in figures 1, 2, 3 and 4 were not used in
the study. Most actions were performed by touching regions of the screen.

Features of the Ul specific to PAYG varied in terms of functionality. A
significant part of the Ul was given over allowing participants to select and
organise content around their own preferences. This included purchasing content
(in this case films) though the device. This portion of the system included pricing

of items and dialogue messages asking users of the device to confirm the purchase
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of content. In addition to these fully-functional areas of the Ul, we also added a
number of static screens which showed mock-ups of the Ul might appear during
certain hypothetic actions, such as viewing a purchasing history or transferring

credit between profiles on the device.

6  Participant Responses

Here we present some of the participant responses, suggestions and discussion
generated as a result of using the experimental device to explore the PAYG
concept. Participants indicated three main PAYG uses, namely regulating
spending, preventing unauthorised use/spending by other household members and
providing access to better billing information. Several participants commented on
their familiarity with this concept in the mobile phone domain and the benefits of
using a prepaid mode of financial transactions.

“Pay as you go, that’s something people get used to now with phones and
not only that you don’t have something dictated to you when you pay as
you go, you know there is options, there are choices so you don’t feel as
though you are being manipulated to a certain extent, if you want

something buy it if no don’t”” (Jared)

Although the experimental device did not directly demonstrate PAYG for other
interactive shopping transactions, we did use it to generate discussion around
these possible uses for a similar device.

According to the data collected from our questionnaires, nine in ten households
said they would use the PAYG to buy films and six out of ten said they would use
it to pay for interactive services, such as voting. Five out of ten households said
they would employ PAYG to buy goods through TV shopping channels.

When participants were asked whether they would like to top up their balance
over the internet (using a normal PC) five out of ten responded yes, three out of
ten no and two out of ten don’t know. Interestingly when they were asked the
same question but this time about toping their balance through their TV nine out
of ten responded positively. This illustrates a strong majority trusting their TV

more than the Internet when it comes to managing the PAYG account.
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6.1 Regulating and Preventing Unauthorised Spending

With regards to regulating spending, several participants highlighted the benefit a
PAYG system would have for overall household finances if a budget were set for
the family’s entire media-related spending. There was also discussion on the need
to have personal profiles. This was also reflected in the questionnaire data, where
eight out of ten of the participants felt that different members of the family should

have their own PAYG balance.

“so0 could you set a budget so you wouldn’t go over a set amount say 20
pounds...and it would sort of come up like unavailable funds or
whatever...it’s nice to be able to see what you are using, that’s a good idea

I think, because sometimes you could get carried away™ (Kelly)

Participants found this particularly useful as each household member would
have his/her own profile to charge their media. Several households were willing
to transfer credit to other members of the household/family using the PAYG
service, with seven out of ten favouring this facility.

Other households, especially those with young children, emphasised how
parents would employ this to set children spending allowances on a monthly basis

to avoid excessive spending.

“if you had kids with their profile and they could have money in their top-
up, you could give them 10 pounds a month or something and they could
decide how they would spend it and choose which films they would watch,

yeah that would be a wicked idea™ (Clara)

In some cases even children and teenagers favoured the use of PAYG by
recognising the degree of independence that this would provide them with in their

media purchases.

“If it was a Pay as you go thing | wouldn’t have to hassle mom to ask

whether | could watch this™ (Peter)

Parents on the other hand highlighted the benefits of controlling costs, since
once the initial top-up money value has been reached it cannot be exceeded or

extended automatically as in the case of contract-based payments.
“ilf it is pay-as-you-go that’s a good idea because if you top it up five
founds or ten pounds you know if that runs out that’s it”” (Gary)
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Fig. 2 Purchasing a film using PAYG by charging it on a different profile after pin authorisation

The PAYG concept was seen by several parents as a further safeguard to
unauthorised spending, especially by younger members of the households (see

Figure 2).

“if you are in a family environment you know that if your kid finds out
your password they’re only going to be able to spend so much money

without costing without that constantly wrapping up” (Oprah)

They also indicated that it is useful for regulating the spending on rental movies

order through the TV too, bringing control back to the parents.

“I’ve definitely think if you have young kids in the house and you want to
have a limit on how many films they watch then you’ve got the control”
(Mike)

Several participants suggested that PAYG is useful beyond family oriented
households, applying equally to individuals sharing a house as well, indicating
personal experiences and suggesting specific contexts to which this could be

applied.

“for example in my brother’s household where he owns the flat but he
rents some rooms, this is quite good if people want to do that” (Tania)

On this topic, another participant shared his experience of unauthorised spending
by with an extended family member suggesting that PAYG would have prevented

this from happening.
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““cause | remember my other cousin came over and spent 2 weeks, | don’t
know what he was doing with remote, he ended up watching movies, I

looked at the bill I said | never watched these movies™ (Larry)

6.2 Billing

With regards to the process of the PAYG billing and reading statements, user
responses were very encouraging. Nine out of ten households responded
positively to the concept of viewing their PAYG statement on their TV using the

experimental device (see Figure 3).
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Fig. 3 Viewing the PAYG billing statement in the experimental device

When asked about the possibility of performing the same task on a PC, positive
responses were limited to five out of ten households. The same preference was
also observed in a question related to the toping up of the PAYG balance, where
eight out of ten households replied they would do this using the experimental
device, as opposed to five out of ten households willing to do this same activity
over the using a PC. User responses were very encouraging with regards to the
clarity and amount of information provided in the example billing statement, as
well as the ability to constantly monitor the household’s media related finances on

how much is spent and where.
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“it’s a good idea, cause then instead of like having to wait to the end of the
month and realise that you’ve spent load and loads of money it’s good to
thing you can go in there you can see what you’ve bought and see how

much you’ve got left”” (Tracey)

Other participants commented on the information that is displayed during and
after a transaction, to verify when and who in the household has purchased media.

“it tells you who the profile is, it tell you the date, how much it is and how

much it’s left, it’s really good” (Connie)

It was also suggested that the PAYG concept should expand to allow the
purchasing of other media, particularly sporting events and games, on a pay-per-

view basis.

“if you do the same thing with sporting events | suppose, where there’s
films if you’ve got box office like sky box office with the films you’d have a
similar thing for sports™ (Stewart)

6.3 Parental Control

During discussion, study participants suggested that two experimental devices,
both synchronised to show which programmes were currently being watched,
could be used to monitor their children’s current viewing habits. This theme was
not introduced as part of our study; instead it emerged in several households
during discussion. Several parents suggested this novel parental control use of the

experimental device as.

“if they’ve got TV in their room and they are watching at 12:00 and you
want them to go to bed then you can see that they are watching and what
they are watching™ (Mark)

Parents emphasised that the experimental device could allow them to monitor
what their children are viewing whilst not being physically in the same room as
the TV.

“you can put it on a channel and then you know what channel they are
watching and then if they did change it you can see what they’ve changed

it to, if you are busy in the kitchen or something” (Carol)
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Fig. 4 The experimental device clearly indicating the TV channel and programme currently

viewed by a household member (Scrubs on Channel 4 viewed by dad)

Some parents also expanded further of this use of the experimental device,
suggesting that they can utilise it for monitoring children’s spending on iTV

contents, as this mother stated:

“you can see what they (children) are buying and how much they are
spending, I think it’s quite good idea.” (Janet)

/. CONCLUSION

The paper has presented the results of an ethnographic study looking at trust,
privacy and security issues associated with TV media in modern households. To
aid the study an experimental touch screen device was introduced which
simulated a number of new features for discussion with study participants. The
experimental device proved a useful way of presenting new concepts and ideas,
such as purchasing content, Pay-as-you-go (PAYG) billing and personalisation.
Themes emerging from our research include negative feelings towards payment
systems within iTV services and the desire for devices and services to incorporate
the PAYG systems to help regulate spending and allow household members to
manage their media purchases. With rapid expansion of marketplaces for digital
content, these findings provide a valuable window into the issues iTV payment

models have introduced for households.
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The need to control individual spending of the younger members in a household is
contrasted and seems distinct from the desire for adult households members to
control their own spending. Parents tended to want control over what their
children had access to, both in terms of content and funds with which to purchase
it. Likewise they want to shape their own access to content with self-imposed
limits.

Negative experiences with iTV services and devices were commonly reported
by participants during our study. Many of these negative experiences related
directly to hidden costs and uncertainty about charges for services. PAYG offers a
simple mechanism to control costs that is well known as a billing and payment
model. As such PAYG provides method to control and shape purchases which is
easy to understand. This, combined with ready access to purchase histories

provides a means to address key barriers to iTV engagement and purchasing.
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