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2. REQUIREMENTS
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2.1 Availability of User Information
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2.2 Availability of Application Information
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3. MARKING OF NETWORK PACKETS

3.1 Basic Approach
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3.2 Placement of the marking information
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4. IMPLEMENTATION CONSIDERATIONS

4.1 Marking Procedure
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4.1.1 Endsystem-based- Unix
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4.1.2 Endsystem-based- Windows
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4.1.3 Infrastructure-based
kG�_7M$#�>�]����7M�070�;7M�0S��p���<
�$��U��S��0�>��
K
�.�$#78 �7N���0P}��$< NO3�]��n; ��0��&*��&
�1$��]�0S��0�g$#�*
�P���n; ��0�/&*�<O�
)�6�J�<7!&*�07M�p��'KO3�0&c��O3$�S#�#
J|�$<�]�}
)'K�>'� ���&
7M�p C$<�J ��<7M�;7	 �.��QI/���p���p Y�������;')��(�I���$%�0�07M7C�����DO3�}./���/&*
)��&WO%P
�Z�17M�� X$<���Q���6���;'K�*(W(��� ��p:j�0Pw�17��p
Z|y')(#E*���TÆW7M.*$�:]7>�^I3$<7M7M')O�
)�
7M���0�/�6��'K$�
[�����6���;'K�*(e(��6 ���:j�0Pd���<�ZO3�c'K�>I*
)�0�>�0�% ���&V')�a �:U$
&�'�~,�����0�% ]:j�0P�70
]|y'���78 ��/ �.��C(#�� ���:5��PT���<�eE*7M�L�<�� �')S��L$<��I/��7M7M')S��
')���`$<�����6 �')$#�e(��6 �.�����')�*(e���<7�&*�07M����')O3��&-�<O3$6S��6�U �$_(<�� 	E*7M���!7MI3��F
��')b��Y')�*�\$<������ �')$<��
 H .��0�g �.�')75')�*�\$<�����6 �'K$<�T./��75 �$XO3�	�#&�&���&g �$
 �.*� � $�:]7	O3���\$<���} �.���Pc
)����S��} �.*�L(��� ��p:j�0P%
���
)
� �.*�}�>���; �')$<����&
���6���;'K�*(Q ��0��.��*'Kh;E*�07j�����TO3�CE�7M��&��`$��! �.*')7!I*E*��I3$<7M�#


H .*�L7M�0�0$#��&T�>�� �.�$;&c'K7] �$>7ME��>���6��')"0�Y �.��C7ME*O����p �70��:].�')��.e')�*F
��
KE�&*�!��$� j�������;')��(C����I/��O�
)�	.*$#78 �70
N�JP�&�$#')��(L �.�')70��&*�� ��C:].�')�p.

)����S���7} �.*�>7ME�O��*�� L')7L(#�0�*�����<
)
�Ps���6������&^:]'� �.a���s')�*�\$<������ �')$<�
:].*')�p.W���0I*����7M�0�% �7� �.��Q7ME�O*���� �
	k��e �.�')7	�0�<7M�_�0�p�M ��<')� � $�:]7Y���<�
O3�N'K&*�0�% �'�b/�0&L')�C �.��i$� �.����R���� G:5$<���;7R�<7yO3�0')�*(!$���')(#')�/�6 ���&}�v��$#���

Marking

Intranet
Internet

Subnet 1

Gateway

Router

Subnet 2

Router
not Marking
capable

Marking
capable

±]²\³3´Rµ6¶DØw¸LÙpÁRÂ�µ�º�»0¿0µ�´y¼#¿�´�µ�¶V¹Qº�»0¶*½[Útº�µ�Ûw²`ÁR³aÜ�¾y¾yµ6À/º�¼<Ã

&*�0&*')���� ��0&�I����M U$<�, �.��!���� G:5$����-�1�#
 (*
*=;E�O*���� !�!'K��$<E*�J��n*�<�>I�
)�
b/(<E*���6�p


4.2 Security of the mapping information
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5.1 Support for the placement of originator or
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6. CONCLUSION AND FUTURE WORK
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