Computing Department - Lancaster University
United Kingdom

DISSERTATION

Submitted for the Degree of Master of Science (M.Sc.) in
Critical Software Engineering

Topic :
Location Awareness in a
Mountain Rescue Domain

Panagiotis Georgopoulos

BSc (Hons) Computer Science and Telecommunications Engineer
p.georgopoulos@lancaster.ac.uk

Supervised by :
Dr. Chris Edwards

Date Submitted :
September 2007

Supporting documentation at :
http://www.lancs.ac.uk/postgrad/georgopp/mscproject/



Disclaimer

| certify that the material contained in this dissertation is my own work and
does not contain significant portions of unreferenced or unacknowledged
material. | also warrant that the above statement applies to the
implementation of the project and all associated documentation.

In the case of electronically submitted work, | also consent to this work being
stored electronically and copied for assessment purposes, including the
department's use of plagiarism detection systems in order to check the
integrity of assessed work.

Date:

Signed:




Dedicated to...

my parents,
who always support
each of my decisions

fo myself,
for persistently trying to
become a better person

fo anyone,
constantly fighting
for better Education



Abstract

Abstract

The notion of location awareness in a Mountain Restomain is critical for the
mission coordinator of a Mountain Rescue Team wies to organize the team and
make informed decisions for all its members. Thevkedge of location of each
member of the team while they are on a missionldcbe provided by sending GPS
coordinates from a device that each rescue workerddivcarry, to the server of the
team located at its headquarters. The physicabclenistics of the Mountain Rescue
domain along with the unpredictable movement of tescue workers during a
mission prevent the deployment of a fixed netwarkaistructure to facilitate the
transmission of the GPS coordinates and therefteenative communication options
should be defined and utilized. As a result, tiggrt had to define a communication
framework with all the viable connectivity optiotisat seem to apply to this domain.
Furthermore, an application for the device thatrdseue worker will carry that would
be able to transmit GPS coordinates by utilizing tlefined communication
framework was also required. Finally, a server imppbn that would be able to listen
for the GPS coordinates sent from the clients vegsired as well. The focus of this
project was on the application developed for thentland its capability to identify
the availability of each connectivity option andlimé the best suited one, based on
their prioritization defined in the communicatioramhework. The theoretical and
practical evaluation of the developed prototypdeysproves that the outcome of this
project satisfied the described proof of concept auccessfully met all its

requirements.
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Chapter 1 : Introduction

Chapter 1 : Introduction

This chapter introduces the topic of location awess (Section 1.1) and
describes the motivation of this dissertation (Bectl.2) regarding mobile ad-hoc
networks in a Mountain Rescue Domain. In additibranalyzes the focus of this
project and pinpoints the primary aims of it (Sentil.3). Finally the structure of this
dissertation is going to be presented (Section.1.4)

1.1 Introduction

In 1943 Thomas Watson (IBM’s Chairman) stated thagre is a world market
for maybe five computers” [1] but fortunately histgroved him wrong. Also, Ken
Olsen’'s (President of Digital Equipment Corpora}iomotto in 1977 that “there is no
reason anyone would want a computer in their hof2gtvas proved wrong by the
billions of individuals who purchase a computer fdreir home. Nowadays,
computers and technology are truly ubiquitous, dpegpart of our every day life
without even realizing it.

The rapid evolution of personal computers has therggineers and researchers to
develop ways to interconnect them making netwook&atilitate the needs of every
person. Huge technology breakthroughs, like Intermareless networks or GSM
have not only helped individuals to facilitate theaeeds but also let them have a
variety of options for doing so. All these optiomsve been developed to satisfy the
requirements of different problem domains dependinghe actual need each time.

The issue of location awareness has been raisedaricbnted in multiple ways
during the last decades. At present, the most kmdwn and precise system for
location awareness outdoors is the Global Posligstem (GPS). This system uses
the only fully functional Global Navigation Sat&dliSystem (GNSS) to calculate the
location of a specific building, vehicle or persequipped with a GPS receiver [3].
Although in the past the GPS system was used momalitary services, at present it
can be used successfully by any civilian in rdal $icenarios such as finding the best
route to the closest hospital.

The issue of location awareness can undoubtedhelpdul for teams that perform
critical operations like a Mountain Rescue teant.&@mple, during a rescue mission
in a Mountain domain each mountain rescue workeghtmcarry a GPS enabled
device to inform him for his exact location andg&im orient himself in the rescue
domain. Moreover, if a mission officer could knowetexact location of each member
of the team, he could remotely organize the missiolnis team more accurately and
effectively. Furthermore, just imagine the time ttltauld have been gained if a
wounded hiker has a GPS enabled device, which naysadre even embedded into
mobile phones [7], and directly inform the mountagscue team for his exact
location.

MSc Dissertation, Location Awareness in a MounRé&scue Domain, Panagiotis Georgopoulos 1



Chapter 1 : Introduction

This project will focus on the issue of locationaaeness in a Mountain Rescue
domain presenting a solution to facilitate the seefila Mountain Rescue team. In
particular, a fundamental requirement of such antesathe knowledge of the exact
location of each member of the team in order taease the possibilities of a
successful mission. One way to satisfy this requénet is to give to each mountain
rescue worker a small and lightweight device that ke able to obtain GPS
coordinates from satellites and send these codedirtzack to the headquarters of the
team while its members are on a mission.

1.2 Motivation on the problem domain

The members of the Network Mobility Research Gratij.ancaster University
[4] are examining the network mobility concept mngunction with the requirements
of the Cockermouth Mountain Rescue Team [5]. Theeldped mobile network,
referred onward as Mountain Rescue Network, idiestib complex mobile model
that tries to provide data networking capabilitiesmountain rescue workers [6]. In
the case of an emergency incident, the MountainciResleam is divided into
independent search parties that are composed ddisterc of rescue workers and
all-terrain rescue vehicles [4]. These partiessatered around the valley areas of
the Lake District (Northwest UK) where an inciddwats occurred and try to spot and
aid people or animals. In order to improve thecedficy and accuracy of the work of
the members of these search parties, the final gfodiis project would be to equip
them with a small and lightweight device which sldobe able to transmit each
member’'s GPS coordinates to a centralised serwatdd in the Mountain Rescue
Team’s headquarters.

The Mountain Rescue Network reveals the concepnetfvork mobility, a
relatively new concept that is being researched dewkloped during the last few
years. This concept includes the support of whetsvarks (with leaf nodes) that are
moving in an unpredictable fashion. This networkbiiity becomes apparent in
various domains but has a significant importancecritical operations such as a
mountain rescue mission. The concepts that nedoktoonfronted in a mountain
rescue domain are not only the constant and urgiedd® mobility of the search
parties of a Mountain Rescue team but also the tagurescue domain itself.

The scale and the heterogeneity of the physicalr@mwent that a Mountain
Rescue team might search in does not allow thelal@vent of a fixed wired network
infrastructure to provide network services to tbscue workers of such a team. This
characteristic leads to the development of a waselgetwork which should have the
ability not only to cover a geographically largeabut to provide network services to
facilitate the unpredictable movements of each uesworker in that area. This
endeavor becomes more difficult considering thatdfise of a rescue worker moving
in a coulee or an inlier is not rare and thereforgireless network with fixed access
points is insufficient. Generally, the notion ofnstant movement in a large and
heterogeneous area introduces the concept of netwwbility that could be
facilitated either by a mobile wireless network by a satellite network. By
envisaging -in a simple way- that each search pairty mountain rescue team is a

MSc Dissertation, Location Awareness in a MounRé&scue Domain, Panagiotis Georgopoulos 2



Chapter 1 : Introduction

mobile network with the rescue workers being thé-eodes of this network, it can be
realized that in a mountain rescue mission theeeaalot of mobile nodes roaming
among mobile networks in a large heterogeneousrgpbgal area.

Providing network services using multiple commutimatechnologies to such an
environment is a fascinating research topic witHtiple parameters. In addition the
basic scheme, that is using different wireless puthto achieve network
connectivity, can be applied in a number of difféerdomains. U-2010 RUNES and
6NET® are just a few of the numerous significant rese@rojects that are focused on
providing network services in mobile ad-hoc netvgorkising cutting edge
technologies and protocols such as Mobile IPv6.

1.3 Focus and aims of the project

The Mountain Rescue Network presents the idealas@erior researching the
network mobility concept with an interesting emphamn the location awareness of
each end/leaf node. This project has as a focusnibigile ad-hoc network of the
Cockermouth Mountain Rescue Team amtl define and deploy a framework to
transmit GPS coordinates from a device that a res@iworker will carry back to
the team’s headquarter

A basic and important starting point for this pajes to identify ways to inform
the administrative personnel that are located m hleadquarters about the exact
location of each rescue worker and its team. Tlaeeetwo major factors that truly
influence the communication between the rescue @rsrnd their headquarters ; the
heterogeneity of the domain (mountain) that theseue parties search in, and the
undeterministic fashion that each search party eaxch rescue worker move. This
project should examine viable connectivity optidhat could be used in the region
that the Cockermouth Mountain Rescue team openatasd develop an application
that would have the ability to seamlessly utilihern for the transmission of the GPS
coordinates. The main connectivity options thatnsde apply to this domain for
transferring GPS coordinates are using IPv6 ovfl@ network, IPv4 over GPRS
and finally, using SMS messages over the GSM ndédwor

The system that will be developed for this projil be based on the usual 2-tier
server-client communication model. A server will loeated at the headquarters of
the mountain rescue team and should be able tinalel-timé location information
that is sent from the clients regardless the caivigcoption that they used. A client
can be considered as the small device that eacheesorker will carry and which
should be able to obtain GPS coordinates fromlgatelnd send them to the server

1 U-2010 “stands for” a research project regardingblduitous IP-Centric Government & Next
Generation Networks [8]

2 RUNES “stands for” a research project regardingd@gfigurable Ubiquitous Networked Embedded
Systems [9]

3 BNET “stands for” a research project regarding arge-Scale International IPv6 Pilot Network [10]
* The word real-time in a mountain rescue domainsduat refer to strict real-time constrains that are
used in critical systems (as in hard real-time icat systems) but to the notion of identifying the
location of each rescue worker in a relatively divmanner (as in soft real-time systems).

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 3
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via the best available communication option. Thamefa basic aim for this project is
that the application that would be developed ferdkvice that the rescue worker will
carry, should be able to identify and evaluate list suited available connectivity
options based on some specific criteria and utilize it fbe transmission of the

coordinates. As a proof of concept, a PDA was usedhe device that the rescue
worker will carry during a rescue mission.

At this point it is essential to mention that alilgb the term location awareness
implies the use of precise GPS coordinates, thgegr will not deal with the
precision of the coordinates that the GPS receiobtain from the satellites. The
guandary of how precise the GPS coordinates arbdmsresearched and analyzed in
detail in [3, 12, 25, 30] and will be mentionedbinef in Chapter 2. For the scope of
this project, high precision GPS coordinates caolitained by just purchasing more
suitable devices with high precision GPS receivers.

1.4 Report Structure

The remainder of this report is structured as Wdlo Chapter 2 describes the
background research domains that had to be examegaiding this dissertation.
Chapter 3 describes the overall aim of this progohg with the high and low level
requirements set for it. Chapter 4 describes tsggdeof the system and the reasoning
for all the decisions taken. Chapter 5 describesitfiplementation of the defined
system with all the hardware and software limitasiothat were confronted. Chapter 6
evaluates both in theory and practice all the pafrtevised system. Finally, Section 7
suggests future improvements that could be dongh@mleveloped prototype system
and makes an overall evaluation of this MSc project

® As becomes apparent the device should be abtketiify the available connectivity options based on
a specific subset of connectivity options that fhigect will identify as viable for the scope ehsding
GPS coordinates over a particular Mountain Resocomain (discussed thoroughly in Section 4.2)

MSc Dissertation, Location Awareness in a MounRé&scue Domain, Panagiotis Georgopoulos 4
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Chapter 2 : Background Research

This chapter introduces the most important backgtbwesearch topics which
were investigated during the development of theggat and could be skipped if the
reader is familiar with them. Section 2.1 presethis purpose of the Cockermouth
Mountain Rescue Team and the networking commuaicatiodel that was developed
for its requirements. Section 2.2 presents the ovtvinobility concept that becomes
apparent on the mountain domain. Section 2.3 ptesenbrief IPv6 and its benefits
and Section 2.4 presents Mobile IPv6. Finally, Bac2.5 presents the way the
Global Positioning System operates.

2.1 Cockermouth Mountain Rescue Team

The Network Mobility group of Lancaster Universig/in collaboration with the
Cockermouth Mountain Rescue Team to identify trgurements of the team and
investigate ways to provide network services tohswan interesting domain.
Therefore, section 2.1.1 introduces the purposthisf Mountain Rescue team and
section 2.1.2 presents the networking model thahisaged to facilitate the needs of
this team.

2.1.1 Purpose of the team

The Cockermouth Mountain Rescue Team (Figure Tomposed of about 40
unpaid volunteers, three all terrain vehicles ané frained search dogs and their
mission is to respond to emergency incidents ardbed/alley areas of Lake District
(Northwest UK). Their headquarters is located atkeomouth and they mainly
operate from Buttermere, Ennerdale, Lorton and lswater valley areas of the
northwest UK (Figure 2) on a 24/7 basis throughbatwhole year [5] .

Figure 1: The Cockermouth Mountain Rescue Teandépted from [5])

MSc Dissertation, Location Awareness in a MounRéscue Domain, Panagiotis Georgopoulos 5



Chapter 2 : Background Research

EERETD L5 =ierlan)
jLallentee] B

Pty CLEES p

{Redmain)

A8 i i i
Broughton] B (s, ] L
m : Bridle ks ) i

5 ey

! ] v \
]
(Soutiwaite)
EREL r % \ \
Indusiial 5 ? : 2
Elindbothel}
llerteck y P, &
7 y [Fow Focton

ety

Underskiddaw,
[Keswicky

Braithwaile]

(G B = ¥
§ | Gy ; . B
' :

e el
Cy oo o

i
(Biarigat

Figure 2: The valley areas around Lake Distridiat the Cockermouth Mountain Rescue Team

operates in. The tagged areas (apart from the Caokauth which is the team’s base) are areas with
the more frequent incidents.

The Mountain rescue team’s responsibility is tacuespeople or animals that are
wounded, trapped or lost on the numerous pathlerpteviously mentioned region.
In the case of an emergent incident usually thémicalls 999, reports its situation
and the police informs the Mountain Rescue teags@siér. As soon as the leader has
enough information about the incident and as thenteperates mainly in an ad-hoc
basis, he pages -if necessary- sufficient membietisearescue team that are called to
report to the headquarters. When enough membeargitoan all terrain vehicle have
arrived at the headquarters, they immediately §e¢he mission by driving as close to
the incident as possible without waiting for moremtoers to arrive. If the area of the
incident is not approachable by the all terrainislels then the mission officer
requests the aid of the helicopter from the Roydb#ce.

Usually the personnel that man an all terrain Meh@™mposes a search party
which moves independently to cover a geographiea according to the incident. As
becomes apparent in such a mission there might fesvadifferent search parties
covering an area which might merge or even spid more search parties according
to the requirements of the mission. The constampemtion and organizational
commands for these search parties need the awarehthe location of each member
of the mountain rescue team so that the missionsrdinator can make more
informed decisions. Therefore, the Network Mobiliyoup of Lancaster University
has defined and developed an IP based network comation model that suits the
nature of the mountain rescue domain and can peopwolwerful communication
solutions while the search parties roam withinrdggon of an incident.

MSc Dissertation, Location Awareness in a MounRéscue Domain, Panagiotis Georgopoulos 6
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2.1.2 Networking communication model

As described the personnel of the mountain reseaentis split into different
search parties that generally, especially at thginbéng of a mission, move
independently to cover a geographical area acoprttinthe incident. These search
parties could be envisaged as mobile networkslandescue workers of each party as
the leaf nodes of the network. The underlying iftgatheir communication is that
they want to rely on a network that is specificalsigned for their needs and would
be financially and practically feasible to run. Téfere, the Network Mobility group
has designed a wireless based (mainly 802.11 a@dl®0 networking model to
facilitate the requirements of this team in an ad-basis (Figure 3).

T . am d
. MW i MRS
J "
y % MRS =1 q :
! MIF__IL T Lo . | Access Network
wyy _ane. | e |1 (UMTS/Satelliteletc)
w ) R d R12
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EFem——————————————» Internet <=z @S -—---
[m =]
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Key:

+ 802.16 Hotspot JllIo
« 802.11b/g Hotspot Lo

Figure 3: Model of the Mountain Rescue Networkisfrastructure (adapted from [13])

According to this model, the members of a searattlypshould carry a simple
WIFI enabled device (such as a PDA), and commuinicatvith each other is
provided by a short range wireless hotspot (bluelei Figure 3). The wireless
coverage of that hotspot is projected in the arbareva search party roams from a
mobile router (MR, Figure 3) that a special membkthe party is carrying in a
rucksack [6]. The communication among these deviseslly takes place using the
802.11b/g WLAN standard. The connectivity of th@sebile networks is supported
by a directed long coverage 802.16 wireless hotégaty circle, Figure 3) that is
projected in the area from the all terrain vehitlat is parked closest to the incident

[6].

As becomes apparent the physical characteristica wibuntain in conjunction
with the constant and unpredictable movement oféseue workers introduces many
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difficulties in the wireless communication in suahdomain. Therefore, the WIFI

based solution that was described above cannosigiggr the transmission of the data
from the device that a rescue worker holds, badkedheadquarters. As the right side
of Figure 3 illustrates the envisaged networkingdei@resents a vague cloud (yellow
circle) to represent all the alternative communarabptions that could be used when
the WIFI coverage is not sufficient either becaagescue worker is far away from a
wireless hotspot that is projected in the areaegabse a physical impediment exists.

The focus of this dissertation is to develop anliegpon that could primarily
utilize the WIFI based infrastructure that is pard from the above communication
model to transfer GPS coordinates from the de\ne¢ & rescue worker carries back
to the headquarters of the team. Moreover, theldpsed application should fall back
to alternative communication options that couldused in such a domain when the
WIFI coverage is not sufficient in order to offeedundancy in such a mobile
environment. Chapter 4 (System Design) will disdissoughly the complementary
options that the author of this dissertation suggyasd the exact reasoning for their
prioritization and usage. Moreover, it will discusge hardware and software that will
suit to the previously described scope.

2.2 IPVe6

IPv6 is a network layer protocol which was finadlgfined by S. Deering and R.
Hinden in 1998 [20] in RFC2460 [22]. IPv6, or IP(#& Next Generation), is the
successor of IPv4 which is the dominant Internebtd®ol facilitating the
communication over the Internet. IPv4 was designeib81 with the initial intention
to provide unique global addressing so that compuiger the Internet can uniquely
address one another [18]. As the years were padsyngthe number of users
demanding connectivity increased vastly leadingpgproaching the depletion of the
available IPv4 addresses. This was the initial vadion for designing IPVv6.

This section describes IPv6 and the general needsfaeployment to current
networks. The remainder of this section is orgahizs follows. Section 2.2.1
identifies the reasons why networks do need IPe@ti@ 2.2.2 mentions in brief the
key characteristics/benefits of it, Section 2.2i&udsses about IPv6 addressing and
finally Section 2.2.4 elaborates on Mobile IPv6tthpplies to our domain.

2.2.1 Why is IPv6 needed?

During the last two decades the Internet has expeed an exponential growth
and more users globally need Internet connectivityaddition, many new devices
such as mobile phones and PDAs (not to mentiorcdswised in IP telephony), need
Internet access and therefore demanding an IPviessldAs IPv4 was not initially
designed to cope with this tremendous number oficdevthat require Internet
connectivity (or network connectivity in generaf} iaddress range is about to be
depleted. Various techniques have been used to dibldhe depletion of IPv4
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addresses such as NADHCF or CIDR® but each of them introduces new problems
[19].

Although the previously mentioned techniques caneséhe server-client model
efficiently, they fail to effectively satisfy netwlo and user mobility, as well as the
new requirements that are formed from new cuttidgeeapplications demanding
more bandwidth [21]. Existing intermediate netwafuipment need a significant
amount of time to perform IP translation and failrespond to the requirements of
more bandwidth [19]. Moreover, the non-hierarched&cation of the IPv4 addresses
expands the size of the routing tables on the mgudevices which need more time to
identify the routing path for each packet. Furtherey DHCP and NAT require to
keep states of the IP addresses and the porte afiimts and thus not only they break
the integrity check of the packets which are nomdencapsulated and decapsulated
multiple times but also introduce complexity on thenagement and the performance
of the edge devices [19].

As becomes apparent the new requirements thabared from newly developed
cutting-edge applications in conjunction with themerous new devices that require
Internet connectivity (mobile phones, PDAs, et@pmot be confronted by adding
features to the current IPv4 implementation. AltilouPv6 was initially designed to
confront the IPv4 address depletion problem itudek various useful features to
facilitate more devices that require network cotinéyg, using either a wired or a
wireless network infrastructure, along with the ndsveloped applications.

2.2.2 Key Characteristics / Benefits

IPVv6 is a revised version of IPv4 and is desigreedheet the requirements of the
huge Internet expansion not only by introducingaieér address space but also by
including numerous interesting features for theedtgwment of new applications. In
brief, IPv6 introduces the following new key chagmistics [19, 20, 21, 22] :

» Larger address space 1Pv6 addresses are composed of 128bits as opposed t
the 32bits of an IPv4 address offering a huge addrange so that any device could
have a global IP address. Studies show that threrd@00 IPv6 addresses available
for every living person on the planet [19, 21]. Bging able to give to any network
device a global IP address, IPv6 eliminates thel mi@eNAT and provides end-to-end
reachability and scalability. In addition, this b range of IPv6 addresses are
organized in a hierarchical manner improving theting efficiency and simplifying
the network management [19].

Simplified header format : IPv6 working groups have revised the structurehef
IPv4 header format for improving packet handlingbmth the intermediate network
devices and the end hosts. This revision includesetimination of six out of twelve
IPv4 header fields, the modification of the name gype of existing header fields and

® NAT stands for Network Address Translation [38]
" DHCP stands for Dynamic Host Configuration Protof&@9]
8 CIDR stands for Classless Inter-Domain Routing [40
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the addition of new fields for introducing new faeads [19]. For example, IPv6
includes a Traffic Class header field which is gglent to the IPv4 Type of Service
header field, but also includes a Flow Label hedigéd. This new field enables IPv6
routers to identify the flow of each packet frone tif? layer significantly improving
the performance of the network compared with thetlPase of having to dig to the
Transport Layer of the TCP/IP stack. Moreover, IR&f include at the end of the
header field a daisy chain of optional extensiomst tallows the addition of new
features. This chain does not decrease the perfmenaf the intermediate devices
because there is no demand for all the router® tablte to process all the additional
header fields [19]. Generally, the IPv6 header ftrim simpler and more efficient as
it has a fixed length and less number of fieldsittee IPv4 header [19, 20].

» Embedded security: The IPv6 suite has been designed with mandat®8et
implementation that can be enabled in every nodenpially aiding the security of
the whole network [19]. IPSec is a suite of protedor securing IP communication,
basically operating in the Internet Layer of thePTI® stack (or the network layer of
the OSI model) and was initially designed to baaatlly used in IPv4 [18, 23, 24].

* Improved multiple hosts reachability : IPv6 has eliminated the use of
broadcast packets which were downgrading the nétyerformance by causing a
CPU interrupt to every node disregarding if a paekas of its interest [19]. However,
services that require broadcast packets (such & A& now be facilitated by IPv6
multicast which has been designed to increase mktwerformance and stream
packets efficiently [19, 20, 34].

» Built in mobility : One of the headers that can be included intoctian of
optional extension header fields is the mobilityadier which is used from nodes that
implement Mobile IPv6 [6, 19]. The mobility headecludes information that is used
by mobile nodes, correspondent nodes and home sagemnt facilitate the
communication among them guaranteeing sessionntotytiwhile a mobile node
roams from one network to another [14, 16]. IPv6bility will be discussed
thoroughly in Section 2.2.4.

The development of IPv6 has introduced a lot obiative characteristics and
many current services such as ICMP, DHCP and DN& ladso been redesigned
based on the advantages of IPv6. These servicekginoew functions in order to
take advantage of the new features that IPv6 ieduduch as stateless
autoconfiguration, neighbor discovery (NDP) and @Pwulticasting[19]. IPv6
services are not only more efficiently in the terafsnetwork performance but can
also be more secure by using IPSec and grant digdigon and encryption to every
packet [19, 20]. Concluding, IPv6 is being cargfulesigned for more than a decade
and can introduce a great benefit to current nédsvor

2.2.3 IPv6 Addressing

As stated an IPv6 address is composed of 128 Iishvware usually represented
in eight four-digit parts in hexadecimal format asgded by semi-columns (Table 1, a)
[36]. These addresses are not case-sensitive anldeceompressed by following two
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simple principles. Firstly, a field composed ofaeican be represented by just one
zero (Table 1, a to b) and secondly, successiNesfief zeros can be represented by
double colon (Table 1, b to ¢) [19, 34]. IPv6 addes can also be written with a
prefix length notation (as the CIDR notation in 4#pTable 1, d) basically to
characterize a group of addresses allocated fetvaomnk [19].

TABLE 1 : IPv6 Addressing Examples

a | 2001:0000:a215:0000:00000:c5ff:feaf:d42k
b | 2001:0:a215:0:0:c5ff:feaf:d42b
c | 2001:0:a215::c5ff:feaf:d42b

d |2001:0:a215:495a / 64

Generally IPv6 interfaces in network devices mayehanore than one IPv6
address for different scope and of different typeere are three major types of IPv6
addresses [19, 20, 34, 35, 36] :

a) A Unicastaddress identifies a single interface of a simgevork device and
any packet destined to a unicast IP address idoanly to that single
network device [36].

b) A Multicast address identifies a group of interfaces usua#foiging to
different nodes. A packet sent to a multicast asklreill be replicated along
the path from the sender to the receiver so theant be delivered to all the
nodes which have subscribed to a specific multicddress [19]. IPv6
multicast implementation successfully eliminates tleed for broadcasting IP
packets to all the nodes of a subnet, improvingotrerall performance of the
network [34].

c) An Anycastaddress identifies a set of interfaces which gjbicbelong to
different nodes. Any packet destined to an anyadsiress will be routed to
the closest interface with that address [20]. Th@ximity can be defined by
the routing protocols used and can be valuable wkenesting a specific
service [19]. For example, when a node makes a QNSy to an anycast
address its packet will be routed to the closesEB3&rver which can reply to
that specific request [35].

RFC3587 [36] defines unicast addresses as beingicaddly split into the
following four categories with different scope:

a) Global unicast addresses are the equivalent of IPv4 padlitesses and thus
their scope is the whole IPv6 Internet, meanind thay can be reached by
any network device [35].

b) Link-local unicast addresses are the equivalent of IPv4 APWiresses
(169.254.0.0/16) and thus are used by nodes concating with nodes on the
same link with no intermediate routers. A link-lbaanicast address is

® APIPA stands for Automatic Private IP addresses arel used from devices running Microsoft
Windows operating systems in order to acquire aadBress in a network without a DHCP service.
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automatically given to any device as part of thddf@ss autoconfiguration”
feature of IPv6 and always start with the prefig80:: / 64" [35].

c) Site-local unicast addresses are the equivalent of IPv4 pgrivatdresses
(10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16)than scope is a site which
is either an organizational network or a portion afe with a defined
geographical location [35]. Site-local addresseg aot automatically
configured and must be assigned to devices eititeugh stateless or stateful
address configuration processes [34, 35, 36]. Fiymaite-local unicast
addresses have been deprecated by RFC 3879 [3@réutnofficially used
from existing IPv6 implementations.

d) Unique-local unicast addresses have been presented to addeepsotiiem
that was identified in a corporate network when tweales of different sites
were communicating using the same site-local uhicaddress. These
addresses are still considered to be private aslelsewithin an organization,
but unique across it [36, 37].

Finally, IPv6 uses the unspecified address “::"identify that a node does not
have an IP and the loopback address “::1” to eralolede to send packets to itself.

2.2.4 Mobile IPv6

Mobile IPv6 is derived from Mobile IPv4 but takedvantages of a number of the
features of IPv6. Therefore, and contrary to Moli#te4, Mobile IPv6 can be used in
an ad-hoc fashion by any node that uses IRd6‘@eeds mobility”. As described
in Section 2.2.2, IPv6 built-in mobility featurercdy effectively used by adding
specific extension header fields to the IPv6 packieat will be used to facilitate the
mobility of nodes. These extension header fields ey manage to seamlessly
support the mobility of a node but they also introgl benefits in the routing
mechanism. For example, the Destination Optionsldrefeld aids the efficiency of
the routing mechanism by avoiding triangle roufibg].

In mobile IPv6 when a mobile host moves from itsneonetwork to any other
subnet it “acquires” a new IP address called thhe-chaddress (c/o IP) [19]. When
packets are destined to its home address, thhe i#t address that is assigned to its
home network valid on the Internet, they are sesshfeforwarded from an entity
called a home agent to its care-of address, wisicha temporary IP address that the
mobile node currently has on a “foreign” network]j4

Mobile IPv6 overcomes the need for the intermedatsty (that is the foreign
agent), by making the binding of the home addréss mobile node with its care-of
address with the use of special binding messadess, When a mobile node roams to
another network it will send a binding update mgssto its home agent informing
him about his new care-of address and will wait #obinding acknowledgment
message from his home agent to confirm this upfageire 4). Consequently, every
packet destined to the mobile node will be diredtedts care-of address which is
retained with the use of specifically designed I@e&tination header options, such as
a Binding Request Option and a Home Address Optma, the use of a binding
cache which stores previously acquired care-ofestas [41].
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Figure 4 : A mobile Host roaming to a foreign nebtsk supported by Mobile IPv6
(modified from [19])

Generally, Mobile IPv6 benefits from inherent feas of IPv6 such as
autoconfiguration, the neighbor discovery protcaadl authentication and encryption
mechanisms. Autoconfiguration in IPv6 includes bathateful and stateless
configuration mechanisms and, as becomes appdhenstateless autoconfiguration
feature is of great value in a mobile environmdihius, all hosts and routers that use
the stateless autoconfiguration feature will geteetiaeir own link-local IPv6 address
for all their interfaces by appending to the 64lbdal link prefix (fe80::/64) their link
layer address (EUI-64). This procedure is significas it eliminates the manual
configuration of hosts, and the configuration ofiteys becomes minimal [19]. In
conjunction with the autoconfiguration mechanisre tieighbor discovery feature
enables hosts (either mobile or “fixed”) to findiglgoring routers and keep track of
the neighbors that they can reach. Moreover a loast use locally available
information and information advertised by routecs gutomatically configure its
default router, the default hop limit setting, ttwmers used in network discovery
process and many other options which have sigmifigmportance in a mobile
environment as they simplify the communication [49, 42].

To sum up, Mobile IPv6 allows a mobile host notyotd transparently maintain
connections while moving from one subnet to angthet also to be reached with the
same IP address while moving to different locatioMoreover, mobile IPv6
optimizes routing compared with Mobile IPv4 becauseliminates the need for an
intermediate foreign agent between the home agehtree mobile host, and removes
the triangular routing through the home agent Isyantiating a bi-directional tunnel
between the correspondent node and the mobile host.

2.3 Network Mobility

During the last few years, the need for also hawodpile networks in conjunction
with mobile hosts became apparent and thus theepbraf network mobility gained
attention. The Mountain Rescue domain includesciiecept of network mobility,
along with the concept of hosts’ mobility, and thhss section will describe it in
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brief. Therefore, Section 2.3.1 introduces the NekaMobility concept in theory and
Section 2.3.2 discusses the efforts of the Netwididbility group at Lancaster
University to apply network mobility “techniquesi the Mountain Rescue Team.

At this point it should be mentioned that the foaisthis project is neither to
investigate the routing mechanisms in such a seemar to find ways to confront
their inefficiencies. The author of this projectents to focus on the IP layer and
above, by designing and implementing an applicati@t will be able to utilize the
apparent network routing mechanism on the WIFI teolbietwork and swap to
alternative solutions when the WIFI coverage is sudficient. However, this section
pinpoints that future work could be done to givetihe developed application the
ability to identify inefficiencies due to the netrkomobility concept, and swap to
alternative communication options when needed.

2.3.1 Network Mobility in theory

The network mobility concept that is apparent ® mhountain rescue domain is a
research topic that is in the process of being @xasnthoroughly by the research
community in an effort to identify efficient ways tonfront its new requirements.
This need was captured by the Internet Engineefimgk Force (IETF) which has
formed the Network Mobility Charter (NEMO) to reseh the concept of network
mobility as opposed to the individual hosts mopii5].

This charter focused its interest in facilitatinge tphysical mobility of entire
networks, such as networks in public transportadiopersonal area networks [6], and
therefore they designed the NEMO Basic Supportogadt[16]. According to the
NEMO Basic Support protocol a bi-directional tuniseinstantiated between a mobile
network’s Mobile Router (MR) and the Home-Agent (H&t the mobile router that
facilitates all the traffic destined to a nodelod iobile network with a corresponding
node [6]. This is the equivalent of the mobile nadaming that was described in

Section 2.2.4.
Mobile Network 1
(MR 1)

l

| nterne

Data Transfer

ﬁm‘\-’__‘

Network 1 '\é*
(HA 1)

= sl

MR-HA Bi-Directional Tunnel

Figure 5: Communication imposed by the NEMO basigpport protocol (adapted from [6])
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For example, as Figure 5 illustrates when a cooeding node (CN) wants to
send data to a leaf node of a mobile network (eodpidd Network 1, Figure 5) while
it is roaming, it can do so by sending the packetthe home agent of the mobile
network that belongs to another network (Networliggjure 5). This home agent has
established a bi-directional tunnel to the mobdeter (MR1, Figure 5) of the mobile
network 1 that roams and therefore all the trafstined to a leaf node of the mobile
network will be transferred through this bi-directal tunnel. In addition, every
packet sent from a leaf node to any other node algb pass through this bi-
directional tunnel and be routed to the suitabléeno

The NEMO Basic Support protocol presents a basiestane in the concept of
network mobility and guarantees the continuous camaation of the nodes of a
single mobile network that is roaming across déféraccess networks [5]. Along
with this session continuity, the NEMO Basic Suppanotocol takes advantage of
IPv6 guaranteeing that every node is reachable avithique IP address and provides
communication in a way that the mobility of thewetk is transparent to the nodes
inside it [4].

2.3.2 Network Mobility in practice

The network mobility group of Lancaster Univerdiigs applied the NEMO basic
protocol to facilitate the communication of the rebaparties that roam during their
mountain rescue missions [17]. This effort has gmesd a number of essential
research points which pinpoint that although NEM©Owvales basic communication
coverage for a mobile network it introduces a digant overhead on the
communication model that needs to be efficientlgfeanted [17].

A key characteristic of a mobile network in a maintrescue domain is that
although the whole network is moving and its comiation should be effectively
supported, its nodes are in fact relatively statiaespect with one another. This
characteristic in conjunction with the physical ntibp of the network introduces a
variety of scenarios which define new requiremehéd cannot be confronted with a
single “mobility solution” such as the NEMO basimfocol [14]. For example, as
Figure 6 illustrates, a network may move out of teerage of an 802.16 hotspot
leading either to a total lack of connectivity fdre nodes of the network or the
enforcement of another type of connectivity, sushh& nested case of the MR1's and
MR2’s networks (Figure 6). Moreover, as a mobilenaek moves, a node may have
the chance to establish multiple connections tal gatkets either for load balancing
or for redundancy purposes forming a case of aiMutied NEMO [14]. Therefore,
other techniques, such as the MIPv6-style Routen@stion mechanism or MANET
centric solutions should be used to counteractfiaiefcies that become apparent
when a network roams in such a domain and completherlNEMO basic protocol
[6, 17].

However, although some of these additional teclesgumanage to maintain the
connectivity of a mobile network they introduce @ bf overhead in terms of
bandwidth and CPU cycles in the intermediate netwd@avices. For example, every
time a packet is transferred along an extra matoiger-home agent bi-directional
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tunnel it should be encapsulated adding 40 bytes gize of an IPv6 header) to the
original packet header. Moreover, this additiorréases the general packet size and
reduces the maximum transfer unit that is usalole fthe application, increasing also
the chances for fragmentation [6]. Furthermore,aheapsulation and decapsulation
procedures introduce increased delay in the deglieérthe packets, inefficiency in
terms of bandwidth and an increment in the CPUesyal the tunnel end-points.

! MR 3
Vehicle i
MR
Key:

= 802.16 Hotspot
« 802.11b/g Hotspot

Figure 6 : Example of a Mountain Rescue Networkisfrastructure (adapted from [6])

To summarize, the above arguments illustrate tmatnetwork mobility concept
on a mountain rescue domain can be initially carigd with the NEMO Basic
Support Protocol, but there are numerous issueéddwme apparent in the terms of
the efficient routing of the packets being sent.rétwer the NEMO basic support
protocol with any additional feature/protocol, che applied if there is sufficient
wireless coverage to support the device that aieesorker carries during a mission.
These issues identify the need for an applicatibichvshould be able to recognize
when a mobile node is out of the wireless hotspotiserage and use alternative
mechanisms to transmit packets, in our case packeti®ining GPS coordinates, to
the server that is located at the headquartetsedffountain Rescue Team. Moreover,
future work could be done to enable the applicatmndentify and counteract the
inefficiencies and overhead that are presentefiarrauting protocols if the network
is unable to confront them with inherent mechanisms
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2.4 GPS

The Global Positioning System is mainly composea aiatellites’ constellation
that provides suitable information to GPS receiversalculate their exact position on
earth. As GPS is going to be used for the locagareness of the mountain rescue
workers this section discusses GPS. In partic@action 2.4.1 describes the structure
of the Global Positioning System, Section 2.4.2l@rs how it works and finally
Section 2.4.3 identifies causes that introduce rernmn the calculation of the
coordinates and some ways to improve accuracy.

2.4.1 System Structure

The Global Positioning System (GPS) is a navigatiosystem primarily
composed of a network of satellites placed in oabiiund earth that enables a GPS
receiver to determine its location speed and dordR5, 26]. The U.S. Department
of Defense initially designed GPS for military pages and launched the first GPS
satellite in 1978, but two years later it was dedido be given free for civilian use
without subscription fees or setup charges [25]t&Jpow (September 2007), GPS is
the only fully functional Global Navigation SatédliSystem (GNSS), managed by the
United States Air Force #0Space Wing, and “demanding” for maintenance, rebea
and development 750 million dollars per year [26].

Essentially GPS is composed of three major segmin@Space SegmentSS), a
Control Segment (CS) and aUser Segment(US) [25, 26]. The Space Segment
consists of 24 GPS satellites distributed equatbyuad the earth (Figure 7) in an
approximate altitude of 12.600 miles. These s#sliare traveling at speeds of 7.000
miles an hour, which allows them to pass over #meslocation of earth twice a day.
Satellites are distributed in a fashion where a @&®8iver can theoretically “see” at
least six of them from almost everywhere on eartusface [26]. The uniform
distribution of the 24 satellites’ constellation svehanged in 1994 by adding more
satellites to increase the redundancy of the sys#enof April 2007 there are 30
actively broadcasting satellites that are useddosmit signal information to GPS
receivers.

The Control Segmentof GPS is mainly formed from all the agencies taid
responsible for the maintenance of the satellitevak and the overall system. Major
monitoring stations are placed around the eartlw@iaKwajalein, Ascension Island,
Diego Garcia, Colorado Springs [26]) tracking thebito of the satellites and
contacting them regularly with navigational updatésese updates synchronize the
atomic clocks on every satellite in a microseconecigion and adjust their orbital
model with emphemeris information (described in tlext Section) by taking into
account various inputs such as weather conditiodnpaedefined orbit [29, 26].

The User Segmentof the GPS is, apparently, composed of the GP8ivers
equipped with three logically distinct parts; anesmma tuned to the signal frequencies
that the satellites use to transmit informatiorsnaall-processor and a highly stable
clock to maintain the time. Nowadays, these paats loe found integrated in a GPS
module (such as the SIRF Star Il chipset, FigyravBich can be used as inner parts
of non-navigational devices such as PDAs and mabitmes [26].
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Figure 7 : GPS Satellite Constellation Figure 8: GPS integrated module
(adapted from [25]) (adapted from [26])

A significant characteristic of a GPS receiverhis humber of channels that it can
simultaneously control, eventually representing tloenber of satellites that it can
concurrently monitor. Recently developed GPS remsican monitor from 12 to 24
satellites simultaneously increasing the redundasicyhe data that they provide.
Another characteristic of a GPS receiver is itditgltio display the retrieved data to
the user on a screen, or whether it can transrainthregularly using the NMEA
protocol, to another device using either a seaal)SB or a Bluetooth connection
[26].

2.4.2 How does it work?

As described the GPS core system comprises aitgatdinstellation which is
responsible for providing suitable information t&®% receivers located on earth. To
explain simply the procedure a GPS receiver follbavsalculate its location based on
the information retrieved from the satellites,Ustconsider the following example.

Let us envisaged that an individual is lost in #iea around Birmingham (UK)
and a policeman informs him that he is 200 milesyafvom London (in a straight
line). Although this would not phenomenally helpnhit would though inform him
that his location is on the perimeter of a ciramtered at London (red circle, Figure
9). By asking another person he also manages taradtpe information that he is 100
miles away from Manchester, information that enaliien to identify two points on
the map where the circles drawn, based on them@ton retrieved, intersect (two
red balloons, Figure 10). If he is totally unawaféhe region that he is walking in, he
just needs one more information about his locatlat will enable him to define
which of the two previously identified points isroect. Consequently, by acquiring
the information that he is within a 50 miles radiusm Worchester he is able to
identify the point with his location (red ballodfigure 10).
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Figure 9 : A 200miles radius circle centered at Figure 10 : A 200miles radius circle centered at
London (red circle) London (red circle) intercecting with 100miles
radius circle centered at Manchester (blue circle)
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The equivalent of the two dimensional example giaove to the three
dimensional space is the procedure GPS receiversousalculate their location. The
difference is that each circle drawn on the 2D nspepresented by a 3D sphere
having as a center a satellite that orbits arobedetarth. Moreover, in this real world
case, two intersecting spheres mark a region woigsiple “location” points, three
intersecting spheres mark two points and a fouptiere identify a unique location
spot. Thus, the basic principle is that a GPS wvecetan calculate its location by
locking the signal from four satellites, but gerigrat can calculate its position by
using signals from only three satellites that datee two possible location points and
by opting out the point that is not located one¢heth’s surface.

The mathematical procedure described above isdctllateration and determines
the relative position of an object based on itscexdistance from others whose
location is already known [31]. For our 2D exampdey passenger determined his
exact position by learning the exact location dfesttowns. In the 3D example a GPS
receiver will try to determine its location basedtbe known location of the satellites
that are within its site. The two remaining queaes how a GPS receiver can identify
its exact distance from each satellite and how #&ware of the exact location of each
satellite each time.

A GPS receiver monitors information that is trarisaai from satellites that are
within its sight. Satellites transmit data that t@om three important pieces of
information; time, almanac and ephemeris Each satellite has a high precision
atomic clock that is updated from ground units gy and a GPS receiver updates
its clock with this precise timing information thatretrieves from satellites [30].
Almanac contains information that describes theitotiiat a specific satellite is
supposed to follow and finally, ephemeris contdims slight modifications that a
satellite had to commit in order to follow the peedribed orbit [30]. Therefore, when
a GPS receiver obtains information from a speaétellite, it is aware of the exact
time, the exact location and the future orbit ghéellite.

The only remaining required data for the GPS rexeiy to be able to identify its
precise distance from satellites with known loaagiso that it can use trilateration
and find out its own location. This can be caloedafollowing the basic principle that
“a distance from a known location A to a point Bualy the velocity of the
transmitted signal from point A to point B multipdl by the time it takes for the signal
to reach one point from the other” (Figure 12) [30he signals that are sent from
satellites or from GPS receivers are wave sigras travel at the speed of light
Therefore, a GPS receiver can calculate the distdi@tween its location and a
satellite by subtracting the time a signal was §@mh the satellite, from the time the
signal was received. This subtraction is possiblly decause the satellite and the
GPS receivers have already synchronized their sldickm previously transmitted
signals.

9 The speed of light is approximately 3%10/s or 1foot/nsec
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Distance = (Signal Velocity) x (Time Travel)

D = Vient X Toave

Figure 12 : Calculating the distance between a powith a known location (point A)
and a point with unknown location (point B) by sding wave signals.

To sum up, a GPS receiver initially receives “eisaing” information from a
satellite that includes time, almanac and ephenmgiosmation and stores this data in
a local memory so that it can be aware of the el@mdtion of a satellite that it
monitors [26, 30]. Afterwards, it calculates itstéince from satellites within its site
and uses trilateration to identify its locationG®S receiver is able to mathematically
define its location by monitoring three satellitdsyt every additional satellite
provides redundancy and accuracy to the data prdvid

2.4.3 How accurate it is?

As defined a GPS receiver is able to calculatdoitation based on the current
time, the position/orbit of the satellite and theasured delay of the received signal
[26]. Each of these essential parameters may iecturderror which might lead to a
location that might be inaccurate. The most impartauses of error in the previously
mentioned parameters are [25, 26, 30, 32] :

» Atmospheric effects : The velocity of the signals that travel througte th
atmosphere is affected from weather conditions sash humidity, but most
importantly their velocity is reduced as they pdbsough the lonosphere and
Troposphere. The delay that this deceleration impasn be confronted by a GPS
built-in model that calculates an average amourttetdy to correct the error. Due to
these atmospheric effects an inaccuracy of + 6rmetan be introduced [26].

» Multipath effects : As GPS signals travel through the atmosphere thaybe
reflected off objects such as tall buildings, hgrdund or canyons and arrive at a
GPS receiver with delay. Various techniques havenbgeveloped to confront the
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errors imposed by multipath effects (such as theomacorrelator spacing [26]) and
they can effectively recognize and discard sigmath reflection delays (especially
the ones that suffer with long delay reflectiongyother technique that was
developed during the last decade is the DGPS winsels ground stations at specific
known locations that also pick up the reflectedhalg, as usual receivers do, but they
broadcast corrections for the delay that theseasicarry [33].

» GPS receiver clock errors :The GPS receivers are equipped with a small and
less accurate clock compared to the atomic cloakttie satellites have and although
they obtain timing updates from satellites, thew stll introduce very slight timing
errors [30].

» Orbital/ephemeris errors : As described, satellites send navigational updates
with ephemeris information to GPS receivers so tihaty can be aware of the
satellites’ locations and orbits. However, ephemariormation are sent out from a
satellite every 12.5 minutes [26] which might iuze an error in the calculation of
the location of a GPS receiver, especially in thsecof a satellite being boosted to a
proper orbit and a GPS receiver having not recetlisdupdate.

= Geometric Dilution of Precision: When satellites are positioned at wide angles

relative to each other then the geometry preseisteteal for a GPS receiver to use
trilateration and calculate its location [30]. Tadditional launch of satellites may
“place them” in a relative line or a tight groupinggarding the receiver’s point of
view and this might impose slight erroneous calootes of the location. Moreover, if

a GPS receiver does not have accurate informatfoa eatellite’s orbit (due to
orbital/ephemeris error described above) then thegmted geometry is not sufficient
for the GPS receiver to do trilateration because ghtellites’ spheres might not
intersect at all.

= Selective Availability : The U.S. military department has initially impdsan

intentional degradation of the signals sent by saeellites in order to block hostile
military units to obtain accurate GPS coordinated Bunch missiles against U.S.
troops [26]. These signals were carrying the slataiformation to correct the error
imposed, but it was encrypted and could only bayted by the U.S. military or
other authorized units. In 2000 the error presehie8elective Availability was set to
zero, basically because the Federal Aviation Adsiation Department of the U.S.
Government did not want to continue spending nmlicof dollars every year to
preserve and maintain the system to eliminate itoe @om selective availability [26,
30].

Concluding, nowadays GPS receivers can providerateuocation information,
when used outdoors, with a + 15meters precisioghéti precision GPS receivers can
be acquired by anyone who is willing to spend gpot®of hundred pounds.
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This chapter presents the overall aim of this diss®n and analyzes this aim
into high and low level requirements for the ovesgkstem.

3.1 Overall aim of the project

As presented in Chapter 1, this project will fooms the issue of location
awareness in a Mountain Rescue domain. In partictie author of this project
would like to develop an application with the fallmg overall aim :

» Equip a mobile device with the capability of sendirGPS coordinates to a
server via the best suited wireless communicatigrian among the ones that can
be applied in the Mountain Rescue Domain.

In an effort to make the above primary aim cleaard although the system
architecture will be discussed thoroughly in Chagtat should be mentioned that the
primary intention of this project is to developapplication for the mobile device that
the rescue workers will carry during their missionhis application should be able to
send GPS coordinates to the server that is locdtdee headquarters of the team. The
author of this dissertation will try to achieve tpeimary aim mentioned above
according to the requirements of the Cockermoutlunain Rescue Team (Section
2.1), its mission and the specific region that tham operates in.

3.2 High level requirements

Providing network services in a Mountain Rescuesiois is a complex task
primarily affected from the mobility of the end e of the mobile network (rescue
workers), the mobility of the mobile network itséfearch party) and the physical
characteristics of the domain (mountain). Thereforerder to achieve the described
overall aim of the project, the following high lévequirements have to be achieved :

a) ldentify, assess and prioritize communication optsthat could be used in a
mountain rescue domain for transmitting GPS datfemed onwards as
communication framework.

b) Implement a client application for a mobile devid¢kat can recognize which
of the defined communication options are availaid efficiently utilize them
for transmitting GPS coordinates according to tledied criteria.
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c) Implement a simple server applicatiaimat can receive the GPS coordinates
that are sent from the clients, regardless the camaoation option that a
client used.

3.3 Low level requirements

The high-level requirements defined in the previsestion regard three different
aspects of this dissertation; identifying a frameweegarding the communication
options used, developing an application for the ileattevice that the rescue worker
will carry and finally, developing the applicatidor the server located at the team’s
headquarters.

The first (a) high-level requirement describedha previous Section, demands a
theoretical and practical study of the availablerextivity options that can be used in
the mountain domain that the Cockermouth Mountasdie team operates in. This
study should evaluate the connectivity options tbatld theoretically be used
regarding the specific scope of sending the GP$daaates, namely a fixed length
string. This evaluation should also prioritize ttieeoretically viable connectivity
options on the mountain rescue domain in orderravige the grounding for the
application that will be developed on the mobileide. The underlying principle is to
provide a basic connectivity framework with theiops used and the reasoning for
them, that could be used to aid the developmeattar networking services in such a
domain.

The second (b) high-level requirement regards tppliGation that will be
developed for the mobile device that the rescuekerowill carry. This high-level
requirement defined in the previous Section can spét into more detailed
requirements that this project should satisfy rdogy the developed client’s side
application :

1) It should be able tacquire real-time GPS coordinates.

2) It should be able tadentify which of the predefined connectivity optis are
available

3) It should be able taitilize the best suited connectivity opti@md seamlessly
swap among thenbased on some criteria.

4) 1t should be able tsupport IPv4 and IPv6
5) It should be able ttransmit GPS coordinates in defined intervals

Additional secondary requirements for the clienigplication regarding the
rescue worker’s point of view would be that the o mobile device should be small
and lightweight in order to be carried easily. Morer, the developed application for
that device should be easily used without any gométion from the rescue worker.
Furthermore, the application should inform the wesavorker of its exact GPS
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coordinates, the wireless communication used atinme tand the number of
packets/messages sent using each communicatiooaneth

The third (c) high-level requirement describedha previous Section regards the
application that will be developed for the servecdted at the headquarters of the
team at Cockermouth. This high-level requirement ba split into the following
more detailed requirements that this project shmaltisfy regarding the developed
server’s side application :

1) It should be able tdisten for GPS coordinates regardless the connatyiv
option that the client used to sent them

2) It should be able tadentify the exact nodehat sent a packet and tlexact
connectivity optionused

3) It should be able talentify packets received in the wrong order

The main secondary requirement for the applicatieveloped for the server side
regarding the mission coordinator’s point of viewul be that the application should
be able to inform him about the information retedy In particular, the server’s
application should present at least the GPS coateknreceived, the ID of the node
that sent them, the communication method that vgad and the time that these were
sent. Moreover, the server application should e ebcount and present the content
of packets received from different communicatiorthnes and present these data to
the coordinator.

Finally, it is critical to clarify that the focusf this project is on identifying and
using the available communication option to sendS@Bordinates from a mobile
device, acting as a client, to a server. Keepingnind the heterogeneity of the
physical domain (mountain) and the unpredictableentent of the mountain rescue
workers it becomes of great importance to developapplication that could be
flexible to identify, seamlessly swap and utilizee tavailable connectivity options
according to the needs.
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This chapter presents the architecture of the systiscussing all the design
decisions that were taken regarding all the comptsmef the system. Section 4.1
presents an overview of the system architecture Sedtion 4.2 discusses and
evaluates the connectivity options that better st envisaged system architecture
on the specific mountain domain. Section 4.3 ptssehe “client component”
commenting on both hardware and software decisamusfinally, Section 4.4 present
the “server component”, again, commenting on botardware and software
decisions.

4.1 System Architecture Overview

As described in the previous section the main afnths project is to try to
transmit GPS coordinates from a mobile device thaéscue worker carries, to the
server located at the team’s headquarters via abeurof potential connectivity
options. Figure 13 illustrates a high level systamhitecture overview of the
envisaged system to enable us to set the groufmliribis chapter.

As Figure 13 depicts the system architecture ispos®d of three conceptually
distinct parts; themountain rescue domain that is the region that an incident can
occur, theheadquarters located at Cockermouth (Figure 2) and all tbanectivity
optionsthat can interconnect these two parts. In the t@mmescue domain there are
a lot of “rescue worker components”, each one ehthrepresenting in general a
rescue worker with all the appropriate equipmemdee in a mission regarding this
project. The connectivity options part includestakt connectivity components that
represent every possible connectivity option thett be used to transfer the GPS
coordinates. Finally, the server component reptedée rescue team’s server with all
the appropriate equipment to be able to listenttier GPS coordinates that are sent
using the different connectivity components anarinfing the team’s coordinator of
the received messages.

Mountain Rescue Domain Connectivity Options ~ Headquarters

Figure 13 : High level system architecture overvie
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4.2 Connectivity Options

The connectivity options that could be used tolifaté the communication in a
mountain rescue domain are usually limited dueh&opghysical characteristics of the
domain. Moreover, since the area is not permanémhigbited the telecommunication
companies have not developed a fixed network toigeofull coverage at all the parts
of the region, a characteristic that makes thesitatifor the potential connectivity
options harder.

Figure 14 depicts again the architecture of thdesysfocusing on the three
significant communication options that seem to pgpl this domain in order to
provide the transmission of the GPS coordinatescttfely. The first one is to
transmit the coordinates via IPv4 or IPv6 over &@2.81 and/or 802.16 WIFI
network, the second one is via IPv4 using GPRS theeGSM network and the third
one is to transmit them via SMS over the GSM nekwdihe following sections
present the arguments for the described conngctivinponents that were decided to
be used regarding this project’s aim.

Mountain
Rescue Domain Connectivity Options

Figure 14 : System architecture focused on conneity options )

4.2.1 WIFI

As the mountain rescue domain is characterized éwerbgeneity, physical
impediments and lack of fixed network infrastruetuthe primary connectivity option
should be wireless and provided from the memberth@frescue team themselves.
Thus, as discussed in Section 2.1.2 the Network ilolgroup at Lancaster
University has developed a network communicatiordehdhat includes a mobile
WIFI based network infrastructure to provide cogeran the areas that the search
parties roam. This WIFI coverage is provided prifgabby directed long coverage
802.16 wireless hotspots that are projected inraa ftom the all terrain vehicles that
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are parked closest to an incident. This coveragetisnded from the mobile routers
that a member of each search party carries to geowishorter range wireless hotspot
to facilitate -as possible- the communication amtgregmembers of the search party.

The WIFI connectivity option and the way it is usadcording to the above
described communication model presents some sgignifiadvantages over other
communication methods. Firstly, it can be consideas highly flexible and
functional as the long coverage wireless hotspogs paiojected from moving all
terrain vehicles that follow an incident as closgpassible. Moreover, considering the
fact that the shorter coverage wireless hotsp@&gmasjected from the mobile routers
that are carried by members which follow the gelner@avement of their teams, the
provided WIFI coverage can be considered at leagr@amising. Secondly, the WIFI
based mobile network equipment is owned by the neesnbf the team and thus it can
be configured and managed according to the exatsnef the team. Consequently,
the routers of this team can be properly configucethke advantage of Mobile 1Pv6
(described in Section 2.2.4) and the NEMO basicpstpprotocol (described in
Section 2.3.2) without having to depend on the igomtion of the network
equipment of third-party telecommunication companiBeing able to use cutting
edge technology and protocols for the network nitgtglases in the mountain rescue
domain is of great importance as the case itsgliires innovative solutions. Thirdly,
the WIFI connectivity option and the way that itpiovided in the mountain domain,
is considered to be less expensive than any ofit@obecause it is not dependant on
any third-party companies and does not includekalligg policy upon usage. WIFI's
primary cost is on purchasing and setting up theipegent with almost no
maintenance cost.

On the other hand, the presence of the WIFI conngcioption cannot fully
confront the unpredictable movements of the memloéreach search party and
cannot provide coverage overcoming all the physicglediments. As a result, the
author of this project has defined two additionahmectivity options that can provide
redundancy on the transmission of the GPS cooebrand improve the effectiveness
of the overall communication model. At this poiitshould also be mentioned that
the defined communication model is a work in pregrand has not been deployed yet
due to technical restrictions and legal regulatioespecially regarding the 802.16
network. However, even though the communication ehbds not been deployed yet,
there is a massive need for alternative commumwicatptions that could be used in
the Mountain Rescue domain.

4.2.2 GPRS over GSM

One of the alternative options that have been ddfio complement the primary
WIFI connectivity option is using GPRS over the G8btwork. The General Packet
Radio Service (GPRS) is a mobile data service ¢dhatbe used to transmit data over
the GSM network [43]. Usually, GPRS is used frorividuals to have access to
WAP!, MMS*2 or the Internet from mobile devices such as PDr mobile phones

1 WAP stands for Wireless Application Protocol, anisimainly used to provide Internet to mobile
phones and PDAs [83].
12 MMS stands for Multimedia Messaging Service andblesa sending messages that include
multimedia objects [84].
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in a packet-switched fashion, meaning that theycaigrged only by the amount of
kilobytes they transmit. Older GPRS implementationkich are still provided by
telecommunication providers, are using the cirawitched data (CSD) standard
billing the user per minute independent of whetie\she is actually transferring data
[43].

Regarding this project’s aim, GPRS is a powerfulretivity option because it
can be used wherever there is sufficient GSM cgerédccording to [47] and [48]
UK major telecommunication providers claim thatythave networks covering over
99% of the population. However, as the region that are interested in is not a
permanently inhabited area and as the presentedrgage is usually a by-product of
their marketing policy, further facts are needed.

Therefore, Figures 15 and 16 present the GSM cgeeraf two major
telecommunication companies, O2 and Orange, inreg®n that the Cockermouth
rescue team operates. It is important to mentiahttie area with the non-white solid
color on the maps (blue for O2 in Figure 15 andngeafor Orange in Figure 16)
represent the area that can support high qualiigevealls and 3G services, whereas
the areas with the white color provide variable lipaoice and standard data [46].
Areas without any GSM coverage would have beendhotethe maps in yellow. As
can be inferred from these indications, there i aoy area without any GSM
coverage in the region that the Mountain Rescum t@gerates, a fact that provides a
promising grounding for the GPRS connectivity optitat is used for this project
where the WIFI coverage is not sufficient. Howeuée question whether the GSM
coverage is sufficient for establishing and utizia GPRS connection in that region,
can only be answered with real case studies.

Figure 15: O2 coverage in the CockermouthFigure 16 : Orange coverage in the Cockermouth
Rescue Team’s domain (adapted from [46]) Rescue Team’s domain (adapted from [46])

A significant advantage that the GPRS connectioftfion presents is that it is an
IP based solution that —hopefully- follows the “@x@n” of IP based networks.
Therefore, although current UK GSM telecommunicat@mpanies provide 1Pv4
support over their GPRS network, we carry expemtatithat they will migrate to
more cutting edge solutions like IPv6. This movemeauld inherent the benefits of
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Mobile IPv6 and provide greater support for thewwek mobility concept of our
domain. Moreover, as the GPRS connectivity compbiseconfronted as an IP based
method, any adaptation of any newly developed Kedaonnectivity solution that a
telecommunication company might follow will easgwit this project’s architectural
structure. For example, if the telecommunicatioovter of our choice upgrades its
GPRS network to EGPRS (EDGE) [44] or UMTS [45] topde higher bandwidth,
this will not require any change to the design of system as it will continue using
the new connectivity component as an IP based ptio

Another critical aspect of this connectivity optisrthe potential bandwidth that it
can provide. GPRS was developed to provide bantdwidtm 10 to 100kbits/sec
based on the class of the GPRS equipment of teatdind the quality of the GSM
signal. At this point it should be mentioned th&R5 packets usually encounter high
latency and round trip time which often reache®dosad, basically because they are
prioritized below voice [43]. Moreover, the bandthicdbffered is not too steady as it
gets affected by the GSM signal. However, for theugs of this project, that is
transferring GPS coordinates, the previously meetlb bandwidth is more than
enough as the payload that our application wantsatesfer is a string with less than a
hundred characters (thoroughly discussed in Sedi@il). For that reason, the
proposed GPRS connectivity option is also consdiévdoe financially affordable and
practical as the Mountain Rescue team will be ditdaly for the kilobytes of the data
being transferred.

4.2.3 SMS over GSM

The well known Short Message Service (SMS) is presk as the third
connectivity option that can complement the enwsiagcenario in a mountain rescue
domain. The data that the developed applicatiomstesis can be effectively
represented in a defined character format of alflgegth that can easily be sent from
a mobile device that a rescue worker carries batkd headquarters.

The usage of the SMS connectivity option dependgigdly on the availability of
the GSM network. At first, someone could suppodtths both GPRS and SMS are
dependant on the GSM network, there is no poinviging the SMS connectivity
option as an additional method to improve the rddacy of the system. However, as
stated in the previous chapter, GPRS is an IP bsskdion that gets affected from
the GSM’s signal strength. Therefore, the providmehdwidth fluctuates a lot, a
characteristic that affect the network protocoledusand imposes delay on the
transmitted packets. Moreover, a GPRS connectiedsiat best 10 to 15 seconds to
be set up. On the other hand, the text messagenof@MS) is used simply and does
not include the complexity of a GPRS connectionrtit@rmore, an SMS can
generally be sent in occasions when the GSM’s §gfnength is really poor, where a
GPRS connection might not have been establishalil at

Concluding, the SMS option is generally simple aad be used to increase the
redundancy of the developed system. In additiois, & method that does not require
any set up fees and can be relatively cheap geslas a back up method.
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4.2.4 Prioritizing the options

The previous sections have presented the three lbasnectivity options that
have been chosen to interconnect the mountain @edoonain with the headquarters;
WIFI, GPRS and SMS. Although arguments have beeangior each method, this
section will sum up by prioritizing them and defigithe decisions taken upon their
characteristics regarding this project.

TABLE 2 : Evaluating the connectivity options for the Mountain Rescue Domain
WIFI GPRS SMS
Availability Very Good Very Good Very Good
Cost to purchase/set up High Low/None None
Cost to run Low/None Usage dependant Usage depengant
Extengibility for_the High High None
provided service
Ability to follow High Good Poor
evolution
Practicality Low Very Good High

Table 2 compares and contrasts the three chosemectvity options.
Availability is considered to be very good for all of them,giad by the fact that
WIFI coverage is provided by special equipment tifatows” the rescue workers’
mobility and that telecommunication companies clénprovide GSM coverage on
the specified region. However, WIFI availability dependant on how well the
communication model is applied to the Mountain Resdomain and if the mobile
equipment is in “place” at every time. At this poihis important to say that no
method can certainly confront the physical impeditaeof the region or the
unpredictable movement of each rescue worker ahdreal case studies can prove
the correctness of the claimed availability.

Moving on, WIFI coverage can be provided by mohiteiters and directed
antennas, equipment that is generally expensiymitohase but cheap to run. On the
other hand GPRS can have low or zewst to set up while its running cost is
dependant upon usage. A fact that can be statéwuwtitany real use case testing is
that the defined type of data that is transferiaadleep the running cost for the GPRS
connectivity option to low levels. The SMS conneityi option does not need any
setting up fees and its running cost is also us@pendant. However, as one SMS is
way more expensive than one GPRS packet sent,ughhthey contain the exact
same information, the running cost of the SMS sergan be relatively high if it is
not used with cautidr.

13 At this point it has to be said that the cost aiités relatively subjective. On the one hand, sonee
could state that the importance of the missiorhef Mountain Rescue Team is not comparable with,
for example, the 500 text messages that might mtedseing a mission. On the other hand, as WIFI
packets are provided during a mission without aogtcand as GPRS packets have a low cost there
should be a way compare their cost.
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The WIFI and GPRS connectivity options provide thaory- greaextensibility
on the type of the serviceghat they can support. Although the defined datd ts
transferred is a fixed set of characters, as batthous are IP based they can truly
support any type of network service that can bditied from the IP protocol. For
example, both communication options can generaligpsrt the transmission of
photos or complex data types if such a serviceeexdad for the team in the future.
The SMS connectivity option cannot provide any egien as the only data
type/service that it can provide is transferringpacific amount of characters.

The WIFI connectivity option providegreat ability to follow networks’
evolution and newly developed cutting edge protocols. ThelW#sed network can
use IPv6 and can have all the advantages that MdB¥6 and the NEMO basic
support protocol can provide. As the WIFI netwosk provided with equipment
owned by the Mountain Rescue Team it can be cord@®yjand tweaked to the exact
needs of the team. GPRS, as an IP based conngapion, has the potential to
provide the foremost great advantages, but asnitaisaged and provided from third-
party telecommunication companies its evolutiodependant upon them and cannot
be configured for the needs of the rescue teanallizithe SMS connectivity option
cannot follow any such evolution.

The WIFI connectivity option is the legstactical method as it is provided from
mobile equipment (routers) that is carried from rhbera of the team and demands a
significant power supply. As this supply cannot go@vided for many hours the
practicality of this connectivity option is consiéd to be low. On the other hand,
both GPRS and SMS connectivity options are highcpcal as they do not require
any special and cumbersome network equipment &panta mobile device that can
utilize both options. However, GPRS is consideietié less practical than the SMS
option because it demands a larger power supply.

To sum up, as WIFI can be provided from the memlodrthe Rescue Team
themselves, can provide great network mobility fieshand is the cheapest option, it
is considered to be the primary option that the ileadevice that the rescue worker
carries, will use. The GPRS connectivity optionlviie the next possible option
(when WIFI coverage is not sufficient) as it cantgmbially provide greater
networking services than the SMS option, withouingpenon affordable to run.
Finally, SMS would be used as the least prioritizednectivity option to primarily
back-up the two IP-based options when there isfiegant coverage.

4.3 Client

The rescue worker component that was included endisign of the proposed
system (Figure 13) represents a rescue worker alitithe appropriate equipment
needed for its mission. The underlying idea is #eth rescue worker will carry the
defined equipment and will be able to acquire GPSrdinates according to its
location that will be sent in specified intervadsthe server component located at the
headquarters. This process will aid the Mountaiadde Team’s coordinator to make
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more informed decisions about the mission of tlentéecause he will be constantly
aware of the location of each rescue worker.

Consequently, each rescue worker component shanldgeneral- include a
mobile device with the ability to acquire GPS cooades and transmit them
according the best suited connectivity option aldd at that time. Therefore, the
mobile device should be WIFI enabled, GPRS enadedGMS enabled to be able to
utilize the defined connectivity components.

Figure 17 illustrates the system architecture fou®n the final form of the
rescue worker component as it was defined in thagept. The mobile device used,
referred onwards as client, is a HP Ipaq 6915 POtA WIFI, GPRS, GSM and GPS
capabilities. As it can be noticed in Figure 17 external GPS receiver is used to
calculate the GPS coordinates (according to thegohare described in Section 2.4.2)
and transmit them via Bluetooth to the PDA whicli wansmitted them again via the
best suited connectivity option. The following sers will discuss the reasoning why
an external GPS receiver is used although the P&AGPS capabilities and will also
mention the reasoning behind the decisions takentHe defined rescue worker
component criticizing both the hardware and thévse used.

GPRS
over GSM

over GSM

= = Connectivity
Mountain Rescue Domain Options

Figure 17 : System architecture focused on the B@s\Worker Component

4.3.1 Hardware

The requirements that the Cockermouth Mountain &edeam has from the
mobile device that the mountain rescue worker @alry on a mission are numerous
and cannot be fully satisfied in a project withdsmn the better suited connectivity
option during a mission. For example, the team irequevices that are lightweight,
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water proof, durable, “accident resistant”, weagabhd can be operated easily
without any configuration needed from the rescuekeo Moreover, due to the fact
that rescue workers usually wear big gloves, regoants such as a big display with
large buttons that could be operated easily arergdiy useful.

By evaluating and prioritizing the above requiretseaccording to the focus of
this project it has been decided that a small agiskweight device was needed.
Moreover, that device should be able to utilize dlieéined connectivity components
(discussed in Section 4.2) and thus it should Wi, GPRS and GSM capabilities.
Furthermore, the device should have a nice screereither an internal GPS receiver
or the ability to communicate with an external G8&vice. For all the foremost
reasons a PDA was decided to be the most suitahigcs.

The Network Mobility group had at its disposal a iaq 6315 PDA (Figure 18)
and a Pretec GPS device (Figure 19), that obviodss not meet all the above
criteria but could facilitate the needs of thisjpod. The HP Ipag 6315 PDA device
has a 3.5inch screen, WIFI, GPRS and GSM capaiiliind could establish a
Bluetooth connection with the Pretec GPS devicerder to receive GPS coordinates
over a serial communicatibh The specified GPS device is small, lightweigtan c
concurrently monitor 12 satellites and could sdmddata over Bluetooth to the PDA.

&) Monday, March 01, 2004
|BE  ©wmer: Kevin Hastings

& ActiveSync: 6 Unread messages
SMS: 1 Unread message

i Proposal review

e 9:00AM-10:00A17

~ Lunch with Jennifer
4|

Figure 18 :IPAQ 6315 (adapted from 52) Figure 1@PS device(adapted from 53)

According to the plan of this dissertation (presenin the Gantt chart of the
Research Proposal, Appendix) the first four weeksewdevoted to research regarding

14 At this point it is essential to mention that tHeAPcould establish a Bluetooth connection with the
GPS external device but had no capabilities of shgwhe streaming data that the GPS device was
able to send. This feature, as it is going to becdbed in the next chapter, was implemented in the
application designed for the PDA.
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the hardware, the software and the communicatidiormgpthat could be used for the
sake of this project. During this period thorougdsearch was committed on
examining the technical capabilities of such dewictheir operating system, the
available programming language that could be us$ieel, available APl and their
potential for expanding the outcome of this praject

The outcome of this period defined that although liag 6315 PDA suited the
needs of this project due to its hardware cap#ds|itits Operating System and the
available programming framework for it were foumddequate. In particular, Ipaq
6315 runs Windows Mobile 2003 and the available SHi developing an
application for this project was limited (analyzédroughly in the following Section)
and thus a brand new device was purchased.

Figure 20: IPAQ 6915 (adapted from [54])

The purchased new device was an HP Ipaq 6915 @Rfir offering new features
and providing greater flexibility for developing aapplication to facilitate the
transmission of the GPS coordinates. This new dekims Windows Mobile 2005
and offers an API with greater potential than thevipus one. Moreover, Ipaq 6915,
apart from all the wireless adapters that it caaffdr, has an internal integrated GPS
receiver that could obtain GPS coordinates, a featat eliminates the need for the
external GPS receiver in a mountain rescue misdiahle 3 presents a subset of the
specification of the two PDA devices that were udedng this project, basically
identifying that the new purchased PDA can offértlad features that the older one
could, plus the integrated GPS feature and theeb&DK that comes with the new
operating system.

Concluding, the only equipment/device that a resgoeker should carry during a
mission is the Ipag 6915 that could obtain GPS dinates and use one wireless

15 During the first month of the project the developmef the client’s application was done on the
Ipaq 6315 and it was then that the decision foeamevice was taken.
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connectivity option (WIFI, GPRS or SMS) to transthiese coordinates to the server
of the team. However, as Figure 17 illustratedRescue Worker component includes
the use of the Ipag 6915 with the external GPScaebasically because the external
device aided a lot the debugging of the develogmliGation'® and because in some
occasions it offered more accurate GPS coordinates.

TABLE 3 : Comparing IPAQ 6315 vs IPAQ 6915 [50, 51]
IPAQ 6315 IPAQ 6915
. . . Microsoft® Windows Mobile™
Operating Microsoft Windows Mobile™ 5.0, Phone Edition with
Syst 2003 Software for Pocket Messaging and Security Featurg
Vil PC- Phone Edition ging y u
Pack 5.0
PIOCeSSOrs | 1 oyap 1510 Marvell PXA270 CPU 312 MHz
Available
M 64-MB SDRAM 64-MB SDRAM
emory (55 MB user accessible) (45 MB user accessible)
3.5 inch (89 mm) transflective | 3.0 in (75 mm) diagonal,
color TFT, transflective TFT color,
Display 240 x 320 pixels, 240 x 240 pixels,
0.24 mm dot pitch, 0.24mm dot pitch,
64K-color support, touch screen64K-color support, touch screen
Integrated Quad band
Integrated quad band GSM/GPRS/EDGE wireless rad|o
WiiEes GSM/GPRS, Wi-Fi 802.11b, with automati_c t_Jand transition;
Integrated Bluetooth 1.1, Integrated Wi-Fi (802.11b);
Integrated IRDA Integrated Bluetooth 1.2 wireles$
technology; Integrated IrDA SIR
Dimensions | 2.95 x 0.73 x 4.68 in 2.8x0.71 x4.65 in
(wxdxh) | (75.0x18.7 x 119.0 mm) (71 x 18 x 118 mm)
Weight 190 g 179.45¢
Battery Removable/rechargeable 1800 Removable/rechargeable 1200
mAh, 3.7 Volt, Lithium mAh Lithium-ion
Extras - GPS, Built-in VGA Camera

4.3.2 Software

As the hardware device that would satisfy the MaimtRescue Team’s
requirements regarding the focus of this projestehaeen defined, the remaining part
is to identify the exact programming language, ARtl/or SDK that would be more
suitable for the needs of this project.

'8 As mentioned in Section 2.4 the GPS receivers tiovoxk indoors and thus in order to debug the
GPS feature of the developed application we sheitleer have worked outdoors or have the external
GPS device placed next to a window and establiBhuatooth connection between it and the PDA in
order to receiver the GPS data. Obviously, theslathethod was used during the software development
phase.
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Developing an application for a PDA does not prevadwide range of options
regarding the available programming languages edpewhen there is need for use
of numerous different connectivity options and tembgies. Moreover, as PDAs
have limited CPU, memory, storage and display ciéipab the chosen programming
language should be able to comply with them. Funtbee, the requirements of the
project demand full access to the WIFI and GPR%/owt adapters, to the Bluetooth
stack, as well as ways of using the GSM networkalfy, although presenting a GUI
to the rescue worker or the mission coordinator meagr a basic requirement for this
project, an API with display capabilities in suatvites would be desirable. Research
based on these requirements defined that the twst reoitable and powerful

programming languages for developing an applicaftora PDA are Java and Visual
CH.

TABLE 4 : Various Java based solutions for Pocket € (modified from[55])
Sun Esemertec IBM Blackdown
Personal Jeode Websphere J2RE
Java Studio (ARM Port)
WinCe 2.11, .
Supported | \\icE211 | Pocket PC, Win CE 2.11, Linux
oS Li Pocket PC
inux
JVM 5 Personal Java Personal Java J9ME MIDP 1.0 Java 2
Compatibility Compiant Compiant
Slow Start
Speed Fast Fast Fast Reasonable
Execution
Supported : PocketPC,WinCE,| IPAQ H36xx
Hardware MIPS, SH3 Dell Axim X5 PalmOS,Windows| (or above)
(depends on the
Cost Free — Sun $49.95 exact Micro Free
Environment used

Starting from Java, Sun has correctly identifieat there was a need for providing
a subset of J2SE for mobile devices and thus tiailyi published the Sun Personal
Java which was later renamed to J2ME and thenvaM& (Java Micro Edition).
JavaME successfully dealt with the constraintssimall devices present and tried to
support Sun’s motto “write once, run everywhere][3However, quoting from Sun’s
web portal, “Java ME platform is a collection oth@ologies and specifications that
can be combined to construct a complete Java ranemvironment to fit the
requirements of a particular device or market” [5@]herefore, this runtime
environment is totally device dependant and regquspecific configurations and
profiles not only for each device but also for eamplementation of every feature of
any device. The author of this report believes thet might be the main reason that
Sun does not provide any official support and Jstwaual Machine for mobile
phones and pocket PCs (PDAs). Consequently, thetevo of JavaME was based on
various Virtual Machines, configurations and pmdil that many third party
companies have developed to either support thebilenaevices (e.g Nokia phones
[57]) or specific implementations of a feature sashthe Bluetooth stack 2.0 or the
Wireless Industry specification (JTWI) [58]. Tablepresents only four significant
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Java based “solutions” that could be used for dgmey) an application for a mobile
device, that actually pinpoint the variety of praijes that should be considetéd

The alternative programming language that could used to develop the
application for the PDA that a rescue worker wotddry was Visual C#. Microsoft
Visual .NET framework was created to provide progrers with a variety of
libraries that could be used to create new apjdicat easier especially when
combined with Visual C# [61]. Imitating Sun, Micuads has also defined a subset of
the .NET programming framework for mobile deviceallesd .NET Compact
Framework (.NET CF) which includes libraries esplgitweaked for use in devices
with limited resources [60]. Although .NET CF caa bsed in devices that run only
Microsoft’'s Operating Systems, it provides a gradvantage of calling unmanaged
code from managed code in such devices [60]. Adacgrdo this characteristic
embedded C++ or C code could be used in the .NETet@onment to have low
level access to native DLL files that the operataygtem uses, potentially giving
access to all the features that a mobile device has

Comparing the foremost options regarding the prognang language and the
SDK that could be used for developing the applicafor the client’s side, it can be
stated that the pair of Visual C# and .NET Comgaetmework presents significant
supremacy against Java based solutions. The facthié HP Ipaq 6915 PDA which
was purchased was running Microsoft Windows MoBl®5 aided the decision for
using the .NET Compact Framework 2.0 and Visual &#his point it is essential to
mention that the .NET CF has seriously restricteghabilities from the .NET
framework used on PCs and lacks essential funditiprihat someone could expect to
see in a framework. On the other hand, the beoéfitaving access to native DLL
files and embedding C code to gain low level acggssented an advantage that
could not be disregarded. Moreover, the fact thatfteely distributed and used .NET
CF was supported by Microsoft against any smabigithird party company trying to
sell their developed Java Virtual Machines for oalysmall subset of devices and
features, was also considered as essential makiegdécision for our chosen
programming language and framework easier.

4.4 Server

The server component of the envisaged system aogotd the networking
communication model for the Mountain Rescue donshimuld include a PC located
at the headquarters of the team, with the servelicapion and the ability to receive
the GPS coordinates that a client sends regardfébe connectivity option used.

Figure 21 depicts the system architecture focusingthe server component
located at the headquarters of the team. This caemgancludes a PC with network
interfaces able to listen to IPv4 and IPv6 packeid a “GSM module” listening for
incoming text messages (SMS). Finally, the serymlieation should be able to
present the received information to the Rescueibhssoordinator.

" Two extensive comparisons of the many Java badatioss for PDAs can be found in [55] and
[59].
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GPRS
over GSM

Mountain
Rescue Domain Connectivity Options

Figure 21 : System architecture focused on the 8arComponent

4.4.1 Hardware

The hardware requirements of the server componensimpler to satisfy as the
server is located at a fixed location, has no &ochitesources and its only necessity is
to be able to listen to all the packets that tient$ sent.

Therefore, a regular PC with a broadband connedimuld be used as a server
with a network interface listening to packets deoin the clients either via WIFI or
GPRS. The decision whether a PC should have omeorletinterface listening for
both IPv4 and IPv6 packets (using two socketswar different network interfaces
listening individually for IPv4 and IPv6 packets jisst an implementation issue
(discussed in Section 5.2.3). An important desigeision for the network interface(s)
that the server would have is that each IP addresd should be either a global 1Pv4
address or a unique global IPv6 address so thaepacestined to that IP address
would be able to reach the server via any interatedietwork (usually the Internet).

Apart from the IP based connectivity options tharevdefined for this project, a
client has also the ability to send GPS coordinate$SMS and thus the server should
have a GSM module to receive these packets. Génetheére are various GSM
modules (some of them depicted in Figure 22) tbatdcbe used to provide the SMS
service to the server application but for the shakehis project a standard Nokia
6230i mobile phone was used for this purpose. Asirei 21 illustrates a Bluetooth
connection between the Nokia 6230i mobile phone thedserver was established,
with the aid of a Widcom USB-Bluetooth dongle or therver’'s side, so that the
server application would have access to the SMSages sent from the clients to
that mobile device. As becomes apparent, suchui@olcannot be considered as a
permanent one for the Mountain Rescue Team bub# avflexible solution for the
proof of concept of this project.
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Figure 22 : GSM Modules

4.4.2 Software

The application on the server side could be actuddlveloped with almost any
programming language suitable to handle networketscand the connection with
the mobile phone. For compatibility reasons andaaigh this was not mandatory, the
author of this dissertation decided to use the .Nfamework and Visual C# for the
development of the server application. Although®él part for neither the server’s
nor the client’s application was a main focus ad ffroject, the visual implementation
of C# was preferred against the plain one (C#hat the server’s application would
be able to have a GUI in order to present theenatd data to the Mountain Rescue
coordinator in a nice and clear format.

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 40



Chapter 5 : System Implementation

Chapter 5 : System Implementation

This chapter discusses the system implementaticedban the architectural
design that was presented in the previous chafteerefore, Section 5.1 introduces
the chapter and the tools used, Section 5.2 disctls® important implementation
decisions for the defined connectivity options, tiBec 5.3 discusses the
implementation on the client’'s side (PDA) and fipalSection 5.4 discusses the
implementation on the server’s side.

5.1 Introduction and tools used

This chapter discusses the implementation of tilstesy and all the main issues
that arose during the development phase and the thay they were confronted. The
IDE that was used for both the client (PDA) and $kever applications was Visual
Studio 2005 and the main SDKs were .NET CompacimEwveork 2.0 for the client
and .NET Framework 2.0 for the server. Many addaldibraries were also used to
add functionality to the developed applications ailtlbe mentioned throughout this
Chapter. Finally, the programming language usedbfuth the development of the
main functionality of the applications and for hayiaccess to low level native DLL
files on the PDA side using Platform Invoke methods Visual C#.

5.2 Communication & Connectivity Options

The communication of the clients with the servebased on the 2-tier model,
basically including clients roaming in the MountaiRescue domain and
communicating with the server located at Cockermmoower the best suited
connectivity option. The communication among therds and the server would be
“established” using one of the predefined bestesuitonnectivity options, namely
IPv6 over WIFI, IPv4 via GPRS over GSM, and SMS rotlee GSM network
(discussed in Section 4.2). These connectivity omgtiwould be used upon their
availability and their prioritization discussed $ection 4.2.4. An important decision
was taken defining that the communication amongtieats and the server should be
unidirectional, from the clients to the server, ds®n the simplicity that this model
present and based on the networking protocol udisdussed in Section 5.2.2).

The remainder of this Section is organized as ¥adloSection 5.2.1 discusses the
uniform defined format of the packet being sentard@gss the connectivity option
used. Section 5.2.2 discusses the implementatardeng the IP based connectivity
options and the networking protocol used. Sectigh35discusses the way that the
IPv6 connectivity option was implemented and théwoeking restrictions that
became apparent on the testbed that was used dberdgvelopment phase. Finally,
Section 5.2.4 discusses implementation issuesaegpthe use of the GSM network.
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5.2.1 Payload of packet sent

The application that was developed for the cli¢RSA) should be able to utilize
the different connectivity options that were definfer this project. It was decided
that it would be better if the payload of the pdskkeing sent, either via WIFI or
GPRS or SMS would have a uniform format and thise ¢lae functions of composing
the fields to packets on the client side and deas®phem on the server side.

Figure 23 illustrates the fields of the packetsnfesent. As it is depicted the
defined uniform format of each packet is composkeeight different fields separated
with the character “#”. The use of a special chi@mat separate the fields instead of
defining a fixed length for each field and packnthene after the other was preferred
for two basic reasons. Firstly, some fields, suskha “Type of Connectivity Option”,
“Timestamp™® and “Possible extensions” have not a fixed leraitl the use of the
special character eases their separation on tkiersgde without having to also send
the size of each field. Secondly, all the packeisdsent and received are logged on
both sides and the use of a special character daseseadability, instead of having
them being packed one after the other.

Type of # Node ID # Security Code # Sequence Number

Gens ‘Gption 101 2387 00015
WIFI

Timestamp
12:30:15:567 30/08/07

Figure 23 : Format and example values of the pagtbof the packets sent l
regardless of the connectivity option used

The defined format of each packet consists thevotig fields :

1) Type of Connectivity Option : This field describes the connectivity option
used for this packet to be send. Nominal valueshisrfield are WIFI, GPRS
and SMS.

2) Node ID : This field includes the Node ID of the client tis&int a packet. The
Node ID is a three digit number that uses the fifisim the left) digit to
describe the ID of the search party of the cliethWwD described by the two
remaining digits, belongs to.

18 The Timestamp field could be either 21 or 22 cbt@s depending on the length of the milliseconds
of the current time (3 or 4).
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3) Security Code :This field includes a four digit number that iSqure to every
node and is used as a security code to prove tgdaheer the authenticity of
the node that sent the packet. This security cadebe changed from the GUI
that each client ha%

4) Sequence Number :This five-digit field describes the sequence numilfe
the packets being sent from one client. The secaer use this number in
conjunction with the node ID of a packet to idgnpbckets received in wrong
order.

5) Timestamp : This field describes the time and the date thadcket was sent
from the client. The time value follows the fornietH:mm:ss:msec” and the
date the format “dd/MM/yy”. These values are acegiifrom the Operating
System of the PDA.

6) Latitude : This field includes the latitude part of the GR®rdinates that the
client sends in the NMEA format that will be dissed in Chapter 5.3.2. An
interesting point is that the latitude in NMEA faatrshould be of the type, for
example “54°00.3137"N", but it was found that theacter "°" could not be
sent in an SMS message. Therefore, the workarduwatdwas developed was
to replace, on the client’s side, the character "With "@" to all the
transferred packets and modified it back on theeseside to keep a uniform
format.

7) Longitude : This field includes the longitude part of the GR®rinates that
the client sends in the NMEA format which should &k the type, for
example, “002°47.3053". Again the character "@" wased instead of
character "°" to preserve a uniform format.

8) Possible extensions This field can include any additional informatidmat
the client decides to send and is basically thereahy future use. The current
use of the field includes the value “normal” to ciése that the packet was
sent using an available communication option and med withhold due to no
availability of none connectivity options.

Concluding, the above defined format for the pagloheach packet will be used
from the client regardless of which of the bestexliconnectivity option will be used
at any point in time.

5.2.2 IP based connectivity options and network protocol

Sections 4.2.1 and 4.2.2 described the two IP basedectivity options; WIFI
and GPRS respectively. The mobile network infragtme of the Mountain Rescue
Team is responsible for providing the WIFI coveragéhe domain, while the GPRS
could be used based on the GSM signal coveragbeofmountain rescue domain.
Both IP connectivity options was decided to be enménted using network sockets
and transferring packets over them. A basic dilemwaa which of the most used

19 At this point it is essential to mention that ie thetworking world of IPSEC, complex encrypting and
hashing functions, ciphers with 1024bit keys and6IMith embedded security feature no one could
claim that an unencrypted password field could addurity to the described communication model.
The Security Code field just adds a tiny notiosesfurity in the developed application.
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protocols, TCP or UDP should be chosen to facditae communication over the IP
layer.

Table 5 presents a basic comparison of TCP verddB, a4 well known and
thoroughly examined issue in various studies [66, 67]. Mainly, the basic
characteristics of TCP is that it is a connectioierded protocol that guarantees
delivery of packets in the correct order basicalbe to the error correction, flow
control and congestion control mechanisms [65]. the contrary UDP is a
connectionless protocol that does not guarantelgede lacks of error correction
mechanisms and is generally fast by being aggmressiv

TABLE 5 : TCP vs UDP

TCP UDP
Connection oriented Connectionless
Guaranteed delivery Non guaranteed delivery

Error correction
(sequence numbers, No error correction

acknowledgments, mechanism

in order delivery

Congestion Control No mechanism for
Mechanism identifying congestion

Monitors network statug Aggressive

By carefully examining the above characteristickhas been decided that TCP
should be the chosen protocol to facilitate bothcbhnectivity options, namely
sending IPv6 packets over WIFI and IPv4 packets @&/@RS. The main reason for
choosing TCP was that its inherent mechanisms faror e correction,
acknowledgments and sequence numbers would bgsreamtiove the necessity for
developing such features on the application lal/eese benefits, that the lower layers
of the TCP/IP stack present, could keep the comeation at the application layer
simple and unidirectional. The need for havingrplement acknowledgements for
each packet sent on the application layer wouldbthice a lot of complexity in the
envisaged communication framework, judging from fédet that the mountain rescue
domain lacks a constantly available connectivitfiap

On the contrary, although TCP is using inherentisage numbers for the packets
being sent, the developed application should miaminseaquence numbers for the
packets that a client sends using different conmwvigctoptions. This was needed
because, for example, at a given time, a clienthtnsgnd an SMS and then swap to
the WIFI connectivity option and send an IP basadkpt. Since the GSM network
gives to SMS messages the lowest priority, the 3nSsage might arrive later to the
server than the WIFI packet. Therefore, the appdicalayer should be able to
maintain and check the validity of the sequence bars that are included in the
packets being sent from clients and thus identdgagions when packets arrive in
wrong order.
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5.2.3 “Implementing” IPv6

One of the interesting parts of this project washéoable to use IPv6 for the
communication of the clients with the server ovee WIFI network. Section 2.2
presented that IPv6 and especially Mobile IPv6romtices a lot of benefits in the
concept of networks and hosts mobility and thusetheas a challenge to utilize it and
give to all the IPv6 enabled intermediate and beargtwork devices the ability to
take advantage of it.

In order to utilize IPv6 in the purchased Ipaq 6®b%h, the Operating System of
the device and the programming framework that wesidéd to be used for the
development of the client’s application should béedo support IPv6. As IPv6 was
initially thrown as a requirement in this disseidaf both Windows Mobile 5.0 [68]
(that the purchased Ipaq runs) and the .NET Confpashework [69] that was used
for the development of the client’s application kcbtheoretically support IPv6 as this
was one of the reasons that they were chosen.

Unfortunately, Windows Mobile 5.0 do not provideither a GUI form for
configuring IPv6 nor the usual ipv6.exe tool to mally configure IPv6 on the PDA.
Moreover, the IPv6 address of the WIFI network aeiapf the Ipag could not be
found neither on the equivalent of the registryt fPBAs have, nor programmatically.
After a lot of experiments and methods trying tofqure the IPv6 feature on the
device a workarourfd was used to identify the link-local address tha tlevice
obtained during the autoconfiguration and the neagldiscovery phases. By having
the link-local IPv6 address of the PDA we were ableestablish a communication
with the server by using IPv6 TCP sockets oveM#HEl network.

At this point of discussing the use of IPv6 it sliobe mentioned that the fist
testbed that was used during the development ofagiications for this project,
included an ad-hoc wireless network between a famonfigured with IPv6 and
running the application of the server and the 188#5 running the application of the
client. Consequently, the transmission of IPv6 p&slover a WIFI network was
successfully implemented and tested on this testbednjunction with the SMS over
GSM connectivity option that has also been devealogtethat time. In the process of
developing the functionality to utilize the GPRSnnoectivity option it has been
decided that the server machine should have algiBisd address so that it could be
addressed from clients over the GPRS network arné#haddress so that it could be
addressed from clients via WIFI. Therefore, andpk&g in mind that a more generic
testbed was needed, the server application wa®ykplin a machine placed in the
Computing Lab (Room A27, Infolab21) with both algdd IPv4 address and an IPv6
one. In addition, at that time it was also decitleat the WIFI network of the campus
would be more suitable to provide the infrastruetior the WIFI connectivity option.

The problem that was apparent in this new testbed what none of the
University’s wireless networks was able to proviBe6 support in order to transfer

2 The only way of identifying the IPv6 address ofdbeice was by capturing WIFI packets when the
wireless network adapter of the PDA was turned od #hus notice the IPv6 address that the device
was publishing as part of the network discoverysgha
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the packets that the client would sent to the senfe meeting with an 1S&
representative suggested the following workarodie ISS would provide a global
IPv4 address to the PDA for its wireless networa@dr and then this address would
be used to create a 6to4 IPv6 address in ordendcessfully utilize the IPv6 over
WIFI connectivity option defined in our project. fdrtunately, until the end of
August the ISS was unable to provide the above iomed global IPv4 and thus,
keeping in mind the evaluation phase of this pitojécwas decided to also utilize
IPv4 over the “eduroam” wireless network of the \msity’s campus. Therefore, the
remainder of this Chapter will discuss the impletaan based on the fact that
eventually IPv4 was used for both the WIFI and GRBfhectivity options.

5.2.4 Using the GSM network

In order to be able to utilize the GPRS and SMSneativity options over the
GSM network two O2 pay as you go sim cards werehaged based on the fact that
02 has a good GSM coverage over the Mountain Re$domain that the
Cockermouth Mountain Rescue Team operates in. tinfately, O2 could not be
able to provide GPRS with the packet-switched opt®dpay as you go customers but
was offering instead the circuit-switched optionS{® charging each client per
minute of being connected even when it was notgusiea GPRS connectivity options.
Therefore an additional Orange pay as you go sid was purchased to utilize the
GPRS connectivity option and the SMS connectivittian on the client side and one
of the two O2 sim card was used for listening toSSpckets on the server side.

5.3 Client

The Client application was developed mainly in \&isC# with the aid of many
libraries and some extern calls to native DLL fumres in order to have lower level
access to the network functionalities of the PDA&n&ally, the client’s application
was developed having in mind that the Ipaq 6915lihased resources and should be
used with caution.

Figure 24 presents a high level class diagram lagid abstract interconnection for
the application developed for the client. Mainle tr ogr am static Class initiates
the application and creates an object of @G class which provides the main
functionality. TheGUl class includes a GUI form to hold all the elemeist are
presented to the rescue worker and also instastiaiae object of the
GPSConnect or class and one of tHePConnect or class. TheGPSConnect or
class provides the connection with the GPS dewvek iastantiates an object of the
NMEAI nt er pr et er class. Basically, the GPSConnector initiates aneotion with
either the external GPS device via Bluetooth oritkernal GPS module that the Ipaq
6915 has and continuously retrieves data usingrial smmunication with one of

21|SS is the Information Systems Service Departnidrdr@aster University.
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them. These data are passed to the NMEAInterpodtject which fires events upon
the information retrieved.

-

Program E3

| Static Class

«

al

GPSConnector
Class

Class

82

(%

. IPConnector )

¥

NMEAInterpreter o)
Class

v

Figure 24 : High Level Class Diagram illustratintheir interaction for the Client's application

The remainder of this Section describes the maenCtomponents. In particular,
Section 5.3.1 describes ti@Jl Class, Section 5.3.2 th@PSConnect or class,
Section 5.3.3 thé PConnect or class, Section 5.3.4 the Map feature, Sectiorb5.3.
the Log feature and finally, Section 5.3.6 des®ilb@o main restrictions that the
device presented.

5.3.1 GUI

The GUI object of the3Ul class is instantiated from the main method of the
Pr ogr am class and holds all the elements that the useld csee, along with the
main functionality of the client’'s application. Bhhuge class, composed of about
3500 lines of code, is split into two distinct logi and practical parts taking
advantage of the partial class implementation featd Visual C#. The first part of
the GUI class is theGUl . Desi gner. cs (automatically named by the Visual
Studio) including all the GUI elements that thectes worker can see and interact.
The second part is the partial implementation @ @&l class including the main
functionality of the application developed for ttient.

At this point it should be mentioned that this an#&bically done separation was
followed in order to keep the functionality of theogram as effective and simple as
possible, since theGUl . Desi gner and the partialGJl main functionality
implementation are constantly passing argumentsdoch other. An alternative
solution could be to create a totally distinct sldsr the main functionality of the
program but this would impose the implementatiomahy more background threads
and methods to pass arguments from one threaddihean a process that would
require much more of the valuable limited resourcdsthe PDA. The two
aforementioned distinct parts are going to be erathin the following Sections.
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5.3.1.1 GUI Designer

The GUI Designer includes 75 variables and 37 ndsho represent, update and
handle the elements of the GUI Form that is preserib the rescue worker.
Moreover, these functions are handling the intéacdf the user with the GUI and
the events that are triggered when GPS data harerbeeived.

The GUI of the client’s application is mainly congea of five different tab pages
to separate distinct parts of the application, grivain Tab, Client Tab, Server Tab,
Map Tab and Info Tab (identified in Figure 25).

GPS : Disabled 16:41:40 || GPS : Enabled 17:30:21
COM: Enabled [ | OFF |

GPS Coordinates : GPS Coordinates :

WIFIPckSent: #0 [ |0 db WIFIPck Sent: #10 [l | -70 dh
GPRS Pck Sent : #0 GPRS Pck Sent : #3
SMS Sent: #0 5MS Senk @ #2
Status: Deady to use! - Status: Zending packet wvia
|Main iClignt | Server | Map | Info Main | Client | Server | Map | Info
Figure 25 : Main tab-page of the client’s Figure 26 : Main tab-page of the client’s
application not in use application in use

Figures 25 and 26 present the Main tab of the eg@idn which is the main screen
that a rescue worker should look during a misskagure 25 presents the application
after it has been executed and being ready towiseteas Figure 26 presents the
Main tab while the application is functioning.

In the upper left corner of the Main tab two bdsigctionalities are presented to
the user; the GPS and the communication (COM), kvbauld be turned on and off
using the suitable button. If the user turns th&@inhctionality on then a connection
is going to be established with either the exteBRIS device or the internal GPS
module that the PDA has, based on the options ahosethe Client tab (presented
later in this Section). If the user turns on thenownication functionality, which can
be done only if the GPS functionality is on, thka tlient will start transmitting GPS
coordinates using the best suited connectivityompgvery 15 seconds. The upper
right corner of the Main tab presents the curremé tand the capacity of the battery of
the PDA.

The central part of the Main tab presents the kg and the latitude of the GPS
coordinates received from the GPS module in NMEAmMEt. These values are
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updated every time an appropriate signal is redeivem the GPS module and
transmitted to the application based on the anomgmdelegates, an inherent
functionality of Visual C# that enables method®¢ocalled when events are fired. On
the right side of the central part of the Main thb satellites that are used (locked)
from the ones that can be viewed are presented.

Below the GPS coordinates, distinct counters fer phackets that are sent using
each connectivity option are illustrated to theruddoreover, next to the WIFI
packets sent counter, the WIFI signal strengthresgnted in both graphical and
numerical format (db).

At the bottom of the screen, above the tab opti@msjnformative message is
given according to the functionality of the apptiica at any given time. For example,
messages like “Sending packet via (...)", “Changiegworks”, “Found eduroam” or
“Trying to reconnect” are likely to be presenteé@rth Finally, at the bottom right
corner of the Main Tab the current connectivity i@ptused is presented, namely
WIFI, GPRS or SMS.

-} { g |myProject;) @B dfa3z X
NodeID : |101 Server's Tel. : |DD44?92?1EIDQDD |
Sec. Code : (1234 Server's IP : () IPvd
GPS Device : () Internal

194,20,39,99

(@ External

Main | Client | Server | Map | Info Main | Client || Server | Map | Info
Figure 27 : Client tab-page ; Figure 28 : Server tab-page ;

presenting the settings for the client’s side presenting the settings for the server’s side

Figure 27 presents the Client tab page, illustgatire settings for the client’s side
of the application. On this tab, the rescue wort@an change the Node ID of the
device and its security code. The application dsmese “sanity” checks for the Node
ID and the Security Code values in order to be twaethey are always numbers and
their length is 3 and 4, respectively. Moreover tioa tab there is an option defining
if the application will receive the GPS coordinat@sn the external Bluetooth device
(Pretec GPS device, Figure 19) or the internal GR&lule that the Ipag has
integrated.

Figure 28 presents the Server tab page which ieslugkttings regarding the
server. In particular, the telephone number thatishbe used to send SMS messages
to and the IPv4 address that the IP packets shHoelldddressed to are presented.
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Again, sanity checks are also done to both theesdelephone number (a 10 digit
number) and the IP address field. As it can becadtin Figure 28 the IPv6 option is
currently unavailable based on the reasoning pteden Section 5.2.3.

Figure 29 presents the Map tab page that giveket@dscue worker the ability to
see his\her exact location on a map based on ti&dGérdinates that are presented in
the Main tab page (discussed in Section 5.3.4)ally, Figure 30 illustrates the Info
tab page which presents to the rescue worker éateved from the Satellites, such
as the current date, time, bearing and speed gid¢lsen who holds the PDA as they
are retrieved from the GPS module.

Satellites Info :

Date/Time : 31/08/07 17:43:20
Bearing ;39,87

Please tap here Speed @ 3.18765733mph

for your map to be foaded...

Please wart...
Main | Client | Server | Map | Info Main | Client | Server | Map |InFn:||
Figure 29 : Map tab-page Figure 30 : Info tab-page ;
(the button “Map Me!” has been tapped) presenting information retrieved from the

Satellites

5.3.1.2 GUI Main Functionality

This Section describes the main functionality oé w@wpplication which is the
partial implementation of th€Ul class of the client. Upon the creation of the obje
of the@GUI class, done on the Main method of Breogr amclass, the following five
actions are taken :

1) Initialization of all theGUI elements

2) Initialization of all theGUIDs that are the references that the class will hold

to refer to either the WIFI or the GPRS connection

3) Initialization of thelog file

4) Creation of aGPSConnector objectthat will “represent” the connection with

the GPS module

5) Creation of anlPConnector object that will “represent” the best suited IP

connectivity option at any time

When all the above actions are done successfudlyagiplication waits for the
rescue worker to firstly enable the GPS functidgaland then to start the
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communication by taping the ON button presentedhenscreen for both of them
(Figure 25). If the user enables the GPS functibnaand has not modified the
default option that is using the external GPS devie will notice a screen with all
the available Bluetooth devices that the PDA cosd@, and therefore he should
choose the Pretec GPS device to establish a Bliretmmnection with the external
device. If the user has chosen the internal GPSutadcbm the Client tab (Figure 27)
then he should also wait for the PDA to initialtbe internal GPS module. From that
point on, the application will display to the usaPS information that will be received
from the GPS module (discussed thoroughly in Sedig.2).

Consequently, the rescue worker will tap the ONtdwutto start the
communication phase and instruct the device tostrénGPS coordinates to the
server. At this point, the application performsi@as checks to identify if the WIFI
connectivity option is availablé If the WIFI connectivity option cannot be used at
that time, then the device will try to initiate @P&S connection. If either of the
previous IP-based connectivity options is succégpfiority given to WIFI) then the
device will try to open a socket with the serveeiothe successful connectivity option
and inform the user that he has been connecteldetsdrver. Whether the previous
procedure has been successful or not, in the chdmth the WIFI and GPRS
connectivity options failed to be initialized ortalm a TCP socket, the application
will initialize two different timers which will beised for the onwards communication.

The first timer, named asmerWifiSignalStrength, ticks every two seconds and
is responsible for updating the WIFI signal strénigidication on the Main tab page
on the screen. In order to achieve this updateriiopms the following actions in the
described order :

1) Acquires a reference of all the network interfaces

2) ldentifies the wireless network interface

3) Checks if the PDA has been connected to the defiiéd network®

4) Checks if the PDA has obtain a valid IP addtess

5) Acquires the signal strength (in db) of the wirslegslapters and updates the

WIFI signal indication on the screen.

The acquisition of the WIFI signal strength is ieplented with the use of the
OPENNETCEF library [70] based on the indications ti@ WIFI network driver can
provide to the developed application. This WIFInsigstrength indication can obtain
one of the following distinct levels ; excellengsal (higher than -50db), very good
signal (lower than -50db and higher than -70dbpdysignal (lower than -70db and
higher than -80db) and poor signal (lower than K0d

22 These checks are identical with the actions that timerWifiSignalStrength performs that are
described below.

% As described in Section 5.2.3 the eduroam wiraiessork of the University’s campus was used in
the testing and the evaluation phases of this ptoje

24 Although the PDA may have managed to connect tmady it may have for a significant number of
seconds a non valid —in this context- IP addres®.000) basically due to the authentication
mechanisms that need to take place before the sitiqniof a valid IP address. From the applicatisn’
point of view, when the PDA is connected to edurbainis using the 0.0.0.0 IP address, the WIFI
connectivity option is considered to be unavailable
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Parse Wifi signal
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Figure 31 : Flow Chart of transmitting the GPS codinates

The second timer is themerSendGPSand is actually responsible for sending the
GPS Coordinates. It is initialized when the uses $tarted the communication, and is
ticking every 15 seconds and sends the current GiR&dinates presented on the
suitable field, to the server. Its function, delsed in the flow chart of Figure 31, is
mainly done with the following actions in the dabed order :

1) Parses the current WIFI signal strengthfrom the field of the Main tab page
that has been updated from the timerWifiSignalStienif this value is higher
than -80db then it means that the WIFI signal gftiens considered to be at
least good and then the preferred connectivity ooptior sending GPS
coordinates is set to WIFI. If the WIFI signal valis lower than -80db or has
not been set, then the WIFI coverage is either moonone and then, the
preferred connectivity option for sending GPS camates is set to GPRS.

2) If the preferred connectivity option is differemtan the one that is used this
meansthat the application should swapto the other IP-based connectivity
option. If the used connectivity option was WIFIdathe application should
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swap to GPRS, then it tries to establish a GPR$\amion based on the
reference that it has for that connection and swapst. If the used

connectivity option was GPRS and the applicatioouth swap to WIFI, then
the GPRS connection is disconneéteahd the application swaps to WIFI.

3) The application tries tesend the GPS coordinateswith the use of the
IPConnector object over the preferred connectivoption that has been
previously identified. If this transmission faildyen the application swaps to
the backup alternative option, that is SMS over GaWd therefore tries to
send the coordinates via SMS.

The aforementioned high-level described procedsreone every 15 seconds,
which is the set interval for the application tmd@eoordinates. Due to hardware and
Operating System’s restrictions that are going éoekamined in Section 5.3.6 this
interval might not be followed precisely, mainly tine cases of swapping from one
connectivity option to another. For example, whiea application swaps from WIFI
to GPRS it has to wait for the GPRS connectionedutly established before it tries
to send GPS coordinates and also it can not senfl @kksages in the background
basically due to hardware restrictions (explaime&ection 5.3.6.2).

5.3.2 GPSConnector

The GPSConnect or class is used to represent the connection withGR&
module either the external GPS device or the ialeBPS module of the PDA is
used. An object of th&PSConnect or class is created on tl@J class so that the
GUl class will have a reference to that GPS conneclibe GPSConnector object is
mainly responsible for continuously obtaining datan the GPS module and pass it
as NMEA phrases to the object of tNWEAI nt er pr et er class that has created.
Consequently, the NMEAInterpreter object parsesddita that are received and fires
the appropriate events upon the validity of theaddthese events and handled by
EventHandlers of the GUI that are responsible fpdating the GUI Form that is
presented to the rescue worker and some globalblasi that are needed for the main
functionality of theGUl class. The high-precision NMEAInterpreter impletagion
used is written by Jon Person (author of the “GEI'Nl and slightly modified by the
author of this dissertation to make it more staibleour context. Moreover, the
GPSConnect or class was conceptually based on Marian Mohr’s emgntation.

In more detail, the GPSConnector object retrievesraargument from the GUI
object the GPS module that will be used, intermaéxternal, and tries to initiate a
connection with it. If the internal device is useden by trying to poll the COM7
serial port of the device at 56kbps baud rate litimitiate the GPS integrated module
of the device. If the external device is used diqmplprocedure on COM6 serial port
will pop-up the Bluetooth console to initiate thenoection with the Pretec GPS
external device. When the serial communicationuiscaessfully established then an

% Based on the software restrictions that the deviae (presented on Section 5.3.6.1) the GPRS
connection cannot remain active in the backgrountihas to be completely disconnected so that the
device would be able to obtain WIFI connectivitg &mform” the application that it could swap to
that.
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NMEAInterpreter object is created and all the ajppiade EventListeners are assigned
to events that could be fired from the NMEAIntetpreobject. The serial connection
is passed as an argument to a new thread thatamtinuously retrieve data from that
connection. When all the sanity checks for thaee#d data are successful then these
are passed to the NMEAInterpreter object for patsin

As a parenthesis, the NMEA format is the usual &drosed from GPS devices to
report the data that they have received from thelltas. According to the NMEA
protocol, there are 62 defined code phrases wittvaerage of 15 arguments each, that
include data from satellites varying from GPS alawadata, to wind direction, water
speed and satellites’ time [74]. Most of the GP8ials that are relatively cheep to
purchase could interpret the 19 most useful angufrtly used NMEA phrases that
are presented in Table 6 [72, 73]. Table 6, alstudes in bold the four significant
NMEA phrases that the NMEAInterpreter object of @auplementation could parse
and are of use for the developed client’s applicati

TABLE 6 : Most frequent NMEA phrases used (adaptedrom [73])
-the NMEA phrases used in the application are nawkith bold-

NMEA CODE DESCRIPTION

$GPBOD Bearing, origin to destination

$GPBWC Bearing and distance to waypoint, gceate

$GPGGA Global Positioning System Fix Data

$GPGLL Geographic position, latitude / longi¢ud

$GPGSA GPS DOP and active satellites

$GPGSV GPS Satellites in view

$GPHDT Heading, True

$GPRO0O List of waypoints in currently activeite

$GPRMA Recommended minimum specific Loran

$GPRMB Recommended minimum navigation info

$GPRMC Recommended minimum specific GPS/Transdata

$GPRTE Routes

$GPTRF Transit Fix Data

$GPSTN Multiple Data ID

$GPVBW Dual Ground / Water Speed

$GPVTG Track made good and ground speed

$GPWPL Waypoint location

$GPXTE Cross

$GPZDA Date & Time

When the NMEAInterpreter object parses a known gdri fires the suitable
events which trigger the appropriate EventHandléfeese EventHandlers are
responsible for updating tH8JI main class and global variables that are stored fo
the main functionality of the application.
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5.3.3 IPConnector

The IPConnector object that th@&Ul class holds represents the IP based
connectivity option that is used at a specific tingence both WIFI and GPRS
connectivity options are eventually implementedRwv4, the server listens on one
IPv4 address that the client is using to send packéher via WIFI or GPRS.
Although the current implementation of the applmat uses only IPv4, the
| PConnect or class can facilitate both IPv6 and IPv4 TCP sxcket

Upon the creation of the object of th®Connect or class, a socket is opened
with the server based on the IPaddress that the dzld passes as argument to the
constructor of the IPConnector class. Consequetitiy, object is used to send GPS
coordinates to the server over the instantiateetcand is responsible for informing
theGUl class if the coordinates have been sent succh&8fuh addition, if there has
been a failure in the transmission of the GPS doates, meaning that the socket was
“broken”, then this class uses a background thiteatbrce reconnection with the
server and the creation of a new socket for futitge under a specific connectivity
option. Finally, this class also informs the Maab tof the GUI Form for network
related issues, such as the IP address of thet,claélures in obtaining a socket or
failures in the reconnection procedure.

5.3.4 Map

Although presenting a map to the rescue worker m@tsa main part of this
dissertation it has been decided that it would heseful feature. Presenting a map
with a marker on a certain location based on therdinates obtained from the
satellites informs the rescue worker for his lowmatiin respect with a region.
Moreover, the Map feature was found to be valuableng the testing phases of the
project, because it enabled us to be aware ofxaet @oint on the map that the GPS
coordinates that are sent from the client to tineesecorrespond to.

The Map functionality is added on the applicatiaming the Google Maps API
v2.0 [75]. Basically, an html page that includegscript is created and is placed on a
specific webspac€. When the rescue worker opens the Map tab and taps
appropriate button (Figure 29), the client retrieviee current latitude and longitude
and converts them into their decimal equivalenis inocedure is mandatory because
the Google Maps API cannot parse latitude and tadgi in the NMEA format.
Consequently, a request is done on the describetfie passing as arguments the
latitude and longitude in decimal format along witie node ID of the client that
makes the request. This request is performed dwecdrrent IP-based connectivity

% The described implementation does not use ackngeieents in the application layer but can

programmatically monitor the TCP socket that is dider the transmission of the coordinates.

Therefore a boolean value is returned to the GUEkthkr the transmission was successful or not.
Based on the fact that the TCP protocol is usdd,itfdication was found to be accurate for the scop

of this project.

2" For the proof of concept of this project the htite that is using the Google Maps API can be found
at : http://www.lancs.ac.uk/postgrad/georgopp/maps/ictiéxm|
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option. The online file parses the arguments oféueiest and embeds a Map with the
region that the coordinates correspond to. Moreawvéballoon” marker is placed on
the exact GPS coordinates that the client sentiorequest. As a result a browser is
loaded (Figure 32) on the client side presenting itimp with the marker on the
defined location of the rescue worker (Figure 33).

Iy =
i Mininuo

[Main

MiNiMo

Figure 32 : Loading Minimo web browser Figure 33The presented Map with the
location of the rescue worker

Although the Map functionality can be used from #pplication that was created
for the client, it cannot clearly be stated thatsitan integrated part of it since it
launches an external web browser that makes thesseédor the map. Unfortunately,
the webBrowser container that the .NET Compact Eveonk provides and could be
totally integrated on the developed applicationsudee default web browser of the
Operating System, namely the Pocket Internet Egpl8r0. This version of pocketlE
supports a very limited set of javascript [76] tlennot provide the demanded
functionality using Google Maps and thus the Minimeb browser, developed from
Mozilla Corporation, was used. At this point it siitb be mentioned that Minimo,
which is currently the only free web browser forbite devices that fully supports
javascript, is using a significant amount of theowgces of the PDA, in terms of
memory and CPU workload, and therefore it was imeleted to display the location
of the rescue worker only on demand and not toupenaatically updated when new
GPS coordinates are obtained.

5.3.5 Log

The client includes a powerful Log function thatpapds to a log file a lot of
information regarding user input, data retrieveshfrthe satellites and network status
along with a timestamp. Moreover, this log file gatpdated with information
regarding the current connectivity option used,ghgload of the packets sent, the IP
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address of the client, the WIFI signal strengtls@cified intervals and many more
useful information.

The Log function has been implemented in such a s@ythat it could be
examined offline and give important information fine connectivity options used
and the network conditions that aided the decisibeach time. The underlying idea
for the Log feature of the application is to rectind available connectivity options
and network status at the specific coordinates timatrescue worker roams in the
Mountain Rescue domain. Hopefully, this log file wie provide a useful grounding
for the availability of the connectivity options gpecific regions and could aid the
future work that could be done regarding the clgapplication or the WIFI network
coverage that the team provides in the domain.

5.3.6 Main difficulties and restrictions

This section presents two main restrictions tha& device presented, one in
software and one in hardware, primarily affectirfge timplementation that was
developed for the client’s application.

5.3.6.1 Operating System’s restriction

Regarding the software restriction, the initial igasof the system included two
different classes, namely theéf FI Connector and the GPRSConnect or to
provide connectivity for the WIFI and the GPRS aectivity options, respectively.
The underlying idea was that each one of them wadtttess the server over its own
socket to the same IPaddrésand to different port. This way, when there was an
indication of poor WIFI signal strength, ti@PRSConnect or would establish a
GPRS connection, acquire a socket with the semeérba on hot stand-by when the
WIFI signal would be lost completely. Likewisetlie GPRS connectivity option was
used and when sufficient WIFI signal would have rbeéetected, the
W FI Connect or would initially try to acquire the socket with tiserver and then
instruct the GUI class to swap the transmissionts®fGPS coordinates to it.

Unfortunately, from the application’s point of viewindows Mobile 5.0 and
basically all the Microsoft's mobile Operating Saists that are based on the CE
platform, is using two different network componentgt are included into the
cellcore dynamic library of the Operating System expose access to network
resources [79]. The first component is the Conpeadilanager that, according to the
Windows CE Networking Team Weblog [78], “managdsnatwork resources” and
claims to “provide access to different destinatietworks”. The second component is
the Connection Planer “that is responsible for cihap one or a set of connections

% To be precise, the initial concept was that the MiBuld address the server to its IPv6 address, and
the GPRS to its IPv4 address. Unfortunately, adi@e&.2.3 described, that concept was modified
based on the fact that the wireless network ot#mepus could not provide IPv6.
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that will satisfy a connection request” [78]. Totpiti simply, in theory, if an
application demands a connection to the InterhetQonnection Planer will evaluate
all the predefined connection settings that thdagelias and instruct the Connection
Manager to initiate a certain connection to fagibtthe application’s request.

Unfortunately, in practice there are times when @manection Manager will not
follow the Connection Planner’s “proposal” basedsome specific criteria. Quoting
again from Microsoft Windows CE networking team’sod [78], Connection
Manager might “restrict network resources to défdr connection requests from
applications based on their priority and resoursesgurity properties”. For example,
if both a WIFI and a GPRS connection are UP andAhiel connection is used from
an application, the Connection Manager will not pw@the GPRS connection even if
the Connection Planner might instruct it to do,dobsn some defined criteria. One of
these criteria is that a WIFI connection generaltgvides more bandwidth than a
GPRS connection and thus the Connection Managérnail swap from WIFI to
GPRS when the Connection Planner instructs it toitddVoreover, there are
occasions when the Connection Manager will not swapediately from a GPRS
connection to WIFI based on the fact that a GPR$hection is costly in terms of
time while establishing the connection and therefilnie Connection Manager waits
for several seconds to swap from GPRS to WIFI.

To make things worse, the Connection Manager casuqmort packets being sent
and received from more than one active IP-basedemion at the same time. To be
precise, two or more IP-based connections could“WR”, for example being
connected to both a WIFI network and have a GPR®#adion established at the
same time, but packets can be transmitted only ower of them. Therefore, our
initial design for having two different classesW €l Connector and
GPRSConnect or), one active and one on hot-stand by, was repldasd the
| PConnect or class described in Section 5.3.3 due to the ctistns of the
Connection Manager. As stated, there was no chdocehaving one socket
transmitting packets and another one being condextd waiting on stand-by.

For our scenario in the Mountain Rescue Domain,iaratder to be able to swap
from WIFI to GPRS a hybrid implementation was usedaccess functions in the
coredll.dll and cellcore.dll libraries. The implentation developed for the client’s
side totally overcomes the Connection Planner andbie to directly instruct the
Connection Manager to which specific network it idoconnec®’. Unfortunately, as
described above the Connection Manager was nobwoly immediately our
instruction as it did not follow the instruction tiile Connection Planner.

There are two apparent swapping procedures, nasvedypping from WIFI to
GPRS and swapping from GPRS to WIFI. In the fiete; although the application is
able to identify poor WIFI signal strength, establa GPRS connection (handled as a
dial up connection with the telecommunication pdev) and instruct the Connection
Manager to swap to it, the Connection Manager d@oé$ollow our instruction until it
looses the WIFI signal completely. This functiothalincreases the possibility of
loosing packets transmitted over a WIFI socket wimefact the WIFI signal is too

% This was developed with the use of a library F@RENNETCF Corporation [70] and by platform
invoking functions to native DLL files.
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low. In the second case, swapping from GPRS to WAEhough a WIFI network
might have been available, the Connection Manageldcot follow our instruction
to immediately swap to the WIFI network when theR&Pconnection was active. To
confront this inefficiency the following workaroundas implemented. When the
application needed to swap from GPRS to WIFI, ehogtvas implemented to iterate
through the RAS® connections and shuts down the GPRS manually, théthaid of
the coredll.dll library, so that the Connection Mger will be “forced” to identify that
there is no other valid connection apart from tbenection to the WIFI network and
eventually swap to that.

5.3.6.2 Hardware’s restriction

The Ipaq 6915 is equipped with a GPRS class B meodvhiich has some
restrictions in terms of connectivity [81]. Class®’RS modules can be connected to
GPRS and GSM service but are able to use only bregiven time [42]. When a
request is done for one service, then the othentemporarily suspended until the
service is fully completed. Regarding our projebe described limitation presented
significant restrictions in the two following cases

When the application was able to identify that WiE=1 signal strength was poor
or zero, it initiated a GPRS connection so thatauld swap the transmission of the
GPS coordinates to that. However, the GPRS commeaogeds at least 10 seconds to
be established and in addition, the applicatiorukhbrstly acquire a TCP socket and
then swap to GPRS. Many tests during the developpiease prove that if the client
was sending SMS messages during the procedureatiiisking a GPRS connection,
the GPRS connection could not be set up at allghlybbecause the GPRS module
was suspended during the transmission of SMS messdde workaround that was
found in order to initiate the GPRS connection wasactually wait until the
connection is set up and then start sending SMSsages. The impact of this
workaround was that the application was not ablsetod GPS coordinates in fixed
intervals but was —at least- making the GPRS cdioreavailable for future use.

The other case that the class B GPRS module isteifeis the acquisition of the
TCP socket over the GPRS connection that has g@est mitialized. When the GPRS
connection has been successfully initialized, anthare is no WIFI connectivity, the
application will swap to SMS messages in orderdaable to send GPS coordinates
until the application will be able to acquire a TGBcket. Again, during the
transmission of the SMS messages, the GPRS sewrisaspended and thus the
GPRS socket might be more difficult to acquire agimtimeout.

30 RAS stands for Remote Access Service.
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5.4 Server

The application that was developed for the servmt tis located at the
headquarters of the Cockermouth Mountain RescuenTeas developed in Visual
C# using the .NET framework v2.0 in Visual Studi@03. The requirements of the
server application mainly demanded that the sestreuld be able to listen for packets
sent from the clients regardless the connectivgjiom used. The server application
consists of a multi-threaded implementation thstehs to a global IPv4 address for
packets sent either via WIFI or GPRS and has at&itle connection with a mobile
phone to listen for SMS messages (Figure 21). EHmeamder of this section will
describe the GUI of the server and its main fumaiy (Section 5.4.1), the GSM
module (Section 5.4.2), the Map functionality ($®et5.4.3) and its detailed log file
(Section 5.4.4).

5.4.1 Main Form Class

The Mai nFor m Class of the server is composed of two distingficial and
practical parts, similar to the ones that the tliead, developed with the partial class
implementation  feature of Visual C#. The first onels the
Mai nFor m Desi gner . cs partial class which holds all the GUI elementsthod
form that the rescue coordinator notices on theeseapplication and handles all the
interaction with the user. The second one is thiagddai nFor mclass that includes
the main functionality of the server. The two afoemtioned parts are going to be
described in the following sections.

5.4.1.1 GUI

Figure 34 presents the GUI of the server applicati@at has just been initialized.
TheMai nFor m Desi gner partial class includes a main central area pregghivo
tab pages, the Map and the Log, and also two pametke right side, presenting the
server status and information for the last packegived.

Starting from the tab pages of the main centrad,afee Map tab page presents a
map and a marker on the exact location of the tctiest sent the last packet. If the
marker is clicked then the exact longitude, latwhd the node ID of the client that
sent the packet is presented on the screen (tiiissisated in Figure 34). The Log tab
page (Figure 35) presents an extensive Log witlrinétion regarding all the
functionalities of the server and a lot of inforroat for all the retrieved packets.
Basically, the rescue mission coordinator monities Map tab along with the two
side panels that present all the information nedoled mission.

The panel that is located on the upper right sidihe server application presents
the status of the server regarding the three @éifiteconnectivity options that are
supported. Therefore, the mission coordinator eanvshich of them are enabled and
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the server currently monitors for packets. Appraaributtons are also presented on
the panel so that the rescue coordinator could@Nrand OFF the listening functions
for each one of them. In addition, the server st@@anel presents a counter for each
connectivity option so that the user could be avedrhe number of packets received
from each connectivity option. Furthermore, thisngla presents additional
information such as the IP address and port tleaséver is using for listening for IP
packets and the serial port that the server usesrnwnunicate with the GSM module,
which for the proof of concept of this projectaidNokia 6230i mobile phone.

5] my3Server |ZJ@ E|

Server Status : st

WiFi : Enabled []IPv
IP 134803393

Part: 10000 #4
GPRS : Enabled aw || oF
IP: 134803393
Part: 10000 #5
" Node ID : #101 % | | GSM : Enabled o
Latitude : 54.0052716666667 7 Phore :  Mokia 62301 Connected

| Longitude : -2.785045

Part #1

Last packet received :

Type :GPRS #10
Mode [ ©o1m
Time Sent o 171608162 31,0807

Time Received :© 17:16:12:1642 31/08/07

Nmea Coordinates
Latitude  : 54°00.3163"M

Longitutke  © 002°47 1027 "
Decimal Coordinates :

Latitude : 54.0052716

Longitute  : -2 785045

Figure 34 : The server application monitoring a “ission”

The panel that is located on the lower right coofehe GUI presents information
for the last packet received. In detalil, it disgldlye connectivity option that was used
to sent the last retrieved packet, the node Ihefdient that send it, the time that the
packet was sent and the time that was recdiv&dirthermore, the coordinates of the
packet that has just been received are presentdubtin the NMEA and decimal
format. Finally, a counter on the upper right coroé this panel presents the total
number of packets received.

3L At this point it should be mentioned that the teet and received that are presented for the last
packet received should not be considered as fubumate as the time for the client and the server
were synchronized manually.
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nmyServer

Server Status : st
| Map Log

WiFi - Enabled [P o
IP: 19480.33.99
Port: 10000 #0

Server Started

31/08/2007 - 16:32:06

[16:33:06] GUI compaonents intialized successhuly GPRS : Enabled ON- || 2F
[16:33:08]

[16:35:58] WiFION button invoked : Initisliing Socket for both WIFl and GPRS Service IP. 134803393

[16:35:58] WIFI Service : Enabled [IP: 194.80.39.99 / Part : 10000] Port: 10000 #0
16:35:58]) GPRS Service ; Enabled [IP ; 194.80.33.99 / Port ; 10000] .

16:35:58] ListeningConnecting'/IF1 Thread Invoked
16:35:58] Listening for clients [wWIFl and GPRS Socket)...
16:35:58 GSM : Enabled

16:35:58] [ListeningConnectingw/IFl Thread] My IP address iz : 194.80.39.99 : y

16:35:58] [ListeningConnecting'w/IFl Thread] IF version : Version 4 Phane :  Nokia B23(0i Connected
16:35:58] [ListeringConnecting'/|Fl Thread] mListening'w/IFIS ocket created succesfully

[16:35:58] [ListeningConnecting'/IFl Thread] mlisteningw/IFISocket bound succesfuly Port m il #0
[16:35:58] [ListeningConnectingw/IFl Thread] mListening'/IFISocket listens...
[16:35:58]
[16:35:59] GSMOM buttar invaked : Initializing GSM Service

16:35:59] [ReceivePortFromGUI)] Trving to receive the COM port from the GUI

Last packet received :

16:35:59] [ReceivePortFromGUI[)] | have a valid COM Port from GUI : &
16:35:59
16:35:59] Initializing connection with the mobile phone

16:35:59] Settings : [COMPart : 5] [Baudrate : 9600] [Timeout : 300ms]

16:36:01] Registing events with event handlers :

16:36:01] commT ok obile. PhoneDisconnected event successfully connected with cormm_PhoneDisconnected() function
[16:36:01] commT ok obile. MessageR eceived event successfully connected with comm_MessageR eceived]) function

Type
MNode [D

Time Sent

o= #0

[16:36:01] Successfully enabled meszage rauting to commT aiMobile Time Received @ -
16:36:01] Mobile Phone successfully connected to COMS !
16:36:01
16:36:01] [Showabilelnfal]] Shawing mabile phone's information :

16:36:01] [Showtobilelnfol]] b anufacturer : Mokia

16:36:01] [Shawobilelnfal]] Model : Mokia B230i

16:36:01] [Showhobilelnfo[)] Revision : ¥ 03,40 23-05-05 RM-72 GSM P1.1 (o) NMP,
16:36:01] [Showhabilelnfal]] Serial number : 357618000011629

16:36:01] [Showtdobilelnfol)] Successfuly retrieved mobile phone's information.
16:36:1

Nmea Coordinates
Latitude

Longitute ;-

Decimal Coordinates :
Latitude

Longitute © -

Figure 35 : The server application listening foragkets and presenting the Log tab page

5.4.1.2 Main Functionality

The server application starts listening for packsgat from clients when the
rescue worker coordinator enables the suitablenisg functions. Therefore, when a
user clicks on the “ON” button of the WIFI connedly option (Figure 35) the server
creates a socket bound to its global IPv4 addressliatens for packets on port
10.000. This user’s action also enables the GPR&ulaas the server listens only to
one IP address for packets sent using either IBdbesnnectivity option. When the
user enables the GSM module then a serial comntionca initiated over Bluetooth
with the Nokia 6230i mobile phone.

Regarding the implementation for listening to IPclgs, the server uses a
separate thread to listen for clients that try ¢equire a TCP socket and initiate a
connection. When such a request is identified passed over a different thread to
facilitate the connection with that client and rigeedata over the instantiated socket.
Therefore, the initial thread is able to listen foore clients’ requests. The thread that
holds the socket with a client continuously reteg\packets from it and passes them
to a specific method, entitled as ParseReceivedfitri), which parses the payload of
the packets retrieved. This method is used foryexeceived packet (even for SMS
messages) as every message has a defined unifonatfo
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Initially, the ParseReceivedString(...) method sptit® received payload into
“words”, based on the delimiter character “#”, gretforms numerous checks to be
assured of the validity of the retrieved data. mefbthe following actions are
performed in the defined order :

1) Check if every word has a valid format based ondined length and on the
fact that some words should include some speceachers. For example the
longitude and latitude values should include therabter “@”.

2) Check if the node ID and the security code of tientthat sent the packet are
valid.

3) Check if the sequence number of the packet recesvealid.

4) Identify the connectivity option that was used apdate the suitable counter.

5) Update the panel that holds the information for ltet retrieved data (node
ID, time sent, time received, GPS coordinates inB¥Mormat)

6) Call a function to transform the GPS coordinatesnfrNMEA to decimal
format.

7) Check that the converted decimal coordinates qoores roughly to a position
in the UK.

8) If the coordinates are not the same with the omesiqusly retrieved then a
request is made to update the Map on the suitablpdge.

The above described procedure is done in everyepdblt is retrieved from a
socket until the client gets disconnected. If anSSMessage is retrieved (discussed
thoroughly in the following Section) the ParseReedbtring(...) method is also
called with the payload of the SMS as an argum@generally, the server application
continuously listens for incoming packets until fitmctions are disabled by clicking
the OFF buttons for each functionality.

5.4.2 GSM Module

For the proof of concept of this project, the serige able to listen to SMS
messages by monitoring the SMS messages retrigvad\mkia mobile phone over a
Bluetooth connection. This functionality is writtevith the aid of the GSMComm
library written by Stefan Mayr [82].

Basically, and before the server initiates the Gfakttionality, both the server
and the Nokia Mobile phone should have turned @ir tRluetooth adapters. When
the user enables the GSM functionality on the s&rapplication, a serial connection
is created over Bluetooth between the mobile phaoweethe server. From this point
on, the server application is able to query the itaophone with AT commands
addressed to its internal modem that is exposedtbeeBluetooth interface.

When the Bluetooth connection is initiated the serapplication assigns a few
EventListeners to listen for events that are fibteded on the status of the mobile
phone. Moreover, the server application enablegnationality that forwards every
arrived SMS message from the mobile phone to thees@and deletes the message
from mobile phone. The most significant EventListethat is assigned for the GSM
functionality is the comm_MessageReceived(...) tizatfiired when a new SMS
message is forwarded to the server applications hitthod decodes the received
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SMS to an SMSPdu unit and strips the actual datiathie SMS carries (the text) from
all the other information. Consequently, all théormation regarding the sender of
the SMS and the time sent are presented on thddlbgage, and the actual string is
passed as an argument to the ParseReceivedStringéthpd that is responsible to
analyze the content of the message as was desnils&ttion 5.4.1.2.

5.4.3 Map

The Map tab page, illustrated in Figure 34, is oesjible for presenting a Map to
the rescue mission coordinator and is automaticalpdated when new GPS
coordinates arrive regardless the connectivity amptthat was used for their
transmission. There are three distinct occasione We server application does not
automatically update the map, namely when the Gé#8dmates are composed of
zeros, when the GPS coordinates seem not to corréddp location points inside the
UK?*? and when they have not changed from the previoeslgived coordinates from
the same client.

The Map tab page includes a webBrowser contairarabts as the one that was
described for the client side, with the only diéfece being that the functionality for
the server side is completely integrated into #rees application.

5.4.4 Log

The server application includes two different typafslogging functionality,
namely the Log tab page and a log file. Both logdieatures are almost identical
with some exceptions when the application starts doses because at that time the
log file has to be treated differently. Every tirttee server application starts and
closes appropriate entries with the date and timengitten to both of them, and from
this point on, every entry includes a timestamp.

The logging functionality includes extensive infation for each action taken on
the server’s side and details for each packetvedethe way that it was retrieved and
its payload. Generally, the log feature is impletadnn a way so that it would enable
a study of the chosen connectivity option that edent used in each location in the
Mountain Rescue Domain, hopefully, enabling bettetwork support for the
Mountain Rescue Team.

%2 A rough decimal estimation for coordinates thatrespond to location points inside the UK notices
that the received latitude should be higher thanad@ lower than 60, and the received longitude
should be higher than -6 and lower than 2. Thiggloestimation is used because there are times when
the GPS unit on the client’s side is giving erramenformation. The decision for making this sanity
check on the server side and not on the client dgased on the fact that the server applicatieads

to receive data from the client in order to have iadication that the client is “alive” and does
transmit data regardless of their validity.
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Chapter 6 : Evaluation

This chapter evaluates the designed and implement&odtype system that was
developed to provide location awareness in a MaanRescue Domain. Section 6.1
sets the scene and the scenario that is going todeel for the evaluation of this
project and Section 6.2 describes the actual evmlngrocess, refereed onwards as
the Experiment. Section 6.3 analyzes the resuheoExperiment and finally, Section
6.4 evaluates thoroughly the developed applicatlmased on the initial requirements
and the analyzed results from the conducted study.

6.1 Setting the Scene and the Scenario

The overall system that was designed and develapethis project is composed
of three main parts, namely the client, the searet the communication framework
focused on the Mountain Rescue region that the @ooduth Mountain Rescue team
operates in. The application that was developedHerclient equipped it with the
ability of obtaining GPS coordinates and identifyithe best suited communication
option based on their availability and prioritizati defined in the communication
framework. Moreover it enabled the client to uglithe defined connectivity option
for transmitting the GPS coordinates to the senfethe Mountain Rescue team
located at the headquarters in Cockermouth. Thécappn that was developed for
the server was able to listen for messages regardiethe connectivity option that
was used for their transmission.

In order to evaluate the designed system it wasddédcthat a region with
heterogeneity in the availability of the communicat options defined in the
communication framework, was required. Moreover,tl@s primary connectivity
option is to use the WIFI network for the transneoiasof the GPS coordinates, an
environment with heterogeneous WIFI coverage waso alequired. As the
communication networking model developed from thetwork Mobility group
(described in Section 2.1.2) has not been fullylaega in the Mountain Rescue
domain of our interest, and as such an evaluatiomdvoe completely unfeasible and
unpractical to run, the campus of Lancaster Unitxergas chosen to be the suitable
scene for the evaluation of this project. Figure B&sents a map of the WIFI
coverage of the Lancaster University’s campus, ipgpthat it is an ideal environment
to evaluate the outcome of this project, as it ples heterogeneity in the WIFI
coverage imitating the availability of the WIFI @age in the Mountain Rescue
Domain.

The devised scenario for evaluating the developetbtype of this project was to
run the server application on a PC located in réd®i of InfoLab21 imitating the
server of the Cockermouth Mountain Rescue Teaminiitate the rescue worker’s
mobility it was decided that we should roam acrcamsipus holding the PDA running
the client’s developed application and the exte@RS device.
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Figure 36 : Map of the Lancaster University's camg identifying the WIFI coverage

The wireless infrastructure of the campus’ netwgrovides three different
wireless networks, namely the eduroam, the edunvam-and the lancaster. The
eduroam wireless network is considered to be seawsimg WPA network
authentication and TKIP data encryption mechanis@ace a client has been
configured to use eduroam, then the login procedisutomatically handled by its
Operating System. The other two available netwogklsiroam-web and lancaster, are
insecure and every time a client wants to utilizent it needs to login using a web
authentication procedure.

Since our intention was to roam across campus & decided to utilize the
eduroam network so that we did not have to webemtitate the client every time we
were in the vicinity of another access point. Mo an ISS network specialist
informed us that by using eduroam the client wiitaon the same IP address and will
be able to roam with it across campus. Thereftwe Ipag 6915 PDA that we had in
our disposal was set up to be able to login to @aur automatically using the
credentials of the author of this dissertation. &nfnately, as Windows Mobile 5.0
did not provide the suitable options for setting tine settings for eduroam, the
SecureW2 program was used to set up the WIFI fonatity for this network on the
PDA [85].

6.2 The Experiment

In order to follow the above described scenariopacsic route was defined
illustrated in Figure 37. The server applicationswset up at a PC located at
InfoLab21 and all the listening features were emdbllo be precise, the server was
listening to its global IPv4 address 194.80.39.88 port 10.000 for IP packets being
sent either via WIFI or GPRS, and was also listgrfor SMS messages over its
Bluetooth connection with the Nokia 6230i mobileoph.
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Figure 37 :Map of the Lancaster University's campus identifig the
route and direction of our experiment

On the client’s side the application was executed thhe GPS functionality was
enabled using the external GPS devite Consequently the communication
functionality was also enabled and we decided {lmvothe specific route that is
illustrated in Figure 37. Basically, our startingiqt was at Infolab21, in the room
where the server was located, and we decided t& wafaing the spine till the
Chaplaincy Center and then walk back to the Inf@laliollowing the road that
passes next to the Ruskin Library and the Uniwgsskiotel.

In brief, while we were still inside the InfolabZhe client was sending GPS
coordinates via WIFI. While exiting the InfolabZhe application identified that the
WIFI signal strength was poor and established a &B&nection. While we were
drewing away the InfoLab21 the application triecatmuire a TCP socket over GPRS
and send three SMS messages as there was no Wigilage and as the TCP socket
over GPRS was not initialized yet. When the appibcamanaged to acquire the TCP
socket over GPRS it swapped to it and started sgr@PS coordinates over it. From
that point on, GPS coordinates were sent only B&E through the whole route until
we reached back the InfoLab21. While entering lafo21 the application detected
WIFI connectivity disconnected the GPRS connectma tried to acquire a TCP
socket over WIFI. During this swapping procedure &MS was sent and then the
application started sending GPS coordinates ovéil WI

Figure 38 presents the status of the client’s appbn just after the end of the
experiment. As it is illustrated the client senpd&ckets using the WIFI connectivity
option, 77 packets using the GPRS connectivityompéind 4 SMS messages. Figure
38 also illustrates the last pair of GPS coordmatent and the last WIFI signal
strength indication before the end of the experimen

33 Before our experiment, the external GPS devicetwamed on and left outside the InfoLab21 for a
couple of minutes. This workaround was done in otolde able to initialize the communication with
the satellites and “lock” the signals from the orthat were on its sight. With this procedure, thent
was able to send valid (not zero) coordinates white were inside Infolab21 and also was able to
acquire live GPS coordinates really fast from astfsteps outdoors.
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Figure 38 : Status of the Main tab-page of the
client’s application after the end of the experimen

Figure 39 presents the status of the server's egipdn after the end of the
experiment. As it is illustrated the server iddatf 7 packets sent over WIFI, 77
packets sent over GPRS and 4 SMS messages retdaxiad the experiment.
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Figure 39 : Status of the server’s application aftthe end of the experiment

The log files of both the client and the serverimyrthe described experiment
could be found at the website that accompaniesdikisertatior{’. In addition, since

34The URL for the mentioned websitdip://www.lancs.ac.uk/postgrad/georgopp/mscprdject

MSc Dissertation, Location Awareness in a MounRéscue Domain, Panagiotis Georgopoulos

68



Chapter 6 : Evaluation

the server application was recorded during the s/leaperiment, the aforementioned
website includes a video with what a person sittimfyont of the server’s application
could see during the conducted experiment.

6.3 Analyzing the Results

In order to evaluate the developed system agamsdéefined requirements, the
results of the described experiment should be asdlythoroughly. The analysis
presented below is the outcome of a thorough exatiom of the log files.

Regarding the main scope of this project, thabibé able to identify the best
suited of the available communication options, tésults presented on the previous
Section illustrate that the client used all theresstivity options and swap from one to
the other based on their prioritization and avalityb Figure 40 graphically
represents the location of the retrieved GPS coatds and the connectivity option
used for their transmission during our experiment.

Figure 40 : Graphical representation of the GPSardinates that were sent and the
connectivity option that was used during our expeent>

% Figure 40 was created using a modified implemeatatf the html (with javascript) file that the
server and the client uses for presenting a Matéouser. The initial and final location points ¢and
InfoLab21) are manually spread a bit so that thay be recognized.
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However, it was expected that the application waultze the WIFI connectivity
option a lot more during the experiment as theeesgecific areas along our route that
present, based on Figure 37, good WIFI coverageaBgfully examining the log file
of the client it was identified that our applicatidid not get any indication from the
Operating System that the device was connectediiocoam. By tracing more this
indication we found out that eventually the deviaes not able to connect to eduroam
at all during this route. Many similar experimentere conducted to identify the
cause of this problem and it was found out thatrite device was using WIFI and
then was establishing a GPRS connection, the Qpgraistem could not connect to
the eduroam WIFI network from access points alomgnpus even when our
application was closed. Furthermore, the device uvedble to connect even when the
wireless adapter was restarted.

As the inability of the device to connect to theiexhm WIFI network along the
defined route was not a problem of our applicaties conducted an ISS network
specialist to investigate the issue and find otthére are similar issues reported with
PDAs running Windows Mobile 5.0. After thorough @stigation of the probleth
and many repetitions of the experiment the follaystatements were identified :

1) The WIFI signal strength along the route was ndficsent for a device that
has a small antenna and thus the PDA was “logicalhable to connect to
eduroam.

2) The WIFI signal strength along the route was flathg a lot and thus the
PDA was not able to perform the EAP authenticapoocedure in such an
environment.

However, the above described statements can ndaiexphy the device could
not be able to connect to eduroam when we werddartsie Chaplaincy Center where
there is sufficient WIFI coverage. On the otherdatihe PDA was able to connect
again to eduroam when the experiment was abounighfand we have come back to
Infolab21. Discussing this issue with the ISS neknspecialist he stated that there
might be an issue with the DH&Rervice, and to be precise, that the DHCP lease
might not expire soon enough in order to “push” dewice to establish a connection
to eduroam using different access points. Thougich san issue, could not be
examined as the DHCP service is used by thousahdsess on the University's
campus.

Moreover, a research on the Internet identified tihere are a lot of similar issues
reported for PDAs that run Windows Mobile unablecomnect to WIFI after having
initialized a GPRS connection. In addition, thehmutof this dissertation contacted
Peter Foot, a Microsoft Device Application Develgpp&ho clearly stated that
“having GPRS and WiFi connections concurrentlyas awell supported scenario” in
devices running Windows Mobile 5.0 or 6.0 [80]

% We conducted the experiment again with the aith@fi$S network specialist holding a laptop and
walking next to us holding the PDA. During this e&pon it was found out that indeed the signal
strength along the route was not sufficient in saweasions neither for the laptop nor for the PDA t
connect to eduroam. However, there were times wlhetaptop was able to connect to eduroam but
the PDA could not.

3" DHCP stands for Dynamic Host Configuration Protoemid enables a client device to acquire a
valid IP address from a server in a specific net#6].
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To sum up, the developed application was able @&ntifiy the best suitable
connectivity option at any given time and send @GB&rdinates via it. The fact that
the Operating System was not able to connect tooadu either due to poor signal or
after initializing a GPRS connection is beyond dwope of this project as the
thorough examination of the problem made us confitleat there was not a problem
in the application’s side.

Another interesting point in the results of the dacted experiment is that the
client application sent 9 packets over WIFI but sleever managed to receive only 7
of them. By carefully examining the log of the s&rit was identified that the packets
with sequence number 00005 and 00006 have notreeeived. The log snippet from
the client that is presented below identifies tth@se packets “were sent” when we
were exiting the InfoLab21. As can be noticed ia kbg the WIFI signal indication is
really poor (-90db) and therefore the applicatidentifies that it should swap from
WIFI to GPRS, according to the Flow Chart presemegigure 31. According to the
implementation of this procedure our applicatiostincts the Connection Manager to
swap from WIFI to GPRS but as it can be noticediten log the device continues
transmitting packets over the WIFI network. Thiddeor was discussed in Section
5.3.6.1 (Operating System’s restrictions) as, unfmately, it is known that the
Connection Manager operating component does nayaMollow the application’s
connection request.

[ 13:34: 19] Found eduroam | P: 148. 88. 249. 252, Signal:-90

[ 13: 34: 21] Found eduroam | P: 148. 88. 249. 252, Signal : -90
[13:34:22] Tinmer Ticked - Sending Coordinates

[13:34:22] Current signal : -90

[13:34:22] Current way : WFI

[13:34:22] | will send coordinates with : GPRS

[13:34:22] Current way is different fromthe one that i want to
use

[ 13: 34: 22] Changi ng networ ks

[13:34:34] | will send this : #WFI#101#1234#00005#13: 34: 34: 3434
04/ 09/ 07#54@0. 3187" N#002@47. 0920" Winor mal #

[ 13: 34: 34] Sending packet via WFI

[13:34:34] WFI pcks : 5

[ 13: 34: 35] Found eduroam | P: 148. 88. 249. 252, Signal :-90

[ 13: 34: 35] Found eduroam | P: 148. 88. 249. 252, Signal :-90
[13:34:37] Tinmer Ticked - Sending Coordinates

[13:34:37] Current signal : -90

[13:34:37] Current way : WFI

[13:34:37] | will send coordinates with : GPRS

[13:34:37] Current way is different fromthe one that i want to
use

[ 13: 34: 37] Changi ng networ ks

[13:34:37] | will send this : #WFI#101#1234#00006#13: 34: 37: 3437
04/ 09/ 07#54@0. 3187" N#002@47. 0920" Winor mal #

[ 13: 34: 37] Sending packet via WFI

[13:34:37] WFI pcks : 6
[ 13: 34: 37] Found edur oam
[ 13: 34: 39] Found edur oam

148. 88. 249. 252, Signal : -90

| P:
| P: 148. 88. 249. 252, Signal:-90
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Analyzing more the results of the conducted expeninit could be stated that the
application followed the 15 second interval amohg transmission of the GPS
coordinates when it did not have to swap from amenectivity option to another. In
the case of swapping from WIFI to GPRS, there w&S seconds gap when the client
was not transmitting any coordinates. This gapxplaned from the fact that the
application waits for the GPRS connection to baldsthed and cannot send SMS
messages on the background due to the hardwamitiest described in Section
5.3.6.2. Moreover, after the initialization of tli@PRS connection the application
needs more time to acquire the TCP socket

Concluding the analysis of the results from thedembed experiment it can be
stated that the developed application for bothdlent and server side behaved as
expected. Although, the inability of the Operattgstem of the PDA did not provide
the opportunity, during the described experimeatevaluate how the application
behaves during multiple demands of swapping frore @onnectivity option to
another, tests in the vicinity of InfoLab21 showattthe developed prototype is able to
swap when the Operating System provides the meaming so.

6.4 Evaluation against Requirements

This section evaluates the outcome of the projgeinst the requirements that
were defined and described in Chapter 3. Mainlg, thquirements of this project
were set regarding three distinct parts of the ldgesl system; the application on the
client side, the application on the server side #ma envisaged communication
framework that defined the connectivity optionsttbauld enable the transmission of
GPS coordinates from the clients to the server.

At this point, it should be highlighted that thets of this project and the overall
aim of it was to equip a mobile device with the alaifity of sending GPS coordinates
to a server via the best suited wireless communitaiption among the ones that
could be applied in the Mountain Rescue domains &m was successfully achieved
and an Ipaq 6915 PDA was equipped with the abditydentifying the available
communication option (WIFI, GPRS or SMS) and uiiliz it to send GPS coordinates
to the server.

6.4.1 Communication Framework vs Requirements

The first part of this project was to theoreticadlyd practically study and define a
communication framework that could provide the gwing for the communication
between a client and a server. This communicatiaméwork succeeded in defining
three different connectivity options that could &eplied on the Mountain Rescue
Domain considering the transmission of GPS cootdsaThe first connectivity
option was to transfer GPS coordinates via IPv4P»6 over a WIFI network, the
second one was via IPv4 using GPRS over the GSiMonktand the third one was to
transmit them as SMS messages via the GSM network.
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The defined connectivity options were carefully ntged, assessed and
prioritized based on main criteria, namely theiai&@bility, cost to be purchased and
ran, the extensibility that they can provide, thability to follow technological
evolution and their practicality. Although theirotiough evaluation could only be
done with studies on the Mountain Rescue Domainatidor of this dissertation
believes that the devised communication framewodets) its requirements as it
successfully provided the grounding for the appiica developed for the client.
Moreover, the properties that were used to defirecommunication options included
in the communication framework, are general enotghprovide a promising
framework that could be reused or extended for rotiework services in such a
domain.

6.4.2 Client vs Requirements

The high-level requirement that was set for theliegpon that was developed for
the client side was met as the conducted experipr@ved that the application was
able to identify the best suited connectivity optand utilize it for transmitting GPS
coordinates. This high level requirement was spid more detailed ones that should
be evaluated one by one. Therefore, the detailgdireaments for the application
developed for the client side were :

» |t should be able tacquire real-time GPS coordinates.

o The developed application was able to acquiretiesd-GPS coordinates either
from an external GPS device or from the internalSGRodule of the PDA. The
conducted experiment proved the use of the ext&R& device.

* |t should be able tadentify which of the predefined connectivity optis are
available

o The developed application was able to identify @neailabilty of each
connectivity options that was defined in the eny&h communication framework.
The conducted experimented pointed out that thexee wimes when the Operating
System of the PDA used was unable to connect tavitedess network and therefore
the application was correctly identifying that tWdFl connectivity option was not
available and should not be used.

» |t should be able tauilize the best suited connectivity optiaand seamlessly

swap among thenbased on some criteria.

o The developed application was able to identify améhp to the best suited
connectivity option without any intervention frorhet user. An Operating System
limitation regarding the Connection Manager netwagkcomponent (described in
Section 5.3.6.1), prevented the immediate swap Wil to GPRS unless the WIFI
coverage was completely lost. Even at these oatssibie application was able to
identify the loss and swap to another connectivfgjion after a while.

» |t should be able tsupport IPv4 and IPv6
o The developed application was able to support Bt and IPv6. The IPv6
support was fully designed and implemented but measevaluated thoroughly in the
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testbed that was used for the evaluation of thgegr@s the wireless network of the
University’s campus could not support IPv6.

» |t should be able transmit GPS coordinates in defined intervals

o The developed application was able to transmit GRBdinates according to the
defined 15 second intervals when a specific compation option was set. Due to a
hardware limitation of the GPRS class B module ¢dbed in Section 5.3.6.2) the
specified interval was not followed when the apgtien had to swap from WIFI to
GPRS as it had to wait for the GPRS connectioretedtablished.

Moreover, the application that was developed fer ¢hent’s side could be used
without any configuration or experience needed fthenrescue worker. In addition, it
could present to the rescue worker many usefukinddion, such as its current GPS
coordinates, the communication option used andntimaber of packets sent from
using each communication method. Finally, the tkempplication was able to
present a Map to the user with its current locabased on the information retrieved
from the GPS module.

Concluding, the difficult task of developing an apgtion for a mobile device
with many hardware and software limitations, andiggt with the capability of
sending GPS coordinates over different connectiviigtions was achieved
successfully.

6.4.3 Server vs Requirements

As the main focus of this project was on the clgergide the high level
requirement for the server’'s application was to die to just receive the GPS
coordinates regardless of the connectivity optibat tthe client used for their
transmission. This high level requirement was spitio the following detailed
requirements :

* |t should be able tdisten for GPS coordinates regardless the connatyiv
option that the client used to sent them
o The experiment that we conducted proved that thveldped application for the
server was able to listen for GPS coordinates cdgss of the connectivity option
used for their transmission.

* |t should be able tadentify the exact nodehat sent a packet and thexact
connectivity optionused
o The application developed for the server was stk identifying the exact
connectivity option used for each received packet @lso the node ID of the client
that send it. Moreover, the application was ablartalyze the content of each packet
and present the suitable information to the MowmnRescue coordinator.

» |t should be able tadentify packets received in the wrong order

o The application developed for the server was abidentify packets received in
the wrong order. Although such an incident did octur during the presented
experiment, it was identified in a few of the numes experiments that we did and
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was successfully confronted from the server. Isti@mngly, there are occasions when
even SMS messages arrive in wrong order.

The application for the server side has succegsfghitisfied the above
requirements and was also able to present, ineavmy, all the retrieved information
to the Mountain Rescue coordinator. The coordindtmated at the headquarters of
the team, is able to see a map that gets updatzgl #Bme a message is received and
could also be informed of the node ID of the clirgt send it. Moreover, it could be
informed of the connectivity option used, the ollenamber of messages received,
the time that a packet was sent and many morematon regarding the status of the
server and the last message received.

Judging from the conducted experiment it can beclcoled that the devised
system has successfully met its main aim, as GB&ltm@tes were transferred from a
client roaming in an environment with heterogeneitythe provided connectivity
options. Moreover, the each part of the devisedesydas also successfully met all
its requirements. Although the developed systeust a prototype, and as such is
evaluated, it provides a promising grounding fdufe work in this domain.
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This chapter concludes the work that was develdpethis MSc project. Section
7.1 suggests future work and improvements thatdctwel done to the developed
prototype system and Section 7.2 performs an dvevaluation and describes the
milestones presented from this project.

7.1 Future Work and Improvements

The system that was developed for supporting tmeeqat of location awareness
in a Mountain Rescue domain is the outcome of arc M®ject with a strict time
limit. Future work could be done to improve the isaged system and add
functionalities to both the client’'s and the seiweapplication. Moreover, the
communication framework that was presented cousd &e thoroughly evaluated,
extended and studied for improvements.

The author of this dissertation identified ninetidist theoretical and practical
points that could be carried out for improving th®ject, based on the fact that the
main focus of it was the application on the cliside and its ability to swap and
utilize different connectivity options. Namely, timeain proposed improvements for
future work are :

* Enabling communication among mobile clients

o The application developed for the client’s side lias ability to send GPS
coordinates only to the server of the Mountain Resteam located at Cockermouth.
Regarding the concept of location awareness itdcbal a benefit if the packets that
each client was sending could be received and frsed other clients in the same
region next to it. To be specific, if a client weending its GPS coordinates to an IPv6
multicast address then all the other mobile nodeisiwhave been subscribed to listen
for packets addressed to this multicast addresddwamiable to receive the packet and
identify the exact location of a roaming node iregion. This process would inform a
rescue worker about the location of the other membgthe team during a mission.

= Confront the possibility of having no available coectivity option

o The application developed for the client’s siderently does not provide any
support if there is no available connectivity optian the case of the client not being
“covered” from the WIFI hotspot of the mobile routnd not detecting signal from
the GSM network in order to utilize GPRS or SMSefghare two suggestions that
could be used to improvement this concept on thenttd side. If there is
communication among the mobile clients (describeava) then a client could send
its GPS coordinates to a “visible” client next towhich could utilize one of the
defined connectivity options, in order to forwatdetinitial packet to the server.
Another suggestion for providing support to a dliemhich has no available
connectivity option for a specific period, could toestore its GPS coordinates on the
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specified intervals while it is roaming and sendrnthin a fast pace when it regains
connectivity with one connectivity option. Apparkmtfurther studies should be done
on this suggestion because when a client has neectivity option for a long time it
will store a lot of GPS coordinates and it would be efficient for sending all of
them if, for example, it detects that it can uélithe SMS connectivity option. In such
an occasion, maybe the client could be able to beadder coordinates which define
a specific region that the rescue worker coverednathe client could not utilize any
connectivity option. Though, such an issue seenistmde apparent if the client
regains connectivity with an IP based connectigpyion.

» Further study of the networking protocol used

o The application developed for the client’s siddizé¢s the TCP network protocol
for the transmission of GPS coordinates over thénel@ IP-based connectivity
options, based on its advantages described ind®esiR.2. Although TCP was found
reliable and efficient in terms of sending coorti&saover a Mountain Rescue domain,
it introduces complexity when the client tries togaire a TCP socket in order to
utilize it over one of the IP-based connectiviptions. Since the transmitted data are
not that critical®, a study of how UDP behaves in a domain with medinetwork
infrastructure could provide useful results and hhigliminate the complexity on the
client side when swapping from one connectivityi@apto another.

» |dentifying and confronting routing inefficiencieon the application layer

o The unpredictable and constant mobility of the de@arties and their leaf-nodes
along with the physical characteristics of the MaimRescue domain introduce a lot
of inefficiencies in terms of providing network @age and routing packets to a
destination. Although many mechanisms have beereloed to confront these
inefficiencies in the network and transport layéthee TCP/IP stack, their feasibility
and practicality in such a domain is still in doubtiture work could be done on the
application layer to equip the developed applicafior the client’s side to confront
inefficiencies that the network could not inhergrathd efficiently tackle.

= Better GPS support

o During the development and testing of the applcatior the client, the GPS
coordinates obtained from the satellites were foimnbe interestingly accurate with
an average error of £5 meters. The GPS coordindtas were transmitted and
recorded during our experiment (displayed in Fig@3® practically prove the
accuracy of the obtained GPS coordinates when 8 @odule has locked signal
from satellites within its sight. In these occasidhe notion of location awareness is
sufficiently provided to the person monitoring therver side. However, roaming on
the actual Mountain Rescue domain may introdudgrafeant error on the obtained
GPS coordinates that the client transmit and tbeeefurther studies should be done
to confront this concept. One possible solutiordmplement and provide backup to
the GPS location capability would be to make usthefLocation Based Services [49]
from the GSM module of the client, in order to itdBnits location and maybe

3 No one could object that sending GPS coordinatéaritess critical than, for example, withdrawing
money via e-banking where each packet should bhglsent.
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compensate it with the one obtained from the GPS®luteo Another alternative
solution for the client which might not be abledtatain GPS coordinates, would be to
request GPS coordinates from a client roaming ensime region so that it could -at
least- have a relative indication of its positiohs becomes apparent, the later
aforementioned alternative solution for improvirg tGPS support could be used if
the clients are able to communicate with each other

= Security

o The application that the client runs includes & tiotion of security by using a
special security code for each different client. Amprovement on the designed
system could be if the communication frameworklfitseuld improve the notion of
security on the packets being sent. Although thecept of supporting a Mountain
Rescue team does not call for security featuresh sas confidentiality or
non-repudiation, features to improve the authetitinaof the clients and the integrity
of the transmitted data could be useful. Moreoilv6 has inherent security features
which would definitively increase the security Irettransmitted packets.

» Using acknowledgments in the application layer

o The current design of the system does not requiyer@sponse from the server
side regarding the packets that it receives froencllent. Although the current model
was found to be effective, as only a 2.7% of tlamgmitted packets were lost in our
experiment, further studies should be done in thaah Mountain Rescue domain in
order to prove if there is a demand for providingoidirectional communication
among the clients and the server.

» Server demands position of a client

o An interesting improvement of the project could ibeghe Mountain Rescue
coordinator could obtain on demand the locatioa apecific client. For example, if
the Mountain Rescue coordinator knows the exacernd®s$ of the devices that the
leaders of each search party carry, he could réqiresr location on demand,
regardless of the specified interval that the devigse for sending GPS coordinates.
This feature would enable the Mountain Rescue dpator to make more informed
decisions regarding his organizational commandsigwa mission.

* Improve the interval used among the connectivitytiops

o The current implementation of the client’s appheoat tries to send GPS
coordinates every 15 seconds regardless of theectimity option used. As there are
no real statistical data of the connectivity opsidhat are provided in the specified
Mountain Rescue domain, this interval was definec aeasonable time period that
the client device should wait before sending newSGi®ordinates. As becomes
apparent further studies should be done on thigi¢s identify how efficient this
interval is, regarding the updates that the MomnRescue coordinator would like to
see and the cost to support a real mission withyndients. The applications
developed for both the client and the server pmyidwerful log functionalities that
can enable such a study in a real Mountain Rescssan.
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Apart from the main points described above theeesdot more improvements that
could be done to extend the functionalities of slggstem and improve its efficiency.
For example, the system does not include a meahafus synchronizing the time
used from the clients and the server and therdfugerecorded timestamps on the
server side cannot provide such grounding for &rrtetudies on the average of
seconds that a packet needs to reach the serveth&nmprovement could be if the
server application would be able to draw the rootethe client instead of just
pinpointing its last known position.

A numerous of more improvements could also be edrout but as becomes
apparent, an MSc time limited project had the ittento implement a prototype for
the proof of concept that the topic required.

7.2 Overall evaluation

The general aim of this project was to be ableuggpsrt the concept of location
awareness in the Mountain Rescue domain that tlekeCmouth Mountain Rescue
team operates in. It was decided that this aimddel achieved by equipping the
mobile device that the rescue worker would carrthwhe capability of obtaining
GPRS coordinates and transmitting them to the sdogated at the headquarters of
the team.

The physical characteristics of the Mountain Rest@ain and the unpredictable
movement of the rescue workers roaming in the domaring a mission, prevent the
deployment of a fixed network infrastructure thatiid provide network services that
could eventually transfer the GPS coordinates fritva clients to the server.
Therefore, it was required from the author of thissertation to provide a
communication framework which should include thableé connectivity options that
seem to apply to this Mountain Rescue domain, teggrthe specific scope of
transmitting GPS coordinates. Consequently, anicmn was required to be
developed on a mobile device (a PDA) which shoudd dble to identify the
availability of the defined connectivity options damutilize them based on their
prioritization for transmitting the GPS coordinatésnally, an application for the
server was also required to be able to listenHerGPS coordinates that the clients
sent regardless of the connectivity option used.

As presented throughout this dissertation, a concation framework was
defined, identifying, assessing and prioritizing #onnectivity options that could be
used on this domain. The three defined connectmitions for the transmission of
the GPS coordinates are ; using IPv4 or IPv6 vi4I&lI network, using IPv4 via
GPRS over the GSM network and using SMS messagastio GSM network. The
developed application for the client side was sssfte in being able to identify their
availability and utilize them for the transmissioh the coordinates. Finally, the
application developed for the server side was sidg@essful in listening for incoming
messages regardless of the mean that was usdeefotransmission.
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The theoretical and practical evaluation that wasdacted proved that the
developed prototype for the proof of concept of thiSc dissertation was working
according to the defined requirements. Furthermorany additional features were
also developed to aid the notion of location awessrby graphically representing the
location of the client in both the server and thient side, although such features
were not required from this project.

In conclusion, the envisaged and developed systenthis project proved the
required proof of concept of transmitting GPS camates from a mobile device over
the best suited connectivity option to a served amccessfully met all the defined
requirements.

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 80



References

References

[1] G. Bell. “Laws Of Prediction& Presentation. Available at :
http://research.microsoft.com/acm97/gb/tsld010.htm

[2] G. Bell. “Laws Of Prediction& Presentation. Available at :
https://research.microsoft.com/acm97/gb/sld047.htm

[3] Definition of GPSon Wikipedia. Available at :
http://en.wikipedia.org/wiki/Global Positioning Sgm

[4] Network Mobility Group of Lancaster University’s Website. Available at :
www. network-mobility.org

[5] Cockermouth Mountain Rescue Tearts Website. Available at :
http://www.cockermouthmrt.org.uk

[6] B. McCarthy, C. Edwards and M. Dunmor@pgplying Network Mobility
Techniques to a Mountain Rescue Domain

[7] Easydevices.co.uk CorporatioBlty GPS Mobile Phone ProductsAvailable
at:http://www.easydevices.co.uk/pcp/Mobile _Phone.html

[8] U2010 Project. Ubiquitous IP-Centric Government & Enterprise Next
Generation NetworKs Website :http://www.u-2010.eu/index.php?id=11

[9] RUNES Project. Reconfigurable Ubiquitous Networked Embedded Sysem
Website http://www.ist-runes.org/video tutorials.html

[10] 6NET Project. Large-Scale International IPv6 Pilot Netwoik Website :
http://www.6net.org/

[11] Definition of MANNET on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Mobile ad-hoc network

[12] F. Peyret, D. Betaille and G. Hitzydigh-precision application of GPS in the
field of real-time equipment positionirigMay 2000.

[13] B.McCarthy, C. Edwards and M. Dunmor&létwork Transparency in a
Mountain Rescue Domarh To appear at TERENA Networking Conference
2007.

[14] B.McCarthy, C. Edwards and M. Dunmor&ht Integration of Ad-hoc
MANET) and Mobile Networking (NEMO): Principles t&upport Rescue
Team Communicatioh ICMU Conference 2006 Proceedings (Pages 284 —
290), London, UK, October 2006.

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 81



References

[15] Network Mobility IETF Charter . Website :
http://www.ietf.org/html.charters/nemo-charter.html

[16] P. Thubert et al.Nemo Basic Support ProtocbllETF RFC 3693, January 2005.

[17] B.McCarthy, C. Edwards and M. DunmoreApplying NEMO to a Mountain
Rescue Domaih

[18] Definition ofIPv4 on Wikipedia. Available at :
http://en.wikipedia.org/wiki/IPv4

[19] 6DISS Project. IPv6DISSemmination and Exploitatioh Website at :
http://www.6diss.org/e-learning/

[20] Definition of IPv6 on Wikipedia. Available at :
http://en.wikipedia.org/wiki/lpv6

[21] J. Davies. Webcast : Introduction to Internet Protocol Versiosi. Available at
http://support.microsoft.com/servicedesks/webcastsinar/shared/asp/view.as
p?url=/servicedesks/webcasts/en/\WWC051806/manifabt.x

[22] S. Deering and R. Hindeninternet Protocol, Version 6 (IPv6) Specification
RFC2460, December 1998.

[23] Definition ofIPSecon Wikipedia. Available at :
http://en.wikipedia.org/wiki/IPsec

[24] R. Atkinson. ‘Security Architecture for the Internet ProtocblRFC 1825,
August 1995.

[25 ] Garmin Corporation.What is GPS?. Available at :
http://www8.garmin.com/aboutGPS/

[26] Definition of DHCP on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Dynamic Host Configiien Protocol

[27] NMEA 2000 Standards CommitteeMEA 2000 Standartl Available at :
http://nmea.org/pub/2000/index.html

[28] Definition of WGS84on Wikipedia. Available at :
http://en.wikipedia.org/wiki/WGS84

[29] Department of Defense (DoD) and Departmenkransportation (DoT).USNO
NAVSTAR Global Positioning SystemAvailable at :
http://tycho.usno.navy.mil/gpsinfo.html

[30] Garmin Corporation.GPS GUIDE for beginner Available at :
http://www8.garmin.com/manuals/GPSGuideforBeginnktanual.pdf

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 82



References

[31] Definition of Trilateraton on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Trilateration

[32] J. Person.Writing Your Own GPS Applicationis Available at :
http://www.developerfusion.co.uk/show/4652/2/

[33] Definition of Differential Global Positioning Systeron Wikipedia. Available at
http://en.wikipedia.org/wiki/DGPS

[34] M. Dunmore. An IPv6 Deployment Guide 6NET Consortium, September
2005.

[35] Microsoft Corporation. fhtroduction to IP Version 6. Published: September
2003, Updated: January 2007.

[36] R. Hinden, S. Deering and E. NordmarleVv6 Global Unicast Address
Format’. RFC 3587, August 2003.

[37] C. Huitema and B. CarpenteDéprecating Site Local AddressefRFC 3879,
September 2004.

[38] P. Srisuresh and K. Egevangraditional IP Network Address Translator
(Traditional NAT)”. RFC 3020, January 2001.

[39] R. Droms. Dynamic Host Configuration Protocdl RFC 2131, March 1997.

[40] V. Fuller and T. Li. Classless Inter-domain Routing (CIDR) : The Interhe
Address Assigment and Aggregation PfaRFC 4632, August 2006

[41] Microsoft Corporation. Understanding Mobile IPv& Published: April
2004, Updated: January 2007.

[42] C. Perkins. [P Mobility Support for IPv4. RFC 3344, August 2002.

[43] Definition of GPRSon Wikipedia. Available at :
http://en.wikipedia.org/wikilGPRS

[44] Definition of EDGE on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Enhanced Data Rates ®SM Evolution

[45] Definition of UMTS on Wikipedia. Available at :
http://en.wikipedia.org/wikilUMTS-TDD

[46] Ordnance Survey CorporatiorGSM coverage in Great Britaih Available at :
http://www.ordnancesurvey.co.uk/oswebsite/busisessbdrs/wireless/gsmcover

age.html

[47] Orange CorporationOrange — Coverage and International Calling — UK
Coverageé. Available at :
http://coverage.orange.co.uk/uk/UKCoverageSeanth.ht

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 83



References

[48] BT Corporation. BT Coverage — UK Available at :
http://217.32.166.65/mapviewer/BTMobileBusiness/bbileHome.|sp

[49] Definition of LBS on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Location-based service

[50] HP Corporation. Additional Product Informatiori. Available at :
http://h20000.www?2.hp.com/bc/docs/support/Supportive/c00713094/c0071

3094.pdf

[51] eXpansys UK Ltd.HMP IPAQ 6300 Series ReviéwAvailable at:
http://www.globalpositioningsystems.co.uk/hp-ipaoeket-pc-h6365-in-
depth.html

[52] Mtekk Corporation. Take a closer look at the IPAQ 6300Available at :
http://www.mtekk.com.au/tabid/54/article Type/AradMiew/articleld/357/defaul

t.aspx

[53] Pretec Corporationlthage of Pretec external GPS devicévailable at :
http://ecl.images-amazon.com/images/I/41V6Q3B178E500 .jpg

[54] HP Corporation. Image of HP Ipaq 6915 Available at :
http://h10003.www1.hp.com/digmedialib/prodimg/lowfe0589398.pg

[55]D. Fitton. "Java Support on Pocket PCAvailable at :
http://www.comp.lancs.ac.uk/~fittond/ppcjava.html

[56] Sun Corporation.Java ME Technology. Available at :
http://java.sun.com/javame/technology/index.jsp

[57] Nokia Corporation.Nokia tools and Nokia SDKs for developér#wvailable at:
http://www.forum.nokia.com/main/resources/tools asuks/listings/index.html

[58] Sun Corporation.Java ME — Java Technology for the Wireless Industry
(JTWI), JSR183. Available at :http://java.sun.com/products/jtwi/

[59] S. Berka. Java for PocketPC PDA’s Available at :
http://www.berka.name/stan/jvm-ppc/java for pdalhtm

[60] Microsoft Corporation.. NET Compact Framework Available at :
http://msdn2.microsoft.com/en-gb/netframework/AaZiBF.aspx

[61] Microsoft Corporation.. NET FrameworK. Available at :
http://msdn2.microsoft.com/en-gb/netframework/défagpx

[62] Advanced Wireless PlanelGPRS module with RS232Available at :
http://www.gsm-modem.de/gprs-module.html

[63] Falcom Wireless Communications Corporatidraltom C2D-SI-GPRS&
Available at : http://www.falcom.de/?id=821&cat=4&pr=41#

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos

84



References

[64] Nokia Corporation.Nokia 12i GSM module. Let your machines talk
Available at : http://www.d-d-s.nl/fotos-nokia/n12i_datasheet &2 pdf

[65] Lay Networks CorporationComparative analysis — TCP — UDPAvailable at :
http://www.laynetworks.com/Comparative%20analysiSP¥620Vs%20UDP.htm

[66] E. Rodriquez. TCP vs UDP. Available at :http://www.skullbox.net/tcpudp.php

[67] V. Gupta, S. V. Krishnamurthy and M. Faloutsdmproving the performance
of TCP in the presence of interacting UDP flows ad hoc networks
Department of Computer Science and Engineeringydusity of California.

[68] M. Mohammadpour and W. Shandwicklitrosoft Windows Mobile 5.0 for
Pocket PCs Reviewers Guid€ganuary 2006. Available at :
http://www.microsoft.com/presspass/newsroom/matbides/\Windows_Maobile
%20PPC_Rev_Guide.doc

[69] J. Wilson. What's New in the .NET Compact Framework@. November
2005. Available at http://msdn2.microsoft.com/en-gb/library/aa44653g:xa

[70] OpenNETC Consulting, LLC.Compact Framework Available at :
http://www.opennetcf.com/CompactFramework/tabidi85Ault.aspx

[71] Jon Person.GIS and GPS Components for Visual Studio .NEWebsite :
www.gpsdotnet.com

[72] D. DePriest. NMEA data’. Available at :
http://www.gpsinformation.org/dale/nmea.htm

[73] G. Baddeley. GPS — NMEA sentence informatidnJanuary 2001.Available at:
http://aprs.gids.nl/nmea/#rmc

[74] G. Baddeley. “@nn Baddley GPS — NMEA sentence informatior2007.
Available at : http://home.mira.net/~gnb/gps/nmea.html

[75] Google Corporation.Google Maps API ConceptsAvailable at :
http://www.google.com/apis/maps/documentation/indexl

[76] Microsoft Corporation. fhternet Explorer for Pocket PC — HTML and Object
Model Referencé Available at :
http://www.microsoft.com/mobile/developer/technardicles/html.doc

[77] Mozilla Foundation. Minimo Webbrowset. Available at :
http://www.mozilla.org/projects/minimo/

[78] Microsoft Corporation. Windows CE Networking Team WebladAvailable at:
http://blogs.msdn.com/cenet/archive/2006/06/06/6P0&8spx

[79] Microsoft Corporation. Connection Managet. 2007. Available at :
http://msdn2.microsoft.com/en-us/library/bb41643bxa

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 85



References

[80] P. Foot. Windows Mobile 6.0 and Connection manadeMicorosft’s Forum.
Available at :
http://forums.microsoft.com/MSDN/ShowPost.aspx?FisP088878&SitelD=
1&mode=1

[81] HP Corporation. Additional Product Information — Ipag 6915 Available at :
http://h20000.www2.hp.com/bc/docs/support/Supporiivd/c00713094/c0071

3094.pdf

[82] S. Mayr. ‘Sending short messages (SMS) via GSM mobile phbngailable
at : http://www.scampers.org/steve/sms/

[83] Definition of WAP on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Wireless Applicationrd?ocol

[84] Definition of MMS on Wikipedia. Available at :
http://en.wikipedia.org/wiki/Multimedia Messagingersice

[85] SecureW2 CorporationSecureW?2 Clierit Available at:
http://www.securew2.com/

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 86



Appendix : Research Proposal

Appendix : Research Proposal

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 87



Appendix : Research Proposal

Abstract

In recent years the concept of network mobility is increasingly being
investigated in order to gain valuable knowledge for a number of scenarios.
The mobile networks that are formed to facilitate the needs of a Mountain
Rescue Team are undoubtedly part of this domain and raise the issue of
location awareness. The knowledge of location of each of the members of a
Mountain Rescue Team could be valuable with the aim of organizing their
mission efficiently and accurately. This report presents a proposal for a project
in this area with particular emphasis on the communication model and the
exact wireless communication technology that should be used to assist the
issue of location awareness. In particular, this project will investigate and
implement the transmission of the GPS coordinates from a device that a
rescue worker will hold, to a centralized server located at the Mountain
Rescue Team’s headquarters via a number of wireless options.

1. Introduction

Network mobility is a relatively new concept that is being researched and
developed during the last few years. Wireless technology has become a
ubiquitous part of our society but is currently facilitating with success
individual nodes that move around a certain area. The concept of network
mobility includes the support of whole networks (with leaf nodes) that are
moving in an unpredictable fashion. This network mobility becomes apparent
in various domains but has a significant importance in critical operations such
as a mountain rescue mission.

The members of the Network Mobility Research Group at Lancaster
University [1] are examining the network mobility concept in conjunction with
the requirements of the Cockermouth mountain rescue team [2]. The
developed mobile network, referred onward as Mountain Rescue Network,
identifies a complex mobile model that tries to provide data networking
capabilities to mountain rescue workers [3]. In the case of an emergency
incident, the Mountain Rescue Team is divided in independent search parties
that are composed of a cluster of rescue workers and all-terrain rescue
vehicles [3]. These parties are scattered around the valley areas of the Lake
District where an incident has occurred and try to spot and aid people or
animals. In order to improve the efficiency and accuracy of the work of the
members of these search parties, they should carry a small and lightweight
device which should transmit each member's GPS coordinates to a
centralised server located in the Mountain Rescue Team’s headquarters.

This report presents a proposal for a project on the concept of location
awareness in a mountain rescue domain. Particular emphasis is going to be
given on the way that the GPS coordinates should be transmitted from and to
the devices that the rescue workers carry and also to their headquarters.
There is a certain necessity to provide real-time updates to the chief member
of a team and to the personnel located in the headquarters that are remotely
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administering a rescue mission. The exact lightweight device, its operating
system, its wireless communication capabilities, the type of the
communication technology and the devised communication model that will
facilitate them are some of the concepts that are going to be thoroughly
researched on this project.

The remainder of this report is structured as follows. Section 2 describes
the background of the problem domain focusing on the network mobility
concept and the characteristics of the Mountain Rescue Team which define
some basic requirements of this project. Moreover, Section 2 constraints the
notion of this domain presenting the main focus of this project. Section 3
identifies the primary and the secondary objectives along with the
methodology that should be followed in order to accomplish these aims.
Section 4 identifies the actual tasks that form this MSc project and a schedule
of how they should be organized. Finally, Section 5 describes the resources
that are at our disposal in order to successfully carry out this project.

2. Background — Analysis of the Problem Domain

This section describes in brief the characteristics of the Mountain Rescue
Team (section 2.1), some basic requirements of this team and the network
mobility concept which arise communication issues when a search party
roams. Moreover, section 2.2 defines the exact problem of the Mountain
Rescue domain that this MSc project will focus on.

2.1. Mountain Rescue Team

The Cockermouth Mountain Rescue Team that is collaborating with the
members of the Network Mobility Group of the Lancaster University is
composed of about 40 members that are split into different search parties in
the case of an incident. These parties usually consist of a small number of
rescue workers and generally move independently to cover a geographical
area according to the incident. These search parties could be envisaged as
mobile networks and the rescue workers of each party as the leaf nodes of
the network. The members of a search party can carry a simple WiFi enabled
device (such as a PDA) and communicate with each other “covered” by a
short range wireless hotspot (blue circle, Figure 1). The wireless coverage of
the hotspot is projected in the area where a search party roams from a more
bulky device (Mobile Router — MR, Figure 1) that a special member of the
party is carrying in a rucksack [3]. The communication among these devices
usually takes place using the 802.11b/g WLAN standard. The connectivity of
these mobile networks is supported by a directed long coverage wireless
hotspot (gray circle, Figure 1) using a wireless “technology” such as 802.16,
that is located in one of the all-terrain vehicles that is parked in the closest
approachable area to an incident [3].

The communication of these mobile networks could be supported by the
NEMO Basic Support protocol [4] which presents a basic milestone in the
concept of network mobility. This basic protocol guarantees the continuous
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communication of the nodes of a single mobile network that is roaming across
different access network [5]. Along with this session continuity, the NEMO BS
protocol takes advantage of IPv6 guaranteeing that every node is reachable
with a unique IP address and provides a communication in a way that the
mobility of the network is transparent to the nodes inside it [4].

A key characteristic of the network that each search party forms, is that
although the whole network is moving and its communication should be
effectively supported, its nodes are in fact relatively static in respect with one
another. This characteristic in conjunction with the physical unpredictable
mobility of the search party introduces a variety of scenarios which define new
requirements that cannot be confronted with a single “mobility solution” [5].
For example, a network may move out of the coverage of a hotspot leading
either to a total lack of connectivity for the nodes of the network or the
enforcement of another type of connectivity, such as the nested case of the
MR1’s and MR2’s networks that is illustrated in Figure 1.
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Figure 41 : Example of a Mountain Rescue Netwarkastructure (adapted from [8])

The general purpose of the development of the Mountain Rescue Network
is to enable the rescue workers to efficiently share data that could aid their
mission. For example, the location of each member of a search party or the
sharing of a photo of a difficult approachable area can be of great value to the
Mountain Rescue Team. Moreover, the exact location of each member can
help the personnel located at the headquarters to organize a mission more
accurately and efficiently. Thus, the application that would be developed for
this project should be able to identify the available communication option and
use it accordingly in order to transmit the GPS coordinates of a node.

MSc Dissertation, Location Awareness in a MouniRé&scue Domain, Panagiotis Georgopoulos 90



Appendix : Research Proposal

At this point it should also be noted that the nodes of the Mountain Rescue
Network should be organized in an ad-hoc fashion and should be generally
auto-configured. Moreover, the Mountain Rescue Domain introduces a total
lack of fixed network infrastructure and a generally unpredictable movement
of its teams and their members. Finally, the rescue workers are and should be
confronted as individuals without any expertise on configuring the devices or
the network and in fact, the whole network communication should take place
in a completely transparent fashion without bothering the workers during a
critical mission.

2.2. Defining the focus of the project

The Mountain Rescue Network presents the ideal scenario for researching
the network mobility concept with an interesting emphasis on the location
awareness of each end/leaf node. As described in the previous section, a
basic and important starting point for facilitating the members of the Rescue
Team is to be able to project real-time location information in the devices that
they carry. Moreover, the administrative personnel that are located in the
headquarters should obtain real-time location information on the server aiding
the management of the rescue mission.

Therefore, the primary focus of this project is to provide a solution that will
enable the location awareness of a rescue worker in the Mountain Rescue
Domain. The author of this project intends to focus on the communication
options that are available to facilitate the concept of location awareness and
the implementation of the application that these devices should have installed.
In order to achieve this effectively a communication model should be devised
according to the requirements of the Mountain Rescue Team and the
application.

Three significant communication options seem to apply to this domain in
order to provide the transmission of the GPS coordinates effectively. The first
one is to transmit the coordinates via IPv6 over an 802.11 network, the
second one is via IPv6 over a GPRS/GSM network and the third one is to
transmit them via SMS over the GSM network. This project intends also to
define the exact type and frequency of the data that should be transmitted
according to the available communication option.

3. Proposed Research

This section breaks down the problem domain (defined in Section 2.1) and
the focus of the project (defined in Section 2.2) into primary and secondary
aims (Section 3.1) and the methodology that should be followed in order to
accomplish these aims (Section 3.2).

3.1. Aims

As discussed in Section 2.1 the objective of this project is to provide
location awareness information of each node of a Mountain Rescue Network.
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Therefore, this basic aim is decomposed into the two following basic primary
aims (PA) :

* PA.1 : We would like to develop a communication model that will
define the type and the frequency of the data that should be transmitted
from and to the devices that the rescue workers will carry according to
the available communication method. Moreover, this model should take
into account and define the server’s response to the transmitted data.

» PA.2: We would like to develop an application that the devices should
have installed in order to identify and efficiently use the available
communication option for the transmission of the GPS coordinates.

In conjunction with the above described primary aims some secondary
aims can also be defined as complementary ideas that could lead to the
enhancement of the outcome of the project. The proposed secondary aims
are :

» SA.1: To be able to confront synchronization and redundancy issues for

the Mountain Rescue Network.

» SA.2 : To research other wireless technologies that may satisfy the

requirements in a better way.

= SA.3 : To generalize the communication model in a way that could be

used and extended to facilitate other applications in this domain

» SA.4 : To assess the viability, practicality and dependability of the

developed outcome regarding the Cockermouth Mountain Rescue
Team. We would also like to assess both the hardware and the software
of the outcome of the project in the terms of performance and efficiency.

» SA.5: To confront the security of the developed solution focusing on the

reliability, availability, authenticity and integrity of the devices and the
data.

3.2.  Methodology / Approach

This project intends to deal with both the hardware and the software that
could facilitate the Mountain Rescue scenario. However, the author will
emphasize more on the development of the application and the
communication model that will be used to transmit the GPS coordinates via
the available wireless communication methods. It is our intention to
investigate and define, rather than to construct, the most suitable off-the-self
solution which could be used effectively and be carried from the rescue
workers. An important consideration would be to form the data in a way that
could be used from the already developed software that is installed in the
headquarters’ server. Moreover, the response of the server when it looses
connectivity with a network or some specific nodes or when it regains that
connectivity should also be examined according to the available time.

In addition, a thorough examination should be undertaken to define which
of the available communication options is better in a certain context. The
primary communication method is to transfer the GPS coordinates via IPv6
over the WiFi network that is projected in the area where a search party
roams. However, when a node looses this wireless communication it should
be able to send the coordinates via alternative methods such as using IPv4
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over the GPRS/GSM network. Finally, a less efficient and most expensive
solution might be to transmit the GPS coordinates via SMS using the GSM
network. Although these three communication options currently seem suitable
for the Mountain Rescue Domain a thorough examination should be
undertaken in order to identify the approach that will be used and find out if
there is any other more suitable option that could be used more efficiently for
accommodating the location awareness concept.

During the development of the project consideration should also take place
into the thorough examination of which of the secondary objectives can be
satisfied. The prioritization of the secondary objectives and the definition of
which of them should be satisfied can be a vital methodology. Throughout the
development phase of the project, serious concern should also be placed
upon the level of satisfying the primary and secondary objectives. A spiral
iteration procedure might take place to consider and maybe modify the
objectives according to the needs by assessing their importance during the
early stages of the development of this project.

Finally, the testing phase of the application and the communication model
will be done using the testbed that the Network Mobility Group has at its
disposal. It is via the testing procedures that the current outcome will be
assessed during the development of the project. The final outcome of the
project could be assessed in conjunction with the members of the
Cockermouth Mountain Rescue Team in a non-critical mission. The most
important criterion on evaluating the developed solution is the efficiency of the
communication model and the transmission of the data back to the
headquarters in order to administer the mission of the team effectively.

4. Programme of Work

This section identifies the actual programme of work for the project
defining the tasks that should be undertaken in order to satisfy the aims of this
project (Section 4.1). In addition, section 4.2 presents a schedule of how the
tasks should be organized and accomplished in the available time.

4.1. Tasks

The tasks that should be undertaken are generally defined by the
objectives of the projects and the actual procedure for the successful
completion of the dissertation. This section breaks down the aims described in
Section 3.1 and splits them into the necessary tasks that should be
completed.

The primary aims can be accomplished through the following tasks (T) :

* PA.1 « T.1 : Discussion of the Rescue Team’s requirements with the
members of the Network Mobility Lancaster's Group. Definition of new
requirements according to the needs of the location awareness
application that will be developed.
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PA.1 « T.2 : Research for the suitable device that can be used and
carried from the rescue workers. Definition and documentation of the
technical capabilities of the device. Definition and documentation of the
decisions taken for the operating system that the device will use, the
programming language, the APl and the communication technology
that is suitable for the development of the application.

* PA1l «— T.3 : Research and comparison on the available
communication options that could be used. Definition of which
communication options can be used and the criteria of this decision.

» PA.1 & T.4: Definition and documentation of the type of data that will
be transferred and the frequency of the transmission regarding the
available communication method.

* PA1l « T.5 : Definition and documentation of how the lack of
connectivity will be confronted from the end nodes and the server.
Consideration about any redundancy options and the way that the end
device and the server will obtain updates when connectivity is
regained.

* PA.1 & T.6 : Consideration of the data and the way that the device
should project them to the rescue worker who carries it.

* PA2 « T.7 : Implementation of the transmission of the GPS
coordinates according to the available connectivity method.

* PA.2 - T.8 : Implementation of the communication\tunneling of the
developed application with the GUI that a rescue worker observes on
his\her device.

* PA2 « T.9 : Implementation\tweak (if needed) of the server’s
software to be able to use and present the GPS coordinates that it
receives on a real-time manner.

» PA.2 - T.10: Testing and improving the implemented application.

= T.11 : Assessment of the defined communication model and the
developed application in strict correlation with the requirements of the
project.

» T.12 : General evaluation of the developed application and suggestion

for further improvements. Identification of the milestones that it

presents to aid the development of another application in the Mountain

Rescue scenario. Can the presented location awareness solution be

generalized and used in similar case scenarios?

T.13 : Writing the actual report of the dissertation.

4.2. Schedule

This section presents a schedule for the development of the proposed
project. Figure 2 illustrates the Gantt chart presenting the duration of the tasks
(defined in Section 4.1) in order to accomplish the aims of this project.

According to the Gantt chart all the tasks will be accomplished around the
mid August and thus twenty extra days will be available for the improvement
of the project and for the case that something has not gone according to the
schedule. The duration column that is being presented in the Gantt chart does
not include the days of the weekends because these are going to be used to
iteratively look into each week's work and summarize it along with the
improvement of the report according to the week’s tasks
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Figure 42 : The proposed Gantt chart for the depatent of the project

5. Resources

The Computing Department is able to provide an HP IPAQ 6300 PDA
device for some initial experimentation. Moreover, it is capable of purchasing
any off-the-self device according to any other project needs. Furthermore, an
already developed testbed exists for simulations if needed and the server’s
software is at the disposal of the Network Mobility Group and can be used to
simulate and test the developed application. Finally, a real-life testing case
can be committed to evaluate the outcome of the project in collaboration with
the Cockermouth Mountain Rescue Team in the valley areas around the Lake
District.
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