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A Scalable Virtual Channel with Privacy Protection
and Parallel Processing for CPSS Payments

Songyou Xie, Wei Liang, Kun Xie, Xiong Li, Kuanching Li, Weizhi Meng

Abstract—Blockchain has emerged as one of the ideal pay-
ment solutions in Cyber-Physical-Social Systems (CPSS) due
to its distributed network architecture, data validation, and
recording mechanism. Nevertheless, the block size and consen-
sus mechanism of blockchain significantly limit its transaction
throughput, resulting in a slow transaction confirmation process.
Although traditional Payment Channel Network (PCN) schemes
can enhance the confirmation speed of blockchain transactions,
these schemes require intermediaries to validate and route each
payment, resulting in high fees and a risk of privacy leakage.
Due to the abovementioned issues, we propose a lightweight
Scalable Virtual Channel (SVC) construction that eliminates the
reliance on intermediaries during the payment process by utiliz-
ing contracts. The constructed SVC splits the primary payment
channel into two sub-channels that can operate concurrently,
thereby enhancing transaction efficiency and privacy; also, it
sets the lifetime of the virtual channel using adjustable time
locks, eliminating the need for continuous online monitoring by
users. Formal security proof demonstrates that the proposed
SVC ensures balance security, atomicity, and transaction privacy.
Performance analysis reveals that SVC reduces communication
overhead by approximately 50% during the open phase and by
approximately 15% during the close phase, compared to other
lightning channel-based virtual channel constructions.

Index Terms—CPSS, Blockchain, Virtual Channel, Smart Pay-
ments, Distributed Network Architecture.

I. INTRODUCTION

Cyber-Physical-Social Systems (CPSS) integrate network
systems, physical systems, and social systems, representing a
promising interdisciplinary research field. Through sensor net-
works and actuators, CPSS enables the monitoring, analysis,
and optimization of complex systems [1]]. However, payments
in CPSS still need to address the potential trust risks and
limitations associated with centralized payment systems [2]].
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Traditional CPSS payment systems rely on intermediaries
to provide payment services. These intermediaries typically
charge high transaction and withdrawal fees, thereby in-
creasing users’ costs. Blockchain’s distributed architecture
and decentralized payment platforms eliminate intermediaries
while ensuring openness, transparency, and immutability [3]].
Moreover, smart contracts in blockchain systems can auto-
matically execute operations according to predefined terms,
thereby enhancing the intelligence and automation level of
CPSS . Consequently, blockchain is regarded as one of the
ideal solutions for CPSS payments [4], [5].

However, blockchain systems require the entire network to
reach consensus to validate each transaction, which severely
limits transaction throughput and increases confirmation la-
tency [6]. A payment channel enables two users to conduct
instant off-chain payments by locking on-chain collateral,
addressing the aforementioned issues. In recent years, Payment
Channel Networks (PCNs) [7], [8] have been proposed to
allow users to make off-chain payments even without a direct
payment channel, thereby reducing the overhead of opening
channels. The Lightning Network (LN) is a common Bitcoin
PCN construction that allows users to make payments via
intermediaries without directly opening payment channels [9].
As illustrated in Fig. |1} suppose Alice plans to make an off-
chain payment to Bob, but there is no direct payment channel
between them. However, there are payment channels between
Alice and Hub, and between Hub and Bob. By constructing
a Hash Time-Locked Contract (HTLC), Alice can pay Bob
via Hub. To incentivize Hub to participate, Alice pays a fee.
However, PCNs rely on intermediaries to validate and route
each payment, potentially exposing transaction details and
frequency to intermediaries [[10]-[12].

Subsequently, researchers subsequently proposed the con-
struction of virtual channels by locking the state on the
PCN [13]. Once the virtual channel is built, the sender can
make off-chain payments to the receiver without interacting
with intermediaries, thereby addressing the aforementioned
issues. Virtual channels can be easily implemented on the
blockchain using Turing-complete scripts, such as those found
in Ethereum [14]]. Because its local state tree can store the
off-chain payment states corresponding to different version
numbers, the latest state can be selected as the valid state in the
event of a conflict [[13]]. However, such virtual channels present
challenges for certain blockchains, such as Bitcoin, which is
based on the Unspent Transaction Output (UTXO) model. The
UTXO model only supports a limited set of transaction logic
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Fig. 1: Traditional payment channel network construction.

and cannot express complex on-chain conditional branches,

Ca . - Payment Channel Cg

Hub

Notations Description

PCH := (N,PC) Bidirected graph with the user set N and channel set PC
vC Set of constructed virtual channels

Cij Payment channel between users ¢ and j

SCij Sub-payment channel between users ¢ and j

tx Old transaction.

~ Virtual channel controlled by A and B

C;;.users Users of payment channel C;; (i.e., i and j)

~y.users Users of virtual channel v (i.e., A, H, and B)

~.endUsers
r

End users of virtual channel « (i.e., A and B)
Maximum rounds required for tx to be recorded on-chain

r Lifetime of the virtual channel

Ay Maximum number of rounds required for phase x

A Logical symbol AND

pk; Spending conditions corresponding to user 7’s signature
05 (tx) Multi-signature of users ¢ and j for transaction tx
oi(tx) Single signature of user ¢ for transaction tx

L Global ledger

Fsve Ideal functionality for SVC

Fsmt Ideal functionality for secure message transmission
Z,A, Sim PPT environment, adversary, and simulator

loops, or state updates. Thus, the restricted scripting capabil-
ities make it difficult to implement such virtual channels on
Bitcoin.

A. Contributions

To address the aforementioned challenges, we propose
a Scalable Virtual Channel (SVC) construction for CPSS
payments, specifically designed for UTXO-based blockchains
with restricted scripting capabilities. The main contributions
of this work are as follows:

o To propose a virtual channel construction for CPSS aimed
at protecting transaction privacy and reducing fees.

e To propose a channel split mechanism that divides the
primary payment channel into two sub-channels to sup-
port parallel operation, allowing multiple payments to be
executed independently and concurrently.

o In the design of the virtual channel, absolute and relative
timelocks are combined to encode transaction order and
timeout logic, ensuring that honest users can safely settle
even when offline or facing malicious users.

o Experimental analyses on multiple Lightning Network in-
stances and the Bitcoin testnet indicate that SVC exhibits
advantages in both security and overhead.

The remainder of this paper is organized as follows. Sec.
reviews related work, Sec. presents preliminaries, Sec.
proposes the scalable virtual channel, Sec. [V] defines the
security model, Sec. analyzes SVC security, Sec.
evaluates performance, and Sec. [VIII| concludes.

II. RELATED WORK

Intelligent devices in CPSS [[15] can leverage blockchain to
facilitate machine-to-machine (M2M) and machine-to-person
(M2P) payments on behalf of users [16], [17]. However,
with the rapid increase in payment volume and frequency
within CPSS, traditional blockchain payment protocols strug-
gle to meet the requirements for real-time and low-cost pay-
ment [18]], [19]]. Consequently, researchers have proposed off-
chain payment protocols, including PCNs and virtual channels.

However, a PCN [3]], [7] requires intermediaries to be on-
line and participate in each payment process [20]. In Ethereum,

Dziembowski et al. introduced a virtual channel protocol
for Turing-complete smart contracts [13]. Nevertheless, this
protocol is not suitable for script-constrained blockchains.
Jia et al. illustrated a cross-chain virtual channel scheme
to realize cross-chain payments and enhance the privacy of
payments [21]. However, it also requires blockchain support
in a Turing-complete scripting language. Jourenko et al. first
presented a slim virtual channel protocol for script-constrained
blockchains [22]. However, this protocol utilizes staggered
time-locks for closing virtual channels, which may expose
it to malicious locking attacks. Aumayr et al. proposed a
virtual channel construction built over generalized channels
called BCVC-V [10]. The BCVC-V construction uses hash
time locks to secure collateral for virtual channel payments.
However, this construction is built over generalized channels
and requires a specific signing mechanism, which imposes
higher demands on the deployment environment. Ref. [[10] also
introduced a virtual channel construction based on lightning
channels, called LNVC-V. Nevertheless, LNVC-V requires the
creation of funding transactions for the virtual channel, which
involves various transaction combinations within each under-
lying channel, resulting in increased communication overhead
for the system. Subsequently, Aumayr et al. [[11] introduced
a multi-hop virtual channel structure termed Donner, which
is a virtual channel jointly funded by the sender. However,
in its single-instance construction, Donner does not support
bidirectional payments, which limits its scalability.

In summary, existing off-chain payment schemes have short-
comings in addressing issues such as privacy leakage and
limited scalability. Therefore, this work introduces a scalable
virtual channel construction to address these issues.

III. PRELIMINARIES

In this section, we describe the preliminaries necessary to
understand SVC, with Table [I] displaying the notation used.

A. Payment Channel Hub

This work considers payment channel networks based on
a Payment Channel Hub (PCH), in which only a single
intermediary acts as the payment hub [23]], [24].
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Fig. 2: Lightning style payment channel. We use different
colors to represent information related to different users: red
for user Alice and olive for user Hub.

Definition 1. A PCH can be formally defined as a directed
graph PCH = (N,IPC), where N denotes the set of participat-
ing users with |N| = 3, and PC denotes the set of participating
payment channels with |PC| = 2. Each payment channel in PC
is defined as a tuple C;; := (id, users,st,t,FTx,CT, CTold),
where id represents the channel’s identifier, users = (i, )
represents the users of C;j, st = {(ay, &), (a;,d;)} rep-
resents the channel state of C;;, t represents the lifetime,
FTx is the funding transaction of C;;. We denote by CT :=
{7, 85} the set of the latest commitment transactions,
and by CT* = {((txfjc, i), (txﬂ,r]))} the set of all old

commitment transactions.

B. UTXO-based Blockchains

In this model, each transaction output can specify multiple
spending conditions, but can be spent only once by subsequent
transactions. For clarity, we express a transaction as the
attribute tuple tx = (id, In, Out, Wit). The id represents the
unique identifier of tx.

A valid transaction can be stored in a public ledger L,
namely blockchain. We define the inputs of a transaction as
tx.In = {9, 91,...,9,}. Each transaction input is defined
as 1¥; = (ptx.a), where ptx is the previous transaction
and « indexes its output. The outputs of a transaction are
defined as tx.Out := {6y, 01, ..., 0, }. Each output is defined as
6; == (vout, ¢), where vout is the output value and ¢ specifies
the spending condition. These conditions may include any set
of blockchain-supported scripts. For simplicity, we denote the
j-th spending condition of the i-th output in tx by tx.ali],
where i,j € Ny are zero-based indices and « represents
the associated funds. In UTXO-based blockchains, the output
scripts of a transaction can include an absolute timelock
ATL(T") (or simply I'), meaning that the condition becomes
valid only after I' rounds have passed since the blockchain
was created. Additionally, a relative timelock RTL(7) (or
simply +7) can be specified, indicating that the condition
becomes valid only after at least 7 times have elapsed since
the transaction was stored on L. The attribute tx.Wit is a list
of witnesses associated with tx.

C. Lightning-style Payment Channel

Fig.[2]shows a Lightning- sty]e payment channel. In the input
of the funding transaction tx3,, txA a[0]° and tx§,.«[0]° means
that thfH spends the outputs «[0]° of transactions tx§ and tx§,.

txf\fH also includes the witnesses corresponding to the spending
condition, ie., providing the signatures of Alice and Hub.
tfoH contains an output tfoH.a[O]O, and its unique spending
condition is (pka A pky). tx2%, can spend tx2,.a[0]° after
providing multi- signature for Alice and Hub. tx}j, contains
two outputs with txi},.«[0] having two spending conditions:
(i) thy-a[0]° == (pky A +7), which can be spent by Hub
after the relative time-lock +7; (i) txiyy.«[0]' == (pka A Rn),
which can be spent 1mmed1ately by Alice if ry is revealed,
where (Ry,rn) € R. thy.a[1]° can be spent by Alice after
the absolute time-lock I'. Similar to txAH, tfoH can also be
spent by txfy,, depending on Wthh transaction is stored on the
ledger L first. Note that txAH a[0]° can only be spent once,
i.e., only one of txj}, and tx{;, can be stored on L.

D. Digital Signatures

A digital signature scheme X consists of the following algo-
rithms ¥ := (KeyGen, Sign, Vrfy). Among them, KeyGen(\)
is the key generation algorithm, which takes the security
parameter A\ as input and outputs the public/private key pair
(pk,sk). Sign(sk,m) is the signature algorithm, input the
private key sk and message m € {0, 1}, and output the
signature o. In the verification algorithm Vrfy(pk, m, o), when
o is a valid signature in m with public key pk, the output is
1; otherwise, the output is 0. Our signature scheme security
requirement is unforgeable under chosen message attacks [25]].

IV. PROPOSED CONSTRUCTION
A. Security and Privacy Goals

Considering the security and privacy concerns that may arise
in the virtual channel, we define the following goals for SVC.

(S1) Balance security. It ensures that the balances of honest
users within channels are correctly distributed, while malicious
users are punished and lose their funds. This mechanism al-
lows off-chain transactions constructed by users to be enforced
on-chain, ensuring that funds are allocated to honest users.

(S2) Atomicity. It guarantees that all payments are executed
as an indivisible operation—either all succeed together or all
fail together.

(P1) Transaction privacy. It ensures that once the virtual
channel is constructed, the intermediary cannot directly access
the subsequent transaction information of end users, including
transaction numbers and amounts.

B. Formal Description of SVC

In this subsection, we introduce a virtual channel con-
struction called SVC. It can be constructed over Lightning
style payment channels (as illustrated in Fig. [Z) and adapted
to the LN and other payment networks with limited script-
ing capabilities. We formalize the proposed SVC in the
(Fsmts Fsyn, G )-hybrid model (as defined in Section .

Suppose that Alice and Bob don’t have a direct pay-
ment channel built on-chain, but they both construct a
direct payment channel with the intermediary Hub. Let
Ca and Cg denote the payment channels established be-
tween Alice and Hub, and between Hub and Bob, re-
spectively. A virtual channel v can be defined as a tuple
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Fig. 3: Transaction contracts for setting up the virtual channel.
v = {id, users, endUsers, st, ', subchan, fee}. The attribute (Ra,7a) < GenR,
. . . O .
v.users = {Alice,Hub, Bob} denotes the user set of -, stP'" := {(«[0], (Sig(A) A ATL(T" + 7))°, (Sig(H) )

~v.endUsers := {Alice, Bob} denotes the end user set of . The
attribute ~y.st consists of a series of outputs and represents the
state of v , ~.I' is an absolute time-lock used to represent
the lifetime of ~y. The attributes v.subchan := {Ca, Cg} and
v.fee respectively represent the set of underlying payment
channels and the fee paid to Hub. We use ATL(T') (or
simply T') and RTL(7) (or simply +7) to denote absolute
and relative timelocks, respectively, and Sig(P) (or simply
pkp) and MSig(P, Q) (or simply pkp A pkq) to denote single-
signature and multi-signature conditions, respectively.

For clarity, Fig. [3] illustrates the transaction contracts re-
quired to construct the virtual channel -y, while Fig. ] presents
the corresponding transaction construction procedure. We pro-
vide a detailed description of each transaction within the
contract as we discuss the different phases of SVC. SVC
consists of five phases: Open, Update, Release, Offload, and
Close. In these phases, Alice in Cp and Bob in Cg perform
similar operations, including transaction construction, trans-
action signing, and message transmission. We define A, as
the maximum allowable time interval for identical instruction
messages to reach Hub. To ensure balanced security, identical
instruction messages from Alice and Bob must be delivered to
Hub within A,,; otherwise, Hub will abort the phase.

1) Open: In the open phase, seven transactions need to
be constructed using the transaction construction procedure
shown in Fig. 4] where tfoH and txﬂcB respectively serve as the
funding transactions for channels Ca and Cg (having the same
structure as tfoH in Fig. . Fig. |5|illustrates the creation and
signing process of transactions in Ca during the open phase.

In Step 1 of Fig.[5] Alice sends the revocation public value
RR™, the virtual channel -, and the transaction tx}}} to Hub.
Specifically, Alice generates

ARTL(27))", (Sig(H) A Wit(RR""))?)},

where GenR is a Probabilistic Polynomial-Time (PPT) sam-
pling algorithm that, on input 17, outputs a public/secret pair
(Ra,7a) € R, where R denotes a hard relation [26]]. Then
Alice invokes GenTxPun with (CA,A,tfoH, RY™, 7,1, stPum)
to generate the punishment transaction txj,. The txj,, sets
the spending conditions of its outputs with different time-
locks, thereby preventing a malicious Alice from prematurely
broadcasting txh,, or preventing Hub from withholding tx}j,,
which could invalidate the virtual channel.

The output txh,].«[0] contains one output with three spend-
ing conditions: (i) Alice can spend tx};.«[0]° after absolute
time-lock ' + 7 has expired; (ii) Hub can spend tx}};.a[0]*
once the relative time-lock 427 has expired; and (iii) if Hub
knows the revocation secret value ri"", it can spend txjy .«t[0]?
immediately after the transaction is recorded on-chain.

In Step 2 of Fig. [5} Alice receives the revocation public
value R} from Hub and sends the transaction txjy}, to Hub.

Specifically, Alice generates
stP = {([0], (MSig(A, H) ARTL(7))?, (Sig(A)A
Wit(RE)), (a[1], (MSig(A,H,B) ART(7))° (2)
, (Sig(A) A 27)1, (Sig(A) A Wit(RE)?)}

and calls the procedure GenTxPc(Ca, A, H,tfoH,RE'C, T, StP°)
to create the transaction txj, (similarly, on the Cg side, Bob
constructs txjg). The transaction tfoH is an on-chain funding
transaction, and it serves as the input transaction for both
txiyy and txiyy . The output txi},.«[0] contains two spending
conditions: (i) (pka A pky A +7)° is used to construct the
sub-payment channel SCay between Alice and Hub; and (ii)

(pka A RPY)! incorporates the revocation public value R
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GenTxPc(ch, P, Q, tXPH,REC,T stPe):

1. For P,Q € {A,B} with P # Q and ch € {Cp, Cq}, parse
stP as {6o, 61}, where

o 0o = (af0],(MSig(P,H) A RTL(7))", (Sig(P) A
Wit(R))").

« 01 = (al]. (MSig(P.H,Q) A RTL(7))°, (Sig(P) A
RTL(27)> (Sig(P) A REY)).

2. Let txPH denote the commitment transaction of ch, where
x,.0ut == stP°, and set txg5,.In == {tx2,.a[0]°}.
3. Return txfy,.
GenTxPun(ch, P, thfH, Rp,7,T, st™"):
1. For P,Q € {A,B} with P # Q and ch € {Cp, Cq}, parse
st™" as {6}, where
%, (Sig(H) A

e 0o = (af0],(Sig(P) A ATL(T
RTL(27))!, (Sig(H) A Wit(RE™))?).

2. Let txp,, denote the punishment transaction of chan-
nel ch, where tx5;].Out := st™", and set txp].In =

{tXPH al0]%}.
3. Return txf;.

GenTxVE(y, txh},, R, txPs, sth):

1. Parst st* as {6,061}, where
o 0o := (af0], (MSig(A, B) A ATL(I"))?)

+ 7))

o 01 = (a[11] (Sig(H) AATL(T) ART(7))°, (MSig(A, B) A
Wlt(R")) )

2. Let  txis denote the funding transaction of
v, where txdf.0ut = st set txfz.n =

{(oip-al1]”), (6X-al1]")}-
3. Return txpg.

GenTxc(ch, P, Q, Rp, Rq, st 7):

1. For P,Q € {A,B} with P # Q and ch € {«, 3,~}, parse
st® as{fy, 61} and {62, 05}, where
0o = (a[0], (Sig(P) A RTL(7))”, (Sig(Q) A Wit(Re))").

6, = (o[1] (Sig(Q)°). _ ,
— ,<S|g(P)/\W|t(RQ)>1).

02 = (al0], (Sig(Q) A RTL(7))°

s = (all], (Sig(P))").

2. Let ftx = ch.FTx is the funding transaction of ch.
Let txpq denote one of the commitment transactions of
ch, where txpq.Out = (fo,01), and set txpq.In =
(ftx.id, ftx.a[0°]); Let txqp denote another commitment
transaction of ch, where txqp.Out = (62,63), and set
txqp.In = {ftx.a[0°]}.

3. Return (txpq, txqpr).

Fig. 4: Transaction construction programs for SVC. Let Alice,
Hub, and Bob be denoted by A, H, and B, respectively.

generated by Hub. Once Hub reveals the value r" to Alice,
where (rf, Ry) € R, and tx}}, has been recorded on-chain,
Alice can immediately claim all the funds in txi,.«[0].

The output txj,. oz[l] contains three spending conditions: (i)
(pka A pky A pkg A7)0 locks the collateral of Alice and Hub;
(ii) Once txR}, is recorded on-chain, if Hub fails to publish
x4 within 27 rounds, Alice can claim the funds in tx}y,.c[1]
via the condition (pkA A+27)1; and (iii) If Hub broadcasts an
old version of tx AH (in which rH has been revealed), Alice can
spend the funds in tx}},.«[1] using the condition (pk A RP)2.

In Step 3 of Fig. [5] upon receiving the message from Alice
(init-open, tfo_“"y) (similarly, on the Cg side, Hub receives
sid, init-open, txP%, v)), Hub generates
( pen, txjg, g

— tXp
txp 'BA
A tXPC el -
‘AH txAB
In: vE
X
by AB
pf 0 —
— an al0] I u
n:
Out: f 0
>  tx} al1]
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@ Create tx}}
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© Create tx}

funding—open, tx}g
— ° " TAB

@ Create tx
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req—open, Ry

init—open, txAH init—open, txg;

@ Create & Sign tx}§, txpi
Call UpdateState

@ Sign tx}h

vfSig—open,aa (txihy) H
= A A

(7] Sign txp"n

punSig—open, oy (txAH")

[ (5] Revoke secret values ] A

0 Sign x4},

pcSigfopen,aA(th;)
A H

<
revoke— openrH complete—open, r}\’

... analogously on Cg

Fig. 5: Illustration of v open phase on channel Ca.

st :=={(a[0], (MSig(A, B) A ATL(T"))?), (1], (Sig(H)A
ATL(T) ARTL(7)), (MSig(A, B) A Wit(R}’f))l)}G)
and invokes GenTxV£ (7, txiy, RYf HB, st¥f) to construct the
transaction txj5. The transaction t><AB contains two outputs:
() txxs- a[OlO serves as the fund output for virtual channel +;
and (ii) txAB a[1] contains Hub’s collateral and fees. Hub then
sends tx g to Alice.

In Step 4 of Fig. B| Alice calls UpdateState func-
tion with (A, B,st"t ~, 7, b=0,-,-). If it returns (tx4G, txi )
Alice generates the signatures in Steps 5-6 as oa(txg) «
Sign(ska, txiz) and oa(tx}y) <« Sign(ska,txiy), and then
sends (vfSig-open, oa(tx4s)) and (vfSig-open, oa(txhy,)) to
Hub. In Step 7, Hub computes oy (txa};) < Sign(skn, txay)
and sends it to Alice. Finally, all users exchange the revocation
keys of the old commitment transactions (txiy, txf,). If no
failures occur, the v is considered successfully opened.

In the proposed SVC, only Hub possesses the fully signed
transactions (txR},, txfi, tx4s) and is authorized to publish
them on-chain. Alice (Bob), on the other hand, holds the fully
s1gned iy (txPg); if Hub fails to publish txh}, (txfz) and
tx g on the ledger £ before I' — 7, Alice (Bob) can penahze
Hub using txk}] (txPg)-

2) Update. Suppose Alice intends to pay « tokens to
Bob. To achieve this payment, Alice and Bob jointly call
UpdateState (shown in Fig. [f) to update the state of . Let

(txx4y, tX{fa) denote the commitment transactions generated for
the previous payment. Alice then generates
* = {(0(),91);(92703)}7 (4)

where

e 0 == (a[0], (Sig(A) A +7)°, (Sig(B) A Wit(Ra))!),

e 01 = (a[l], (Sig(B))?),

o 02 := (a[0], (Sig(B) A +7)°, (Sig(A) A Wit(Rg))"),

o 05 = (a[1], (Sig(A))")
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UpdateState(P, Q,st*, ch, 7, b, txpq, txqp)

P
1. Generate (Rp,7p) < GenR
2. Send (req-update,st*, Rp) — Q .
Q upon (reg-update, st*, Rp) <> P
3. Generate (Rq,7q) + GenR.
4. (txpq, txgp) = GenTXc(ch, P, Q,st*, )
5. oq(txpq) + Sign(skq, txpg)-
6. Send (init-update, txpq, txgp, 0q(txpg)) < P .

P upon (init-update, txgq, txgp, 7a(txpq)) < Q

7. op(txgp) < Sign(skp, txgp)
8. Send (allow-update,op(txgp)) — Q.
Q upon (allow-update, op(txgp)) < P

9. If b=0, ch.CT = {txpq, txgp} and return (txgq, txgp) and stop.
10. If b=1, extract the revocation key rq corresponding to txqp,
send (revoke-update, rq) — P.

P upon (revoke-update, rq) < Q

11. Extract revocation key rp corresponding to txpq, send
(complete-update, 7p) — Q.

12. Let ch.CT = {txpq, tx4p} and add ((txpq,rp), (txqp,7q)) to
ch.cToM,

Q upon (complete-update, rp) <= P

13. Let ch.CT = {txpq, txgp} and add ((txpq,7p), (txqp,7q)) to
ch.cT°",

14. Return (txpq, txgp) and stop.

Fig. 6: State update process of SVC. Assuming this process
is initiated by P (symmetrical for Q).

Next, Alice calls UpdateState with
(A, B,st*, v, 7,b=1,tx3G, x5 ). Specifically, in Steps 1-
2, Alice generates (RA,TA) < GenR and sends Rp and st*
to Bob. In Steps 3-6, Bob generates (Rg,78) < GenR and
transactions (txxg, txga ), Where txpp.a[0] — txag.a[0] = o
and txgx.a[0] — tx5,.a[0] = a. This means that Bob will
receive « tokens in this payment. Then Bob generates
os(txxg) < Sign(ske,txxy) and sends (txi3,txha) along
with og(txai) to Alice. In Steps 7-8, Alice computes
oa(txga) < Sign(ska, txia) and sends oa(txgx) to Bob.

If b = 0, define the set of latest commitment transactions
CT = {t3F, tx¥a } and return (tx3%, tx5a ) in Step 9; other-
wise, in Steps 10-12, Alice and Bob exchange revocation secret
values for (txig,tx%,) to prevent any malicious user from
broadcasting old commitment transactions on-chain. Finally, if
(txag , txia ) is returned, it indicates that Alice has successfully
paid « tokens to Bob, and the virtual channel state is updated.
In the case of malicious behavior during the update phase: (i)
if the signature exchange for the new transactions (txx3, txga)
fails, Alice and Bob do not initiate the exchange of revocation
secret values for (tx%g, txjsa). Therefore, the honest user can
safely publish tx}s or txj, on-chain to safeguard funds; and
(ii) if the exchange of revocation secret values for (tx3g, tx§a)
fails, then both (tx}G,tx5s) and (txi3,txga) remain valid,
each containing correct signatures. Even if the honest user
has sent the revocation secret value of tx3g or txg, to the
malicious user, the honest user can still publish tx"c* or txga
on-chain to safeguard funds.

3) Release: In the release phase, the states in Ca and Cg are
updated. Note that Alice and Bob must send a release request

Layer 1
ayer oo oo §oo .\}Q@.‘}ooﬁeeﬁeeﬁ

[ Offload Close
o ; pc . pc Start Start
L (commn_ offload, tXAH't?“E) <I'—37 ST 1. (commit—close, txz)
[ 2.(funding-offload, tx}{g) = =
Layer 2 A < > A ()
C
Alice Ca Hub B Bob
Release Start
1. (req—release,UpdateState) ST —=3t—Apy
Layer 3

txhpa[0]°

¥ Tx Set

a0l

Fig. 7: Tllustration of Release, Offload, and Close phases

to Hub before I" — 37 — A,s rounds, where A, denotes the
maximum number of rounds required to release the virtual
channel. Note that Hub initiates the corresponding process
only upon receiving each identical release instruction from
both Alice and Bob within the time interval Aop, Otherwise,
the process is terminated. As shown in Fig. [/| during the
release phase, for Cp (analogous for Cg), the states of the
segregated channels generated from transaction txhj, (i.e.,
SCan and +) are transferred back to Ca. This is accomplished
by generatlng new payment channel commitment transactions

txihyy and txp, -
w1th (A H, st Ca, 7, b=1, bR}y, X,
txﬂcArls on Ca. When all users are honest and both Cp, this
phase can be executed off-chain.

4) Offload: As shown in Fig. if Hub fails to re-
lease the virtual channel w before round I' — 37, Hub
sends (commit-offload, txjj;, txfjz) < L. Once these
transactions are recorded on the ledger £, Hub sends
(funding-offload, txg) < L after 7 rounds to retrieve fees
and collateral; otherwise, the collateral locked in tx,',icl_| and
txy will be forfeited. If a malicious Hub intentionally delays
the offload phase, e.g., (i) delaying the publication of txjy,
(tx}g)> Alice (Bob) can punish Hub by publishing tx}}] (txp“")
after I' — 7 rounds; and (ii) delaylng the pubhcatlon of tfoB,
Alice and Bob can spend tx},.«r[1]! or tx5.a[1]! respectively
to punish Hub. Therefore, Alice and Bob can punish Hub and
seize the relevant collateral and fees.

5) Close: Upon successful offloading, the virtual channel
~ is converted into the payment channel Cag, and the users,
Alice and Bob, may choose to settle funds through the close
phase. Suppose this phase is initiated by Alice (the process is
symmetric for Bob) and achieves the closure of by sending
(commit-close, tx3;) < L after I' rounds. For clarity of
exposition, Fig [] illustrates the transactions and fund flows.
We denote a3 and ajf as the funds locked by Alice and Hub
in Cy, and off and of as the funds locked by Hub and
Bob in Cp. For clarity, we include the fees paid by Alice and
Bob to Hub in o} and ayp , respectively. After Hub publish
the transaction txjp to the ledger L, it can retrieve the funds

oy Lt aﬁp Simultaneously, Alice (resp Bob) can close v and
settle the funds by publishing tx}3g (resp. txga).

Accordingly, Alice invokes UpdateState
rls
) to generate txj;, and
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Fig. 8: Transactions and Fund Flows in SVC

6) Application of SVC in CPSS Payments: We introduce a
concrete application scenario: micro-payments in smart grids.
In this scenario, multiple energy providers and users need to
frequently perform micro-payments to settle electricity usage.
SVC shifts the micro-payment process off-chain and divides
the payment channels into sub-payment channels and virtual
channels. Through these segmented channels, energy providers
and users can execute micro-payments concurrently while
preserving the privacy of energy consumption, thereby meeting
the CPSS requirements for high throughput and privacy [27].

V. SECURITY MODEL
A. Models and Assumptions

1) Attack Model: We model the honest users as interac-
tive Turing machines that can securely communicate with
Fsve- We also model the PPT adversary A as an interactive
Turing machine. We consider static corruption [28]], meaning
the adversary must determine the corrupted users before the
protocol begins. Once corruption is successful, .4 can control
any information transfer between the corrupted users and route
the corrupted users’ incoming and outgoing communications.

2) Communication Model: The users of the channel com-
municate through the secure message transmission functional-
ity Feme. A adversary A can delay messages between two hon-
est users but cannot access or tamper with their contents [29].
Moreover, we model the synchronous communication network
as F,yn, where the protocol is executed in discrete rounds.
A cannot change the order of messages sent between honest
users. The definitions of F,, and Fj,,; follow [30].

3) Global Ideal Ledger Functionality: We use the Global
Universal Composability (GUC) framework [30] to model the
blockchain as a global ledger, maintained by the global ideal
ledger functionality G, which is parameterized by signature
schemes and blockchain delay (X, 7). The information in £
is public and can be updated using the ideal functionality.

B. Operations

We model the proposed SVC within the GUC frame-
work [30], as illustrated in Fig. [0} We designate the payment
channel hub (i.e., Hub) as the intermediary between Alice and
Bob, using the abbreviations {A, H, B} to represent users
{Alice, Hub, Bob} respectively. We denote aa and oy, as the
balances of A and H in channel Cp before the virtual channel
~ is opened, and ag and ap, as the balances of B and H
in channel Cg before 7 is opened. Meanwhile, a;y” and ag’

Open
After receiving (sid, open-channel, v,st,") from A (eymm for B), parse

v.st = {(a}’,Siga), (aF, Sige)}. sty = {(aa — o, Siga), (an, —
ag’,Sigy)} and y.subchan = (Ca, Cg), and proceed as follows:

1. Send (sid,req-openVC,7) to B and receive (sid,b) from B. Abort
if b =1. Otherwise, for Ca (symm. for Cg), proceed as follows:

2. (i) Send (sid, vc.funding-query,y) to A and H; (ii) receive (sid,ba)
from A and (sid,by) from H. Abort, if bp =L or by =1, do
send (sid, vc.funding-abort, ) to ~.users. Otherwise, send (sid,
ve.funding-success, {A, H}) to Ca.users and continue.

3. (i) Send (sid, pc.state-query,sty’) to A and H; (ii) receive (sid,ba)
from A and (sid,by) from H. Abort, if bo =1 or by =L, do
send (sid, pc.state-abort, ) to ~y.users. Otherwise, send (sid,
pe.state-success, {A, H}) to CA users and continue.

4. (i) Send (sid, pc.pun-query, st P) to A and H; (ii) receive (sid,bp)
from A and (sid,by) from H Abort, if bp =1 or by =1,
do send (sid, pc.pun-abort, ) to y.users. Otherwise, send (sid,
pe.pun-success, {A,H}) to Ca.users and continue.

If receive similar messages from the channel Cg within Ay, rounds,
extract Ca from PC, set Ca.st := sty. Extract Cg from PC, set
Cg.st := stg’. Moreover, add Ca and Ca to PC, and add v to VC,
then send (sid, open-success, «y) to ~y.users and Sim; otherwise, send
(sid, open-abort, ) to y.users.

Update

1. Upon receiving (sid, update-channel, v.id, v.st"P) from A (symet-
rical for B), send (sid, update-query, ~.id,vy.st"P) to y.endUsers.
2. Receive (sid, ba) from A and (sid, bg) from B. If by =L or
bg =, do send (sid, update-abort) to ~.endUsers.Otherwise, let
v = VC(v.id), set 7.st := st"P and VC(.id) := ~ and send (sid,
update-success) to y.endUsers and Sim.
Release

1. Upon receiving (sid, release-channel, Ca, aﬂs, a[_'f) from A and
(sid, release-channel, Cg, a[g's,aﬂs) from B before I' — 37 — Ays
rounds, let v = VC(y.id), {(aA, Siga), (o, Sigg)} = ~.st.
Check if aﬂs = ah + an — oy, aHl = op + o~ ay’,
o = ok +ag —aF, and o, = o + ap — o, If not,
stop. Else proceed as follow.

2. Send (sid, release-query, ) to ~y.users and receive (sid, ba), (sid,
by) and (sid, bg). If ba, by or bg =L, send (sid, release-abort) to
~v.users. Otherwise, remove ~ from VC, remove (Ca,Cg) from
PC and send (sid, release-success) to y.users and Sim.

Offload

1. Upon receiving (sid, commitPC-offload, Ca, Cg, (txAH,txHB))
from H at ' — 37 rounds, Proce,ed as follows:

2. Send (sid, pc-query, (txhp.txfg)) to Gz and receive (sid, br)
from G.. If by=1, send (sid, commitPC-abort) to H. Otherwise,
send (sid, commitPC-success) to H and continue.

3. Upon receiving (sid,commitvf-offload, ~, txfé) from H, send (sid,
vi-query, tx"‘”) to Gr.

4. Receive a message (sid, by) from G.. If by=T, send (sid,
offload-success) to ~y.users and Sim. Then remove v from VC.
Otherwise, send (sid, offload-abort) to H and abort.

Close
Upon receiving (sid, commltVC close,y, txi

1. Send (sid,close-query,tx ) to G, and receive (sid, by) from G..
If by,=T, it sends (sid, close success) to y.endUsers and sends
(sid, close-abort) to ~v.endUsers otherwise.

2. Remove (Ca,Cg) from PC, and forward (sid, close-success) to
~.users and Sim.

Fig. 9: Ideal Functionality F,. for SVC.

z) from A (symm. for B),

denote the initial balances of the virtual channel. We use tx’
to denote the transaction tx that contains the complete set of
signatures. Each session is represented by a session identifier
sid. Fg,c internally maintains two sets: one for tracking the
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Fig. 10: Timeline of Transaction Recording.

participating payment channels, denoted by PC; and another
for tracking the opened virtual channels, denoted by VC.

C. GUC Security

Let 7 be a protocol with access t0 (Fsyn, Fomt, Gr). Z
can receive output messages from parties in both the real
world and the ideal world and provide input to them. We
use EXIE(C Fo nAz) 1O indicate the set of outputs from Z
when the adversary A interacts with the protocol 7, and use
EXEC CW Sim. 2) to indicate the set of outputs from Z when
Fsve mteracts with the simulator Sim. We say that 7 GUC-
realizes Fj, if, for any PPT environment Z, it is unable to
distinguish the output of the real world from that of the ideal

world. The formal definition of security is expressed as:

Definition 2. If for any PPT adversary A attacking a protocol
7, there exists a PPT simulator Sim, such that no matter
which protocol PPT environment Z selects for testing, we have

IEX]EQr Wk ~ EXECZ® Sim, 2 (5)

Fsves

where ~ denotes computational indistinguishability, then we
say that m GUC-realizes Fg,. or m achieves GUC security.

D. Discussion on the Ideal Functionality

In this subsection, we will discuss how Fg,. achieves the
security and privacy goals as defined in Section

Balance security. To protect the balance security of honest
users, we incorporate multiple punishment mechanisms with
different conditions to the transactions built in the open phase.
For instance, txi;, and txj; created in open phase can handle
possible malicious behavior by H. As a trusted party, Fg,.
can accurately assess the messages sent by users. Fg,. will
query each user before starting the next step, and if any user
refuses, it aborts the process of opening the virtual channel. In
the open phase, if the virtual channel is successfully opened,
Fsve sends a success message to all participating users and
stores the opened channel in VC. Otherwise, it sends a failed
message. When all transactions are created, honest users can
enforce the transactions on-chain in the case of malice.

Intuitively, as shown in Fig. Hub only needs to access
the ledger £ at I' — 37' round to publish the commitment trans-
actions txi; and tx} of the payment channels C; € {Ca, Cg},

thereby closing C;. Here, 7 denotes the maximum number of
rounds required for a transaction to be recorded on the ledger.
According to [7]], 7 is typically set to one day. Then, Hub
waits for 7 rounds before publishing the funding transaction
tx g of 7y to offload it. Thereafter, Hub can claim the collateral
and fees locked in tx}z.[1] at any time.

For end users -y.endUsers € {Alice, Bob}, they only need
to check the ledger £ at I' — 7 round to verify whether Hub
behaves maliciously in either of the following cases:

(i) Hub fails to close C; at I' — 7 round. In this
case, -y.endUsers can publish the punishment transactions
(o txQ ) to punish Hub and spend (tx}};.ct[0], tx]ig.cr[0])
to claim all funds in the payment channels;

(ii) Hub fails to publish tx (i) That is, txAB fails
to be recorded on L within 27' rounds after txhj, and
tx,z have been recorded on L, then +y.endUsers can spend
(txhy-a[1], txfz-[1]) to obtain Hub’s collateral and fees.

Therefore, Hub only needs to stay online for at most 37 time
window to safely offload the virtual channel and protect funds,
while the honest ~.endUsers have only a 37 time window
to respond and punish malicious Hub, which is significantly
shorter than the entire channel lifetime I'.

Atomicity. To achieve atomicity, Fg,. queries confirmation
from all participating users before initiating each step. The
next step will proceed only after receiving confirmation from
all channel users. For example, in the release phase, the release
request for A and B is initiated only before I' — 37 — Ay
rounds. In step 2 of the release phase, Fg,. forwards the
release request to ~y.users. After that, all participating users
send a confirmation message to Fg,. after Co and Cg have
released. Then Fg,. receives confirmation messages from
~.users. If all tokens from all participating users are T, then
Fsve notifies other users of the successful release message.
Since each process is confirmed by all users, atomicity is
guaranteed as long as there is at least one honest user.

Transaction privacy. After v is opened, Fj,. interacts
exclusively with the end users of + and constructs the vir-
tual channel commitment transactions (tx3g,txgs). Before
I' — 37 — Ay; round, ~.endUsers do not need to interact with
the intermediary Hub. Consequently, Hub cannot learn any
transaction information of -+, including the payment amounts
or the number of payments, nor are any on-chain transactions
generated, thereby effectively preserving transaction privacy.

VI. SECURITY ANALYSIS
A. Formal Analysis of SVC

According to Definition [2] a protocol 7 is called GUC
secure if the environment Z cannot distinguish whether it is
interacting with the ideal world or the real world, even in the
presence of a PPT adversary A. Since the execution of our
protocol in the real world depends on the ideal functionalities
Fc, we define the proposed protocol in the hybrid world.

Theorem 1. If a signature scheme adopted is EUF-CMA se-
cure [31)], [32)], SVC GUC-realizes Fgyc in the (Fome, Foyn,Gr
)-hybrid world.

Proof. The security proof will describe the interaction between
the simulator S¢m and the ideal functionality Fj,. in the
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ideal world and simulate an adversary A attack on hybrid
protocol SVC in the (Fsmt,Fsyn.Grc )-hybrid world to prove
that the protocol’s execution is indistinguishable for Z. Let
Sim interact with Fy,. on behalf of an honest party, i.e., every
message that F;,,. receives or sends from or to an honest party
is directly forwarded to Sim.

Due to space limitations, we focus on the open phase, with
the other phases following the same analytical principles. Sim
maintains the honest user’s keys set K so that transactions can
be signed on their behalf. If S¢m receives any error message
from the PPT adversary A4, it aborts the operation. We assume
the existence of the following two malicious scenarios:

Intermediary is corrupted. Suppose this phase is trig-
gered by the honest y.endUsers, Sim continues as follows.
First, Sim receives (sid, req-openVC, «) from Fg,.. Then,
Sim sends (reg-open,Rspi‘r’:) representing an honest user, to
A. If A sends (sid, open-abort), Sim sends (sid, L) to
Fsve and abort the execution, otherwise sends (sid,T) to
Fsve. After that, Sim sequentially receives the messages
(sid, vc.funding/pc.state/pc.pun-query) from Fy,,, and involves
GenTxPc, GenTxVf and GenTxPun to construct transactions
(txPC txf txPU" £xV¢) with A. After that, Sim exchanges
signatures with A, and if either signature fails, sends (sid, 1)
to Fsue and abort; otherwise, sends (sid, T) to Fgye.

End user is corrupted. Suppose this phase is trig-
gered by the corrupted user, Sim continues as follows.
First, Sim receives (sid, req-open,R"") from A and
sends (sid, open-channely,stoh) to Fy,., then receives
(sid,req-openVC,v). If A sends (sid, open-abort) on behalf of
the corrupted users, Sim sends (sid, L) and abort the execu-
tion. Otherwise, send (sid, T). When Fj,,. receives a message
(sid, T) from Sim in response to req-openVC, it sequentially
sends (sid, vc.funding/pc.state/pc.pun-query) to Sim. Then
Sim creates transactions (txP<, tx"f, txPU", tx¥¢) and exchanges
signatures with A on behalf of the honest users neighboring
of A. If an invalid signature appears, Sim forwards (sid,L)
as a response to vc.funding/pc.state/pc.pun-query to Fj,. and
abort, otherwise forward (sid, T). Finally, employ Fj,, to
progress to the next round. O

If A cannot sign transactions on behalf of corrupted users,
then the execution sets of the ideal world and the hybrid
world are indistinguishable to the environment Z. Therefore,
the open phase of the hybrid protocol SVC GUC-realizes the
open phase of Fy. in the (Fyme,Fsyn,Gc )-hybrid world.
Since the security proofs for the update, release, offload, and
close phases of SVC follow similar principles, Theorem [I] is
proven. If Fg,. achieves the security and privacy goals defined
in Section [IV-A] then according to the GUC security definition
described in Definition 2] the SVC also achieves these security
and privacy goals.

VII. PERFORMANCE EVALUATION

The experimental platform uses an Intel Core i7-8565U
CPU (1.99 GHz), 16 GB memory, and Windows 10. The
code is written in Python and utilizes the python-bitcoin-
utils library and Bitcoin scripts for transaction and channel
construction. To meet the requirements of payment efficiency

and privacy in CPSS, we conducted experiments on two LN
snapshots taken in January 2022 [33]] and May 2022 [34]. Each
experiment is repeated 100 times, and we plot the mean and
standard deviation. We also test compatibility by deploying the
created transactions on the Bitcoin festnet and confirm that the
transactions function as expected.

In this section, we compare the proposed SVC with the
BCVC-V, LNVC-V [10], and Donner [11]. Among them,
BCVC-V is the state-of-the-art validity-based virtual channel
construction built over generalized channels [26], employing
a punish-then-split payment paradigm. LNVC-V is another
validity-based virtual channel construction built over lightning-
style channels. Donner is suitable for multi-hop payment
channel networks, offering the capability to enforce updates
via a global transaction. To ensure a fair comparison, we
implement these virtual channel constructions based on a
payment channel hub, where the sender and receiver construct
a payment channel network through a single intermediary.

A. Comparison of Features

As shown in Table [Il} in terms of continuous online days,
SVC only requires the intermediary Hub to remain online at
' — 37 round and publish transactions (tx};,, tx05, txxg) on-
chain to complete the release phase of the virtual channel, after
which it does not need to remain online. In the worst-case
scenario, SVC only requires the intermediary Hub to remain
online continuously for 3.7 to publish transactions. In contrast,
BCVC-V, LNVC-V, and Donner require all users to stay online
to offload the virtual channel, with continuous online durations
of 5.7, 3-7, and 3- 7, respectively, to publish transactions and
monitor the blockchain. All compared constructions complete
the payment by directly creating transactions off-chain, so
there is no need for trusted third-party assumptions (such
as watchtower). Except for Donner, the other compared con-
structions can lock the end-users’ collateral for bidirectional
payments in a virtual channel.

In a reopen operation, an SVC user only needs to update
the transaction set (txg, txiyy, txfg, tXXg, txi5y) to reopen
the virtual channel and reset its lifetime and fund allocation.
In comparison, BCVC, LNVC, and Donner require 8 - n,
14 - n, and 20 - n transactions, respectively. Although all
schemes have linear overhead ©(n) in the number of reopen
operations, SVC exhibits the smallest constant factor. For
punishment, end users can publish txP“" when the intermediary
delays offloading. BCVC, LNVC, and Donner incur ©(n) on-
chain transactions and time delay per punishment operation,
whereas SVC requires only one on-chain transaction with
unit delay, independent of network size. For the punishment
operation, when the intermediary delays the offload phase,
each end user in BCVC, LNVC, and Donner incurs ©(n)
on-chain transactions along with a corresponding ©(n) time
delay. In contrast, each end user in SVC needs to publish
only a single txP'" on-chain, and the time delay per user
is one time unit. In terms of scalability, the proposed SVC
supports parallel payments, i.e., payments can be executed
simultaneously via SC and ~. In addition, SVC incurs lower
overhead for both reopen and punishment operations, further
improving the scalability of the system.
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TABLE II: Comparison with other virtual channel schemes.

BCVC-V [10] [ LNVC-V [10] [ Deonner [11| [ SVC
Continuous online days 5-T 3.7 3T 3T
No third party v v v v
Atomicity v v v v
Transaction privacy v v v v
Bidirectional payment v v X v
Reopen: txs off-chain 8-n 14-n 20-n 5-n
Punishment: on-chain
overhead per user o(n) o(n) o(n) !
Punishment: on-chain
time delay per user O(n) e(n) O(n) 1
Scalibility X X X v

B. Risk of Failing to Go Online on Time

We test the potentially risky channels and risky BTC (keep-
ing two decimal places) when paying with different virtual
channel constructions in the LN snapshots from January 2022
and May 2022. We assume that 7 equals one day, and the
horizontal axis represents the probability P that users cannot
come online within a day. We also assume that the lifetime I'
of the virtual channel is set to 3 months and 6 months.
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Fig. 11: Number of channels at risk.

In all evaluated constructions, the intermediary can offload
virtual channels in advance. As shown in Figs. [T1a to [12b]
under different LN snapshots, the SVC consistently maintains
a minimal number of risky channels and risky BTC. For
instance, in the LN snapshot of May 2022 (I' = 6 months),
when P=1%, the risky channels and risky BTC in SVC are
approximately 2348 and 6.72. In contrast, BCVC-V, LNVC-
V, and Donner have approximately 218434 channels at risk
and 741.48 BTC at risk when P=1%. This is because the
SVC does not assume that users are continuously online
every day after the virtual channel is offloaded. This is due
to the inclusion of an absolute time lock for the funding
transaction of the virtual channel. If there is no request to
adjust or release the virtual channel, y.endUsers only need
to monitor the blockchain at I' — 7 round. In contrast, the
BCVC-V, LNVC-V, and Donner constructions all exhibit a
high number of risky channels and risky BTC across different
LN snapshots, as these constructions require continuous online
operation and daily blockchain monitoring after the virtual
channel is offloaded. This is because, in these constructions,
the spending conditions for virtual channel funding transac-
tions include only signature conditions. These conditions can
also be satisfied by old state transactions, so if the time interval
exceeds T, they may lose funds. Therefore, across different LN
snapshots, SVC has fewer risky channels and less risky BTC

than the compared schemes, effectively protecting the fund
security of users.
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Fig. 12: Number of BTC at risk.
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C. Overhead

As shown in Table when opening a virtual channel, the
proposed SVC requires creating 7 transactions (including 2
payment channel state transactions, 1 funding transaction, 2
virtual channel state transactions, and 2 punishment transac-
tions) off-chain, resulting in a total of 2957 bytes. In contrast,
BCVC-V is constructed over generalized channels and requires
the creation of 8 transactions (including 4 payment channel
state transactions, 1 funding transaction, 1 refund transaction,
and 2 virtual channel state transactions), resulting in a total
overhead of 2951 bytes; LNVC-V requires 14 transactions
(including 4 payment channel state transactions, 2 funding
transactions, 4 refund transactions, and 4 virtual channel
state transactions), totaling 5914 bytes; Donner requires the
additional construction of a virtual channel to facilitate reverse
payments, resulting in the highest overhead during the open
phase. Specifically, Donner requires the generation of 16
transactions, totaling 3848 bytes.

In the update phase, SVC needs to update 2 virtual channel
commitment transactions to update the virtual channel state,
resulting in 680 bytes. In contrast, BCVC-V, LNVC-V, and
Donner generate 2, 4, and 4 transactions, respectively, resulting
in total overheads of 695, 1360, and 1360 bytes. To release
the virtual channel, SVC needs to update 2 payment channel
commitment transactions in each payment channel, totaling
1360 bytes. In the offload phase, the intermediary Hub needs
to publish the funding transaction of the virtual channel to the
ledger £, which requires SVC to make 3 on-chain transactions
totaling 1567 bytes. In contrast, during the offload phase,
BCVC-V, LNVC-V, and Donner incur overheads of 2256 bytes
(6 txs), 1901 bytes (4 txs), and 406 bytes (2 txs), respectively.
During the close phase, SVC, BCVC-V, LNVC-V, and Donner
incur overheads of 1907 bytes (4 txs), 2951 bytes (8 txs), 2241
bytes (5 txs), and 3228 bytes (14 txs), respectively.

In the punishment operation, users can publish 2 punishment
transactions (totaling 710 bytes) to punish the intermediary
and obtain all funds corresponding to the payment channels.
BCVC-V requires publishing 6 transactions (including 2 com-
mit transactions, 2 split transactions, and 2 claim transactions
totaling 3156 bytes) to punish the intermediary. Consequently,
compared with LNVC-V, the SVC reduces the communication
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TABLE III: Overhead comparison of virtual channel constructions using PCH.

LNVC-V BCVC-V Donner SvC
on-chain off-chain on-chain off-chain on-chain off-chain on-chain off-chain
#txs/size #txs/size #txs/size #txs/size #txs/ size #txs/ size #txs/size #txs/size
Open 0/0 14/5914 B 0/0 8/2951 B 0/0 16/3848 B 0/0 7/2957 B
Update 0/0 4/1360 B 0/0 2/695 B 0/0 4/1360 B 0/0 2/630 B
Release 0/0 4/1360 B 0/0 4/1390 B 0/ 0 4/1360 B 0/0 4/1360 B
Offload 4/1901 B 0/0 6/2256 B 0/0 2/406 B 0/ 0 3/1567 B 0/0
Close 5/2241 B 0/0 8/2951 B 0/0 14/3228 B 0/ 0 4/1907 B 0/0
Punishment | 4/1056 B 0/0 6/3156 B 0/0 4/912 B 0/0 2/710 B 0/0

TABLE IV: Comparison of signature computation.

“n” indicates the number of payments.

overhead by approximately 50% during the open phase and
15% during the close phase. SVC and BCVC-V have similar
overhead during the open phase; however, SVC reduces the
communication overhead by approximately 35% when closing
the channel. Table presents the signature computation
required for constructing different virtual channels at various
phases. The proposed SVC achieves a relatively low signature
computation overhead in the open phase. Compared with Don-
ner, the signature computation in the open phase is reduced
by 36%.
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Fig. 13: Comparison of overhead under different schemes

Next, we simulate and compare the overhead incurred by
different constructions in building payments off-chain. As
shown in Fig. @ we compare SVC with BCVC-V, LNVC-V,
and the corresponding PCN-based schemes. Fig. [13a] shows
that when the number of off-chain transactions exceeds 2,
SVC and BCVC-V incur lower communication overhead than
their corresponding PCN-based schemes. Therefore, once the
virtual channel is successfully constructed, as the number of
off-chain transactions increases, the advantages of the virtual
channel will become apparent, effectively reducing overhead
consumption. The proposed SVC incurs an overhead of 2957
bytes when opening a virtual channel, compared to 2951
bytes for BCVC-V. As the number of payments increases, the

User | BCVC-V | LNVC-V | Donner | SVC
Alice 5 8 8 6
Open Hub 7 14 12 6
Bob 5 10 8 6
Alice 2n 4n 2n 2n
Update Hub 0 0 0 0
Bob 2n In 2n 2n
Alice 2 2 2 2
Release Hub 4 4 4 4 .
Bob 2 2 2 2

overhead of SVC is lower than that of BCVC-V. When the
number of off-chain payments is 20, the overhead of SVC is
324 bytes less than BCVC-V. This advantage becomes more
pronounced as the number of payments increases.

x10° x10°
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Fig. 14: Comparison of overhead of Reopen.

As shown in Fig.[T3b] we further compare the computational
overhead of different constructions in multiple payment sce-
narios. It can be observed that as the number of payments in-
creases, the computational overhead of all constructions grows
linearly with the number of payments. When the number of
payments exceeds 7, SVC shows a significant advantage over
the PCN-based schemes. Overall, SVC demonstrates higher
computational efficiency and consistently outperforms both
Donner and LNVC-V. Finally, we conducted experimental
evaluations of the computational and communication overhead
incurred during the reopen operation of a virtual channel. In
SVC, users only need to regenerate a set of transactions (txfB,
iy X, tXag, txka) to reopen the virtual channel and
adjust its lifetime. As shown in Fig. SVC consistently
outperforms BCVC-V, LNVC-V, and Donner throughout the
entire process, exhibiting lower computational and commu-
nication overhead. Regarding communication overhead, SVC
reduces the cost by 65% compared to Donner, and by 22%
compared to BCVC-V. In terms of computational overhead,
SVC reduces costs by 66% and 23% compared with Donner
and BCVC-V, respectively.

VIII. CONCLUDING REMARKS AND FUTURE WORK

Blockchain payments are considered an ideal payment so-
lution in intelligent CPSS environments. However, it currently
faces issues such as privacy leakage and limited scalability.
To address these issues, this work proposes a scalable vir-
tual channel construction compatible with the UTXO model,
named SVC. SVC achieves a trustworthy and efficient pay-
ment process through contracts, allowing users in CPSS to
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receive immediate compensation upon completing computa-
tional tasks. Additionally, SVC introduces parallel construc-
tion by dividing the payment channel into a sub-payment
channel and a virtual channel, ensuring payment efficiency and
privacy. The experimental analysis demonstrates that SVC can
protect the users’ funds while maintaining low overhead.
Due to the limitation of payment channel capacity, high-
value payments cannot be delivered in the payment channel
network. In future work, we will investigate lightweight vir-
tual channel constructions based on a multi-channel payment
network to improve the success rates of high-valued payments.
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