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A B S T R A C T
In federated learning, multiple parties can cooperate to train the model without directly exchanging
their own private data, but the gradient leakage problem still threatens the privacy security and model
integrity. Although the existing scheme uses threshold cryptography to mitigate the inference attack, it
can not guarantee the verifiability of the aggregation results, making the system vulnerable to the threat
of poisoning attack. Considering these issues, we construct a partial decryption verifiable threshold
multi-client functional encryption scheme to prevent gradient leakage and inference attacks, and apply
it to federated learning to implement verifiable threshold secure aggregation protocol (VTSAFL).
Furthermore, to resist poisoning attacks, VTSAFL empowers clients to verify aggregation results even
when up to 𝑡−1 aggregators collude, concurrently minimizing both computational and communication
overhead. The size of the functional key and partial decryption results of the scheme are constant,
which provides efficiency guarantee for large-scale deployment. The experimental results on MNIST
dataset show that VTSAFL can achieve the same accuracy as existing schemes, while reducing the
total training time by more than 40%, and reducing the communication overhead by up to 50%.

1. Introduction
Federated Learning (FL) is a distributed machine learn-

ing framework, which was first proposed by Google in
2016 [1] to solve the growing problem of data privacy. Its
core design allows multiple participants to collaborate to
train the global model under the coordination of the central
aggregation server, while ensuring that the original data
of all participants remains localized and never shared. In
federated learning, the main role of the central server is to
aggregate the model parameters of participants, rather than
collect their private data. This model effectively reduces the
inherent privacy risks associated with traditional centralized
machine learning.

However, FL introduces new privacy vulnerabilities.
Adversaries may infer private data from these uploaded
updates. For instance, attackers could potentially deduce
true labels of input data from leaked gradients or even
employ leaked models [2], [3], [4], [5], [6], possibly using
Generative Adversarial Networks (GANs) [7], to reconstruct
datasets that approximate the clients’ private data, result-
ing in serious privacy breaches. To address these privacy
challenges, several secure aggregation schemes have been
proposed to facilitate privacy-preserving federated learning
(PPFL), employing diverse primitives. As shown by Table
1, existing PPFL approaches exhibit significant diversity
in architecture, trust assumptions, and cryptographic meth-
ods. Many early schemes [8], [9], [10], [11], [12], [13]
equip a single, Honest-but-Curious (HbC) aggregator with
cryptographic techniques, e.g., Homomorphic Encryption
(HE) or Functional Encryption (FE). While offering partial
protection against gradient inference or "mix-and-match"
attacks, these often face the risk of intermediate model
leakage and suffer from a single point of failure. Because

FE can prevent the aggregator from accessing client local
models, but the aggregator can still access the intermediate
model via the functional key in federated learning training.
On the other hand, although HE protects the intermediate
model through direct ciphertext aggregation, it is susceptible
to replay attacks and suffers from a single point of failure.

Subsequent works introduced multi-server architectures,
such as two-server secure multi-party computation (MPC)
[14] or trust execution environment (TEE) [15], [16], often
retaining the HbC assumption. More recently, the scheme
TAPFed [17] addresses adversarial aggregators using multiple-
aggregator systems and threshold MCFE. Under a multi-
aggregator architecture, the intermediate model cannot be
obtained by any independent aggregator, thereby mitigating
intermediate model leakage. Furthermore, the threshold
mechanism in TAPFed mitigates the single point of failure
issue, as the training task can be processed by 𝑡 active
aggregators. This setup is also resilient to collusion attacks
from up to 𝑡−1 aggregators. However, under the assumption
of adversarial aggregators, certain aggregators may not
adhere to established training protocols and could attempt
to tamper with aggregation results. For instance, they might
maliciously alter these results to launch poisoning attacks or
directly return random values to evade substantial compu-
tational overhead. In such circumstances, previous schemes
cannot guarantee the validity of the decrypted results fur-
nished by these aggregators, and clients are subsequently
unable to discern the validity of these results, thereby failing
to achieve the intended training outcomes.

To overcome limitations in prior work, we propose
VTSAFL, a novel verifiable threshold secure aggregation
scheme for federated learning. VTSAFL ensures aggrega-
tion result confidentiality via a threshold mechanism and
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provides result verifiability for all participants. The scheme
is efficient in computation and communication, particularly
in large-scale client scenarios.

This work’s main contributions include:
1. Verifiability of the aggregation results: We construct

a partial decryption verifiable threshold multi-client
functional encryption scheme, and implement a new
privacy preserving federated learning framework called
VTSAFL. In this system, each aggregator not only
calculates the partial decryption result, but also cal-
culates the corresponding correctness proof using the
DLEQ protocol [18]. Upon receiving these results and
proofs, clients run a verification algorithm to check
the validity of the computation performed by each
aggregator. If an aggregator provides a malicious or
incorrect result, the verification will fail, and its result
will be discarded by the clients, thus ensuring the
integrity of the global model aggregation.

2. High runtime efficiency and low communication over-
head: In our framework, the threshold functional en-
cryption scheme employed can reduce the size of both
the functional key and the partial decryption results
to a constant level, rather than being proportional to
the number of clients. This offers a distinct advantage
in large-scale privacy-preserving federated learning
tasks involving a substantial number of clients. Addi-
tionally, we utilize a multi-secret sharing scheme for
the distribution of functional keys, which further helps
to minimize the communication overhead.

3. Comparison and Implementation: We implemented
the VTSAFL framework and compared it with ex-
isting schemes. Our experiments are carried out on
MNIST and CIFAR10 datasets. The final experimen-
tal results show that our VTSAFL framework has im-
proved in training time and communication overhead,
and is optimized for scenarios with a large number
of participants. The framework not only achieves the
same model performance, but also provides the veri-
fiability of aggregate results.

4. Security Analysis: We present security model for our
MCFE scheme and conduct a formal security proof.
Subsequently, we analyze the security of the VTSAFL
framework, proving its resilience against various at-
tacks.

2. Related Work
2.1. Multi-input Function Encryption

Functional encryption (FE) [19],[20] is an example of
public key cryptosystem. It enables all parties to encrypt
data so that authorized entities holding specific function
keys can calculate specific functions on the ciphertext. This
calculation shows the output of the function 𝑓 (𝑥), without
disclosing any additional information about the underlying
plaintext 𝑥. The setting of Fe scheme usually involves a
trusted institution (TA). TA is responsible for generating

master key 𝑚𝑠𝑘 and corresponding master public key 𝑚𝑝𝑘.
𝑚𝑝𝑘 is provided to one or more entities that use it to encrypt
their input. For the given function 𝑓 (⋅), TA uses the 𝑚𝑠𝑘 de-
rived function key 𝑑𝑘𝑓 . Any designated decryptor with 𝑑𝑘𝑓can calculate the function 𝑓 on the ciphertext 𝑒𝑛𝑐(𝑥)to obtain
the result 𝑓 (𝑥). It is critical that this assessment is performed
directly on encrypted data to ensure the confidentiality of
plaintext 𝑥 throughout the process.

Although the standard FE can operate on large inputs
(such as high-dimensional vectors), it essentially assumes
that the entire input comes from one party. Therefore, all
components of the input vector must be simultaneously
provided and encrypted by one entity. For many practical
applications, this model is not enough. These applications
usually rely on aggregating information from multiple, dif-
ferent and possibly untrusted parties. To address this lim-
itation, Goldwasser et al. [21] introduced multiple input
function encryption (MIFE). MIFE extends FE to calculate
functions on inputs provided by multiple parties. However,
MIFE scheme is vulnerable to "hybrid matching" attack.
The reason for this vulnerability is that during decryption
calculation, ciphertext from different clients (or different
time periods) can be combined. For example, consider a
scenario where client 1 provides ciphertext for input {𝑥0, 𝑥1}and client 2 provides ciphertext for {𝑦0, 𝑦1}. For all possible
combinations of (𝑖, 𝑗) ∈ {0, 1}2, the calculator may be
able to calculate 𝑓 (𝑥𝑖, 𝑦𝑗), resulting in serious information
leakage. To mitigate this attack, a multi client function
encryption (MCFE) [22],[23] is proposed. MCFE enhances
MIFE by introducing labels. In the MCFE scheme, each
encrypted message is associated with a specific tag. The
decryption process is limited, so that the ciphertext can be
combined only when sharing the same token, so as to prevent
accidental "mixed-and-match" calculation.
2.2. Privacy Preserving Federated Learning

In order to achieve privacy preserving federated learning
(PPFL), a variety of security aggregation schemes are intro-
duced, which are characterized by the use of different en-
cryption primitives: (1) Differential privacy (DP) reference
[24],[25]: DP is a non encrypted method, and users add noise
locally to their data before sending the "randomized" version
to the aggregator. This process is designed to prevent any-
one (including aggregators) from recovering private data.
However, a key disadvantage is that the added noise will
reduce the prediction accuracy of the obtained intermediate
model; (2) Multi-party computation (MPC) [14],[26]: most
solutions in this domain use secret sharing. Users usually use
a one-time pad to mask messages for the aggregator. Decryp-
tion requires the aggregator to collect a sufficient number
of these shares. Although this method maintains accuracy,
it is different from the DP based method in that it needs to
increase the interaction between users and aggregators, so as
to increase the communication cost and the risk of discon-
nection; (3) Trust execution environment (TEEs) [15],[16]:
the scheme based on trusted execution environment uses
Intel SGX, amd PSP and arm TrustZone to create isolated
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Table 1
Comparison of Different Approaches in Privacy-preserving Federated Learning

Aggregator Attack Resistance
Scheme architecture assumption Approaches gradient inference

attacks
"mix-and-

match" attack
poisoning
attack †

Single point of
failure

[8],[9] single HbC HE ✓ ✗ ✗ ✗

[10] single HbC MIFE ✗ ✗ ✗ ✗

[11] single HbC 2DMCFE ✓ ✓ ✗ ✗

[12],[13] single HbC DMCFE ✗ ✓ ✗ ✗

[14] two-server HbC MPC ✓ ✓ ✗ ✗

[17] multiple Adversarial TMCFE ✓ ✓ ✗ ✓

Our work multiple Adversarial VTMCFE ✓ ✓ ✓ ✓

† The defense against poisoning attacks specifically targets those from adversarial aggregators only

safe enclaves relying on dedicated hardware. However, these
solutions face practical limitations, especially the limited
availability of required hardware and the limited memory
space for secure computing; (4) Homomorphic encryption
(HE) [8, 9]: it allows direct public calculation of encrypted
data. In this example, each user encrypts its local model, and
then the aggregator can perform arithmetic operations on
this model. However, the based solutions are often plagued
by computational constraints, making them unsuitable for
large-scale security aggregation of model updates. In addi-
tion, they also have potential isolation or replay attack vul-
nerabilities. Other schemes explore different architectures.
For example, SVFLC [27] proposes a chain aggregation
framework, which combines lightweight mask technology
to resist collusion attacks, and uses homomorphic hash
functions to achieve verifiable aggregation for the server, but
cannot resist the poison attack from malicious aggregators.
In order to prevent malicious forgery of aggregation results
in the cloud, FVFL [28] introduces Lagrange interpolation
polynomial and secret sharing to implement an effective
verification mechanism. However, this scheme still relies on
a centralized server. If the server cannot follow the rules, the
whole training process will be difficult to implement.

In recent years, FE based solutions have attracted more
and more attention. Compared with the above technolo-
gies, the method based on multi-input function encryp-
tion (MIFE) has advantages in computational efficiency and
communication efficiency. In addition, unlike DP, MIFE
based solutions do not compromise model accuracy or rely
on other dedicated hardware. Xu et al. [10] represents the
first use of MIFE. Its purpose is to prevent a curious aggre-
gator and colluding users from inferring private information.
Nevertheless, their proposed scheme is still vulnerable to
"Mix-and-Match" attacks and shows vulnerabilities related
to the disclosure of intermediate models. Chang et al. [11]
designed 2DMCFE and applied it to federal learning. By
adding tags to the model ciphertext of the same training
batch, they solved the "Mix-and-Match" attack. In addition,
in each round of training, clients share a session key to
reduce the risk of intermediate model leakage.

Another way to mitigate intermediate model leakage is
to use multiple aggregators instead of relying on a single
centralized aggregator. Xu et al. [17] First proposed the
definition of threshold function encryption, and introduced a
new privacy preserving federated learning framework called
TAPFed, in which security aggregation can be achieved
through decentralized multiple aggregators, which are inde-
pendent of each other and do not need peer-to-peer com-
munications. At the same time, the scheme also allows
the existence of malicious entities. In this scheme, shamir
secret sharing was employed to distribute the functional key.
Each aggregator receives only a secret share and computes
a partial aggregation result, thereby preventing any single
aggregator from directly accessing the intermediate model.
However, clients are unable to verify the validity of the ag-
gregation results. This verification is crucial, as the scheme
permits the existence of malicious aggregators, which might
launch poisoning attacks to disrupt the training process or
even return random values instead of valid aggregated results
to evade computational costs. Concurrently, in the threshold
multi-client functional encryption [17], the length of the
functional key and the partial decryption results are both
proportional to the number of clients. Consequently, this
approach is not well-suited for large-scale training tasks that
involve a substantial number of clients.

3. Preliminaries
3.1. Notions

For clarity and convenience, we summarize the main
notations used throughout this paper in Table 2 including
the key parameters and variables related to the system ar-
chitecture, federated learning process, and the underlying
cryptographic scheme.
3.2. Complexity Assumptions
Definition 1 (DDH Assumption). Let 𝔾 be a cyclic group
of prime order 𝑝 with generator 𝑔. The decisional Diffie-
Hellman (DDH) assumption states that no probabilistic poly-
nomial time (PPT) adversary  can distinguish between the
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Table 2
Notations Summary

Notation Description

𝜆 The security parameter
𝑛 Total number of clients
𝑠 Total number of aggregators
𝑡 Threshold number of aggregators
𝐾 Maximum number of training rounds
𝑝𝑖 The 𝑖-th client
𝑎𝑗 The 𝑗-th aggregator
𝜃(𝑘)𝑝𝑖

Local model of client 𝑝𝑖 in round 𝑘
𝜃(𝑘)𝐺 Aggregated global model in round 𝑘
𝑙(𝑘) A unique public label for round 𝑘
𝑝𝑝 Public parameters of the cryptosystem
𝑚𝑠𝑘 Master secret key
𝑒𝑘𝑖 Encryption key for client 𝑝𝑖
𝑑𝑘𝑗 Decryption key share for aggregator 𝑎𝑗
𝑐𝑡(𝑘)𝑝𝑖

Ciphertext of the local model in round 𝑘
𝑐𝑡′𝑗 A partial decryption result
Π𝑗 A proof of correctness for decryption
[𝛽] 𝑔𝛽 in a cyclic group 𝔾 with the generator 𝑔
PPT Probabilistic Polynomial Time
⟨⋅, ⋅⟩ The inner product operation
$
←←←←←← Sampling uniformly at random

following two distributions with a non-negligible advantage:

𝐷𝑟𝑒𝑎𝑙 =
{

(𝑔𝑎, 𝑔𝑏, 𝑔𝑎𝑏) ∣ 𝑎, 𝑏
$
← ℤ𝑝

}

𝐷𝑟𝑎𝑛𝑑 =
{

(𝑔𝑎, 𝑔𝑏, 𝑔𝑟) ∣ 𝑎, 𝑏, 𝑟
$
← ℤ𝑝

}

More formally, let 𝑃𝑟𝑒𝑎𝑙 denote the probability that 
outputs 1 when given an element from 𝐷𝑟𝑒𝑎𝑙, and 𝑃𝑟𝑎𝑛𝑑 be
the probability that  outputs 1 when given an element from
𝐷𝑟𝑎𝑛𝑑 :

𝑃𝑟𝑒𝑎𝑙 = Pr
𝑎,𝑏

$
←ℤ𝑝

[(𝑔, 𝑔𝑎, 𝑔𝑏, 𝑔𝑎𝑏) = 1]

𝑃𝑟𝑎𝑛𝑑 = Pr
𝑎,𝑏,𝑟

$
←ℤ𝑝

[(𝑔, 𝑔𝑎, 𝑔𝑏, 𝑔𝑟) = 1]

The DDH assumption holds if the advantage, defined as
𝐴𝑑𝑣𝐷𝐷𝐻

 = |𝑃𝑟𝑒𝑎𝑙 − 𝑃𝑟𝑎𝑛𝑑| ≤ 𝜖(𝜆)

is negligible.
Definition 2 (Multi-DDH Assumption[23]). The Multi-DDH
assumption, as introduced in [23], is that for PPT adversary
 operating within 𝑡, its advantage in distinguishing the
distributions 𝑚 from ′

𝑚 is bounded. These distributions
are defined over a group 𝔾 as follows:

𝑚 = {(𝑋, (𝑌𝑗 , 𝑍𝑗)) ∣ 𝑋, 𝑌𝑗
$
← 𝔾, 𝑍𝑗 = CDH(𝑋, 𝑌𝑗)}

′
𝑚 = {(𝑋, (𝑌𝑗 , 𝑍𝑗)) ∣ 𝑋, 𝑌𝑗 , 𝑍𝑗

$
← 𝔾}

This advantage is formally bounded by 𝖠𝖽𝗏ddh
 (𝑡+4𝑚× 𝑡𝔾),where 𝑗 = 1,… , 𝑚, and 𝑡𝔾 represents the computational cost

required for a single exponentiation within the group 𝔾.
3.3. Homogeneous linear recursions

Homogeneous linear recursions (HLR) are used in multi-
secret sharing [29].
Definition 3 (HLR). Let 𝑡 be a positive integer, and 𝑏0,… ,
𝑏𝑡−1, 𝑧1,… , 𝑧𝑡 ∈ ℝ. A homogeneous linear recursion (HLR)
of degree 𝑡 is defined by:

{

𝑤0 = 𝑏0, 𝑤1 = 𝑏1,… , 𝑤𝑡−1 = 𝑏𝑡−1
𝑤𝑖+𝑡 + 𝑧1𝑤𝑖+𝑡−1 +⋯ + 𝑧𝑡𝑤𝑖 = 0, 𝑖 ≥ 0

The associated auxiliary equation is:
𝑥𝑡 + 𝑧1𝑥

𝑡−1 +⋯ + 𝑧𝑡−1𝑥 + 𝑧𝑡 = 0.

Suppose 𝛽1,… , 𝛽𝑙 are the distinct roots of the auxiliary
equation with multiplicities 𝑘1,… , 𝑘𝑙 (where ∑𝑙

𝑗=1 𝑘𝑗 = 𝑡).
The general solution for 𝑤𝑖 is:

𝑤𝑖 =
𝑙

∑

𝑗=1
𝑝𝑗(𝑖)𝛽𝑖𝑗 ,

𝑝𝑗(𝑖) is a polynomial function of 𝑖 with degree at most 𝑘𝑗−1.
If the auxiliary equation has a single root 𝛽 with multi-

plicity 𝑡, the solution simplifies to 𝑤𝑖 = 𝑝(𝑖)𝛽𝑖, where 𝑝(𝑖) is
a polynomial in 𝑖 of degree at most 𝑡 − 1.
3.4. Secret Sharing

Our multi-secret sharing construction is inspired by the
HLR-based PVMSS scheme proposed in [29], with modifi-
cations to suit the federated learning context. This scheme
allows a dealer to distribute 𝑚 secrets among 𝑠 participants.
It is a (𝑡, 𝑠)-threshold scheme, where any group of 𝑡 or more
participants can reconstruct the secrets. The construction
relies on an HLR with a single root of multiplicity 𝑡. The
scheme consists of three algorithms: Setup, ShareDistribu-
tion, and Reconstruction.

Setup. The dealer first establishes the public parameters.
Given a threshold 𝑡 and number of participants 𝑠, the dealer
chooses a large prime 𝑝 and a random element 𝛼 ∈ ℤ𝑝. Then,
the dealer defines the characteristic polynomial 𝑃 (𝑥) =
(𝑥 − 𝛼)𝑡 (mod 𝑝) and expands it to obtain the coefficients
𝑎1,… , 𝑎𝑡. These coefficients define the HLR that will be
used. The public parameters are (𝑝, 𝛼, 𝑡, 𝑠, {𝑎𝑖}𝑖∈[𝑡]).

ShareDistribution. To share𝑚 secrets (𝜎1,… , 𝜎𝑚) ∈ ℤ𝑚
𝑝where 𝑚 < 𝑡, the dealer first constructs the initial state of

the sequence (𝑤0,… , 𝑤𝑡−1). The secrets are embedded as
the first 𝑚 terms, 𝑤𝑖 = 𝜎𝑖+1 for 𝑖 ∈ {0,… , 𝑚 − 1}, and
the remaining 𝑡 − 𝑚 terms are chosen randomly, 𝑤𝑖

$
←←←←←←← ℤ𝑝for 𝑖 ∈ {𝑚,… , 𝑡 − 1}. Then, using the HLR relation, the
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dealer computes the subsequent terms. The share for the 𝑗-th
participant is 𝑠ℎ𝑗 = 𝑤𝑡+𝑗−1.

𝑤𝑖+𝑡 + 𝑎1𝑤𝑖+𝑡−1 +⋯ + 𝑎𝑡𝑤𝑖 ≡ 0 (mod 𝑝)

Reconstruction. Any group of 𝑡 participants, holding a
set of shares {𝑠ℎ𝑗}𝑗∈𝑆′ where |𝑆′

| = 𝑡, can reconstruct the
secrets. Based on Theorem 3, each sequence term satisfies
𝑤𝑖 = 𝑞(𝑖) ⋅ 𝛼𝑖 for a polynomial 𝑞(𝑖) of degree at most 𝑡 − 1.
Each participant 𝑗 ∈ 𝑆′ uses their share 𝑠ℎ𝑗 = 𝑤𝑡+𝑗−1to compute a point on this polynomial: 𝑞(𝑡 + 𝑗 − 1) =
𝑠ℎ𝑗∕𝛼𝑡+𝑗−1. With 𝑡 such distinct points, the group can use
Lagrange interpolation to uniquely determine the polyno-
mial 𝑞(𝑖). Finally, they recover the secrets by evaluating
𝑞(𝑖) at the first 𝑚 indices: 𝜎𝑖+1 = 𝑞(𝑖) ⋅ 𝛼𝑖 (mod 𝑝) for
𝑖 ∈ {0,… , 𝑚 − 1}.
3.5. Discrete Logarithms Equality Protocol

The Chaum-Pedersen protocol [18] is a proof of knowl-
edge for the equality of two discrete logarithms. It allows a
prover (𝑃 ) to convince a verifier (𝑉 ) that 𝑦 = 𝑔𝑥 and 𝑡 = ℎ𝑥
share the same secret exponent 𝑥 ∈ ℤ𝑞 , without revealing 𝑥.

The protocol operates in a cyclic group 𝐺𝑞 of prime
order 𝑞 with distinct generators 𝑔 and ℎ. The proof, Π ∶
Pok {(𝑥) ∶ 𝑦 = 𝑔𝑥 ∧ 𝑡 = ℎ𝑥}, proceeds as follows:

1. Commitment: 𝑃 selects a random 𝑟 ∈ ℤ𝑞 , computes
𝑎1 = 𝑔𝑟 and 𝑎2 = ℎ𝑟, and sends (𝑎1, 𝑎2) to 𝑉 .

2. Challenge: 𝑉 sends a random challenge 𝑐 ∈ ℤ𝑞 to 𝑃 .
3. Response: 𝑃 computes 𝑧 = 𝑟+ 𝑐𝑥 (mod 𝑞) and sends

𝑧 to 𝑉 .
4. Verification: 𝑉 accepts if 𝑔𝑧 = 𝑎1𝑦𝑐 and ℎ𝑧 = 𝑎2𝑡𝑐 .

3.6. Threat Model
We consider the following threat model:
• Adversarial aggregator: Unlike many existing Privacy-

Preserving Federated Learning (PPFL) schemes, which
assume aggregators are ’honest-but-curious’ and will
adhere to computational protocols, our model permits
up to 𝑡 − 1 adversarial aggregators to participate and
collude. This approach aligns with the assumptions in
TAPFed. Furthermore, these aggregators may attempt
to tamper with the aggregation results or deviate from
the correct computation prescribed by the training
rules to disrupt the normal training process.

• Trusted authority: A dependency on a trusted author-
ity is a common feature of most cryptography-based
privacy-preserving federated learning schemes, and
our solution is no exception. In our framework, this
authority handles the configuration of the cryptosys-
tem and the management of keys in training.

We assume that the communications between partici-
pants occur over secure channels, thereby effectively pre-
venting eavesdropping attacks. Our work focuses on the pri-
vacy leakage risks posed by adversarial aggregators and on
providing clients with verifiability of the aggregation results
to ensure they can obtain the intended training outcomes.

4. Partial Decryption Verifiable Threshold
MCFE

4.1. Definition
Definition 4 (Partial Decryption Verifiable Threshold MCFE).
A 𝑡-of-𝑠 Partial Decryption Verifiable Threshold MCFE
(VTMCFE) scheme is comprised of the following algo-
rithms:

• Setup (𝜆, 𝑡, 𝑠, 𝑛): Takes as input a security parameter
𝜆, threshold 𝑡, total number of clients 𝑠, and number
of encryption entities 𝑛. This algorithm outputs public
parameters 𝑝𝑝, a master secret key 𝑚𝑠𝑘, and a set of
encryption keys {𝑒𝑘𝑖}𝑖∈{1,…,𝑛}.

• DKeyGen (𝑝𝑝, 𝑚𝑠𝑘, 𝒚): Takes as input public parame-
ters 𝑝𝑝, master secret key 𝑚𝑠𝑘, and a function vector
𝒚. This algorithm generates and outputs a set of func-
tional decryption keys {𝑑𝑘𝑗}𝑗∈{1,…,𝑠}.

• Encrypt (𝑒𝑘𝑖, 𝑥𝑖, 𝑙): Takes as input an encryption key
𝑒𝑘𝑖 (for entity 𝑖), a message 𝑥𝑖, and a label 𝑙. It outputs
a ciphertext 𝑐𝑡𝑖.

• PaDecrypt (𝑝𝑝, {𝑐𝑡𝑖}𝑖∈{1,…,𝑛}, 𝒚, 𝑑𝑘𝑗 , 𝑆): Takes as in-
put public parameters 𝑝𝑝, a set of ciphertexts
{𝑐𝑡𝑖}𝑖∈{1,…,𝑛}, function vector 𝒚, functional decryp-
tion key 𝑑𝑘𝑗 for entity 𝑗, and a subset 𝑆 of decryption
entities. This algorithm computes and outputs a partial
decryption result (𝑐𝑡′𝑗 ,Π𝑗), where Π𝑗 is a proof of
correctness.

• Verify (𝑝𝑝, {𝑐𝑡′𝑗 ,Π𝑗}𝑗∈{1,…,𝑠′}): Takes as input pub-
lic parameters 𝑝𝑝 and a set of 𝑠′ partial decryption
results {𝑐𝑡′𝑗} with their corresponding proofs {Π𝑗}.
This algorithm verifies the correctness of the partial
decryptions and outputs a decision (e.g., 1 for valid, 0
otherwise).

• CombineRecovery (𝑝𝑝, {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}, 𝑙): Takes as in-
put public parameters 𝑝𝑝, a set of 𝑠′ valid partial
decryption results {𝑐𝑡′𝑗} (which have passed verifica-
tion), and the label 𝑙. This algorithm combines these
results to recover and output the final function result
⟨𝒙, 𝒚⟩.

Correctness. A Partial Decryption Verifiable Threshold
MCFE (VTMCFE) scheme is correct, if

Pr

⎡

⎢

⎢

⎢

⎢

⎢

⎢

⎢

⎣

Verify(𝑝𝑝,
{𝑐𝑡′𝑗 ,Π𝑗}𝑗∈𝑆 ) → 1
∧

CombineRecovery
(𝑝𝑝, {𝑐𝑡′𝑗}𝑗∈𝑆 , 𝑙)
→ ⟨𝒙, 𝒚⟩

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Setup(𝜆, 𝑡, 𝑠, 𝑛) → (𝑝𝑝,
𝑚𝑠𝑘, {𝑒𝑘𝑖}𝑖∈[𝑛]);
DKeyGen(𝑝𝑝, 𝑚𝑠𝑘, 𝒚)
→ {𝑑𝑘𝑗}𝑗∈[𝑠];
Encrypt(𝑒𝑘𝑖, 𝑥𝑖, 𝑙) → 𝑐𝑡𝑖;
PaDecrypt(𝑝𝑝, {𝑐𝑡𝑖}𝑖∈[𝑛],
𝒚, 𝑑𝑘𝑗 , 𝑆) → (𝑐𝑡′𝑗 ,Π𝑗)

⎤

⎥

⎥

⎥

⎥

⎥

⎥

⎥

⎦

= 1.
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4.2. Security Model
Definition 5 (IND-Security Game). Adapting the founda-
tional definition from [23], we formalize the IND-Security
of our scheme over 𝑛 senders using the following game,
which models the interaction between an adversary  and a
challenger .

𝑄𝑆𝑒𝑡𝑢𝑝(𝜆): The challenger  executes (𝑝𝑝, 𝑚𝑠𝑘,
{𝑒𝑘𝑖}𝑖∈[𝑛]) ← 𝖲𝖾𝗍𝗎𝗉(𝜆) to generate the parameters and
master secret key.  also samples a random challenge bit
𝑏 ← {0, 1}, which will be used to determine whether to
encrypt the challenge message 𝑥0 or 𝑥1 in the subsequent
𝑄𝐸𝑛𝑐𝑟𝑦𝑝𝑡 queries. The public parameters 𝑝𝑝 are then sent
to the adversary .

𝑄𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑖, 𝑥0, 𝑥1, 𝑙): The adversary  can make un-
limited, adaptive queries to a Left-or-Right encryption ora-
cle. Upon querying (𝑖, 𝑥0, 𝑥1, 𝑙), the challenger  computes
𝑐𝑡𝑙,𝑖 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝑒𝑘𝑖, 𝑥𝑏, 𝑙) and sends 𝑐𝑡𝑙,𝑖 to . Subsequent
queries for an identical (𝑙, 𝑖) pair are disregarded.

𝑄𝐷𝐾𝑒𝑦𝐺𝑒𝑛(𝑓, 𝑗):  can adaptively select a function 𝑓
and query the 𝖣𝖪𝖾𝗒𝖦𝖾𝗇(𝑚𝑠𝑘, 𝑓 ). For single function 𝑓 , this
query is permitted up to 𝑡 − 1 times, with each successful
query yielding the functional decryption key 𝑑𝑘𝑓 . Once the
𝑡−1 query limit for a specific 𝑓 is reached, all future queries
for that same function 𝑓 are denied.

𝑄𝐶𝑜𝑟𝑟𝑢𝑝𝑡(𝑖): The adversary  is permitted to make
unlimited and adaptive corruption queries. By querying an
index 𝑖,  can obtain the corresponding encryption key 𝑒𝑘𝑖for any sender 𝑖 it selects.

We emphasize that the 𝑡 − 1 threshold applies strictly
to aggregators (enforced via 𝑄𝐷𝐾𝑒𝑦𝐺𝑒𝑛). Conversely, the
adversary can make unlimited adaptive corruption queries
against clients (via 𝑄𝐶𝑜𝑟𝑟𝑢𝑝𝑡), as the abort conditions in the
Finalize phase enforce that their challenge plaintexts must be
identical, preventing trivial wins.

Finalize: Ultimately,  submits its guess 𝑏′ for the
challenge bit 𝑏. The procedure then concludes by outputting
𝛽, the outcome of the security game, as defined in the
subsequent analysis.

The game’s final output 𝛽 is determined as follows. Let
𝐶𝑆 denote the set of corrupted sender indices and let 𝐻𝑆
be the set of honest (non-corrupted) senders. By default, the
output is set to 𝛽 ← 𝑏′, which is the adversary’s guess.

However, if any of the following three abort conditions
occurs, the output is instead set randomly: 𝛽 $

← {0, 1}.
1. An encryption query 𝑄𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑖, 𝑥0𝑖 , 𝑥

1
𝑖 , 𝑙) is made

for a corrupted sender 𝑖 ∈ 𝐶𝑆, but the challenge
plaintexts were different (i.e., 𝑥0𝑖 ≠ 𝑥1𝑖 ).

2. For label 𝑙, encryption query is issued for at least one
honest sender 𝑖 ∈ 𝐻𝑆, but not all honest senders
𝑗 ∈ 𝐻𝑆 were queried for that same label 𝑙.

3. There exists a label 𝑙 and a function 𝑓 (for which 𝑑𝑘𝑓is queried via 𝑄𝐷𝐾𝑒𝑦𝐺𝑒𝑛) that distinguishes the two
challenge vectors 𝑥0 = (𝑥0𝑖 )𝑖 and 𝑥1 = (𝑥1𝑖 )𝑖. That is,
𝑓 (𝑥0) ≠ 𝑓 (𝑥1), where these vectors are constructed
from 𝑄𝐸𝑛𝑐𝑟𝑦𝑝𝑡 queries associated with label 𝑙 as
follows:

• For all 𝑖 ∈ 𝐶𝑆 (corrupted senders), the inputs
are identical: 𝑥0𝑖 = 𝑥1𝑖 .

• For all 𝑖 ∈ 𝐻𝑆 (honest senders), the values
𝑥0𝑖 and 𝑥1𝑖 are taken from the corresponding
𝑄𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝑖, 𝑥0𝑖 , 𝑥

1
𝑖 , 𝑙) queries for that label.

The scheme is considered secure for encrypted data if,
for any adversary , its advantage, defined as

𝐴𝑑𝑣𝐼𝑁𝐷
 = |𝑃 [𝛽 = 1 ∣ 𝑏 = 1] − 𝑃 [𝛽 = 1 ∣ 𝑏 = 0]|,

is negligible.
4.3. Construction

In this section, we present a detailed description of
our partial decryption verifiable threshold MCFE scheme,
which consists of six algorithms: Setup, DKeyGen, Encrypt,
ShareDecrypt, Verify, and CombineRecover.

Setup (𝜆, 𝑡, 𝑠, 𝑛): Takes as input 𝜆, threshold 𝑡, the num-
ber of partial decryption entities 𝑠, and the number of en-
cryption entities 𝑛, and generates  = (𝐺, 𝑝, 𝑔, ℎ) using
(1𝜆). Selects hash functions 1 ∶ {0, 1}∗ → 𝐺2 , 2 ∶

{0, 1}∗ → ℤ𝑝. Generates keys 𝒔𝒊
$
← ℤ2

𝑝, 𝑖 ∈ {1,… , 𝑛}.
Randomly chooses{𝑐𝑖,𝑘}𝑖∈{1,...,𝑡−2}

$
← ℤ𝑝 and computes

{𝐻𝑖,𝑘}𝑖∈{2,...,𝑡−1}, where 𝐻𝑖,𝑘 = ℎ𝑐𝑖−1,𝑘 . Defines public pa-
rameters 𝑝𝑝 as (𝐺, 𝑝, 𝑔, ℎ,1,2, 𝑡, 𝑠, 𝑛, {𝐻𝑖,𝑘}𝑖∈{2,...,𝑡−1}),encryption keys 𝑒𝑘𝑖 = 𝒔𝒊 for 𝑖 ∈ {1,… , 𝑛}, and 𝑚𝑠𝑘 =
{𝑒𝑘𝑖}𝑖∈[𝑛].

DKeyGen (𝑝𝑝, 𝑚𝑠𝑘, 𝒚, 𝑘): Takes as input 𝑚𝑠𝑘 and a
vector 𝒚 defining an inner product function 𝑓𝑦(𝑥) = ⟨𝒙, 𝒚⟩,
and computes function decryption keys 𝑑 =

∑𝑛
𝑖=1 𝒔𝒊 ⋅ 𝑦𝑖 =

(𝑑1, 𝑑2) ∈ ℤ2
𝑝. Then constructs the following HLR:

⎧

⎪

⎨

⎪

⎩

𝑤0 = 𝑑1, 𝑤1 = 𝑑2, 𝑤2 = 𝑐1,𝑘, … , 𝑤𝑡−1 = 𝑐𝑡−2,𝑘;

𝑤𝑖+𝑡 + 𝑎1𝑤𝑖+𝑡−1 + ⋯ + 𝑎𝑡𝑤𝑖 = 0 (mod 𝑝), 𝑖 ≥ 0

where the auxiliary equation satisfies (𝑥 − 𝛼)𝑡 = 𝑥𝑡 +
∑𝑡

𝑖=1 𝑎𝑖 𝑥
𝑡−𝑖 (mod 𝑝). Using the above recursion relation,

computes 𝑤𝑡+𝑗−1 for 𝑗 ∈ {1,… , 𝑠}, 𝐻0,𝑘 = ℎ𝑑1and𝐻1,𝑘 =
ℎ𝑑2 . The algorithm outputs the decryption key 𝑑𝑘𝑗 =
𝑤 𝑡+𝑗−1, 𝑗 ∈ {1,… , 𝑠} for every partial decryption entity
and publishes 𝐻0,𝑘,𝐻1,𝑘.

Encrypt (𝑝𝑝, 𝑒𝑘𝑖, 𝑥𝑖, 𝑙): Takes as input 𝑝𝑝, encryption
keys 𝑒𝑘𝑖, a message 𝑥𝑖, and a label 𝑙. This algorithm com-
putes (𝑔𝑢𝑙,0 , 𝑔𝑢𝑙,1 ) = 1(𝑙) ∈ 𝐺2, then outputs the ciphertext
as follows:

𝑐𝑡𝑖 = 𝑔𝑢
⊤
𝑙 𝒔𝒊 ⋅ 𝑔𝑥𝑖 = 𝑔𝑢

⊤
𝑙 𝒔𝒊+𝑥𝑖 ∈ 𝐺.

PaDecrypt (𝑝𝑝, {𝑐𝑡𝑖}𝑖∈{1,…,𝑛}, 𝒚, 𝑑𝑘𝑗 , 𝑆, 𝑘): Takes as in-
put {𝑐𝑡𝑖}𝑖∈{1,…,𝑛}, 𝑝𝑝, a function 𝒚 = {𝑦𝑖}𝑖∈{1,…,𝑛}, and a
set of partial decryption entities 𝑆. The partial decryption
participant 𝑑𝑗 ∈ 𝑆 computes the partial decryption result as
follows:

𝑐𝑡′𝑗 = (𝑐𝑡′𝑗,0, 𝑐𝑡
′
𝑗,1, 𝑐𝑡

′
𝑗,2),
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where:
𝑐𝑡′𝑗,0 =

∏

𝑖∈{1,…,𝑛}
𝑐𝑡𝑦𝑖𝑖 ,

𝑐𝑡′𝑗,1 = 𝑔𝑢𝑙,1⋅
𝑤𝑡+𝑗−1
𝛼𝑡+𝑗−1

⋅𝜆𝑗,1⋅𝛼0 ,

𝑐𝑡′𝑗,2 = 𝑔𝑢𝑙,2⋅
𝑤𝑡+𝑗−1
𝛼𝑡+𝑗−1

⋅𝜆𝑗,2⋅𝛼1 .

Here,𝜆𝑗,1 = ∏

𝑗′∈𝑠,𝑗′≠𝑗
0−(𝑗′+𝑡−1)

𝑗−𝑗′ 𝜆𝑗,2 =
∏

𝑗′∈𝑠,𝑗′≠𝑗
1−(𝑗′+𝑡−1)

𝑗−𝑗′is the Lagrange basis polynomial. Then it computes the
proof for 𝑐𝑡′𝑗,1 and 𝑐𝑡′𝑗,2 using the DLEQ protocol: let ℎ𝑗,1 =
𝑔𝑢𝑙,1⋅𝜆𝑗,1⋅𝛼

1−𝑡−𝑗 , ℎ𝑗,2 = 𝑔𝑢𝑙,2⋅𝜆𝑗,2⋅𝛼
2−𝑡−𝑗

The proof is as follows:
Π ∶ Pok(𝑤𝑡+𝑗−1) ∶ 𝐻𝑡+𝑗−1 = ℎ𝑤𝑡+𝑗−1∧

𝑐𝑡′𝑗,1 = ℎ
𝑤𝑡+𝑗−1
𝑗,1 ∧ 𝑐𝑡′𝑗,2 = ℎ

𝑤𝑡+𝑗−1
𝑗,2

The algorithm outputs the partial decryption result (𝑐𝑡′𝑗 ,Π𝑗).
Verify (𝑝𝑝, {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}, 𝑘): Takes as input 𝑡 partial

decryption results {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}. For each 𝑐𝑡′𝑗,0 =
∏𝑛

𝑖=1 𝑔
(𝑢⊤𝑙 𝒔𝒊+𝑥𝑖)⋅𝑦𝑖 ∈ {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′} , the algorithm first

verifies if they are equal. Then, the algorithm computes
{𝐻𝑡+𝑗−1}𝑗∈{1,...,𝑠′}, where 𝐻𝑡+𝑗−1 = 𝐻−𝑎1

𝑡+𝑗−2 ⋅ ... ⋅ 𝐻
−𝑎𝑡
𝑗−1 =

ℎ−𝑎1 𝑤𝑡+𝑗−2−⋯−𝑎𝑡 𝑤𝑗−1 = ℎ𝑤𝑡+𝑗−1 and using the recursion
relation .Verifies the proof of {𝑐𝑡′𝑗,1, 𝑐𝑡

′
𝑗,2}𝑗∈{1,…,𝑠′} using

non-interactive DLEQ protocol. If the verification passes,
the input 𝑡 partial decryption ciphertexts are a valid set of
partial decryption ciphertexts.

CombineRecover (𝑝𝑝, {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}, 𝑙): The algorithm
takes as input a set of valid partial decryption results
{𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}, and outputs the recovery result:

[𝛽] =
𝑐𝑡′𝑗,0

(

∏

𝑗∈{1,…,𝑠′} 𝑐𝑡
′
𝑗,1

)

⋅
(

∏

𝑗∈{1,…,𝑠′} 𝑐𝑡
′
𝑗,2

) ,

and ultimately solves the discrete logarithm problem to
obtain the function value 𝛽 = ⟨𝒙, 𝒚⟩.

Correctness.

[𝛽] =
𝑐𝑡′𝑗,0

(

∏

𝑗∈{1,…,𝑠′} 𝑐𝑡
′
𝑗,1

)

⋅
(

∏

𝑗∈{1,…,𝑠′} 𝑐𝑡
′
𝑗,2

)

=
𝑔
∑𝑛

𝑖=1 𝒖
⊤
𝒍 𝒔𝒊𝑦𝑖+

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖

𝑔𝑢𝑙,1⋅𝛼
0⋅
∑

𝑗
𝑤𝑡+𝑗−1
𝛼𝑡+𝑗−1

𝜆𝑗,1 ⋅ 𝑔𝑢𝑙,2⋅𝛼
1⋅
∑

𝑗
𝑤𝑡+𝑗−1
𝛼𝑡+𝑗−1

𝜆𝑗,2

=
𝑔
∑𝑛

𝑖=1 𝒖
⊤
𝒍 𝒔𝒊𝑦𝑖+

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖

𝑔𝑢𝑙,1⋅𝛼0⋅𝑝(0) ⋅ 𝑔𝑢𝑙,2⋅𝛼1⋅𝑝(1)

=
𝑔
∑𝑛

𝑖=1 𝒖
⊤
𝒍 𝒔𝒊𝑦𝑖+

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖

𝑔𝑢𝑙,1⋅𝑤0 ⋅ 𝑔𝑢𝑙,2⋅𝑤1

=
𝑔
∑𝑛

𝑖=1 𝒖
⊤
𝒍 𝒔𝒊𝑦𝑖+

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖

𝑔𝒖
⊤
𝒍 𝒅

=
𝑔
∑𝑛

𝑖=1 𝒖
⊤
𝒍 𝒔𝒊𝑦𝑖+

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖

𝑔𝒖
⊤
𝒍
∑𝑛

𝑖=1 𝑦𝑖𝒔𝒊
= 𝑔

∑𝑛
𝑖=1 𝑥𝑖𝑦𝑖 .

4.4. Security Analysis
In order to prove the security of our scheme, we designed

a series of hybrid games. Under the DDH assumption, the
real security game is gradually transformed into an ideal
game in which the opponent’s advantage can be ignored.
Theorem 1 (IND-Security). We assert that the presented
MCFE protocol achieves IND-security within the random
oracle model, contingent upon the DDH assumption. Specif-
ically, for a PPT adversary , the advantage is bounded as
follows:

𝖠𝖽𝗏IND
, ≤ 2𝑀 ⋅𝖠𝖽𝗏ddh

 (𝑡)+𝖠𝖽𝗏ddh
 (𝑡+4𝑀 × 𝑡𝔾)+

2𝑀
𝑝

,

where 𝑀 represents the queries number made to the random
oracle , and 𝑡𝔾 denotes the computational cost of a single
exponentiation in the group 𝔾.

PROOF. As shown in Fig. 1, our proof is carried out through
mixed games. We suppose that  is a probability polyno-
mial time (PPT) adversary. For each game 𝐺index in the
sequence, we define the adversary’s advantage as 𝖠𝖽𝗏index =
|

|

Pr[𝐺index()|𝑏 = 1] − Pr[𝐺index()|𝑏 = 0]|
|

, with the prob-
ability space defined by the random coins of both the
game 𝐺index and the adversary . Furthermore, we use the
notation 𝐺index() (or simply 𝐺index when the context is
clear) to represent the event where the Finalize procedure
(as per Definition 5) outputs 𝛽 = 1, based on the adversary’s
final guess 𝑏′ during the interaction.

Game 𝐺0 This initial game, 𝐺0, corresponds to IND-
security experiment outlined in Definition 2. In this game,
hash function  is defined as a random oracle (RO), and its
output is mapped to 𝔾2. Its primary role is to generate 𝑔𝒖𝓁
by computing (𝓁).
Game 𝐺1 In 𝐺1, we modify the simulation. Answers to
all new queries to the random oracle are now generated
as uniformly random pairs from 𝔾2. This change is purely
conceptual, as the oracle was already random; thus, the sim-
ulation is perfect. Consequently, the adversary’s advantage
remains unchanged: 𝖠𝖽𝗏0 = 𝖠𝖽𝗏1.
Game 𝐺2 We introduce another modification. RO-queries
are now answered with a random pair drawn from the span of
𝑔𝒂, where 𝒂 is defined as ( 1

𝑎
) for a randomly chosen 𝑎 ← ℤ𝑝.

This transition depends on the Multi-DDH problem. The
difference in advantage is bounded by: 𝖠𝖽𝗏1 − 𝖠𝖽𝗏2 ≤
𝖠𝖽𝗏𝑑𝑑ℎ (𝑡+4𝑀× 𝑡𝔾), where 𝑀 represents again RO-queries
𝑡𝔾 is the cost of an exponential operation.
Game 𝐺3 We alter QEncrypt simulation. All encryption
queries are now processed using the message 𝑥0𝑖 , regardless
of the challenge 𝑏. Concurrently, we revert simulation of
the RO queries back to 𝐺1’s method, answering them with
uniformly random pairs from 𝔾2.

It is evident that in this final game, the adversary’s
advantage becomes exactly 0, as the challenge bit 𝑏 is
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Games 𝐺0,1, 𝐺2, (𝐺3.𝑚.1)𝑚∈[𝑀+1], (𝐺3.𝑚.{2,3})𝑚∈[𝑀]

Generate  ← 𝖦𝖦𝖾𝗇(1𝜆). For each 𝑖 ∈ [𝑛], select 𝑠𝑖
$
← ℤ2

𝑝. Set 𝗆𝗌𝗄 = (𝑠𝑖)𝑖∈[𝑛] and 𝗆𝗉𝗄 =  = (𝔾, 𝑝, 𝑔).
Select 𝑎 $

← ℤ𝑝, and 𝒂 =
(

1
𝑎

) and 𝒂⟂ = ( −𝑎1 ).
Select hash function  ∶ {0, 1}∗ → 𝔾2 and 𝑏

$
← {0, 1}.

 run on 𝗆𝗉𝗄 with access to QEncrypt(⋅, ⋅, ⋅), QKeyGen(⋅), QCorrupt(⋅), and RO(⋅).  outputs a bit 𝑏′.
Run Finalize(𝑏′).
RO(𝓁): // 𝐺0, 𝐺1 , 𝐺2, 𝐺3.𝑚.1, 𝐺3.𝑚.{2,3}

𝑔𝒖𝓁 = (𝓁), 𝑔𝒖𝓁 = 𝖱𝖥(𝓁) , 𝑔𝒖𝓁 = 𝑔𝒂⋅𝑟𝓁 , where 𝑟𝓁 = 𝖱𝖥′(𝓁)

On the 𝑚-th (fresh) query: 𝑔𝒖𝓁 = 𝑔𝖱𝖥′(𝓁)⋅𝒂+𝖱𝖥′′(𝓁)⋅𝒂⟂

Return 𝑔𝒖𝓁

QEncrypt(𝑖, 𝑥0
𝑖 , 𝑥

1
𝑖 ,𝓁): // 𝐺0,1,2, 𝐺3.𝑚.{1,2}, 𝐺3.𝑚.3

Let 𝑔𝒖𝓁 = RO(𝓁)
Compute 𝑐𝑡𝑖 = 𝑔𝒖

𝑇
𝓁
⋅𝑠𝑖 + 𝑔𝑥𝑏𝑖

If 𝑔𝒖𝓁 is in RO𝑗 and 𝑗 < 𝑞: 𝑐𝑡𝑖 = 𝑔𝒖
𝑇
𝓁
⋅𝑠𝑖 ⋅ 𝑔𝑥0𝑖

If 𝑔𝒖𝓁 is in RO𝑚: 𝑐𝑡𝑖 = 𝑔𝒖
𝑇
𝓁
⋅𝑠𝑖 ⋅ 𝑔𝑥0𝑖

Return 𝑐𝑡𝑖
QKeyGen(𝑦, 𝑗): // 𝐺0,1,2 and 𝐺3.𝑚.{1,2,3}Compute function decryption key 𝑑𝑘𝑦 =

∑

𝑖 𝑦𝑖𝑠𝑖Return 𝑑𝑘𝑦,𝑗 = 𝖲𝖲.𝖲𝗁𝖺𝗋𝖾(𝑑𝑘𝑦, 𝑗)

QCorrupt(𝑖): Return 𝑠𝑖 // 𝐺0,1,2 and 𝐺3.𝑚.{1,2,3}

Fig. 1: Games 𝐺0,1,2 and 𝐺3.𝑚.{1,2,3} for the proof.

completely absent from the simulation. We use a hybrid
argument applied sequentially to the RO-queries to trans
from 𝐺2 to 𝐺3. We introduce a series of games indexed by
𝑚, for 𝑚 = 1,… ,𝑀 . Note that this counts only the distinct
queries to the RO, as any repeated query receives its original
answer. We provide this proof in detail due to the importance
of the technique.

𝐺3.1.1 ∶ This game is defined to be identical to 𝐺2. Con-
sequently, their advantages are equal: 𝖠𝖽𝗏𝐺2

= 𝖠𝖽𝗏𝐺3.1.1
.

𝐺3.𝑚.1 ⇝ 𝐺3.𝑚.2 ∶ For the 𝑚-th RO-query, we first
alter the distribution of its response. Leveraging the DDH
assumption, the output distribution is modified, transitioning
from a uniform distribution over the subspace spanned by 𝑔𝒂
to a uniform distribution across the entire group 𝔾2.

To analyze this change, we express a uniformly random
vector from ℤ2

𝑝 using the basis ((

1
𝑎
)

,
( −𝑎

1
)). A vector can

thus be written as 𝑢1 ⋅ 𝒂 + 𝑢2 ⋅ 𝒂⟂, where both 𝑢1, 𝑢2 are
randomly sampled from ℤ𝑝.

Finally, we transition to a slightly different distribution,
𝑢1 ⋅ 𝒂 + 𝑢2 ⋅ 𝒂⟂, where 𝑢1 is still drawn from ℤ𝑝, but 𝑢2is drawn from ℤ∗

𝑝 (i.e., 𝑢2 ≠ 0). The maximum impact of
this final change on the adversary’s view is a distance of
1∕𝑝 in static. This leads to the bound: 𝖠𝖽𝗏3.𝑚.1 −𝖠𝖽𝗏3.𝑚.2 ≤
𝖠𝖽𝗏ddh

 (𝑡)+1∕𝑝. The requirement 𝑢2 ∈ ℤ∗
𝑝 is a crucial detail

needed to ensure that 𝒖⊤𝓁 ⋅ 𝒂⟂ ≠ 0.

𝐺3.𝑚.2 ⇝ 𝐺3.𝑚.3 ∶ The ciphertext generation process
is modified from 𝑐𝑡𝑖 = 𝑔𝒖𝓁⊤⋅𝑠𝑖 ⋅ 𝑔𝑥

𝑏
𝑖 to 𝑐𝑡𝑖 = 𝑔𝒖𝓁⊤⋅𝑠𝑖 ⋅ 𝑔𝑥

0
𝑖 ,

where 𝑔𝒖𝓁 represents the 𝑚-th RO-query. It will now be
demonstrated that this modification is imperceptible to the
adversary.

When there is none QEncrypt-queries use RO𝑚, games
𝐺3.𝑚.{2,3} are trivially identical. But it shows that Adv3.𝑚.2 =
Adv3.𝑚.3 holds even in the case where this RO-query output
is indeed utilized by QEncrypt-queries. We establish this
assertion using a two-step argument.

Step 1. First, we demonstrate a PPT adversary ∗ that
plays against selective variants of the games, 𝐺∗

3.𝑚.2 and
𝐺∗
3.𝑚.3 (defined in Fig. 2). In these selective games, QCorrupt

queries must be issued before the initialization phase. We
show that the advantages are related as follows for 𝑡 = 2, 3:

Adv3.𝑚.𝑡 = (𝑝2 + 1)𝑛 ⋅ Adv∗3.𝑚.𝑡(
∗).

Step 2. Second, we prove that for any PPT adversary
∗, its advantages in these selective games are equal:
Adv∗3.𝑚.2(

∗) = Adv∗3.𝑚.3(
∗). The completion of these two

steps concludes the proof.
Details of Step 1. We construct the adversary ∗ to

play against 𝐺∗
3.𝑚.𝑡 (𝑡 = 2, 3) such that the aforementioned

advantage relationship holds.
∗ initiates by guessing, for all 𝑖 ∈ [𝑛], a value 𝑧𝑖 ←

ℤ2
𝑝 ∪ {⟂}. It sends this complete set of guesses to its
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Games (𝐺∗
3.𝑚.2, 𝐺

∗
3.𝑚.3)𝑚∈[𝑀]:

(state, (𝑧𝑖 ∈ ℤ2
𝑝 ∪ {⟂})𝑖∈[𝑛]) ← (1𝜆, 1𝑛)

Generate  ← 𝖦𝖦𝖾𝗇(1𝜆). For each 𝑖 ∈ [𝑛], sample 𝑠𝑖
$
← ℤ2

𝑝. Set 𝗆𝗌𝗄 = (𝑠𝑖)𝑖∈[𝑛] and 𝗆𝗉𝗄 =  = (𝔾, 𝑝, 𝑔).
Sample 𝑎

$
← ℤ𝑝, and define 𝒂 =

(

1
𝑎

) and 𝒂⟂ = ( −𝑎1 ).
Sample a bit 𝑏 $

← {0, 1}
The adversary  is run on 𝗆𝗉𝗄 with access to oracles QEncrypt(⋅, ⋅, ⋅), QKeyGen(⋅), QCorrupt(⋅), and RO(⋅).  outputs a bit 𝑏′.
Run Finalize(𝑏′).
RO(𝓁): // 𝐺∗

3.𝑚.{2,3}
𝑔𝒖𝓁 = 𝑔𝒂⋅𝑟𝓁 , where 𝑟𝓁 = 𝖱𝖥′(𝓁)
On the 𝑚-th (fresh) query: 𝑔𝒖𝓁 = 𝑔𝖱𝖥′(𝓁)⋅𝒂+𝖱𝖥′′(𝓁)⋅𝒂⟂

Return 𝑔𝒖𝓁

QEncrypt(𝑖, 𝑥0
𝑖 , 𝑥

1
𝑖 ,𝓁): // 𝐺∗

3.𝑚.2 , 𝐺∗
3.𝑚.3

Let 𝑔𝒖𝓁 = RO(𝓁)
Compute 𝑐𝑡𝑖 = 𝑔𝒖𝓁⊤⋅𝑠𝑖 ⋅ 𝑔𝑥𝑏𝑖
If 𝑔𝒖𝓁 is in RO𝑗 and 𝑗 < 𝑞: 𝑐𝑡𝑖 = 𝑔𝒖𝓁⊤⋅𝑠𝑖 ⋅ 𝑔𝑥𝑏𝑖
If 𝑔𝒖𝓁 is in RO𝑚:

• If (𝑥0
𝑖 , 𝑥

1
𝑖 ) ≠ 𝑧𝑖, the game ends and returns 𝛽 $

← {0, 1}

• Otherwise, set 𝑐𝑡𝑖 = 𝑔𝒖𝓁⊤⋅𝑠𝑖 ⋅𝑔𝑥𝑏𝑖 ⋅𝑔𝑥0𝑖 , 𝑆 = 𝑆 ∪ {𝑖}
Return 𝑐𝑡𝑖
QKeyGen(𝑦, 𝑗): // 𝐺∗

3.𝑚.{2,3}
Compute function decryption key 𝑑𝑘𝑦 =

∑

𝑖 𝑦𝑖𝑠𝑖Return 𝑑𝑘𝑦,𝑗 = 𝖲𝖲.𝖲𝗁𝖺𝗋𝖾(𝑑𝑘𝑦, 𝑗)

QCorrupt(𝑖): // 𝐺∗
3.𝑚.{2,3}

If 𝑧𝑖 = (𝑥0
𝑖 , 𝑥

1
𝑖 ) with 𝑥0

𝑖 ≠ 𝑥1
𝑖 , the game ends and returns 𝛽 $

← {0, 1}
Return 𝑠𝑖

Fig. 2: Games 𝐺∗
3.𝑚.{2,3}, 𝑚 ∈ [𝑀] for the proof.

selective game 𝐺∗
3,𝑚,𝑡. Each 𝑧𝑖 represents ∗’s guess for the

QEncrypt query: either a pair (𝑥0𝑖 , 𝑥1𝑖 ) or ⟂ (signifying no
query for index 𝑖).∗ then simulates the view for the original
adversary  using its own oracles.

Let 𝐸 be the event that all of ∗’s guesses are correct.
If 𝐸 occurs, ∗ perfectly simulates ’s view as in 𝐺3.𝑚.𝑡. If
𝐸 does not occur (the guess was incorrect), ∗ aborts the
simulation and outputs a random bit 𝛽.

The probability of this success event 𝐸 is 𝑃𝐸 = (𝑝2 +
1)−𝑛, and𝐸 is independent of’s view. We define𝑃 (𝑏, 𝐸) =
Pr[𝐺3.𝑚.𝑡|𝑏 = 𝑏, 𝐸]. The advantage of ∗ in its selective
game, Adv𝐺∗

3.𝑚.𝑡
(∗), is calculated as:

|

|

|

|

|

(

𝑃 (0, 𝐸) ⋅ 𝑃𝐸 +
1 − 𝑃𝐸

2

)

−
(

𝑃 (1, 𝐸) ⋅ 𝑃𝐸 +
1 − 𝑃𝐸

2

)

|

|

|

|

|

= |

|

𝑃 (0, 𝐸) ⋅ 𝑃𝐸 − 𝑃 (1, 𝐸) ⋅ 𝑃𝐸
|

|

= 𝑃𝐸 ⋅ |𝑃 (0, 𝐸) − 𝑃 (1, 𝐸)|
= 𝑃𝐸 ⋅ Adv3.𝑚.𝑡
= (𝑝2 + 1)−𝑛 ⋅ Adv3.𝑚.𝑡.

Rearranging this equation gives the relation claimed in Step
1.

Details of Step 2. Conditioned on event 𝐸′ (consistent
guesses) occurring, we will now demonstrate that the distri-
butions of games 𝐺∗

3.𝑚.2 and 𝐺∗
3.𝑚.3 are identical. This proof

relies on the statistical indistinguishability of the following
two distributions, which holds for any choice of 𝛾:

(𝑠𝑖) 𝑖∈[𝑛]
𝑧𝑖=(𝑥0𝑖 ,𝑥

1
𝑖 )

and (

𝑠𝑖 + 𝒂⟂ ⋅ 𝛾(𝑥𝑏𝑖 − 𝑥0𝑖 )
)

𝑖∈[𝑛]
𝑧𝑖=(𝑥0𝑖 ,𝑥

1
𝑖 )

Here, 𝒂⟂ is defined as ( −𝑎
1
)

∈ ℤ2
𝑝, and each 𝑠𝑖 is drawn

uniformly at random from ℤ2
𝑝. The identical nature of the

distributions holds because the 𝑠𝑖 values are independent of
the 𝑧𝑖 guesses. It is crucial to note that this independence is a
consequence of the selective security setting; it would not be
guaranteed with adaptive QEncrypt-queries. Consequently,
we can substitute 𝑠𝑖 with 𝑠𝑖+𝒂⟂ ⋅𝛾(𝑥𝑏𝑖 −𝑥0𝑖 ) without altering
the game’s overall distribution.

We trace where the term 𝒂⟂ ⋅ 𝛾(𝑥𝑏𝑖 − 𝑥0𝑖 ) impacts the
adversary’s view:

• QCorrupt: The term has no effect. We are conditioned
on 𝐸′, which guarantees that for any 𝑖 with 𝑧𝑖 ≠⟂, 𝑖 is
not corrupted or 𝑥1𝑖 = 𝑥0𝑖 .
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• QKeyGen(𝑦): The term could potentially modify the
key to:

𝖽𝗄𝑦 =
∑

𝑖∈[𝑛]
𝑠𝑖 ⋅𝑦𝑖+𝒂⟂ ⋅ 𝛾

∑

𝑖∈[𝑛],𝑧𝑖=(𝑥0𝑖 ,𝑥
1
𝑖 )

𝑦𝑖(𝑥𝑏𝑖 −𝑥0𝑖 ).

This additional component vanishes. The conditions
of 𝐸′ ensure the summation ∑

𝑖∶𝑧𝑖=(𝑥0𝑖 ,𝑥
1
𝑖 )
𝑦𝑖(𝑥𝑏𝑖 −𝑥0𝑖 ) is

always zero, as 𝑧𝑖 ≠⟂ implies 𝑥1𝑖 = 𝑥0𝑖 for all relevant
indices 𝑖.

• QEncrypt: The term appears only in QEncrypt-queries
using the 𝑚-th RO-query, 𝑔𝒖𝓁 . For all other RO-
queries, 𝑔𝒖𝓁 is in the span of [𝑎], and 𝒂⊤𝒂⟂ = 0. For
the 𝑚-th query, the ciphertext becomes:

𝑐𝑡𝑖 = 𝑔𝒖
⊤
𝓁
⋅𝑠𝑖 ⋅ 𝑔𝒖

⊤
𝓁
⋅𝒂⟂𝛾(𝑥𝑏𝑖−𝑥

0
𝑖 ) ⋅ 𝑔𝑥

𝑏
𝑖 .

Since 𝒖⊤𝓁𝒂
⟂ ≠ 0 (by setup), we set 𝛾 ← −1∕(𝒖⊤𝓁𝒂

⟂)
mod 𝑝. This constant 𝛾 is independent of 𝑖 and trans-
forms the ciphertext to 𝑐𝑡𝑖 = 𝑔𝒖

⊤
𝓁
⋅𝑠𝑖 ⋅ 𝑔𝑥

0
𝑖 , simultane-

ously changing all 𝑥𝑏𝑖 encryptions to 𝑥0𝑖 .
By reversing this statistically perfect substitution, we

confirm that the original 𝑐𝑡𝑖 (in 𝐺∗
3.𝑚.2) is identically dis-

tributed to 𝑔𝒖
⊤
𝓁
⋅𝑠𝑖 ⋅ 𝑔𝑥

0
𝑖 , which is precisely the form of the

ciphertext in game 𝐺∗
3.𝑚.3.

The games are identical conditioned on 𝐸′ (consistent
guesses). If ¬𝐸 (incorrect guess) occurs, ∗ aborts with
a random bit in both games. Therefore, Adv∗3.𝑚.2(

∗) =
Adv∗3.𝑚.3(

∗), implying Adv3.𝑚.2 = Adv3.𝑚.3.
𝐺3.𝑚.3 ⇝ 𝐺3.𝑚+1.1 ∶ This step reverses the 𝐺3.𝑚.1 ⇝

𝐺3.𝑚.2 transition. By the DDH assumption, we revert the
𝑚-th RO-query 𝑔𝒖𝓁 from uniformly random in 𝔾2 (where
𝒖⊤𝓁𝒂

⟂ ≠ 0) to uniformly random in the span of 𝒂.

Adv3.𝑚.3 − Adv3.𝑚+1.1 ≤ Advddh
 (𝑡) + 1∕𝑝.

In summary, by iterating this process through all 𝑀 RO-
queries, we find that𝐺3.𝑀+1.1 is equivalent to𝐺3. This yields
the bound:

Adv2 − Adv3 ≤ 2𝑀(Advddh
 (𝑡) + 1∕𝑝).

Furthermore, since the advantage in game𝐺3 is zero (Adv3 =
0), the proof is complete.

5. Federated Learning Secure Aggregation
In this section, we present VTSAFL, a new verifi-

able threshold secure aggregation protocol for privacy-
preserving federated learning, which is based on our novel
verifiable threshold MCFE scheme. We will detail the sys-
tem framework, which consists of clients, distributed aggre-
gators, and a trusted authority (TA), as well as the distributed
training process. A security analysis will follow, examining
privacy risks and attacks from malicious aggregators.

Fig. 3: Our Privacy-Preserving Federated Learning Framework

5.1. System Architecture
The VTSAFL framework, illustrated in Fig. 3, consists

of three primary entities. A trusted authority (TA) initializes
the cryptosystem and distributes keys. A set of clients uses
local data to train and subsequently encrypt their models.
Finally, a group of distributed aggregators collects these
encrypted models, decrypts them, and computes an accom-
panying proof of decryption. This allows all clients to verify
the correctness of the aggregation result.

It is important to note that, unlike previous solutions
based on functional encryption, we assume a more robust
threat model wherein aggregators can be malicious. These
aggregators may collude to breach user privacy or alter
results to disrupt training, an assumption that aligns with the
TAPFed framework [17].

By virtue of the system’s threshold nature, participation
from the entire set of aggregators is not necessary in each
round. The aggregators do not communicate with or even
need to be aware of each other. This feature significantly
enhances both the stability and the operational efficiency of
the system.
5.2. Training Process

The distributed training process of the VTSAFL frame-
work is based on the traditional federated learning workflow
and is primarily divided into five stages: initialization, local
model training and encryption, aggregation and partial de-
cryption by aggregators, verification of decrypted results by
clients, and finally, global model updates. The entire process
is detailed in Algorithm 1.

Initialization: The Trusted Authority (TA) runs the
VTMCFE.Setup algorithm to generate public parameters
pp and a master secret key msk. The public parameters are
broadcast to all participants, while the TA securely sends
the respective encryption keys 𝑒𝑘𝑖 to each client 𝑝𝑖.

Local Model Training and Encryption: Each client 𝑝𝑖first initializes its local model. Then, for each training round,
it trains its local model using its own private dataset 𝐷𝑖.
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Algorithm 1: Federated Learning Framework
Input : The security parameter 𝜆, party set 𝑆𝑃and each party 𝑝𝑖 ∈ 𝑆𝑃 has its dataset 𝐷𝑖,aggregator set 𝑆𝐴, trusted authority 𝑇 ,

maximum training round 𝐾 ,
hyperparameters ℎ𝑝, encryption label for
each training round {𝑙(𝑘)}𝑘∈{1,...,𝐾}

Output: Global model 𝜃𝐺
1 Initialize:
2 𝑇 runs (𝑝𝑝, 𝑚𝑠𝑘) ← 𝖵𝖳𝖬𝖢𝖥𝖤.𝖲𝖾𝗍𝗎𝗉(𝜆, 𝑡, 𝑠, 𝑛) and

broadcasts 𝑝𝑝;
3 𝑇 sends 𝑒𝑘𝑖 to 𝑝𝑖 for 𝑖 ∈ {1, ..., 𝑛};
4 Training:
5 do
6 Local model training:
7 if 𝑘 == 1 then 𝑝𝑖 initializes local model 𝜃(0)𝑝𝑖 ;
8 𝜃(𝑘)𝑝𝑖 ← 𝑝𝑖 trains model with (𝐷𝑖, 𝜃

(0)
𝑝𝑖 , ℎ𝑝);

9 𝑝𝑖 runs 𝑐𝑡(𝑘)𝑝𝑖 ← 𝖵𝖳𝖬𝖢𝖥𝖤.𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝑒𝑘𝑖, 𝜃
(𝑘)
𝑝𝑖 , 𝑙

(𝑘));
10 𝑝𝑖 sends 𝑐𝑡(𝑘)𝑝𝑖 to 𝑎𝑗 ∈ 𝑆𝐴;
11 FedAvg model aggreation:
12 𝑎𝑗 obtains all 𝑐𝑡(𝑘)𝑝𝑖 from 𝑝𝑖 ∈ 𝑆𝑃 ;
13 𝑎𝑗 prepares fusion weight 𝑦𝑎𝑗 based on {𝑐𝑡(𝑘)𝑝𝑖 };
14 𝑎𝑗 requests 𝑑𝑘𝑗 from 𝑇 with (𝑦𝑎𝑗 );
15 𝑇 checks and validates all requests collected

from 𝑎𝑗 ∈ 𝑆𝐴;
16 𝑇 chooses a valid request 𝑦 and runs

{𝑑𝑘𝑗} ← 𝖵𝖳𝖬𝖢𝖥𝖤.𝖣𝖪𝖾𝗒𝖦𝖾𝗇(𝑝𝑝, 𝑚𝑠𝑘, 𝑦);
17 𝑇 sends 𝑑𝑘𝑗 to 𝑎𝑗 ∈ 𝑆𝐴;
18 𝑎𝑗 runs (𝑐𝑡′(𝑘)𝑗 ,Π𝑗) ←

𝖵𝖳𝖬𝖢𝖥𝖤.𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝑝𝑝, {𝑐𝑡(𝑘)𝑝𝑖 }, 𝑦, 𝑑𝑘𝑗);
19 𝑎𝑗 sends (𝑐𝑡′(𝑘)𝑗 ,Π𝑗) to 𝑝𝑖 ∈ 𝑆𝑃 ;
20 Global model updating:
21 𝑝𝑖 runs

𝖵𝖳𝖬𝖢𝖥𝖤.𝖵𝖾𝗋𝗂𝖿𝗒(𝑝𝑝, {𝑐𝑡′𝑗 ,Π𝑗}𝑗∈{1,…,𝑠′});
22 if

𝖵𝖳𝖬𝖢𝖥𝖤.𝖵𝖾𝗋𝗂𝖿𝗒(𝑝𝑝, {𝑐𝑡′𝑗 ,Π𝑗}𝑗∈{1,…,𝑠′}) == 1
then

23 𝑝𝑖 runs 𝜃(𝑘)𝐴 ←
𝖵𝖳𝖬𝖢𝖥𝖤.𝖢𝗈𝗆𝖻𝗂𝗇𝖾𝖱𝖾𝖼𝗈𝗏𝖾𝗋𝗒(𝑝𝑝, {𝑐𝑡′𝑗}𝑗∈{1,…,𝑠′}, 𝑙);

24 𝑝𝑖 updates 𝜃(𝑘)𝐺 ← 𝜃(𝑘)𝐴 ;
25 while 𝑘 ≤ 𝐾;

After training, the client encrypts its updated local model
𝜃(𝑘)𝑝𝑖 using its encryption key and the current round’s label
𝑙(𝑘), producing a ciphertext 𝑐𝑡(𝑘)𝑝𝑖 . This encrypted model is
then sent to the aggregators.

Aggregation and Partial Decryption: After receiving
the encrypted models from all clients, each aggregator 𝑎𝑗

prepares a fusion weight vector y and requests the corre-
sponding decryption key share from the TA. The TA val-
idates these requests, generates the decryption key shares
{𝑑𝑘𝑗} using VTMCFE.DKeyGen, and distributes them to
the respective aggregators. Each aggregator 𝑎𝑗 then uses its
key share 𝑑𝑘𝑗 to compute a partial decryption result of the
aggregated model and a corresponding proof of correctness
(𝑐𝑡(𝑘)𝑗 ,Π𝑗) by running the VTMCFE.Decrypt algorithm. This
partial result and proof are then sent back to the clients.

Verification: Upon receiving the partial results and proofs
from a threshold number of aggregators, each client 𝑝𝑖 runs
the VTMCFE.Verify algorithm. This step allows clients to
check the validity of the computation performed by each
aggregator, thus protecting against malicious aggregators
who might return incorrect results to disrupt the training
process.

Global Model Update: If the verification is successful,
the clients proceed to the final step. They run the VTM-
CFE.CombineRecovery algorithm to combine the valid par-
tial results and recover the final aggregated global model
𝜃(𝑘)𝐺 . This new global model is then used as the starting point
for the next round of local training. This iterative process
continues for a predetermined number of rounds 𝐾 .
5.3. Practical considerations

To bridge the gap between the VTMCFE scheme and
the actual requirements of federated learning tasks, it is
necessary to clarify some implementation details regarding
data encoding, range management, and cryptographic opti-
mization.

Model weight quantization and encoding: The underly-
ing VTMCFE scheme operates on elements of a finite field
ℤ𝑝, while neural network weights (𝜃) are typically repre-
sented as 32-bit floating-point numbers. To ensure compati-
bility, we employ a quantization mechanism. Given a scaling
factor 10𝑘 (e.g., 𝑘 = 4) and precision requirement, each
weight 𝑤 ∈ ℝ is converted to an integer 𝑤 ∈ ℤ𝑝.

Efficient discrete logarithm solving: In the VTMCFE
scheme, the CombineRecovery algorithm generates the re-
sult at an exponential position, i.e., 𝐺 = 𝑔𝛽 . Therefore,
recovering 𝛽 requires solving the discrete logarithm prob-
lem (DLP). While DLP is generally difficult to solve, the
aggregated weights in federated learning are restricted to a
relatively small range 𝐵 compared to 𝑝. For typical model
updates, the scaled range of 𝛽 is limited to [−1012, 1012]. To
solve the discrete logarithm problem, we implemented the
Baby-Step Giant-Step (BSGS) algorithm, which reduces the
time complexity to 𝑂(

√

𝐵). To further optimize the training
process, we leveraged the fact that model updates between
consecutive rounds are usually small, allowing us to use the
result from the previous round as a hint for the search starting
point.
5.4. Security Analysis of VTSAFL

In this section, we analyze the security properties of the
VTSAFL framework. Our threat model assumes a malicious
setting where up to 𝑡 − 1 out of 𝑠 aggregators may collude.
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Table 3
Experimental Setting

Dataset Samples(train|test)/Party Model Parameters Training Rounds Local Epochs Local Batch
MNIST 1,000|200 110,170 20 10 50
CIFAR10 10,000|2,000 129,242 20 5 50

These adversarial aggregators may deviate from the protocol
to compromise integrity or attempt to infer sensitive infor-
mation.

Privacy Guarantees (Defense against Inference Attacks).
VTSAFL ensures the confidentiality of local gradients and
prevents unauthorized access to the global model updates
through two layers:

• Individual Privacy: In VTSAFL, clients encrypt their
local models 𝜃(𝑘)𝑝𝑖 using the VTMCFE.Encrypt algo-
rithm. Due to the semantic security of the underlying
Multi-Client Functional Encryption (MCFE) primi-
tive, no individual aggregator can inspect or derive
any sensitive information from a client’s individual
ciphertext 𝑐𝑡(𝑘)𝑝𝑖 .

• Intermediate Model Privacy: To prevent unauthorized
decryption of the aggregated result, we employ a (𝑡, 𝑠)-
threshold architecture. The functional decryption key
is distributed such that any collusion of up to 𝑡 − 1
adversarial aggregators is mathematically insufficient
to reconstruct the functional key or decrypt the inter-
mediate model.

Integrity Guarantees (Defense against Poisoning At-
tacks). Unlike ’honest-but-curious’ models, VTSAFL with-
stands active malicious behaviors during aggregation:

• Aggregation Poisoning Defense: Adversarial aggre-
gators may return tampered results to disrupt train-
ing. VTSAFL counters this via verifiability. Each ag-
gregator 𝑎𝑗 must generate a cryptographic proof Π𝑗for its partial decryption 𝑐𝑡′𝑗 . Clients execute VTM-
CFE.Verify to validate these proofs; any incorrect
result will be discarded. This ensures the correctness
and integrity of the global model updates.

• Anti-Replay Mechanism: To prevent adversaries from
replaying ciphertexts from previous rounds (e.g., us-
ing 𝑐𝑡(𝑘−1) in round 𝑘), each encryption is bound to a
unique round label 𝑙(𝑘). The MCFE primitive ensures
that only ciphertexts with the same label can be com-
bined, rendering outdated ciphertexts incompatible
with the current round.

Resistance to Collusion. The security of our framework
holds as long as the number of colluding malicious aggre-
gators is less than the threshold 𝑡. The use of a verifiable
multi-secret sharing scheme ensures that even if 𝑡− 1 nodes
share their internal states, they cannot bypass the functional
encryption layer or forge a valid proof of correctness for a
tampered result.

6. Performance Evaluation
In this section, we evaluate the proposed VTSAFL

framework against the state-of-the-art TAPFed scheme [17],
focusing on model quality, computational efficiency, and
communication overhead. Experimental results demonstrate
that VTSAFL matches TAPFed’s model accuracy while
significantly reducing both running time and communica-
tion costs. Furthermore, our framework provides the added
security benefit of verifiable aggregation.
6.1. Experimental Setup

Implementation. We utilized the TensorFlow library for
training the federated learning models and implement our
framework in python. For a fair comparison, the core cryp-
tographic components of the TAPFed scheme [17] were re-
implemented precisely as described in the original publica-
tion. All experiments were performed on a local simulated
system. The hardware configuration comprised an Intel(R)
Core(TM) i5-13400F CPU, 32GB of DDR4 RAM, and an
NVIDIA GeForce RTX 4070s GPU with 12GB of memory.

Federated Learning Setting. Model performance was
evaluated using the public MNIST and CIFAR10 datasets.
A Keras-based Convolutional Neural Network (CNN) archi-
tecture was employed. The model configured for MNIST
contained 110,170 parameters, while the CIFAR10 model
comprised 129,242 parameters. During each training round,
clients first train models on their local datasets, after which
the resulting model updates are encrypted and uploaded.
A comparative analysis was conducted against the TAPFed
scheme [17], focusing on model accuracy, training time, and
communication overhead. This analysis involved varying
both the number of participating clients and the dimension-
ality of the model vectors.

Our experimental evaluation is structured in two main
phases. The initial phase focused on assessing model perfor-
mance. Here, both our proposed scheme and TAPFed were
trained for 20 rounds on the MNIST and CIFAR10 datasets
to compare their test accuracies. Relevant hyperparameters
and experimental settings are detailed in Table 3. The sec-
ond phase was designed to evaluate the training time and
communication overhead of both schemes as the number of
clients varied. Experiments were conducted with the number
of clients set to 5, 10, 20, 30, 40, and 50, respectively.
6.2. Experimental Results

Analysis of Cryptographic Primitives. To provide a more
detailed view, we analyzed the performance of the core
cryptographic primitive, as shown in the Fig. 4. Our scheme
shows significant efficiency improvement in the DKeyGen
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(a) DKeyGen (b) Encrypt (Avg) (c) Partial Decrypt

(d) Combine Decrypt (e) Verify

Fig. 4: Performance Comparison of Core Cryptographic Primitives

and Partial Decrypt stages, which is the main factor to
reduce the overall training time. Although our Combine
Decrypt is equivalent to TAPFed [17], our framework in-
troduces a key Verify step. The time cost of this verification
is reasonable, and it provides the necessary guarantee for the
correctness of the aggregation results, which is the missing
feature of TAPFed [17].

Model Quality and Performance. We first evaluate the
model quality of VTSAFL relative to the baseline. The
experimental results show that, compared with standard fed-
erated learning, the proposed security aggregation protocol
will not adversely affect the key performance indicators,
namely learning convergence speed, training loss and test
accuracy. As shown in Fig. 5, during the whole 20 rounds
of federal learning and training, the performance curve of
test accuracy and training loss generated by our scheme is
very close to that of TAPFed. This result is attributed to the
design of VTSAFL, which uses pure password mechanism
to protect the exchange of model parameters. By avoiding in-
troducing noise, our method achieves the same model quality
as other password based security aggregation baselines.

Training Time. We studied the effect of security ag-
gregation method on training time and compared it with
TAPFed. As shown in Fig. 6 (a) and Fig. 6 (c), the total
running time of VTSAFL is significantly lower than that
of TAPFed, and the performance gap will expand with the
increase of the number of clients. In 50 client scenarios,
our framework achieved more than 40% time reduction on
both datasets. Specifically, the running time for MNIST is
reduced by 40.6%, and for the more complex CIFAR10
dataset, the reduction is 44.4%. This highlights the superior
time performance of our scheme in a practical, large-scale
FL setting, which directly benefits from the highly efficient
DKeyGen and Decrypt primitives analyzed previously.

Table 4
Comparison of Communication Cost per Round

DKeyGen Encrypt ShareDecrypt

TAPFed[17] (𝑛 + 1)|ℤ𝑝| 2|𝐺| (𝑛 + 2)|𝐺|

our work 2|𝐺| + |ℤ𝑝| |𝐺| 5|𝐺| + 2|ℤ𝑝|

Communication Overhead. In order to evaluate the com-
munication efficiency of our scheme, we measured the trans-
mission overhead in each round of training through ex-
perimental comparison. As indicated in Table 4 and illus-
trated in Fig. 6 (b) and Fig. 6 (d), VTSAFL achieves a
substantially lower transmission payload. For the client-side
upload, our framework reduces the payload by 50.1% for
MNIST and 50.8% for CIFAR10 in the 50-client scenario.
While this client-upload cost scales linearly with 𝑛 for both
schemes, VTSAFL’s scalability is far superior. Furthermore,
this advantage is compounded by other protocol phases. As
detailed in Table 4, the communication costs for key phases
in TAPFed (i.e., DKeyGen and ShareDecrypt) are also pro-
portional to 𝑛. In sharp contrast, the corresponding commu-
nication phases in VTSAFL (e.g., DS-to-Aggregator) have a
constant cost that is independent of 𝑛.

This performance advantage underscores the superior
scalability of our framework. As shown in Fig. 6, both the
total running time and communication overhead of VTSAFL
scale much more efficiently compared to TAPFed [17]. This
confirms that our framework is exceptionally well-suited for
large-scale federated learning tasks, offering a practical path
to high efficiency and strong security at scale.
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(a) (b) (c) (d)

Fig. 5: Comparison of test accuracy and training loss on MNIST (a, b) and CIFAR-10 (c, d).

(a) (b) (c) (d)

Fig. 6: Comparison of running time and communication overhead on MNIST (a, b) and CIFAR-10 (c, d).

7. Conclusion
In this paper, we proposed a new privacy preserving fed-

erated learning security aggregation framework VTSAFL,
to address the security vulnerabilities of existing solutions
in the face of malicious aggregators. Based on our partial
decryption verifiable threshold multi client function encryp-
tion scheme, the framework of VTSAFL was constructed. It
can not only resist the gradient reasoning and data leakage
attacks in the existing schemes, but also enable each client to
verify the correctness of the aggregation results. This effec-
tively prevents poisoning attacks from malicious aggregators
and ensures the integrity of model training.

At the same time, in order to apply it into the scenario
of more constrained devices in the internet of things envi-
ronment and avoid the limitation of the computing power
of edge devices, we are committed to improving the com-
puting efficiency and communication overhead of existing
solutions. Experimental results show that VTSAFL has sig-
nificant advantages in computational performance and com-
munication efficiency compared with existing schemes, and
achieves the same model performance. For internet of things
scenarios with a large number of devices, the scheme has
good scalability.

For future work, we will extend the application of VT-
SAFL to a broader cross device joint learning environment
to verify its practicability and performance under different
network and hardware conditions.
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