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Abstract—Graph Neural Networks (GNNs) have powerful1

representation capabilities for graph data, achieving excellent2

performance across various fields. Considering the scarcity of3

labels in real-world scenarios, graph self-supervised learning4

(GSSL) has gained increasing attention due to its ability to5

train without relying on labels. However, recent studies have6

revealed that GNNs are vulnerable to stealthy backdoor attacks7

in GSSL scenarios, enabling the encoder to learn backdoor8

features simply by injecting triggers. Existing graph backdoor9

defense methods mainly focus on supervised settings and cannot10

be directly transferred to self-supervised scenarios due to the lack11

of label guidance. To bridge this gap, we propose GDetox, the12

first backdoor defense approach against backdoored encoders in13

GSSL. GDetox aims to eliminate backdoor logic in encoders while14

maintaining the encoder’s original performance. Specifically,15

GDetox can purify the graph backdoor encoder based on the self-16

supervised distillation approach without relying on label infor-17

mation. Further, we introduce an adversarial contrastive learning18

that augments node representations without relying on labels to19

enhance teacher model performance, thereby improving distilled20

encoder performance. We evaluate the defense performance of21

GDetox on four node classifications and four graph classification22

datasets by comparing with four state-of-the-art (SOTA) defense23

methods against seven latest backdoor attack methods on GSSL.24

Extensive experiments demonstrate that GDetox far outperforms25

the SOTA defense methods, reducing the attack success rate to26

4% with negligible degradation in encoder performance (within27

2%) in both node-level and graph-level tasks.28

Index Terms—Backdoor defense, Graph neural networks, Ad-29

versarial contrastive learning, Knowledge distillation.30

I. INTRODUCTION31

GRAPH-STRUCTURED data play a pivotal role in a wide32

range of real-world applications, including financial net-33

works [1], social networks [2], and molecular structure graphs34

[3]. Graph neural networks (GNNs) [4]–[6] are becoming35

increasingly popular as they can effectively process graph-36

structured data. Building upon the success of GNNs, graph37

self-supervised learning (GSSL) [7]–[9], as a novel graph38
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learning paradigm, enables encoders to learn high-quality 39

feature representations from unlabeled data. However, the 40

process of obtaining well-trained encoders via GSSL is both 41

time-consuming and computationally expensive, leading many 42

practitioners to rely on third-party pre-trained encoders [10]– 43

[12] available on public platforms, such as HuggingFace1 and 44

ModelZoo2. Regrettably, these third-party pre-trained encoders 45

are highly likely to be backdoor encoders that have been in- 46

jected with triggers by malicious attackers, posing a significant 47

threat to the security and integrity of GNN-based systems. 48
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Fig. 1: The pipeline of the backdoor attack in GSSL.

As a typical type of attack, backdoor attacks pose a serious 49

threat to the security of GNN models. Graph backdoor attacks 50

are attracting increasing attention and have been extensively 51

studied by several researchers, including supervised [13]–[20] 52

and self-supervised [21], [22] scenarios. In supervised settings, 53

the attacker initially selects backdoored samples from the 54

original training dataset, subsequently injecting triggers into 55

these samples and altering their labels to a predetermined 56

target class. The graph backdoor model is then trained from 57

the backdoored data along with other normal data. In GSSL, as 58

shown in Fig. 1, attackers only inject triggers into backdoored 59

samples and do not rely on label information to train the back- 60

door encoder in self-supervised scenarios. During inference, 61

the backdoor encoder misclassifies downstream test samples 62

injected with triggers into the target class while correctly iden- 63

tifying normal samples. Consequently, the inherent need for 64

label modification may raise suspicion in supervised attacks, 65

but is entirely absent in the self-supervised context, rendering 66

graph self-supervised backdoor attacks markedly stealthier. 67

Currently, most graph backdoor defense mechanisms are 68

focused on handling attacks in supervised settings and can 69

be divided into detection-based and purification-based ap- 70

proaches. ❶ Detection-based methods involve using explain- 71

able techniques to identify triggers for detecting backdoors 72

[23], [24]. However, these methods fail to further eliminate 73

1https://huggingface.co/models
2https://modelzoo.co/

Page 5 of 39



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 2

the dangers of backdoors by identifying them. For example,74

Jiang et al. [25] and Yuan et al. [26] applied explainability75

evaluation metrics for pruning samples with large differ-76

ences to eliminate backdoors. Yang et al. [27] employed77

Gaussian Mixture Models and filtering techniques to identify78

and eliminate backdoors. While effective, these methods may79

remove some normal samples, resulting in model performance80

degradation. ❷ Purification-based methods aim to purify the81

backdoor model into a clean model by removing backdoor82

information in the original data or eliminating backdoor neu-83

rons in this model. For instance, Zhang et al. [28] and Liu84

et al. [29] respectively leveraged robust training strategies85

and contrastive learning-based trigger detection methods to86

effectively neutralize backdoors. In addition, Yu et al. [30]87

employed discrepancy learning to eliminate the impact of label88

modification in backdoor attacks and leveraged a backdoor-89

free model to remove backdoors. Nevertheless, these methods90

rely on label information in supervised training settings and91

cannot precisely defend against self-supervised backdoor at-92

tacks in the absence of label information guidance. Therefore,93

there is a critical need to develop a method for effectively94

defending against graph self-supervised backdoor attacks.95

To achieve the above objective, we propose GDetox, the first96

defense framework against graph self-supervised backdoor97

encoders. Essentially, we are faced with two main challenges:98

❶ How to effectively purify backdoor encoders without relying99

on label information in graph self-supervised scenarios? ❷100

How to maintain graph encoders’ feature extraction capability101

while purifying backdoors in encoders?102

Firstly, in real-world scenarios, defenders obtain potentially103

graph backdoor encoders from third parties, which means104

that only a small amount of the downstream dataset can be105

used for defense via fine-tuning technology. Moreover, the106

graph self-supervised backdoor attacks do not modify labels107

of backdoored samples, since self-supervised training is not108

reliant on label information. This mechanism increases the109

stealthiness of backdoor attacks and makes it impossible for110

defenders to purify backdoors with the aid of label infor-111

mation. Thus, developing an effective approach to remove112

backdoors from graph self-supervised encoders under these113

constraints is a critical challenge. To address this, we draw114

on knowledge distillation to purify backdoor information from115

the backdoored encoder, but this method is always deployed116

on logits. When using the labeled downstream dataset for117

distillation, it will close the distance between the target label118

and the backdoor features, making the deployment of distilla-119

tion defense on logits ineffective (as shown in the experiment120

results in Fig. 7). Nevertheless, GDetox can overcome this by121

leveraging a combined loss that deploys attention alignment in122

hidden layers and BT loss in final embeddings, thus effectively123

purifying backdoor encoders in GSSL.124

Secondly, the performance of the teacher model is crucial125

for successful knowledge distillation. Considering that if we126

use a backdoor encoder as the teacher model for attention127

alignment, it will weaken the encoder’s original feature extrac-128

tion capability. The traditional strategy for improving encoder129

performance is simple fine-tuning, but this method relies on130

label information and makes it difficult to generate robust131

encoders. Thus, another key challenge is to maintain the 132

encoder’s original performance while purifying backdoors in 133

encoders. To tackle this, we incorporate graph contrastive 134

learning to boost the teacher encoder’s robustness before dis- 135

tillation. Yet standard contrastive learning [31] over multiple 136

iterations can reduce the cosine similarity between original 137

and perturbed graph views [32], inadvertently degrading per- 138

formance. GDetox employs adversarial contrastive learning 139

that maintains high similarity between clean and perturbed 140

graph embeddings, thereby enhancing the teacher encoder and 141

ensuring that the distilled model maintains high performance. 142

In summary, the contributions of our paper are: 143

• To our best knowledge, we devise the first backdoor 144

defense scheme, named GDetox, capable of defending 145

against graph backdoor attacks in self-supervised sce- 146

narios. GDetox can effectively defend against backdoors 147

without relying on label information. 148

• We propose a self-supervised distillation approach that 149

deploys attention alignment on hidden layers and BT loss 150

on embeddings to purify graph backdoor encoders. On 151

this basis, we further design an adversarial contrastive 152

learning strategy to ensure the feature extraction ability of 153

encoders by enhancing the teacher model’s performance. 154

• We conduct extensive experiments on eight different real- 155

world graph datasets to demonstrate the effectiveness of 156

our defense method against the latest backdoor attacks 157

in GSSL. Experimental results show that GDetox re- 158

spectively outperforms all state-of-the-art (SOTA) defense 159

methods on graph and node classification tasks. 160

II. RELATED WORK 161

A. Backdoor Attack on GNNs 162

Backdoor attacks are adversarial attacks that pose a serious 163

threat to model security. Existing research on graph backdoor 164

attacks includes supervised and self-supervised scenarios. 165

In supervised settings, attackers train the backdoor model by 166

injecting triggers into clean samples and modifying their labels 167

to target labels. During the testing phase, samples with injected 168

triggers will be predicted as target labels by the backdoor 169

model, while clean samples will be predicted as original labels. 170

We categorize the attacks into two types: ❶ Both injecting 171

triggers and modifying label information. Zhang et al. [16] 172

first proposed the graph backdoor attack by replacing the origi- 173

nal subgraphs with designed fixed triggers and modifying their 174

labels to the target label. Xu et al. [33], [34] used explainable 175

techniques to inject fixed triggers at important locations. Based 176

on this, studies [14], [15], [35]–[38] have designed adaptive 177

triggers that can generate corresponding backdoor features 178

based on different samples to enhance attack effectiveness. 179

Considering that the trigger features generated by the above 180

attacks are easily distinguishable from normal features, Zhang 181

et al. [39] further employed adversarial generation strategies 182

to create imperceptible in-distribution (ID) triggers to further 183

improve the attack success rate. In addition, Xu et al. [40] and 184

Wang et al. [41] proposed the multi-target backdoor attacks 185

on GNNs, which design different triggers for each class. It is 186

worth noting that our work focuses on backdoor defense in 187
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self-supervised settings and does not address label-dependent188

multi-target backdoor attacks, which will be investigated in189

future research. ❷ Only injecting triggers. Xu et al. [18]190

were the first to propose a clean-label graph backdoor attack,191

injecting a fixed trigger without modifying the labels of192

backdoored samples. Xing et al. [19] and Fan et al. [20]193

improved attack effectiveness by maintaining feature similarity194

between target nodes and neighboring nodes and generating195

adaptive triggers, respectively. Although these clean-label at-196

tacks were developed in supervised settings, they do not alter197

sample labels, making them compatible with a self-supervised198

setting. In our experiments, we adapt these attacks to the self-199

supervised scenario to validate the effectiveness of GDetox.200

In self-supervised scenarios, attackers can conduct backdoor201

attacks by training backdoored samples that only inject triggers202

without relying on label information, which increases the203

stealthiness of graph backdoor attacks. Zhang et al. [21] intro-204

duced graph backdoor attacks in self-supervised scenarios. It205

can leverage a small amount of downstream data to transform206

the pre-trained encoder into a backdoored encoder. Feng et207

al. [22] designed adaptive triggers and injected them into the208

original data for training to obtain graph backdoor encoders.209

B. Backdoor Defense on GNNs210

Several strategies have been proposed to defend against211

graph backdoor attacks, which can be mainly categorized into212

two types: ❶ Backdoor detection: Existing detection methods213

[23], [24] utilize graph explainable techniques to distinguish214

potential backdoor samples. ❷ Backdoor purification: Guan215

et al. [25] and Yuan et al. [26] distinguish between malicious216

edges and benign edges based on explainable evaluation scores217

and use iterative pruning to remove suspicious edges. Yang et218

al. [27] used a Gaussian model to filter test samples, which219

can purify backdoor models without accessing the training220

dataset. Furthermore, Sui et al. [42] and Zhang et al. [28]221

respectively employed counterfactual explanation and random222

edge removal strategies to defend against more stealthy ID223

backdoor attacks. Liu et al. [29] combined similarity metrics224

with contrastive learning to train a backdoor detector. Addi-225

tionally, Yu et al. [30] used discrepancy learning to break the226

connection between backdoor features and the target label, and227

utilized the backdoor-free training to eliminate backdoors. Un-228

fortunately, there is currently no defense research specifically229

targeting backdoor attacks in graph self-supervised scenarios.230

III. PROBLEM DEFINITION AND THREAT MODEL231

A. Problem Definition232

In this section, we introduce the relevant definitions233

for graphs, including node-level representation learning and234

graph-level representation learning.235

Node-level representation learning. In self-supervised sce-236

narios, graph learning tasks include node-level representation237

learning and graph-level representation learning. For node-238

level representation learning, we assume obtaining an whole239

graph G = {V,E,X,A}, where V represents the set of all240

nodes in graph G, such as V = {v1, ..., vn}, and E represents241

the set of edges. X represents the initial features of each node,242

and A is the adjacency matrix representing the connection 243

information of the edges in graph G, where A = {0, 1}n×n. 244

Specifically, for two nodes vi and vj , Aij = 1 means that these 245

two nodes are connected; otherwise, they fail to form an edge. 246

Node representation learning is for constructing an encoder 247

G0 that represents the encoded features of each node. The 248

encoded node features are represented as G0(V,E,X,A) = 249

{h1, h2, ..., hn}, hn indicates the encoded feature information 250

of the n-th node. We employ DGI [43], a typical method for 251

learning node feature representations. 252

Graph-level representation learning. For graph-level rep- 253

resentation learning, the graph dataset can be defined as 254

G = {g1, g2, ..., gn}, where gn indicates the n-th graph in 255

the graph data. This means that G is a series of graph data 256

consisting of n graphs, each of which is composed of specific 257

nodes and edges. In this case, we utilize the GCC method [44] 258

to learn the specific feature representation of each graph via 259

maximizing mutual information. Graph representation learning 260

trains a high-quality encoder to represent the features of 261

different graph data in the downstream dataset. 262

B. Threat Model 263

1) Attacker’s Goal and Capability: These adversaries aim 264

to embed specific triggers into the original data during the data 265

processing phase and obtain a backdoor encoder through self- 266

supervised training. Once this trigger is injected into the user’s 267

downstream dataset during the testing phase, a successful 268

graph backdoor attack is achieved. 269

For backdoor attacks in GSSL, we evaluate them based 270

on two aspects: attack effectiveness and attack evasion. Ef- 271

fectiveness: Given an initial GNN encoder Go, the attacker 272

successfully embeds a trigger t into a original sample go 273

without modifying its label information to construct the back- 274

door sample gd. The trained encoder becomes the backdoor 275

encoder Gd. During the testing phase, the encoder is subjected 276

to backdoor deception by misclassifying test samples with 277

the original label y as the target label yt. Specifically, the 278

target label is designated by the attacker and is distinct from 279

the original labels of backdoored samples. Evasion: Ensuring 280

that Go and Gd perform consistently on benign graphs. In 281

summary, the attacker’s objectives during the testing phase 282

can be encompassed as follows: 283{
Gd(gd) = yt
Gd(go) = Go(go) = y

, (1)

Under supervised conditions, the adversary has direct access 284

to the original graph dataset trained by users. However, in 285

self-supervised scenarios, we define the adversary’s capa- 286

bilities into two cases based on the adversary’s different 287

backgrounds and knowledge: ❶ The adversary has access 288

to the self-supervised pre-training dataset G = (A,X) and 289

injects triggers into a portion of this dataset without modifying 290

the label information. The backdoored pre-training dataset is 291

then published on a third-party data platform, enabling the 292

adversary to launch an attack on users who download and 293

utilize this backdoored dataset. ❷ The adversary does not have 294

direct access to the pre-training dataset and can only access the 295
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Fig. 2: The overview of GDetox. In Stage 1, to enhance teacher model performance by adversarial contrastive learning on a
small number of downstream datasets. In Stage 2, to cleanse the backdoor in the encoder by deploying attention alignment in
hidden layers and BT loss in final embeddings via the enhanced teacher model.

already pre-trained encoder. They modify the original encoder296

into a backdoor encoder with the help of downstream datasets.297

Regardless of the adversary’s capabilities, the adversary’s298

goal is to launch a successful backdoor attack. Therefore, in299

the GDetox setup, the adversary can fully manipulate data300

processing and training processes to execute effective graph301

self-supervised backdoor attacks.302

2) Defense Goal and Capability: The defender’s goal is to303

purify the impact of the backdoor on the backdoor encoder304

while ensuring that the purified encoder’s performance on305

clean data is not compromised in self-supervised scenarios.306

In terms of the defender’s capabilities, we assume that the307

defender cannot access the pre-trained dataset injected with308

the backdoor, but can only access the backdoor encoder. The309

defender can use a small amount of downstream task datasets310

to assist in purifying graph backdoor encoders [27], [45].311

This increases the challenge for defenders to defend against312

backdoor attacks in graph self-supervised scenarios.313

IV. PROPOSED DEFENSE METHOD314

A. Defense Intuition and Challenges315

Our objective is to cleanse the impact of the backdoor in316

the graph backdoor encoder. As illustrated in Fig. 1, the core317

idea of backdoor attacks in graph self-supervised learning is318

that the attacker injects triggers into a portion of the target319

class of data to closely associate the features of the trigger320

with the target class during the model training phase. Self-321

supervised backdoor attacks are even more stealthy because322

they do not require modifying the labels of backdoored sam-323

ples, which greatly increases the difficulty of defense. Inspired324

by advancements in backdoor defense within the CV domain,325

a straightforward and intuitive approach to backdoor encoder326

purification is knowledge distillation. This method leverages a327

portion of the clean data fine-tuned model as a teacher model328

to guide the backdoor model, thus accomplishing backdoor329

purification. However, applying the aforementioned knowledge330

distillation to defend against backdoor attacks in GSSL still 331

poses the following challenges: 332

Challenge 1: how to effectively purify graph backdoor 333

encoders in self-supervised scenarios? 334

Although knowledge distillation can be feasible in purifying 335

backdoors in computer vision models, it cannot be directly 336

transferred to the graph domain due to ignoring the inherent 337

topology structure in graphs. Moreover, distillation is always 338

deployed on the logits of the model, which relies on label 339

information. When using labeled downstream datasets to distill 340

the backdoor encoder, it brings the target label closer to the 341

backdoor features, rendering the distillation defense measures 342

deployed on the logits ineffective (as evidenced by the ex- 343

periment results in Fig. 7). Thus, there is an urgent need for 344

an effective purify backdoor encoder method tailored to graph 345

self-supervised scenarios that can capture rich graph structural 346

information without relying on labels. 347

Challenge 2: how to obtain robust teacher models to 348

maintain graph encoders’ feature extraction capability? 349

An effective teacher model is critical for successful knowl- 350

edge distillation: if its performance is poor, the backdoor 351

encoder cannot be effectively cleansed. Traditional approaches 352

rely on simple fine-tuning to boost encoder performance, but 353

this requires labeled data and still fails to produce a robust 354

teacher model. This intricate requirement increases the chal- 355

lenge of distilling the backdoor while preserving the encoder’s 356

original performance. Consequently, there is an urgent demand 357

for a more practical approach to obtaining robust teacher 358

models to address this challenge. 359

B. Overview 360

To tackle the above challenges, a novel overview of GDetox 361

is illustrated in Fig. 2. GDetox aims for backdoor purification 362

against self-supervised backdoor encoders and consists of 363

two primary modules: ❶ In the Model Enhancement module, 364

GDetox leverages adversarial contrastive learning to explicitly 365

expose and amplify trigger-sensitive representations in the 366
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Algorithm 1: Algorithm of Model Enhancement
Input: Downstream Graph dataset G = (A,X),

Backdoor encoder fb(·), Adversarial contrastive
learning epochs EA

Output: Enhanced encoder fe(·)
for each epoch k ∈ [1, 2, · · · , EA] do

GS ← Randomly sample a subgraph for each node
in graph G;
G1, G2 ← Generate augmented graphs of each

node’s subgraph GS ;
Gadv ← Generate the adversarial of each node’s

subgraph GS via Equations (7) and (8);
fe(·)← Update model parameters to minimize the
loss LACL via Equation (11);

end
Return fe(·);

teacher encoder, thereby isolating trigger-sensitive neurons367

and attention channels. ❷ In the Backdoor Cleanse module,368

GDetox performs attention-aligned self-supervised distillation,369

which selectively transfers only benign semantic structures370

from the adversarial enhanced teacher model to the student371

model. Furthermore, we deploy the BT loss that removes short-372

cut correlations between benign features and trigger activations373

in the embedding space, thus suppressing backdoor neurons.374

C. Model Enhancement375

Consider that fine-tuning the model using the downstream376

dataset will bring the trigger closer to the target class, thus377

increasing the success rate of backdoor attacks. To avoid this378

problem, we employ a graph contrastive learning approach379

with unlabeled data to enhance teacher encoder performance.380

In graph contrastive learning, we first construct two data381

augmented graphs G1 and G2 on the original graph G by382

modifying the topology structure of the graph [7]. Then, the383

feature embedding of each node is computed via the encoder384

f(·). Finally, we compute the contrastive loss in the feature385

space, resulting in bringing positive samples closer together386

and pushing negative samples further apart, which refers to387

GCA [31] and can be defined as:388

LCON (G1, G2) =
1

2n

n∑
i=1

(l(ui,vi) + l(vi,ui)), (2)

389

l(ui,vi) = log
eθ(ui,vi)/τ

eθ(ui,vi)/τ +
∑
j ̸=i

eθ(ui,vj)/τ +
∑
j ̸=i

eθ(ui,uj)/τ
,

(3)
where l(ui,vi) indicates the loss for each contrastive instance390

(ui,vi). θ(ui,vi) is denoted as the cosine similarity of391

embeddings ui and vi. τ is a temperature parameter.392

Nevertheless, the cosine similarity between the original and393

perturbed graphs is reduced in multiple iterations of contrastive394

learning [32], leading to a degradation in the performance of395

the teacher encoder. Thus, GDetox leverages an adversarial396

contrastive learning to enhance the performance of the teacher397

encoder, which lays the foundation for enhancing the perfor- 398

mance of the post-distillation backdoor encoder. 399

To enhance the performance of graph encoders suffering 400

from backdoor attacks, we assimilate graph contrastive learn- 401

ing and adversarial training. Adversarial training can improve 402

the accuracy and robustness of the encoder obtained with 403

contrastive training only by introducing samples generated 404

with adversarial attacks for training. In the self-supervised 405

scenario, the aim of the adversarial attacks generate the most 406

challenging adversarial samples by maximizing the contrastive 407

loss on both an adversarial view that adds imperceptible 408

perturbations to the original graph and a data-augmented view 409

of the same graph, which can be expressed as follows: 410

Gadv = argmax
G′

LCON (G1, G
′
), (4)

where G1 denotes the augmented view graph derived from 411

adding or removing edges of the original graph G. Gadv is 412

generated by the original graph G. Notably, G
′

is constrained 413

by ∆X and ∆A: 414∑
i,j

|X
′
[i, j]−X[i, j]| ≤ ∆X, (5)

415∑
i,j

|A
′
[i, j]−A[i, j]| ≤ ∆A, (6)

where X
′

and A
′

respectively denote the node features and 416

the adjacency matrix of the graph G
′
, [i, j] denotes the node 417

pair (vi, vj). Specifically, we define the structural budget as 418

∆A = δA
∑

A, where δA is the edge modification ratio. For 419

feature perturbations, we primarily enforce an element-wise c- 420

norm constraint δX, such that the total change ∆X is bounded 421

by n × d × δX, where n and d are the number of nodes and 422

feature dimensions, respectively. 423

Taking into account the performance and time complexity 424

of the algorithm, our approach respectively refers to the PGD 425

method [46] and the PGD GNN method [47] to adversarial 426

attacks on node features and graph topology structure. Specif- 427

ically, we define the node feature and graph adjacency matrix 428

by adding perturbations as follows: 429

Xadv = X+CX, (7)
430

Aadv = A+D ◦ CA, (8)

where CX ∈ Rn×d indicates the perturbation to be added to 431

the node feature matrix. CA ∈ {0, 1}n×n is the symmetric 432

matrix used to modify the edges in the graph, with element 433

values of 1 indicating a modification and 0 being unchanged. 434

D = Ā − A is a discrepancy matrix used to distinguish the 435

positions of added or deleted edges, and Ā = 1n×n−In−A is 436

used to construct the negative pair by fetching the supplement 437

of the original graph. Ultimately, ◦ executes an element-wise 438

product to determine whether edges are added or removed. 439

On this basis, we further optimize constraints CX and CA to 440

control the added adversarial noise during the training process. 441

For the perturbed node feature, we set the constraint CX to 442

satisfy SX = {CX|∥CX∥∞ ≤ δX,CX ∈ Rn×d}. Also, for 443

the perturbed adjacency matrix, we set the constraint CX to 444

satisfy SA = {CA|
∑

i,j CA ≤ ∆A,CA ∈ [0, 1]n×n}. Besides, 445

Page 9 of 39



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 6

Algorithm 2: Algorithm of Backdoor Cleanse
Input: Downstream Graph dataset G = (A,X),

Backdoor encoder fb(·), Enhanced encoder
fe(·), training learning epochs ES

Output: Purified encoder fp(·)
for each epoch k ∈ [1, 2, · · · , ES ] do

GS ← Compute the attention map on each layer of
the model via Equation (13);
LAA ← Compute the attention alignment loss

based on attention maps of each layer via
Equation (14);
LBT ← Compute the BT loss based on the teacher

model and student model embedding via Equation
(15);
fe(·)← Update model parameters to minimize the
total loss L combining the losses LAA and LBT

via Equation (16);
end
Return fe(·);

we will update two constraints in each iteration of the training:446

C
(t)
X = ΠSX

[
C

(t−1)
X + ηX · sgn(∇CX

LCON (G1, G
(t−1)
adv ))

]
,

(9)447

C
(t)
A = ΠSA

[
C

(t−1)
A + ηA · ∇CALCON (G1, G

(t−1)
adv )

]
, (10)

where sgn(·) is the element-wise signum function. ηX and448

ηA are hyperparameters affecting the generation of adversarial449

samples in the t-th round. G(t−1)
adv is represented as {A+D ◦450

C
(t−1)
A ,X + C

(t−1)
X }. ΠSX

and ΠSA
respectively perform the451

projection operation for CX and CA.452

The adversarial contrastive loss can be defined as:453

LACL = LCON (G1, G2) + λLCON (G1, Gadv), (11)

where λ is a weight coefficient to balance the two loss terms.454

LACL as a semantic filter to enhance teacher encoder per-455

formance. The enhancement process of the graph adversarial456

contrastive learning is shown in Algorithm 1.457

D. Backdoor Cleanse458

Recall that a challenge of defending backdoors in GSSL is459

that it is impossible to precisely remove the backdoor from460

the encoder. To overcome this challenge, GDetox employs461

the deployment of attention alignment in the hidden layer to462

accurately purify the backdoor by correcting the focus region463

of the backdoor encoder to the normal region instead of the464

anomalous region. It hires the adversarial enhanced encoder465

as the teacher model to distill the backdoor encoder treated as466

the student model.467

For a graph self-supervised encoder f , we represent the ac-468

tivation map of the l-th layer as f ∈ RN×Cl , where N denotes469

the number of nodes and Cl denotes the dimension of the l-th470

layer output channel. To enable an accurate representation of471

the contribution of each element to the classification result, we472

define the function F : RCl×N → RN to be used to map the473

activation map to the attention representation. On this basis, we474

fully consider the topological structure information inherent in 475

the graph data by adding the degree property D = deg(V ) of 476

each node. Combining these two aspects, we set the attention 477

operator F of the l-th layer as: 478

Fp(f l) =
D

max(D)

Cl∑
i=1

∣∣∣f l(i)∣∣∣p , (12)

where max(D) is the maximum of all nodes D, D
max(D) is 479

used to consider the degree property information of each node. 480

The activation map of the i-th channel is denoted as f l(i). |·| is 481

the absolute value function to ensure that f l(i) is nonnegative. 482

p is used to amplify the distance between benign and malicious 483

neurons, which we experimentally set to p > 0 and further 484

validate the effect of p on our method in our experiments. 485

We need to distill each layer of neurons of the encoder 486

using the attention operator. Moreover, we perform the nor- 487

malization function on attention representations to ensure that 488

the attention representations are consistent across layers, as 489

follows: 490

ψ(F l) =
F l

∥F l∥2
, (13)

where ψ(·) is a normalization function. We fix the teacher 491

model and align the backdoor neurons in the student model 492

with the clean neurons in the teacher model to achieve 493

backdoor purification, which can be indicated as: 494

LAA(f
l
T , f

l
S) =

∥∥ψ(F l
T )− ψ(F l

S)
∥∥
2
, (14)

where ψ(F l
T ) and ψ(F l

S) respectively denote the teacher- 495

model and student-model attention maps of the l-th layer, and 496∥∥ψ(F l
T )− ψ(F l

S)
∥∥
2

is the difference in distribution between 497

them computed by the L2 paradigm. 498

Based on this, we further introduce the BT loss [48] to 499

enhance the performance of the purified encoder by computing 500

the cross-correlation matrix of a graph between the teacher 501

model and the student model representations. It ensures the 502

consistency of the feature diagonal elements and the indepen- 503

dence of the feature off-diagonal elements to learn more useful 504

information under different encoders. Formally, 505

LBT =
∑
i

(1− Cii) + µ

∑
i

∑
j ̸=i

Cij

 , (15)

where C denotes the cross-correlation matrix of teacher and 506

student model outputs for the identical graph across different 507

dimensions. µ controls the weights between consistency of di- 508

agonal elements and independence of non-diagonal elements. 509

Ultimately, the total loss of the backdoor cleanse algorithm 510

can be defined as: 511

L = α

k∑
l=1

LAA

(
f lT , f

l
S

)
+ βLBT , (16)

where α and β are two hyperparameters to balance the 512

performance of the purified backdoor encoder, k denotes the 513

number of layers of the encoder. The backdoor cleansing 514

process of our method is shown in Algorithm 2. It is worth 515

noting that we adopt a two-stage schedule: first, fully train the 516
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teacher encoder with LACL, then fix the teacher and train the517

student encoder with L.518

V. PERFORMANCE EVALUATION519

This section will comprehensively evaluate the performance520

of GDetox on different datasets for node and graph classifi-521

cation tasks. To demonstrate the superiority and robustness of522

GDetox, we will answer four key research questions:523

• RQ1 (Effectiveness Analysis): Can it be demonstrated524

that the superiority of GDetox compared to SOTA de-525

fense methods against five backdoor attacks in the node526

classification task, as well as the robustness of GDetox527

under different configurations, and the time complexity528

of GDetox on different datasets?529

• RQ2 (Ablation Analysis): How significant is the impact530

of different components in our method on purifying531

attacks and ensuring model performance?532

• RQ3 (Sensitivity Analysis): What is the effect of533

GDetox’s defensive performance in various hyperpara-534

metric settings, such as λ, α, etc.?535

• RQ4 (Extensibility Analysis): How effective is our536

method in defending against different backdoor attacks537

in graph classification tasks?538

TABLE I: Analysis of the node classification datasets

Datasets Cora Citeseer PubMed Flickr
#Nodes 2,708 3,327 19,717 89,250
#Edges 5,429 4,732 44,338 899,756

#Feature 1,433 3,703 500 500
#Classes 7 6 3 7

#Target label 1 3 1 0

A. Experimental Settings539

1) Dataset: We leverage four real-world datasets to eval-540

uate our defense method in the node classification task,541

including Cora, CiteSeer, PubMed, and Flickr [18], [49]. The542

specific information of these datasets is as follows and shown543

in Table I. In addition, to demonstrate the extensibility of544

our method, we selected eight graph datasets to validate the545

defensive performance of GDetox in graph classification tasks.546

Among them, we follow the settings in these relevant research547

[22], [44] to select the DBLP, IMDB, Academia, and Facebook548

datasets as self-supervised pre-training datasets [50], and the549

IMDB-B, IMDB-M, COLLAB, and RDT-M datasets [51] as550

downstream task datasets, which are specifically detailed in551

Table II and Table III.552

TABLE II: Analysis of pre-training dataset for the graph
classification task.

Datasets Academia DBLP IMDB Facebook
#Nodes 137,969 317,080 896,305 3,097,165
#Edges 739,384 2,099,732 7,564,894 47,334,788

TABLE III: Analysis of downstream datasets for the graph
classification task.

Datasets IMDB-B IMDB-M COLLAB RDT-M
#Graphs 1,000 1,500 5,000 5,000

Avg. #Nodes 429.6 13 74.5 508.5
Avg. #Edges 96.53 65.94 2457.78 594.87

#Classes 2 3 3 5
#Target label 1 1 1 1

2) Attack Methods: In our experiment, we select seven 553

latest graph backdoor attack methods, including GRBA [22], 554

GCBA [21], CGBR [19], ECGBA [20], CLBA [18], GTA [15], 555

and BadGraph [16], to verify the superiority of the proposed 556

approach. Given that only GRBA and GCBA were originally 557

designed for self-supervised settings, we also introduced three 558

clean-label attacks (CGBR, ECGBA, and CLBA) and two 559

label-modified attacks (GTA and BadGraph) from the super- 560

vised domain, transferring them to the self-supervised scenario 561

by following the settings in [22]. For the node classification 562

task, we choose GRBA, GCBA, CGBR, ECGBA, and CLBA 563

as backdoor attack methods; for the graph classification task, 564

we apply GRBA, CLBA, GTA, and BadGraph as backdoor 565

attack methods. These methods are specifically described as 566

follows: (i) GRBA was a graph backdoor attack method in 567

unsupervised learning, which first designed adaptive triggers 568

and then injected triggers to train for obtaining an effective 569

attack encoder; (ii) GCBA enabled graph backdoor attacks in 570

the encoder training phase, which utilized a small number of 571

downstream datasets to pollute clean pre-trained encoders as 572

backdoor encoders; (iii) CGBR only maintained the feature 573

similarity between the target node and neighbor nodes, thus 574

achieving the stealthy graph backdoor attack; (iv) ECGBA 575

injected generative adaptive triggers in target samples without 576

modifying the label information to achieve clean-label graph 577

backdoor attack; (v) CLBA was the first Clean-label graph 578

backdoor attack that uses the Erdős-Rényi (ER) model to 579

generate trigger replacements for the original subgraphs in the 580

graph without modifying the original labels of the backdoored 581

nodes; (vi) GTA used encoders to generate adaptive triggers 582

to achieve attack effectiveness; (vii) BadGraph utilized the 583

injection of fixed triggers to pollute the original graphs. 584

3) Defense Baselines: To verify the superiority of GDetox, 585

we compare four typical SOTA defense methods in node and 586

graph classification tasks, including BloGBaD [27], E-SAGE 587

[26], SimGuard [29], and DShield [30]. Notably, since there 588

are currently no defense methods specifically designed for 589

graph backdoor attacks in self-supervised scenarios, we select 590

these graph backdoor defense techniques that could be trans- 591

ferred from supervised scenarios to self-supervised scenarios 592

and evaluate them. These defense methods are specifically 593

described as follows: (i) BloGBaD proposed a black-box GNN 594

backdoor defense strategy to defend against the backdoor at- 595

tack without using training data; (ii) E-SAGE defended against 596

the impact of backdoors by an iterative edge pruning method 597

during the testing phase; (iii) SimGuard designed contrastive 598

learning-based trigger detectors to defend against backdoors; 599
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TABLE IV: Hyperparameter Lookup Table.

Parameter Module Default Auto-tuning guidance

ηX Adversarial
Contrastive Learning

0.01 Set ηX and ηA decrease
if the contrastive loss oscillatesηA 0.01

δX Adversarial
Perturbation Budget

0.5 Select δX and δA based on
graph scale and adversarial strengthδA 0.1

λ Adversarial Contrastive
Loss Balancing

1 Increase λ if the ACC
remains below the target threshold.

EA
ACL

Training epoch
500 Determine EA by identifying the

plateau where the ACL loss curve converges.

ES
SSD

Training epoch
300 Select based on the trade-off between

purification efficiency and overfitting.

p Attention Alignment 2 Adjust p to maximize the distance
between benign and malicious neurons

µ BT loss 0.01/0.005 Choose µ by matching
diagonal correlation to target

α Backdoor Cleanse
Loss Balancing

1 Optimize α and β by balancing the
performance metrics of the purification encoderβ 0.5

(iv) DShield employed the idea of discrepancy learning to600

defend against graph backdoor attacks. To align with the self-601

supervised setting, we employ these SOTA methods during602

defense without relying on the label information of samples.603

4) Evaluation Metrics: To evaluate the performance of604

GDetox, we use two metrics: attack success rate (ASR) and605

accuracy (ACC). ASR is an attack evaluation metric used to606

assess the proportion of backdoored samples that an attack607

method successfully misclassifies as target labels. In our608

experiments, we use this metric to measure the effectiveness609

of GDetox’s defense against attacks. ACC is the metric used to610

evaluate the model’s performance. Since the backdoor attack611

or defense can affect the model’s performance. Therefore, we612

use ACC to measure the model’s performance after defense.613

5) Implementation Details: GDetox is implemented by614

the PyTorch framework in Python. The environment used615

in our experiments is Intel(R) Xeon(R) Silver 4310 CPU616

377G (CPU), NVIDIA RTX A6000 (GPU), 75 GiB memory,617

and Ubuntu 20.04 (OS). Our experiments verify the defense618

performance of GDetox on the node and graph classification619

tasks. For the node classification task, we employ DGI as a620

pre-trained model. In the training phase, we randomly select621

20% of the data as the training set and inject 5% of the data622

into the trigger as backdoor samples for training. The other623

80% data is used as the test set. Among them, we select624

5% of the data for defense. For the graph classification task,625

we employ GCC as a pre-trained model. In contrast to the626

node classification task, the pre-training dataset for the graph627

classification task is inconsistent with the downstream dataset.628

We choose the dataset in Table II to train the pre-trainer629

encoder. In the downstream dataset, we choose 5% of the data630

injected into the trigger to perturb the pre-trained encoder to631

become a backdoor encoder. On this basis, our experiment632

chooses 5% of the clean data to purify the backdoor encoder.633

For all experiments, we set the learning rate to 0.005 and the634

training epochs for adversarial contrastive learning (EA) and635

self-supervised distillation (ES) to 500 and 300, respectively.636

For our proposed method, we set the hyperparameters δX,637

δA, λ, ηX , ηA for the model enhancement to 0.5, 0.1, 1,638

0.01, and 0.01, and the hyperparameters p, α, and β for639

the backdoor cleanse to 2, 1, and 0.5, respectively. It is640

important to emphasize that for the hyperparameter µ, we set641

it to 0.01 in Cora and Citeseer and to 0.005 in PubMed and642

Flickr. The impact of these hyperparameters on GDetox will643

be specifically verified in RQ4. In particular, for the fairness 644

of our experimental results, we conduct five experiments and 645

average the results to avoid the instability of a single result. 646

Finally, we provide a streamlined hyperparameter lookup table 647

(Table IV) to enhance transparency and reproducibility. 648

B. RQ1: Effectiveness Analysis 649

To answer RQ1, we will compare the defense performance 650

of GDetox and four SOTA methods against the latest graph 651

backdoor attack methods across different graph datasets in 652

a self-supervised scenario. The four SOTA defense methods 653

and latest attack methods have been given a description in 654

Section V-A3 and Section V-A2, respectively. We further 655

conduct a comprehensive analysis of GDetox under various 656

configurations, including poisoning ratio, trigger influence 657

scope, and proportion of downstream data used. Additionally, 658

we analyze the time complexity of GDetox. 659

1) Comparing with SOTA methods: Table V presents the 660

defense performance of GDetox and SOTA defense methods 661

against SOTA self-supervised graph backdoor attacks across 662

different datasets. It is worth noting that Table V highlights 663

the results of our method in Grey and bolds the best ASR 664

and ACC results among all defense methods. To ensure a 665

rigorous evaluation of statistical significance and reproducibil- 666

ity, we report the mean values along with 95% confidence 667

intervals (CIs) over 5 independent runs. The experimental 668

results show that GDetox achieves a lower ASR than all 669

SOTA defenses, indicating its superiority in mitigating various 670

backdoor attacks in graph self-supervised scenarios. At the 671

same time, GDetox’s model accuracy also exceeds that of 672

all SOTA defenses, demonstrating that our method maintains 673

strong model performance while providing effective defense. 674

ACC of our method is within 2% of the difference between the 675

pre-defense (Before) model, with a few post-defense models 676

actually performing better than the attacked models. 677

It can be observed that BloGBaD’s defense performance is 678

generally inferior to ours. On the Citeseer dataset, GDetox’s 679

ASR is approximately 20% lower than that of BloGBaD. 680

This is mainly because BloGBaD relies on clustering to filter 681

backdoor samples, which struggles to identify highly stealthy 682

backdoor features in an unlabeled setting, resulting in degraded 683

performance. Compared to BloGBaD, E-SAGE exhibits even 684

lower defense performance. This is because E-SAGE uses an 685

iterative pruning method based on explainability scores to re- 686

move backdoor edges; however, for CGBR, a backdoor attack 687

method based on feature modification, it cannot directly elim- 688

inate backdoor features in node attributes. SimGuard shows 689

ACC and ASR significantly better than BloGBaD and E-SAGE 690

defenses, but still falls short of GDetox. Although SimGuard 691

employs DBSCAN to detect triggers, attackers do not alter 692

backdoored-sample labels in a self-supervised scenario, so a 693

density-based clustering algorithm cannot effectively detect 694

triggers. DShield’s defense performance is close to GDetox; 695

however, for GCBA and GRBA attacks, it is clearly weaker 696

than GDetox. For example, on Cora under GCBA attacks, 697

GDetox’s ASR is about 7% lower than that of DShield. This is 698

because DShield uses a labeled graph and discrepancy matrix 699

for clustering to distinguish potential backdoor samples, but 700

Page 12 of 39



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 9

TABLE V: The defense performance of GDetox compared with the SOTA methods (%).

Before BloGBaD(2023) E-SAGE(2024) SimGuard(2025) DShield(2025) GDetox
Dataset Attack method

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR
CLBA(2022) 77.32±0.54 59.72±0.79 69.73±0.69 15.77±1.21 66.83±0.47 15.63±0.35 70.11±0.71 9.35±0.31 74.37±0.52 2.01±0.44 76.99±0.31 0.47±0.37

ECGBA(2024) 71.49±0.90 71.76±0.51 68.35±1.18 20.36±0.75 64.58±0.75 21.45±0.66 68.13±0.98 11.36±0.75 70.88±0.80 3.45±0.55 72.03±0.41 1.14±0.29
CGBR(2024) 70.67±0.69 78.32±0.85 62.76±0.84 17.68±0.22 59.89±0.62 17.34±0.21 63.82±0.85 12.47±0.17 67.42±0.67 4.83±0.06 70.14±0.33 1.95±0.18
GCBA(2023) 82.59±1.58 88.19±2.04 75.52±1.03 23.64±1.31 69.43±1.49 25.88±1.52 75.38±1.13 15.91±1.19 81.09±0.77 7.13±0.89 82.96±0.53 0.37±0.31

Cora

GRBA(2024) 83.33±1.08 72.32±2.83 74.46±0.52 20.68±0.96 71.52±1.30 19.65±1.34 73.86±0.92 12.75±0.86 78.45±1.75 6.57±1.08 81.85±1.31 2.21±1.12
CLBA(2022) 75.27±0.59 71.31±0.80 66.63±0.77 15.43±1.19 61.12±0.43 17.56±0.91 67.15±1.47 12.62±0.85 71.65±1.57 3.52±0.65 75.01±1.08 0.27±0.51

ECGBA(2024) 66.53±1.37 72.35±0.82 60.42±0.82 19.75±0.64 45.36±0.67 20.47±0.75 60.27±0.81 14.37±0.47 64.97±1.35 4.11±1.06 66.87±0.66 0.87±0.41
CGBR(2024) 68.31±0.88 81.87±0.89 58.93±0.81 20.35±1.25 55.79±1.39 22.31±1.67 61.83±2.43 13.02±1.06 64.48±1.45 4.76±0.86 67.68±1.07 1.46±0.82
GCBA(2023) 72.89±2.01 88.29±0.65 65.47±0.76 23.33±0.50 59.21±1.41 29.92±2.08 66.53±1.07 14.64±0.98 70.11±1.09 8.79±1.11 72.29±0.48 3.65±0.74

Citeseer

GRBA(2024) 74.70±0.52 83.37±0.31 67.32±0.47 23.02±0.79 60.75±0.93 26.43±0.33 67.99±0.48 13.79±0.67 71.88±0.90 6.17±1.08 74.17±0.59 2.46±1.03
CLBA(2022) 79.02±1.85 69.56±1.18 70.12±0.49 20.64±0.26 61.77±0.43 19.85±0.25 71.35±0.50 10.37±0.13 74.38±0.52 3.11±0.04 78.27±0.61 0.35±0.21

ECGBA(2024) 77.58±0.94 65.46±0.65 71.03±0.58 15.47±0.19 62.51±0.94 22.58±1.28 73.35±0.81 12.59±2.16 76.01±1.23 5.09±1.06 77.25±1.31 1.78±0.72
CGBR(2024) 73.48±1.31 68.95±0.47 68.22±0.58 14.87±1.19 60.92±0.43 28.52±1.36 68.99±0.88 14.37±0.98 70.22±0.49 4.78±0.66 73.88±0.39 0.89±0.51
GCBA(2023) 83.79±0.59 81.64±0.89 76.31±0.53 16.83±0.21 65.36±0.46 23.51±0.29 77.25±0.54 15.48±0.19 81.78±0.57 6.21±0.08 82.19±0.32 2.25±0.12

PubMed

GRBA(2024) 84.88±2.19 77.99±1.45 78.62±0.25 14.72±0.78 67.82±0.37 20.92±0.46 79.62±1.36 11.68±0.84 82.33±0.58 4.94±0.76 83.21±0.63 0.61±0.46
CLBA(2022) 47.28±1.33 32.98±0.41 42.85±1.00 9.98±0.92 39.42±0.98 16.23±0.20 43.29±1.03 9.03±0.11 46.15±2.22 3.67±0.55 46.78±0.69 0.31±0.22

ECGBA(2024) 40.12±0.38 30.62±0.81 40.72±0.59 12.23±1.15 36.61±1.26 17.83±0.32 41.02±0.99 11.42±1.14 41.34±0.48 4.79±0.86 41.93±0.47 0.93±0.51
CGBR(2024) 41.58±0.29 39.84±0.49 38.62±0.27 16.83±0.21 35.68±0.25 21.75±0.27 38.76±0.27 14.39±0.18 39.88±0.28 4.52±0.16 41.18±0.16 0.62±0.22
GCBA(2023) 51.11±0.86 59.33±1.72 46.04±0.62 13.01±2.16 41.78±0.69 18.95±0.74 47.89±0.94 12.76±1.16 49.74±1.35 6.88±0.59 50.73±0.29 1.12±0.73

Flickr

GRBA(2024) 50.89±0.36 38.89±0.49 45.78±0.92 13.65±0.77 40.65±0.88 16.84±0.41 47.37±0.73 12.21±0.35 48.27±0.54 7.71±0.93 50.36±0.42 0.76±0.25

TABLE VI: Comparison of lightweight baseline method.

Dataset
LSSG GDetox

ACC ASR ACC ASR
Cora 0.7315 0.0742 0.8185 0.0221

Citeseer 0.6702 0.0811 0.7417 0.0246
Pubmed 0.7934 0.0573 0.8321 0.0061
Flickr 0.4692 0.0655 0.5036 0.0076

in the self-supervised setting, attackers inject triggers without701

modifying the label of backdoored samples, making the attack702

performance weak when using discrepancy learning to purify703

the attack. Overall, our method outperforms all SOTA defenses704

against the latest self-supervised graph backdoor attacks across705

different datasets, demonstrating the superiority of GDetox.706

To investigate the efficacy of lightweight learned filters707

under unlabeled constraints, we introduce a Lightweight Self-708

Supervised Gating (LSSG) method. Consisting of a single-709

layer MLP, the LSSG is trained by maximizing the mutual710

information between the original and pruned graph represen-711

tations (contrastive signal) without any label supervision. This712

method scores and prunes nodes/edges to probe whether a713

simple learned filter can approximate the effects of complex714

attention alignment at a linear computational cost. As shown in715

Table VI, LSSG exhibits lower ASR than GDetox against the716

GRBA attack on four datasets due to the absence of deep at-717

tention distillation. Additionally, LSSG’s ACC is significantly718

lower than SimGuard and DShield because providing pruned719

nodes and edges tends to ignore normal information, thereby720

impacting the model’s overall performance.721

2) Impacts of poisoning ratio: In our experiments, we set722

the poisoning ratio to 5% of the training data for all attack723

methods. To further assess the impact of different poisoning724

ratios on GDetox, we conducted experiments with ratios of725

{1%, 3%, 5%, 7%, 9%}. Fig. 3 presents the results for726

our method and SOTA defenses under these poisoning ratios727

against the latest attack methods on the Cora dataset.728

The experimental results align with our expectations: as729

the poisoning ratio increases, the ASR steadily rises while730

the ACC correspondingly declines. When the poisoning ratio 731

is 1%, GDetox’s ASR tends to 0, indicating its ability to 732

effectively purify backdoors under a low poisoning ratio. At a 733

9% poisoning ratio, the ASR of the four other SOTA defenses 734

increases sharply, indicating that their performance needs to 735

be improved when a large number of backdoored samples 736

are injected. Compared to ASR, ACC metric exhibits smaller 737

fluctuations, GDetox’s accuracy variation remains within 2% 738

across different poisoning ratios against the GRBA attack. 739

These experiments demonstrate that GDetox consistently pro- 740

vides robust and superior backdoor defense across varying 741

poisoning ratios. 742

In addition, to further evaluate the defense capability of 743

GDetox on larger datasets under different poisoning ratios, we 744

conduct experiments on a large sparse graph, PubMed, and a 745

large dense graph, Flickr, to analyze the impact of varying poi- 746

soning ratios on our method. The experiment results, reported 747

in Table VIII, show that on the PubMed dataset, even when the 748

poisoning ratio reaches 9%, ASR remains below 4% while the 749

model accuracy decreases by only 3.21%. These results show 750

the robustness of GDetox on larger-scale graphs. 751

TABLE VII: Counterfactual Edge Editing and K-hop ASR
Analysis under GRBA (%).

Setting
Cora Citeseer Pubmed Flickr

Before GDetox Before GDetox Before GDetox Before GDetox
k = 1 72.32 2.21 83.37 2.46 77.99 0.61 38.89 0.76
k = 2 35.62 0.75 36.48 1.07 25.83 0.24 16.42 0.18
k = 3 22.14 0 19.67 0.28 17.51 0 9.14 0
CEE

Remove 8.14 2.06 10.42 2.29 6.38 0.58 7.12 0.71

Random
Remove 69.27 2.13 80.15 2.37 74.81 0.60 36.47 0.74

3) Impacts of trigger score: In node classification tasks, 752

training in GNNs propagates a node’s influence to its sur- 753

rounding neighbors. Therefore, we explore the scope of trigger 754

influence before defense (Before) and after defense (GDetox) 755

across four datasets, and investigate the impact on K-hop 756

nodes for K ∈ {1, 2, 3}, as shown in Table XIV. We observe 757

Page 13 of 39



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 10

0 . 0

0 . 2

0 . 4

AS
R

 B l o G B a D
 E - S A G E
 S i m G u a r d
 D S h i e l d
 G D e t o x

�� �� �� ����

(a) ASR under CLBA attack
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(b) ASR under ECGBA attack
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(c) ASR under CGBR attack
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(d) ASR under GCBA attack

0 . 0

0 . 2

0 . 4

AS
R

 B l o G B a D
 E - S A G E
 S i m G u a r d
 D S h i e l d
 G D e t o x

�� �� �� ����

(e) ASR under GRBA attack
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(f) ACC under CLBA attack
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(g) ACC under ECGBA attack
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(h) ACC under CGBR attack
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(i) ACC under GCBA attack
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(j) ACC under GRBA attack

Fig. 3: Impacts of the different proportions of backdoored samples against five attacks on the Cora dataset.
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(b) ACC

Fig. 4: Impacts of the different proportions of downstream data
against the GRBA attack on the Cora dataset.

that as K increases, the ASR steadily decreases, and GDetox’s758

defense effectiveness correspondingly improves. When K = 2759

and 3, the ASR before defense is significantly lower than at760

K = 1, indicating that triggers’ influence on higher-hop nodes761

is weak. At K = 3, GDetox achieves an ASR of 0 on Cora,762

PubMed, and Flickr datasets, demonstrating that GDetox can763

mitigate triggers’ effect on surrounding K-hop nodes.764

To verify that the reduction of ASR is caused by suppressing765

trigger propagation channels rather than broadly smoothing,766

we conduct counterfactual edge editing experiments at K =767

1. Specifically, we remove edges with the highest attribution768

scores identified by GNNExplainer [52] (named CEE Re-769

move), as well as an equal number of randomly selected edges770

(named Random Remove). As shown in Table XIV, removing771

important edges leads to a dramatic ASR drop in backdoored772

model, while random edge removal has little effect. In contrast,773

both edits barely affect GDetox, indicating that trigger prop-774

agation channels have already been eliminated. This confirms775

that GDetox precisely suppresses backdoor-specific pathways776

instead of broadly smoothing representations.777

4) Impacts of downstream data ratio: Our defense scenario778

assumes that the defender only has access to the attacked779

encoder and a downstream dataset. A small portion of the780

downstream data must be used to purify the backdoored781

encoder. Therefore, we analyze the impact of different down-782

stream data ratios on GDetox and SOTA defenses. We set783

the downstream data proportions to {1%, 3%, 5%, 7%, 9%}, 784

and the experimental results are shown in Fig. 4. It can 785

be observed that the proportion of downstream data has a 786

significant effect on the ASR of these defenses. When using 787

1% of the downstream data for defense, ASR remains high 788

(e.g., BloGBaD ASR = 52.7%, GDetox ASR = 11.65%). It 789

indicates that the defense is weak with a low data ratio, yet our 790

method still outperforms other SOTA defense methods under 791

this condition. When using 9% of downstream data, GDetox’s 792

ASR is only 0.16%, demonstrating a very strong defense 793

effect. In addition, the model accuracy of these defenses 794

increases as the downstream data proportion grows (as shown 795

in Fig. 4(b)). It highlights that the amount of downstream data 796

is crucial for defending against self-supervised graph backdoor 797

attacks and validates the effectiveness of GDetox. 798

To further assess the performance of GDetox under different 799

downstream data availability on larger datasets, we evaluate 800

our method on PubMed and Flickr with varying proportions 801

of downstream data. As shown in Table VIII, on the large 802

dense Flickr graph, even when only 1% of downstream data 803

is used, GDetox achieves an ASR of 10.72% with an accuracy 804

drop of only 2.53%. This further highlights the necessity of 805

downstream data for effective purification in GDetox. 806

5) Applicability and overhead: Applicability Analysis. To 807

evaluate the scalability of GDetox, we further conduct exper- 808

iments on two larger datasets: the node classification dataset 809

OGB-arxiv3 and the graph classification dataset DD4, against 810

the CLBA and GRBA attack methods applicable to both node 811

and graph classification. The results are shown in Table IX. 812

It can be observed that on the OGB-arxiv dataset, the ASR 813

after applying GDetox against GRBA attack is only 2.87%, 814

and against CLBA attack it is just 1.61%, with accuracy 815

maintained within 0.35% on average. Therefore, GDetox can 816

still achieve a strong defense capability and maintain high 817

model performance on large-scale datasets. 818

3https://ogb.stanford.edu/docs/nodeprop/#ogbn-arxiv
4https://networkrepository.com/DD.php
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TABLE VIII: The impact of different poisoning ratios and downstream data proportions in large datasets PubMed and
Flickr against GRBA attack

Task Dataset
1% 3% 5% 7% 9%

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

Poisoning ratios
PubMed 0.8406 0.0057 0.8387 0.0033 0.8321 0.0061 0.8221 0.0138 0.8085 0.0396

Flickr 0.5057 0.0051 0.4968 0.0093 0.5036 0.0076 0.5072 0.0267 0.4623 0.0212
Downstream data

proportions
PubMed 0.8163 0.0931 0.8018 0.0564 0.8321 0.0061 0.8419 0.0049 0.8476 0.0061

Flickr 0.4783 0.1072 0.4924 0.0351 0.5036 0.0076 0.5036 0.0068 0.5077 0.0051

TABLE IX: Applicability analysis of GDetox on large
datasets against different attack methods

Method Dataset
Before GDetox

ACC ASR ACC ASR

CLBA
OGB-arxiv 0.6437 0.6323 0.6402 0.0161

DD 0.7752 0.5287 0.7623 0.0203

GRBA
OGB-arxiv 0.6812 0.7197 0.6785 0.0287

DD 0.7952 0.5534 0.7768 0.0369

TABLE X: Training time and memory overhead of GDetox
on different datasets.

Method Overhead Cora Citeseer PubMed Flickr OGB-arxiv

ACL

Train. Time(s) 2.47 2.94 4.23 8.41 23.18
Train. Mem.(GiB) 0.020 0.053 0.075 0.478 1.159

Fwd. Time(ms) 2.340 2.365 1.730 2.400 5.458
Fwd. Mem.(GiB) 0.0199 0.0526 0.0749 0.4778 1.1585

SSD

Train. Time(s) 3.97 4.39 16.18 65.02 119.42
Train. Mem.(GiB) 0.038 0.114 0.085 0.399 0.318

Fwd. Time(ms) 2.602 2.607 2.657 2.703 2.694
Fwd. Mem.(GiB) 0.0378 0.1139 0.0846 0.3986 0.3176

Overhead Analysis. To assess the efficiency of our algo-819

rithm, we analyze the training time (denoted as Train. Time, in820

seconds), training memory overhead (denoted as Train. Time,821

in GiB), forward-pass time per epoch (denoted as Fwd. Time,822

in milliseconds), and forward-pass memory per epoch (denoted823

as Fwd. Mem., in GiB) of the adversarial contrastive learning824

(ACL) and self-supervised distillation (SSD) components in825

GDetox against the GCBA graph backdoor attack on five826

datasets. As shown in Table X, ACL exhibits relatively low827

training time on all five datasets verified in our experiments.828

The time complexity of SSD is relatively high due to the829

time-consuming distillation and BT loss algorithms. Regarding830

training memory consumption, larger datasets require greater831

memory allocation. A granular analysis reveals that the per-832

epoch forward-pass overhead for both algorithms exhibits833

minimal, with memory footprints closely aligned with total834

training overhead. These results demonstrate the practicality835

and deployment feasibility of GDetox in real-world scenarios.836

Furthermore, we report a throughput analysis, measured as the837

number of processed nodes per second in a full-graph forward838

pass, as shown in Fig. 5. The throughput plot shows near-linear839

scaling with increasing graph sizes, indicating that GDetox840

maintains efficient inference performance even on large-scale841

graphs such as OGB-arxiv. In summary, GDetox’s superior842

defense performance in Table V and Table IX, we conclude843
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Fig. 5: Throughput Plot of GDetox on different datasets.
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Fig. 6: The t-SNE of the feature representations against the
GCBA attack on Cora with/without defense method.

that its overall time, memory, and throughput overhead is 844

reasonable. 845

Complexity Analysis. The dominant operation of GDetox 846

is graph message passing with per-forward cost O(L|E|d), 847

where L is the number of GNN layers and d is the feature di- 848

mension. ACL multiplies this cost by the number of views and 849

any adversarial iterations (yielding O((nviews + Iadv)L|E|d) 850

per ACL iteration), while SSD multiplies by the number of 851

teacher/student forwards O((nteacher + nstudent)L|E|d) per 852

distillation step). Memory is dominated by node embeddings 853

and activation buffers O(|V |d+ |E|), with additional training- 854

time overhead for gradients and optimizer states. 855

6) Visual analysis: To visually evaluate whether GDetox 856

effectively eliminates backdoor features from the latent space, 857

we employ t-SNE to project the node representations of the 858

backdoored and purified encoders into a 2D space. As illus- 859

trated in Fig. 6(a), nodes embedded with triggers (marked in 860

red) are forcibly aggregated into a distinct and tight anomalous 861

cluster, regardless of their original semantic categories. This 862

indicates that the backdoored encoder is dominated by trigger- 863

specific patterns. In contrast, as shown in Fig. 6(b), this 864

anomalous cluster disappears after the GDetox defense. The 865

poisoned nodes are redistributed into their corresponding se- 866
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TABLE XI: Perturbation and Transferability Analysis.

Task Setting
Teacher model Purified model
ACC ASR ACC ASR

Perturbation
Method

RS 0.8115 0.7012 0.7932 0.2542
ED 0.8068 0.658 0.7855 0.0832
SP 0.775 0.6815 0.7521 0.1464

GDetox 0.8444 0.5974 0.8296 0.0037
Cross-attack

Analysis
GCBA ->CLBA 0.7254 0.6841 0.7166 0.0178
GCBA ->GRBA 0.8289 0.6425 0.8143 0.0462

Cross-dataset
Analysis

Citeseer ->Cora 0.7895 0.6214 0.7825 0.0221
Citeseer ->PubMed 0.8008 0.5892 0.7817 0.0546

TABLE XII: Probe-based Semantic Preservation Results.

Dataset
Before GDetox

Precision Recall Precision Recall
Cora 0.8375 0.8123 0.9155 0.8947

Citeseer 0.8256 0.7842 0.8882 0.8615
Pubmed 0.9021 0.8763 0.9346 0.9131
Flickr 0.8143 0.8092 0.8562 0.8318

mantic clusters and overlap with clean nodes of the same class.867

These visualization results prove that GDetox successfully868

purifies the latent space by decoupling trigger features from869

normal semantic representations.870

7) Perturbation and transferability analysis: To evaluate871

the impact of different perturbation strategies on the teacher872

model, we further analyze the performance of randomized873

smoothing (RS), edge dropout (ED), and spectral perturbation874

(SP) methods against GCBA attack on Cora dataset. As shown875

in Table XI, PGD substantially outperforms these alternatives,876

as it explicitly approximates the worst-case trigger-sensitive877

directions under a strict perturbation budget. This targeted878

adversarial perspective is crucial for exposing and suppressing879

structured backdoor features, especially in label-free self-880

supervised learning scenarios.881

To evaluate whether GDetox learns attack-agnostic invari-882

ants, we conduct comprehensive cross-attack and cross-dataset883

generalization analyses. We train the backdoor model using884

GCBA method and evaluate the defense on CLBA and GRBA885

under Cora dataset. As shown in Table XI, GDetox consistently886

suppresses the ASR to below 0.0046, demonstrating its ability887

to generalize across different backdoor patterns. We train the888

model on Citeseer dataset and test its performance on Cora and889

PubMed dataset under the GRBA attack. The results indicate890

that GDetox successfully transfers its defensive capability891

(e.g., achieving 0.0221 ASR on Cora).892

8) Probe-based semantic preservation: To verify that893

GDetox does not over-suppress task-relevant semantics, we894

construct a tiny probe set consisting of 1% clean labeled nodes,895

which is not used for training. We apply GNNExplainer [52]896

to identify salient neighbors for each probe node before and897

after defense, and report the precision and recall of preserved898

salient structures. It is worth noting that the precision and899

recall here represent the task-related semantics preserved by900

the Before and GDetox models compared to the clean model,901

rather than classification performance. As shown in Table XII,902
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Fig. 7: Ablation analysis against GCBA attack.

the backdoor model exhibits relatively low precision and recall 903

against GCBA attacks across four datasets. This indicates that 904

its predictions are dominated by the poisoned decision logic, 905

causing the identified salient structures to deviate significantly 906

from those of the clean model. In contrast, GDetox consistently 907

achieves high precision and recall across all datasets, demon- 908

strating that it effectively suppresses backdoor propagation 909

while preserving core semantic structures. 910

C. RQ2: Ablation Analysis 911

In this section, we conduct an ablation analysis of the GCBA 912

attack across four datasets to thoroughly assess the contri- 913

bution of each component in GDetox for defending against 914

self-supervised graph backdoor attacks. The experiment re- 915

moves the adversarial contrastive learning module (w/o ACL), 916

the attention alignment module (w/o AA), and the BT loss 917

module (w/o BT). Since removing the adversarial contrastive 918

learning module means no useful teacher model is available, 919

we choose the fine-tuned backdoor encoder as the teacher 920

model via fine-tuning. To assess the impact of distillation 921

on logits for purifying self-supervised backdoor encoders, the 922

experiment will be conducted on logits rather than using 923

the self-supervised distillation module w/o SSD. Thus, we 924

quantify the contribution of each module by reporting the 925

performance deltas with 95% confidence intervals (CIs) over 926

five independent runs, as summarized in Table XIII. 927

TABLE XIII: Ablation analysis deltas with CIs (%).

Dataset
w/o ACL w/o AD w/o BT w/o SSD

∆ACC ∆ASR ∆ACC ∆ASR ∆ACC ∆ASR ∆ACC ∆ASR

Cora -3.75±0.42 +11.37±1.24 -1.48±0.31 +34.32±1.87 -7.14±0.65 +8.12±0.92 -5.61±0.58 +46.16±2.15

Citeseer -4.83±0.51 +12.04±1.18 -3.62±0.44 +51.61±2.53 -10.88±0.82 +7.54±0.81 -8.27±0.74 +36.46±1.92

PubMed +0.13±0.05 +16.53±1.47 -1.37±0.22 +67.27±3.12 +1.02±0.18 +18.74±1.65 -2.65±0.39 +41.43±2.24

Flickr -2.62±0.33 +9.19±1.02 -2.83±0.38 +31.21±1.68 -23.16±1.54 -0.55±0.15 -10.97±0.95 +34.52±1.84

In addition, we observe that the full GDetox model con- 928

sistently achieves the optimal Pareto analysis between model 929

accuracy (ACC) and purification effectiveness (measured by 930

ASR), as illustrated in Fig. 7(a). Specifically, removing the 931

distillation module (w/o SSD) leads to a dramatic surge in ASR 932

(e.g., +46.16% on Cora), confirming that logit-based distilla- 933

tion is insufficient for purifying backdoor encoders in GSSL. 934

The w/o AA variant shows a similar ACC but significantly 935

higher ASR, indicating that attention alignment is the primary 936

driver for feature purification. Notably, on the Flickr dataset, 937

w/o BT fails to maintain model utility, with ACC plummeting 938

by 23.16%, which underscores the critical role of BT loss in 939

preserving semantic integrity while defending against attacks. 940
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Fig. 8: Hyperparameter sensitivity analysis against GCBA attack on four real-world datasets.
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Fig. 9: Confusion matrix of hyperparameter analysis against GCBA attack on Cora dataset (%).

These findings demonstrate that each module in GDetox is941

essential for striking an effective balance between utility and942

robustness under a fixed computational budget.943

D. RQ3: Sensitivity Analysis944

To analyze the impact of hyperparameters in GDetox on945

defense performance, we selected seven critical hyperparam-946

eters for evaluation against the GCBA attack on the Cora947

dataset. Specifically, we choose to analyze the hyperparameters948

ηX and ηA that control the perturbation ratio in adversarial949

contrastive learning, as well as the hyperparameters δX and δA950

that are constraints on adversarial example features and edges.951

The hyperparameters EA and ES represent the ACL and952

SSD training rounds, and the hyperparameter λ controls the953

adversarial contrastive loss. In addition, we consider analyzing954

the hyperparameter p, which amplifies feature differences in955

attention alignment, the hyperparameter µ that regulates the956

independence of non-diagonal elements in the BT loss, and the957

hyperparameters α and β that control the backdoor removal958

algorithm. The experimental results are presented in Figs. 8959

and 9.960

1) Effect of ηX and ηA: The hyperparameters ηX and ηA,961

which control the perturbation ratio in adversarial contrastive962

learning, influence the performance of the enhanced encoder.963

We set ηX and ηA to {0.001, 0.01, 0.1}, and the experimental964

results are presented in the confusion matrix in Fig. 9(a) and965

9(b). It is observed that GDetox achieves optimal ASR and966

ACC when both ηX and ηA equal 0.01. When ηX and ηA are967

set to 0.001, GDetox yields an ASR of 0.0849. This is because968

the perturbation is too small, and the generated adversarial969

samples are not sufficiently effective, resulting in inadequate970

improvement of the teacher model’s performance.971

2) Effect of δX and δA: The hyperparameters δX and δA972

are perturbation constraints to control adversarial example.973

We conducted a grid search over the edge modification ra-974

tio δA ∈ {0.01, 0.05, 0.1, 0.5} and feature amplitude δX ∈975

{0.01, 0.1, 0.5, 1.0} on the Cora dataset under GCBA attack.976

The results in Fig. 9(c) and 9(d) demonstrate that smaller977

perturbation constraints lead to higher ASR, while larger978

perturbations result in reduced ACC. We identify δA = 0.1 and979

δX = 0.5 as the optimal default configuration, as it achieves 980

a superior trade-off between benign task utility (82.96%) and 981

robust defense (0.37% ASR). 982

3) Effect of EA and ES: We investigated the impact of 983

training epochs by conducting a grid search over ACL epochs 984

EA ∈ {300, 400, 500} and SSD epochs ES ∈ {300, 400, 500}. 985

As shown in Fig. 9(e) and 9(f), a low number of EA training 986

rounds reduces ACC, while a low ES negatively impacts ASR. 987

Considering both ACC and ASR simultaneously, we set EA = 988

500 and ES = 300. 989

4) Effect of λ: The parameter λ serves as a tunable factor 990

in adversarial contrastive learning, controlling the adversarial 991

contrastive loss and thereby influencing model training. In our 992

experiments, we select λ = 1 and set different values {0.1, 0.5, 993

1, 1.5, 2} to explore this hyperparameter. As shown in Fig. 8(a) 994

and 8(d), GDetox’s ASR and ACC fluctuate under different λ 995

settings. When λ = 0.1, GDetox exhibits high ASR across 996

all four datasets. This is because a too-small λ reduces the 997

cosine similarity of node representations, leading to degraded 998

encoder performance. When λ = 2, GDetox’s ACC decreases, 999

indicating that an overly large λ harms the model’s inherent 1000

performance. Thus, we choose a value of λ of 1 in GDetox. 1001

5) Effect of p: The hyperparameter p controls the am- 1002

plification of feature differences in the attention alignment 1003

mechanism. In our experiments, we explore p ∈ {1, 2, 3, 4, 1004

5}. As shown in Fig. 8(b) and 8(e), GDetox’s ASR and ACC 1005

vary markedly when p = 1. When p = 1, both GDetox’s ASR 1006

and ACC are noticeably worse than at p = 2. This is because 1007

with p = 1, the feature difference amplification is too small, 1008

making it difficult for GDetox to effectively remove backdoor 1009

features from the encoder using attention alignment. When p ≥ 1010

2, defense performance remains relatively stable. Considering 1011

that p = 2 yields the best ASR and ACC, we choose p = 2 for 1012

our experiments. 1013

6) Effect of µ: Fig. 8(c) and 8(f) show performance under 1014

different values of the hyperparameter µ ∈ {0.001, 0.005, 0.01, 1015

0.05, 1}. The hyperparameter µ controls the independence of 1016

non-diagonal elements in the BT loss operation. It can be 1017

observed that when µ = 0.001, GDetox’s ASR is relatively high 1018

and GDetox’s ACC remains stable, indicating weak defense 1019

performance. When µ = 0.001, GDetox’s ASR and ACC 1020

Page 17 of 39



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 14

TABLE XIV: The defense performance of GDetox compared with SOTA methods on the graph classification task (%).

Before BloGBaD(2023) E-SAGE(2024) SimGuard(2025) DShield(2025) GDetox
Dataset Attack method

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR
BadGraph 65.73±1.05 38.97±0.26 60.11±1.76 9.03±1.24 58.74±0.55 10.34±1.76 61.21±0.76 7.02±1.41 63.02±1.55 4.86±0.74 65.14±0.74 1.46±0.35

GTA 66.12±1.66 40.91±2.12 60.73±1.14 8.92±0.54 59.02±1.42 11.02±1.29 61.54±1.19 6.98±1.16 63.62±0.73 4.33±0.49 65.78±0.58 1.18±0.54
CLBA 66.58±1.72 41.47±1.20 61.02±1.71 8.42±1.58 59.93±1.25 9.78±1.53 61.88±0.92 7.85±1.50 64.89±0.77 5.12±0.81 66.06±0.87 1.54±0.43

IMDB-B

GRBA 67.93±0.99 43.76±0.83 62.71±0.70 9.35±0.77 61.11±1.03 10.87±1.11 62.17±0.36 8.42±0.91 65.28±0.57 5.98±0.61 67.53±0.36 1.94±1.07
BadGraph 44.21±1.17 48.72±1.38 38.03±1.37 11.64±1.44 36.23±0.71 12.34±0.71 38.75±1.09 8.12±1.47 42.02±1.28 5.76±1.38 43.68±1.10 0.86±0.62

GTA 44.98±0.73 47.21±0.53 38.56±0.93 12.31±1.08 37.54±0.42 11.65±1.35 39.14±1.67 8.76±1.16 42.87±0.92 7.02±0.60 44.18±0.29 1.24±0.54
CLBA 45.82±1.38 51.47±1.44 39.42±1.70 13.58±1.51 37.95±1.22 14.03±1.12 40.32±0.97 9.02±0.62 42.76±0.78 6.24±0.89 45.02±0.36 1.03±0.39

IMDB-M

GRBA 46.69±0.98 54.02±2.02 40.36±0.67 15.73±1.46 38.15±1.00 14.89±1.11 41.24±1.21 9.67±1.58 43.99±1.37 7.84±0.71 45.87±0.44 1.67±0.95
BadGraph 73.64±1.26 46.84±1.30 67.42±1.41 10.63±1.67 65.21±0.96 11.35±1.27 68.25±1.08 9.75±0.43 71.83±0.78 6.18±0.66 72.84±0.57 0.62±0.38

GTA 74.38±1.66 48.21±0.39 68.96±0.94 13.67±1.20 65.82±1.40 14.05±1.35 68.53±1.62 10.73±1.28 71.24±1.29 6.44±0.33 73.32±1.04 1.45±0.55
CLBA 74.41±0.93 50.65±0.92 69.46±0.73 14.58±1.01 68.42±1.05 14.86±0.59 70.64±0.94 10.45±1.69 72.37±0.50 6.75±0.81 73.64±0.26 1.92±0.41

COLLAB

GRBA 76.76±0.61 52.83±1.96 71.51±0.78 14.37±0.54 69.62±1.23 15.67±1.34 71.08±2.13 11.23±1.14 73.46±1.04 7.12±1.39 76.11±0.39 2.14±0.84
BadGraph 45.26±1.06 56.57±1.38 42.72±1.07 15.94±1.70 40.32±1.05 16.38±1.10 42.36±1.39 10.76±0.24 42.24±0.76 5.01±0.75 44.62±0.43 0.94±0.47

GTA 45.97±1.76 57.01±2.17 41.65±1.19 15.32±1.52 39.83±1.26 15.97±0.47 41.96±1.53 11.86±1.47 43.61±1.40 5.64±0.35 44.47±0.78 1.15±0.25
CLBA 47.35±0.67 59.13±1.26 43.07±0.98 17.63±1.02 41.03±0.89 16.85±1.38 42.87±0.92 11.04±1.21 43.52±0.64 7.98±0.65 46.72±0.29 1.86±0.50

RDT-M

GRBA 48.27±1.12 60.35±0.34 43.39±1.08 17.89±0.41 41.62±1.09 17.34±1.05 43.27±1.23 12.53±1.88 45.85±0.58 8.46±0.83 47.67±0.33 2.58±1.36

both decrease overall, suggesting that the independence of1021

non-diagonal elements should not be too large. Notably, for1022

the Cora and Citeseer datasets, GDetox’s ASR and ACC are1023

optimal at µ = 0.01; for the PubMed and Flickr datasets,1024

GDetox’s ASR and ACC are optimal at µ = 0.005. Therefore,1025

we choose µ = 0.01 for the Cora and Citeseer datasets, and µ1026

= 0.005 for the PubMed and Flickr datasets.1027

7) Effect of α and β: The hyperparameters α and β affect1028

the loss balancing of attention alignment and the BT loss,1029

determining the effectiveness of backdoor removal. As shown1030

in Fig. 9, we set α and β to {0.1, 0.5, 1, 2, 3}. In the confusion1031

matrices of ASR (Fig. 9(g)) and model accuracy (Fig. 9(h)),1032

GDetox achieves the best defense and model performance at1033

α = 1 and β = 0.5. When α = 0.1, GDetox’s ASR is high,1034

indicating poor defense performance. When β = 0.1, GDetox’s1035

ACC is low (below 0.8), indicating poor model performance.1036

This demonstrates that the attention alignment and BT loss1037

modules are critical for GDetox’s defense effectiveness and1038

overall performance. Therefore, we choose α = 1 and β = 0.51039

in our experiments.1040

E. RQ4: Extensibility Analysis1041

To validate GDetox’s extensibility, we transfer it to graph1042

classification tasks. As shown in Table XIV, we compare our1043

method with SOTA defense methods against the four latest1044

backdoor attack methods on four real-world graph classifi-1045

cation datasets. For intuitive understanding, we highlight our1046

method’s results with Grey color and bold the best ASR and1047

ACC values among all defense methods.1048

From the results in this table, GDetox achieves a lower ASR1049

than all compared defenses and attains higher ACC across1050

all four SOTA methods, indicating superior defense perfor-1051

mance against various self-supervised graph backdoor attacks1052

on these graph classification datasets. BadGraph and GTA1053

are originally designed for graph-level backdoor attacks in1054

supervised settings, and we adapt them to the self-supervised1055

scenario. As shown in the “Before” results in the table,1056

BadGraph and GTA perform worse in self-supervised settings1057

than in supervised settings. This is because self-supervised1058

settings do not rely on sample label information. Among the1059

defense methods, E-SAGE exhibits a relatively high ASR (over1060

10% overall), because its iterative pruning cannot reliably1061

distinguish normal edges from malicious ones, leading to1062

high attack success. In addition, the ACC of the BloGBaD 1063

and SimGuard defense methods is relatively low overall due 1064

to the lack of guidance from label information. Although 1065

DShield outperforms other SOTA methods, it still underper- 1066

forms GDetox. This is attributed to the fact that DShield needs 1067

to combine label information during the clustering process 1068

to effectively distinguish potential backdoor features. Thus, 1069

these experiments demonstrate that GDetox is generalizable 1070

and maintains its superiority in graph classification tasks. 1071

Furthermore, we conduct ablation studies against the GRBA 1072

attack on four graph classification datasets, as shown in Fig. 1073

7(b). The w/o ACL variant yields lower ACC than GDetox, 1074

indicating that adversarial contrastive learning is essential for 1075

maintaining model utility. In addition, w/o AA and w/o BT 1076

exhibit noticeably higher ASR compared to GDetox, demon- 1077

strating that both components play a critical role in improving 1078

defense success rate. These results validate the design rationale 1079

of incorporating each module into GDetox. 1080

VI. DISCUSSION OF LIMITATIONS & ETHICAL 1081

CONSIDERATIONS 1082

The attention alignment mechanism in GDetox is specif- 1083

ically designed for white-box scenarios, as it relies on ac- 1084

cessing the encoder’s internal parameters to extract layer-wise 1085

attention maps. Such internal access is crucial for imposing 1086

structural constraints between the teacher and student models. 1087

In a strictly black-box setting, where the defender can only 1088

access final embeddings or logits, attention alignment cannot 1089

be effectively implemented, and cannot expect to achieve the 1090

same purification performance. We intend to further explore 1091

effective graph backdoor defense strategies in black-box sce- 1092

narios in future work. 1093

We also acknowledge a dual-use risk inherent to attention- 1094

based defense. Since GDetox operates by aligning internal 1095

attention patterns, a sophisticated adaptive adversary might 1096

intentionally craft triggers that mimic the attention statistics of 1097

benign samples, thereby reducing the effectiveness of attention 1098

alignment. While this risk does not invalidate our defense 1099

itself, it suggests that a more diversified defense strategy is 1100

required under stronger adaptive threat models. To mitigate 1101

such risks, future research should focus on designing in- 1102

depth defense strategies to safeguard against these adaptive 1103

adversaries. 1104
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VII. SUMMARY AND FUTURE WORK1105

In this paper, we presented GDetox, the effective defense1106

method against backdoor attacks in GSSL. By leveraging1107

the self-supervised distillation approach that deploys attention1108

alignment and the BT loss, GDetox can purify graph backdoor1109

encoders. Considering that training the encoder with the fine-1110

tuning method will bring the backdoor features closer to the1111

target labels, we proposed the adversarial contrastive learning1112

method to boost the performance of the teacher model for1113

distillation without relying on labels. GDetox can effectively1114

purify self-supervised backdoor encoders and ensure the en-1115

coder’s feature representation performance for downstream1116

data. On eight real-world datasets, we validated extensive ex-1117

perimental demonstrations that GDetox outperforms all SOTA1118

defense methods against the latest backdoor attacks in GSSL1119

of node and graph classification tasks. In forthcoming endeav-1120

ors, we will further explore how to mitigate the latest graph1121

backdoor attacks in distributed scenarios.1122
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