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Abstract
This systematic literature review analyzes AI-driven resource allocation in cloud 
computing through comprehensive analysis of 63 high-quality studies selected via 
PRISMA 2020 methodology from an initial collection of 485 papers. Our taxonom-
ic framework categorizes approaches across four dimensions: algorithmic meth-
ods, deployment environments, optimization objectives, and evaluation methods. 
Quantitative analysis demonstrates substantial AI superiority over traditional ap-
proaches: ≈45% average latency reduction (range 11−77.7%) from 10 studies with 
quantifiable latency data, 32% cost savings (range 10–48%) from 6 studies with 
quantifiable cost data, and 35% energy efficiency improvements (range 3.68–71%) 
from 16 studies with energy measurements. Reinforcement learning dominates the 
field (40% of studies) with particular effectiveness in dynamic environments, while 
hybrid approaches demonstrate superior multi-objective optimization. Critical re-
search gaps include minimal carbon-aware scheduling integration (only 4 studies, 
6.3% of corpus), over-reliance on simulation environments (70% of evaluations), 
and absence of standardized evaluation frameworks. The limited availability of 
quantifiable performance data across studies reveals a significant methodological 
gap in current research evaluation practices. We identify five high-priority research 
directions and provide actionable recommendations for advancing production-ready 
AI-driven cloud resource management systems that balance performance, sustain-
ability, and practical deployment requirements.
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1  Introduction

Cloud computing resource allocation faces unprecedented complexity as workloads 
become increasingly dynamic, infrastructure grows heterogeneous, and service-level 
objectives (SLOs) become more stringent [1–3]. Traditional static provisioning and 
rule-based autoscaling mechanisms struggle with modern cloud-native environments, 
particularly in container orchestration platforms like Kubernetes and serverless com-
puting frameworks [4, 5]. These conventional approaches exhibit fundamental limi-
tations: reactive rather than proactive decision-making, inability to predict workload 
patterns, and challenges in optimizing across multiple conflicting objectives simul-
taneously. This has driven extensive research into artificial intelligence (AI) and 
machine learning (ML) approaches for autonomous, adaptive resource management.

Cloud resource management has evolved through three distinct phases: traditional 
static provisioning (pre-2015), machine learning integration (2015–2020), and current 
AI-driven optimization (2020–2025). This evolution reflects the field’s progression 
from reactive threshold-based systems to sophisticated AI frameworks leveraging 
deep learning, reinforcement learning, and hybrid approaches [6–11]. Furthermore, 
container orchestration, dominated by Kubernetes, and serverless computing para-
digms such as Function-as-a-Service (FaaS) present unique resource allocation chal-
lenges. Kubernetes requires sophisticated scheduling across heterogeneous clusters, 
while serverless platforms must address cold start latency and function placement 
optimization [5, 7, 12, 13].

Recent studies report 30–71% latency reductions, 10–44% cost savings, and 
22–71% energy efficiency improvements over traditional approaches [14–16], par-
ticularly in dynamic environments. Despite these advances, significant gaps persist. 
Our systematic review identifies both the potential benefits and critical limitations of 
current approaches in carbon-aware scheduling (only 6.3% of studies), over-reliance 
on simulation environments (70% of evaluations), and absence of standardized eval-
uation frameworks.

This systematic review advances the field through three significant contributions: 

1.	 Comprehensive Performance Analysis: Systematic synthesis of quantifiable 
performance data revealing AI advantages over traditional approaches and evalu-
ation methodology gaps.

2.	 Critical Gap Identification: Evidence-based identification of sustainability 
research limitations (only 6.3% address carbon-awareness) and evaluation meth-
odology weaknesses (70% simulation-only)

3.	 Research Roadmap: Prioritized framework of five research directions with spe-
cific recommendations for practitioners and researchers

The remainder of this paper presents our systematic methodology in Sect. 3, compre-
hensive taxonomy in Sect. 4, quantitative results in Sect. 5, critical analysis in Sect. 
6, and future research directions in Sect. 7.
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2  Related work and background

Cloud resource allocation encompasses five interconnected processes: provisioning, 
scheduling, autoscaling, load balancing, and consolidation. Traditional approaches 
rely on static thresholds and reactive policies that fail to adapt to dynamic workloads, 
leading to either over-provisioning waste or under-provisioning degradation [4, 14].

2.1  Resource management decision processes

Resource provisioning determines the initial allocation of computational resources 
based on anticipated demand patterns [4, 6]. Traditional provisioning approaches rely 
on static capacity planning and historical usage patterns, leading to either resource 
waste through over-provisioning or performance degradation through under-provi-
sioning in dynamic cloud environments [1, 14]. This challenge intensifies in con-
tainer orchestration platforms where workload characteristics exhibit high temporal 
variability and unpredictable scaling patterns. Rule-based methods use predefined 
thresholds, providing simplicity but exhibiting reactive behavior [15, 17].

Task scheduling assigns computational tasks to available resources while optimiz-
ing multiple competing objectives including latency minimization, cost efficiency, 
and energy consumption [2, 18]. Conventional deterministic scheduling (first-come-
first-served, round-robin, priority-based) fails to adapt to changing conditions [5, 
12], particularly in containerized environments with dynamic resource requirements. 
These limitations become particularly pronounced in containerized environments 
where task granularity varies significantly and resource requirements change dynam-
ically. Heuristic algorithms (first-fit, best-fit, greedy) provide reasonable solutions 
but lack learning capabilities for performance improvement.

Autoscaling mechanisms automatically adjust resource capacity based on 
observed demand patterns. However, threshold-based approaches exhibit three criti-
cal limitations: reactive decision-making that responds to load changes only after 
performance degradation occurs, single-metric optimization that ignores cost-perfor-
mance trade-offs, and inability to anticipate future demand based on learned patterns 
[15, 19]. These constraints severely impact performance in serverless computing 
environments where cold start latency and function placement optimization create 
additional complexity layers [16, 20].

Load balancing distributes incoming requests across available resources to opti-
mize system utilization and response times. Traditional algorithms including round-
robin, least-connections, and weighted fair queuing lack awareness of heterogeneous 
resource capabilities, dynamic workload characteristics, and application-specific per-
formance requirements [3, 21]. This limitation results in suboptimal resource utiliza-
tion and performance degradation in modern multi-tenant cloud environments.

Resource consolidation optimizes infrastructure utilization by co-locating com-
patible workloads while maintaining performance isolation. This process requires 
sophisticated understanding of resource interference patterns, application dependen-
cies, and performance correlation effects that exceed the analytical capabilities of 
rule-based approaches [14]. Traditional consolidation relies on simplistic metrics, 
while mathematical optimization (linear/integer programming) provides theoretical 
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optimality but faces scalability challenges [14]. Metaheuristics require parameter 
tuning and lack adaptability.

2.2  Container orchestration challenges

Kubernetes orchestration comprises four components: Scheduler (pod placement), 
Horizontal Pod Autoscaler (replica scaling), Vertical Pod Autoscaler (resource adjust-
ment), and Cluster Autoscaler (node management) [4, 22]. Despite widespread adop-
tion, this architecture exhibits fundamental limitations in handling complex workload 
patterns, multi-objective optimization scenarios, and proactive scaling decisions. 
These manifest as: reactive scaling causing performance degradation during spikes, 
single-metric optimization ignoring trade-offs, and static policies failing to adapt to 
workload evolution and changing application requirements over time, reducing oper-
ational efficiency in dynamic environments [23, 24].

2.3  Serverless computing resource challenges

Serverless platforms including AWS Lambda, Azure Functions, Google Cloud Func-
tions, and Knative abstract infrastructure management through event-driven execu-
tion models and automatic scaling capabilities. However, they face four distinct 
resource allocation challenges that traditional approaches cannot adequately address 
[5, 12]. Moreover, cold start latency represents a critical performance bottleneck, with 
initialization delays ranging from 100–1500ms depending on runtime environment 
and function complexity [13]. Resource fragmentation emerges from fine-grained 
function execution patterns that create inefficient resource utilization across distrib-
uted infrastructure. Placement optimization across geographically distributed edge 
locations requires an understanding of network topology, data locality constraints, 
and latency requirements that exceed simple load balancing capabilities. The prob-
lems of anticipating massive workloads arise from unpredictable invocation patterns 
and variable execution characteristics inherent in serverless applications [7].

2.4  AI-driven solution advantages

AI methods address these limitations: reinforcement learning for sequential decision-
making [1], deep learning provides pattern recognition for workload prediction [3, 
21], and hybrid approaches for constraint satisfaction [12, 14], enabling proactive 
decision-making, and support multi-objective optimization without manual tun-
ing. Prior surveys examine specific aspects such as machine learning [1] and deep 
RL methods [6] or container orchestration [4], but lack cross-cutting analysis. This 
review distinguishes itself through three contributions: (1) integrated taxonomy span-
ning methods, environments, objectives, and evaluation approaches; (2) quantified 
sustainability gap revealing only 6.3% carbon-aware studies with 74.6% ignoring 
energy metrics; (3) systematic evaluation critique showing 70% simulation reliance 
with only 6% production deployments.
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3  Research methodology

This systematic literature review follows PRISMA 2020 guidelines [25] and system-
atic review methodology by [26] to ensure transparency, reproducibility, and meth-
odological rigor.

3.1  Research questions

This systematic review addresses six research questions designed to evaluate AI-
driven resource allocation:

	● RQ1 (Performance Comparison): hat quantitative improvements do AI/ML 
methods achieve over traditional strategies across latency, cost, and energy?

	● RQ2 (Technical Approaches):Which AI techniques demonstrate effectiveness 
in container orchestration and serverless autoscaling?

	● RQ3 (Evaluation Metrics): What metrics and methodologies provide reliable 
evidence of AI-driven allocation effectiveness?

	● RQ4 (Limitations Analysis): What limitations constrain practical deployment of 
current AI-driven approaches?

	● RQ5 (Sustainability Gap): What gaps exist in carbon-aware scheduling and en-
ergy efficiency optimization?

	● RQ6 (Future Directions): What research priorities are required for production-
ready systems?

3.2  Search strategy and database selection

We searched five academic databases: IEEE Xplore (computer systems conferences 
and journals), ACM Digital Library (distributed systems venues), SpringerLink (AI 
publications), ScienceDirect (interdisciplinary research), and Google Scholar (pre-
prints and additional sources). The search strategy employed a three-tier Boolean 
query combining AI methods, cloud platforms, and optimization objectives. Searches 
occurred March-May 2024 with systematic documentation yielding 485 initial papers. 
Our search strategy targeted three key domains: Firstly, AI methods (reinforcement 
learning, deep learning, hybrid approaches). Secondly, cloud platforms (kubernetes, 
serverless, edge computing), and thirdly, performance metrics (latency, cost, energy 
efficiency). The search employed a three-tier Boolean query structure:

Tier 1—AI Methods: “AI-driven resource allocation," “machine learning 
resource management," “deep reinforcement learning," “hybrid AI methods," “intel-
ligent autoscaling"

Tier 2—Cloud Platforms: “cloud computing," “container orchestration," “Kuber-
netes," “serverless computing," “function-as-a-service"

Tier 3—Performance Metrics: “latency optimization," “cost efficiency," “energy 
efficiency," “carbon-aware scheduling," “resource utilization"

The final query structure was: (M1 OR M2 OR ... OR M5) AND (P1 OR P2 
OR ... OR P5) AND (O1 OR O2 OR ... OR O5), constrained to English-language 
publications from 2015–2025. Database-specific adaptations included IEEE Xplore 
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advanced field restrictions with publication date constraints and subject area filter-
ing. ACM digital library searches employed computing classification system (CCS) 
taxonomy filtering for relevant categories including “Computing methodologies → 
Machine learning" and “Computer systems organization → Cloud computing."

3.3  Study selection process

Following duplicate removal (329 eliminated), 156 unique papers underwent title 
and abstract screening using predefined inclusion criteria. Two reviewers indepen-
dently assessed study selection for quality assurance, achieving Cohen K = 0.82 
indicating substantial agreement. Full-text evaluation of 89 papers applied rigorous 
exclusion criteria, with citation chaining adding 1 study, producing our final corpus 
of 63 studies as detail is giving in Fig. 1.

3.4  Study selection and data extraction

Inclusion criteria: peer-reviewed papers (2015–2025) on AI/ML for cloud resource 
allocation in container/serverless environments with empirical evaluation. Exclu-
sion criteria: non-peer-reviewed work (except high-quality arXiv), network-only 
studies, surveys without contributions, and theoretical models without validation. 
Quality assessment covered methodological soundness, reproducibility, evaluation 
comprehensiveness, and practical relevance, plus AI-specific criteria (statistical vali-
dation, baseline quality, evaluation scale). Cohen’s K = 0.82 between two indepen-
dent reviewers.

This systematic process identified 32 of 63 studies (51%) providing quantifiable 
performance data meeting rigorous analysis standards, with specific measurements 
available for latency (n = 10), cost (n = 6), and energy (n = 16). Current limitation 
is that the review protocol was not pre-registered in PROSPERO, though method-
ology strictly follows PRISMA 2020 guidelines with documented procedures and 
dual-reviewer assessment (Cohen’s K = 0.82). The remaining studies contributed 

Fig. 1  PRISMA 2020 flow diagram showing systematic selection of 63 studies from 485 initial records. 
Major exclusions: 329 duplicates, 67 studies lacking AI/ML focus or performance metrics, and 27 stud-
ies with insufficient empirical evaluation or missing baseline comparisons
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qualitative insights but lacked sufficient numerical rigor for statistical synthesis. For 
each study, we systematically extracted performance metrics with baseline com-
parisons, evaluation environments, sample sizes, and sustainability measurements. 
Studies were classified as providing "quantifiable data" only with specific numerical 
improvements and clearly defined baselines.

4  AI-driven resource allocation: state of the art

We developed a comprehensive taxonomy organizing AI-driven resource allocation 
approaches across four primary dimensions, as presented in Fig. 2. Studies frequently 
employ multiple techniques, so percentages within each dimension may exceed 
100% when summed.

4.1  Deployment environments and techniques

We distinguish serverless cloud (FaaS in centralized data centers), serverless edge 
(FaaS at edge locations), and pure edge (traditional containers/VMs at edge without 
serverless abstraction). Figure 3 illustrates the distribution of research focus areas, 
with reinforcement learning dominating (40%) followed by deep learning and hybrid 

Fig. 2  Taxonomy of AI-driven resource allocation across four dimensions. Studies employ multiple 
approaches; percentages reflect distribution within each dimension. Note: Studies employ multiple ap-
proaches across dimensions. Total unique studies: 63. Categories are non-exclusive
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methods (29%). Figure 4 demonstrates performance variations across AI techniques, 
with hybrid methods achieving the most balanced improvements across all metrics.

4.2  Optimization objectives

Optimization objectives cluster around performance metrics (Table 1): latency mini-
mization dominates (60%), while carbon optimization remains underrepresented 
(6%). Evaluation shows concerning simulation over-reliance (70%).

Fig. 4  Performance improvement ranges from AI methods. Limited sample sizes (n=10, n=6, n=16) 
reflect insufficient quantitative data across studies

 

Fig. 3  Distribution of 63 studies by 
algorithmic method. Reinforcement 
learning dominates (40%), followed 
by deep learning/hybrid approaches 
(29%)
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5  Performance analysis and evaluation

5.1  Critical data availability analysis

Before examining performance claims, we acknowledge fundamental limitations in 
available data.

	● Quantifiable performance data: 32 studies (51%) provide specific numerical 
improvements

	● Latency measurements: 10 studies with quantifiable latency data
	● Cost measurements: 6 studies with quantifiable cost data
	● Energy measurements: 16 studies with quantifiable energy data
	● Statistical analysis: 8 studies (13%) include confidence intervals or significance 

testing

5.2  Quantitative performance analysis

AI-driven approaches outperform traditional methods across all metrics. Perfor-
mance optimization dominates (68%), while sustainability remains underrepresented 
(25% energy, 6.3% carbon). The reported averages represent descriptive statistics 

Category Studies 
(%)

Specific elements Characteristics

Evaluation metrics
 Response Time 35 

(56%)
Time from request 
to response

Primary perfor-
mance indicator

 Resource 
Utilization

28 
(44%)

CPU/memory usage 
efficiency

Operational 
effectiveness

 Energy/Power 32 
(51%)

Watts or kWh 
consumed

Sustainability 
measure

 Cost 25 
(40%)

Monetary resource 
cost

Economic 
viability

 Carbon 
Emissions

4 (6%) CO2 equivalent 
emissions

Environmental 
impact

Optimization objectives
 Latency 
Minimization

38 
(60%)

Response time, 
completion time

Performance 
focus

 Cost Reduction 25 
(40%)

Operational cost, 
resource cost

Economic 
focus

 Energy 
Efficiency

32 
(51%)

Power consump-
tion, PUE

Sustainability 
focus

Evaluation methods
 Simulation 44 

(70%)
CloudSim, custom 
simulators

Controlled, 
repeatable

 Testbed 15 
(24%)

Small-scale clusters Realistic but 
limited

 Production 4 (6%) Real deployments Highest valid-
ity, expensive

Table 1  Research methodology 
overview: Metrics, objectives, 
and evaluation methods
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from available studies rather than statistically validated effect sizes, and should be 
interpreted as indicative ranges rather than definitive benchmarks.

Reinforcement learning (Table 2) shows exceptional adaptability across 25 stud-
ies, with notable achievements: Panwar et al. [15] RLPRAF framework achieving 
77.7% SLA improvement and 30% cost reduction, while Chen et al. [17] PCRA sys-
tem reaching 93.7% allocation correctness. Deep learning/hybrid approaches (Table 
3) excel in multi-objective optimization, with Tuli et al. [14] digital twin framework 
achieving 56% latency reduction, 48% cost savings, and 71% energy efficiency.

Studies in Tables 2 and 3 employ multiple methodologies; the 43 performance-
focused studies include 25 using RL approaches and 18 using DL approaches, with 
20 studies across all categories employing hybrid methods (categories are non-
exclusive). Similarly, Table 5 examines platform-specific implementations across 
Kubernetes, serverless, and edge/IoT environments, highlighting the diversity of 
auto-scaling methods and their adaptability to different deployment contexts.

Algorithm  1 demonstrates practical integration of deep reinforcement learn-
ing with Kubernetes autoscaling mechanisms, addressing three critical challenges: 
multi-objective optimization through weighted reward functions, exploration-exploi-
tation balance via ϵ decay strategies, and real-time adaptation through continuous 
Q-network updates. Implementation achieves 20–35% improvement over default 
HPA across diverse workload types, adapted from automated scaling approaches in 
Kubernetes environments [22, 23].

Algorithm 1  Deep Reinforcement Learning for Kubernetes Autoscaling

 
Comprehensive performance analysis: Several studies providing quantifiable 

data show AI-driven approaches achieve improvements over traditional baselines, 
though with substantial variation and limited sample sizes:

	● Latency Performance (n = 10 studies): Range of 11–77.7% improvement over 
traditional methods, with notable outliers including Panwar et al. [15] achiev-
ing 77.7% SLA improvement with RLPRAF framework. Median improvement 

1 3

   67   Page 10 of 25



AI-driven resource allocation in cloud computing: a systematic review…

Study Latency 
improvement

Cost 
reduction

AI method Platform Baseline Key 
innovation

Reinforcement learning approaches (n = 25)
 [1] Queue 

stabilization
Cost 
optimization

Lyapunov-DRL Hybrid 
cloud

Rule-based ETHC elas-
tic control 
framework

 [15] 77.7% SLA 
improvement

30% cost 
reduction

RLPRAF Cloud 
services

Reactive 
scaling

Proactive 
resource 
allocation

 [17] 93.7% 
correctness

10–13% 
improvement

PCRA Cloud 
services

Static 
allocation

Feedback 
control 
integration

 [27] Superior QoS 
latency

Not 
quantified

Actor-Critic Data 
centers

Traditional 
methods

Adaptive 
deep RL 
framework

 [5] Improved 
scaling

Better than 
default

PPO/A3C Serverless Threshold-
based

Adaptive 
autoscaling 
policies

 [28] Latency 
minimization

System cost 
reduction

DRL joint 
optimization

Edge IoT Heuristic 
methods

Joint compu-
tation-com-
munication

 [29] IoT latency 
reduction

Lowest vs. 
baselines

Deep RL + 
swarm

IoT edge Greedy 
algorithms

Swarm-en-
hanced task 
offloading

 [30] 90.69% 
accuracy

3–13% 
improvement

DQN Cloud 
services

Time-agnostic DRAW 
framework

 [31] Rejection 
reduction

28% opera-
tional cut

DDPG Edge-cloud Centralized 
allocation

Distrib-
uted DDPG 
approach

 [32] Latency 
minimization

Not 
quantified

DRL Edge 
computing

Static 
placement

Online 
service 
placement

 [33] URLLC latency Not 
quantified

MADRL MEC Single-agent Decentral-
ized green 
MADRL

 [34] Latency-energy 
balance

Not 
quantified

Multi-agent DRL Industrial 
IoT

Single-objec-
tive

Multi-task 
multi-objec-
tive

 [35] Latency 
reduction

Not 
quantified

Actor-critic + 
LSTM

Edge 
computing

Static 
offloading

Dynamic 
energy-
efficient 
offloading

 [36] PPO-based 
reduction

Not 
quantified

PPO Serverless 
edge

Reactive 
scaling

Traffic pat-
tern learning

 [7] SLO violation 
reduction

Not 
quantified

Proactive RL Edge 
clouds

Static 
provisioning

Fairness-
aware 
framework

 [8] K8s HPA 
improvement

Higher 
throughput

Budget-aware RL Serverless 
edge

Default HPA KneeScale 
dynamic 
scaling

 [9] Multi-objective 
balance

System 
optimization

Multi-objective 
RL

Edge-cloud 
continuum

Greedy 
algorithms

Continuum 
scheduling

Table 2  Performance analysis of AI-driven resource allocation methods: Part 1
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approximately 45% (limited statistical confidence due to small sample). Stud-
ies focusing on Kubernetes demonstrate significant performance improvements, 
with ML-based forecast engines reducing lost requests [22], optimized schedul-
ing enabling 2.3 × more DNN applications hosted without latency violations [3], 
and workflow-based resource allocation achieving improved completion times by 
up to 40.92% [24], indicating substantial benefits from AI-driven orchestration 
in containerized environments. However, only 16% of reviewed studies provide 
quantifiable latency data.

	● Cost Efficiency (n = 6 studies): Range of 10% to 48% cost reduction, with high-
est savings reported by Tuli et al. [14] at 48% cost reduction with digital twin 
approach. Economic benefits vary based on deployment context and optimization 
focus: average cost reduction of 32% (range 10-48%), Kubernetes environments 
achieving 23–32% reduction versus default scheduler [4], serverless platforms 
demonstrating up to 44% user cost reduction [12], and hybrid cloud showing 
27.6% lower cost with heuristic methods [43]. Limited sample prevents confident 
statistical conclusions, with most studies (81%) lacking quantifiable cost analysis.

	● Energy Efficiency (n=16 studies): Range of 3.68% to 71% energy consump-
tion reduction, with highest efficiency achieved by Tuli et al. [14] at 71% energy 
reduction. Energy consumption improvements show the highest variability: aver-
age energy savings of 35% (range 3.68-71%), data center scale achieving 71% 
reduction with co-design approaches [14], edge computing demonstrating 17% 
per-task energy reduction [18], and 5 G networks showing energy-efficient al-

Study Latency 
improvement

Cost 
reduction

AI method Platform Baseline Key 
innovation

 [10] Job completion 
time

Cost-
efficient 
allocation

ML workflow RL Serverless 
ML

Static 
allocation

QoS-aware 
dynamic 
allocation

 [11] Spatio-temporal 
opt

Proactive 
elasticity

Heterogeneity-
aware RL

Serverless 
apps

Reactive 
scaling

Workload 
trend 
prediction

 [37] Response 
improvement

Total cost 
reduction

DRL joint Edge IoT Traditional 
methods

Ubiqui-
tous edge 
optimization

 [38] URLLC 
requirements

Not 
quantified

MADRL Green 
MEC

Traditional 
allocation

Green 
resource 
allocation

 [39] Deadline 
compliance

Not 
quantified

DRL + DVFS IoT edge Traditional 
DVFS

Time-critical 
optimization

 [40] Latency-AoI 
balance

Not 
quantified

Dueling DQN Industrial 
IoT

Traditional 
offloading

AoI-aware 
partial 
offloading

 [41] URLLC 
compliance

Not 
quantified

Multi-agent DRL IoT edge Centralized 
approach

MARL 
coordination

 [42] Adaptive 
policies

Performance 
gains

RL autoscaling Serverless Rule-based 
policies

Early RL 
serverless 
work

Performance improvements measured against traditional baselines. "Not quantified" indicates studies 
provided qualitative improvements without specific percentages. Continued in Table 3

Table 2  (continued) 
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Study Latency 
improvement

Cost 
reduction

AI method Platform Baseline Key 
innovation

Deep learning and hybrid approaches (n = 18)
 [12] 11% 

improvement
44% 
reduction

DL+RL hybrid Serverless-VM Default 
schedulers

Hybrid 
scheduling 
framework

 [14] 56% 
reduction

48% cost 
savings

Digital twin Large-scale Traditional 
co-design

SciNet 
framework

 [43] Response 
guarantees

27.6% cost 
reduction

Heuristic AI Edge continua Manual 
selection

SPACE4AI-
D design 
tool

 [3] 2.3× DNN 
hosting

Not 
quantified

Model-driven Edge clouds Static 
deployment

Edge 
cluster 
management

 [44] Accuracy-
cost balance

Deployment 
optimization

Multi-paradigm 
DL

Edge-cloud Single 
paradigm

MPDM 
intelligence 
framework

 [?] Delay 
minimization

Throughput 
improvement

Human-like 
network

IoT services Traditional 
architecture

AI service 
placement

 [45] Response 
time 
reduction

Not 
quantified

DRL 
containerized

Edge 
intelligence

Static 
containers

Container-
ized edge 
inference

 [46] Not 
quantified

Not 
quantified

ML allocation IoT edge Heuristic 
methods

IoT 
resource 
management

 [47] Delay 
reduction

Not 
quantified

Heterogeneous 
placement

IoT 
environments

Homo-
geneous 
placement

DNN 
partition 
placement

 [48] 68.8% job 
completion

Utilization 
enhancement

Elastic container 
DL

Container 
cluster

Static 
allocation

FlowCon 
elastic 
system

 [49] Throughput 
improvement

Cost 
minimization

Genetic 
algorithm

Microservices Default 
placement

Dy-
namic K8s 
placement

 [50] Latency 
improvement

Not 
quantified

ARIMA + 
threshold

Kubernetes Static 
thresholds

Elastic 
resource 
strategies

 [51] Infer-
ence time 
reduction

Not 
quantified

Container 
optimization

Edge 
intelligence

Manual 
optimization

Systematic 
container 
AI

 [52] FL per-
formance 
balance

Not 
quantified

Federated MEC Edge 
computing

Centralized 
learning

FL resource 
allocation

 [53] Workflow 
optimization

Resource 
efficiency

Adaptive 
workflows

Kubernetes Static 
workflows

Contain-
erized 
workflows

 [19] 20% resource 
improvement

Over-
provisioning 
reduction

Hybrid 
autoscaling

Knative 
serverless

Default 
autoscaling

Traffic 
prediction 
integration

Table 3  Performance analysis of AI-driven resource allocation methods: Part 2
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location with actor-critic DRL [2]. Serverless-specific optimizations target cold 
start latency and resource utilization challenges, with gradient-based pre-warm-
ing strategies achieving cold start reduction by nearly 50%, hybrid auto-scaling 
approaches delivering 20% resource improvement [19], and probabilistic cach-
ing mechanisms demonstrating 69.1% reduction in cold start frequency [20], ad-
dressing primary performance bottlenecks in serverless architectures. However, 
74.6% of studies lack energy measurements entirely, representing the largest gap 
in performance evaluation. Table 4 summarizes the distribution of studies across 
research focus areas, confirming performance optimization dominance (68% of 
studies) while highlighting sustainability research gaps (only 6% carbon-aware) 
(Table 6).

5.3  Comparative analysis: AI/ML vs traditional methods

Reinforcement learning excels in dynamic scenarios (62% of studies), while hybrid 
approaches achieve superior multi-objective optimization with balanced improve-
ments across metrics. Table 7 synthesizes the comparative performance of AI-driven 
approaches against traditional methods.

5.4  Datasets and evaluation environments

Table 8 summarizes the standard datasets and workload characteristics used across 
the reviewed studies. Google Borg and Cluster Traces emerge as the most widely 

Research Focus Study 
Count

Percentage Typical Perfor-
mance Range

Performance 
optimization

43 68% 11–77.7% laten-
cy improvement

Platform 
implementation

32 51% 20–68% utiliza-
tion enhancement

Sustainability focus 16 25% 3.68–71% energy 
reduction

Carbon-aware 
computing

4 6% Qualitative im-
provements only

Total studies 63 100% Varies by metric

Table 4  Study analysis sum-
mary by research focus
 

Study Latency 
improvement

Cost 
reduction

AI method Platform Baseline Key 
innovation

 [54] 20% on-time 
improvement

Not 
quantified

Fog federation Industry 4.0 Centralized 
approach

Server-
less fog 
federation

 [24] 40.92% 
improvement

Not 
quantified

Workflow-based K8s containers Static 
workflows

Adaptive 
resource 
allocation

Performance improvements measured against traditional baselines. Total studies with quantifiable 
performance data: 43 of 63 systematic review corpus. Continued from Table 2

Table 3  (continued) 
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Study Autoscaling 
method

Resource 
utilization

Cold start 
handling

Platform 
type

Adaptability Implementa-
tion

Kubernetes-based studies (n = 12)
 [23] XAI-enabled 

scaling
Fine-granular 
efficiency

Not 
addressed

Kubernetes Pattern 
learning

Explainable 
autoscaling

 [24] Workflow-based CPU/memory 
efficiency

Not 
applicable

K8s 
containers

Adaptive 
workflows

40.92% 
improvement

 [22] ML 
forecast-based

Slightly more 
provisioned

Not directly K8s edge Forecast 
adaptation

Lost request 
reduction

 [4] Cost-efficient 
orchestration

23–32% cost 
reduction

Not 
addressed

Kubernetes Dynamic 
cluster 
sizing

Container 
orchestration

 [55] Genetic 
algorithm

Cost 
minimization

Not 
addressed

Microser-
vices

Dynamic 
competition

Improved 
placement

 [56] ARIMA-based Elastic 
management

Not 
applicable

Kubernetes Threshold 
adaptation

Elastic 
strategies

 [7] Proactive 
fairness

Improves 
fairness

Not directly Edge clouds Heterogene-
ity aware

Mu framework

 [8] Budget-aware 
HPA

Higher 
throughput

Not 
addressed

Serverless 
edge

Dynamic 
replica

KneeScale 
efficiency

 [9] Multi-objective System 
utilization

Indirect Edge-cloud 
continuum

Handles 
heterogene-
ity

Serverless 
scheduling

 [10] ML 
workflow-aware

Job comple-
tion reduction

Not 
explicitly

Serverless 
ML

ML training 
dynamics

QoS-aware 
allocation

 [11] Proactive elastic Spatio-tem-
poral opt

Not directly Serverless 
apps

Workload 
trends

Heterogeneity-
aware

 [49] Genetic-based Dynamic 
optimization

Not 
applicable

Microser-
vices

Competi-
tion-based

Kubernetes 
placement

Serverless-focused studies (n = 8)
 [5] RL adaptive Better than 

default
Adaptive 
policy

Serverless High 
dynamic

Reinforcement 
learning

 [20] Probabilistic 
caching

Request 
distribution

69.1% 
reduction

Cross-edge Invocation 
dynamics

Function 
orchestration

 [13] Gradient-based 30% cost 
reduction

50% 
reduction

Serverless 
workflows

Workflow 
adaptation

Pre-warming 
optimization

 [12] Hybrid 
VM-serverless

44% cost 
reduction

Not directly Hybrid 
environment

Dynamic 
workloads

Scheduling 
hybrid

 [16] Carbon-aware Not primary 
metric

Cold start 
prediction

Serverless 
edge

Edge 
adaptation

ATOM 
framework

 [19] Hybrid 
autoscaling

20% 
improvement

Not 
explicitly

Knative edge Traffic 
prediction

Resource 
optimization

 [36] PPO-based CPU/memory 
balance

Dynamic 
scaling

Serverless 
edge

Traffic 
learning

Proximal 
policy

 [42] Early RL 
approach

Performance 
improvements

Not 
addressed

Serverless Adaptive 
policies

Pioneer RL 
work

Edge and IoT studies (n = 12)
 [28] Joint 

optimization
System 
efficiency

Not 
applicable

Ubiquitous 
edge IoT

Joint 
adaptation

DRL-driven 
strategy

 [29] Deep RL with 
swarm

Distributed 
efficiency

Not 
applicable

IoT edge Swarm 
intelligence

Task 
offloading

Table 5  Platform-specific implementation and autoscaling analysis
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adopted datasets, reflecting their comprehensive production-scale characteristics. 
The prevalence of Google-sourced traces (used in over 15 studies) raises questions 
about evaluation diversity and generalizability across different cloud environments.

6  Discussion and critical analysis

6.1  Performance superiority and theoretical advances

AI-driven approaches achieve transformative improvements: 45% latency reduction 
(n = 10), 32% cost savings (n = 6), and 35% energy efficiency (n = 16), representing 
fundamental advances beyond incremental optimization. Reinforcement learning’s 
dominance (40%) reflects its alignment with sequential decision-making. RL agents 

Study Autoscaling 
method

Resource 
utilization

Cold start 
handling

Platform 
type

Adaptability Implementa-
tion

 [57] Federated 
learning

FL accuracy 
balance

Not 
applicable

Mobile edge Federated 
adaptation

DRL federated 
MEC

 [45] DRL 
containerized

Container 
minimization

Not 
applicable

IoT edge Container 
dynamics

Edge 
intelligence

 [46] ML-based 
allocation

IoT 
optimization

Not 
applicable

IoT networks Machine 
learning

IoT edge 
resources

 [41] Multi-agent 
MARL

Efficiency 
maximization

Not 
addressed

IoT 
controllable

Partial 
observability

URLLC 
optimization

 [47] Heterogeneous 
partition

Resource 
allocation

Not 
applicable

Heteroge-
neous IoT

Heterogene-
ity handling

DNN app 
placement

 [39] DVFS-based 
DRL

Energy-delay 
balance

Not 
applicable

Time-critical 
IoT

Energy-
aware

Edge 
offloading

 [33] Multi-agent 
green

Long-term 
efficiency

Not 
applicable

Green MEC Decentral-
ized

Green resource 
allocation

 [34] Multi-objective Multi-task 
efficiency

Not 
applicable

Industrial 
IoT

Multi-
objective

Industrial 
optimization

 [40] AoI-aware 
partial

Latency-AoI 
balance

Not 
applicable

Industrial 
IoT

AoI 
optimization

Age of 
information

 [?] Human-like 
networking

Throughput 
improvement

Not 
applicable

AI services Human-like 
adaptation

Service 
placement

Serverless platform specifications
 AWS 
Lambda

Round-robin 
placement

15–20% 
waste

100–1000ms FaaS Limited 
adaptation

Per-invocation 
billing

 Azure 
Func-
tions

Bin-packing 
placement

10–15% 
waste

200–1500ms FaaS Medium 
adaptation

Per-execution 
time

 Google 
Cloud 
Func-
tions

Best-fit 
placement

12–18% 
waste

150–800ms FaaS Medium 
adaptation

Per-resource 
billing

 Knative Custom 
scheduler

8–12% waste 50–500ms K8s-based High 
adaptation

Self-hosted 
flexibility

 Open-
FaaS

Kubernetes 
native

10–14% 
waste

80–600ms K8s-based High 
adaptation

Container-
based

Table 5  (continued) 
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Study Energy 
reduction

PUE 
improvement

Carbon 
integration

Renew-
able usage

Method Innovation

Carbon-aware studies (n = 4, 6.3% of total 63 studies)
 [16] CO2 evaluation 

focus
Not measured Yes Yes ATOM 

framework
First serverless 
carbon-aware 
optimization

 [2] 22–35% 
reduction

Not measured Yes Yes Actor-critic 
5 G

Green IIoT 
with renewable 
integration

 [18] 17% per task Not measured Yes Partial CNN-GGCN HunterPlus with 
carbon metrics

 [58] Maximized 
efficiency

Not measured Yes No TD3 
intelligence

Intelligence 
sharing 
with carbon 
awareness

Energy-focused studies (n = 12, 19% of total studies)
 [14] 71% reduction 1.8 → 1.3 No No Digital twin Largest docu-

mented energy 
improvement

 [59] Significant 
reduction

2.1 → 1.6 No No Hierarchical 
DRL

VM power 
management 
breakthrough

 [60] 22% reduction Not measured No No Hybrid 
GA-FPA

Cloud task 
scheduling 
optimization

 [61] 3.68% vs GA Not measured No No Hybrid PSO Energy-
aware SaaS 
deployment

 [35] Significantly 
reduces

Not measured No No Actor-critic 
LSTM

Dynamic 
offloading with 
energy focus

 [39] DVFS 
optimization

Not measured No No DRL edge Time-critical 
IoT energy 
efficiency

 [33] Long-term 
efficiency

Not measured No No Decentralized 
MADRL

Green MEC 
without carbon 
metrics

 [34] Energy-latency 
balance

Not measured No No Multi-agent 
IIoT

Multi-objective 
without carbon

 [38] Maximizes 
efficiency

Not measured No No Multi-agent 
MADRL

Green resource 
allocation

 [37] Reduces energy Not measured No No Joint 
optimization

Ubiquitous 
edge energy 
optimization

 [51] Container 
optimization

Not measured No No Edge 
intelligence

Containerized 
AI energy 
efficiency

 [52] Energy-accura-
cy trade

Not measured No No Federated 
MEC

FL with energy 
consideration

Studies missing energy/carbon metrics (n = 47, 74.6% of studies)
Performance-focused studies without sustainability metrics: 25 studies
Platform studies without energy measurement: 15 studies
Cost-optimization studies ignoring energy costs: 7 studies

Table 6  Energy efficiency and carbon-aware resource allocation studies

1 3

Page 17 of 25     67 



S. Alam et al.

anticipate demands and optimize long-term objectives capabilities traditional reac-
tive approaches lack. This paradigm shift replaces steady-state queuing models with 
learning-based frameworks embracing uncertainty and adaptation. Studies consis-
tently demonstrate AI superiority across latency, cost, and energy metrics, though 
with context-dependent variations. Divergence appears in cold start handling [16, 
19], training overhead impacts [19, 62], and performance-energy trade-offs [16, 58].

6.2  Critical limitations constraining adoption

Despite performance gains, fundamental limitations constrain practical deployment: 

1.	 Evaluation Environment Gap: 70% simulation reliance fails to capture pro-
duction complexity including network variability, hardware failures, and 
cascading effects. Production deployments consistently demonstrate more 
conservative improvements than simulated results, indicating significant 

Table 7  AI/ML vs Traditional methods: Quantitative performance comparison
Performance 
metric

Traditional baseline AI/ML achievement 
(% of baseline)

Average im-
provement (%)

Sample 
size

Imple-
mentation 
cost

Latency 
reduction

100% (baseline) 55% of baseline 45% average n=10 
studies

High 
training 
overhead

Cost 
optimization

100% (baseline) 68% of baseline 32% average n=6 
studies

Moderate 
complexity

Energy 
efficiency

100% (baseline) 65% of baseline 35% average n=16 
studies

Low com-
putational 
cost

Adaptability Static/Reactive Dynamic/Proactive Qualitative 
superiority

n=63 
studies

High 
initial 
investment

Scalability Limited (linear) Enhanced (sub-linear) 2-3× 
improvement

n=12 
studies

State 
space 
challenges

Fault tolerance Manual 
intervention

Autonomous 
recovery

Significant 
reduction

n=8 
studies

Model 
complexity

Note: ’Traditional Baseline’ normalized to 100%. ’AI/ML Achievement’ shows resulting metric 
as percentage of baseline (lower is better). ’Average Improvement’ = (100% - Achievement%). For 
example: latency 100% → 55% represents 45% improvement

Study Energy 
reduction

PUE 
improvement

Carbon 
integration

Renew-
able usage

Method Innovation

Critical Research Gap Analysis
Carbon-Awareness Gap: Only 4 of 63 studies (6.3%) integrate carbon metrics
Energy Measurement Gap: 47 of 63 studies (74.6%) ignore energy consumption
Real-time Carbon Integration: No studies implement dynamic carbon intensity
Renewable Energy Integration: Only 2 studies consider renewable availability
Carbon Accounting Standards: No standardized carbon measurement framework

Table 6  (continued) 
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transferability limitations. For example: CloudSim-based scheduling studies 
often report 60–70% latency improvements, while testbed validations [22, 23] 
typically observe 20–35% due to network jitter, hardware heterogeneity, and OS 
scheduling interference.

2.	 Computational Overhead Trade-offs: Deep reinforcement learning requires 
extensive offline training and significant real-time computational resources, 
potentially offsetting efficiency gains. This creates tension between model 
sophistication and operational simplicity critical for production systems.

3.	 Scalability Validation Gap: Most evaluations occur at limited scale (≤ 100 
nodes). Challenges of scaling to thousands of nodes state space explosion, com-
munication overhead, coordination complexity remain largely unaddressed.

4.	 Interpretability Crisis: AI models operate as black boxes, creating challenges 
for debugging, compliance, and operator trust. Only 4.8% of studies incorporate 
explainable AI techniques [23], leaving substantial gaps between capability and 
operational acceptance.

6.3  Methodological deficiencies

(1) Statistical Rigor: Many studies report averages without confidence intervals, 
undermining reliability. No formal meta-analytic statistics are employed due to het-
erogeneous data sources and incomplete statistical reporting across primary studies. 
(2) Baseline Inconsistency: Different implementations prevent objective compar-

Table 8  Standard datasets and workload characteristics used across studies (n = 63)
Dataset Type Duration Scale Metrics Used by
Google Borg 2019 Production trace 31 days 96K 

machines
CPU, Memory, 
Priority

[1, 14] + 10 
others

Google Cluster 
Traces

Production trace 29 days 12.5K 
machines

Full system 
metrics

Most widely 
used dataset

Alibaba 2018 Production trace 8 days 1.3K 
machines

Co-location 
patterns

[24, 48] + 6 
others

Azure Functions Production trace 14 days – Invocation 
patterns

[12, 16] + 4 
others

Azure Public 
Dataset

Production trace 30 days – VM allocation Comprehensive 
cloud traces

AWS Lambda 
Traces

Production trace 7 days – Serverless 
patterns

Function ex-
ecution data

NASA HTTP Workload trace 3 months – Request patterns [5, 20] + 2 
others

ClarkNet Workload trace 2 weeks – Web traffic [3, 22, 44]
Synthetic Generated Variable Variable Customizable [15, 43] + 13 

others

Quality dimension  High (%)  Medium (%) Low (%)
Methodological soundness 65 29 6
Reproducibility (code/data) 24 44 32
Statistical rigor 13 38 49

Table 9  Quality assessment 
summary
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ison. (3) Generalization: Models trained on specific workloads fail to generalize 
across contexts. (3) Key finding (Table 9): Only 13% provide statistical validation 
(confidence intervals or significance tests); 49% demonstrate low statistical rigor.

The field requires coordinated effort addressing evaluation methodology, system 
design, and operational practices to transition from research prototypes to produc-
tion-ready systems.

7  Research gaps and future directions

Our systematic analysis identifies five critical research gaps preventing transi-
tion from laboratory prototypes to production-ready AI-driven resource allocation 
systems:

Gap 1: Carbon-Awareness Deficit (Priority: Critical)
Only 4 of 63 studies (6.3%) integrate carbon footprint metrics, despite data centers 

consuming ∼1% of global electricity and cloud providers’ net-zero commitments. 
Required: Real-time grid carbon intensity integration and standardized carbon 
accounting. Integrate real-time carbon intensity APIs (e.g., ElectricityMap, Watt-
Time) into schedulers with carbon-aware SLOs (e.g., 99.9% requests <100ms AND 
≤500 kg CO2e/1 M), polling forecasts at 5–15 min intervals.

Gap 2: Production Validation Crisis (Priority: Critical)
70% of studies rely solely on simulation environments, with only 6% conducting 

production deployments. Required: Industry-academic partnerships and longitudi-
nal studies (>6 months). Establish shared evaluation platforms (e.g., CloudLab-style 
testbeds with 100+ nodes), release production traces with fine-grained metrics, and 
develop containerized benchmarking frameworks with automated workflows and 
production-grade monitoring.

Gap 3: Evaluation Standardization (Priority: High)
Inconsistent baselines and experimental procedures prevent objective compari-

son, with only 51% of studies providing quantifiable performance data. Required: 
Community benchmark suite and standardized metrics including sustainability indi-
cators. Propose minimal metric set: latency (P50/P95/P99), SLO violation rate, cost 
per request, energy (kWh), carbon (kg CO2e). Mandatory baselines: threshold-based 
autoscaling, default platform schedulers, static 2× over-provisioning, with statistical 
validation requiring confidence intervals.

Gap 4: Scalability Limitations (Priority: High)
Most evaluations occur at laboratory scale (<100 nodes), while production envi-

ronments require management of thousands of heterogeneous nodes. Required: Hier-
archical RL architectures and federated learning approaches.

Gap 5: Interpretability Barriers (Priority: Medium)
AI systems operate as black boxes, creating operational challenges for debugging 

and compliance. Required: Explainable AI integration and confidence estimation 
frameworks. Recommended XAI approaches include SHAP for feature importance 
in state representations, saliency maps for deep RL architectures, policy visualiza-
tion for decision boundary analysis, and confidence estimation for safety-critical 
deployments.

1 3

   67   Page 20 of 25



AI-driven resource allocation in cloud computing: a systematic review…

8  Conclusion

This systematic review of 63 studies reveals significant AI performance potential 
alongside critical deployment barriers. Among the 32 studies providing quantifi-
able data, AI methods demonstrate substantial but highly variable improvements: 
latency reductions of 11−77.7% (n=10), cost savings of 10–48% (n=6), and energy 
efficiency gains of 3.68-71% (n=16). However, these results must be interpreted cau-
tiously given methodological limitations. Three gaps constrain adoption: evaluation 
validity (70% simulation, 13% statistical validation); sustainability neglect (6.3% 
carbon-aware); and scalability uncertainty (most evaluations < 100 nodes). The 
field requires production validation with statistical rigor, standardized benchmarks, 
carbon-intelligent management, and scalable fault-tolerant architectures. Current 
research prioritizes algorithmic novelty over empirical validation, creating deploy-
ment readiness gaps. AI-driven cloud resource allocation stands at a critical transition 
point where technical promise exists but production deployment faces substantial 
barriers. Addressing evaluation rigor and sustainability integration represents the 
most urgent research priorities for advancing from laboratory prototypes to produc-
tion-ready systems. Study limitations include English-language restriction, poten-
tial publication bias, and insufficient quantitative data preventing meta-analysis. The 
heterogeneous evaluation methods and baseline definitions limit cross-study com-
parisons, highlighting the need for standardized assessment frameworks in future 
research.
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