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Abstract—We propose a novel covert communication system
in which a ground user, Alice, transmits unauthorized message
fragments to Bob, a low-Earth orbit satellite (LEO), and an
unmanned aerial vehicle (UAV) warden (Willie) attempts to
detect these transmissions. The key contribution is modeling a
scenario where Alice and Willie are unaware of each other’s
exact locations and move randomly within a specific area. Alice
utilizes environmental obstructions to avoid detection and only
transmits when the satellite is directly overhead. LEO satellite
technology allows users to avoid transmitting messages near a
base station. We introduce two key performance metrics: catch
probability (Willie detects and locates Alice during a message
chunk transmission) and overall catch probability over multiple
message chunks. We analyze how two parameters impact these
metrics: 1) the size of the detection window and 2) the number of
message chunks. The paper proposes two algorithms to optimize
these parameters. The simulation results show that the algorithms
effectively reduce the detection risks. This work advances the
understanding of covert communication under mobility and
uncertainty in satellite-aided systems.

Index Terms—Covert communication, LEO satellite commu-
nication, unmanned aerial vehicle, detection probability.

I. INTRODUCTION

ITH wireless communication technologies being
widely used in daily life, information security is es-
sential to protect users’ anonymity and privacy [1]. Generally,
not only the content of information but also the transmission
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behavior is valuable to a malicious user [2]. Covert communi-
cation aims to hide the transmission behavior and make wire-
less transmissions undetectable [3]. In covert communications,
the transmitter, Alice, transmits to the receiver, Bob, and the
warden, Willie, monitors and analyzes the received signals
to detect whether the transmission is happening (see e.g.,
[4]). An information-theoretic approach to achieve covertness
by concealing messages as noise is proposed in [5], [6].
Afterwards, many scenarios focus on extending the model.
For example, a jammer can be introduced to this model to
guarantee that the received signal power varies randomly [7]-
[9]; a third participant, Carol, can provide the signal for Alice
to hide in it [10]-[12]. Other schemes are considered in a
recent comprehensive survey [3] and references therein.

Non-Terrestrial Networks (NTNs) are an essential technol-
ogy of the sixth-generation (6G) communication infrastructure,
providing ground users with ubiquitous connectivity without
being limited by terrain and topography [13], [14]. Low-Earth-
Orbit (LEO) satellites are the crucial components of NTNs
[15], [16]. In recent years, thousands of LEO satellites have
been placed around the Earth at altitudes of about 500 to 2000
km above sea level at high speeds to provide global users with
relatively low-latency high-bandwidth communications [17]—
[19]. The deployment of NTNs allows the ground user to use
small devices, such as smartphones, to transmit messages to
the LEO satellite [20]. It presents a significant challenge to
security [21], [22]. For example, a spy can covertly leak an
unauthorized message to the outside through the LEO satellite,
considering the vast coverage provided by the satellite. In
contrast, we can also use LEO satellite communication to hide
various aspects of communications and increase anonymity
and privacy.

This paper considers the transmission of covert messages
in an LEO satellite communication scenario. The ground user,
who acts as Alice, wants to transmit an unauthorized message
to the LEO satellite, which acts as Bob. An unmanned aerial
vehicle (UAV) acts as Willie, guarding the area to detect unau-
thorized transmissions [23]. We assume that Alice and Willie
realize each other’s existence but do not know each other’s
location [24]. Alice will be static during the transmission,
but she will move and randomly find another location for
the subsequent transmission. Since satellite communication is
allowed in this area, Willie has to move close to Alice to
determine whether the transmission is authorized, even though
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he has already detected it.

Various covert satellite communication scenarios were re-
cently considered in [10], [21], [22], [25], [26]. For example,
[21] achieved the covert transmission from the satellite to the
user on the ground by deploying massive LEO satellites at
different altitudes around the Earth as a backhaul for UAVs
that serve users. [22] achieved the covert transmission by
employing a rate-splitting multiple access technique at the
satellite transmitting to users and simultaneously transmitting
jamming signals to Willie. [10] achieved the covert transmis-
sion by letting the satellite send an overt signal superimposed
by a covert signal, which the public user Carol, the receiver
Bob, and the warden Willie receive. [25] achieved the covert
transmission with the help of the reconfigurable intelligent
surface (RIS), which is placed near the receiver Bob to reflect
the received signal. A growing body of literature discusses
covert communication in UAV scenarios, e.g., [7], [11], [23],
[27]-[29], and references therein. In this case, [23] used a
UAV as a relay to help Alice transmit the message, and
Alice used the obstructions to weaken Willie’s detection. [7]
considered a jammer-aided UAV covert communication system
where the jammer helps the UAV Alice to transmit covertly
by interfering with Willie. [11] considered a UAV as Alice,
and Carol combined simultaneously transmitting and RIS to
help Alice cover the message. Some papers also consider
the movements of Alice, Bob, and Willie. For example, [24]
considered the UAV scenario in which both Bob and Willie
are UAVs and neither knows the location of the other. [30]
considered multiple Willies move randomly and independently
inside a certain region around Bob in the ground scenario.
[31]-[33] considered the UAV scenario, and Alice performs
as a UAV, Bob and Willie are static on the ground.

Most relevant papers do not analyze how location uncer-
tainty affects the detection probability or only assume that the
moving character is the UAV. In contrast, the characters on the
ground are static. This is because the transmission channel can
vary rapidly with different environments and be significantly
affected by surrounding obstructions on the ground.

We consider the impact of location uncertainty on detection
probability by assuming that Alice and Willie’s locations
change randomly in the area. Here, we focus on how Willie’s
detection probability changes with different channel coef-
ficients and how Alice’s transmission rate affects Willie’s
judgment of unauthorized transmission after he detects a
transmission. The contributions of this paper are summarized
as follows:

1) We propose a novel covert communication scenario that
considers using the satellite to transmit and the UAV to
detect. In this model, we relate the transmission rate, the
detection probability, and the UAV’s moving speed; all the
parameters affect the covert transmission performance.

2) We introduce the catching probability as the new perfor-
mance metric, defined as the probability that Willie detects
the transmission and locates Alice during the transmission,
to evaluate the covertness of the transmission, which is
based on the assumption that Alice and Willie realize each
other’s existence but do not know each other’s location.

3) We derive the expression of the catch probability, analyze
it, and propose approximate algorithms to find the optimal
detection window size accordingly. The simulation results
show that the catching probability changes with the de-
tection window size and that the proposed algorithm can
accurately approximate the optimal value.

4) We analyze how many chunks should be split to minimize
the overall probability of catching and propose an algorithm
to approximate the number of chunks that should be split.
The simulation results show that the number of chunks split
significantly affects the overall probability of catching, and
the proposed algorithm performs well.

The remainder of the paper is organized as follows. In
Section II, we describe the architecture of the covert commu-
nication scenario and formulate the problem. In Section III, we
derive and analyze the expression of the catching probability
and propose an algorithm to approximate the optimal detection
window size. In Section IV, we derive and analyze the expres-
sion of the overall probability of catching and the message
splitting methods in two cases. Numerical and simulation
results are given in Section V. Finally, our work is concluded
in Section VL.

II. SYSTEM MODEL

As shown in Fig 1, Alice moves on the ground and wants
to covertly transmit an unauthorized message to Bob, an LEO
satellite. Willlie, the warden, is a UAV patrolling the sky
and trying to detect potential transmissions. Alice and Bob
know each other’s existence but do not know each other’s
location. Since satellite communication is not forbidden in this
area, Bob has to move close to Alice during her transmission
to judge whether the transmission is authorized. We assume
that Alice and Willie move in a square area of length u
[33]. Obstructions, such as buildings and trees, are commonly
located in this area.

Willie

Fig. 1. Covert communication model in the LEO satellite communication

systems.
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1) Alice: Alice can take advantage of the obstructions in
the area, such as near a tree or a building, to reduce Willie’s
detection probability [23]. Before transmitting, she will ob-
serve the surroundings. If Willie appears in the radius ry, she
will stop transmitting to avoid Willie’s detection. Of course,
Alice’s transmission may also be affected by the obstructions.
Thus, she will only transmit the message when the LEO
satellite is in the central sky; Alice has limited transmission
time in a transmission slot. During the transmission, Alice
remains stationary. After the previous transmission, she moves
randomly in the area and finds another appropriate location to
transmit in the next transmission slot.

2) Bob: Bob is the LEO satellite that receives Alice’s
message. However, the LEO satellite communication system is
organized by multiple satellites, and Bob does not represent a
specific satellite. The LEO satellite is moving fast around the
Earth. Each satellite has a transmission slot of size t.. After
time tc, another satellite will move into the sky over Alice.
The new satellite will also be Bob. We assume that the LEO
satellites are distributed uniformly, then, t; is constant.

3) Willie: Willie patrols slowly and detects the transmission
periodically only when hovering in the sky. We assume that
when he detects a potential transmission, he can determine
the direction and fly to the signal source at a much higher
speed Vy,. Willie has a catching radius r,,, which is defined
as the maximum distance from Alice that Willie can judge the
authorization of the transmission. Here, we assume ry > rj.

A. Channel Model from Alice to Bob

Although Alice transmits near buildings or trees, obstruc-
tions will not affect the transmission since she only transmits
when the LEO satellite is overhead. Since we assume that
Alice will keep stationary during the transmission, we consider
that the channel model from Alice to Bob follows the large-
scale Line-of-Sight (LoS) path loss gap with a small-scale
Rician fading hgp. The channel coefficient between Alice and
Bob is as follows.

PsGs
d.+- '’

ab

Jab = ()
where G, is the gain of Alice’s transmission antenna, Gy, is the
gain of Bob’s receiving antenna, dap is the distance between
Alice and Bob, and |_ is the path-loss exponent of LoS. Here,
we assume that | = 1 reflects the free propagation nature of
LEO satellite communication.

r r

Ko
—— h + I
1+K, - 1+ Ko

where Kg represents the Rician factor, h os denotes the gain
of the LoS and jjhosjj = 1, and hnos denotes the gain of
the LoS and hyLos  CN(0;1).

Considering the noise at Bob is the complex additive white
Gaussian noise (AWGN) np[k]  CN(0; 2), the transmission
rate between Alice and Bob is

hap = (INTIRY 2

Paggbjhabjz
2

b

Rap = log(1 + ); 3)

where Rgp is the transmission rate per Hz. In the following,
we use the average transmission rate Rap to evaluate Alice’s
transmission time given the message size. The average trans-
mission rate is calculated by the Monte Carlo simulation. In
this paper, we do not consider the specific modulation, and we
assume that Alice transmits each symbol as one bit.

Notice that we adopt the LoS path channel model, a simpli-
fied communication model between Alice and Bob, because
this paper proposes a novel covert communication model that
focuses on the conflict between Alice and Willie. However, in
practice, the high-speed motion of LEO satellites inevitably
induces strong Doppler shifts, leading to an increase in bit-
rate errors.

B. Channel Model from Alice to Willie and Hypothesis Testing

Since Alice uses the building or the trees to inhibit Willie
from detecting the transmission, we assume that the channel
model from Alice to Willie follows a large-scale Non Line-of-
Sigh (NLoS) path loss gaw With a small-scale Rayleigh fading
haw. The channel coefficient between Alice and Willie is as
follows.

b
— GaGw. @)

Gaw = 4w

where G4 is the gain of Alice’s transmission antenna, Gy
is the gain of Willie’s receiving antenna, day is the distance
between Alice and Willie,  is the path-loss exponent of
NLoS, and is the excessive path-loss coefficient of NLoS
channels. Here, we assume that = 1:5. The coefficient of
Rayleigh fading haw,  CN(0;1).

The baseband signal sent by Alice is denoted as X5[K], k =
1;2;::: M, which satisfies E[jx4[K]j?] = 1. Each symbol X4[K]
is independent and distributed identically (i.i.d.) where M is
the length of the message. Alice will transmit the signal with
a fixed transmission power P,. Then, the received signal at
Willie is

P
Ywlk] = PagawhawXa[K] + nw[K]: @)

Here nyw[k] CN(0; 2) is the noise at Willie, which is also
iid.

We assume that Willie determines whether Alice is trans-
mitting based on the received signal power. Since Willie does
not know when Alice starts transmitting, he will detect two
kinds of signals. Hp represents the null hypothesis that Alice
is silent. Hq is the alternative hypothesis that Alice performs
the transmission to Bob. Then, the received signal at Willie is
as follows.

Nw[K]; Ho:

K= i
Yulk] PaganhawXalk] + Nu[K]; Hi:

(6)

Next, Willie will make a binary decision by comparing the
received signal’s average power T, with the preset detection
threshold . The formula is given by

D1
iywlili? z W (7)

1
w=r
=1
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where L is the detection window size, representing how many
symbols Willie will observe to detect. Dg and D1 denote the
detection results. When Ty, > y, Willie chooses the decision
D1, Alice is transmitting to Bob. On the contrary, when Ty, <
w, Willie chooses the decision Dg, that is, Alice is silent.

C. Willie’s Catching Process

In practice, considering the presence of NLoS effects and
urban obstructions, Willie may not always determine the
accurate location through the received signal. However, he is
able to distinguish the direction by using some signal strength
detection approaches. Therefore, although Willie can detect
the transmission over a long distance, he can not locate Alice
accurately until he moves close enough to Alice. Besides,
as introduced in Fig. 1, Willie must locate Alice during
her transmission to Bob. Otherwise, he can not tell whether
the detected transmission is unauthorized. Fig. 2 represents
Willie’s catching processing after detecting a transmission.
In the figure, the parameters are denoted as follows. vy, is
the catching speed defined as Willie’s moving speed to Alice
after detecting the transmission, dgy is the distance between
Alice and Willie, ry, is Willie’s catching radius defined as the
maximum distance that Willie can locate Alice accurately, Iy
is Alice’s observation radius defined as the maximum distance
that Alice can observe Willie. d2,,, r%, and r are the projec-
tions of daw, w and ra to the horizontal plane respectively.
According to Fig. 2, when Willie detects a transmission, he
will horizontally fly to the transmission source with a speed
V. He will continuously detect Alice’s transmission to locate
her during the flight. Once the distance daw 'y, Willie will
catch Alice if she is still transmitting.

Willie

Fig. 2. Definitions of Willie’s catching radius and Alice’s observation radius
during the transmission between Alice and Bob.

D. Problem Statement and Performance Metrics

We consider two main problems based on the proposed
novel covert communication model. First, how does the size of
the detection window affect the system performance in terms
of the probability of catching? We define the catching proba-
bility Pc5 as the probability that Willie accurately locates Alice
during Alice’s transmission. From (6) and (7), we know that
Willie’s detection will be more accurate when the detection

window size L is larger. However, Alice is transmitting a
finite-length message. If Willie spends too much time receiving
the detection symbols, he may not have enough time to locate
Alice.

Second, how should Alice split the message chunks to re-
duce the overall catching probability? Based on the first prob-
lem, the catching probability for each chunk can be reduced
when Alice splits the message into smaller chunks. However,
Alice must transmit multiple times to complete transferring
the whole message, which offers Willie more chances to catch
Alice. We define the overall catching probability Po, as the
catching probability considering multiple times.

III. CATCHING ANALYSIS AT WILLIE CONSIDERING
DETECTION WINDOW SIZE

In this section, we first analyze the detection probability
at Willie and find the minimum miss detection subject to
the false alarm constraint. Then, we derive the probability
density function and the cumulative distribution function for
the distance between Alice and Willie. Finally, we derive the
approximated catching probability and propose an algorithm
to find the optimal detection window size.

A. Detection Analysis

According to binary hypothesis testing, Willie may make
two types of mistakes. The first is the False Alarm (FA), which
represents that Willie makes the decision D1 while Alice keeps
silent. The second is the Miss Detection (MD), representing
that Willie makes the decision Dy while Alice is transmitting.
We will find the expressions of FA and MD in the following.

1) False alarm probability Pg a: According to (6) and (7),
when the detection threshold y is given, the false alarm
probability Pga can be expressed as

Pea =Pr(Tw wjHo): ¥

When Alice is at status Hg, the transmission does not
happen; Willie will only receive the complex AWGN n,y[K]
CN(0; 2). Considering the complex AWGN, we have
2jnw[K]j?= 2, which follows the chi-square distribution. Then,
we have

iywlk]i®
&=2

2(2); 9)

where () is the chi-square distribution. Since noise symbols
Nwlk] (k = 1;2;::: M) are i.i.d., the average Power Ty, can
be expressed as

2

W 2(21):

5L (10)

jywlili?
i=1
Then, the false alarm probability Pg a can be calculated as
follows.

Z 1L 1 LTw
Pra = Tw (Lz)Le W dTy
()

2
w

L
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where (L) = (L 1)! is the Gamma function. (;) is
e lower incomplete Gamma function given by (n;X) =
“e Zz" ldz
0 .

2) Miss detection probability Pmp : When the detection
threshold y is given, the miss detection probability Pyp can
be expressed as

Pup =P T(TW <

wiH1): 12)

Considering that Willie is assumed to hover during the
detection, the coefficient of Rayleigh fading hy,  CN(0; 1)
does not vary over time. In addition, since the signal symbols
Xa[k] and the complex AWGN ny[K] (k = 1;2;::: M) are
ii.d., the received signal yw[k] also follows the complex
Gaussian distribution. That is, the expression of y,y[K] is given
by

P
PagawhawXa[k] + nw[k]  CN(0;gZ\Pa+ 2): (13)
Then, the average power of the received signal Ty, at the

status Hj is

X p_
T\/'\;|1 =T J PafawhawXalK] + nW[k]jz:

L i=1
Similar to (10), the average power Ty, also follows the chi-
square distribution. Then, we can get its expression as

gawPat+ & >
= = = 2L
oL (2L):

Then, the probability of miss detection Ppp can be calcu-
lated as follows.

T (14)

Z

TET Lo

e 9wPa+ & dT

o (L)(g2 2) "
_ (L 92 p + 2)

(L)

3) Detection threshold y: Since Willie’s catching prob-
ability is mainly affected by the MD probability, we mainly
focus on minimizing Pypp with the threshold . However,
when the FA probability is high, Willie will waste more
energy chasing the wrong target and may also miss the chance
to detect Alice’s transmission. Therefore, Pga should be
constrained by a minimal value . Then, we need to solve
the optimization problem min  Ppmp subject to Pea

According to (11) and (15), we find that Pga decreases
with the increasing  and Ppmp increases with y. Since
the FA probability is constrained by Pga , the optimal
threshold ,, can be calculated by

Pmp
(15)

(L Lng) _
(L)

According to the definitions of FA and MD, Pga and Pyp
decrease with the increasing detection window size L. Then,
the optimal threshold , decreases with the increasing L.

(16)

B. Distance Analysis Between Alice and Willie

According to the system model, both Alice and Willie move
in a square area of length U. During the transmission slot,
Alice remains static in place. Other than that, she will move
randomly in the square area. Bob always moves randomly in
the square and remains static during the detection. According
to (4), the coefficient gaw(daw) can be considered as a function
of daw, where day is the distance between Alice and Willie.
Therefore, it is essential to find its expression. Let Alice’s
location and Willie’s projected location in the horizontal plane
be (Uax;Uay) and (Uwsx; Uwy), respectively. Then, Uax, Uay,
Uwx and Uwy follow the uniform distribution U(0;u). The
absolute values of dy = juax Uwxj and dy = juay  Uwyj
follow a triangle distribution with the probability density
function (PDF):

_2u x), :
f(x) = T,O X U 17)
Then, the joint PDF is
4 d d
fgady) =200 Do ga, w ag

According to [34], we can calculate the project distance
tween Alice and Willie in the following way. Since d%,, =

(Uax  Uwx)? + (Uay Uwy)?, we consider the Polar Coor-
dinate and let jUaxy Uwxj = dC€0S and juay Uwyj = dsin ,
where 0 d u 2and1 5. According to (18), the

joint PDF can be recast to

£(d: )= 4d(u dcosuZ(u dsin ): (19)
When 0 d u, the marginal PDF of (19) as a function
of d can be written as
Z _
4 z .
fo(d) = — (u dcos )(u dsin )d
o (20)
_2d 8d*  2d®
T ow

Similarly, when u < d upz according to the limitations
dcos u and dsin u, we have 2 [arccos §;arcsin §].
The marginal PDF of (19) as a function of d can be written
as

@ A 4pd2 u?

2d 4d
— +
u u? u

fo(n) = 5 ( ) 2D

Therefore, the PDF of the projected distance dJ,, can be

expressed as

82d 4d  d?y.
=25( p_u W . 0 d u
fo(d)= _2@G¢ & v (E+2 ) b
= 4arctan u?y; u<d u 2
(22)
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Then, the cumulative distribution function (CDF) of fp(d)
can be expressed as

8
d* 8d® d?. .
%géaz TR 0 d u
1, 2 g*
3 u? 2u?
= P.
PCDF(d) % 4d? arctan 7"1 u? (23)

u2
P P-
4 ¢ 2d? dZ_u?. .
+3(z +1)—F— u<d u 2

Furthermore, we find the expectation of fp(d) as

2d® 2d* 4, 2 d®

5u? us + 3u2’ 0 d
2u 4 2C_2d®  2d°

15 3u2p 5u4

E¢,(d) = 8d® arctan —9~

u;

(24)

u<d upi:

Finally, the distance between Alice and Willie day can be
expressed as

daw = pdgfw +H2; (25)

where H,y is the height of the UAV Willie.

C. Catching Probability and Optimal Detection Window Size

We assume that Alice needs to transmit the message with
the length of M bits per Herz. The unit transmission rate
Rap can be calculated from (3) Rap. Then, the Monte Carlo
simulation calculates the average transmission rate Rgp. As
we mentioned in the system model, to focus on the problem,
we do not consider the corresponding channel codes for the
bit rate error and the modulation techniques to simplify the
system model. We assume that Alice transmits one bit in each
symbol. Thus, we find Alice’s transmission time tyy is

tor = =—: (26)

Willie can catch Alice only when he detects the transmission
and locates Alice by chasing the signal within time ty-. Here,
we assume that Willie is not always detecting the transmission.
Instead, he will wait for the transmission time of lg symbols
after the first detection and collect the following L symbols to
detect. Therefore, during transmission, Willie can detect the
transmission multiple times. Meanwhile, when Willie is far
from Alice, even though he detects the transmission, he may
not be able to find Alice during the transmission. Thus, we
consider using the effective detection frequency S to measure
the number of detections Willie can make to find Alice.

The probability of catching is determined by the projected
distance dl,,, the projected radius r%, and rl,. When d%,,
rg, Alice can observe Willie. Thus, she will not transmit the
message to the LEO satellite Bob, and the catching probability
is Pca = 0.

When rl  dY,, rl, Willie can find Alice immediately
when he detects the transmission without being observed by
Alice, and the maximum effective detection frequency S, is
given by

Sm = e, 27
m =0 @7)

where dze is the ceil of z. Then, the catching probability under
the condition that the effective detection frequency Sm, is

Pca(L;dawjs =sSm) =1 (Pmp(L; daw))®™; (28)

where Ppp(L; daw) is the miss-detection probability in (15)
as a function of L and daW
When d2,, > rl, if M

is not an integer, the catching

L+I
probability in (28) holds for the following range.
M L (daw ")Rab
Sm Yw
0 wM L (L+l)6m 1), .
s — +ry,:
Rab

Therefore, when r%  d2, YoM _(LHs)sm) 4 rb,, the

Rab
conditional catching probability can be calculated from (28)

When the effective detection frequency is S = i ( where
1 i1<5sm), we have
) M L (A3 Vr&,)ﬁab )
i o <i
L+l
ERY
> M L CED ey o)
Rap
vw(M L (L+1)@G0 1
P R(b SIGEES Y
ai
Then, the catching probability under the condition that the
effective detection frequency S =i is

Pea(L;dawjs =) =1  (Pmp(L;daw)):  (31)

Since the distance d%, is a random variable with the
probability density function fp(d) in (22), the probability of
the corresponding distance range can be calculated from (23).
d2

fo(d)dd = Pcpr (d2)

dp

Pais(s = 1) = Pcor (d1):
(32)
Here [d1;d] is the range of dl,, previous introduced.

To find the expression of the catching probability Pca(L)
as a function of L, we find the approximation results for (28)
and (31). According to (24), the expectation of daW in range
[d1; d2] can be calculated by

—0
dow = Efp(d2)  Efg(d1) +d: (33)
From (25&1 the average distance between Alice and Willie

is daw = daW + HZ. Therefore, for 1 i Sm, the
approximated catching probability under the condition s = i
is
Pea(L;dawjs = i) =1  (Pmp(L;daw))'": (34)
Finally, according the (32) and (34), the catching probability
can be calculated by

Pea(L) = Pca(L; dawjs =

i=1
According to the above formulas, we propose Algorithm 1
to solve the optimization problem max_ Pca(L). According
to (27), the algorithm needs to spend O(M?) time to find all
the values of Pcy and spend O(M) time to find the maximum
among Pca. The time complexity of Algorithm 1 is O(M?).

DPais(s =1):  (35)
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Algorithm 1 Optimal Detection Window Size
Input: Channel gains G, Gy, , square area size U, speed
Vy, message length M, detection interval lg, noise power
2, transmission power Pg, projected radius r%, rl,

W
average transmission rate Rgp
Output: Optimal detection window size L

1:forj ltoMdo
‘ hid - @
xos® dfle
4: fori 1to s& do
5: ifi= Sr(%) then
6: dl Ia " " @ 1
7. d, Yw(M j (JRabs)(s ) 4+ rd,
8: else if i < S ) then
N d, VM 10D g
0 dy YoM ] R(J""s)(' D) 4
1: end if *
12: B)dls(s =1i)=Pcpr(d2) Pcpr(d1)
13: dow = EfDI()dz) E¢,(d1) +di
14: Jaw ﬂLW_
(do,,+H2) N2

- _a P )
15: Pmvmp g?‘m
16: Pca(ijs = 1) 1 (Pmb)!
17: end for o
18: Pca() isgl Pca(ijs = i)Pgis(s = i)
19: end for

200 L =arg max Pc(j
g, max, ca(i)

IV. MESSAGE SPLITTING AT ALICE

In this section, we mainly derive the expression of the
overall catching probability when applying the message split-
ting at Alice. Then, we analyze how the overall catching and
catching probabilities change with system parameters such as
Alice’s transmission power, message length, and square area
size. Finally, we propose two cases to study our system model
further.

A. Overall Catching Probability

From the (27), we know that the effective detection fre-
quency increases with the message length M, which leads to
an increase in catching probability for each chunk according
to (31) and (35). Therefore, Alice may consider splitting the
message with length M into n smaller chunks with length
M=n, where n 2 [1;N]. Thus, Willie’s catching probability
for each chunk will decrease accordingly. However, Alice
needs to transmit the whole message with N transmission
slots. In other words, Willie will have a n 1 higher chance
of detecting the transmission of the message. Whether the
message splitting method will decrease the overall catching
probability for a message needs further study. Here, we will
derive the overall catching probability expression similar to
the previous section’s derivations.

The maximum effective detection frequency is Sjm =
dM Le. When dg,  WM=n E_(H)6m 1) g g
Rab

cording to (28) and (33), the approximated catching probability
for a chunk under the condition that the effective detection
frequency S = Sy can be e expressed as

(PM D (aaw)sn-l :

Notice that the detection window size L is a given parameter
and Pnp(daw) is a function of day.

Pea(n; dawjs = sm) =1 (36)

When the effective detection frequency is S = i ( where
1 i < Sm), accordlng to (30), the projected distance
d?,, satisfies d%, VwM=n L (L) r’, and d’,

aw R
VoML (L+'S)(' D) 4+, Then the approximated catching
probablhty “for a chunk under the condition that the effective

detection frequency S =i is given by
Paa(is =) =1  (Pmp(daw))"

According to (32), the catching probability for a chunk can
be expressed as

(37

Pca(n) = Pca(n; dawjs = i)Pgis(s = i): (38)
i=1
Then, if Willie does not catch Alice, the probability will
be Pnc(nN) =1 Pge(n). In a new transmission slot, Alice
will observe Willie and stop transmitting if he is located
within Alice’s ra radius. Thus, the transmission is postponed
to the next transmission slot; that is, Alice needs to spend one
more transmission slot. This scenario will happen with the
probability P5s, which is given by
z

Pas =

ra

fp(d)dd = Pcpr (ra): (39)

0
Alice must spend at least N times to complete transmitting
the whole message. If Alice spends n times, the probability of
not being caught by Willie is (Pnc(n) Pas)". Then, if Alice
spends N+ 1 times, the probability is r11 (Prc(n)  Pas)Pas.
Similarly, if Alice spends n + 2 times, the probability is
221 (Pnc(n)  Pas)"PZ. Continuously, if Alice spends

n + i times, the probability is n+ii 1 (Prc(n)  Pas)"PL
Therefore, the sum of all the probabilities is
— X i npi
P = - n+i 1 (Pnc(n) Pas) Pas
x . @
= (Pnc(n)  Pas)" N +i 1 as:

According to the negative binomial theorem, the probability
in (40) can be recast to
1 Pca(n)

Therefore, the overall catching probability for a message
can be expressed as

Pas

P=( »: (41)

1 Pca(n)
1 Pas
According to the above formulas, we propose Algorithm 2

to solve the optimization problem minp Pg, (n). The algorithm
needs to spend O(N M) time to find all the values of Poy, and

Pas

Pw(n) =1 ( " (42)
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Algorithm 2 Optimal Splitting-Chunks Quantity
Input: Channel gains G, Gy, , square area size U, speed
Vy, message length M, detection interval lg, noise power
2 transmission power P,, projected radius r, rd,
average transmission rate Rap, detection window size L
Output: Optimal splitting-chunks quantity n

_ (L)
1: w _ 1 T
2: Pas  Pcpor(ra)
3:forj 1toN do
a s® dMIte
5. fori  1tosd do
6: ifi= s(njq) then
7: d]_ la .
8 d,  YwMEi L ALH)GR 1) o0
’ . ﬁab w
9: else if i < sm) then
10: d; vwM=j L (L+1s)i) 4 o
’ Rab w
. vw(M=j L (L+Is)( 1)) 0
11: d.z R +r),
12: end if
13: B)dis(s =1i)=Pcpr(d2) Pcpr(di)
14 dow = EfD'gde) - E¢o(d1) +d1
i N
16: 5 (L;gg\wpav‘vF gv)
. MD (S )
17: Peaijs=1) 1 (PmbD)'
18: end for

_ ad . . .
190 Prc()) 1§ Pac(ijs = i)Pais(s = i)
20 Poy() 1 (Bpeghes)l
21: end for
22:. n =arg min Pgy(j

g min ov(d)

spend O(N) time to find the minimum among Py,,. The time
complexity of Algorithm 2 is O(NM).

Although Alice splits the message into smaller sizes, the
split message length is generally much larger than the detec-
tion window size, M=n > L. This is because the splitting-
chunks quantity n are always constrained by N. Two reasons
determine the constraint. First, when Alice decides to transmit
N chunks separately for each message, she needs to spend n
transmission slots. The time t; spent in each transmission slot
is usually much larger than the transmission time. Therefore,
the time cost may not be acceptable with a large n. Second,
Alice’s transmission system may not be stable with a large n.
For example, assuming Alice will receive the message follows
the Poisson process with rate . We can approximate the
system as an M/G/1 queue. Since t; is constant, the execution
time can be approximated to nt;. Therefore, the system is
stable only when n t; 1.

B. System Parameters Analysis

According to the system model, many system parameters
can affect the probability of catching and the overall prob-
ability of catching. As mentioned, we mainly focus on the
detection window size L and the splitting-chunks quantity
n. Other parameters are also worth studying. In this paper,
we will select the other three parameters to analyze: Alice’s

transmission power P,, the message length M, and the square
area size U.

1) Alice’s transmission power Pg: From (3), we know
that the transmission rate increases with P,, which leads to
Willie having less time to locate Alice during the transmission.
Meanwhile, from (15), the probability of missed detection
decreases with increasing P,. Thus, it is unclear how Pj
affects catching and its overall probability.

2) Message length M : From (30) and (32), we know that
the effective detection frequency increases with M, which
leads to Willie having more chances to catch Alice. From (36),
the overall catching probability also increases with M.

3) Square area size U: From (4), we know that the miss
detection probability increases with the distance between Alice
and Willie. The average distance will also increase with the
increase of U, according to (32). Thus, the catching and the
overall catching probabilities decrease with u.

C. Cases Study

Previously, we have proposed Algorithm 2 to find the
optimal splitting-chunks quantity n. However, the algorithm
only considers evaluating the overall catching probability with
one message. However, Alice may need to transmit multiple
messages in a period. In practice, Alice and Willie cannot
work for an infinite time due to the energy constraint; then,
we assume they will continuously work for  transmission
slots in the following two cases. Besides, it is practical to
assume that Alice may receive some new messages that require
her to transmit covertly during the transmission period. Then,
we assume that the messages arriving at Alice follow a
Poisson process. Here, we consider using the number of covert
messages transmitted during the  transmission slots as the
new performance metric. We define the covert transmitted
messages as Alice finishes transmitting the message to Bob
without being caught by Willie.

1) Case 1: In this case, we consider that Alice can transmit
the message covertly only if Willie never catches her. Once
Willie catches Alice, she loses the chance to transmit covertly
in the rest of the transmission slots. Thus, Alice prioritizes
reducing the overall catching probability in determining the
optimal n, and the constraint N will be ignored.

2) Case 2: In this case, we consider that only the current
transmission is detected when Willie catches Alice. Alice
can still transmit the following message covertly. Thus, the
number of messages transmitted within  time intervals is
also essential to performance. Alice may prefer a smaller n to
maximize the number of covered messages transmitted.

V. SIMULATION RESULTS AND DISCUSSION

This section presents simulation results to evaluate how the
catching probability changes with different system parameters
and verify the effectiveness of the proposed algorithms. Unless
otherwise stated, the simulation parameters can be found
in Table I. The initial locations of Alice and Willie are
selected randomly. To verify the effectiveness of the proposed
algorithms, we simulate the following four algorithms as the
baselines: the fixed L algorithm requires the window size L to
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TABLE I
SIMULATION PARAMETERS
Parameters Values
Alice’s transmit power Po =0dB
Antenna gain Ga =0dB, G, =18 dB, Gw = —40 dB
Channels’ coefficients Ko =5, =-10dB
Message length M = 600 bits
Noise power 3\, = —90 dBm, g = —110 dBm
False alarm constraint = 0:05
Detection interval Is = 10 - 40 symbols
Square area size u = 1000 m
LEO satellite distance dap = 500 km
UAV flying height Hw = 150 m
UAV moving speed Vw = 15 m/s
Alice’s observation radius ry, =100 m
Willie’s catching radius rl, =150 m

be a constant; the random L algorithm requires Willie to select
a window size randomly from [1;10]; the fixed n algorithm
requires the splitting-chunks quantity n to be a constant; the
random N algorithm requires Alice to select a splitting-chunks
quantity randomly from [1; 10].

A. Detection Window Size Analysis for Willie

We will analyze how to select the detection window size
to increase the catching probability. Meanwhile, we also ana-
lyze three other vital system parameters: Alice’s transmission
power, the message length, and the square area size.

In Figure 3, we evaluate the catching probability P¢4 versus
the detection window size L for different system parameters.
In the left graph, we consider Alice’s transmission power Py
for five different values in 0:1;0:5;1;1:5; 2g. In the middle
graph, we consider the message length M for five different
values in F300; 400; 500; 600; 700g. In the right graph, we
consider the square area size U for five different values in
T800; 1000; 1200; 1400; 1600g.

All three graphs show that the detection window size can
affect the catching probability by 5% to 15%. We can observe
that when the detection window size is smaller, the catching
probability increases with L; when the detection window size
is large, the catching probability decreases with increasing
L. Therefore, there is an optimal L that maximizes the
catching probability. The figure also shows that the optimal
L is generally small, such as L 10. The observation is
consistent with the results shown in (15) and (34). Increasing
L can always reduce the miss detection probability Pmp,
which leads to an increase in catching probability. However,
increasing L will reduce the effective detection infrequency at
the same time. When the improvement of reducing Pymp is
trivial as the increase of L, it will finally lead to a decrease
in the catching probability.

From Figure 3, we can also observe how the other three
system parameters affect the catching probability. In the left
graph, P¢, decreases with the increasing P, when L is small,
and Py increases with P, when L is large. The observations
are consistent with our analysis in Section IV-B. Alice can
transmit the message faster with a large P5. When L is small,
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Fig. 3. The catching probability Pca versus the detection window size L for
Alice’s transmission power Pa (left), the message length M (middle), and
the square area size U (right), respectively.

Willie can detect Alice significantly more times to catch Alice
with a smaller P,, which leads to the catching probability
decreasing with P5. When L is large, the increase in detection
times is not significant for smaller P4, leading to the catching
probability increasing with P,. The middle graph shows that
Pca increases with M. When the message length is large, Alice
needs to transmit more bits over a longer time. Then, Willie
has more chances to detect the transmission and locate Alice.
In the right graph, Py decreases with the increasing U. As
the increase of u, Willie is responsible for a larger area, but
his detection ability does not improve. This analysis, along
with the fact that the detection window size L is an integer,
can also explain why the catching probability fluctuates with
variations in L.

In Figure 4, we separately evaluate how the optimal de-
tection window size L changes with Alice’s transmission
power Pg, the message length M, and the square area size
U in the three graphs in the left. Meanwhile, we provide
the corresponding catching probability Py for each value
of L . In each graph, we also evaluate the performance of
Algorithm 1 by comparing it with the simulated optimal
L . The left three graphs show that Algorithm 1 does not
provide the same optimal L as the simulation, but the trend
is consistent with the optimal L . The right three graphs
show that Algorithm 1 outperforms the other two baselines
and performs almost as well as the optimal selection of L .
Although the detection window size is not very sensitive
to the catching probability, the proposed algorithm can still
improve Willie’s performance. The upper two graphs show a
similar phenomenon to Figure 3 that the detection window size
increases with P4, and the corresponding catching probability
decreases with the increasing P5. The middle two graphs show
that L generally decreases with the increasing M and Py
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increases with M. The observation indicates that when Willie
has more chances to detect the transmission as the message
length increases, it is better to sacrifice the miss detection
probability and increase the effective detection frequency. The
lower graph shows that L and P., generally decrease with
the increasing U. The reason is that although Willie detects the
transmission with higher probability by increasing L as the
increase of U, he may not have enough time to chase Alice
during the transmission.

B. Splitting-Chunks Quantity Analysis for Alice

We will analyze how to select the quantity of splitting
chunks to decrease the catching probability. Meanwhile, we
also analyze three other vital system parameters: Alice’s
transmission power, the message length, and the square area
size.

In Figure 5, we evaluate the overall catching probabil-
ity Poy versus the splitting-chunks quantity n for different
system parameters. We consider the detection window size
L = 10. In the left graph, we consider Alice’s transmission
power P, for five different values in f0:1;0:5;1;1:5; 2g.
The middle graph considers the message length M for five
different values in £300;400; 500; 600; 700g. The right graph
considers the square area size U for five different values in
T800; 1000; 1200; 1400; 1600g.

All three graphs show that the quantity of splitting-chunks
can significantly affect the overall catching probability. We
can observe that the overall catching probability decreases
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Fig. 5. The overall catching probability Poy versus the splitting-chunks
quantity n for Alice’s transmission power Pa (left), the message length M
(middle), and the square area size U (right), respectively.

rapidly with the increasing n when n is small, and increases
slowly with n when n is large. Splitting the message aims to
reduce the catching probability for each chunk by sacrificing
increasing the number of transmissions for detection. The
method performs well only when the reduction is significant.
According to the middle graph of Figure 3, P almost
decreases linearly with the message length. However, con-
tinuously increasing N may finally reach the lower limit of
the reduction of catching probability and lose its benefits.
This analysis, along with the fact that the splitting-chunks
quantity N is an integer, can also explain why the overall
catching probability fluctuates with variations in n. We can
observe how the other three system parameters affect the
overall catching probability. The observations are similar to
the results in Figure 3 because the overall catching probability
Pov has similar properties to Pcg when n is given according
to (42). Besides, we also observe that the optimal n changes
significantly with P5 and M; however, it almost remains the
same considering U.

Figure 6, we separately evaluate how the optimal splitting-
chunks quantity n changes with Alice’s transmission power
P4, the message length M, and the square area size U in the
left three graphs. Meanwhile, we provide the corresponding
catching probability Pc, for each value of n . In each graph,
we also evaluate the performance of Algorithm 2 by comparing
it with the simulated optimal n . The left three graphs show
that Algorithm 2 does not provide the same optimal n as
the simulation. However, the right three graphs show that
Algorithm 2 outperforms the other two baselines and performs
almost as well as the optimal selection of n . It means that
although the splitting-chunks quantity is not very sensitive
to the overall catching probability, the proposed algorithm
can still improve Alice’s performance. The upper two graphs
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show that the splitting-chunks quantity slowly decreases with
Pa; meanwhile, the corresponding overall catching probability
slowly increases with P5. The phenomenon can also be
explained according to the observation in Figure 3. The middle
two graphs show that N and P, generally increase with M.
Similar to the observation in Figure 5, splitting a message can
bring more benefits from a large message. The lower graph
shows that N  almost remains the same as the increase of
U, and Pcy decreases with the increasing u. It verifies the
observation in Figure 3 that n is not sensitive to U.

C. Cases Study

Here, we simulate two cases proposed in Section IV-C.
We assume that the total transmission slots for Alice is 100,
the new message arrives following the Poisson process with
the rate  per minute, and the interval time between two
transmission slots is t; = 10 minutes.

Figure 7 shows the simulation results for Case 1. We
evaluate the number of covert transmitted messages versus the
splitting-chunks quantity n for different system parameters.
In the left graph, we consider the message length M for
four different values in 300;400; 500; 600g. The right graph
considers the message arrival rate  for four different values in
T0:1; 0:04; 0:06; 0:1g. Since Willie has a significant advantage
in Case 1, we weaken Willie’s catching radius to r, = 120 and
keep the other parameters the same. Both graphs show that the
number of covert transmitted messages increases with n and
decreases thereafter. Splitting the message into smaller chunks
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Fig. 7. Case 1: The number of covert transmitted messages versus the
splitting-chunks quantity n for the message length M (left) and the message
arrival rate  (right), respectively. Willie’s projected catching radius is set to
rd, = 120.

works well for Case 1. Because Alice can not be caught by
Willie, even once, the rest of the transmissions are not covert.
Therefore, the better choice for Alice is to minimize the overall
catching probability by increasing the number of chunks. We
also find two observations to support the conclusion. In the
left graph, the optimal n increases with M, similar to the
observation in the middle graph of Figure 6. The right graph
shows that the curves with different values of almost perform
the same, indicating that each message’s transmission time is
not the primary consideration in Case 1.

Figure 8 shows the simulation results for Case 2. We
evaluate the number of covert transmitted messages versus the
splitting-chunks quantity n for different system parameters. In
the left graph, we consider the message length M for four
different values in 300; 600; 900; 1200g. In the right graph,
we consider the message arrival rate  for four different values
in 0:1;0:04;0:06;0:1g. Both graphs show that the number
of covert transmitted messages reaches the maximum with a
small n. Although the splitting method is still working for Case
2, optimizing the transmission time for each message is also
essential. Because Alice can still transmit the message covertly
after being caught by Willie once. Therefore, transmitting
more messages within the constraint time may become a better
choice.

VI. CONCLUSION AND FUTURE DIRECTIONS

This paper considers a novel covert communication scenario
in which Alice is the ground user intending to transmit
the unauthorized message covertly to Bob, the LEO satel-
lite; Willie is a UAV patrolling in the sky to detect the
unauthorized message in a square area. Unlike the classic
covert communication model, we consider that Alice’s location
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does not limit satellite communication and assume that Alice
and Willie realize each other’s existence but do not know
each other’s location. We define the transmission as covert
if Willie fails to detect or if he can not locate Alice during the
transmission. In this scenario, we explored how the detection
window size affects the catching probability from Willie’s
perspective and proposed an algorithm to approximate the
optimal detection window size. Then, we also analyze how
many chunks should be split to minimize the overall catching
probability from Alice’s perspective and propose an algorithm
to approximate the number of chunks. The simulation results
show that the detection window size and the splitting-chunks
quantity significantly affect the catching and overall catching
probabilities.

This work sets the stage for many future studies of problems
of interest. We briefly describe three directions of immediate
interest.

1) Practical channel models and movement patterns: In
practice, because the high-speed motion of LEO satellites
induces strong Doppler shifts, the channel model between
Alice and Bob should account for them. Besides, because
the surrounding obstructions are generally not uniformly dis-
tributed in an area, the movement of Alice should be modeled
more practically, rather than as a random walk.

2) Fast and accurate direction detection for Willie’s catch-
ing process: We assume that Willie can fly at high speed
toward Alice after detecting the transmission. However, more
problems need to be solved, such as how to make Willie’s
decisions more accurate and faster, and how to keep moving
in the right direction during rapid movement.

3) Applying more covert communication technologies from
Alice’s perspective: We consider a passive, covert communi-
cation method in which Alice uses surrounding obstructions to

weaken the signal transmitted to Willie. Splitting the message
into smaller chunks is not a typical covert communication
method. More covert communication technologies can be
applied to this model, such as introducing a third-party, Carol,
to interfere with Willie’s detection.
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