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Abstract 
 

This thesis investigates how dimensionality in graphene-based nanomaterials—from 

zero-dimensional graphene quantum dots (GQDs) to two-dimensional graphene–

MoS₂ heterostructures and bulk highly oriented pyrolytic graphite (HOPG)—influences 

their optical and interfacial properties. The research follows two main directions: the 

development of optical physically unclonable functions (PUFs) for secure identity 

encoding, and the study of solid–electrolyte interphase (SEI) formation in lithium-ion 

batteries. 

 

For optical security, electrospray-deposited, biomass-derived GQDs produced high-

entropy, excitation-dependent fluorescence patterns. These were digitally encoded 

using local binary pattern algorithms, demonstrating strong randomness and 

reproducibility for stochastic PUFs. In contrast, deterministic optical fingerprints were 

achieved in graphene–MoS₂ heterostructures, where photoluminescence (PL) 

variations across the flake were driven by stacking order and interlayer strain. Low-

temperature PL confirmed the spatial and thermal stability of these emission patterns. 

 

In the energy storage study, operando Raman spectroscopy was used to examine SEI 

formation on surface-treated HOPG in EC/DMC- and DX-based electrolytes with 

varying salt concentrations. The results revealed that SEI formation precedes lithium 

intercalation and is strongly influenced by solvation structure, which shifts with solvent 

type and salt concentration. Edge-plane reactivity, solvation-driven decomposition, 

and SEI growth mechanisms were systematically analysed. By linking dimensionality 

to optical entropy and interfacial chemistry, this work provides a unified framework for 

engineering graphene-based nanomaterials across domains. The findings offer new 

strategies for secure device authentication and stable battery interface design. 
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Chapter 1: Introduction 
 

1.1 Background and Motivation 
 
Advancements in nanomaterials have opened new possibilities in both secure 

hardware authentication and electrochemical energy storage. Among these, carbon-

based materials—particularly graphene and its dimensional variants—have emerged 

as versatile platforms due to their tuneable electronic, optical, and interfacial 

properties. Graphene quantum dots (GQDs), two-dimensional (2D) heterostructures, 

and bulk graphite offer unique functionalities depending on their dimensionality, which 

controls quantum confinement, surface chemistry, and electron–phonon interactions 

[1-3]. 

 

Two critical challenges motivate this thesis. First, in the context of hardware security, 

there is an urgent need for physically unclonable functions (PUFs)—devices that 

derive security from physical randomness and are extremely difficult to duplicate [4]. 

Optical PUFs are attractive due to their non-invasive readout and high parallelism, but 

require stable, unique, and high-entropy optical features [5]. Second, in lithium-ion 

battery (LIB) technology, improving the stability and efficiency of electrode–electrolyte 

interfaces remain a major barrier to long-term performance. The solid–electrolyte 

interphase (SEI), formed during early cycling on graphite anodes, plays a critical role 

in determining interfacial stability and lithium-ion transport [6-8]. 

 

This thesis bridges these two domains by using a dimensionality-driven framework to 

explore how graphene-based materials—from 0D to 2D to bulk—can be engineered 

for high-entropy optical encoding and interfacial control in LIBs. Each system offers a 

unique platform for probing structure–function relationships across photonic and 

electrochemical applications. 

1.2 Research Objectives and Questions 

The central objective of this research is to investigate how the dimensionality of 

graphene-based nanomaterials governs their optical behaviour and interfacial 

chemistry. Specifically, the thesis aims to answer the following questions: 
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• Can biomass-derived GQDs generate high-entropy, stable photoluminescence 

patterns suitable for stochastic optical PUF applications? 

• How does stacking geometry in graphene–MoS₂ heterostructures influence 

deterministic photoluminescence patterns for secure identity encoding? 

• How do solvation structures and surface morphology affect SEI formation and 

lithium-ion intercalation on graphite electrodes? 

By addressing these questions, this thesis develops a structure–function framework 

for designing multifunctional graphene-based systems that span both secure 

electronics and energy storage. 

1.3 Scope and Approach 

This work investigates three classes of carbon-based materials across increasing 

dimensionality: 

• Zero-dimensional GQDs, synthesized from waste tea leaves and deposited 

using electrospray techniques to create high-entropy emission maps. 

• Two-dimensional graphene–MoS₂ heterostructures, fabricated via dry transfer 

and characterized using spatially resolved and low-temperature 

photoluminescence mapping. 

• Bulk highly oriented pyrolytic graphite (HOPG), treated via mechanical and 

thermal methods to expose edge and basal planes and probed via operando 

Raman spectroscopy under electrochemical cycling. 

GQDs were characterised by AFM, PL, Raman, fluorescence microscopy, and UV–

Vis’s absorption spectroscopy. Graphene–MoS₂ heterostructures were characterised 

by AFM, PL, and Raman. Electrochemical interfacial processes on HOPG were 

monitored by in situ/operando Raman in EC/DMC and DX-based electrolytes with 

varied LiFSI concentration. 

1.4 Key Contributions 

This thesis makes the following original contributions to the fields of nanomaterials, 

optical security, and energy storage: 
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• Demonstrates a scalable, green method for producing stochastic optical PUFs 

using electrospray-deposited biomass-derived GQDs, achieving near-ideal 

entropy and reproducibility. 

• Introduces deterministic optical fingerprinting based on interlayer exciton 

modulation in 2D graphene–MoS₂ heterostructures, with spatially stable, 

reproducible patterns verified across excitation powers and temperatures. 

• Provides operando Raman evidence that SEI formation on graphite initiates at 

edge sites prior to lithium intercalation, and that solvation structure—modulated 

by electrolyte composition and salt concentration—critically governs interfacial 

chemistry. 

Together, these contributions highlight the role of dimensionality as a design axis for 

multifunctional graphene systems. 

1.5 Thesis Structure 

This thesis is organized as follows: 

• Chapter 2 reviews the literature on graphene nanomaterials, dimensionality-

governed structure–function relationships, optical PUFs, and SEI formation in 

lithium-ion batteries. 

• Chapter 3 describes the fabrication and characterization techniques used 

across all three material systems. 

• Chapter 4 presents the design and evaluation of stochastic optical fingerprints 

using GQDs. 

• Chapter 5 focuses on deterministic photoluminescence encoding in graphene–

MoS₂ heterostructures. 

• Chapter 6 explores solvation and SEI formation on graphite via operando 

Raman spectroscopy under varying electrolyte environments. 

• Chapter 7 concludes with a synthesis of findings, limitations, and future 

directions. 
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Chapter 2 Theoretical Background 
 
This chapter provides the theoretical background for this thesis. It begins by discussing 

graphene-based nanomaterials with varying dimensionalities—ranging from quantum 

dots to 2D heterostructures and bulk graphite—and how these structural forms 

influence their physical and chemical behaviour. Based on this framework, the chapter 

then explores its implications for two distinct fields: optical security and battery 

chemistry.  

 

Section 2.2 introduces the concept of optical physically unclonable functions (PUFs), 

outlining their fundamental principles and the role of dimensionality-driven optical 

properties in secure identity encoding. Section 2.3 focuses on interfacial chemistry in 

lithium-ion batteries, with an emphasis on solid–electrolyte interphase (SEI) formation 

and solvation structures at the electrode–electrolyte interface. This chapter bridges 

the fundamental properties of graphene nanomaterials to their applications in optical 

security and battery chemistry. 

2.1 Graphene-Based Nanomaterials: Structure and Dimensionality 
 
Carbon forms a wide range of allotropes, including 3D diamond and graphite, 2D 

graphene, 1D carbon nanotubes, 0D fullerenes, and disordered amorphous carbons, 

each defined by distinct atomic coordination and bonding topology [9,10]. This 

diversity arises from carbon's ability to adopt sp3, sp2, or mixed hybridisation, which 

fixes local bond geometry (tetrahedral versus trigonal-planar) and controls the extent 

of 𝜋 electron delocalisation, thereby governing the electronic structure and optical 

response [10]. 

 

Figure 2.1-1 summarises the key bonding motifs in graphitic materials. In sp³ 

hybridization, one 2s and three 2p orbitals mix to form four equivalent sp³ orbitals with 

tetrahedral geometry (109.5° bond angles). Each carbon atom forms four strong σ 

bonds, creating a three-dimensional network of largely localized electrons.  In the sp² 

hybridization, carbon mixes one 2s and two 2p orbitals to produce three trigonal planar 

sp² orbitals (120° bond angles), while the unhybridized pz orbital remains 
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perpendicular to the plane, enabling the formation of three in-plane σ bonds constitute 

a hexagonal lattice, along with out-of-plane π bonding via lateral pz orbital overlap.  

 

Figure 2.1-1. Schematic illustration of carbon orbital hybridisation and bonding geometries: 

(a) sp³ hybridisation in a tetrahedral configuration with σ bonds (bond angle ≈ 109°); (b) sp² 

hybridisation in a trigonal planar configuration with σ bonds (bond angle ≈ 120°); (c) sp² 

bonding showing three in-plane σ bonds and the out-of-plane π bond formed by overlap of 

the remaining p orbitals above and below the plane. 

While graphene-derived materials are primarily composed of an sp²-bonded lattice, 

edges, defects, and surface functional groups introduce a controllable sp²/sp³ 

distribution that enables tuneable electronic structure and optical emission [11,12]. 

The delocalized π-electron network inherent to sp² bonding underpins the electronic 

and optical properties of these materials. For example, in graphene, the π and π* 

(antibonding) bands meet at the Dirac point, creating a zero-bandgap semimetal, while 

disruption of the π network through defects, edges, or functionalization introduces 

localized states within the bandgap [11]. In GQDs, where quantum confinement effects 

become significant, optical transitions are dominated by π–π* and n–π* excitations. 

When carbon bonds to heteroatoms—notably oxygen or nitrogen—non-bonding (n) 

electronic states associated with lone-pair orbitals can appear, enabling n–π* 

transitions that are often linked to functional groups like C=O, C–OH, and C–O–C [12]. 

The relative contributions of π–π* and n–π* pathways therefore depend on 

crystallinity, edge density, and surface chemistry—parameters that become 

increasingly significant as dimensionality is reduced and the surface-to-volume ratio 

increases [9,12].  
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2.1.1 Dimensionality, Density of States, and Quantum Confinement (3D → 
2D → 0D) 
 

The physical, optical, and electrical properties of graphene-based materials evolve 

systematically with dimensionality. As illustrated in Figure 2.1.1-1, HOPG represents 

a 3D stack of graphene layers, where strong in-plane covalent bonding is coupled with 

weak interlayer Van der Waals interactions; exfoliation yields 2D graphene, which can 

also be combined with MoS₂ to form a graphene–MoS₂ van der Waals heterostructure, 

introducing additional interfacial coupling. Further lateral size reduction produces 0D 

graphene quantum dots (≈1–10 nm), where edge termination and dangling bonds 

become dominant and the bonding environment evolves from predominantly sp² 

basal-plane carbon to a higher proportion of sp³ hybridization at the edges. 

 
Figure 2.1.1-1. Dimensional evolution of graphitic materials used in this thesis: HOPG (3D), 

graphene (2D), graphene–MoS₂ van der Waals heterostructures, and graphene quantum 

dots (0D; ~1–10 nm)—highlighting the dominant bonding interactions (in-plane covalent vs 

interlayer van der Waals) and the emergence of edge features in 0D structures (dangling 

bonds and increased edge sp³ character relative to basal-plane sp² carbon). 

 

When the material dimensions approach the de Broglie wavelength of charge carriers, 

spatial confinement imposes boundary conditions on the carrier wavefunctions and 

drives the quantization of electronic states. As a result, bulk-like continuous energy 

bands progressively transform into discrete levels as the system transitions from 3D 



 14 

to 2D, 1D, and ultimately 0D confinement.   A standard way to formalize this transition 

is via the density of states, 𝑔(𝐸), defined as the number of electronic states per unit 

energy interval per unit system size (volume in 3D, area in 2D, length in 1D). 

Equivalently, 𝑔(𝐸) d𝐸 counts the states between 𝐸 and 𝐸 + d𝐸. For parabolic 

bands, 𝑔(𝐸) exhibits characteristic dimensional scaling: 

 

• 3D (bulk): 𝑔!"(𝐸) 	∝ 	√	(𝐸	 −	𝐸#) 

• 2D (quantum well / monolayer limit): 𝑔$"(𝐸)	is step-like (constant within each 

sub band) 

• 1D (quantum wire): 𝑔%"(𝐸) 	∝ 	1	/	√	(𝐸	 − 	𝐸𝑛) (diverges at sub band edges) 

• 0D (quantum dot): 𝑔&"(𝐸) becomes discrete (set of delta-like levels), 

broadened in practice by disorder and size dispersion. 
 

These density of states (DOS) differences strongly influence optical absorption and 

emission: reduced dimensionality concentrates oscillator strength into fewer states 

and enhance spectral selectivity, while 0D confinement yields discrete transitions and 

size-tuneable effective gaps. A simple conceptual model for confinement is the 

particle-in-a-box approximation. For a carrier confined in a cubic region of side length 

L, allowed energies scale as: 

𝐸(𝑛𝑥, 𝑛𝑦, 𝑛𝑧) = 	 5'
!

()
∗ 𝐿$8 · 	(𝑛𝑥$ + 	𝑛𝑦$ + 	𝑛𝑧$),	(Equation 2.1.1-1) 

where ℎ is Planck’s constant, 𝑚∗ is the effective mass, and 𝑛𝑥, 𝑛𝑦, 𝑛𝑧 are positive 

integers. The inverse-square dependence on L highlights why optical gaps in quantum 

dots strongly blue-shift as size decreases. Although graphene is not a conventional 

parabolic semiconductor, confinement in graphene quantum dots still imposes 

quantisation and edge boundary conditions that convert quasi-continuous bands into 

discrete levels and enable optical emission via confined and defect-associated states. 

2.1.2 3D: Highly Oriented Pyrolytic Graphite (HOPG) Structure  
 
Graphite is a stacked layered allotrope composed of graphene sheets separated by 

an interlayer spacing of approximately 0.335 nm and held together primarily by van 

der Waals interactions, most commonly in the Bernal (AB) stacking arrangement. 

Within each layer, sp²-hybridized carbon atoms form a two-dimensional hexagonal 

lattice with strong in-plane covalent σ-bonds and a delocalized π-electron system. This 
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bulk structure features strong dielectric screening—arising from the polarizability of 

the stacked π-electron systems—which effectively reduces long-range Coulomb 

interactions compared to isolated 2D systems [13,14].  The stacking also introduces 

pronounced anisotropy: robust σ bonding and π-electron delocalization within basal 

planes enable high in-plane conductivity, while interlayer coupling remains 

comparatively weak [15]. 

 
Figure 2.1.2-1. Schematic illustration of a HOPG structure highlighting the distinction 

between the basal plane and edge plane. The basal plane consists of atomically flat, sp² 

bonded graphene layers, whereas the edge plane terminates the stacked layers and 

exposes under-coordinated carbon sites that can host sp³-like defects and dangling bonds, 

providing higher chemical reactivity compared with the basal surface. 

 

In quasi-3D graphitic systems such as HOPG, this anisotropy and the distinction 

between basal-plane and edge-plane terminations are central for interfacial chemistry 

and electrochemical reactivity (Figure 2.1.2-1).  Basal planes are atomically flat, 

chemically inert surfaces with low defect density and minimal dangling bonds; their 

dense, sp²-bonded structure provides a smooth pathway for lithium-ion intercalation 

with minimal volume expansion.  

 

In contrast, edge planes represent lattice termination sites with rough, reactive 

surfaces containing sp³-like defects, dangling bonds, and functional groups, serving 

as active sites for electrochemical reactions including electrolyte decomposition and 

lithium-ion intercalation [16,17]. This surface anisotropy directly influences solid-

electrolyte interphase (SEI) formation in lithium-ion batteries: basal planes promote 



 16 

thin, organic-rich SEI layers through solvent reduction, whereas edge planes facilitate 

thicker, inorganic-rich SEI formation via salt decomposition [18,19]. Understanding this 

distinction is essential for stable battery interface design, further details are presented 

in Section 2.3. 

2.1.3 2D: Graphene-Based Van der Waals Heterostructure 
 
Two-dimensional materials, epitomized by graphene and monolayer MoS₂, exhibit 

unique electronic and optical behaviours that arise from quantum confinement in one 

dimension. Their properties are highly sensitive to thickness, stacking order, and 

interfacial coupling when combined into van der Waals heterostructures. The following 

sections outline the individual characteristics of graphene and MoS₂, then introduce 

the coupled behaviour that emerges in their van der Waals heterostructures—a 

system central to the optical physically unclonable functions discussed in Chapter 5. 

2.1.3.1 Monolayer Graphene 
 
Graphene is a single atomic layer of sp²-bonded carbon arranged in a hexagonal 

lattice with two atoms per unit cell. As shown in Figure 2.1.3.1-1, its low-energy 

electronic structure  is characterised by linear dispersion near the Brillouin-zone 

corners—the K and K′ points (high-symmetry points in reciprocal space)—where 

the conduction band (lowest unoccupied electronic states) and valence band (highest 

occupied states) meet at the Dirac point,  resulting in an effectively zero bandgap (the 

energy separation between maximum of valence and minimum of conduction bands) 

and a vanishing density of states at charge neutrality.   

 

In pristine, undoped monolayer graphene, the Fermi level 𝐸+  (the equilibrium chemical 

potential, which sets electronic state occupancy through the Fermi–Dirac distribution) 

lies at the Dirac point. Here, the density of states (DOS) approaches zero linearly with 

energy:  

𝐸 = ±ℏ𝑣+ ∣ 𝑘 ∣, (Equation 2.1.3.1-1) 

Where 𝐸 is the charge carrier energy (electron or hole) relative to the Dirac point (in J 

or eV); ℏ is the reduced Planck constant (ℏ = ℎ/2𝜋 ≈ 1.055 × 10,!- J ⋅ s), relating 

energy to wavevector; 𝑣+ represents the Fermi velocity of graphene (≈ 1 × 10. m/s); 

𝑘 is the magnitude of the crystal wavevector measured relative to the 𝐾 or 𝐾/ point in 

the Brillouin zone( m,%). 
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This relation describes massless Dirac fermions—charge carriers that obey a 

relativistic-like dispersion and exhibit zero effective mass—with a characteristic Fermi 

velocity 𝑣+ ≈ 10. m/s.  Such linear, gapless band dispersion underpins graphene’s 

exceptionally high carrier mobility, semi metallic electronic structure, and broadband 

optical absorption. The vanishing DOS near the Dirac point makes graphene highly 

sensitive to external perturbations: small changes in carrier density—the concentration 

of free electrons or holes per unit volume—induced by electrostatic gating, adsorption, 

or substrate charge traps can significantly shift the Fermi level, thereby modifying both 

transport and optical response.  

 
Figure 2.1.3.1-1. Evolution of the low-energy electronic band structure from graphite to 

graphene. (a–d) Low-energy DFT band structures and near-K projections for bulk graphite, 

ABA-stacked tri-layer graphene, AB-stacked bilayer graphene, and monolayer graphene 

(Fermi level set to 0). (e–f) Tight-binding band structure of monolayer graphene and a 

representative line cut along kx (ky = 0), showing the Dirac-point crossing near K/K′. Panels 

(a–d) are adapted from Terrones et al., Nano Today 5(4), 351–372 (2010) and are 

reproduced with permission from Elsevier [20]. Panels (e–f) are adapted from Yang et al., 

Sci. Technol. Adv. Mater. 19(1), 613–648 (2018), under Creative Commons CC BY 4.0 

license [21]. 

 

Unlike conventional semiconductors, graphene’s gapless electronic structure 

suppresses intrinsic light emission, rendering it more suitable as a conductive, 

tuneable electrode material. Its Fermi level can be modulated via electrostatic gating, 

chemical doping, or interfacial charge transfer, enabling fine control over carrier 
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density and optical properties. When integrated into heterostructures, graphene 

primarily serves as a charge reservoir and screening layer. 

 

2.1.3.2 Monolayer MoS2 
 
In contrast, molybdenum disulfide (MoS₂) is a layered transition-metal dichalcogenide  

(TMD) with a sandwich-like S–Mo–S structure held together by strong in-plane 

covalent bonds and weak interlayer van der Waals forces. Its electronic band structure 

depends strongly on thickness (Fig. 2.1.3.2-1). In bulk and few-layer MoS₂, the 

valence-band maximum (VBM) and conduction-band minimum (CBM) reside at 

different crystal momenta, requiring phonon assistance for radiative recombination 

and resulting in inherently weak photoluminescence (PL). When thinned to a 

monolayer, reduced interlayer coupling and quantum confinement shift the band-edge 

energies, rendering the lowest-energy transition direct at the K/K′ valley (direct 

bandgap ≈1.8 eV)[22]. This indirect-to-direct crossover arises because the VBM 

moves from the Γ-point to the K-point, eliminating the need for momentum-conserving 

phonons and leading to a pronounced increase in PL quantum efficiency. 

 
Figure 2.1.3.2-1. Band structure of MoS₂, with a solid arrow showing the lowest energy 

transition in: (a) Bulk, (b) 4 layers, (c) Bilayer and (d) Monolayer. Adapted from Splendiani et 

al., Nano Letters 10(4), 1271–1275 (2010)[22], with permission from the American Chemical 

Society. 

 

When monolayer MoS₂ is photoexcited, electron-hole pairs form and bind via Coulomb  
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attraction into neutral quasiparticles called excitons. Their binding energy 𝐸0—the 

energy required to separate them into free carriers—is significantly enhanced in two 

dimensions due to reduced dielectric screening. The binding energy follows a 2D 

hydrogenic scaling inversely with the effective dielectric constant 𝜅eff: 

𝐸0 ∝
%
1eff
! (Eg − Ex),	(Equation 2.1.3.2-1) 

where	𝐸2 is the exciton emission energy,  𝜅eff = (𝜅substrate + 𝜅environment)/2 averages 

the dielectric screening from the substrate and environment, resulting exciton energies 

are highly sensitive to encapsulation and substrate. The large binding energy of 

monolayer MoS₂ (≈500 𝑚𝑒𝑉) stabilizes excitons at room temperature, thereby 

enhancing radiative recombination and photoluminescence efficiency. 

 
Figure 2.1.3.2-2. Schematic of exciton-related radiative transitions at the K valley in 

monolayer MoS₂, illustrating (a) the A exciton, (b) the B exciton, and (c) the negative trion 

(A⁻). 𝐸! denotes the quasiparticle band gap. Δ denotes the spin–orbit splitting of the valence 

band, which gives rise to the A and B excitonic transitions. 𝜀" and 𝜀# denote the binding 

energies of the A and B excitons, respectively, while 𝜀"! denotes the binding energy of the 

A⁻ trion (relative to the free-carrier continuum). Adapted from Lin et al., Nano Letters 14(10), 

5569–5576 (2014)[23], with permission from the American Chemical Society. 
 

Several distinct excitonic resonances are observed in monolayer MoS₂.	  A and B 

excitons arise from transitions between spin–orbit split valence bands (K31 and K32) 

and the conduction band at the K-point, with an energy splitting (ΔSO ≈ 150–200 meV) 

reflecting strong spin–orbit coupling	(Figure 2.1.3.2-2)[23]. The A-exciton corresponds 

to the lower-energy transition and yields strong photoluminescence (PL), whereas the 

B-exciton contributes a comparatively weaker pl signal. Trions (charged excitons, X⁻ 
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or X⁺) form when excess carriers are present; their relative intensity to neutral excitons 

follows a mass-action relation,  
4"#
4"
∝ 𝑛5 exp T

6$
"#

7%8
U, (Equation 2.1.3.2-2) 

Where with 𝑛5 the electron density and 𝐸02
# the trion binding energy. The exciton–trion 

balance is highly sensitive to local doping, defects, strain, and dielectric environment, 

making photoluminescence (PL) a powerful probe for mapping spatial and spectral 

heterogeneity in 2D semiconductors. Additionally, localized excitons can bind to 

defects, impurities, or strain potentials, giving rise to distinct defect-related PL peaks 

that further encode local structural and electronic variations. 

 

The PL spectrum is characterized by the quasiparticle gap 𝐸9, the spin–orbit valence 

band splitting Δ, and the binding energies 𝜀:, 𝜀; , 𝜀:# of the A/B excitons and the 

negatively charged A⁻ trion. The electron–hole interaction is commonly described by 

a dielectric-screened 2D Coulomb potential, 

𝑉$"(𝐿) =
5!

$<&1eff=&
⋅ 𝑓 5 =

=&
8, (Equation 2.1.3.2-3) 

where 𝜅eff is the effective dielectric constant and 𝐿& is a characteristic length scale, so 

changes in the dielectric environment can directly shift the PL peak energy and 

linewidth. Together, these relationships quantify how changes in the dielectric 

environment and doping level cooperatively modulate the spectral balance between 

neutral excitons and charged trions.  

 

Photoluminescence efficiency is governed by competition between radiative 

recombination and non-radiative decay pathways. The internal quantum yield is 

𝜂PL =
>'

>'?>nr
, (Equation 2.1.3.2-4) 

where Γ@ and Γnr are the radiative and non-radiative rates, respectively. In 

low-dimensional systems, non-radiative recombination mechanisms become 

especially pronounced. Surface recombination dominates in nanomaterials with high 

surface-to-volume ratios; Auger recombination transfers energy to a third carrier at 

high excitation densities; and energy transfer to adjacent materials (e.g., graphene 

quenching MoS₂ PL) together with defect-induced trapping further reduce efficiency. 

These recombination pathways exhibit strong dimensionality dependence: 2D 

systems display pronounced excitonic effects accompanied by interfacial losses, while 
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0D systems are governed by surface- and edge-dominated recombination, with 

possible suppression of Auger processes due to discretized energy levels. 

 

2.1.3.3 Interfacial Coupling in the Graphene-MoS₂ Van der Waals Heterostructure 
 

When graphene is stacked with MoS₂ to form a van der Waals heterostructure (vdWH), 

the resulting system inherits complementary properties: graphene contributes 

tuneable Fermi level and charge transport pathways, while MoS₂ provides strong light–

matter interaction and excitonic emission(24,25). The electronic, optical, and dynamic 

properties of the composite system are governed by interlayer coupling, a collective 

term describing the non-covalent interactions modulated by several interdependent 

physical parameters at a given spatial coordinate r: 

C(r) = {𝑑(r), 𝜀(r), 𝜎(r), 𝐸int(r), 𝜃(r)}, (Equation 2.1.3.3-1) 

where 𝑑(r) is the local interlayer spacing (Å), 𝜀(r) is the local in-plane strain, 𝜎(r) is 

the interfacial charge transfer density (C m⁻²), 𝐸int(r) is the built-in interfacial electric 

field (V m⁻¹), and 𝜃(r) is the local twist angle, controlling momentum-space overlap 

between the two layers (as shown in Figure 2.1.3.3-1).  

 
Figure 2.1.3.3-1. The atomic structure of the G/MoS₂ interface. The top and side views show 

the relaxed configuration with an interlayer distance 𝑑. The blue, violet, and yellow spheres 

represent Mo, S, and C atoms, respectively This structural motif is the foundation for all 

proximity effects. Adapted from (a) Zou et al., J. Phys. Chem. Lett. 13(23), 5123–5130 

(2022) [26], with permission from the the American Chemical Society; (b–c) Phuc et al., Surf. 

Sci. 668, 23–28 (2018) [27], with permission from Elsevier. 

 

The interlayer spacing 𝑑 directly modulates the charge transfer 𝜎 and the interfacial 

field 𝐸int: 
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𝜎(r) ∝ 𝑓%(𝑑(r), ΔΦ(r)), 𝐸int(r) ≈
AB(D)
Feff(D)

, (Equation 2.1.3.3-2) 

where ΔΦ(r) = ΦGr −ΦMoS! + 𝛿Φ(𝜀) is the local work function difference, which can 

be modified by strain. 
 

In graphene/MoS₂ van der Waals heterostructures, electronic coupling involves 

charge transfer and tunnelling, where at equilibrium, charge transfer occurs until the 

Fermi levels align: 𝜇Gr = 𝜇MoS! [26]. This process creates an interfacial dipole, a built-

in potential step Δ𝑉, and a Schottky barrier. The barrier heights for electrons and holes 

are defined as 

Φ;,H = 𝐸I − 𝐸+ , Φ;,J = 𝐸+ − 𝐸B ,	(Equation 2.1.3.3-3) 

For the equilibrium spacing 𝑑& ≈ 3.34 Å, DFT calculations predict an n-type Schottky 

barrier of Φ;,H ≈ 0.49 eV[26,27]. Compressing the interlayer distance can induce a 

transition from n-type to p-type Schottky contact. This electronic coupling underpins 

the doping of MoS₂ and the modification of its exciton/trion balance.  

 

Excitonic coupling refers to energy transfer, where photoexcited excitons in MoS₂ can 

non-radiatively transfer energy to graphene via Förster-like processes, characterized 

by a rate 𝑘ET. This process depends strongly on the interlayer distance and leads to 

photoluminescence (PL) quenching. Dielectric coupling, or screening, occurs as 

graphene modifies the dielectric environment of MoS₂, screening the Coulomb 

interaction and renormalizing the exciton binding energy. The effective dielectric 

constant 𝜖eff influences the radiative recombination rate: 

𝑘@(r) = 𝑘@,& ⋅
%

Keff
! (D)

⋅ 𝐹osc(r),	(Equation 2.1.3.3-4) 

 

Thus, the overall coupling is a multifaceted interplay of distance, strain, charge, field, 

and twist angle. Upon contact, Fermi level alignment drives a net charge transfer 𝜎, 

forming an interfacial dipole. The built-in field 𝐸int arises from the potential 

step Δ𝑉 across the interface. DFT studies show that the intrinsic band structures of 

graphene and MoS₂ are largely preserved in the heterostructure, but their relative 

alignment is shifted by charge redistribution (as shown in Figure 2.1.3.3-2). Changing 

the interlayer distance 𝑑 tunes the amount of charge transfer and the Schottky barrier 
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height while leaving the intrinsic band shapes largely intact [26,27]. This tunability is 

central to engineering the interfacial properties. 

 

The central optical consequence of coupling is the modification of MoS₂'s 

recombination dynamics. The local PL intensity 𝐼PL(r) is governed by the competition 

between radiative and non-radiative pathways: 

𝐼PL(r) = 𝐼& ⋅
7'(D)

7'(D)?7nr(D)?7CT(D)?7ET(D)
, (Equation 2.1.3.3-5) 

where: 𝑘@ is the radiative recombination rate of MoS₂ excitons, 𝑘nr is the intrinsic non-

radiative rate in MoS₂, 𝑘CT is the interlayer charge-transfer rate to graphene, 

and 𝑘ET is the interlayer energy-transfer rate to graphene. 

 
Figure 2.1.3.3-2 Presents the electronic structure evolution. Panel (a) shows the linear Dirac 

cone of freestanding graphene, (b) shows the direct bandgap of isolated MoS₂, and (c) 

shows the coupled Gr/MoS2 heterostructure., where the Dirac cone of graphene appears 

within the bandgap of MoS₂. The bands are color-coded: blue/red for graphene's π/π* 

bands, and purple/orange for MoS₂'s CBM/VBM. Panel (d) provides a schematic band 

diagram, highlighting the band alignment, Fermi level 𝐸$, and the Schottky barrier Φ#,&. 

Adapted from (a–c) Phuc et al., Surface Science 668, 23–28 (2018) [27], with permission 

from Elsevier; and (d) Zou et al., J. Phys. Chem. Lett. 13(23), 5123–5130 (2022) [26], with 

permission from the American Chemical Society. 

 

Non-radiative quenching via charge transfer occurs as graphene provides a continuum  

of states accepting carriers from MoS₂. The charge-transfer rate depends on the 

interlayer tunnelling matrix element 𝑀CT and the density of states in graphene 𝐷Gr(𝐸+): 

𝑘CT(r) ∝∣ 𝑀CT(𝜃, 𝑑) ∣$⋅ 𝐷Gr(𝐸+), (Equation 2.1.3.3-6) 
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Ultrafast studies shows that the charge-transfer time constant 𝜏CT = 1/𝑘CT is on the 

order of sub-ps to ps and depends strongly on the twist angle 𝜃. Smaller twist angles 

lead to faster charge transfer due to increased momentum-space overlap. Exciton–

trion rebalancing via interfacial doping results from equilibrium charge 

transfer 𝜎(r) doping the MoS₂ layer, shifting the local electron density 𝑛5(r). This can 

be probed optically by the trion-to-exciton intensity ratio: 

𝑅TX(r) =
4((D)
4"(D)

= 𝐴 ⋅ H)(D)
%?;⋅H)(D)

	,	(Equation 2.1.3.3-7) 

where		𝑛5(r) =
M(D)
5
+ 𝑛& , (Equation 2.1.3.3-8) 

 

This doping effect can locally enhance or suppress trion emission, creating spatial 

contrast in PL maps. Additionally, dielectric screening and interfacial states 

renormalize the exciton binding energy and radiative rate, while strong interfacial 

coupling can lead to the formation of interfacial excitons with distinct emission 

characteristics[26]. 

 

The parameters in C(r) are intrinsically heterogeneous due to trapped adsorbates, 

nanobubbles, wrinkles, and strain gradients from the transfer process. This causes 

spatial modulation of the rate coefficients 𝑘CT, 𝑘ET, and 𝑘@. Consequently, the 

observable PL intensity, peak energy, and linewidth become functions of the local 

coupling variation: 

𝐼PL(r), 𝐸peak(r), Γ(r) = ℱ[𝑑(r), 𝜀(r), 𝜎(r), 𝜃(r)],	(Equation 2.1.3.3-9) 

 

This results in a stable, device-specific optical texture in PL maps. The texture is 

"frozen-in" by the irreversible interfacial morphology, making it repeatable for a given 

device but irreproducible across different fabrications. This provides the physical 

foundation for engineered entropy, where controlled assembly yields unique, spatially 

complex optical signatures. Collectively, key causes of spatial variation 

include: interlayer separation variations such as bubbles and residues, which exhibit 

a strong distance dependence of 𝑘CT and 𝑘ET [28]; local strain, which shifts band 

edges and modifies exciton energy; local electrostatics from trapped charges, which 

modulates doping and the trion/exciton ratio; and local twist angle / stacking registry, 

which modifies electronic overlap and charge transfer efficiency[29-31]. 
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2.1.4 0D: Graphene Quantum Dots – Structure, Confinement, and 
Photoluminescence 
 
Graphene quantum dots (GQDs) represent the zero-dimensional form of 

graphene-based nanomaterials, defined as nanoscale fragments of graphene with 

lateral dimensions below 10 nm and thicknesses of one to a few atomic layers. When 

confined to nanoscale dimensions, the extended, semi-metallic π-electron system of 

graphene undergoes quantum confinement, yielding a set of discrete electronic states, 

opening a finite, size-tuneable optical bandgap and enabling strong 

photoluminescence (PL). This section outlines the structure, electronic properties, and 

photoluminescence mechanisms of GQDs, providing the theoretical foundation for 

their application as optical emitters in physically unclonable functions (Section 2.2). 

 
Figure 2.1.4-1. Structural and electronic schematic of graphene quantum dots (GQDs). (a) 

Representative GQD geometries highlighting the two crystallographic edge terminations—

armchair and zigzag—and their influence on dot shape. (b) Example of an oxygen-

functionalised GQD, illustrating edge chemical groups (red) that introduce localised 

electronic states. (c) Simplified molecular-orbital energy diagram showing bonding (σ, π), 

non-bonding (n), and antibonding (π*, σ*) levels associated with an sp² carbon framework, 

indicating optical transitions that contribute to GQD photoluminescence.  (a) Adapted from 

Facure et al., Environ. Sci.: Nano 7, 3710–3734 (2020) [32], with permission from the Royal 

Society of Chemistry (RSC). (b) Adapted from Suvarnaphaet and Pechprasarn, Sensors 17, 

2161 (2017) [33], under CC BY 4.0 licence. (c) Adapted from Uran et al., AIP Advances 7(3), 

(2017) [34], under CC BY 4.0 license. 

 

The hybrid sp²–sp³ structure of GQDs comprises a crystalline sp²-bonded graphene 

core, which sustains delocalized π-electron states, surrounded by edge and defect 

sites that introduce localized sp³-like electronic states. The edge termination 

geometry—armchair or zigzag—strongly influences electronic and magnetic 
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properties, and together with edge functionalisation determines the overall shape and 

chemical reactivity of the dot (Figure 2.1.4-1(a, b)). Delocalized π and π* orbitals in 

the sp²-hybridized graphene core enable intrinsic optical transitions and support 

charge transport, while edge and defect sites containing sp³-hybridized carbon, 

functional groups (e.g., C=O, C–OH, C–O–C), heteroatom dopants, and lattice 

vacancies break π-conjugation, localize carriers, and introduce additional electronic 

states within the bandgap[32,33]. This structural duality gives rise to an optical 

response comprising both intrinsic (core-related) and extrinsic (surface and edge 

related) emissive contributions. 
 

GQDs exhibit complete three-dimensional confinement, which leads to a fully discrete 

density of states (DOS) as described in Section 2.1.2. The resulting quantized energy 

levels can be understood within the particle-in-a-box framework, where energy scales 

inversely with the square of the confinement length 𝐿: 

𝐸" ∝
#
$'
	, (Equation 2.1.4-1) 

Here, 𝐿 corresponds to the lateral size of the sp² domain in GQDs. This inverse-square 

relationship underlies the pronounced size dependence of the optical bandgap: 

smaller dots possess larger effective bandgaps, leading to blue-shifted 

photoluminescence, while larger dots display red-shifted emission due to reduced 

quantum confinement. Experimentally, the observed emission spectra are further 

broadened by the size distribution of sp² domains and the heterogeneous contribution 

of surface states. 
 

The photoluminescence of GQDs is commonly described by two radiative 

pathways. Intrinsic (core) emission arises from π→π* transitions within 

quantum-confined sp² domains, where the transition energy increases as the domain 

size decreases following the confinement scaling of Eq. (2.1.4-1). Extrinsic 

(surface/edge) emission involves localized electronic states introduced by functional 

groups, dopants, or defects. For oxygen-containing surface groups, these often 

exhibit n→π transitions, where non-bonding (n) electrons associated with lone pairs 

(e.g., on C=O) are excited into the π system (Fig. 2.1.4-1(c)). In GQDs derived from 

spent tea—which are typically nitrogen-doped—both radiative pathways coexist, and 

their relative contributions depend on the degree of oxidation/reduction and the local 
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chemical environment, such as pH, ionic strength, and solvent polarity[33,34]. This 

coexistence of emissive pathways gives rise to excitation-dependent 

photoluminescence, wherein different excitation wavelengths selectively populate 

distinct emissive states, and leads to sensitivity to solvent interactions and aggregation 

effects. 

 

In summary, graphene quantum dots are the zero-dimensional form in the graphene 

material family, where quantum confinement and a high edge-to-area ratio produce 

discrete electronic states and a tuneable optical gap. Their photoluminescence 

emerges from a combination of size-dependent core transitions and 

surface-state-mediated recombination, resulting in concentration and 

excitation-dependent emission. The structural and chemical heterogeneity of GQD 

ensembles—variations in sp² domain size, edge termination, functional-group density, 

and inter-dot interactions—generates a broad distribution of emission. This intrinsic 

randomness enables the unique, irreproducible fluorescence “fingerprint” of each 

GQD deposition to be encoded into a secure binary identifier, as detailed in 

Section 2.2. 

2.1.5 Dimensionality as a Design Framework 
 
By combining GQDs (0D), vdWHs (2D), and HOPG (bulk), this thesis constructs a 

dimensionality-driven framework for understanding structure–function relationships 

across optical and electrochemical systems. The ability to tune emission randomness 

in GQDs, deterministic exciton dynamics in vdWHs, and interfacial reactions in 

graphite electrodes through structural control provides a unified strategy for device 

development in both security and energy domains. This foundation supports the 

following sections, which explore how these materials are applied in optical PUFs and 

lithium battery interfaces. 

2.2 Optical Physical Unclonable Functions (PUFs) 
 
As digital technologies advance, hardware security faces growing threats from 

counterfeiting, cloning, and unauthorized access. Conventional cryptographic 

techniques, while powerful, often rely on stored keys that can be intercepted or reverse 

engineered. Physical Unclonable Functions (PUFs) offer an alternative approach by 
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exploiting the inherent randomness of physical systems to generate unique, 

irreproducible identifiers. These systems harness material-level disorder, fabrication 

imperfections, or quantum-level fluctuations to produce device-specific “fingerprints” 

without requiring embedded keys[35-37]. 

2.2.1 Fundamentals of Optical PUFs 
 
PUF architectures are categorized by their entropy source and readout, encompassing 

electronic, coating, resistive, and optical variants (Table 2.2.1-1). While electronic PUF 

devices enable lightweight authentication without stored secrets, prominent designs 

are vulnerable to modelling attacks given sufficient challenge-response pairs. 

Similarly, material-based PUFs enhance entropy density via micro- or nano-scale 

disorder but must contend with stability issues such as aging and drift. In contrast, 

optical PUFs provide a distinct, non-contact, and high-throughput method to 

interrogate complex disorder, traditionally using laser speckle patterns and more 

recently via guided-mode mixing or other photonic mechanisms[38,39]. 
PUF 

architecture 
Physical 

entropy source 
Typical CRP 
mechanism 

Readout 
modality 

Example 
implementations 

Delay-
based 

electronic 
PUFs 

delay variation 
in 

paths/oscillators 

Apply challenge → 
compare 

delays/frequencies 

Digital 
timing/logic 

Silicon PUF / PRF; 
RO/arbiter-style 

PUF [40,41]. 

Memory-
based 
PUFs 

start-up states / 
cell mismatch 

Power-up/read → 
derive response 

Digital 
memory 
readout 

FPGA intrinsic 
SRAM PUFs[42]. 

Coating / 
capacitive 

PUFs 

dielectric 
particle 

distribution 

Probe local 
capacitance 

pattern 

Electrical 
sensing 

Capacitive/coating 
PUF analysis [43]. 

Resistive 
PUFs 

Stochastic 
filament 

formation / 
device 

variability 

Bias/set-reset → 
conductance 

states 

I–V / 
resistance 

Memristive PUF 
primitive[44]. 

Optical 
scattering 

PUFs 

Multiple 
scattering in 
disordered 

media 

Illuminate 
(angle/wavelength) 

→ speckle 
response 

Camera / 
photodetector 

Physical one-way 
functions / speckle 

PUFs[38]. 

 
Table 2.2.1-1. Comparison of representative PUF architectures and typical 

implementations. 
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Optical Physical Unclonable Functions (PUFs) generate unique challenge-response 

pairs (CRPs) by interrogating the inherent, irreproducible nanoscale disorder of a 

material through light–matter interactions such as scattering, fluorescence, or 

reflection. This disorder arises from structural irregularities that are physically 

unclonable—even with full knowledge of the fabrication process—and must remain 

stable over time and under varying environmental conditions [45]. A practical PUF 

must also demonstrate robustness against benign perturbations such as illumination 

variation or temperature drift and must offer scalability and a large CRP capacity to 

enable secure authentication and consistent key extraction. 

 

The cryptographic strength of a PUF is determined by its secrecy capacity, which 

quantifies the maximum number of independent, unpredictable bits extractable from 

the physical system, govern by the entropy density and spatial correlations of the 

underlying disorder[40, 46]. Strong PUFs must possess an exceptionally large CRP 

space to enable many unique exchanges without key storage and must resist 

machine-learning modelling attacks, even when an adversary has access to a subset 

of CRPs[41,47]. 

 

The entropy sources in optical PUFs can be categorized as implicit or explicit [48]. 

Implicit randomness arises from uncontrollable fabrication variability, such as defects, 

thickness fluctuations, trapped adsorbates, or interfacial residues. Explicit 

randomness is introduced through designed processing steps or engineered degrees 

of freedom—such as controlled assembly parameters, stacking sequences, or 

excitation conditions—that amplify entropy or enhance optical contrast while 

preserving un-clonability. In practice, many platforms combine both: implicit disorder 

provides an irreproducible microscopic seed, while explicit design enhances usable 

entropy, improves readout robustness, and expands the challenge space[49]. 

 

This thesis investigates implicit and explicit entropy sources to enhance usable 

randomness in optical security systems. Two graphene-based material platforms are 

developed to increase challenge-response pair (CRP) capacity. The first platform 

leverages Graphene Quantum Dots (GQDs), which harness implicit randomness from 

their inherent nanoscale heterogeneity in size, edge structure, and surface chemistry. 

This is augmented by explicit randomness introduced through electrospray deposition, 
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generating complex, spatially variable fluorescence patterns. These analogue patterns 

are then digitized into robust cryptographic keys using local binary pattern (LBP) 

feature extraction. The system's performance is rigorously evaluated through 

uniformity (bias) and Hamming distance metrics. 

 

The second platform is based on graphene–MoS₂ van der Waals heterostructures, 

where optical entropy arises from stacking disorder and spatially non-uniform 

interfacial coupling. During transfer and alignment, the interface develops 

heterogeneous morphology—wrinkles, bubbles, residue pockets, and associated 

strain gradients—that becomes effectively fixed after assembly and modulates 

excitonic emission across the device. Spatial variations in twist angle and local 

interlayer separation further perturb charge transfer efficiency and dielectric screening, 

thereby reshaping the exciton–trion balance and recombination dynamics in MoS₂. 

The resulting photoluminescence (PL) distribution is spatially complex and 

reproducible for a given sample, providing a basis for optical identity encoding. 

2.2.2 Graphene-Based Nanomaterials for Optical PUFs 

This section outlines how the structural and electronic principles from Section 2.1 are 

leveraged for O-PUF operation. It focuses on the physical origin of optical entropy in 

each platform, the mechanism of challenge–response pair (CRP) generation, and how 

explicit design choices expand the usable entropy. The dimensionality-dependent 

properties of graphene-derived materials, detailed in Section 2.1, establish a powerful 

materials platform for optical physically unclonable functions (O-PUFs). Their optical 

response is intrinsically sensitive to nanoscale structure, disorder, and interfacial 

electrostatics, converting subtle physical variations into measurable optical signals. As 

dimensionality is reduced, the increasing surface-to-volume ratio and the transition 

from continuous to discrete electronic states amplify the optical impact of variations in 

size, edge structure, and local environment.  

 

The photoluminescence (PL) of quantum dots (QDs) illustrates the variation of the 

optical response in 0D systems. Conventional semiconductor QDs (e.g., CdSe, InP, 

perovskites) exhibit size-tuneable optical gaps via quantum confinement. When 

monodisperse and well-passivated, their PL is dominated by band-edge excitonic 

recombination, resulting in largely excitation-independent emission where the peak 
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position is fixed and only the intensity varies with excitation conditions [50,51].  In 

contrast, excitation-dependent PL is common in the presence of ensemble 

heterogeneity—from size/shape dispersion or multiple emissive channels like surface 

or defect states—a characteristic feature of carbon-based dots and graphene quantum 

dots (GQDs)[52,53]. 

 

For GQDs (~1–10 nm), this excitation dependence arises from the emission is an 

ensemble average over distinct sub-populations, which vary in sp²-conjugated domain 

size, edge structure, and surface functional groups [52,54]. Mechanistically, shorter 

wavelength excitation preferentially activates higher-energy states (often linked to 

smaller sp² domains), while longer wavelengths selectively address lower-energy 

states (associated with larger domains or surface/edge sites). This leads to an 

apparent red shift and spectral broadening with increasing excitation wavelength, a 

behaviour frequently discussed in terms of selective excitation and “red edge” effects 

in carbon nanomaterials[52,53].  The local environment and inter-dot spacing further 

modulate PL by altering surface passivation and non-radiative pathways. At higher 

concentrations or reduced spacing, aggregation and π–π stacking can introduce 

lower-energy emissive channels and enhance reabsorption or energy transfer, often 

resulting in red-shifted, broadened, and sometimes quenched emission[52]. 

 

The optical entropy of GQDs derived from spent tea in this work stems from multiple 

sources of implicit randomness. The size distribution of lateral sp² domains (L) yields 

a broad, inhomogeneous emission spectrum, as dictated by the particle-in-a-box 

model (E ∝ 1/L², Eq. 2.1.4-1). Variability in edge termination (armchair vs. zigzag) and 

the distribution of oxygen- or nitrogen-based functional groups (e.g., C=O, C–OH) 

introduce a diversity of localized electronic states, enabling multiple radiative pathways 

that include π–π* transitions from the core and n–π* transitions from surface groups 

(Figure 2.1.4-1(c)). Furthermore, deposition methods such as electrospray produce a 

non-uniform spatial distribution characterized by complex clustering and local density 

fluctuations. These fluctuations modulate the local photoluminescence via excitation 

coupling, thereby mapping the ensemble's intrinsic spectral heterogeneity onto a 

corresponding spatial distribution of photoluminescence intensity. 
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For O-PUF, this combination of structural and depositional entropy provides a stable, 

physical "fingerprint." An optical challenge, such as a specific excitation wavelength or 

power, selectively excites a sub-population of GQDs. The response is the resulting 

fluorescence image—a two-dimensional map where each pixel's intensity integrates 

the contribution from a local, unique ensemble of GQDs. To convert this analogue 

pattern into a robust digital key, feature extraction methods like Local Binary Patterns 

(LBP) are employed. This method derive stability by encoding contrasts in local 

intensity variation, which are inherently resistant to global illumination drift compared 

to absolute intensity values, thereby ensuring reliable key generation. 

 

Graphene–MoS₂ van der Waals heterostructure represents a 2D platform where 

entropy arises from fabrication induced variation of interfacial coupling. The system 

uses excitons in monolayer MoS₂, which is then spatially modulated by uncontrollable 

nanoscale variations "locked in" during heterostructure assembly. The fundamental 

mechanism is the perturbation of MoS₂'s excitonic photoluminescence by proximal 

graphene through several coupling channels: 

• Charge Transfer: Fermi-level alignment induces interfacial doping, altering the 

local carrier density in MoS₂ and shifting the balance between neutral exciton 

(X) and charged trion (X¯) emission. 

• Dielectric Screening: Graphene modifies the local dielectric environment, 

renormalizing exciton binding energies and radiative recombination rates. 

• Non-Radiative Quenching: Graphene provides efficient pathways for energy 

and charge transfer, locally quenching the PL intensity. 

 

The critical entropy source is the spatial heterogeneity of the coupling strength, 

governed by the parameter set C(r) = {d(r), ε(r), σ(r), θ(r)}, which includes local 

interlayer spacing d, strain ε, charge transfer density σ, and twist angle θ. During dry-

transfer assembly, nanoscale disorder—such as trapped adsorbates, wrinkles, and 

nanobubbles—creates a spatially varying map of these parameters. Consequently, 

each device exhibits a stable heterogeneous PL pattern, characterized by pixel-to-

pixel variations in intensity, peak energy, and exciton/trion ratio. This platform enables 

a rich challenge space, where a challenge can be defined not only by spatial 

coordinates (r) but also by an external parameter: stacking order. Intentionally varying 
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the sequence of layers (e.g., graphene-on-MoS₂ vs. MoS₂-on-graphene) alters the 

dielectric environment and interfacial interactions, thereby generating a suite of distinct 

optical responses from the same graphene-MoS₂ heterostructure. Thus, this positions 

vdWHs as a new class of “engineered entropy” platforms for secure optical encoding. 

In summary, the 0D and 2D platforms demonstrate complementary entropy-

generation strategies rooted in their dimensionality. GQDs (0D) exploit intrinsic 

compositional and morphological randomness within an ensemble. The primary 

design lever is controlling the deposition process to maximize the density of 

independent stochastic features. Conversely, the Graphene–MoS₂ heterostructure 

(2D) exploits interfacial coupling that is spatially modulated by assembly disorder, 

stacking configuration and multi-parameter readout to extract maximal independent 

information from a single, structured interface.  

 

2.2.3 Stability and Encoding Strategies 
 
For an optical PUF to be practically viable, it must generate stable digital keys—binary 

responses that remain consistent across repeated measurements despite 

environmental fluctuations and measurement noise. Stability, which enables reliable 

enrolment and verification, is achieved through a combination of controlled protocols, 

noise-tolerant encoding, and robust feature extraction. 

 

For Graphene Quantum Dots (GQDs), stability is addressed through optimized 

fluorescence imaging. The encoding workflow begins with image pre-processing to 

select a stable region of interest and normalize global intensity gradients. The core 

step applies a Reduced Modal Local Binary Pattern (RMLBP) algorithm. This method 

encodes local texture contrasts rather than absolute brightness, making the resulting 

binary fingerprint inherently robust to illumination drift and minor rotational 

misalignment—key requirements for maintaining consistency. The final bitstring is 

derived from thresholded, rotation-invariant local patterns. 

 

For Graphene–MoS₂ heterostructures, stability is engineered via temperature and 

power-resilient spectral mapping protocols. The process starts with pixel-wise fitting 

of hyperspectral photoluminescence (PL) data to extract stable peak intensity 
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features. Trusted-pixel selection is then applied to exclude regions with poor fit quality 

or low signal-to-noise, ensuring only reliable data contributes to the key. The emission 

intensity maps are adaptively binarized and interleaved. Finally, cryptographic 

hashing (e.g., SHA-256) is optionally applied to the concatenated bitstring, which 

expands entropy and strengthens resistance to modelling attacks. These tailored 

strategies—RMLBP for GQDs and multi-feature binarization for heterostructures—

form the core of the O-PUF workflow: extract stable features, apply adaptive 

thresholding, and generate a compact cryptographic key. 

 

The quality of the generated PUF keys is quantified using standard statistical metrics 

that assess cryptographic suitability. Bias (or Uniformity) measures the randomness 

and balance of the binary key, calculated as the average value of its bits: 

Bias = %
H
∑ 𝑏NH
NO% , (Equation 2.2.3-1) 

where 𝑏N is the 𝑖-th bit (0 or 1) and 𝑛 is the total bit length. An ideal value 

of 0.5 indicates an equal probability of '0's and '1's, maximizing per-bit entropy. A 

significant deviation signals a systematic skew, which reduces randomness and 

increases vulnerability to statistical attacks. 

 

Hamming Distance (HD) is the principal metric for evaluating uniqueness (inter-device 

variation). The HD between two 𝑛-bit strings 𝐴 and 𝐵 is defined as: 

HD(𝐴, 𝐵) = %
H
∑ ∣H
NO% 𝐴N − 𝐵N ∣, (Equation 2.2.3-2) 

For uniqueness, the mean inter-HD is calculated between keys from different PUF 

tokens. An ideal value approaching 0.5 signifies that devices are statistically 

independent and maximally distinguishable.  

 

The use of graphene-based nanomaterials for optical PUFs not only offers a scalable 

and sustainable platform but also highlights the role of material dimensionality in 

controlling optical disorder and encoding complexity. GQDs primarily leverage 

inherent stochasticity, whereas van der Waals heterostructures motivate an alternative 

route in which deterministic nanoscale design variables and interfacial coupling can 

expand the challenge–response space and support unclonable identities.  
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2.3 Interfacial Chemistry in Lithium-Ion Batterie 
 
Rechargeable battery chemistries span from lead–acid and nickel–metal hydride 

(NiMH) to sodium-ion, lithium–sulfur, metal–air, and emerging all-solid-state systems. 

Among these, lithium-ion batteries (LIBs) are particularly compelling and are widely 

used in portable electronics, electric vehicles, and grid storage because of their high 

energy density, long cycle life, low self-discharge, and design flexibility[55]. The long-

term performance and safety of LIBs are critically governed by the stability of the 

electrode–electrolyte interface, particularly on the anode side, where a large potential 

drop drives electrolyte reduction and the formation of a nanoscale passivation layer 

called the solid–electrolyte interphase (SEI) during initial charging cycles[56]. 

 

A well-formed SEI functions as a selective ionic conductor and electronic insulator. 

This dual role enables efficient Li⁺ transport while passivating the electrode surface to 

suppress continuous electrolyte decomposition and undesirable side reactions[57]. By 

regulating ion transport and mitigating degradation, it preserves active lithium and 

electrolyte, maintains high charge–discharge efficiency, and ensures consistent 

energy delivery over extended cycling. Mechanically, a robust interphase prevents 

anode dissolution, mitigates structural degradation, and promotes uniform current 

distribution. Conversely, an unstable, porous, or excessively growing SEI consumes 

cyclable lithium and electrolyte, hinders ion transport, and increases internal 

resistance, ultimately leading to capacity fade, power loss, shortened battery lifetime, 

and heightened safety risks[58]. This section provides an overview of the mechanisms 

underlying SEI formation, the influence of anode surface structure, and the critical role 

of solvation structures—both in the bulk electrolyte and at the interface. 

2.3.1 SEI Formation and Anode Surface Effects 
 
The SEI is a passivating layer that forms when electrolyte components—typically 

solvent molecules and lithium salts—undergo reductive decomposition on the anode 

surface during the first few charging cycles. This interphase serves a dual purpose: it 

allows lithium-ion transport while blocking electrons, thereby preventing further 

electrolyte degradation. However, the chemical composition, morphology, and 

mechanical integrity of the SEI vary widely depending on the electrode material and 

electrolyte environment [59]. 
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Highly Oriented Pyrolytic Graphite (HOPG) serves as a foundational model system for 

studying SEI formation, primarily due to its distinct and well-defined basal and edge 

planes, which exhibit vastly different interfacial reactivities[60]. The basal planes, 

characterized by a densely packed, low-defect structure and high chemical inertness, 

enable smooth lithium-ion intercalation with minimal volume change. This inherent low 

reactivity results in minimal SEI formation, typically yielding thin, organic-rich layers. 

Minimizing SEI growth on these planes is crucial to preserving cyclable lithium, as 

direct intercalation does not occur across them. 

 

In contrast, the edge planes present a highly reactive surface due to lattice 

termination, which generates sp³ sites, dangling bonds, and functional groups. These 

features serve as active sites for lithium-ion intercalation and induce strong electrolyte 

interactions, leading to preferential and substantial SEI formation [61]. The resulting 

interphase is thicker and more homogeneous, dominated by inorganic species such 

as LiF and lithium carbonates derived from salt reduction. For example, in a 1 M LiPF₆ 

EC: DMC electrolyte, the SEI on edge planes can be several nanometres thicker than 

on basal planes. This SEI often exhibits a multi-layer structure, with loosely packed 

organic and inorganic carbonates near the electrolyte interface transitioning to a 

denser inner layer of LiF, Li₂O, and Li₂CO₃ closer to the graphite surface[62]. The 

mechanical stress from lithium insertion at these rough edges can also induce local 

structural distortions, contributing to mechanical degradation over time[63]. 

 

Consequently, while the basal-plane SEI consists mainly of lithium carbonates with 

minor inorganic compounds, the edge-plane SEI is defined by its thickness, inorganic 

richness, and complex layered morphology. These structural and compositional 

differences directly impact overall interfacial stability, lithium intercalation kinetics, and 

the long-term cycling performance of graphite electrodes[64,65]. 

2.3.2 Bulk and Interfacial Solvation Structures 
 
Beyond surface morphology of HOPG, the electrolyte’s bulk and interfacial solvation 

structures critically influence SEI chemistry. In the bulk electrolyte, lithium ions are 

solvated by a sheath of solvent molecules and occasionally anions, forming solvent-

separated ion pairs (SSIPs), contact ion pairs (CIPs), or ion aggregates (AGGs)-
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structural motifs defined by whether anions are absent from (SSIPs), directly contact 

(CIPs), or bridge between (AGGs) the solvated cations. The preferential solvation of 

Li⁺ in the bulk solvation structures plays a crucial role in governing ion migration and 

de-solvation at the electrode-electrolyte interface. For instance, ethylene carbonate 

(EC) exhibits strong coordination with Li⁺, which impedes de-solvation and increases 

interfacial resistance.  In contrast, the dominant Li-ion-anion aggregation (AGG) 

structure in electrolytes containing solvents like 1,3-dioxolane (DOL) yields excellent 

ionic conductivity, low activation energy, and minimal charge transfer resistance by 

facilitating a hopping-assisted de-solvation process. 

 

The bulk solvation structure of electrolytes governs not only transport properties but 

also mechanical (compressibility, viscosity), thermal (heat conductivity, capacity), 

chemical (solubility, reactivity), and interfacial electrochemical behaviour. For 

example, chemical compatibility between solvation sheath components and electrode 

materials determines SEI stability.  Incompatible species can lead to excessive 

electrolyte decomposition and higher interfacial resistance, reducing battery lifespan.  

Furthermore, the size and stability of the solvation sheath impact lithium-ion 

intercalation: a bulky or overly stable sheath can hinder direct Li⁺-electrode 

interactions, leading to an irregular and less compact SEI. 

 

While the bulk solvation structure mainly governs transport, mechanical and thermal 

properties in the electrolyte, the interfacial solvation structure mediate supramolecular 

interactions—including metal coordination, van der Waals forces, and electrostatic 

effects—which dynamically influence charge transport, ion mobility, and interfacial 

capacitance. At the core of these processes lies the electric double layer (EDL), which 

formed when an applied potential induces excess charge on the electrode surface that 

is compensated by the accumulation of counter-ions and depletion of co-ions in the 

adjacent electrolyte, creating a region of charge separation that controls both 

capacitive behaviour and interfacial electron transfer[66].  

 

The Stern model divides the EDL into two distinct regions (shown in Fig. 2.3.2-1): the 

Inner Stern Layer (or Inner Helmholtz Layer, IHL), where ions and solvent molecules 

are directly adsorbed onto the electrode surface, forming a tightly bound interfacial 
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layer, and the Diffuse Layer, where mobile ions move freely due to thermal 

fluctuations, resulting in a charge density gradient that extends into the bulk 

electrolyte. The layered structure of the Electric Double Layer (EDL) governs all 

electrochemical reactions at the electrode-electrolyte interface, defining key properties 

such as charge-potential relationships, ion transport, and interfacial capacitance. A 

well-structured EDL not only facilitates efficient lithium-ion transport across the 

interface but also reduces interfacial resistance, thereby enhancing charge-discharge 

efficiency. Beyond its role in charge distribution, the EDL plays a crucial role in SEI 

formation, shaping its composition, structure, and mechanical stability. By regulating 

the initial reduction reactions of electrolyte components, the EDL controls charge 

transport and ion mobility, passivating the anode and preventing further electrolyte 

decomposition. Ultimately, the synergistic interplay between bulk solvation structures 

and EDL characteristics dictates lithium-ion transport efficiency, SEI stability, and 

overall battery performance. 

 
Figure 2.3.2-1. Electric double layer (EDL) structure at an electrified Pt (111)/water interface. 

Reproduced from Le et al., Current Opinion in Electrochemistry 27, 100693 (2021) [66], 

under the CC BY-NC 4.0 license. 

 

Operando spectroscopic techniques, particularly Raman spectroscopy, have enabled 

the dynamic, real-time probing of solvation structures and SEI formation. The 

technique is based on inelastic light scattering, where incident photons interact with 

molecular vibrations, resulting in characteristic energy shifts of the scattered light that 

are exquisitely sensitive to the local chemical environment. This principle allows 
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Raman spectroscopy to provide molecular-level insights into lithium-ion intercalation 

pathways, solvation-shell evolution, and decomposition reactions at the graphite 

surface. Specifically, the coordination of Li⁺ to the carbonyl oxygen of ethylene 

carbonate (EC) shifts the C=O stretching frequency, enabling the quantification of Li⁺–

EC solvation via the intensity ratio of coordinated-to-free solvent bands. Similarly, for 

FSI⁻-based salts, systematic shifts in the S–N–S bending and stretching vibrations 

allow direct discrimination between free anions, contact ion pairs (CIPs), and ion 

aggregates (AGGs). By deconvoluting these spectral bands—especially in ethereal 

solvents like 1,3-dioxolane (DX)—the relative populations of solvent-separated ion 

pairs (SSIPs), CIPs, and AGGs can be extracted, providing a spectroscopic basis for 

understanding and quantifying the solvation structures that govern SEI formation and 

stability.  

2.3.3 Electrolyte Engineering and SEI Modulation 
 
Electrolyte design plays a key role in tailoring both bulk and interfacial solvation 

environments. High-concentration electrolytes (HCEs) and localized high-

concentration electrolytes (LHCEs) promote anion-driven SEI formation, enhancing 

interfacial stability through dense, inorganic-rich layers. Weakly solvating electrolytes 

(WSEs), such as DX-based systems, further support this approach by minimizing 

solvent decomposition and promoting Li–F-rich SEI chemistry. Ultimately, salt type 

and concentration directly modulate the Li⁺ solvation environment by collectively 

governing ion pairing, dissociation behaviour, and solvation strength from the bulk 

electrolyte to the electrode interface[67]. 

 

Salt type  alters the solvation environment by governing ion dissociation, which in turn 

dictates interfacial kinetics and deposition morphology: highly dissociative salts (e.g., 

LiPF₆, LiFSI) favor solvent-separated ion pairs (SSIPs) that enhance ionic mobility 

moderately dissociative salts (e.g., LiTFSI) promote contact ion pairs (CIPs), modifying 

viscosity and transport [68], and weakly dissociative salts (e.g., LiCl, LiBF₄) lead to ion 

aggregates (AGGs) that deplete free ions and hinder diffusion[69,70]. Beyond 

dissociation, anion coordination strength directly controls charge transfer, where 

weakly coordinating anions (e.g., PF₆⁻) facilitate rapid de-solvation, while strongly 

coordinating ones (e.g., TFSI⁻) increase de-solvation barriers and impedance. 
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Consequently, electrolytes with anions like FSI⁻ and TFSI⁻ often enable uniform 

lithium deposition, whereas AGG-prone salts like LiBF₄ promote inhomogeneous ion 

transport and dendritic growth.  

 

Salt concentration further reshapes the solvation structure and interfacial behaviour. 

In dilute systems, Li⁺ coordination is dominated by ion-dipole interactions with 

approximately four solvent molecules, forming SSIPs where anions are largely 

excluded from the primary solvation sheath[71]. As concentration increases, the 

reduced free solvent availability disrupts the secondary solvation sheath and draws 

anions into the primary coordination sphere, increasing ion pairing and leading to a 

more compact electric double layer that alters lithium-ion mobility, charge transfer 

kinetics, and viscosity. In highly concentrated electrolytes (HCEs, ~3-6 M), extreme 

solvent scarcity forces anions into the primary sheath, forming CIPs and AGGs[72,73]. 

This restructuring, while potentially reducing bulk ionic conductivity introduces key 

interfacial advantages: it facilitates Li⁺ de-solvation enhances oxidative/reductive 

stability [72,74], and promotes the formation of a robust, anion-derived SEI. This 

anion-rich interphase improves interfacial stability, suppresses dendrite formation, and 

supports high-rate, long-term cycling in graphite and lithium metal electrodes 

[72,75,76]. Thus, strategic manipulation of salt identity and concentration provides a 

direct pathway to tailor solvation structures, transport properties, and interfacial 

chemistry for advanced battery performance. 

 

This thesis employs Raman spectroscopy to investigate how electrolyte composition, 

solvent environment (EC/DMC and DX), and salt concentration (0.1M–6M LiFSI) 

modulate solvation structure and SEI behavior on graphite electrodes. By combining 

operando techniques with surface-treated HOPG, the work aims to establish a 

molecular-level understanding of the coupled roles of dimensionality, solvation, and 

interfacial chemistry in guiding SEI formation. 
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Chapter 3 Fabrication and Characterisation 
 
This chapter presents the synthesis, fabrication, and characterisation methodologies 

employed across the three material systems investigated in this thesis: graphene 

quantum dots (GQDs), graphene–MoS₂ van der Waals heterostructures (vdWHs), and 

highly oriented pyrolytic graphite (HOPG) electrodes. These systems were chosen to 

explore how material dimensionality — from zero-dimensional (0D) to two-dimensional 

(2D) structures — governs structure–function relationships. In particular, the study 

examines how dimensionality influences optical responses critical for optical physical 

unclonable functions (O-PUFs), as well as interfacial phenomena in lithium-ion 

batteries, including solid electrolyte interphase (SEI) formation and solvation-

structure-driven electrolyte decomposition. 

 

Section 3.1 details the fabrication of GQD-based optical PUF devices using biomass-

derived carbon precursors. GQDs were synthesized from tea leaves and deposited 

via electrospray techniques to form randomly distributed optically active patterns on 

target silicon substrates. The section then describes the exfoliation, transfer, and 

deterministic stacking of graphene and MoS₂ monolayers for constructing vdWH 

devices. The section concludes with the preparation of HOPG substrates for operando 

electrochemical studies, including mechanical polishing and thermal annealing, and 

the formulation of two electrolyte systems—polar EC/DMC and non-polar DX—each 

with lithium salts (LiPF₆ or LiFSI) to probe solvation-dependent SEI formation. 

 

Section 3.2 introduces the suite of characterisation tools used throughout this work. 

Optical microscopy was used to identify graphene and MoS₂ monolayers via contrast 

differences, while fluorescence imaging assessed the spatial distribution and 

brightness of GQDs, enabling visualisation of optical fingerprints central to PUF 

applications. 

 

Spectroscopic methods formed the core of structural and optical analysis. Raman 

spectroscopy was used to evaluate GQD crystallinity, interlayer coupling in vdWHs, 

and SEI evolution on graphite during lithiation. Photoluminescence (PL) spectroscopy 

probed interlayer exciton behaviour in vdWHs, with temperature-dependent 
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measurements from 10 K to 300 K revealing energy shifts and emission dynamics. 

UV–Vis’s absorption spectroscopy provided insight into the optical bandgap and 

absorption features of GQDs, supporting synthesis optimisation and emission tuning. 

Finally, atomic force microscopy (AFM) offered nanoscale topographical 

characterisation of GQDs, capturing their lateral dimensions, height distribution, and 

surface uniformity. Together, these integrated fabrication and characterisation 

strategies form a comprehensive platform for uncovering the dimensionality-

dependent optical and interfacial properties of graphene-based nanomaterials. 

 

3.1 Fabrication of Graphene-Based Nanomaterials 
This section describes the sample preparation procedures for the graphene-based 

nanomaterials investigated in this thesis, including graphene quantum dots (GQDs), 

graphene–MoS₂ heterostructures, and graphite electrodes for lithium-ion battery 

applications. 

 

3.1.1 Fabrication of Graphene Quantum Dots Optical PUFs Devices 

This section outlines the complete fabrication process of the GQD-based optical 

physical unclonable function (O-PUF) device, from GQDs synthesis to deposition on 

silicon substrate. Among reported synthesis of biomass-derived GQD—such as 

orange peel/juice, grape and banana juices, honey, durian, and cabbage[77-79]— 

spent oolong tea leaves were selected because they have been shown to yield GQDs 

with high quantum yield and robust optical properties[79,80]. During hydrothermal 

treatment, the lignocellulosic matrix and associated biomolecules undergo 

dehydration and aromatisation, forming nanoscale sp²-carbon cores decorated with 

oxygen- and nitrogen-containing functional groups[81,82]. These functionalities 

promote water dispersibility and provide accessible surface sites without the need for 

strong oxidants or extensive post-synthetic modification. Critically, oolong tea is 

partially oxidized, containing both catechin-rich components (as in green tea) and 

oxidation/polymerization products (as in black tea), which provides a chemically 

diverse, oxygen-rich feedstock.  In parallel, the oolong tea leaves supply nitrogen-

bearing biomolecules such as amino acids and proteins, facilitating nitrogen doping 

during synthesis. 
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The process begins with the hydrothermal synthesis of GQDs derived from spent tea 

leaves, selected as an abundant and sustainable carbon precursor. After purification 

and redispersion, the GQDs were deposited onto silicon substrates by simple drop 

casting or electrospray deposition using a custom-built electrospray ionisation (ESI) 

system, yielding nanoscale deposits after drying as confirmed by AFM (see Section 

4.2.2). The resulting GQD samples were then imaged by fluorescence microscopy and 

converted into binary maps for key generation and PUF analysis. 

 

3.1.1.1 Hydrothermal Synthesis of GQDs from Spent Tea Leaves 

Graphene quantum dots (GQDs) were synthesised via hydrothermal carbonisation 

using spent oolong tea leaves as biomass precursor.   The tea leaves were sourced 

from Solaris Botanicals Ltd. (via Amazon), and all aqueous solutions were prepared 

using distilled deionised (DDI) water with a resistivity greater than 18 MΩ·cm, obtained 

from a Millipore Milli-Q-RO4 system. Dialysis membranes with a molecular weight cut-

off (MWCO) of 500–1000 Da were supplied by Carl Roth & Co. 

 
Figure 3.1.1.1-1. Schematic workflow for green synthesis of Graphene quantum dots 

(GQDs) from spent tea bags. The tea precursor was ground to a fine powder, dispersed in 

deionised water to form a uniform solution, and transferred to a hydrothermal reactor. The 

resulting GQD dispersion was purified by centrifugation and dialysis. Photographs show the 

GQD solution under ambient illumination and under 450 nm excitation, demonstrating green 

photoluminescence.  
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In the hydrothermal synthesis procedure (Figure 3.1.1.1-1), spent tea leaves were   

thoroughly rinsed, oven-dried at 80 °C for 12 hours, and ground to a particle size below 

90 µm. A 0.2 g portion of the dried powder was dispersed in 10 mL of DDI water and 

ultrasonicated at 40 °C for 20 minutes to promote homogeneous dispersion. The 

resulting mixture was transferred into a 45 mL Teflon-lined stainless-steel autoclave 

and heated at 220 °C for 3 hours. After naturally cooling to room temperature, the 

reaction product was centrifuged at 4000 rpm for 20 minutes to remove large 

carbonaceous residues. The supernatant containing the GQDs was then purified via 

dialysis using a 500–1000 Da MWCO membrane for 48 hours under continuous 

magnetic stirring. Following purification, the GQD solution was dried in a vacuum oven 

at 80 °C. The dried GQDs were subsequently redispersed in DDI water at varying 

concentrations to investigate how dispersion concentration affected their 

photoluminescence properties. 

 

3.1.1.2 Deposition of GQDs on Silicon substrate 

In this section, the deposition of graphene quantum dots (GQDs) onto silicon 

substrates is described using both drop casting and electrospray ionisation (ESI). Drop 

casting was initially explored because it is simple and rapid; however, film formation 

is often dominated by the coffee-ring effect, which leads to edge accumulation and 

non-uniform coverage across large areas. While such drying-induced inhomogeneity 

can introduce randomness, the resulting patterns are difficult to tune and are poorly 

reproducible from sample to sample, which can compromise within-device uniformity 

and long-term readout stability. By contrast, ESI enables deposition over larger areas 

or multiple samples in a scalable manner with improved control over areal coverage 

and thickness, while still producing spatially random photoluminescent micro-patterns 

suitable for optical physical unclonable function (O-PUF) operation. 

 

To deposit GQDs by drop casting, the purified GQD dispersion was diluted with 

deionised water to a working concentration of 1.0 mg mL⁻¹ and briefly sonicated to 

ensure a homogeneous suspension. Si/SiO₂ wafers (Si with a thermally grown SiO₂ 

overlayer) were cleaned sequentially in acetone and isopropyl alcohol (IPA) to remove 

organic contaminants and surface residues (Figure 3.1.1.2-1). Each wafer was 

immersed in acetone and sonicated for 5 min, followed by sonication in IPA for 5 min. 
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The chips were then rinsed with deionised water and dried under a nitrogen stream. 

Finally, oxygen plasma treatment was applied for 2 min to enhance surface cleanliness 

and hydrophilicity prior to deposition. 

 

The cleaned wafer was placed on a hot plate at 60 °C to accelerate evaporation of the 

aqueous solvent during deposition. Droplets of GQD solution (≈10 µL) were dispensed 

sequentially across the surface using a micropipette, allowing each droplet to dry 

completely before subsequent droplets were applied. After drying, each droplet formed 

a visible circular coffee-ring deposit on the Si/SiO₂ surface. To mitigate coffee-ring–

induced edge accumulation and improve areal coverage, subsequent droplets were 

placed with a small lateral offset such that their coffee-ring patterns partially 

overlapped, helping to fill the central low-coverage regions of preceding deposits. In 

total, approximately 0.5 mL of GQD solution (≈50 droplets) was deposited per wafer. 

After deposition, each wafer was cooled down to room temperature before further 

characterisation. 

 
Figure 3.1.1.2-1. Schematic illustration of the drop-casting process for depositing graphene 

quantum dots (GQDs) on a Si/SiO₂ substrate. (a) Drop deposition: a droplet of GQD 

dispersion is placed on the Si/SiO₂ surface supported on a 60 °C hot plate. (b) Drying and 

coffee-ring formation: solvent evaporation under mild heating leads to a characteristic coffee-

ring deposit with edge-enriched GQD accumulation. (c) Offset droplet coverage (partial 

overlap): sequential, slightly offset droplet placement produces partially overlapping 

deposits, improving areal coverage while retaining a spatially random distribution of GQD 

clusters. 

 

The second deposition method employed was electro spraying (Figure 3.1.1.2-2). In 

this process, graphene quantum dots were dispersed in a diluted ethanol-based 

solution and deposited onto the substrate using a custom-built electrospray ionisation 
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(ESI) setup. A 30-gauge needle was used to atomise the solution into fine droplets. 

The ESI system was powered by a high-voltage DC generator (0.1–5 kV), which 

applied potential between the needle tip and a grounded copper plate positioned 

beneath a thin water layer. This configuration produced micron-sized aerosol droplets 

that were significantly smaller and more uniform than those generated by conventional 

syringe-based deposition [83,84]. 

 
Figure 3.1.1.2-2. Electrospray ionisation (ESI) setup and spray regime used for depositing 

graphene quantum dots (GQDs) onto Si/SiO₂ substrates. (a) Schematic of the electro-

spraying mechanism: a high voltage applied between the syringe needle and the grounded 

collector induces charge accumulation at the liquid meniscus, forming a Taylor cone and 

emitting a fine jet of charged microdroplets. As the droplets travel toward the substrate, 

solvent evaporation and Coulombic repulsion disperse the droplets into a stable aerosol, 

enabling deposition of a thin GQD coating over the collector surface. (b) Representative ESI 

spray image for an ethanol-based GQD dispersion captured using a USB endoscope, 

showing the stable single-jet (cone–jet) mode obtained at an applied potential in the range of 

2.5–3.0 kV between the needle and copper plate. 

 

The working principle of electrospray deposition (Figure 3.1.1.2-2(a)) relies on the 

balance between electrostatic and surface tension forces on the liquid meniscus at the 

needle tip. When a high voltage is applied between the positively charged needle and 

the grounded electrode, charge accumulation at the liquid surface induces 

electrostatic stress that overcomes surface tension, forming a conical meniscus known 

as a Taylor cone. From the apex of this cone, a fine jet of charged droplets is emitted 

and subsequently breaks into smaller aerosol droplets through Coulombic repulsion. 

As these charged droplets travel toward the grounded electrode, solvent evaporation 

progressively reduces their size while maintaining surface charge density. The 
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combined effects of evaporation, charge redistribution, and Coulomb fission (droplet 

splitting due to charge overaccumulation) result in uniform submicron droplets. Upon 

reaching the substrate, these droplets spread and coalesce to form a thin, randomly 

distributed GQD film. 

 

A syringe pump maintained a constant flow rate of the GQD solution to ensure stable 

jet formation, while the applied voltage controlled the spray mode. At an optimal 

voltage (typically 2.5–3.0 kV), a steady single-jet or cone-jet mode was achieved, 

characterised by minimal oscillation and uniform deposition. Excessive voltage led to 

multi-jet or pulsating modes, resulting in droplet instability and aggregation. The 

liquid’s conductivity, viscosity, and surface tension, along with the working distance 

and solvent polarity, collectively influenced spray stability and the final film 

morphology. This controlled electro spraying mechanism enabled precise tuning of 

droplet size and deposition density, allowing the creation of homogeneous, optically 

active GQD layers essential for reproducible O-PUF device fabrication. 

 

The ESI apparatus comprised a 5 mL plastic syringe (HSW Norm-Ject) equipped with 

a 30-gauge precision needle (Adhesive Dispensing Ltd.). To ensure electrical 

continuity, a silver electroconductive coating connected the syringe body to the needle, 

providing electrical contact through a metal screw mounted inside the syringe holder. 

A 5 × 5 cm² copper plate was grounded and positioned under a shallow water layer to 

prevent direct contact with the substrate boundaries and to minimise electrical noise. 

This configuration ensured stable spraying with reduced large-droplet formation. 

 

A critical parameter for achieving uniform deposition was the spreading coefficient, 

which governs droplet behaviour on the water surface. A positive coefficient promotes 

spreading, whereas a negative one favours aggregation. By tuning the needle gauge 

and solution polarity (through concentration or solvent composition), the spray 

characteristics were optimised: a finer gauge produced smaller initial droplets, while a 

more polar solution enhanced charge distribution and droplet breakup under the 

electric field—both contributing to a stable and uniform aerosol.  

 

As shown in Figure 3.1.1.2-2 (b), applying 2.5–3.0 kV produced a stable, narrow spray 

that widened into a cone at greater distances. Higher voltages introduced instability, 
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causing spray oscillations. The aerosol plume was monitored in real time using an 

endoscope under UV illumination. Under optimal conditions, depositing 0.5 mL of GQD 

solution required approximately 30 minutes and produced a uniform thin film. Although 

minor aggregation remained, the electrospray method significantly improved film 

homogeneity compared with drop-casting, making it the preferred approach for O-PUF 

device fabrication. 

 

3.1.2 Graphene-MoS2 Van der Waal Heterostructure OPUF Device 

Fabrication 

This section outlines the step-by-step fabrication protocol for constructing Graphene–

MoS₂ van der Waals heterostructures (vdWHs), which form the foundational platform 

for investigating interlayer exciton dynamics and optical PUF behaviour. The 

fabrication process (See Figure 3.1.2-1) begins with the mechanical exfoliation of high-

quality graphene and MoS₂ crystals to isolate monolayer flakes. These exfoliated 

layers are initially deposited onto a polydimethylsiloxane (PDMS) stamp, which allows 

for flexible manipulation and visual identification under optical microscopy. 

 
Figure 3.1.2 -1 Workflow for the Fabrication of Graphene–MoS₂ van der Waals 

Heterostructures (vdWHs) 

Graphene-MoS2 VdWH 

Mechanical exfoliation of monolayer

 Graphene and MoS2

Alignment and stacking 

Graphene to  MoS2  on SiO2 

2D MoS2 transfer from PDMS to SiO2
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The selected flakes are then transferred from the PDMS onto a clean Si/SiO₂ substrate 

using a dry transfer technique that combines precise mechanical alignment, optical 

verification, pressure control, and controlled heating. Finally, the stacked 

heterostructure is formed by carefully aligning a second 2D material—typically 

graphene—on top of the pre-transferred MoS₂ layer, followed by annealing to enhance 

interfacial contact and reduce trapped residues or air pockets. Each step in this 

fabrication sequence is designed to ensure high fidelity in layer positioning, clean 

interfaces, and minimal damage to the delicate monolayers. The assembled vdWHs 

are subsequently characterised by Raman and photoluminescence spectroscopy to 

confirm their quality and structural integrity. 

 

3.1.2.1 Mechanical Exfoliation of 2D Materials 
 
To fabricate graphene–MoS₂ van der Waals heterostructures (vdWHs), high-purity 

graphite and MoS₂ crystals were sourced from HQ Graphene. A polydimethylsiloxane 

(PDMS) stamp (Gel-Film PF-40-X4, Gel-Pak) and blue tape (BT-150E-KL) were used 

to mechanically exfoliate thin flakes from the bulk crystals. 

 

The exfoliation process relies on the contrast between strong intralayer and weak 

interlayer forces in van der Waals materials. Graphene and MoS₂ flakes were isolated 

using Nitto tape, selected for its low adhesion to reduce organic contamination. The 

process began by cleaning a glass substrate with isopropyl alcohol (IPA). A Gel-Pak 

film was then trimmed to size, and its protective layer was removed to expose the 

PDMS surface (Figure 3.1.2.1-1(a-c)). The PDMS stamp was mounted onto the glass 

substrate while avoiding air bubbles, and only the edges were handled to minimise 

contamination. 

 

The exfoliation step was performed by bringing Nitto (blue) tape pre-coated with the 

bulk 2D crystal into conformal contact with the PDMS stamp (Figure 3.1.2.1-1d–e), 

applying uniform pressure across the contact area. After 10–15 minutes to allow 

conformal contact and interfacial adhesion to stabilise, the tape was removed in a 

single rapid motion while one edge of the PDMS/glass support was held with tweezers 

to prevent stamp lift-off.  
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Figure 3.1.2.1-1. Mechanical exfoliation workflow for graphene and MoS₂. (a) Gel-Pak film 

trimmed to size. (b) Protective layer removed to expose the PDMS surface. (c) PDMS stamp 

mounted onto a clean glass slide, avoiding air bubbles. (d) 2D material crystal prepared on 

Nitto tape. (e) Tape pressed onto the PDMS surface to transfer and thin flakes. (f) Tape 

rapidly peeled back (≈60–90°) while the PDMS/glass is held in place, leaving exfoliated 

flakes on PDMS for subsequent transfer/inspection. Panels (a–c) are reproduced with 

permission from the Royal Society of Chemistry from Wang et al., Nanoscale 7, 877–884 

(2015) [85]. 

 

The tape was peeled back at a 60–90° angle to promote efficient layer separation 

(Figure 3.1.2.1-1(f)). This rapid-peel step is critical because the peel rate governs the 

interfacial stress at the peel front. Previous research shows that increasing peel speed 

introduces a kinetic stress contribution (∝ v²) to the static adhesion term, increasing 

the effective mechanical driving force for crack propagation and favouring detachment 

of thinner layers rather than bulk removal [86]. Fast removal also minimises adhesive 

relaxation and interlayer sliding that can occur during slow peeling, which would 

otherwise promote re-adhesion of thicker regions and reduce the probability of 

ultrathin flake formation[87]. The peel angle further tunes the shear-to-normal stress 

ratio at the interface, with larger angles (~60–90°) enhancing lateral shear and 

interlayer slip, thereby the yield of mono- and few-layer flakes [88]. Under these 
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conditions, rapid peeling at ~60–90° generates a sharp shear front and fracture edge 

within the crystal, leaving flakes of varying thickness—often including monolayers—

on the PDMS surface. This controlled rapid-peel step therefore significantly improves 

the probability of obtaining large-area, high-quality thin flakes on the PDMS surface. 

As a result, flakes of various thicknesses, including monolayers, were left behind on 

the PDMS and subsequently identified by optical microscopy. 

 

Flakes were identified and characterised by optical microscopy and Raman 

spectroscopy. Under optical microscopy, potential monolayer regions were first 

distinguished by their characteristic semi-transparent colour contrast on PDMS—

graphene appeared as a faint, transparent grey, whereas monolayer MoS₂ exhibited 

a slightly transparent dark blue (see details in Chapter 3.2.1). Raman spectroscopy 

was subsequently used to confirm flake thickness and crystalline quality. For 

graphene, monolayer regions were primarily from the characteristic single, symmetric 

2D band shape, with a high intensity ratio (typically I2D/IG > 2 for lightly doped by silicon 

substrate) used as supporting evidence.  While for MoS₂, monolayer was assigning 

from the frequency separation between the in-plane E₂g and out-of-plane A₁g modes 

(Δ ≈ 19–20 cm⁻¹) taken as indicative of monolayer MoS₂. The detailed optical and 

spectroscopic procedures are described in Sections 3.2.1 and 3.2.4. All steps were 

conducted under clean conditions to ensure reproducibility and flake quality. 
 

3.1.2.2 Monolayer MoS2 and Graphene transfer from PDMS to Silicon Substrate 
 
The transfer of exfoliated 2D MoS2 from PDMS to a Si/SiO₂ substrate requires a 

meticulously clean environment and precise mechanical alignment. Substrate 

cleaning began with sequential ultrasonic baths—first in acetone, then in isopropyl 

alcohol (IPA)—each lasting 5 minutes. After nitrogen drying, the substrate was treated 

with oxygen plasma to remove organic residues and render the surface hydrophilic. 

 

The transfer system consisted of a custom-built stage equipped with a vacuum chuck, 

closed-loop heating element, pressure sensor and three-axis micromanipulators. The 

PDMS-containing glass slide was mounted inverted onto a slide holder, and the silicon 

substrate was fixed on the substrate holder by vacuum chuck and viewed through the 

optical microscope.  As shown in the schematics diagram of PDMS dry transfer 
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method in Figure 3.1.2.2-1 (steps 3–4), alignment began by centring a corner of the 

Si/SiO₂ substrate in the microscope’s field of view—a position near the substrate edge 

closest to the stamp holder chosen to minimize the initial area of contact. The 

microscope focus was then shifted to the PDMS stamp surface to locate the flake 

intended for transfer.  The substrate position was subsequently adjusted to align the 

target flake.  Following alignment, the stamp was lowered toward the substrate using 

a z-axis controller, with the approach speed reduced as the stamp neared the surface. 

Continuous optical monitoring was maintained while lowering the stamp until it was 

close to contact. At this stage, the approach speed was further decreased to prevent 

unintended contact between the flake and the substrate. The stamp was then lowered 

incrementally until a portion of the PDMS made initial contact with the substrate. 

 
Figure 3.1.2.2-1. Schematics of the PDMS dry transfer method. The flake to be transferred is 

exfoliated onto a PDMS stamp (1) and the stamp is then attached to a glass slide connected 

to a micromanipulator (2). Using a microscope the flake can be aligned with the final 

substrate (3) and brought in contact (4). By slowly peeling of the PDMS stamp (5) the flake 

can be deposited on the substrate (6). Reproduced with permission from the Royal Society 

of Chemistry from Frisenda et al., Chemical Society Reviews 47, 53–68 (2018) [89]. 

 

The moment of PDMS stamp–substrate contact was identified optically by monitoring 

changes in colour/contrast and the evolution of interference fringes at the interface. 

Prior to contact, a thin interfacial gap generated bright fringe patterns (Newton’s rings) 

due to optical interference. Upon initial adhesion, Newton's rings locally disappeared 
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as a darker region spread laterally from the first point of contact, indicating conformal 

stamp–substrate contact (Figure 3.1.2.2-2). The progression of this dark 

front confirms that intimate, conformal contact has been achieved across the target 

region—a critical step in deterministic transfer prior to heating and release [90,91]. 
 

When the PDMS made contact across the flake, bonding was aided by heating the 

substrate to 65 °C for approximately 2 minutes. Adhesion time varied from 10 to 60 

minutes depending on flake size and substrate condition. After cooling, the stage was 

slowly lowered to peel back the PDMS. The peeling speed was carefully controlled—

slow enough to avoid delamination, but efficient enough to prevent bubble formation. 

A successful transfer was indicated by the flake disappearing from the PDMS and 

appearing on the substrate. 

 
Figure 3.1.2.2-2. Optical observation of PDMS stamp–SiO₂/Si substrate contact 

during viscoelastic transfer. Optical micrographs acquired during approach of a 

PDMS stamp onto the SiO₂/Si substrate. The darker region corresponds to 

conformal stamp–substrate contact, while the brighter region corresponds to the 

non-contact area, where a thin interfacial gap remains between the PDMS and the 

substrate. (a) Initial contact formed before the advancing dark contact front reaches 

the target flake (highlighted by a blue outline); (b) Increased contact area such that 

the region around the target flake is fully within the contact zone. Image remains the 

copyright of Ossila. Taken with permission from Ossila. 

 

Post-transfer inspection was first performed under optical microscopy to verify flake  

position, continuity, and edge integrity. Visual confirmation of a successful transfer 

was indicated by the disappearance of the flake from the PDMS and its presence on 

the Si/SiO₂ substrate without visible tears or residues. Raman and photoluminescence 
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(PL) spectroscopy were subsequently employed to assess structural quality and 

determine layer number. Raman analysis focused on the E₂g¹ and A₁g vibrational 

modes of MoS₂ and the G and 2D bands of graphene, where peak positions, widths, 

and intensity ratios served as indicators of monolayer character and strain. 

Complementary PL spectra were used to confirm monolayer MoS₂ through its 

characteristic direct-gap emission around 1.85 eV and to identify interlayer excitonic 

features in stacked heterostructures. Detailed measurement procedures are described 

in Sections 3.2.1 and 3.2.2. 

 
3.1.2.3 Assembly of Graphene–MoS₂ Van der Waals Heterostructures 

Following the successful transfer of MoS₂ onto a silicon substrate, the next step 

involved stacking and aligning a graphene monolayer atop the MoS₂ to construct the 

heterostructure (Figure 3.1.2.3-1). Using a high-resolution optical microscope 

(typically 10× or 100× objective), the region of interest on the MoS₂ was identified and 

centred within the field of view. The substrate stage was then adjusted to ensure 

optimal overlap with the graphene flake on the PDMS stamp. 

 
Figure 3.1.2.3-1. Schematic illustration of van der Waals heterostructure assembly using a 

PDMS-based dry transfer method. (i) The top-layer flake is mechanically exfoliated onto a 

PDMS stamp mounted on a glass slide. (ii) The stamp holder is inverted and mounted on the 

transfer station; the top flake is aligned to a target bottom flake pre-prepared on a 300 nm 

SiO₂/Si substrate under an optical microscope. (iii) The PDMS stamp is lowered to bring the 

flakes into contact. (iv) The stamp is slowly retracted, releasing the top flake onto the 

substrate and forming the stacked heterostructure. Reproduced with permission from IOP 

Publishing from Fan et al., 2D Materials 7, 022005 (2020) [92]. 

 

Precise manipulation was achieved using a micro-manipulator system capable of 

nanometre-scale resolution and angular adjustments up to 30°. The graphene/PDMS 
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stamp was gradually lowered until its edge made initial contact with the edge of the 

Si/SiO₂ substrate; the motion was paused to prevent unintended flake 

pickup. Next, the stamp was slightly retracted and realigned so that the targeted 

monolayer MoS₂ flake was precisely centred beneath the graphene. Following 

confirmation of this alignment, the PDMS stamp was gently lowered further until the 

contact front covered the MoS₂ region. 

 

Upon achieving full contact, the interface was heated to 65 °C and maintained for 

approximately 10 minutes to initiate van der Waals bonding. Mild heating softens the 

viscoelastic PDMS and increases the mobility of interfacial adsorbates, enabling 

conformal adhesion between the graphene and MoS₂ layers while displacing trapped 

air and moisture. This temperature is sufficient to promote uniform bonding without 

inducing thermal strain or damage to the monolayers[90,93]. The sample was 

subsequently allowed to cool naturally for ~30 minutes. During this phase, the stage 

was carefully lowered in a controlled manner while observing the interface under the 

microscope. Upward adjustments were applied as needed to slow the retreat of the 

PDMS and minimise the risk of delamination or bubble formation. 

 

Once the PDMS had cleared the area of the graphene flake, the remainder of the 

detachment was carried out more swiftly, though still under controlled conditions. 

Automated stage control software was used to fine-tune the vertical movement and 

ensure stable peeling without abrupt mechanical disturbance. 

 

To further enhance interfacial contact and eliminate trapped bubbles, the stacked 

heterostructure was subjected to vacuum annealing at 200 °C for 3 hours. This post-

transfer treatment was critical to improving the overall uniformity and mechanical 

stability of the interface[94]. The success of the stacking process was confirmed 

through post-transfer optical imaging, Raman spectroscopy, and photoluminescence 

(PL) measurements (see Sections 3.2.1–3.2.4), which validated both the presence 

and quality of interlayer coupling in the assembled Graphene–MoS₂ van der Waals 

heterostructure. 
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3.1.3 Graphite Electrode and Solvent-Electrolyte Systems Preparation 

In this section, sample preparation for Raman spectroscopic analysis is presented with 

detailed protocols that are critical for understanding the solid-electrolyte interphase 

(SEI) formation in battery systems. Preparation encompassed crafting of Highly 

Ordered Pyrolytic Graphite (HOPG) electrodes, assembly of these electrodes within 

an electrochemical cell (EL-CELL), and the precise formulation of various electrolyte 

solutions. Each procedure was optimised to create a laboratory setting that mirrors the 

internal conditions of lithium-ion batteries during operation. This alignment was 

essential to gather data that accurately represents SEI development and properties, 

contributing to a deeper insight into the electrochemical behaviours. 

HOPG/electrolyte/EL-CELL preparation was performed by Yue Chen; Raman 

measurements and analysis were performed by the author. 

 
Figure 3.1.3-1. Schematic of the HOPG polishing and annealing procedure, illustrating how 

surface treatment exposes distinct basal- and edge-plane regions. HOPG is mounted on a 

tilted stage (~5–7°) and patterned by Ar⁺ ion-beam exposure through a mask, followed by 

polishing and thermal annealing to define terraces and step edges. The resulting surface 

comprises graphene basal planes (terrace regions) and edge planes (step-edge sites), 

which provide chemically distinct locations for interfacial reactions. 

 

Preparation of the Highly Ordered Pyrolytic Graphite (HOPG) electrode involved a 

carefully controlled procedure (Figure 3.1.3-1). HOPG samples were purchased from 

SPI (438HP-AB, SPI-1 Grade). A micro-section was created on the HOPG sample 

using a Leica TIC-3X cross-section polisher (from Leica, Germany) to yield two distinct 

areas: the section area with a mix of graphite edge and basal planes, and the terrace 

area with predominantly basal planes. The polished HOPG was then cleaned with 
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Scotch tape to remove impurities and annealed at 500 °C for one hour in both air and 

argon atmospheres. The air annealing step oxidises and removes surface 

contaminants, amorphous carbon residues, and organic impurities generated during 

polishing, thereby exposing a cleaner graphite surface. However, extended exposure 

to oxygen can also introduce defects or partial surface oxidation. To mitigate this, a 

subsequent anneal in argon was performed to restore surface order, desorb 

oxygenated species, and stabilise the graphite structure under an inert atmosphere. 

This two-step treatment ensures both chemical cleanliness and structural integrity of 

the basal and edge planes prior to Raman analysis, providing a reproducible and well-

defined surface for interfacial electrochemical studies[95-97].  

 

The annealing process was pivotal for removing any amorphous carbon and ensuring 

the section is electrically and ionically conductive. The final section angle is maintained 

at approximately 6–7 degrees, ideal for the Raman spectroscopic analysis.   

 

The EL-CELL configuration (ECC-Opto Std, Germany) plays a crucial role in the 

operando Raman measurements. After the BEXP polishing process, the 

approximately 0.5 mm thick HOPG sample is mounted horizontally within the cell. This 

setup includes an electrolyte composed of 1 M LiPF6 dissolved in a solvent mixture of 

ethylene carbonate (EC) and dimethyl carbonate (DMC) in equal volume parts. The 

secure and precise placement of the HOPG sample within the EL-CELL is critical for 

capturing high-quality Raman spectroscopy data during the lithiation process.  

 

Regarding electrolyte preparation, this study employs a regular electrolyte solution of 

1M LiPF6 in EC: DMC (1:1 v/v) and a series of solutions with LiFSI salt dissolved in 

the same solvents at varying concentrations (0.1 M, 0.5 M, 1.0 M, 1.5 M, 3.0 M, and 

6.0 M). A weakly solvating electrolyte using 1M LiFSI in 1,4-dioxane is also prepared. 

These solutions are meticulously formulated to observe the impact of concentration 

on solvation structures and subsequent SEI formation. The diverse concentration 

spectrum of the electrolytes is designed to systematically study how changes in 

solvation structure influence the nature and properties of the SEI, providing insights 

that could lead to the development of more robust battery systems. 
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3.2 Characterisation of Graphene-Based Nanomaterials 
 
This section outlines the characterization methods used for graphene-based 

nanomaterials, focusing on optical microscopy, photoluminescence (PL), fluorescence 

spectroscopy, Raman spectroscopy, UV–visible (UV–vis) spectroscopy, and atomic 

force microscopy (AFM). Each technique serves a distinct purpose and provides 

complementary information that is crucial for understanding the properties and 

behaviour of graphene-based nanomaterials. The section first summarises the 

advantages and specific insights offered by each method, and then describes the 

experimental procedures employed for the corresponding measurements.  The 

combination of these characterization techniques provides a robust framework for 

understanding graphene-based nanomaterials. Each method uniquely contributes to 

the overall characterization, offering detailed insights into their structural, optical, and 

electronic properties. 

 
3.2.1 Optical Microscope 
 
Bright-field optical microscopy was used as an initial non-destructive characterisation 

method to rapidly locate exfoliated flakes, estimate thickness from optical contrast, 

and screen sample quality and uniformity (lateral size, shape, and the presence of 

wrinkles, cracks, or contamination) on SiO₂/Si and PDMS substrate. This technique 

employs broadband white-light illumination and objective lenses to form magnified 

images of a sample, with contrast arising from absorption, reflection and thin-film 

interference between the 2D material and the underlying substrate. In graphene-based 

systems, these contrast variations are highly sensitive to layer thickness and local 

morphology, allowing rapid discrimination between monolayer and few-layer flakes 

and the identification of wrinkles, cracks and contamination.  

 

The optical contrast  𝐶	 is commonly quantified by comparing the reflected intensity 

from the bare substrate ( 𝐼%		) with that from the flake-covered region (𝐼$	), defining the 

optical contrast  𝐶	as  

𝐶 = 4*	#	4!		
4*		

                (Equation 3.2.1-1)            
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As thickness increases, changes in absorption and the phase accumulated upon 

reflection modify the interference condition, leading to systematic shifts in the colour 

and intensity observed under the microscope.   

 
Figure 3.2.1-1. Optical-contrast method for identifying graphene thickness on Si/SiO₂. (a) 

Bright-field optical micrograph of exfoliated graphene exhibiting regions of different layer 

number on a ~285 nm SiO₂/Si substrate. (b) Corresponding 3D optical-contrast map 

highlighting thickness-dependent contrast across the flake. (c) Measured contrast spectra as 

a function of wavelength for graphene with different thicknesses, showing systematic 

contrast evolution with increasing layer number. Panels (a–c) are reproduced with 

permission from the American Chemical Society from Ni et al., Nano Letters 7, 2758–2763 

(2007) [98]. (d) Schematic illustrating multiple reflections and thin-film interference in the 

air/graphene/SiO₂/Si stack underlying the optical-contrast mechanism, adapted with 

permission from Elsevier from Bing et al., Optics Communications 406, 128–138 (2018) [99]. 

 

This principle is illustrated for graphene on Si/SiO₂ in Figure 3.2.1-1, distinct optical 

contrasts arise for different layer numbers (Figure 3.2.1-1a) because the reflected 

spectrum from the material differs from the bare substrate. This wavelength dependent 

difference is quantified in a contrast spectrum (Figure 3.2.1-1c), providing a reliable 

method to distinguish layer numbers when the SiO₂ thickness (optimally ~90 nm or 

~285 nm for graphene) is chosen to maximize visibility. Governed by the refractive 
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indices of the material and substrate, this interference mechanism also enables 

identification of MoS₂ and other TMDCs, which often show sufficient contrast on 

PDMS. With proper calibration, this non-destructive approach can determine thickness 

with uncertainties down to ±2 nm, facilitating the reliable selection of flakes for 

fabrication and measurement [100]. 

   
Figure 3.2.1-2. Bright-field optical microscopy images used to identify monolayer MoS₂ and 

graphene for vdWH fabrication. Flakes are shown on PDMS (transfer stamp) and on Si/SiO₂ 

(target substrate), imaged at 10× (overview) and 50× (zoom). (1–3) MoS₂: (1) 10× on PDMS; 

(2) 50× on PDMS (yellow dashed outline indicates the selected monolayer region); (3) 50× 

on Si/SiO₂ (yellow dashed outline). (4–6) Graphene: (4) 10× on PDMS; (5) 50× on PDMS 

(red dashed outline); (6) 50× on Si/SiO₂ (red dashed outline). Scale bars: 5 μm in (1) and 

(4), and 1 μm in (2), (3), (5), and (6). 

 

A Zeiss optical microscope equipped with Zeiss Motic Image Plus 3.1 software was 

used to identify monolayer MoS₂ and graphene flakes. The procedure began with 

calibration using a grid or known scale to ensure accurate dimensional measurements. 

Live video mode in the software enabled central positioning of the glass slide 

containing exfoliated flakes, followed by focusing on 5× or 10× magnification. Once 
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suitable candidate flakes were located, the magnification was increased to 50×, with 

careful refocusing to avoid damage to both sample and objective. Images were 

acquired at 10× and 50× magnifications (Figure 3.2.1-2) to document flake positions 

and were saved for subsequent analysis. Illumination was optimised by adjusting the 

diaphragm and light source to achieve uniform brightness and contrast, and multiple 

images were collected at different focal planes to fully capture the region of interest. 

During analysis, the images were examined for layer number estimation and for 

morphological features such as wrinkles, tears, or surface contamination, with detailed 

records kept of layer thickness, defects, and specific areas of interest.        
 

3.2.2 Photoluminescence Microscopy  

 
Photoluminescence (PL) techniques—macro-PL, micro-PL, room-temperature PL, 

and low-temperature PL—were employed to investigate the emission characteristics 

and interlayer interactions in graphene–MoS₂ van der Waals heterostructures 

(vdWHs). Room-temperature PL revealed unique emission patterns associated with 

heterostructure formation, while low-temperature PL (10–300 K) provided deeper 

insights into excitonic dynamics and interfacial coupling. These techniques, detailed 

in the following subsections (3.2.2.1–3.2.2.3), were essential for verifying structural 

quality and generating the spectral fingerprints used in optical physical unclonable 

functions (O-PUFs). 

 

3.2.2.1 Macro-PL for Monolayer Identification 
 
Macro-photoluminescence (macro-PL) was employed to verify the successful stacking 

of graphene–MoS₂ van der Waals heterostructures (vdWHs) and to screen for 

monolayer MoS₂. The custom epi-illumination setup (Fig. 3.2.2.1-1) comprises a 

SOLIS 3C white LED source (5700 K) coupled into a 3 mm liquid light guide, with 

output attenuated to ∼0.1–0.5 mW at the sample after spectral filtering. In this 

technique, white light is filtered by a 500 nm short-pass filter and delivered to the 

sample via a beamsplitter and 50x, 0.75 numerical aperture (NA) lens. The emitted 

light is collected through the same objective, then filtered by a 550nm long pass filter 

to ensure only sample luminescence reaches to the CCD camera. This enables rapid, 
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large area (>100 µm²) spatial mapping in a single exposure, facilitating identification 

of heterostructure regions.  

 

Strong photoluminescence in MoS₂ occurs only in the monolayer due to its direct 

bandgap (~1.8 eV); consequently, bright zones in the macro-PL image correspond to 

monolayer flakes, while bilayer and thicker regions remain dark. When a monolayer is 

stacked onto graphene, interlayer charge transfer quenches the MoS₂ exciton 

emission. As a result, the heterostructure overlap appears as a local suppression of 

PL intensity relative to the surrounding monolayer MoS₂, while graphene alone 

remains dark. By comparing the macro-PL map with the corresponding optical 

microscopy images, the heterostructure region can be precisely identified, and 

features such as folds or cracks are revealed as local intensity variations. 

 
Figure 3.2.2.1-1. Schematic of the epi-illumination optical path for Macro-PL setup. White 

light is attenuated by a neutral-density filter, spectrally shaped by a 500 nm short-pass filter, 

and directed by a beamsplitter through the lens onto the sample. The reflected light returns 

through the same lens, passes through a 550 nm long-pass filter, and is recorded by the 

CCD. 

 

The procedure begins by identifying graphene–MoS₂ vdWH with the 10× lens, and 

then a 50× objective was used for higher-magnification imaging, and images were 
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acquired with Image Focus Alpha software using 240 s integration and 10% gain to 

compensate for the low quantum yield of MoS₂ and graphene–MoS₂. 

 

3.2.2.2 Room-Temperature Micro-PL and Spatial Mapping 
 

Room-temperature micro-photoluminescence (PL) characterization was conducted 

using a Horiba LabRAM Odyssey confocal microscope operated in PL mode. Micro-

PL spectra were collected for isolated monolayer MoS₂, MoS₂–graphene, and 

graphene–MoS₂ heterostructures. Full spatial photoluminescence maps were also 

acquired to probe spatial inhomogeneity across the graphene-MoS2 heterostructure 

interface.  As illustrated in the optical path schematic (Figure 3.2.2.2-1), a continuous-

wave 532 nm laser was used for excitation and passed through a clean-up interference 

filter and neutral-density filters to remove off-centre sideband and adjust the incident 

power. The beam was directed into the microscope by steering mirrors and focused 

onto the sample through a high-NA objective(100x), producing an excitation spot of 

approximately 1 µm.  Emission from the sample was collected in a backscattering 

geometry by the same objective. The signal was first passed through a confocal 

pinhole to filter the out of focus light, thus enhancing spatial resolution and reduce 

background noise. It was then routed to the detection path, where a long-pass edge 

filter suppressed the Rayleigh-scattered laser line while transmitting the PL signal. 

Finally, the filtered emission was coupled into the spectrograph through the entrance 

slit, dispersed by a diffraction grating, and detected using a thermoelectrically cooled 

CCD.  

 

The procedure for micro-photoluminescence (PL) measurements on MoS₂ and MoS₂–

graphene heterostructures involved several key steps. First, the Raman spectrometer 

was auto-calibrated using a clean silicon wafer as a reference. Under 532 nm 

excitation and with 600 grooves/mm grating, the system was aligned to the first-order 

Si Raman peak at 520.7 cm⁻¹ using the built-in LabSpec 6 auto-calibration function. 

This calibration was verified before each measurement by confirming that the peak 

position remained within ±1 cm⁻¹ of the reference value. To obtain the PL spectra, 

samples were first positioned on the microscope stage, and the flakes of interest were 

located using a 10× objective before focusing with a 100×, high-numerical-aperture 
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objective. To avoid heating, the laser power was maintained at 0.01% (~5 µW). 

Spectra were acquired over 550–750 nm with a 30 s integration time, after ensuring 

the room lights were off, the laser shutter was open, and the beamsplitter was placed 

in the upright position.  

 

 
Figure 3.2.2.2-1. Schematic diagram of the photoluminescence (PL) spectroscopy setup 

(Horiba LabRAM Odyssey); A 532 nm laser is spetcral refined by a clean-up filter and 

attenuated by a neutral-density filter, then focused onto the sample by an objective. The 

emission is collected in epi-configuration, first was suppressed Rayleigh scatering by a long-

pass edge filter, and spatially filtered by a confocal pinhole. It is then dispersed by a 

diffraction grating (600 grooves mm⁻¹) and detected by a CCD. A camera port enables 

sample alignment. 

 

For high-resolution spatial mapping of the graphene–MoS₂ heterostructure, a 48 × 14 

grid spanning 48 µm × 28 µm (step sizes of 1.0 µm in x and 2.0 µm in y) was employed 

to cover both monolayer MoS₂ and heterostructure regions. At each point of the map, 

a full PL spectrum was recorded using the same acquisition parameters (0.01% laser 

power and a 30 s integration time). The acquired spectral data were processed to 

generate spatially resolved heatmaps of the integrated PL intensity and the peak 

emission energy. These complementary metrics provide a quantitative, micrometre-

scale visualization of interfacial heterogeneity by exploiting the sensitivity of the MoS₂ 
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excitonic emission to local variations in interlayer coupling, doping, and defects. The 

integrated PL intensity, reflecting the total radiative efficiency, reveals variations in 

contact quality and local non-radiative recombination. Quenching of the PL intensity 

relative to bare MoS₂ (though subtle at room temperature) indicates activated non-

radiative pathways, while spatial fluctuations pinpoint defects such as contaminants, 

wrinkles, or regions of incomplete interlayer contact. The emission peak energy 

captures shifts in the excitonic emission, reporting on local changes in the dielectric 

environment, carrier density, and strain induced by the graphene interface. 

Collectively, these spatially resolved photoluminescence maps provide a 

comprehensive visualization of the structural and electronic heterogeneity across the 

graphene–MoS₂ heterostructure interface. 

 

3.2.2.3 Low-Temperature PL Measurements 

Low-temperature photoluminescence (u-PL) measurements were employed to 

investigate temperature and excitation-power-dependent excitonic emission in 

Graphene–MoS₂ van der Waals heterostructures. Cryogenic cooling alters the PL 

response through renormalization of the electronic band structure, the suppression of 

dephasing and scattering processes, and the rebalancing of radiative versus non-

radiative recombination dynamics. The resulting reduction in phonon scattering lowers 

non-radiative recombination, leading to narrower and more intense excitonic peaks 

while unveiling fine spectral features—such as neutral excitons, trions, and defect-

bound states that are thermally obscured at room temperature. Conversely, variations 

in excitation power primarily tune the photogenerated carrier density and induce 

localized heating. As the power increases, laser-induced local heating lowers the 

excitonic optical transition energy through lattice expansion and enhanced electron–

phonon coupling.  

 

The experimental setup is shown in Figure 3.2.2.3-1. Samples were mounted under 

vacuum within an ICE Oxford optical cryostat, cooled by a closed-cycle Sumitomo GM 

cryocooler. Vibrational isolation was provided by a He-4 exchange-gas bellows 

connecting the cold head, enabling stable sample temperatures approaching 10 K with 

root-mean-square (RMS) vibrations of approximately 50 nm. A continuous-wave, 

frequency-double 532nm laser was selected as laser source; and the laser intensity 
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was regulated by two neutral-density filter wheels and monitored via a calibrated 

power meter sampling 10% of the beam. A beam splitter (BS2) with an 8:92 reflection-

to-transmission ratio directed the beam toward the cryostat, maximizing output signal 

to the spectrometer. The laser beam was then focused to an approximately 1 um2 spot 

by a 50× Olympus LCPLN-IR objective (numerical aperture = 0.65), which was 

mounted on a three-axis piezo stage with 25 nm step resolution and 20 µm travel 

range.  

 
Figure 3.2.2.3-1 shows the schematic of the low-temperature micro-PL setup. A 532 nm 

continuous-wave laser was used to excite the sample mounted inside a closed-cycle optical 

cryostat. The laser beam was guided through a series of mirrors and beam splitters (BS1–

BS3) before being focused onto the sample by a 50× Olympus LCPLN-IR objective lens (NA 

= 0.65). BS1 reflected approximately 8 % of the incoming light into the cryostat to enhance 

emission collection efficiency while slightly reducing the maximum excitation power.  

 

The photoluminescence (PL) was collected through the same optical path, filtered by 

a long pass filter to remove reflected laser light. The signal was then focused through 

a variable-width entrance slit into an Andor Shamrock 500 spectrometer and detected 

by an EMCCD camera. For initial sample alignment, a white-light LED was coupled 

into the optical path via a second beam splitter (BS2) and was directed to the camera 
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by the third bean splitter (BS3). Following alignment, BS3 was removed and the LED 

was switched off to optimize PL collection efficiency during the measurement.  

 

During the u-PL measurements, samples were cooled to 10K and gradually warmed 

to 300 K, with spectra acquired every 10 K. Temperature was stabilised within ±0.1 K 

and was monitored by an AttoCube controller.  Power-dependent measurements were 

performed by varying the excitation power incident on the sample between 1.1 and 

13.1 uW. The excitation power at the sample surface was adjusted using two neutral-

density (ND) filter wheels and quantified with a beam-sampling power meter and 

monitored in real time using the QEO LabView VI software. The Daisy Positioning 

managed the piezo stage and ThorCam provided real-time visualisation of the laser 

spot for precise focusing. The procedure began with venting the chamber, mounting 

the sample using electro-conductive adhesive, and re-establishing vacuum. After 

optical alignment, PL spectra were first recorded at 300 K, repeated at 10 K, and 

subsequently during controlled warming from 10 K to 300 K. This systematic 

procedure ensured reproducible data across temperature and power ranges, enabling 

quantitative analysis of exciton peak shifts and intensity variations associated with 

interfacial coupling in the heterostructure. 

 

3.2.3 Fluorescence Imaging of GQDs 

Fluorescence imaging was employed to characterize the photoluminescence 

properties of graphene quantum dots (GQDs), following initial UV-Vis and 

spectrofluorometric analyses to confirm excitation/emission profiles. These techniques 

enabled the analysis of optical band gaps, excitation-dependent emission, and spatial 

emission patterns—critical for both fundamental understanding and potential 

fingerprinting applications. 

 

3.2.3.1 Fluorescence Spectroscopy Setup and Procedure 

Fluorescence spectroscopy (Pico Quant FT300; schematic in Figure 3.2.3.1-1) was 

used to investigate the excitation-dependent optical response of GQD dispersions. 

The system uses a high-intensity Xe lamp (300 W) as the excitation source, the laser 

light is wavelength-selected by the excitation monochromator and directed onto the 

GQD solution, the resulting fluorescence are collected and spectrally filtered by the 
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emission monochromator and detected by the photomultiplier tubes (PMTs) coupled 

to a computer for signal acquisition and processing. The resulting fluorescence 

spectrum providing information on the electronic structure, defect states and 

aggregation behaviour of the GQDs, thereby guiding the filter selection for subsequent 

fluorescence microscopy imaging.  

 

GQD fluorescence measurements were performed on aqueous dispersions prepared 

by first dispersing the GQDs in deionised water, sonicating at 40 °C for 10 minutes, 

and then diluting to appropriate concentrations to avoid saturation. The spectrometer 

was operated in scan mode with excitation wavelengths between 320 nm and 570 nm, 

and the photomultiplier tube (PMT) voltage set between 650 and 800 V. For each 

measurement, a quartz cuvette filled with deionised water was first used as a blank; it 

was placed in the spectrofluorometer, and a baseline scan was acquired to account 

for background fluorescence. A clean quartz cuvette was then filled with the GQD 

solution, placed in the same position, and fluorescence scans were recorded over the 

defined excitation wavelength range, collecting the emission spectrum for each 

excitation wavelength. 

 
Figure 3.2.3.1-1 Schematic of the fluorescence spectroscopy. Excitation from a Xe lamp is 

directed via mirror into the excitation monochromator and delivered to the GQDs sample; the 

emitted fluorescence is collected, filtered through an emission monochromator, and detected 

by a photomultiplier tube, with the signal processed to generate the fluorescence spectrum. 

Reproduced with permission from John Wiley & Sons from Gomes et al., The Canadian 

Journal of Chemical Engineering 97, 2168–2175 (2019) [101]. 
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The baseline fluorescence was subtracted from the sample signal to obtain corrected 

emission spectra, which were analysed to identify the characteristic excitation-

dependent emission peaks of the GQDs. All measurements were performed in 

triplicate to ensure reproducibility and accuracy.  The resulting spectra revealed 

excitation-dependent emission peaks from 460 to 600 nm (under 320–570 nm 

excitation; see details in section 4.4.2-4.4.3). Based on these results, filter sets were 

chosen for subsequent fluorescence microscopy to target these spectral ranges, 

specifically long-pass filters (550, 600, 650 nm) and short-pass filters (500, 550 nm). 

 

3.2.3.2 Fluorescence Microscopy for Optical Fingerprinting 

Following fluorescence spectroscopy, filter sets were selected for fluorescence 

microscopy imaging (long-pass: 550, 600, and 650 nm; short-pass: 500 and 550 nm). 

GQD samples were deposited on Si/SiO₂ substrates and imaged using the same 

custom epi-illumination microscope described in Section 3.2.2.1 (Fig. 3.2.2.1-1). To 

capture the full sample area, a 10× objective was used. The selected filters were 

installed in a kinematic fluorescence filter cube (DFM1, Thorlabs) for fluorescence 

image acquisition. 

 

Imaging was performed with a gain of 200% and a 30-second exposure. To reduce 

noise, the lab environment was darkened, screen brightness lowered, and external 

light sources blocked. At each position, 10 images were captured to ensure 

consistency. Multiple fields of view were recorded for statistical comparison. 

 

Fluorescence images were analysed using Motic Images Plus 3.1, which extracted 

intensity profiles, spatial distribution, and emission uniformity. These high-resolution 

fluorescence maps revealed characteristic emission patterns of the GQD aggregates, 

enabling their use as secure, tamper-proof optical fingerprints for future PUF 

(physically unclonable function) applications. 

 

3.2.4 Raman Spectroscopy 

Raman spectroscopy was employed as a central characterisation technique across all 

three graphene-based systems investigated in this study—graphene quantum dots 

(GQDs), graphene–MoS₂ van der Waals heterostructures (vdWHs), and highly 
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oriented pyrolytic graphite (HOPG). Its application enabled the extraction of detailed 

structural, interfacial, and electrochemical information relevant to the design of optical 

physical unclonable functions (O-PUFs) and interfacial processes in lithium-ion 

batteries.  

 

Raman spectroscopy measurements were conducted using a Horiba LabRAM 

Odyssey spectrometer in Raman mode (see the setup in Figure 3.2.2.2-1), which 

detects Stokes-shifted inelastically scattered light rather than the direct emission 

recorded in photoluminescence (PL) mode. As illustrated in Figure 3.2.4-1(a), Raman 

spectroscopy probes the atomic structure, defect density, and lattice vibrations of 

graphene-based nanomaterials through detecting inelastically scattered light arising 

from photon–phonon interactions: when a monochromatic laser illuminates the 

sample, most photons are elastically scattered (Rayleigh scattering) and retain the 

incident energy, while a small fraction undergoes inelastic Stokes Raman scattering 

and lose energy by generating a vibrational excitation (phonons).In this setup, 

scattered light is collected in a backscattering geometry. A notch filter suppresses the 

intense Rayleigh line, transmitting only the Stokes-shifted Raman signal, which is then 

dispersed by a diffraction grating and focused onto a charge-coupled device (CCD) 

detector. The resulting Raman shifts correspond to distinct phonon modes and are 

highly sensitive to bonding symmetry, crystallinity, strain, and electronic structure of 

the sample. 

 

All Raman measurements began with automatic calibration using the characteristic  

silicon reference peak at ~520 cm⁻¹. Initial sample positioning was carried out using a 

10× objective lens, followed by fine focusing under a 100× lens. Accurate sample 

alignment was confirmed through vertical alignment of the laser spot on the sample 

surface. Acquisition parameters—including grating, neutral density (ND) filter, laser 

power and spectral range—were configured using the Horiba control interface. To 

minimize local heating and photodegradation, low laser powers and long acquisition 

times were used consistently for all samples. For graphene, MoS₂, and graphene–

MoS₂ heterostructures, as well as for HOPG crystals (including operando 

measurements), the 532 nm laser (50 mW output) was attenuated to 0.01% (~5 µW 

at the sample) with a 30 s integration time per spectrum. For graphene quantum dots 
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(GQDs), the laser power was raised to 0.1% (~50 µW) and the acquisition time 

extended to 120 s per spectrum to compensate for their strong fluorescence 

background. 

 
Figure 3.2.4-1. (a) Schematic energy-level diagram illustrating elastic Rayleigh scattering 

and inelastic Raman scattering via Stokes and anti-Stokes processes, where the scattered 

photon energy is unchanged, decreased, or increased, respectively. (b) Representative 

Raman spectra of MoS₂ showing the layer-dependent E2g
1(in-plane) and A1g (out-of-plane) 

phonon modes and the increasing peak separation with thickness from monolayer to bulk. 

(c) Representative Raman spectra of graphene/graphite highlighting the G and 2D bands, 

with systematic evolution in 2D intensity and spectral shape from monolayer graphene to 

multilayer graphene and graphite. 

 

Raman spectra were initially acquired from two graphene–MoS₂ heterostructures to  

evaluate layer quality, interfacial coupling, and strain effects. Measurements were 

conducted on individual monolayers of graphene and MoS₂, both on PDMS and SiO₂ 

substrates, followed by their corresponding stacked van der Waals heterostructures. 

Monolayer MoS₂ was identified by the characteristic frequency separation between its 

E2g1 and A1g modes (Fig. 3.2.4-1(b)). The E2g1 mode corresponds to in-plane vibrations 

of Mo and S atoms, while the A1g mode arises from out-of-plane vibrations of S atoms. 

Enhanced interlayer Van der Waals coupling with increasing layer number stiffens the 
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A1g mode and softens the E2g1 mode, causing the frequency separation Δ = A1g – E2g1 

to increase from ~19 cm⁻¹ in monolayers to ~25 cm⁻¹ in bulk crystals.  

 

Monolayer graphene was confirmed using the G and 2D bands (Fig. 3.2.4-1(c)). The 

G band results from in-plane C–C bond stretching, whereas the 2D band is a second-

order two-phonon process highly sensitive to the electronic band structure. As layer 

thickness increases, interlayer coupling modifies the electronic dispersion, resulting in 

a broadening of the 2D band and a decrease in the intensity ratio I2D/IG from >2 in 

monolayer graphene to <1 in multilayer graphene or graphite. Upon the formation of 

van der Waals heterostructures (vdWHs), interfacial interactions can induce strain and 

charge transfer (interfacial doping), which result in spectral shifts or linewidth changes 

in the characteristic modes of both monolayers.  Consequently, the peak positions and 

spectral shapes of the MoS₂ E2g1 and A1g peaks and the graphene G and 2D bands 

were monitored to quantify interlayer interactions and doping effects within the 

heterostructures. 

 

For GQDs, Raman spectroscopy was used to evaluate the degree of graphitisation 

and quantify structural disorder. The D and G bands were monitored because these 

features provide complementary information on defect/edge density and overall 

crystalline quality: the D band (~1350 cm⁻¹) is activated by symmetry-breaking defects 

and edge sites (breathing modes of sp² carbon rings), and its intensity relative to the 

G band( ID/IG) is commonly used to estimate defect concentration and average sp² 

domain size, whereas the G band arises from in-plane stretching of sp²-hybridised 

carbon and reflects the degree of graphitic ordering. For sample preparation, 1 mL of 

the GQD dispersion was drop-cast onto a clean silicon substrate and dried under 

ambient conditions for 2 h, producing a characteristic coffee-ring deposition pattern. 

Raman spectra were collected at the ring edge using a 100× objective with the 532nm 

excitation laser attenuated to 0.1% (≈50 µW at the sample), an integration time of 120 

s per spectrum, and a spectral window of 1000–2000 cm⁻¹. 

 

Raman spectroscopy also played a crucial role in characterising HOPG electrodes, 

both before and after surface treatment. Measurements following polishing and 

annealing at 500 °C revealed distinct structural contrasts between basal and edge 
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planes, highlighting the impact of these treatments on surface crystallinity and defect 

states. Furthermore, operando Raman spectroscopy was employed to monitor real-

time SEI formation and lithium intercalation during the first lithiation cycle. An 

electrochemical workstation was used to control the voltage between 0 V and 1.4 V vs. 

Li/Li⁺. A long-working-distance 50× objective was employed for these measurements, 

using the 532 nm laser attenuated to 0.01% (≈5 µW at the sample) with an integration 

time of 30 s per spectrum across a 500–3500 cm⁻¹ window. Solvent-dependent SEI 

formation was further investigated by analysing electrolytes with varying LiFSI 

concentrations in EC: DMC and DX solvents, with particular focus on the 700–

900 cm⁻¹ region to monitor solvation-related vibrational signatures.  

 

Altogether, Raman spectroscopy enabled a multidimensional understanding of 

graphene-based nanomaterials—probing not only structural order and defects but also 

dynamic interfacial processes such as doping, strain, solvation, and SEI formation, 

which are critical to both O-PUF device performance and lithium-ion battery stability. 

 

3.2.5 UV-Vis’s Spectroscopy  

 
A Cary 60 UV–Vis’s spectrophotometer (Agilent) was used to determine the optical 

absorption features of GQDs synthesised under different conditions.  The schematics 

of the UV-Vis spectroscopy is shown in Figure 3.2.5-1, a xenon flash lamp provided 

broadband illumination across the UV–visible range (190–1100 nm). Incident 

wavelengths were selected by a diffraction grating monochromator and directed 

through a quartz cuvette containing the GQD dispersion. Photon absorption at 

wavelengths corresponding to electronic transitions in the GQDs attenuated the 

transmitted beam intensity, which was detected by a silicon photodiode. This yielded 

the absorption spectrum, typically recorded over the 200–560 nm range. 

 

To measure the absorption of graphene quantum dots (GQDs), stock dispersions were 

first prepared in deionised water and sonicated at 40 °C for 10 min to ensure a 

homogeneous suspension. The resulting dispersion was then diluted to an appropriate 

concentration (typically yielding absorbance values between 0.1 and 1) so that 

measurements lay within the linear response range of the spectrophotometer and 

avoided saturation. For baseline correction, a quartz cuvette filled with pure deionised 
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water was placed in the UV–Vis’s spectrophotometer and a reference scan was 

acquired, accounting for the absorbance of the solvent and cuvette; cuvettes were 

handled carefully to avoid scratches and fingerprints. A clean quartz cuvette was then 

filled with the diluted GQD dispersion and placed in the same position, and absorbance 

spectra were recorded over the 200–800 nm wavelength range. Each sample was 

measured in triplicate to ensure reproducibility and accuracy. The solvent baseline 

was subtracted from the sample spectra to obtain corrected absorbance curves, from 

which characteristic electronic transitions of GQDs were identified. 

 
Figure 3.2.5-1. Schematic representation of a UV–Vis’s absorption spectroscopy setup. 

Broadband UV–visible light is wavelength-selected and passed through a quartz cuvette 

containing the GQD dispersion; the transmitted intensity is recorded by a detector to obtain 

the absorbance spectrum. A cuvette filled with deionised water is used as the baseline 

reference for background correction. Image from Wikimedia Commons (Public Domain). 

 

In the absorbance spectra of GQDs, absorption bands associated with π–π* and n–

π* transitions are attribute to the formation of conjugated carbon nanostructures with 

oxygen/nitrogen surface functional groups. The π–π* transition arises from excitation 

of electrons between π bonding and π* antibonding orbitals within sp²-hybridised 

carbon domains, typically appearing around 230–270 nm and indicating the presence 

of conjugated aromatic C=C bonds in the graphitic core. The n–π* transition originates 

from non-bonding (n) electrons on oxygen-containing groups (e.g. C=O or C–O) that 

are promoted to π* antibonding orbitals and is generally observed around 300–350 

nm. The coexistence of these two features shows that the GQDs possess both sp² 
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carbon frameworks and oxygen-functionalised edge states, providing spectroscopic 

evidence for successful dot formation and chemical modification. 

 

3.2.6 Atomic Force Microscopy 

 
Atomic force microscopy (AFM) analyses of GQDs were performed on a Bruker 

MultiMode 8 AFM equipped with a NanoScope V controller and a commercial silicon 

tip (SCOUT 70, silicon AFM probe with Al-coated reflective backside; spring constant 

≈ 2 N/m; resonant frequency ≈ 70 kHz) operated in ScanAsyst™-in-air mode. 

 
Figure 3.2.6-1. Schematic of an atomic force microscope (AFM). An Al-coated silicon tip 

mounted on a cantilever is raster-scanned across the sample surface. Tip–sample 

interaction forces deflect the cantilever; this deflection is measured by the optical lever 

method, in which a laser beam reflected from the cantilever is directed onto a position-

sensitive photodiode. A feedback controller adjusts the z-position to maintain a constant 

deflection (setpoint), and the required vertical motion is recorded to reconstruct the surface 

topography. Redrawn from Wikimedia Commons (public domain). 

 

In the AFM setup (Figure 3.2.6-1), a silicon tip mounted on a cantilever interacts with 

the sample surface while a piezoelectric scanner raster the sample in the x–y plane. 

The tip–sample separation is controlled by a feedback loop in the NanoScope V 

controller, which adjusts the scanner's z-displacement to maintain a constant 

interaction force (setpoint). Cantilever deflection is monitored using an optical lever 
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system, where a laser beam reflected from the Al-coated cantilever strikes a position-

sensitive photodetector, enabling the optical amplification of sub-nanometre 

deflections into a measurable displacement signal. As the tip scans, changes in 

surface topography cause deflections of the cantilever, which are amplified by the 

photodetector and recorded as a displacement signal. ScanAsyst™ automatically 

optimises imaging parameters (including setpoint, feedback gains, and scan rate) in 

real time, minimising tip–sample forces and improving image quality, thereby enabling 

high-resolution surface topography mapping of both GQDs and MoS₂. 

 

GQDs samples were prepared by drop casting 20 µL of the GQD dispersion onto a 

silicon wafer, followed by drying in an oven at 40 °C. AFM measurements were 

preceded by calibration using a silicon reference sample prior to each session. Large-

area scans (10 µm × 10 µm) were first acquired at a scan rate of 2 Hz to locate clean 

and representative regions. The scan size was then progressively reduced from 5 µm, 

to 3 µm, 1 µm, and finally 500 nm, while the scan rate was lowered to 0.5 Hz to obtain 

high-resolution images of the graphene quantum dots. Particle height, lateral 

dimensions, and surface roughness were extracted from the topography data, and 

statistical analysis across multiple regions was used to obtain particle size distributions 

and related metrics. 
 

Monolayer MoS₂ sample was exfoliated from bulk crystal onto a PDMS stamp and 

transferred onto Si/SiO₂ substrates. Large-area AFM scans (12 µm × 12 µm) were first 

acquired at a scan rate of 2 Hz to locate the flake and identify uniform regions. The 

scan size was then sequentially reduced to 5 µm, 3 µm, 1 µm, and finally 500 nm, 

while the scan rate was lowered to 0.5 Hz for high-resolution imaging. These scans 

were used to examine nanoscale topography and assess surface cleanliness and 

continuity, including the identification of wrinkles, folds, particulates, and transfer 

residues, providing complementary structural information to optical microscopy and 

Raman/PL characterisation. 
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Chapter 4: Graphene Quantum Dots for Optical Physical 

Unclonable Functions 
Physically unclonable functions (PUFs) are systems that harness inherent physical 

randomness to generate unique and irreproducible identifiers, offering a promising 

route toward secure, tamper-evident authentication. This chapter presents an 

experimental investigation into the use of biomass-derived graphene quantum dots 

(GQDs) as a stochastic optical platform for PUF applications. As zero-dimensional 

carbon-based nanomaterials, GQDs exhibit tuneable, excitation-dependent 

fluorescence that is highly sensitive to variations in size, surface chemistry, and 

environmental conditions [102-104]. These photoluminescent properties make them 

strong candidates for generating non-reproducible optical fingerprints suitable for low-

cost, scalable security solutions [105]. 

 
Figure 4-1. Schematic workflow for the synthesis, characterization, and application of tea 

waste-derived graphene quantum dots (GQDs) as Physical Unclonable Functions (PUFs). 

 

In this study, GQDs were synthesised using a green, hydrothermal carbonisation 

process from spent oolong tea leaves (Figure 4-1). Their structural and optical 

characteristics were evaluated using Raman spectroscopy, atomic force microscopy 

(AFM), UV-Vi’s absorption, photoluminescence (PL) spectroscopy, and fluorescence 

imaging. A particular focus was placed on assessing the influence of deposition 

technique on fluorescence pattern quality, comparing conventional drop-casting with 
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electrospray deposition. The electrospray method was found to produce more spatially 

uniform and entropy-rich emission patterns by reducing aggregation and minimising 

coffee-ring effects. 

 

To convert the fluorescence emission patterns into digital identifiers, a binary encoding 

method based on the Rotationally Invariant Modified Local Binary Pattern (RMLBP) 

algorithm was applied. The RMLBP technique encodes the local textural features of 

an image by comparing the intensity of each pixel with those of its neighbouring pixels 

arranged in a circular pattern. Each neighbourhood is converted into a binary 

sequence representing local contrast and structural variation, which is then reduced 

to a single modal bit to enhance noise tolerance and rotation invariance. This process 

transforms continuous fluorescence intensity distributions into discrete, reproducible 

binary maps that preserve the spatial characteristics of each GQD emission pattern. 

 

The resulting binary maps were quantitatively evaluated using standard physically 

unclonable function (PUF) performance metrics. Bias measures the proportion of 

binary 1s and 0s within a map; a value of 0.5 indicates perfect balance and high 

entropy with no bit-value preference. Inter-Hamming distance (inter-HD) quantifies the 

bitwise distinctness between maps derived from different samples, providing a 

measure of uniqueness; an ideal value of 0.5 corresponds to complete independence 

between encoded identifiers. Together, these metrics provide a quantitative 

assessment of the uniqueness, stability, and reproducibility of the encoded optical 

fingerprints. 

 

The objectives of this chapter are twofold: (1) to characterise the fluorescence and 

structural properties of GQDs under different deposition and imaging conditions; and 

(2) to evaluate the performance of GQD-based O-PUFs through image-based binary 

encoding and statistical analysis. Together, these efforts demonstrate the potential of 

GQDs as environmentally friendly, tuneable, and physically unclonable photonic 

materials. 
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4.1 Introduction: Green-Synthesized Graphene Quantum Dots for 

Optical PUFs 
Optical physical unclonable functions (O-PUFs) exploit inherent material disorder to 

generate unique optical responses that are physically unclonable and digitally 

verifiable[106,107]. Quantum dot (QD)-based systems have gained prominence due 

to their bright, tuneable photoluminescence and compatibility with scalable fabrication 

methods[108]. Current QD-O-PUF approaches typically rely on either spatial 

randomness (QD distributions) or multi-dimensional optical encoding (spectral, 

temporal, or polarization characteristics) to enhance security[108,109]. However, 

practical implementation faces challenges including environmental instability 

(particularly for perovskite QDs), toxicity concerns with heavy-metal QDs, and complex 

readout requirements that limit real-world deployment[110,111]. 

 

Graphene quantum dots (GQDs) present a promising alternative, combining zero-

dimensional quantum confinement effects with the chemical robustness, low toxicity, 

and biocompatibility of carbon-based materials[112,113]. Unlike conventional 

semiconductor QDs, GQDs exhibit photoluminescence arising from both quantum-

confined sp² domains and surface/edge functional groups, leading to excitation-

dependent emission and environmental sensitivity that provide multiple intrinsic 

entropy source" for security applications[114,115]. This intrinsic heterogeneity enables 

the creation of complex optical fingerprints without requiring toxic precursors or 

complex lithography [116]. 

 

Recent advances in GQD-based anti-counterfeiting demonstrate their potential for 

security applications. GQDs have been developed as tuneable fluorescent inks[117], 

lifetime-encoded tags[118], and time-multiplexed systems[119] that introduce 

additional security dimensions. However, most studies remain focused on encryption 

rather than formal PUF implementation, with limited evaluation of standard PUF 

metrics such as inter-device uniqueness, intra-device reproducibility, and entropy 

density under realistic conditions [120]. 

 

The synthesis approach plays a crucial role in determining GQD properties and 

applicability. Green synthesis routes, particularly hydrothermal processing of biomass 
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waste like spent tea leaves, offer sustainable, low-cost production while naturally 

introducing oxygen-containing surface groups that enhance dispersion and optical 

tunability[121,122]. This method inherently produces variability in size, edge 

chemistry, and functionalization—features that contribute to the physical randomness 

essential for PUF operation [123]. When combined with scalable deposition 

techniques such as electrospray, biomass-derived GQDs can generate spatially 

complex, irreproducible emission patterns suitable for high-entropy optical encoding 

[124]. 

 

Despite these advances, a significant research gap exists in the development 

of formally evaluated, green-synthesized GQD O-PUFs that integrate sustainable 

material design with rigorous security performance assessment[120,125]. Specifically, 

there is a need to translate biomass-derived GQDs into a comprehensive PUF pipeline 

encompassing defined challenge-response protocols, reliable binary key extraction, 

and systematic evaluation under practical operating conditions[126]. 

 

This study addresses this gap through the development of an O-PUF platform based 

on hydrothermally synthesized GQDs derived from spent oolong tea waste. The 

research objectives include establishing a green, scalable synthesis route for GQDs 

from biomass waste, followed by comprehensive characterization of the structural and 

optical properties of GQDs. Building on this foundation, the work aims to optimize 

deposition methods to maximize spatial entropy and pattern uniformity, implement a 

reproducible encoding strategy using local binary pattern algorithms, and finally 

evaluate PUF performance using standard metrics including bias, inter-Hamming 

distance. 

 

The experimental approach encompasses material synthesis, structural 

characterization (Raman, AFM), optical analysis (UV-Vis, PL spectroscopy), 

deposition optimization (drop-casting vs. electrospray), and security performance 

evaluation. By bridging sustainable nanomaterial synthesis with hardware security 

engineering, this work aims to deliver an eco-friendly, high-entropy O-PUF platform 

suitable for next-generation authentication and anti-counterfeiting applications. 
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4.2 Visual Evolution of Graphene Quantum Dots (GQDs) derived from 

Spent Oolong Tea 
The synthesis of graphene quantum dots (GQDs) from spent oolong tea follows a 

multistep purification process to isolate fluorescent nanomaterials from organic 

biowaste. Figure 4.2-1 presents a visual summary of each synthesis stage, 

highlighting distinct changes in colour and clarity that reflect underlying physical and 

chemical transformations. These observable shifts serve as real-time indicators of 

synthesis progression and the emergence of photoluminescent graphene quantum 

dots (GQDs). 

 
Figure 4.2-1 Visual evolution of graphene quantum dots  derived from spent oolong 

tea at key synthesis stages: (a) Dried spent oolong tea leaves(b) 20ml initial raw tea–

water precursor solution exhibits a deep brown colour, reflecting its rich organic 

content; (c) 20ml post-hydrothermal treatment; (d) 18ml post-centrifugation; (e) 1ml 

GQDs after dialysis purification;  (f) 1ml final fluorescent GQDs under 450 nm UV 

light. 

 

Each purification step is accompanied by noticeable colour shifts. The initial precursor 

solution (B), formed by dispersing raw tea powder in water, appears as a dense, dark-
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brown slurry rich in organic compounds but does not exhibit any visible 

photoluminescence. After hydrothermal treatment (C), the solution darkens further, 

suggesting the formation of polyaromatic domains through dehydration and 

aromatization—hallmarks of early-stage carbonization[127,128]. Although this stage 

signals the onset of graphene nanodot formation, the solution remains heterogeneous 

and contains residual organic matter. 

 

Centrifugation eliminates coarse particulates and unreacted matter, producing a more 

homogeneous, clarified brown solution (D) enriched with smaller carbon nanodots. 

Subsequent dialysis removes low-molecular-weight by-products and ionic impurities, 

yielding a light-yellow transparent solution (E). The increasing clarity of the solution 

throughout purification signifies the effective removal of unreacted organics and 

impurities, reducing optical background noise and enhancing luminescence quality. 

Notably, the transition from a dark, opaque precursor to a transparent yellow solution 

indicates improved optical purity. 

 

Under 450 nm excitation, the purified GQD dispersion exhibits a bright green 

photoluminescence readily visible to the naked eye (Figure 4.2.1(f)). The origin of this 

green emission arises from electronic transitions in π-conjugated sp² carbon domains 

formed during carbonisation of the tea-derived precursors. As the precursor 

aromatises into small sp² clusters, delocalised π electrons undergo π–π* transitions 

upon absorption of UV photons, and radiative relaxation from these excited states 

produces the observed visible photoluminescence [129]. In parallel, oxygen-

containing surface groups (e.g. carbonyl and carboxyl species) introduce additional 

surface-localised states within the bandgap, so that recombination via these surface 

states broadens and modulates the green emission band [130]. These mechanistic 

assignments are examined quantitatively in the subsequent UV–Vis and excitation-

dependent PL analyses (Sections 4.5.1–4.5.2), which confirm both the 

photoluminescent origin and excitation-dependent tunability of the synthesised GQDs. 

This characteristic emission provides clear visual evidence of the formation of 

fluorescent carbon nanodomains associated with graphene quantum dots. The 

spatially homogeneous intensity of the fluorescence indicates that non-emissive 

organic residues have been effectively removed during purification, allowing the 

intrinsic photoluminescence of the nanodots to dominate.  
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Together with the transformation from a dense brown precursor to a fluorescent yellow 

solution, this behaviour reflects increasing structural order and optical purity in the 

synthesised GQDs and provides a visual indication of the conversion of biowaste into 

a photoluminescent nanomaterial. The observed luminescence characteristics are 

consistent with previous reports on biomass-derived GQDs, reinforcing the 

effectiveness of tea waste as a low-cost and sustainable carbon source[131-133]. 

 

4.3 Structural Characterisation of GQDs 
To understand the internal structure and surface morphology of the graphene quantum 

dots (GQDs), Raman spectroscopy and atomic force microscopy (AFM) were 

employed. These complementary techniques provide insights into graphitic domain 

formation, defect density, particle dimensions, and nanoscale distribution—key 

structural factors that influence photoluminescence performance and the viability of 

GQDs in physically unclonable function (PUF) applications. 

 

4.3.1 Raman spectroscopy analysis  

Raman spectroscopy was used to investigate the carbon structure of the synthesised 

GQDs. As shown in Figure 4.3.1-1, the blue curve corresponds to the experimental 

Raman spectrum in the 1200–1700 cm⁻¹ region, while the green and orange dashed 

curve represents the fitted spectrum used to extract the positions and intensities of the 

G and D bands. Prior to fitting, the raw experimental spectrum was baseline-corrected 

to remove the broad background signal, and each peak (D and G) was modelled using 

a Lorentzian function:  

𝐼(𝜔) = :
Q
	 (&.S>)
(T,T&)!?(&.S>)!

 (Equation 4.3.1-1) 

Where A is the peak area, Γ is the FWHM, and 𝜔0 is the peak centre. The fitting was 

performed by nonlinear least-squares optimisation (Levenberg-Marquardt) algorithm 

to minimal residual error (R² > 0.99, R² is the coefficient of determination). The fitted 

spectrum exhibits two prominent features: the D band at ~1369.3 cm⁻¹, associated 

with disorder and sp³-hybridised carbon such as edge defects, vacancies and 

oxygenated functional groups, and the G band at ~1585.1 cm⁻¹, arising from the in 

plane E₂g stretching mode of sp²-bonded carbon atoms within graphitic domains 

[134,135]. 
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The D band originates from the A₁g breathing mode of aromatic sp² rings and is active 

by translational symmetry is broken by defects, edges or sp³ sites, whereas the G 

band reports on the extent of ordered sp² domains [136-140]. Consequently, the 

intensity ratio ID /IG serves as a sensitive probe of defect density, domain size and 

overall graphitic ordering [132-135,141-142]. Reported values typically range from 

0.2–0.5 for highly ordered graphite, 0.8–1.0 for moderately disordered or oxidised 

graphene quantum dots, and >1.2 for amorphous carbon[136,140].  In this work, the 

intensity ratio ID/IG ≈	 0.89 reflect a moderate level of structural disorder. This is 

consistent with GQDs comprising well-developed sp²-hybridized cores that are 

peripherally decorated with defect-rich, oxygenated edges, a morphology introduced 

by the hydrothermal carbonization process. 

 
Figure 4.3.1-1 Raman spectrum of the synthesised graphene quantum dots (GQDs) in the 

1200–1700 cm⁻¹ region. The blue curve shows the experimental spectrum, while the yellow 

dashed curve represents the Lorentzian fit obtained by modelling the D and G bands with 

two Lorentzian functions and a linear background after baseline correction.  

 

This intermediate disorder level is characteristic of few-nanometre GQDs, where edge-

related defects dominate over in-plane lattice damage. Previous studies have shown 

that introducing oxygen-containing groups (C–O, C=O, COOH) and reducing the 

lateral size of graphene domains both drive ID/IG into the 0.8–1.0 range, corresponding 

to an optimally controlled structural disorder that balances crystalline π-conjugated 
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regions and defect-activated sites[143]. Thus, the Raman results indicate that the 

GQDs produced by hydrothermal synthesis from spent tea leaves form a 

nanocrystalline, defect-engineered graphitic structure in which sp² cores preserve 

electronic delocalisation, while oxidised edge states provide radiative recombination 

centres that enhance photoluminescence without fully disrupting graphitic ordering. 

Such controlled structural disorder is advantageous for optical physically unclonable 

functions (PUFs), as it increases spatial entropy and yields distinct fluorescence 

signatures required for unclonable optical encodings. 

 
4.3.2 AFM Morphology and Size Distribution 

AFM was used to assess the morphology and size distribution of the GQDs on silicon 

substrate. The 12 μm × 12 μm scan (Figure 4.3.2-2) shows a well-dispersed nanodots 

across the surface without large-scale aggregation, while the higher-resolution scan 

0.7 μm × 0.7 μm (Figure 4.3.2-1) resolves discrete particles with uniform lateral 

separation. 

 
Figure 4.3.2-1: AFM characterisation of the GQD sample on Si/SiO2. (a)  AFM height 

(topography) map showing dispersed nanoscale features across the surface; the colour 

scale indicates a height range of 0–7 nm. Three representative line-scan locations are 

marked (Positions 1–3). Scale bar: 300 nm. (b) Corresponding 3D rendering of the same 

area (0.7 µm × 0.7 µm), highlighting the surface height variation. (c) Height profiles extracted 

from the line scans at Positions 1–3.  
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Figure 4.3.2-1 shows a uniform distribution of GQD nanodots across the silicon 

substrate, without large-scale clustering or continuous film formation. The AFM 

topography (a) and 3D rendering (b) indicate that the GQDs are deposited 

predominantly as isolated, laterally separated particles rather than forming extended 

agglomerated islands. Consistent with this morphology, the representative height 

profiles (c) show modest heights for individual GQDs of ~5.04 nm (Position 1), 

~5.06nm (Position 2), and ~3.44 nm (Position 3), consistent with a few-layer thickness 

regime and suggesting that most deposited dots are thin rather than tall, stacked 

aggregates. Occasional brighter features approaching the upper colour-scale limit are 

more likely due to local overlap/stacking of multiple dots than pervasive aggregation.  

 

Size analysis of >100 particles (Figure 4.3.2-2) was performed by measuring the 

lateral dimensions of individual GQDs from tapping-mode AFM height images 

acquired over a 12 μm × 12 μm area, ensuring sufficient particle coverage and 

statistical reliability. 

 

Topographic analysis was carried out in Gwyddion: images were flattened to remove 

background slope, and a threshold-based particle detection was used to identify 

individual dots, with overlapping or poorly resolved features excluded. The size and 

thickness of the graphene quantum dot (GQDs) were quantified from AFM topography 

images using a standard grain analysis workflow in Gwyddion. The procedure 

involved: (i) plane levelling to correct for background tilt, (ii) feature segmentation via 

the Mark by Threshold tool to isolate individual protrusions, (iii) manual mask cleaning 

to remove small artefacts and separate aggregated features, and (iv) extraction of 

statistical parameters for each grain. The particle height was defined as the grain 

maximum height (zₘₐₓ), and the apparent lateral diameter was calculated as the 

equivalent diameter 𝑑 = 2𝑟UV, where 𝑟UV is the equivalent radius derived from the 

projected grain area. 

 

The lateral size distribution (Figure 4.3.2-2(c)) was fitted with a lognormal model, which 

is appropriate for describing the right-skewed size distributions typical of nanoparticle 

populations arising from multiplicative growth or fragmentation processes[144-147].  

The fit yielded a mean apparent lateral size of ~3.69 nm with a standard deviation of 
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~1.94 nm, indicating a moderately polydisperse population centred in the few 

nanometre range. It is important to note that these are apparent lateral dimensions, as 

AFM measurements are broadened by tip–sample convolution and pixel 

discretisation, leading to systematic overestimation compared to transmission electron 

microscopy (TEM) [146-147]. 

 
Figure 4.3.2-2. AFM topography and statistical size analysis of GQDs on silicon. (a)  tapping-

mode AFM height image acquired over a 12 μm × 12 μm area; colour scale: 0–16.4 nm. (b) 

Corresponding 3D surface rendering highlighting the spatial distribution of discrete GQDs. 

(c) Histogram of lateral particle size (diameter) measured from the same AFM images, 

showing the overall size distribution of the GQD. (d) Histogram of particle height extracted 

from >100 individual GQDs after image flattening, threshold-based particle detection, and 

exclusion of overlapped/poorly resolved features.  

 

Conversely, the height distribution (Figure 4.3.2-2(c)) was plotted by using a Lorentz 

fit, as height measurements are less susceptible to tip-radius effects and their 

distribution is often dominated by symmetric instrumental noise, local substrate 
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variability, and finite sampling, rather than the skewed tails characteristic of lateral size 

distributions. The Lorentz fit gives an average particle height of 3.84 nm (σ ≈ 1.29 nm). 

However, AFM-measured thicknesses for graphene-based materials on oxide 

substrates are frequently overestimated due to interfacial water layers, adsorbates, 

and imaging-mode artefacts—a well-documented phenomenon contributing to 

reported variations in monolayer graphene step heights. Considering the typical 

graphite interlayer spacing of 0.34 nm and the additional ~0.4–1.0 nm contribution 

from surface adsorbates and substrate interactions in AFM measurements, the 

observed height corresponds to approximately 3–5 layers [148,149].  Although precise 

layer counting via AFM is constrained by tip–sample convolution, this thickness range 

aligns with few-layer GQD structures. 

 

The extracted dimensions are consistent with those reported for solution-processed 

GQDs. For instance, hydrothermal or biomass-derived GQDs are frequently in the 

sub-5 nm lateral size regime, with AFM height profiles of ~1–2 nm commonly 

interpreted as few-layer structures after accounting for systematic offsets[150-153]. 

The results therefore indicate that the synthesis produces predominantly few-

nanometre, few-layer GQDs. This size and thickness regime is highly relevant for 

exploiting size-dependent and quantum-confined optical and electronic properties in 

subsequent applications. 

 

Overall, the relatively narrow distributions in both lateral size and height imply good 

uniformity and minimal aggregation during deposition, which is important for 

reproducible photoluminescence and robust binary encoding in optical PUF 

applications. Uniform dispersion also promotes spatially unpredictable nanoscale 

features, supporting high-entropy, tamper-resistant optical identifiers. Together with 

the Raman results, the AFM data confirm the formation of well-dispersed, few-layer 

GQDs with controlled morphology and spatial distribution suitable for secure optical 

fingerprinting[104,141]. 

 
 
 
 



 89 

4.4. UV–Vis and Steady-State Photoluminescence of GQDs 
Before integrating graphene quantum dots (GQDs) into an optical PUF system, their 

fundamental photophysical properties must be characterised. This section presents a 

systematic analysis of the optical behaviour of oolong tea–derived GQDs, beginning 

with their intrinsic absorption and steady-state emission (4.4.1). It then investigates 

their excitation-dependent photoluminescence (4.4.2), a hallmark of heterogeneous 

carbon nanomaterials, and concludes by examining how GQD concentration can be 

used as a tuning parameter to modulate spectral output (4.4.3). This foundational 

characterisation establishes the link between the GQDs optical properties and the 

functional requirements for entropy-rich, unclonable encoding. 

 
4.4.1 UV–Vis Absorption and Photoluminescence of GQDs 

The UV–visible absorption spectrum of the graphene quantum dots (GQDs), 

synthesized via a hydrothermal route from spent oolong tea leaves, is shown in Figure 

4.4.1-1(a). A strong absorption band centred at 269 nm observed, assigned to π–π* 

transitions within conjugated aromatic C=C domains of the sp² carbon core. According 

to molecular-orbital theory, these transitions correspond to promotion of π electrons 

from the highest occupied to the lowest unoccupied molecular orbitals in fused ring 

systems, which typically results in absorption in the UVC–UVB region((≈200–315 nm, 

spanning high- to medium-energy ultraviolet radiation) and shifts to longer wavelength 

as the effective π-conjugation length increases. A weaker shoulder at ~316 nm is 

attributed to n–π* transitions involving lone-pair electrons on carbonyl- and amide-type 

surface groups (C═O/C–N), which require lower excitation energy and therefore 

appear at longer wavelength in the Ultraviolet A region[154].   

 

In the oolong tea–derived GQDs, these electronic transitions are consistent with the 

expected chemical structure of hydrothermally carbonised oolong tea, where 

polyphenols and catechin-based aromatics generate graphitic sp² domains, while 

oxidised carbohydrates, proteins and amino-acid–derived species provide abundant 

surface carbonyl, amide and other heteroatom-containing functionalities that give rise 

to the observed n–π* band. 
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Complementary photoluminescence (PL) measurements under 450 nm excitation 

revealed a strong green emission peak at ~512.7 nm (Figure 4.4.1-1(b)). Comparing 

this emission maximum with the primary absorption band at 269 nm (Figure 4.4.1-1a) 

yields a Stokes shift of ~243.7 nm (Δλ = λem – λabs), indicating substantial non-radiative 

relaxation between the initial electronic excitation and photon emission. Such a large 

Stokes shift is characteristic of surface-functionalised graphene quantum dots, where 

excitation of π–π* transitions in the sp² domains is followed by energy dissipation 

(vibrational relaxation and internal conversion) and subsequent radiative 

recombination via lower-energy surface or defect states.  

 
Figure 4.4.1-1. Optical absorption and photoluminescence of tea-derived GQDs. (a) UV–vis 

absorption spectrum of the aqueous GQD dispersion (black curve) with multi-peak Larentz 

fitting (coloured curves), revealing two main bands centred at 269.0 nm and 316.0 nm. (b) 

Steady-state photoluminescence spectrum recorded under 450 nm excitation, showing a 

strong green emission maximum at 512.7 nm, inset: photographs of the GQD solution in 

ambient light (left, brown) and under 450 nm UV illumination (right), displaying bright green 

fluorescence visible to the naked eye. 

 

The bright green fluorescence is clearly visible to the naked eye under UV 

illumination(450nm), with the GQD solution appearing brown in ambient light and 

emitting green under 450 nm excitation, as shown in the inset. This pronounced 

Stokes shift, together with the bright visible fluorescence and the presence of both π–

π* and n–π* transitions, confirms the formation of optically active, surface-

functionalised GQDs and is consistent with previously reported optical behaviour of 

biomass-derived GQDs synthesised from tea and other plant precursors [155,156]. 

These combined spectral features point to a hybrid core–shell architecture, comprising 
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a conjugated graphitic carbon core surrounded by an oxygen-rich surface layer. The 

resulting surface states play a central role in governing the excitation-dependent 

photoluminescence and provide oxidation-induced emissive sites that underpin the 

tuneable fluorescence response[157,158]. 

 

4.4.2 Excitation-Dependent Photoluminescence of GQDs 

To assess the emission tunability of the synthesized graphene quantum dots (GQDs), 

a series of photoluminescence (PL) spectra were recorded under excitation 

wavelengths ranging from 320 nm to 490 nm (Figure 4.4.2-1). The emission peak shifts 

gradually from 403.1 nm to 511.9 nm, indicating a pronounced excitation-dependent 

fluorescence—a hallmark feature of carbon-based nanodots with heterogeneous 

surface states and varied emissive sites[159,160]. 

 
Figure 4.4.2-1 Normalized photoluminescence spectra of GQDs under excitation 

wavelengths from 320 nm to 490 nm. A red-shift in the emission peak from 403.1 nm to 

511.9 nm confirms excitation-dependent fluorescence, attributed to surface state diversity 

and quantum confinement effects. 

 

In graphene quantum dots (GQDs), the red shift of the PL with increasing excitation 

wavelength is often attributed to a heterogeneous distribution of emissive centres. The 

tea-derived GQDs contain size-distributed sp² carbon domains (core states) and 

oxygen-related surface/defect sites, resulting in a distribution of electronic states 

across multiple energy levels [161]. Under higher-energy excitation, emission is 
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dominated by higher-energy transitions associated with smaller sp² domains and π–

π* excitation within the carbon core, resulting in blue-shifted PL [162]. As the excitation 

wavelength increases, photoexcitation increasingly populates lower-energy emissive 

centres, including larger sp² domains (reduced quantum confinement → smaller 

effective bandgap) and surface/defect-related states introduced by oxygen-containing 

groups (e.g., C=O, COOH, OH)[163]. Following excitation, charge carriers can 

undergo rapid non-radiative relaxation into these lower-energy trap states before 

radiative recombination, which shifts the PL to longer wavelength[164].  

 

Thus, the excitation-dependent red shift can be rationalised in terms of (i) quantum 

confinement across a distribution of sp² domain sizes and (ii) relaxation via defect or 

functional-group-derived surface states. From a quantum-confinement perspective, 

the electronic bandgap increases as the lateral size of the sp²-hybridised domain 

decreases[165]. When the size of the sp²-hybridised domain becomes comparable to 

the exciton Bohr radius (~2–5 nm), carrier motion is spatially confined, leading to 

discrete energy levels and higher transition energies, which leading to blue-shifted 

emission. Conversely, larger domains exhibit reduced confinement and narrower 

bandgaps, resulting in lower-energy (red-shifted) emission. In addition, structural 

disorder and oxygen-containing functional groups (e.g., C=O, COOH, OH) introduce 

surface trap states within the bandgap, which facilitate radiative recombination at lower 

energies[166,167].  

 

To quantify changes in emission bandwidth, the full width at half maximum (FWHM) 

was extracted from the normalised PL spectra. The FWHM decreases from ~110 nm 

(Ex 330–360 nm) to ~79–80 nm (Ex 450–470 nm), indicating a modest narrowing of 

the emission band at longer excitation wavelengths. This behaviour can be 

rationalised by spectral selection within an in-homogeneously broadened population 

of emissive centres: because the GQDs comprise a distribution of emissive sub-states 

(core-, surface/defect-, and/or molecular-like centres), varying excitation energy 

modulates the relative contribution of these sub-populations to the measured PL 

[168,169]. At longer excitation wavelengths, photoexcitation increasingly populates a 

narrower set of lower-energy emissive centres, thereby reducing contributions from 

higher-energy emissive pathways and minimising spectral superposition between 
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multiple components [170]. Consequently, the PL peaks red shifts while the emission 

profile becomes less dispersed. 

 

The observed excitation-dependent PL is consistent with previous reports on GQDs 

synthesised from green and sustainable precursors. For example, Li et al. (2016) 

observed comparable excitation-dependent red-shifting in biomass-derived GQDs 

[171,172]. Notably, Yogesh et al. (2017) further reported an excitation-dependent 

decrease in the PL linewidth (FWHM) for carbon nanoparticles, indicating that spectral 

narrowing with increasing excitation wavelength can also occur in heterogeneous 

carbon-dot systems [173]. Overall, the excitation-dependent PL confirms that the tea-

derived GQDs possess a heterogeneously functionalised core–shell structure with 

multiple emissive sites, underscoring their potential for tuneable optical security and 

fluorescence-based applications. 

 
4.4.3 Concentration-Dependent Photoluminescence and Optimisation for O-PUF 

Applications 

 

In the development of optical physical unclonable functions (O-PUFs), a central 

objective is to maximise entropy density—the extractable, unpredictable information 

per unit area. This is evaluated alongside critical performance parameters such as bit 

uniformity, uniqueness, and reliability[174]. Information-theoretic analyses show that 

effective entropy is constrained by spatial correlations and readout noise, making it 

essential to maximise the number of statistically independent features [175]. In 

practice, this is pursued through two primary methods: (i) increasing the density of 

resolvable independent sites, and (ii) increasing the number of independent response 

states per site—such as by using multi-channel spectral data—while ensuring stable 

readout [174,176]. For quantum dot-based O-PUFs, stochastic deposition methods 

produce random fluorescence patterns whose encoding capacity can scale with the 

number of particles [176,177]. Entropy density can be further enhanced by introducing 

additional optical degrees of freedom; for example, multi-colour quantum dots expand 

the symbol states per pixel and enable robust key extraction[177]. 

 

In this GQD-based O-PUF system, tuning the concentration serves as a scalable 

method to concurrently regulate photoluminescence (PL) characteristics and 
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deposition quality. This dual control is critical because concentration simultaneously 

governs (a) fluorescence brightness and contrast, which impact readout robustness, 

and (b) surface coverage and feature density, which determine the number of 

independent sites—both fundamental to achieving high entropy density [174,176]. To 

investigate this concentration-dependent photoluminescence, GQD suspensions were 

prepared at three concentrations: 0.5 mg/mL, 1.0 mg/mL, and 1.5 mg/mL. Excitation-

dependent PL spectra were recorded across the 320–570 nm range. 

 

At the lowest concentration (0.5 mg/mL; Figure 4.4.3-1), the emission peak ranged 

from 403.1 nm to 508.5 nm under 320–470 nm excitation, consistent with 

predominantly surface-state (R1) recombination and minimal inter-dot interaction 

[178,179]. Emission was not detectable for excitations above 470 nm. While the 

spectrum remained excitation-tuneable, this sample exhibited weak intensity at longer 

wavelengths and a narrow overall emission bandwidth. This spectral limitation 

constrains the information content available for multi-channel spectral encoding, 

leading to low entropy capacity for binary key generation. 

 
Figure 4.4.3-1. Excitation dependent photoluminescence (PL) spectra of 0.5 mg/mL GQDs 

recorded under 320–470 nm excitation.  

 

In contrast, the medium concentration (1.0 mg/mL; Figure 4.4.3-2) exhibited emission 

from 515.07 nm to 567.05 nm under 470–530 nm excitation. Compared to the 
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0.5 mg/mL sample, this represents a significant red shift and an expansion of the 

total emission range: the emission maximum shifted from 508.5 nm to 567.05 nm, and 

the spectral window widened from 403.1–508.5 nm to 403.01–567.05 nm. This 

indicates the activation of additional emissive centres and a clear enhancement of 

longer-wavelength contributions. This behaviour can be attributed to two primary 

physicochemical mechanisms. First, the increased concentration enhances self-

absorption, where emitted photons are reabsorbed by neighbouring dots, resulting in 

a red shift of the emission spectrum[180]. Second, stronger inter-dot interactions 

reduce the surface electric potential, which shifts the dominant radiative pathway from 

surface-state recombination (R1) to defect-level recombination (R2)[180,181]. 

 
Figure 4.4.3-2. Excitation-tuneable photoluminescence of GQDs (1.0 mg mL⁻¹) under 470–

530 nm excitation.  

 

At the highest concentration (1.5 mg/mL; Figure 4.4.3-3), emission extended across a 

broad multi-colour range (~466–600 nm) under the 320–570 nm excitation range. This 

significant broadening and further red-shifting result from aggregation-induced effects. 

First, aggregation alters the local dielectric environment and introduces new surface 

states, leading to a broader distribution of energy levels [180]. The reduced inter-dot 

spacing creates a more carbon-rich, less solvent-dominated local optical environment, 

modifying the dielectric constant experienced by emitting domains[179]. This proximity 
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promotes inter-dot electronic coupling (partial overlap of neighbouring sp²/π domains). 

Combined with the inherent heterogeneity in spacings, oxidation levels, and interface 

chemistries within aggregated clusters, this creates a wide spread of emissive energy 

levels[182]. Consequently, emission occurs from multiple, non-identical sites, 

collectively manifesting as a broadened and red-shifted PL spectrum[181]. 

 

Thus, GQD concentration is a critical parameter for tuning the photoluminescence (PL) 

properties that are essential to O-PUF performance. Among the tested concentrations, 

both 1.0 mg/mL and 1.5 mg/mL induce significant spectral broadening, which 

enhances the potential for multi-channel encoding and increases the theoretical 

entropy density per site. However, while a higher concentration favourably modulates 

the spectral emission range, excessive aggregation at 1.5 mg/mL may compromise 

the spatial randomness of the deposited features—a fundamental requirement for un-

clonability. To identify the optimal trade-off between emission complexity (for entropy-

rich encoding) and deposition quality (for spatial randomness), the concentration will 

be further optimized via fluorescence imaging in the following section (4.5.3). The 

objective is to identify an optimal concentration that delivers sufficient spectral 

breadth, stable deposition without detrimental aggregation, and the spatial 

randomness required to generate robust, unclonable optical fingerprints. 

 
Figure 4.4.3-3. Excitation-tuneable photoluminescence of GQDs (1.5 mg mL⁻¹) recorded 

under 320–570 nm excitation.  
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4.5 Fluorescence Imaging of GQDs 
 
Fluorescence imaging plays a vital role in the development of optical physical 

unclonable functions (O-PUFs), serving as the visual and quantifiable expression of 

GQD-based emission randomness. This section establishes the foundation for using 

fluorescence intensity maps to generate binary patterns. Achieving high entropy and 

device uniqueness requires imaging conditions that promote reproducibility, avoid 

overexposure, and capture fine spatial detail. As discussed in Section 4.4.3, GQDs 

demonstrated excitation-dependent multicolour emission. Among the RGB filters, the 

green channel (450–500 nm) consistently provided optimal image contrast and fidelity, 

making it ideal for entropy analysis. The broad visible emission of GQDs allows for 

multi-channel imaging using red, green, and orange filters. These filters act as 

emission channels, enabling spectral multiplexing and enhancing encoding versatility. 

To fine-tune imaging quality, a systematic evaluation of camera gain and exposure 

time was conducted using drop-cast samples. The results guided the standard imaging 

protocol used in subsequent electrospray-based O-PUF fabrication. 

4.5.1 Fluorescence Imaging Parameter Optimization (Drop-Casting) 
 
Drop-cast GQDs were imaged under three gain/exposure settings: gain 200–20 s, gain 

200–30 s, and gain 300–30 s. Each sample was observed under green, orange, and 

red emission filters to evaluate contrast, signal saturation, and noise. Figure 4.5.1-1 

compares the effect of acquisition settings on fluorescence image quality. At gain 200 

and 20 s, signals were weak across all channels. Increasing to gain 300 and 30 s 

enhanced intensity but also introduced noticeable noise and partial saturation, 

particularly in the brightest regions. The best overall performance was obtained at gain 

200 and 30 s, which provided strong, well-resolved fluorescence while avoiding 

oversaturation. 
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Figure 4.5.1-1. Fluorescence images of GQDs under three emission filter settings: (a–c) 

Green emission (SP: 450 nm, LP: 500 nm); (d–f) Yellow emission (SP: 500 nm, LP: 550 nm); 

(g–i) Red emission (SP: 550 nm, LP: 600 nm). Each set corresponds to three imaging 

conditions: (a, d, g) Gain = 200, Exposure = 20 s; (b, e, h) Gain = 200, Exposure = 30 s; (c, f, 

i) Gain = 300, Exposure = 30 s. These images demonstrate the effect of gain and exposure 

time on fluorescence intensity and clarity across multiple emission channels. 

 

Multicolour emission was visible under all three channels—green (~500 nm), orange 

(~550 nm), and red (~600 nm)—confirming the broad photoluminescence bandwidth 

of the GQDs. These observations validate the flexibility of GQD imaging and reinforce 

the choice of the green filter for quantitative fluorescence analysis and binary map 
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generation. The final selected imaging setting is illustrated in Figure 4.5.1-2. This 

setting was validated through both drop-cast and electrospray imaging.        

 
Figure 4.5.1-2. Fluorescence images of GQDs acquired under the optimized imaging 

condition: Gain = 200, Exposure = 30s; Emission filters used were:(a) Green (SP: 450 nm, 

LP: 500 nm), (b) Yellow (SP: 500 nm, LP: 550 nm), and (c) Red (SP: 550 nm, LP: 600 nm). 

This setting was selected for its optimal balance of signal intensity, spatial resolution, and 

reproducibility across multiple channels, and was used for all subsequent electrospray-

based fluorescence imaging. 

 

4.5.2 Deposition Method Comparison: Drop-Casting vs. Electrospray 
 
Deposition method strongly affects the spatial distribution and randomness of 

fluorescence signals. To evaluate how deposition influences fluorescence pattern 

uniformity and randomness—critical factors for optical PUF generation—GQDs were 

deposited onto Si substrates using drop-casting and electrospray techniques, and the 

resulting emission patterns were imaged by fluorescence microscopy. 

 

Under the optimised imaging setting (gain = 200, exposure = 30 s; SP 450 nm, LP 500 

nm), the drop-cast films (Fig. 4.5.2-1a–c) exhibit pronounced non-uniformity 

characteristic of the coffee-ring effect. Panel (a) captures a section of the coffee-ring 

perimeter, visible as a bright curved fluorescent band at the pinned droplet edge, while 

the surrounding region is comparatively depleted. This behaviour arises from 

evaporation-driven capillary flow: solvent evaporates faster at the droplet edge, liquid 

from the centre flows outward to replenish the perimeter, transporting suspended 

GQDs toward the contact line. With the contact line remaining pinned during drying, 

particles accumulate at the edge while the central region becomes depleted, producing 
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a ring-shaped fluorescence profile and spatially uneven emission[183]. Panels (b) and 

(c) show sparse, widely separated fluorescent dots with relatively little aggregation; 

however, the low emitter density leaves large background regions and limits the 

number of statistically independent features per unit area. As a result, although 

clustering is less pronounced away from the perimeter, the effective encoding area 

and entropy density remain restricted, and binary extraction becomes more sensitive 

to noise and threshold selection.  

 

 
Figure 4.5.2-1. Comparison of fluorescence images of GQDs deposited by drop-casting and 

electrospray under identical imaging conditions (gain = 200, exposure = 30 s; green filter: SP 

450 nm, LP 500 nm). (a–c) Drop-cast GQDs fluorescence images, showing typical coffee-

ring artifacts, edge aggregation, and low spatial randomness. (d–f) Electrospray-deposited 

GQDs fluorescence images, showing uniform dot dispersion and enhanced spatial 

randomness—key features for high-entropy O-PUF encoding. 

 

In contrast, electrospray deposition (Fig. 4.5.2-1d–f) produces a more uniform, 

stochastic dot pattern with well-distributed intensity fluctuations. Across panels (d)–(f), 

the GQD feature density remains broadly consistent, and the fluorescence intensity 

varies locally, generating a rich micro-texture without large-area intensity 

inhomogeneities, which associated with evaporation-driven capillary flow.  Although 
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occasional brighter clusters or elongated features are present, these remain isolated 

and localised, rather than forming continuous edge-enriched structures or generating 

a large-scale spatial pattern. 

 

To quantify spatial randomness, each RGB fluorescence micrograph was converted 

into a background corrected green emission intensity map using an excess green 

transformation (Lorentz blur background subtraction, blur radius = 10 px), 

𝛪𝑔 = max(𝐺 −max(𝑅, 𝐵) , 0),(Equation 4.5.2-1) 

which reduces low frequency shading and background bias prior to quantitative 

comparison [184-186]. Spatial inhomogeneity was assessed using four statistic 

metrics: (i) intensity inhomogeneity via the coefficient of variation (CV=σ/μ); (ii) 

macroscopic deposition bias through an edge to centre intensity ratio, defined as the 

mean intensity in a 10 % border band divided by that in the central 50 % region; (iii) 

spatial correlation length, taken as the first radius at which the radially averaged 2D  

autocorrelation function decays below 1/e; and (iv) feature density and spacing, 

obtained by Otsu thresholding followed by connected component analysis 

(spots MPx⁻¹) and calculation of the median nearest neighbour distance—standard 

descriptors for point pattern dispersion [187,188]. 

 

Drop-cast GQD films exhibited pronounced spatial heterogeneity. This was 

characterized by significant nanoparticle aggregation at the edges (edge-to-centre 

intensity ratio up to 1.188), a wide range of electrical responses (CV range: 4.34–

47.21), and a low density of emissive sites (0–179 spots MPx⁻¹; median: 23.7 spots 

MPx⁻¹). In sparse regions, the median distance between sites was large (~101.8 px). 

This non-uniform distribution is consistent with coffee-ring effects, which drive 

nanoparticle migration and reduce the number of independent emissive sites[189]. In 

contrast, electrospray-deposited GQD films showed consistently higher and more 

uniform feature densities (~198–508 spots MPx⁻¹), moderate nearest neighbour 

spacing (~14–19 px), short autocorrelation lengths (~4–6 px), and a narrow CV range 

(~4.54–5.74). This indicates a dense, spatially stochastic distribution of emitters with 

correlation lengths confined to a few pixels and no emergent macroscopic patterning. 

Collectively, these quantitative metrics indicates that electrospray deposition produces 

spatial fluorescence emission patterns with higher effective entropy, characterised by 
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a greater density of statistically independent emissive sites and reduced macroscopic 

artefacts. 

 

Overall, the drop-cast images exhibited a distinct ring-like deposition morphology due 

to capillary flow, leading to a depleted and homogeneous interior, which compromises 

spatial randomness and introduces redundancy that can reduce the uniqueness and 

reproducibility of the extracted binary fingerprints. In contrast, electrospray deposition 

suppresses edge-enrichment and limits the formation of large aggregates, producing 

stochastic dot-like patterns with spatially distributed intensity fluctuations. This 

increases feature density while reducing long-range correlations, leading to higher 

pixel-level unpredictability and a more stable intensity distribution for thresholding—

thereby supporting more robust binarization and higher-entropy O-PUF encoding. 

Accordingly, electrospray deposition was selected for all subsequent fluorescence 

imaging and binary map generation. 

4.5.3 Electrospray Concentration Optimization 
 
Building on the results from PL spectroscopy and fluorescence imaging of 

electrospray-deposited GQDs, this section finalizes the concentration to meet core O-

PUF requirements. The analysis focuses on the critical interplay between fluorescence 

brightness, spatial randomness, and spectral output to identify the concentration that 

offers the optimal balance for entropy-rich encoding. Fluorescence images of electro 

sprayed GQDs at low (0.5 mg/mL), medium (1.0 mg/mL), and high (1.5 mg/mL) 

concentrations were compared (Figure 4.5.3-1). All images were acquired under the 

optimized settings (gain = 200, exposure = 30 s) using a green emission filter (SP 

450nm, LP 500 nm) to assess pattern quality and brightness. 

 

Low concentration (0.5 mg/mL) resulted in sparse dot coverage with weak 

fluorescence. The image shows discrete, bright features distributed across a largely 

dark background, indicating a low areal density of emissive sites. This sparsity 

decreases the number of statistically independent features per unit area and increases 

sensitivity to readout noise, as minor intensity fluctuations disproportionately affect 

thresholding and pattern assignment. 



 103 

 

 

  
Figure 4.5.3-1. Fluorescence images of electro sprayed GQDs under green emission filter 

(SP: 450 nm, LP: 500 nm), Gain = 200, Exposure = 30 s, at different concentrations: (a–c) 

0.5 mg/mL (low concentration) – sparse fluorescence signals and poor pattern uniformity; 

(d–f) 1.0 mg mL⁻¹ (medium concentration): GQDs are well dispersed with spatially 

heterogeneous intensity; occasional localised clusters/bright agglomerates are present, but 

no dominant large-scale aggregation is observed;  (g–i) 1.5 mg/mL (high concentration) – 

oversaturated features and aggregation-induced film-like structures.  

 

Medium concentration (1.0 mg/mL) produced an ideal deposition profile, characterized  

by well-dispersed, bright dots without clustering. The corresponding fluorescence 

image exhibits high contrast, a high density of resolvable features, and strong, uniform 
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emission. This morphology supports a high number of independent spatial sites and 

provides a strong, information-rich optical readout with excellent inter-channel 

separability, which is crucial for robust multi-bit key extraction. 

 

High concentration (1.5 mg/mL), while yielding very high brightness, introduced 

significant aggregation artifacts. The emission was dominated by large, non-uniform 

clumps and streak-like features. These macroscopic structures reduce local micro-

scale contrast and increase spatial correlation between pixels, thereby diminishing the 

number of statistically independent features despite the high signal intensity. PL 

spectra corroborated these imaging observations: low concentration exhibited a 

narrow green emission window, medium concentration produced broader green-to-

yellow emission, and high concentration yielded multicolour emission extending into 

the red. Thus, while spectral complexity was highest at 1.5 mg/mL, this advantage is 

outweighed by the degraded spatial pattern quality for O-PUF 

applications. Consequently, the optimal balance of imaging quality and spatial entropy 

was achieved at 1.0 mg/mL. 

 

In summary, GQD concentration directly governs both optical readout quality 

(brightness, spectral range) and spatial statistics (feature density, correlation), which 

jointly determine O-PUF entropy density. The 0.5 mg/mL condition offers spectral 

cleanliness but suffers from low feature density and weak signal. The 1.5 mg/mL 

regime demonstrates that maximizing spectral breadth and brightness is insufficient if 

aggregation compromises spatial randomness. In contrast, the 1.0 mg/mL 

concentration provides the optimal trade-off: a high signal-to-noise ratio, clear two-

channel (green/yellow) spectral output, and uniform deposition necessary for 

generating entropy-rich, reproducible binary fingerprints. This section establishes the 

optimized fluorescence imaging framework for GQD-based O-PUFs. Electrospray 

deposition was selected over drop-casting for its superior spatial uniformity. The 

parameters of gain 200, 30s exposure, and a green emission filter were found to 

provide optimal contrast. The medium concentration of 1.0 mg/mL was identified as 

optimal through integrated fluorescence and PL analysis. These parameters form the 

foundation for generating unclonable binary maps, detailed in Section 4.6. 
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4.6 Binary Map Generation and Optical PUF Evaluation 
 
Building upon the optimized fluorescence imaging conditions established in Section 

4.5, this section introduces the methodology for generating binary maps from GQD-

based emission patterns. These binary maps represent the digitized version of spatial 

fluorescence signals and serve as the foundation for optical physically unclonable 

function (O-PUF) encoding. To ensure uniqueness, reproducibility, and entropy, a 

Reduced Modal Local Binary pattern (RMLBP) algorithm was employed. The following 

subsections outline the binary encoding workflow, present representative binary maps, 

and provide a statistical evaluation of their suitability for secure optical authentication. 

4.6.1 Binary Map Generation Method 
 
To extract device-specific optical fingerprints from electro sprayed GQD fluorescence 

images, a standardized binary encoding workflow based on the Reduced-Modal Local 

Binary Pattern (RMLBP) method was employed. The goal of this approach is to 

transform stochastic photoluminescence (PL) patterns into reproducible, high-entropy 

binary maps suitable for secure authentication and optical physical unclonable function 

(O-PUF) applications. 

 

The optical PUF workflow follows a four-stage pipeline: data capture → pre-processing 

→ fingerprint generation → binary output. First, raw fluorescence images were 

converted to 8-bit grayscale and cropped to a central 284 × 284 px region of interest 

(ROI). Global histogram equalisation was then applied to enhance contrast, followed 

by Lorentz smoothing and down-sampling to a fixed 100 × 100 px resolution to 

standardise input size and suppress high-frequency noise. 

 

Binary fingerprints were subsequently extracted using a Rotation-Invariant Modified 

Local Binary Pattern (R-MLBP) encoder. For each pixel, intensities were sampled on 

a circular neighbourhood (radius *r*, N = 16 points), and a reduced feature vector—

comprising diametric gradient bits and a centre-to-mean contrast bit—was computed. 

The final per-pixel bit was obtained via modal reduction to improve noise robustness. 

A detailed, step-by-step implementation of the pre-processing and encoding 

algorithms is provided in Appendix 1.1. 
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Applying R-MLBP procedure to every pixel in the pre-processed 100×100 ROI yields 

a binary fingerprint map—a logical matrix that can be flattened to a fixed-length binary 

string for key-based analysis. This approach offers three key advantages for device 

identification. First, it relies on local, relative intensity comparisons within a circular 

neighbourhood. This makes the encoding dependent on intrinsic texture and contrast 

structure rather than absolute brightness, conferring robustness against global 

illumination shifts, intensity drift, and rotation while ensuring reproducible cross-

sample comparison. Second, R-MLBP reduces the MLBP feature vector to a single 

modal (majority) bit per pixel. This suppresses isolated bit flips caused by centre-pixel 

noise or single-neighbour outliers, thereby enhancing fingerprint repeatability. Third, 

the circular neighbourhood supports rotation-invariant encoding, ensuring consistent 

codes for the same local microstructure regardless of orientation. Together, these 

properties provide a consistent, noise-resilient, and comparable method for converting 

GQD fluorescence textures into binary maps that capture device-specific spatial 

emission signatures. 

 

The quality of the generated binary maps was evaluated using two fundamental PUF 

performance metrics: bit bias and the inter-Hamming distance (inter-HD) to probe 

statistical balance/entropy and inter-sample uniqueness. Bit bias measures the 

proportion of binary '1's in a fingerprint and serves as an indicator of statistical balance. 

An ideal bias of 0.5 corresponds to an equal likelihood of both bit states, ensuring 

maximal Shannon entropy and reducing statistical predictability, whereas large 

deviations imply a systematically easier-to-guess response distribution. In optical 

PUFs, a bias of 0.5 represents uniform optical complexity and high entropy density—

key attributes for security and reproducibility. The inter-Hamming distance (inter-HD) 

is the average bitwise difference between fingerprints generated from different GQD 

samples. It is defined as the fraction of bits that differ between two binary maps of 

equal size. An ideal mean inter-HD of 0.5 indicates that any two PUF responses are 

statistically independent and unique. Values significantly lower than 0.5 suggest 

redundancy and correlation between samples, while higher values may signal 

instability or excessive noise. Together, these metrics provide a foundational 

assessment of the entropy, uniqueness, and independence of the encoded optical 

fingerprints. 
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These metrics are calculated as follows. For a binary map 𝛼	of dimensions 𝑛 × 𝑚 and 

for comparisons between maps A and B, each containing 𝑁 = 𝑛 ×𝑚 bits. Bias is 

computed as  

𝑏𝑖𝑎𝑠(𝛼) =
W,-*	
. 	W/-*

0 	X,,/
H×)

,(Equation 4.6.1-1) 

 

A bias of 0.5 represents perfect balance, implying maximum randomness. Deviations 

indicate a systematic skew: bias < 0.5 denotes a dominance of '0's (dark pixels), while 

bias > 0.5 indicates a dominance of '1's (bright pixels). 

Hamming Distance (HD) between two maps is the normalized count of differing bits: 

HD(𝐴, 𝐵) = %
Z
∑ ∣Z
NO% 𝐴N − 𝐵N ∣, (Equation 4.6.1-2) 

The inter-HD is the mean HD calculated across all unique pairs of fingerprints from 

different PUF instances: 

𝑖𝑛𝑡𝑒𝑟 − 𝐻𝐷 =	< 𝐻𝐷:,; >[\\	J[N@], (Equation 4.6.1-3) 

 

In an ideal PUF system, the inter-HD distribution (comparisons between different 

instances) should centre at 0.5, indicating that each optical fingerprint is unique and 

uncorrelated. Therefore, achieving a mean inter-HD close to 0.5 and a bias near 0.5 

are essential for the optimal randomness and uniqueness required for secure, 

unclonable optical identifiers. 

 

Figure 4.6.1-1. shows the resulting fingerprints across the range of radius values. As 

the radius 𝑟 increases, the neighbourhood used for local comparisons expands from 

fine, pixel-scale structure to more mesoscopic texture. Consequently, the binary 

patterns become progressively smoother and more spatially coherent, reflecting 

reduced sensitivity to high-frequency fluctuations (e.g., isolated noisy pixels) while 

attenuating small-scale spatial detail. This behaviour illustrates the expected trade-off 

in neighbourhood-based encoders: small 𝑟 retains more local detail but is more 

susceptible to capture noise, whereas larger 𝑟 improves robustness by integrating 

information over a wider spatial support. 

 

Quantitatively, at the selected operating radius 𝑟 = 3, the bit bias (fraction of ‘1’s) 

measured from the 100×100 binary maps were 0.4892 for Sample 1. Including three 
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additional samples (Samples 2-4) from Appendix 1.2 gave biases of 0.5012, 0.4931, 

and 0.5032, respectively, which yielding a mean ± SD of 0.4967 ± 0.0066 (n = 4), 

corresponding to a 0.67% deviation from the ideal unbiased value of 0.5. The 

corresponding inter-Hamming distance, reported as the per-sample average inter-HD 

values for Samples 1–4, was 0.4838 ± 0.0063 (mean ± SD, n = 4), deviating from the 

ideal uncorrelated value of 0.5 by 0.0163 (≈3.25%), indicating slightly lower inter-

sample uniqueness than the perfectly uncorrelated limit (see Appendix 1.2). Together, 

these results indicate that 𝑟 = 3 provides a favourable operating point: the fingerprints 

remain statistically balanced (high entropy) while maintaining strong inter-sample 

uniqueness, satisfying core requirements for robust O-PUF encoding [190]. 

 
Figure 4.6.1-1 Binary map generation from GQD fluorescence images using the RMLBP 

method with varying radius values (present sample 1 here). Each row shows the full 

processing pipeline for a single fluorescence image: the original green-channel image (left), 

grayscale-converted version, and binary maps generated using RMLBP encoding with 

increasing radius values r = 2, 3, 4, 5, 7, 10, 15, 20. All images were downsized to 100×100 

pixels prior to encoding. As radius increases, local features become progressively smoothed, 

reducing entropy and pattern sharpness. A radius of 3 offers an optimal trade-off between 

randomness and robustness for fingerprinting applications. 

4.6.2 Binary Maps  
 
To demonstrate the uniqueness and diversity of the fluorescence-based optical 

physical unclonable function (OPUF) features, a total of 20 photoluminescence (PL) 

images of electro-sprayed graphene quantum dots (GQDs) were captured under 

Fingerprint 1: RMLBP: green 64-down 100
 

Radius: 2 Radius: 3 Radius: 4

Radius: 5 Radius: 7 Radius: 10 Radius: 15 Radius: 20
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consistent imaging conditions. Each fluorescence image was converted into a binary 

fingerprint map using the optimized Rotation-Invariant Modified Local Binary Pattern 

(RMLBP) method with a radius parameter r = 3, which was previously identified as 

offering the best balance between noise tolerance and feature richness. 

 
Figure 4.6.2-1. binary maps generated using RMLBP (r = 3). Each map shows unique visual 

features despite identical imaging conditions, demonstrating the spatial randomness of GQD 

deposition. 

 

The full set of binary maps is shown in Figure 4.6.2-1, alongside their corresponding 

fluorescence images for visual reference. The binary maps exhibit distinct, non-

(1)                 (2)               (3)                 (4)                 (5)

(6)                 (7)               (8)                 (9)                 (10)

(16)                 (17)            (18)             (19)               (20)

(11)             (12)               (13)              (14)                 (15)
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repetitive patterns, confirming that even under identical imaging setups and conditions, 

the local structural variation of GQD deposition leads to unique binary representations. 

 

This diversity underscores the visual uniqueness of each sample and forms the basis 

of entropy in the proposed OPUF system. No apparent periodic or repeated structures 

are observed, supporting the randomness and high inter-device variability essential 

for secure PUF implementations. 

4.6.3 Statistical Evaluation of OPUF Quality 
 
In the literature, the comprehensive assessment of Physical Unclonable Functions 

(PUFs)—including optical PUFs—relies on multiple statistical and cryptographic 

metrics to evaluate performance across several dimensions: randomness, 

uniqueness, stability, reliability, and entropy. Standard metrics include bias, bit 

aliasing, uniformity, entropy density, key generation rate, and Hamming 

distances[191,192]. Hamming distance is a core metric that measures bitwise 

differences, divided into two critical forms: the inter-Hamming distance (inter-HD), 

which quantifies uniqueness between different devices, and the intra-Hamming 

distance (intra-HD), which quantifies reproducibility from repeated measurements of 

the same device and indicates temporal stability (ideally near zero). 

 

Given the proof-of-concept nature of this work, the limited dataset (20 fluorescence 

images), and time constraints, the evaluation was focused on two foundational 

statistical parameters: bit bias and inter-Hamming distance. These two metrics serve 

as essential, baseline indicators of randomness and uniqueness, providing a 

foundational verification of the optical encoding process and establishing the feasibility 

of the GQD-based O-PUF. A full assessment of reliability via intra-Hamming distance 

(intra-HD) will be the focus of future work. As accurate intra-HD analysis requires 

multiple repeated imaging sessions of each sample under strictly identical optical and 

environmental conditions to isolate the effects of noise, alignment drift, and 

photobleaching. Within the available measurement time for this initial study, priority 

was therefore given to acquiring multiple, statistically independent fluorescence 
patterns to establish robust proof-of-concept evidence for entropy and uniqueness. 
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The overall statistical evaluation of the binary maps generated using the RMLBP 

method demonstrates excellent balance of bias and inter-sample uniqueness (Table 

4.5.3-1). The mean bias across all 20 samples was 0.4982 ± 0.0060(n=20, SD), 

corresponding to a 0.36 % deviation from the ideal unbiased value of 0.5. This result 

indicates an evenly distributed proportion of binary 0s and 1s, confirming high entropy 

and the absence of bit-value bias.  

 

The mean inter-Hamming distance was 0.4839 ± 0.0049, representing a 3.22 % 

deviation from the theoretical ideal of 0.5. This small deviation quantitatively verifies 

that the generated binary maps exhibit strong pairwise independence and high inter-

sample distinctiveness—key attributes required for secure and distinguishable optical 

identifiers. 
Map ID Bias Avg. Inter-Hamming Distance 

Image 1 0.4892 0.4803 

Image 2 0.5012 0.4792 

Image 3 0.4931 0.4825 

Image 4 0.5032 0.4930 

Image 5 0.4924 0.4798 

Image 6 0.5112 0.4783 

Image 7 0.5021 0.4886 

Image 8 0.4990 0.4824 

Image 9 0.4873 0.4861 

Image 10 0.4958 0.4829 

Image 11 0.5037 0.4927 

Image 12 0.4939 0.4913 

Image 13 0.5041 0.4863 

Image 14 0.4987 0.4814 

Image 15 0.5010 0.4807 

Image 16 0.4965 0.4892 

Image 17 0.4933 0.4769 

Image 18 0.4976 0.4831 

Image 19 0.4942 0.4847 

Image 20 0.5056 0.4793 

 

Table 4.6.3-1: Bias and Average Inter-Hamming Distance (Images 1–20) 
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These results suggest that the binary maps are well-suited as OPUF fingerprints, with 

bias values tightly centred around 0.5, indicating excellent entropy, and inter-Hamming 

distances near 0.5, reflecting strong uniqueness across maps. Despite the promising 

results, several limitations and areas for future improvement remain. First, the 

extracted binary maps may be sensitive to environmental factors such as lighting 

conditions, camera focus, or imaging alignment, which could impact reproducibility 

[193]. Second, the choice of preprocessing steps—including thresholding, denoising, 

and image resizing—may influence key performance metrics such as bias and inter-

Hamming distance. This suggests that preprocessing protocols may need to be 

tailored to specific imaging setups to ensure consistency. Lastly, for a complete 

fundamental performance assessment, evaluating the intra-Hamming distance via 

controlled repeated measurements is a necessary next step to quantify long-term 

reproducibility and environmental robustness, thereby validating the technology's 

operational stability. 

 

The evaluation supports that the current binary maps exhibit strong characteristics 

required for secure and robust OPUF fingerprints. The near-ideal entropy and 

uniqueness suggest good quality. Future work will involve reproducibility analysis and 

robustness testing across varying environmental conditions. 

4.7 Conclusion 
 
This study demonstrates the feasibility of using electro-sprayed graphene quantum 

dots (GQDs) to generate distinct and robust fluorescence patterns, which can be 

reliably transformed into binary maps suitable for Optical Physical Unclonable 

Functions (OPUFs). The random and spatially unique emission profiles of electro-

sprayed GQDs were successfully captured through fluorescence imaging, providing a 

high-entropy physical basis for secure authentication. 

 

Among the encoding strategies evaluated, the Rotation-Invariant Modified Local 

Binary Pattern (RMLBP) method with a radius of r = 3 was found to offer the optimal 

balance between structural detail retention and noise resilience. The resulting binary 

maps exhibited near-ideal bias values, indicating well-balanced entropy between 

binary states. High inter-Hamming distances across different samples further 
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confirmed strong uniqueness and low inter-sample correlation—essential 

characteristics for non-replicable key generation. While preliminary observations 

indicated good reproducibility, formal intra-Hamming distance analysis remains to be 

conducted to fully assess temporal stability. 

 

These findings support the potential of GQD-based fluorescence imaging as a 

hardware-intrinsic, secure randomness source for applications such as cryptographic 

key storage and device-level authentication. Nonetheless, further work is required to 

strengthen the security evaluation, including the application of standardized 

randomness assessment protocols (e.g., NIST statistical test suite) and systematic 

testing under variable environmental conditions to ensure long-term robustness. 

 

Future work will therefore extend this evaluation framework along two key axes. First, 

stability and robustness will be assessed by incorporating repeated measurements 

under controlled variations of temperature, humidity, excitation intensity, optical 

geometry, and aging. This will allow the quantification of stability metrics such as 

intra-HD (mean ± SD), bias drift, and bit-error rate, thereby establishing operational 

stability windows and failure thresholds. Second, cryptographic rigor will be enhanced 

by expanding the framework to include additional cryptographic metrics such as 

uniformity, bit aliasing, reliability, entropy density, and key generation capacity. This 

will enable a more rigorous, system-level performance assessment suitable for 

practical deployment. 

 

In conclusion, the integration of GQD-based fluorescence with local binary pattern 

encoding presents a promising pathway toward the development of robust, unclonable 

physical keys, laying the groundwork for next-generation hardware security systems. 
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Chapter 5: Optical Fingerprinting with Graphene–MoS₂ 
van der Waals Heterostructures 
 

While Chapter 4 explored stochastic optical fingerprints derived from graphene 

quantum dots (GQDs), this chapter presents a complementary approach: deterministic 

optical fingerprinting based on graphene–MoS₂ van der Waals heterostructures 

(vdWHs). Unlike GQDs, which rely on randomly distributed emissive sites, vdWHs 

provide structured, position-specific optical responses arising from controllable 

stacking geometry, interfacial coupling, and nanoscale strain[194,195]. Graphene–

MoS₂ heterostructures uniquely combine the broadband conductivity and Fermi-level 

tunability of graphene with the strong excitonic emission of monolayer MoS₂. Their 

interface facilitates charge transfer, dielectric screening, and exciton modulation, all of 

which are highly sensitive to stacking order, twist angle, and interfacial morphology 

[194,196]. Importantly, these deterministic features—while inherently sensitive to 

fabrication conditions—are beneficial for physically unclonable functions (PUFs), as 

they give rise to fixed, irreproducible optical variations that encode high spatial 

entropy. 

 

This work investigates how the intrinsic sensitivities of graphene–MoS₂ 

heterostructures—particularly their dependence on stacking sequence, interfacial 

strain, and local morphology—can be leveraged to generate spatially encoded optical 

fingerprints. Photoluminescence (PL) measurements were performed under a range 

of experimental conditions, including temperature variation from cryogenic (10 K) to 

room temperature (300 K), changes in excitation power from 1 uW to 12 uW, and 

spatial scans across multiple positions within the same heterostructure flake. 

Particular attention is given to the emergence of deterministic PL variations associated 

with stacking order and intra-flake position. In addition, spatial PL mapping is used to 

visualize emission inhomogeneity arising from interfacial strain and nanoscale 

disorder, and to assess its suitability for digital identity encoding through binarization. 

Although the study focuses on a limited set of devices, it aims to establish a proof-of-

concept framework for lithography-free, entropy-rich optical fingerprinting based on 

van der Waals heterostructures. 
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This chapter is structured as follows: Section 5.1 provides a state-of-the-art review of 

optical physical unclonable functions (OPUFs) based on two-dimensional (2D) 

materials, examining their advantages, limitations, and the emerging motivation for 

leveraging van der Waals heterostructures as a next-generation OPUF platform. 

Section 5.2 investigates how stacking order influences PL at room temperature. 

Section 5.3 extends the analysis to cryogenic temperatures to enhance spectral 

contrast and fingerprint specificity. Section 5.4 assesses fingerprint stability under 

environmental perturbations, including laser power and temperature. Section 5.5 

presents PL mapping to visualize spatial emission heterogeneity. Section 5.6 

introduces a binarization workflow to convert PL maps into digital optical identities. 

Finally, Section 5.7 evaluates the statistical properties of the resulting binary keys and 

outlines directions for future scalability and PUF validation. 

 

5.1 State-of-the-Art: 2D Materials applied for Optical Physical 

Unclonable Functions 
Two-dimensional (2D) materials have been widely studied as optical physically 

unclonable functions (O-PUFs) because they offer a rich, nanoscale-engineerable 

source of spatially varying optical responses, enabled by the distinctive optical 

properties that emerge at the atomic scale [197,198]. Current 2D O-PUFs can be 

broadly categorized into three types—TMDC-based systems, graphene-based PUFs, 

and plasmon-enhanced 2D PUFs—according to their underlying entropy sources and 

operating principles [197-199].   

 

TMDC-based O-PUFs (e.g., MoS₂) derive entropy from spatial non-uniformity in PL: 

local defects and thickness variations (monolayer vs multilayer) perturb the band 

structure and excitonic recombination, producing position-dependent emission that 

can be discretised into ON/OFF pixels or encoded as spatial PL maps. In challenge–

response operation, the illumination position serves as the challenge, while the 

response is captured by the emitted intensity and/or spectrally selected PL (via a 

bandpass filter); related designs further enhance unpredictability by using disordered 

MoS₂ nanoflakes with randomly distributed TiO₂ aggregates, where photogenerated 

charge transfer and quenching contrasts are physically “locked in” by the 

heterostructure.  
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Graphene-based O-PUFs encode entropy in stochastic morphology and 

defect/adlayer distributions that translate into spatially heterogeneous Raman 

fingerprints, enabling high-capacity, unclonable surface “maps” for authentication. For 

example, CVD-tuned random graphene adlayers combined with polymer de-wetting 

and oxygen-plasma patterning produces randomly positioned graphene islands that 

yield distinctive multi-colour Raman maps, while GO–MXene composites form 

multigenerational microstructures (via moisture-assisted lubrication and cation 

intercalation) that generate hierarchical, hard-to-replicate topographies readable as 

robust physical keys [200-202].   

 

Plasmon-enhanced 2D O-PUFs introduce an additional entropy layer by integrating 

2D materials with metallic nanostructures, so that localised surface plasmon 

resonances create strongly position-dependent optical amplification. In practice, the 

random nanoscale arrangement of plasmonic “hot spots” boosts Raman/optical 

signals and enables covert, multi-level features (e.g., enhanced spectral patterns or 

hidden structural motifs) that are difficult to reproduce, strengthening security for 

optical cryptography and authentication[202,203]. 

 

The principal strength of 2D O-PUFs is their ability to translate atomic-scale disorder 

and nanoscale optical property into high-dimensional, spatially varying responses that 

are difficult to physically replicate [204,205]. However, several factors can limit 

practical deployment. For TMDC-based PUFs, the challenge is often restricted to the 

illumination position (and, in some implementations, the excitation wavelength), while 

the response is primarily the local PL spectrum and/or intensity; because this response 

is governed largely by the intrinsic defect and thickness disorder , the accessible CRP 

space and tunability may be constrained in comparison with architectures that 

incorporate additional controllable degrees of freedom. In addition, many reported 

devices enhance randomness through externally introduced disorder (e.g., random 

nanoparticle deposition) or employ lithographic patterning to define features or readout 

regions, which increases fabrication complexity and can introduce design-determined 

elements alongside intrinsic material randomness[199,205]. Scalability and 

reproducibility also remain non-trivial: maintaining consistent optical performance 

across large areas and across batches is challenging, particularly when the optical 

response is sensitive to subtle variations in growth, transfer residues, and 
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environmental adsorbates [201]. Finally, some 2D O-PUF classes—especially 

plasmon-enhanced or multilayer implementations—may require specialised optical 

instrumentation (e.g., high-resolution spectral readout or precise alignment), which 

can complicate translation to low-cost, portable authentication platforms [203,206]. 

 

Van der Waals heterostructures—particularly graphene–MoS₂ stacks—offer 

alternative route to broaden the response space by merging interfacial control with 

fabrication-locked randomness. By introducing graphene into a vdWH, the challenge 

space becomes richer because each challenge can probe a different interlayer-

coupling state—set by local stacking disorder (twist angle, spacing, trapped residues, 

wrinkles/strain) and charge-transfer efficiency—so the response (PL intensity/peak 

position/exciton–trion balance) is modulated by both the TMDC disorder and the 

graphene–TMDC interaction, expanding the number and separability of CRPs. Third, 

dry-transfer assembly enables deliberate construction of graphene–MoS₂ 

heterostructures while minimising solvent exposure during stacking, helping to 

preserve interfacial coupling and maintain a stable optical response.  

 

In addition, because the entropy can be encoded in fabrication-locked interfacial 

variations rather than lithographically defined patterns, dry transfer can reduce 

fabrication complexity and support more scalable production routes for high-entropy 

O-PUFs. While challenges in large-area transfer control, environmental packaging, 

and low-complexity readout remain, graphene–TMDC heterostructures offer a 

interface engineering route to expand the CRP space and improve design flexibility 

relative to single-layer TMDC PUFs. 

 

This work demonstrates an optical fingerprinting platform based on graphene–MoS₂ 

van der Waals heterostructures. The systematic characterization of stacking-

dependent photoluminescence, cryogenic spectral contrast, and spatial emission 

mapping establishes a framework for entropy-rich, lithography-free optical physically 

unclonable functions (OPUFs), which effectively bridges the gap between precisely 

engineered optoelectronic systems and physically secure authentication protocols. 
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5.2 Stacking Verification and Interlayer Interaction 
Reliable optical fingerprinting requires prior verification of the stacking integrity and 

interlayer coupling in the fabricated graphene–MoS₂ van der Waals heterostructures. 

This section employs optical microscopy and Raman spectroscopy to confirm both the 

physical assembly and the electronic interaction of the 2D heterostructures, 

establishing a critical foundation for all subsequent photoluminescence-based 

fingerprinting. 

 

Two stacking sequences—MoS₂-on-graphene and graphene-on-MoS₂—were 

fabricated via a dry-transfer technique. This solvent-free method uses viscoelastic 

polydimethylsiloxane (PDMS) stamps to pick up, align, and then place exfoliated flakes 

onto a target substrate. A controlled peel-off process then releases the stamp, forming 

a solvent free and clean van der Waals heterostructure (full procedural details are 

provided in Section 3.1.2). The resulting optical microscopy images of graphene, 

MoS₂, and the two heterostructure stacking sequences are shown in Figure 5.2-1. 

Each fabrication route begins with mechanical exfoliation of graphene (a, g) and MoS₂ 

(c, e) from bulk crystals onto PDMS, followed by sequential transfer onto a Si wafer 

doped with ~285–300 nm thermally grown SiO₂ (Si/SiO₂) (b, d, f, h). This substrate 

was selected because its standard oxide thickness maximises thin-film interference 

contrast for monolayer graphene and MoS₂ under optical microscopy [207], enabling 

reliable flake identification and precise layer-on-layer alignment, while also providing 

a flat, low-fluorescence surface compatible with micro-Raman/µ-PL measurements. 

For the MoS₂-Graphene VdWH, graphene was first transferred onto the Si/SiO₂ 

substrate, followed by the alignment and placement of the MoS₂ flake on top. For 

Graphene-	MoS2, MoS₂ is deposited on Si/SiO2 first and then Graphene aligns on the 

top. 

 

The final stacked areas measured approximately 4.0 μm × 5.0 μm for the graphene–

MoS₂ configuration (Figure 5.1-1-h) and 3.7 μm × 4.6 μm for MoS₂–graphene(d). Due 

to equipment limitations, all exfoliation, transfer, and optical characterisation steps 

were performed under ambient conditions, which limits control over interfacial 

cleanliness and environmental variability during assembly. In addition, manual 

micromanipulator alignment constrains layer-to-layer alignment to the micron scale 
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and can introduce mild shear during pick-up and release, occasionally producing 

wrinkles or local strain non-uniformity. Consequently, minor interfacial residues and 

occasional blisters or bubbles—attributed to trace PDMS oligomers, hydrocarbons, 

and trapped airborne species such as dust, moisture, or oxygen—were observed in 

the van der Waals heterostructures (VdWHs), as highlighted in Figure 5.2-1 (panels d 

and h).  

 

 

 
Figure 5.2-1. Optical microscopy images showing the stepwise fabrication of (a–d) MoS₂-Graphene 

and (e–h) Graphene-MoS₂ heterostructures on Si/SiO₂. Target flakes are outlined, and regions of 

visible interfacial contamination in the assembled stacks are highlighted. 
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Accordingly, two measurement regimes were employed. For spectroscopy aimed at 

quantifying intrinsic interlayer coupling (Raman and PL at room temperature and low 

temperature), measurement locations were selected from optically uniform regions 

and away from obvious wrinkles, bubbles, and particulate contamination, to minimise 

strain- and doping-related artefacts and ensure that extracted peak shifts, linewidths, 

and intensity ratios primarily reflected graphene–MoS₂ interlayer coupling effects. For 

O-PUF readout, wide-area PL maps were acquired without excluding these interfacial 

non-uniformities, because the resulting spatially varying emission provides the 

fabrication-locked, high-entropy spatial emission fingerprint used for challenge–

response generation. Additionally, characterization measurements (PL and Raman) 

employed low laser power and short integration times to minimize local heating and 

photodamage. Optical microscopy images captured at each stage reveal distinct flake 

boundaries and are used to monitor the stacking process, ensuring reasonably 

consistent alignment between the transferred layers.   
 

Prior to stacking, the layer identity of each constituent flake was verified to ensure that 

the assembled van der Waals heterostructures (vdWHs) were formed from monolayer 

MoS₂ and exfoliated graphene. Monolayer MoS₂ was identified by Raman 

spectroscopy and further supported by AFM height profiling across a flake edge 

(Figure 5.2-2). Graphene flakes were identified by their characteristic G and 2D bands 

in Raman spectrum.  

 

In monolayer MoS₂, the Raman spectrum contains several distinct features, including 

the first-order modes (E₂g¹ and A₁g), resonance-enhanced second-order and 

combination bands such as 2LA(M) (~450–460 cm⁻¹), low-frequency interlayer shear 

and layer-breathing modes (< 50 cm⁻¹), and other symmetry-dependent modes (e.g., 

E₁g, B₂g¹). Among these, the E₂g¹ and A₁g modes are commonly used for monolayer 

identification. These two represent the strongest, first-order Raman-active modes in 

standard backscattering micro-Raman spectroscopy and exhibit a clear, systematic 

thickness dependence: as layer number increases, the E₂g¹mode typically red-shifts 

while the A₁g mode blue-shifts [208]. Consequently, the peak separation Δ (A₁g − 

E₂g¹) increases monotonically with thickness, providing a simple and reproducible 

“fingerprint” that is more robust than intensity-based methods, which are sensitive to 



 121 

alignment, focus, laser power, and optical interference[209-211]. Therefore, this work 

focuses on the E₂g¹ and A₁g modes for reliable and consistent monolayer 

identification.  

 

 
Figure 5.2-2. Pre-transfer identification of constituent monolayers by Raman spectroscopy 

and AFM. (a-b) Raman spectrum of monolayer MoS₂ (a) on Si/SiO₂ and bilayer graphene (b) 

on Si/SiO2, respectively. (c) AFM topography of the MoS₂ flake highlighting transfer-induced 

surface features such as wrinkles/folds and interfacial bubbles (scale bar: 1 µm). (d) AFM 

height profiles taken along the marked paths in (c) across the MoS₂ edge, giving apparent 

step heights of 0.78 nm (Position 1) and 0.92 nm (Position 2). 

 

As shown in Figure 5.2-2(a), the Raman spectrum of monolayer MoS₂ shows the 

characteristic in-plane E¹₂g peak at 384.75 cm⁻¹ and the out-of-plane A₁g peak at 

404.10 cm⁻¹, giving a peak separation of Δ ≈ 19.35 cm⁻¹. This value is consistent with 

the reported Δ ≈ 19.4 cm⁻¹ for a monolayer MoS₂ [212]. This is attributed to layer-

dependent phonon shifts, specifically a stiffening of the A₁g mode and a softening of 

the E¹₂g mode caused by interlayer coupling and dielectric screening—a process 

where adjacent layers reduce long-range Coulomb interactions, weakening the in-
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plane vibrational restoring forces[208]. While the E¹₂g mode is sensitive to in-plane 

strain and dielectric environment, the A₁g mode responds more strongly to out-of-plane 

coupling, doping, and charge-transfer effects [212]. AFM line profiles acquired across 

the MoS₂ flake edge yield apparent step heights of 0.78 nm and 0.92 nm (Figure 5.2-

2(c-d)), consistent with monolayer MoS₂ on SiO₂[213]. Local surface inhomogeneities, 

including wrinkles/bubbles and occasional cracks, were observed, which are attributed 

to transfer-related residues and interfacial trapped contaminants. 

 

For graphene Raman spectrum, the key bands are the G peak (~1580 cm⁻¹; in-plane 

sp² C–C stretching), the D peak (~1350 cm⁻¹; defect/edge-activated), and the 2D (G′) 

peak (~2670–2720 cm⁻¹; a two-phonon, double-resonance overtone that does not 

require defects).  D′ (~1620 cm⁻¹): defect-activated intravalley mode (another disorder 

indicator); D+G (~2940–2960 cm⁻¹): combination band, defect-related; 2D′ (~3230–

3250 cm⁻¹): second-order overtone of D′ (weaker; sometimes used for strain/doping 

nuance)[214,215]. Monolayer identification most often relies on G + 2D and the I2D /IG 

ratio because (i) 2D line shape/FWHM and intensity change strongly and 

systematically with layer number due to the evolution of the electronic band structure 

(monolayer typically shows a single, symmetric 2D band, whereas few-layer becomes 

broader/structured), and (ii) the ratio is less dependent on absolute signal level than 

peak intensity alone.  (In contrast, D is avoided for layer counting because it mainly 

reports defects/edges rather than thickness) [216]. 

 

The graphene spectrum (Figure 5.2-2(b)) shows a G band at 1581.29 cm⁻¹ and a 

relatively sharp, symmetric 2D band at 2694.6 cm⁻¹. The G peak corresponds to in-

plane C–C bond stretching and is sensitive to doping (position and linewidth) and 

strain (position). The 2D band, a second-order overtone near the K point of the Brillouin 

zone, is highly sensitive to layer number, strain, and electronic band structure. The 

measured intensity ratio I2D/IG = 1.92 and the relatively broad 2D peak are consistent 

with bilayer graphene. The broadened 2D line shape arises from interlayer coupling, 

which splits the electronic bands and modifies the double-resonance Raman process. 

The I2D/IG ratio—decreasing from ~2–3 in monolayer graphene to ~1–2 for bilayer and 

to ~0.3 in bulk graphite—reflects layer-dependent changes in electronic structure and 
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resonance conditions, although the absolute value can be influenced by substrate 

interactions, doping, strain, and measurement conditions [216]. 

 

Raman spectroscopy was then performed on the stacked regions to evaluate 

interlayer coupling and stacking order-dependent perturbation. In the MoS₂-Graphene 

on Si/SiO₂ heterostructure (Figure 5.2-3), the MoS₂ E¹₂g mode exhibits a redshift to 

384.535 cm⁻¹ (Δ = −0.215 cm⁻¹), while the A₁g mode blueshifts by 0.873 cm-1 to 

404.973cm⁻¹, increasing their separation to 20.44 cm⁻¹.  These opposite-direction 

shifts originate from distinct interfacial mechanisms. The E¹₂g redshift is attributed to 

long-range dielectric screening from graphene, which weakens in-plane Coulombic 

forces. In contrast, the A₁g blueshift arises from a van der Waals (vdW)-induced 

constraint that stiffens out-of-plane vibrations [217,218]. 

 

The A₁g shift serves as a direct fingerprint of interfacial vdW coupling strength. In bare 

MoS₂, the A₁g mode frequency, ω(A₁g) ∝ √(Cₛ₂, ₛ₂), is governed by the intralayer 

"spring" constant between sulfur layers. The presence of graphene introduces an 

interlayer vdW coupling term, Cₛ₂, ₛ₂⁰, such that ω(A₁g) ∝ √ (Cₛ₂, ₛ₂ + Cₛ₂, ₛ₂⁰). This term 

is negligible when the interlayer distances >4 Å, confirming its origin in proximate vdW 

contact. Consequently, the magnitude of A1g shifts reflects the degree of coupling. This 

relationship is underscored by the work of Zhou et al., who measured significantly 

larger shifts (≈ −1 cm⁻¹ for E¹₂g and +2 cm⁻¹ for A₁g) in optimally coupled regions, 

conclusively linking the spectral response to direct interfacial contact quality, not 

merely graphene layer number[219]. The comparatively reduced shifts observed here 

therefore suggest a less intense or spatially inhomogeneous coupling, likely due to 

interfacial imperfections (e.g., bubbles or adsorbates) or non-uniform strain transfer 

during stacking. 
 

The 2D Raman peak in the Graphene-MoS₂ heterostructure shows a compressive-

strain signature, evidenced by a blueshift of +4.540 cm⁻¹ and linewidth broadening. 

This is a direct consequence of interlayer coupling, which modifies the double-

resonance scattering in graphene through three mechanisms: (i) out-of-plane 

deformation of graphene layer from transfer-induced conformal contact with MoS2, (ii) 

charge redistribution at the interface((electron transfer from graphene to MoS₂), and 
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(iii) changes in the dielectric environment. The latter—dielectric screening—alters 

electron–phonon coupling by polarizing the MoS₂/SiO₂ support, reducing effective 

Coulomb interactions. In monolayer graphene, the 2D band is highly sensitive to such 

external screening. In contrast, the bilayer coupling in this heterostructure introduces 

a degree of “self-screening,” thereby mitigating the substrate’s influence and leading 

to a weaker overall 2D-band response[220-222]. 

 

 
Figure 5.2-3. Raman spectra of monolayer MoS₂, bilayer graphene, and their MoS₂–

Graphene and Graphene–MoS₂ heterostructures on Si/SiO₂. (a) Comparison of MoS₂ first-

order modes (E1
2g and A1g in the 360–430 cm⁻¹ region. (b) Comparison of graphene G and 

2D bands (1525–1650 cm⁻¹ and 2600–2800 cm⁻¹) for graphene on Si/SiO₂ and both 

heterostructure stacking orders. 
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These subtle yet consistent spectral modulations suggest interfacial coupling in both 

stacking geometries, caused by a combination of vertical strain, electron transfer from 

MoS₂ to graphene, and dielectric screening. Collectively, these signatures confirm that 

the layers are electronically coupled rather than simply physically stacking—an 

essential prerequisite for interpreting photoluminescence behaviour in subsequent 

sections[223-225]. 

 

5.3 Room-Temperature Photoluminescence: Influence of Stacking 
Order 
 
To investigate how stacking order modulates excitonic properties in van der Waals 

heterostructures (vdWHs), room-temperature photoluminescence (PL) spectra were 

measured for three configurations: monolayer MoS₂ on SiO2/Si, MoS₂−Graphene on 

SiO2/Si and Graphene–MoS₂ on SiO2/Si.  The photoluminescence (PL) spectrum of 

monolayer MoS₂ on SiO₂ (Fig. 5.3-1(b)) was deconvolved using Lorentzian functions, 

resolving three excitonic features. The dominant neutral exciton resonances are 

assigned to the A and B transitions at 1.882599 eV (658.66 nm) and 2.018067 eV 

(614.45 nm), respectively; their energy separation is consistent with the spin–orbit 

splitting of the valence band at the K/K′ points in monolayer MoS₂ [226,227].   

 
Figure 5.3-1. Photoluminescence (PL) spectra and Lorentzian peak deconvolution of 

monolayer MoS₂ on SiO₂/Si. Representative 3-peak Lorentzian fits (A⁻ trion (orange dash 

line), A exciton (green dash line), and B exciton (black dash line)) to the experimental PL 

spectra for MoS₂/SiO₂, and vertical dashed lines mark the extracted peak centres. 
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In addition, a lower-energy feature A⁻ appears at 1.838479 eV (674.47 nm), which is 

commonly attributed to charged-exciton (trion) emission, arising from the radiative 

recombination of a three-particle bound state in MoS2[228]. Because MoS₂ on SiO₂ is 

typically electron-rich (n-type), negative trions (A⁻) are abundant, giving rise to a 

pronounced A⁻ intensity in the deconvolved PL spectrum. Accordingly, the presence 

and relative intensity of A⁻ are strongly governed by carrier density and disorder 

(inhomogeneous broadening) and are therefore widely used as a qualitative indicator 

of doping in monolayer MoS₂[226,227,229]. Overall, the extracted peak structure and 

positions are consistent with the established PL signature of monolayer MoS₂ on SiO₂ 

[226,229]. 

 

 
Figure 5.3-2. Photoluminescence (PL) spectra with Lorentzian peak deconvolution of 

Graphene–MoS₂ heterostructures (a), and MoS2-Graphene(b) on SiO₂/Si.  
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When graphene is introduced, the photoluminescence (PL) intensity remains largely 

unchanged in both stacking configurations (5.3-2), with no significant quenching 

observed. This contrasts with prior assumptions of strong PL suppression due to 

interfacial charge transfer, suggesting that the coupling in these samples may be 

relatively weak or that recombination pathways remain largely intact[230]. 

While the overall PL intensity is not significantly quenched at room temperature, the 

introduction of graphene substantially alters the MoS₂ excitonic environment through 

dielectric screening—changing the effective dielectric surroundings of MoS₂ from 

“SiO₂ + air” to “SiO₂ + graphene”, and through interfacial charge-transfer/electrostatic 

doping, which tune exciton–trion energetics and shift the relative population balance 

between neutral excitons and trions[231-236].  

 

In the PL of both heterostructures (Figure 5.3-2), the A- trion blueshifts (from 1.838 eV 

in MoS₂/SiO₂ to 1.843 eV in MoS₂–Graphene and 1.846 eV in Graphene–MoS₂). The 

observed A⁻ trion blueshift follows from the relationship Δ𝐸!" ≈ Δ𝐸# − Δ𝐸$%, where the 

Δ𝐸!" arises because the reduction in trion binding energy (Δ𝐸$% < 0) dominates band-

gap renormalization (Δ𝐸#). This decrease in 𝐸$% is driven by two effects of coupling 

with graphene: (i) enhanced dielectric screening, which increases the effective 

dielectric constant (𝜀&'') and scales approximately as 𝐸$ ∝ 1/𝜀&''( , and (ii) increased 

electron density from interfacial charge transfer, which strengthens free-carrier 

screening via the Thomas-Fermi wavevector (𝑞%) ∝ √𝑛). Both mechanisms weaken 

the Coulomb potential, lowering 𝐸$% and producing the observed blueshift that 

quantifies the modified electrostatic environment. Concurrently, the neutral A exciton 

contribution increases (A peak intensity: 4818.98 → 11806.48 in MoS₂–Graphene and 

→ 8064.94 in Graphene–MoS₂), as expected from doping-controlled studies where 

carrier density shifts the PL balance from trion- to exciton-dominated emission [232, 

233,235-236].   

 

Furthermore, stacking order introduces additional asymmetry by modulating how 

strongly the SiO₂ substrate perturbs MoS₂, since SiO₂ is a source of charged-impurity 

disorder and trap-induced electrostatic fluctuations that can locally gate 2D 

semiconductors [235,237-239]. In MoS₂–G, MoS₂ is in direct contact with SiO₂, 
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whereas in G–MoS₂, an intervening graphene layer partially screens and spatially 

redistributes substrate-induced fields, altering the interfacial electrostatics of MoS₂.  

 

This structural difference leads to distinct spectral signatures: G–MoS₂ exhibits 

systematically higher peak energies than MoS₂–G, with ΔE = +0.00296 eV (A⁻), 

+0.01609 eV (A), and +0.01700 eV (B), indicating a stronger blueshift when MoS₂ is 

supported by graphene. The emission balance also reverses: G–MoS₂ is more trion 

weighted, with a markedly larger A⁻ peak area but a reduced A peak area compared 

to MoS₂–G, consistent with carrier-density–dependent redistribution between trion and 

exciton-dominated emission channels [235,237,238,240,241]. Collectively, the 

observations confirm that interfacial dielectric screening and charge redistribution—

though subtle—can deterministically reshape the excitonic emission profile of 

monolayer MoS₂ in vdWHs [242]. 

 
5.4 Low-Temperature PL: Spectral Fingerprinting of Graphene–MoS₂ 

Heterostructures 
To uncover fine excitonic structure and assess the spatial fidelity of emission-based 

optical fingerprints, low-temperature photoluminescence (LT-PL) measurements were 

performed at 10K on both MoS₂–graphene and graphene–MoS₂ heterostructures. 

These experiments test whether the spatial and stacking-dependent PL modulations 

observed at room temperature persist with enhanced contrast at low temperatures, 

thereby validating their deterministic nature for physically unclonable function (PUF) 

applications. 

 

Cryogenic photoluminescence (PL) spectroscopy enhances the spectral resolution of 

monolayer MoS₂ and its heterostructures with graphene by suppressing thermally 

activated broadening and non-radiative loss pathways, thereby enabling the reliable 

identification of weak spectral shoulders, line shape asymmetries, and subtle peak 

shifts. This enhancement originates from the cryogenic modification of three principal 

temperature-dependent phenomena: (i) the renormalization of the electronic band 

structure, (ii) the suppression of dephasing and scattering processes, and (iii) the 

rebalancing of radiative versus non-radiative recombination dynamics. First, excitonic 

transition energies exhibit temperature dependence arising from bandgap 
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renormalization driven by electron–phonon coupling and lattice thermal expansion—a 

behaviour commonly parameterized by the Varshni relation: 

𝐸(𝑇) = 𝐸(0) − *%!

+,%
   , (Equation 5.4-1) 

where E(T) is the transition energy at temperature T, E (0) is the extrapolated 0 K 

energy, and  𝛼  and 𝛽 are material-specific empirical parameters obtained from fitting. 

Second, spectral linewidths are governed by dephasing and scattering processes that 

scale with the phonon population. The average phonon occupation 𝑛(𝜔, 𝑇), described 

by the Bose–Einstein distribution decreases at low temperatures. 

𝑛(𝜔, 𝑇) = 	 -
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  , (Equation 5.4-2) 

Here, 𝜔 is the phonon frequency,  ℏ	is the reduced Planck constant and  𝜅4		 is the 

Boltzmann constant. This reduction weakens phonon-assisted dephasing and 

exciton–phonon scattering, yielding sharper excitonic features with improved spectral 

separability. Third, cooling rebalances radiative and non-radiative recombination 

dynamics. Thermally activated non-radiative channels can be phenomenologically 

described by an Arrhenius-type quenching model: 

𝐼(𝑇) = 	 6(
-,7) ./01
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           (Equation 5.4-3) 

Where 𝐼(𝑇)    is the PL intensity; I0 is the low temperature limiting intensity; Ai and Ei 

are the prefactors and activation energies distinct non-radiative pathways [243]. 

 

Together, these relations rationalize the frequent enhancement of PL quantum yield 

and the emergence of weak radiative channels at cryogenic temperatures as thermally 

activated losses are suppressed [244-248]. Finally, by amplifying static disorder, 

reduced thermal fluctuations intensify low-energy bound-exciton emission and alter 

the exciton–trion equilibrium [244-246]. 

 
5.4.1 MoS2-Graphene on Si/SiO2 

 
The temperature-dependent photoluminescence response of MoS₂–Graphene 

heterostructure is investigated at 300 K and 10 K. Through multi-Lorentz 

deconvolution, changes in exciton peak energies, linewidths, and the exciton–trion 

balance are quantified. Furthermore, the intra-flake spatial homogeneity of MoS₂–G is 
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assessed to determine whether graphene introduces reproducible, position-

dependent modulation of excitonic fingerprints across the heterostructure. 

 
Figure 5.4.1-1 Temperature-dependent PL spectra of the MoS₂–Graphene heterostructure 

measured at 300 K (black) and 10 K (red), shown with Lorentz deconvolution of the A 

exciton, A⁻ trion, and B exciton contributions (dashed/dotted curves). 

 

In the MoS₂–graphene heterostructure (Figure 5.4.1-1), cooling from 300 K to 10 K 

results in a pronounced enhancement and spectral sharpening of the A-band 

emission. This evolution is consistent with the suppression of intrinsic MoS₂ loss 

channels—phonon-assisted dephasing and thermally activated non-radiative decay—

which govern the low-temperature spectral sharpening despite the influence of the 

adjacent graphene layer. At 300 K, the spectrum comprises overlapping A⁻ and A 

exciton peaks centred at 1.864 eV and 1.886 eV, respectively, corresponding to a 

splitting of 21.73 meV. Both peaks are broad, with FWHM values of 0.10628 eV (A⁻) 

and 0.06062 eV (A) and exhibit comparable intensities (~65.54 a.u. and ~57.64 a.u.). 

By 10 K, the transitions blueshift by approximately +15 meV (A: 1.90092 eV; A⁻: 

≈1.88 eV) and narrow significantly (FWHM(A): 0.04444 eV; FWHM(A⁻): 0.08152 eV). 

Concurrently, the integrated intensities increase for both peaks, with the A exciton 

rising from ~65.54 a.u. to ~115.80 a.u. and the A⁻ trion from ~57.64 a.u. to ~87.97 a.u. 

This yields an A/A⁻ intensity ratio that increases from ~1.14 at 300 K to ~1.32 at 10 K, 

indicating a rebalancing of the exciton–trion equilibrium toward exciton-dominated 

emission at low temperature. Furthermore, the B exciton, which is not detectable at 
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room temperature, emerges as a weak peak at 1.98258 eV (16.73 a.u.) at 10 K—in 

agreement with the behaviour observed in isolated monolayer MoS₂	in 10K.  
 

Five distinct spatial positions on the MoS₂–Graphene heterostructure were selected 

to evaluate the intra-flake spatial homogeneity (Figure 5.4.1-2). At 10 K, the PL spectra 

from all positions demonstrate consistent changes compared to the monolayer 

MoS₂—quenching of the A-band intensity and a blueshift of the A and A⁻ excitonic 

energies—but with clear spatial dispersion in the magnitude of these effects, revealing 

position-dependent coupling to the graphene layer.  Most notably, the the A-exciton 

emission shows significant quenching, with intensity varying from ~116 to 185 a.u. 

across the heterostructure compared to ~238 a.u. in the monolayer MoS2. This 

quenching is attributed to non-radiative charge and energy transfer to graphene, and 

its spatial variation points to local differences in interlayer coupling. 

 
Figure 5.4.1-2 Low-temperature (10 K) PL comparison between monolayer MoS₂ on Si/SiO₂ 

and the MoS₂–graphene heterostructure measured at five spatial positions. (a) PL spectra 

for MoS₂ (reference) and MoS₂–G (Pos. 1–5). (b,c) Lorentz-deconvolved A⁻ trion (b) and A 

exciton (c) contributions for MoS₂ and MoS₂–G (Pos. 1–5), showing the relative evolution of 

the A-region emission across the heterostructure. (d) Lorentz-deconvolved B-exciton 

contributions, illustrating the weak but spatially variable B feature across the measured 

positions. 
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The excitonic peak positions across the heterostructure also display clear spatial 

dispersion. The A exciton spans 1.885–1.901 eV (~15.5 meV spread), while the A⁻ 

trion varies across a narrower range of 1.875–1.880 eV (~4.5 meV)—both slightly 

blue-shifted relative to the MoS₂ monolayer. This positional modulation alters the 

splitting of A-A⁻. For instance, positions 2 and 3 exhibit a larger splitting of ~20.9 meV 

compared to the ~10 meV in isolated MoS₂, indicating spatial variation in the local 

exciton–trion balance governed by differences in carrier density and dielectric 

screening. In contrast, the fitted B-exciton shows the largest apparent energy variation 

(1.981–2.046 eV, ~64.8 meV spread) and is consistently lower in energy than in the 

monolayer. However, as the B-exciton is weak and broad, it is highly sensitive to 

spectral background and fitting parameters, making it a less robust spatial signature 

than the sharp A and A⁻ peaks. 

 

The extent of PL quenching was quantified using two complementary metrics: (i) the 

integrated PL area (1.70–2.20 eV) for total emission, and (ii) the total fitted A and A⁻ 

areas for the excitonic channel. The integrated intensity shows an overall suppression 

of ~21–40% (mean ~29.8%) while the total excitonic (A + A⁻) emission shows 

consistently stronger quenching of ~24–51% (mean ~36.6%) across the five positions. 

Both metrics show that positions 2 and 3 exhibit the strongest quenching (~40–51%), 

while positions 1 and 4 show the weakest (~21–25%). This quantifies the pronounced 

heterogeneity in graphene-induced non-radiative transfer efficiency.  

 

Reproducible spatial variations in the exciton peaks indicate position-dependent 

modulation of the A/A⁻ emission, consistent with local fluctuations in strain, 

electrostatic doping/screening, and MoS₂–graphene coupling across the flake 

[249,250]. These variations are primarily from transfer-induced interfacial 

heterogeneity—such as residues, blisters/voids, and wrinkles/folds—which locally 

changes the MoS₂–graphene separation and strain field, thereby altering dielectric 

screening and the efficiency of non-radiative energy/charge transfer to graphene. 

Secondary contributions may arise from SiO₂ charge disorder (trap states/charged 

impurities) and intrinsic MoS₂ point defects (e.g., S-vacancy/oxygen-related sites), 

which locally modulate carrier density and recombination pathways, leading to 

measurable changes in the A/A⁻ balance and linewidth. The fact that these differences 
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become clearly resolvable only at low temperature—yet remain consistent across 

repeated scans—supports deterministic intra-flake heterogeneity in the 

heterostructure. 

5.4.2 Spatial and Temperature-Dependent Photoluminescence in 
Graphene–MoS₂ Heterostructures 
 
Temperature-dependent PL of G–MoS₂ was measured at 300 K and 10 K under 

identical acquisition conditions and analysed using the same multi-Lorentz 

deconvolution procedure applied to monolayer MoS₂ (Figure 5.4.2-1). A direct 

comparison between G–MoS₂ and MoS₂ at 10 K is presented in Figure 5.4.2-2. Spatial 

homogeneity across the heterostructure is assessed using eight positions to quantify 

position-dependent modulation of excitonic fingerprints and the corresponding PL 

quenching relative to MoS₂ (Figure 5.4.2-3). 

 
Figure 5.4.2-1. Temperature-dependent PL spectra of the graphene–MoS₂ heterostructure 

(G–MoS₂) at 300 K (green) and 10 K (black). The spectra are decomposed using Lorentz 

peak fitting to resolve the A exciton, A⁻ trion, and B exciton at both temperatures, with an 

additional low-energy defect-related emission included in the 10 K fit. 

 

As shown in Figure 5.4.2-1, At 10 K, the G–MoS₂ PL undergoes a significant 

restructuring relative to 300 K: the A-family peaks blue-shifts, narrows, and intensifies, 

and a new low-energy band in the 1.6–1.8 eV window emerges (assigned to a 

bound/localised exciton, XL). Compared with 300 K, the A⁻ trion shifts from 1.8747 → 
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1.9119 eV (+37.2 meV) and its linewidth narrows from 0.0911 → 0.0651 eV (−28.5%), 

while its amplitude increases from 148.9 → 268.4 a.u. (+80%); the A exciton shifts 

from 1.8903 → 1.9514 eV (+61.1 meV) and narrows from 0.0470 → 0.0284 eV 

(−39.5%), with the A–A⁻ splitting increasing from 15.6 meV to 39.5 meV, consistent 

with reduced thermal broadening and a more clearly resolved exciton–trion balance at 

cryogenic temperature. The B exciton remains near ~2.13 eV (2.1346 eV at 300 K vs 

2.1293 eV at 10 K; −5.4 meV), but becomes more prominent in integrated weight (area 

2.59 → 5.25 a.u.·eV, ~×2) and is fitted with a broader linewidth (0.0749 → 0.1059 eV), 

indicating that the high-energy shoulder carries increased spectral weight at low 

temperature even though its position is largely unchanged. Crucially, a distinct XL 

(defect/bound exciton) band appears at 1.6886 eV (FWHM 0.116 eV, height 44.2 a.u., 

area 5.46 a.u.·eV), which is absent (or not separable) at 300 K and is characteristic of 

exciton localisation at defects/potential fluctuations.  

 

This emergence of XL is commonly explained by a three-state model for monolayer 

MoS₂ [248,251-252] in which carriers relax into trapped (localised) states; at high 

temperature they can thermally re-excite to higher-energy states and predominantly 

radiate via the A exciton channel, whereas at low temperature thermal activation is 

suppressed and a larger fraction recombines directly from trapped states to emit XL, 

with both A and XL intensities further enhanced by the reduction of phonon-assisted 

non-radiative pathways. 

 

The direct comparison between G–MoS₂ and monolayer MoS₂ (Figure 5.4.2-2) shows 

that introducing graphene strongly reshapes the excitonic balance and improves 

spectral separability [253-255].  Relative to MoS₂, all fitted peak centres in G–MoS₂ 

are blue-shifted: A⁻ moves from 1.87588 → 1.91191 eV (+36.0 meV) and A from 

1.88588 → 1.95138 eV (+65.5 meV), while B peak shifts from 2.06286 → 2.12926 eV 

(+66.4 meV), consistent with interfacial charge-transfer/screening effects that can 

renormalise optical transition energies in supported/stacked MoS₂ systems 

[253,254,256].  Concomitantly, the A-manifold becomes much more clearly split in 

Graphene-MoS₂, with the A–A⁻ splitting increasing from ~10.0 meV (monolayer MoS₂) 

to ~39.5 meV (G–MoS₂), and both A-related peaks narrowing substantially (e.g., A 

exciton FWHM: 0.0736 eV → 0.0284 eV; A⁻ FWHM: 0.1381 eV → 0.0651 eV), aligning 
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with the well-established sensitivity of the exciton–Trion balance and linewidths to 

carrier density and dielectric environment.  

 

Most notably, graphene drives the spectrum into a trion-dominated regime: in MoS₂ 

the integrated areas give A⁻/A ≈ 0.41 (7.58 vs 18.65 a.u.·eV), whereas in G–MoS₂ 

A⁻/A ≈ 5.42 (25.77 vs 4.75 a.u.·eV), i.e., the neutral A exciton is strongly suppressed 

while the trion contribution dominates—consistent with the known evolution from 

exciton to trion dominated PL under increased electron density (via 

doping/gating/charge transfer)[253,255,257].  The B exciton is present in both cases 

but remains much broader in MoS₂ (FWHM 0.167 eV) than in G–MoS₂ (0.106 eV), 

consistent with broader/less-resolved excitonic features under different local 

electrostatic environments and interfacial coupling conditions [254,256]. 

 
Figure 5.4.2-2. Comparison of low-temperature PL spectra measured at 10 K for G–MoS₂ 

(black) and monolayer MoS₂ (blue). The spectra are fitted using Lorentz peak decomposition 

to extract the A exciton, A⁻ trion, and B exciton contributions; an additional low-energy 

defect-related emission is included for G–MoS₂ to capture the enhanced sub-bandgap 

feature observed in the heterostructure. 

 

In addition, G–MoS₂ exhibits an extra low-energy band at 1.68855 eV (FWHM 0.116 

eV) assigned to a localised/bound exciton (XL), consistent with defect-/trap-assisted 

sub-bandgap emission widely reported in monolayer TMDs (including MoS₂) at low 

temperature[256,258]. Thus, graphene-induced modification of the local carrier 
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environment (charge transfer and screening) that enhances trion formation and 

suppresses neutral-exciton emission, together with interfacial heterogeneity that 

promotes localised-exciton pathways at cryogenic temperature, provides a physically 

consistent framework for the observed spectral redistribution in the heterostructure. 

 

 
Figure 5.4.2-3. Spatially resolved 10 K PL spectra comparing monolayer MoS₂ (dash–dot, 

yellow) with the G–MoS₂ heterostructure measured at eight locations (Positions 1–8). (a) 

Full PL spectra showing the overall spectral evolution. (b–c) Enlarged views of the A-band 

(A⁻/A) energy range, revealing position-dependent changes in peak shape, relative intensity, 

and spectral shift across the heterostructure compared with MoS₂. (d) Enlarged view of the 

B-exciton region across Positions 1–8 relative to MoS₂. 

 

Analysis of spatial homogeneity (Figure 5.4.2-3) shows that the PL response of G–

MoS₂ exhibits consistent graphene-associated modifications across all measured 

positions relative to monolayer MoS₂. The neutral A-exciton peak is systematically 

blue-shifted with respect to MoS₂ (1.886 eV), spanning ∼1.916–1.953 eV across the 

eight locations, while the A⁻ trion energy remains in a comparable range and spans 

both slightly below and above the MoS₂ reference (1.876 eV), ∼1.857–1.927 eV. In 

addition to these spectral shifts, the total integrated PL intensity (1.70–2.20 eV) is 
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reduced by ∼30–78% compared to MoS₂ across all positions, consistent with 

graphene introducing additional non-radiative relaxation pathways (e.g., via interlayer 

charge/energy transfer) and/or modifying the local dielectric and doping environment 

[259-262]. Deconvolution of the A-manifold further indicates that the neutral A 

component is strongly suppressed at most positions, whereas the A⁻ contribution can 

be enhanced at selected locations, revealing a position-dependent exciton–trion 

balance that likely reflects spatial variations in local carrier density, strain, and 

interfacial coupling within the heterostructure [261-263]. 

 

Although the same qualitative trends are observed across the heterostructure, the 

magnitude of these effects varies substantially with position. The total integrated PL 

quenching ranges from ~30% at Pos1 to ~78% at Pos 8, indicating strong spatial 

variation in graphene coupling efficiency. The fitted A-exciton area spans from modest 

quenching (~16% at Pos2) to near-complete suppression (>94% at Pos3 and Pos6). 

In contrast, the A⁻ trion response is highly non-uniform: it is strongly enhanced at some 

positions (e.g., Pos1, Pos3, Pos6) but is effectively suppressed where the trion peak 

becomes extremely weak (notably Pos4). The extracted A–A⁻ splitting also shows 

clear spatial dispersion (e.g., ~39.5 meV at Pos1 versus ~47.9 meV at Pos8), 

consistent with a locally varying exciton–trion landscape driven by position-dependent 

doping/screening and interfacial disorder. Finally, the B-exciton—often appearing only 

as a weak, high-energy shoulder in MoS₂ PL and more difficult to resolve clearly than 

the A-manifold—remains broadly centred near ~2.17 eV across Positions 2–8 but 

shows very large fitted area variations in our dataset (up to ~12× at Pos5), making it 

less reliable as a spatial probe than the A/A⁻ features[264-267]. 

 

Quantitative quenching analysis highlights that overall PL (integrated intensity) is 

quenched at every measured position, but the fitted A-manifold (A + A⁻) does not follow 

the same trend. The strongest integrated quenching occurs at Pos5 and Pos8 (~78%), 

whereas the fitted (A + A⁻) contribution is most strongly suppressed at Pos4 (~66%) 

and remains substantially quenched at Pos8 (~55%). Conversely, Pos1 (and Pos5) 

show comparable or enhanced fitted (A + A⁻) weight because the spectrum becomes 

increasingly trion-dominated, even though the total integrated PL remains quenched  

[255-257]. This decoupling between total intensity and fitted excitonic weight 
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emphasises that interlayer coupling is spatially heterogeneous, likely due to interfacial 

inhomogeneities (residues, wrinkles, bubbles/strain gradients) that modulate both 

non-radiative transfer rates and the local carrier environment across the G–MoS₂ 

interface [256,268-270]. 

 

5.5: Environmental Robustness  
For optical physically unclonable functions (PUFs) to be viable in real-world 

applications, their spectral signatures must remain stable under varying environmental 

conditions. Their response to changes in excitation power and operating temperature 

is critical for ensuring long-term reliability and resistance to tampering or 

environmental noise. While the previous section demonstrated that spectral 

uniqueness arises from interfacial complexity, this section evaluates whether these 

unique optical fingerprints are robust against two key stressors: laser power variation 

and thermal fluctuation. These tests simulate realistic operating conditions for optical 

reading systems and challenge–response protocols. 

 

5.5.1 Laser power dependent low temperature Photoluminescence  

To establish a detailed understanding of how the optical fingerprint responds to varying 

excitation conditions, Position 1 of the Graphene–MoS₂ heterostructure was selected 

for a full-range laser power study from 1 uW to 12 uW. As shown in Figure 5.5.1-1, the 

PL spectra across this power range reveal a stable and well-defined excitonic emission 

peak centred near 1.88 eV. With increasing laser power, a progressive redshift of the 

peak is observed, particularly above ~9 uW, accompanied by a minor loss of shoulder 

resolution. This behaviour is consistent with laser-induced local heating. Increasing 

local temperature leads to a reduction in the excitonic optical transition energy through 

lattice expansion and electron–phonon coupling, and simultaneously increases 

linewidths, which can diminish the apparent shoulder resolution. 

 

Laser-power dependent redshifts in monolayer MoS₂ PL/Raman attributable to local 

heating have been widely reported[271]. As introduced in Section 5.4, the temperature 

dependence of the transition energy is commonly parameterised by the Varshni 

relation(equation 5.4-1), in the graphene–MoS₂ heterostructure, while the power 

dependent redshift is attributed to local heating, the overall PL response is measured 
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in a heterostructure where band alignment can be modulated by promoting interfacial 

charge transfer and redistribution the exciton/trion population(see band structure 

details in Figure 2.1.3.3-2).   

 

 
Figure 5.5.1-1 laser power-dependent PL measurements of position 1 in Graphene–MoS₂ 

heterostructure (a, b) Optical and microscope images showing the triangular MoS₂ flake with 

graphene overlay and the exact position (Position 1) measured in the μ-PL system. (c-d) 

Low-temperature PL spectra at Position 1, collected from 1 uW to 13 uW. To visualize 

thermal evolution, the data are split into two subsets: odd-numbered (1-11 uW) and even-

numbered (2-12uW). The excitonic peaks sharpen progressively at lower laser power, with 

only minor redshifts and no distortion in overall shape.  

 

Despite these power-dependent spectral shifts, the overall fingerprint shape remains  

intact. No photobleaching—an irreversible, exposure-induced loss of PL intensity 

and/or permanent spectral distortion due to photo-induced chemical/structural 
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changes—was observed within the acquisition conditions, as the key features 

remained reproducible across the full power range. The consistent presence of the 

same spectral components under a 12× change in excitation power indicates that the 

fingerprint at Position 1 is optically resilient and robust against moderate excitation 

fluctuations. 

 
Figure 5.5.1-2 PL spectra at Positions 2(a), 3(b), and 4(c) collected at 5, 8, and 11 uW. 

These measurements confirm that the relative fingerprint at each position is preserved as 

laser power increases. The consistency of spectral shape and peak structure across a range 

of laser power demonstrates strong thermal robustness—essential for ensuring stability in 

temperature-variable authentication environments. 

 

To validate this robustness across the heterostructure, additional PL measurements 

were performed at three other locations (Positions 2–4), each under three 

representative power levels: 5 uW, 8 uW, and 11 uW. These powers were chosen to 

span the low, moderate, and high excitation regimes identified in the full-range study 

of Position 1. This allowed for efficient probing of spectral stability without requiring 

exhaustive repetition. As shown in Figure 5.5.1-2, all three positions exhibit consistent 

PL spectral shapes across the selected powers, with only minor redshifts or amplitude 

variations—again attributed to localized thermal effects[272]. No evidence of 

photobleaching, feature disappearance, or irreversible distortion was observed. 
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The results from Positions 2–4 demonstrate that fingerprint stability is not limited to a 

single region but is rather a general property of the Graphene–MoS₂ system. The 

spectral identity at each location remains consistent even under thermal and photonic 

perturbation, confirming the spatial reproducibility and power-invariance of the 

optoelectronic response. This ensures that unique fingerprints derived from each site 

remain reliable and unclonable under realistic operating conditions, further reinforcing 

the viability of these heterostructures for practical PUF applications. 

 

5.5.2 Temperature-Dependent Photoluminescence of Graphene–MoS₂ 

Heterostructures 

 
Alongside the exciton energy shift, the μ-PL intensity of the graphene–MoS₂ 

heterostructure exhibits a strong temperature dependence. The full temperature 

sweep was recorded from 10–300 K; however, the 10–210 K dataset is presented 

here because it captures the regime where the A-exciton remains sufficiently narrow, 

and the low-energy defect-bound/localised exciton emission is still observable and 

then thermally suppressed[273].  In MoS₂, such bound-exciton (often denoted XL) 

features are typically only observed at low temperatures (<~150 K) and become 

indistinguishable as temperature rises due to thermal escape from trapping potentials.  

As shown in Figure 5.5.2-1, the A-exciton peak redshifts and broadens with increasing 

temperature. The redshift is the expected consequence of bandgap renormalisation 

driven by lattice expansion and electron–phonon coupling. In parallel, the increasing 

linewidth with temperature is consistent with stronger exciton–phonon scattering and 

phonon-induced dephasing, which progressively reduces the visibility of weak spectral 

contributions at elevated temperature.  

 

To examine the crossover regime in more detail, Figure 5.5.2-1(b) highlights the 

intermediate range of 70–140 K, where the A-exciton redshift and moderate 

broadening are clearly resolved while the spectra remain sufficiently well-defined for 

reliable Lorentz analysis. This temperature window is also where weak low-energy 

emission (XL) begins to diminish rapidly, consistent with the onset of thermally 

activated loss pathways that compete with radiative recombination.   



 142 

 

 
Figure 5.5.2-1. Temperature-dependent μ-PL evolution of the graphene–MoS₂ 

heterostructure and Lorentz peak analysis (10–210 K). (a) Stacked normalised μ-PL spectra 

measured from 10–210 K, highlighting progressive linewidth broadening and the 

temperature-driven redshift of the A-exciton emission.(b) Expanded view of the normalised 

spectra from 70–140 K, emphasising the intermediate-temperature regime where the A-

exciton redshift and broadening are most clearly resolved and where the low-energy defect-

related contribution weakens. (c) Lorentz fits to the unnormalized A-exciton band at 

representative temperatures (10–210 K), showing a systematic redshift and thermal 

quenching of the A-exciton intensity together with broadening, consistent with bandgap 

renormalisation and increasing nonradiative recombination at elevated temperature.(d) 

Lorentz fits to the unnormalized low-energy band (≈1.6–1.8 eV), assigned to defect 

bound/localised exciton emission arising from exciton localisation at defect/trap potentials 

(commonly associated with vacancy/impurity/disorder-related states in MoS₂).  

 

The A-exciton intensity was quantified using the fitted peak amplitude obtained from 

Lorentz fits to the raw (unnormalized) spectra (Figure 5.5.2-1(c)). The fitted A-peak 

amplitude decreases from 341.68 a.u. at 10 K to 65.17 a.u. at 210 K, corresponding 

to an 80.93% reduction relative to 10 K. This behaviour is consistent with thermally 
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activated suppression of radiative emission as nonradiative pathways become 

increasingly competitive with rising temperature.  

 

The extent of PL quenching of the excitonic channel A-exciton at temperature T is  

defined as: 

𝑄7 (𝑇)= 1 − 6+			(%)
6+			(-:;)

 , (Equation 5.5.2-1) 

where: IA(T) is the fitted A-exciton peak intensity (integrated A-A-) at temperature T, 

taken here as the Lorentz peak amplitude (units: a.u.) extracted from fits to the raw 

(unnormalized) PL spectra. 𝐼7			(10𝐾) is the reference integrated A-exciton peak 

intensity at 10 K (same definition/units as IA(T), used to normalise the quenching to 

the lowest temperature in the dataset.  

 

Using Eq. 5.5.2-1 gives QA=0.028 (40 K), 0.357 (70 K), 0.602 (100 K), 0.721 (140 K) 

and 0.809 (210 K). The significant drop occurs below ~140 K, followed by a more 

gradual decrease between ~140–190 K, indicating that the dominant nonradiative 

channels become established by ~140 K, with additional quenching occurring more 

gradually thereafter.  This trend can be interpreted using the radiative–nonradiative 

competition model introduced in Section 5.4 (Eq. 5.4-4), in which the PL intensity 

reflects the temperature-dependent balance between 𝐾<=(𝑇) and  𝐾=		(𝑇). 

Approximating I0 by the lowest-temperature value (10 K), the relative increase of 

nonradiative dominance can be estimated as:  

𝐾(𝑇) ≈ 6(-:;)
6(%)

− 1, (Equation 5.5.2-2) 

yielding  𝐾 ≈0.029 (40 K), 0.555 (70 K), 1.512 (100 K), 2.591 (140 K) and 4.243 (210 

K). The monotonic increase in 𝐾(𝑇)	indicates that  𝐾<=(𝑇)/𝐾=		(𝑇)	rises strongly with 

temperature, consistent with thermally activated loss processes such as enhanced 

phonon scattering and defect-mediated trapping[273]. 

 

In addition to the main integrated A-exciton, a weak low-energy contribution in the 1.6–

1.8 eV region is visible at low temperature but becomes indistinguishable by 150 K 

(Figure 5.5.2-1d). This band is assigned to defect-bound/localised exciton emission 

(often denoted XL), arising from exciton localisation in defect/trap potentials. Bound-

exciton emission is widely reported to be restricted to low temperatures (typically 

<~150 K), because increasing temperature enables excitons to escape trapping 
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potentials and return to free-exciton recombination, while nonradiative pathways 

become more competitive. The disappearance of the 1.6–1.8 eV band in this 

temperature range is therefore consistent with thermal delocalisation (de-trapping) of 

bound excitons together with increasing nonradiative recombination at elevated 

temperature[273].  

 

Overall, the temperature-dependent μ-PL confirms that the heterostructure’s excitonic 

response is highly sensitive to thermal variation in the cryogenic-to-intermediate 

regime, exhibiting (i) a bandgap-renormalisation-driven redshift, (ii) phonon-driven 

linewidth broadening, and (iii) strong thermal quenching of emission intensity 

accompanied by the suppression of defect-bound exciton signatures[273-275]. These 

observations motivate the subsequent spatial mapping analysis, where interfacial 

inhomogeneity and disorder are examined as the microscopic origin of entropy-rich 

optical textures suitable for PUF encoding[276,277]. 

 

Similarly, under varying laser excitation power, the PL response remains stable, with 

no evidence of irreversible photobleaching or structural degradation. Minor redshifts 

and intensity changes occur at higher excitation levels, consistent with local heating 

effects, but the spectral fingerprints retain their characteristic peak shapes and 

position-specific features. This confirms that the optical emission from the 

heterostructure is both environmentally robust and reproducible, key requirements for 

physically unclonable function (PUF) implementations. Overall, the spatial PL 

signatures in graphene–MoS₂ heterostructures demonstrate high thermal and 

photonic resilience, validating their suitability for encoding stable, high-fidelity optical 

identifiers. 

 

Having established both the uniqueness and robustness of the PL fingerprints at 

discrete spatial points, the temperature-dependent evolution of the excitonic and 

defect-bound contributions, the next section examines spatially resolved PL maps 

across the heterostructure to visualise how interfacial disorder and coupling variations 

translate into entropy-rich optical textures suitable for PUF encoding. 
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5.6 PL Mapping: Inhomogeneous Optical Identity 
To complement the spectral analysis of excitonic behaviour, photoluminescence (PL)  

mapping was performed to visualize the spatial heterogeneity of the graphene–MoS₂ 

heterostructure. While temperature-dependent photoluminescence (PL) reveals 

distinct spectral fingerprints across thermal regimes, spatially resolved PL mapping 

provides the complementary optical identity across the surface. Together, these 

techniques create the essential bridge between complex spectral data and the spatial 

binarization required for robust Physically Unclonable Function (PUF) devices. 

 
Figure 5.6-1. Spatial PL intensity map of the graphene–MoS₂ heterostructure. Variations in 

emission intensity reflect underlying physical features such as wrinkles, bubbles, and strain 

fields, establishing a spatially inhomogeneous optical profile. 

 

Figure 5.6-1 presents a spatial PL intensity map of the heterostructure, revealing 

pronounced microscale intensity variations indicative of local fluctuations in radiative 

efficiency. The pronounced spatial inhomogeneity, together with the associated 

variability in atomic defect populations, is attributed to fabrication-induced 

morphological and strain-related non-uniformities—such as wrinkles, interfacial 

bubbles/residue pockets, and local strain fields—introduced during preparation of the 

MoS₂ layer and assembly of the heterostructure interface[278]. 
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The sources of interfacial disorder are strongly fabrication-route dependent, with 

different synthesis and assembly methods imprinting distinct patterns of defect 

density, strain distribution, and interfacial coupling across van der Waals 

heterostructures (vdWHs). For instance, in CVD-grown graphene–MoS₂ 

heterostructures, PL inhomogeneity originates from growth-induced microstructural 

and electronic non-uniformity, including grain boundaries, spatially varying strain, and 

position-dependent doping[279-282]. These features are controlled by growth kinetics 

(temperature, precursor flux, pressure. carrier-gas flow,) substrate interactions 

(thermal expansion mismatch, surface chemistry), together with oxygen/water-related 

defect passivation and charge-transfer effects[283-287]. In PVD-fabricated 

(magnetron-sputtered) MoS₂ films, disorder is governed primarily by deposition-

defined polycrystallinity and defect formation, which are strongly controlled by 

substrate temperature, sputter power, working pressure/Ar flow, substrate bias, and 

target–substrate distance, as well as by deposition time (thickness) and subsequent 

post-deposition sulfur annealing/sulfurization conditions (temperature, duration and 

ambient)[288,289]. 

 

In contrast, for the mechanically assembled van der Waals heterostructures in this 

work, the disorder is introduced during the exfoliation, transfer, and stacking 

processes. This results in non-uniform interfacial contact that leads to the aggregation 

of trapped adsorbates and polymer residues into discrete pockets, while adjacent 

regions form comparatively cleaner, closer contact [290-292]. This fabrication-induced 

disorder in the interface morphology produces heterogeneous optical coupling, 

thereby encoding a high-dimensional PL fingerprint through the modulation of key 

optical parameters: intensity, A-exciton energy, linewidth, and trion fraction. The 

resulting map generates a unique pattern that is impossible to replicate yet permits 

repeatable readout under consistent measurement conditions—forming the basis for 

a cryptographic identity. Local strain fields from wrinkles or bubbles shift the MoS₂ 

optical bandgap and can spatially redistribute exciton recombination (e.g., via exciton 

funnelling), directly altering local intensity and emission energy [293].  

 

Concurrently, variable interlayer separation and contact quality govern coupling 

strength: regions of strong coupling to graphene favour efficient nonradiative loss via 
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charge transfer, producing quenched (darker) domains, whereas bubble-separated 

regions exhibit partial decoupling and brighter emission [294]. Finally, residue- and 

adsorbate-induced electrostatic disorder—from trapped charges and local doping—

further perturbs the exciton/trion balance and introduces spatially varying nonradiative 

trapping. This amplifies the overall heterogeneity of the PL map [290,291],  enhancing 

the unique spatial fingerprint essential for PUF applications. 

 

The strong microscale variation confirms that the optical response is highly 

heterogeneous, even within nominally uniform overlap regions. This is corroborated 

by the optical microscope image in Figure 5.6-2, collected in PL detection mode, where 

localized bright-red emission highlights specific emission-rich zones against a weakly 

emissive background. These high intensity domains correspond to areas of efficient 

exciton generation and recombination[295], directly evidencing spatial heterogeneity 

in optical properties. This nanoscale variability enables the generation of unique, 

irreproducible photonic identities, where fabrication induced emission inhomogeneity 

functions as a physically unclonable emitter for secure digital fingerprinting. 

 
Figure 5.6-2. PL-mode microscope image of the heterostructure showing localized red 

emission. Bright regions correspond to high-intensity PL zones seen in the PL map, 

confirming optical spatial complexity. 

 

Collectively, the persistence of PL contrast and peak-energy patterns under thermal  
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and power cycling confirms the stability of the interfacial coupling and optical 

properties. The PL map visualises a unique spatial fingerprint governed by the 

assembly-imprinted interfacial microstructure, comprising local strain gradients, 

trapped interfacial contaminants (e.g., residue/bubble pockets), and position-

dependent interlayer coupling [290-294].   

 

Together, these observations demonstrate that graphene–MoS₂ interface fabrication 

induces deterministic spatial inhomogeneity, producing a random distribution of 

emission intensities governed by local variations in strain, interlayer contact quality, 

and residue/bubble morphology. In conventional optoelectronics, such features are 

treated as imperfections; in PUF devices, however, they become functionally valuable, 

providing the microscale disorder that enables high-entropy, irreproducible optical 

fingerprints. The random spatial arrangement of wrinkles, bubbles, and residue 

pockets is locked in during fabrication and is practically impossible to replicate. This 

interfacial disorder thus enables a unique cryptographic identity while permitting 

repeatable readout, provided the interfacial morphology remains stable under 

measurement conditions [292,294]. Consequently, these fabrication-induced features 

form a robust entropy source for a reliable optical PUF (OPUF). This stability enables 

the quantization of the spatial pattern into a unique digital fingerprint, which requires a 

low intra-device Hamming distance (ensuring reliability) and a high inter-device 

Hamming distance (guaranteeing uniqueness). 

5.7 Optical Binarization: From Spatial Complexity to Digital Identity 
 
Building upon the spatially resolved photoluminescence (PL) mapping in Section 5.6, 

a direct transformation of the measured emission heterogeneity into a reproducible 

binary optical identity is presented. This is achieved through optical binarization, which 

converts complex PL intensity textures into a binary matrix that can function as a digital 

key for physically unclonable functions (PUFs). The method exploits the fabrication-

imprinted inhomogeneity of the graphene–MoS₂ heterostructure—arising from spatial 

variations in strain, wrinkles, and interfacial contact quality—as a source of intrinsic 

entropy for robust optical identification.  

 

The binary fingerprint was constructed from PL map by extracting pixel-wise within the  
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G-MoS₂ heterostructure region. The generation of the final 256-bit PUF response 

followed a deterministic five-step workflow. The initial and critical step was the creation 

of a precise heterostructure mask. This was achieved by first inspecting optical and 

macro-PL images to locate the flake overlap region. An initial mask was obtained by 

thresholding a quick peak-intensity map at the 30th percentile of its positive values to 

preserve dim yet valid signal areas. This mask was then refined through hole-filling 

and a two-iteration morphological closing operation with a 3×3 structuring element, 

before finally retaining only the largest connected component to define the active 

region for all subsequent analysis. Following this masking, the workflow proceeded 

through trusted-pixel selection, binarization, interleaved readout, and cryptographic 

hashing. The complete, detailed protocol is enumerated in Appendix 2. 

 
Figure 5.7-1 Workflow for generating a binary fingerprint from room-temperature PL maps of 

the g–MoS2 heterostructure start by masking, trusted-pixel selection, centred binarization, 

interleaved sampling, and hashing to a 256-bit response. (a) Macro-PL image of G-MoS2 

used as reference for the HS masking. (b) Integrated PL intensity map; (d) Heterostructure 

(HS) mask obtained by thresholding and morphological refinement of the intensity map to 

isolate the overlap region. (c) Trusted-pixel selection within the HS region based on fit quality 

and stability criteria (R² threshold and minimum trion contribution. (d) Example bit-plane 

derived from the locally normalised intensity feature map. (e) Final 16 × 16 binary response 

matrixes after applying parity-interleaved sampling and selecting a fixed-length response 

(post-hash 256-bit key). 
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Figure 5.7-1 summarises the complete workflow used to generate a binary fingerprint  

from the room-temperature PL map of the G–MoS₂ heterostructure. Using the trusted 

heterostructure mask, a total of N = 99 pixels remain for encoding. Across these 

trusted pixels, multiple fitted peaks exhibit broad, non-degenerate distributions with 

measurable spatial variation: the locally normalised intensity feature log (I/Ī3×3, HS) 

displays a wide distribution with a mean of –0.056 ± 0.680 across 98 trusted pixels.  

 

Collectively, these statistical spreads confirm that the heterostructure’s optical 

property stem from a multiplicity of local, uncontrolled variations rather than a uniform 

interfacial state. Spatial correlation analysis further supports the low predictability of 

the fingerprint—a core requirement for physical un-clonability. The locally normalised 

intensity map is effectively decorrelated at lag-1 (r ≈ 0.007), with a 

neighbour-agreement rate of ∼0.45—statistically indistinguishable from randomness. 

This decorrelation is expected because the 3×3 median normalisation suppresses 

smooth illumination/collection trends while emphasising local texture. 

 

These quantitative findings—broad intensity distributions and low spatial 

predictability—demonstrate that the PL-derived fingerprint originates from irregular, 

nanoscale fluctuations in the as-formed heterostructure interface. This spatial 

complexity, which emerges from stochastic variations in local charge transfer, 

dielectric screening, strain, and interfacial registry, is extremely difficult to reproduce 

under nominally identical fabrication conditions. Even under the same fabrication 

parameters, the detailed nanoscale arrangement of strain, defects, trapped charges, 

residues, and interfacial contact quality will inevitably vary between devices—and 

often between regions within the same device. Since the optical response is directly 

derived from these spatially heterogeneous properties, reproducing the exact 

emission map at the pixel level is practically infeasible without explicit nanoscale 

patterning and precise control over interfacial microstructure.  

 

Furthermore, the extracted feature maps can be converted into a compact 

cryptographic output a deterministic digital readout procedure. In this work, the raw 

two-dimensional feature maps were down-sampled by restricting the readout to a 

threshold defined subset of trusted pixels within the heterostructure and serialising 
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them in a fixed, parity-interleaved order to form a reproducible pre-hash bitstream. 

This bitstream is then hashed using SHA-256 to produce a fixed-length 256-bit 

response, which standardises the output length and reduces residual spatial 

correlation in the raw bitstream. Beyond a single fixed response, the same framework 

can be extended to a challenge–response setting by define the challenge as a 

sampling instruction (ROI selection, pixel subset/permutation seed, feature subset, 

quantization mode) and the response as the extracted pre-hash bitstream and/or 

hashed key.  Implementing and validating a large CRP set would require repeated 

measurements of the same device and multiple devices to quantify reliability (intra-

device stability) and uniqueness (inter-device separation) across challenges.  Taken 

together, this binary map generation approach yields a reproducible digital key without 

external patterning or lithographic steps; the encoded complexity instead arises from 

the fabrication imprinted heterostructure microstructure and interfacial charge/strain 

distributions (including local environmental contributions). 

 

5.8 Statistical Evaluation of PUF Quality 
 
While the optical binarization process described in Section 5.6 successfully transforms 

spatial emission patterns into a binary digital identity, it is essential to evaluate the 

statistical quality of the resulting binary key for it to be considered a valid and secure 

physically unclonable function (PUF). PUFs must exhibit high entropy, low bias, and 

strong inter- and intra-device uniqueness to ensure unpredictability and resistance to 

cloning. 

 

Due to the limited number of devices characterised, classical PUF metrics that require 

statistical analysis across multiple devices (e.g., uniqueness, inter-device Hamming 

distance) or repeated measurements (e.g., reliability, intra-device Hamming distance) 

could not be evaluated directly. Instead, the extracted 256-bit response is assessed 

using (i) response uniformity and (ii) algorithmic robustness to controlled perturbations 

applied to the same measurement. Bias is defined as: 

𝐵𝑖𝑎𝑠	 = 	 |	𝑁₁	/	𝑁	| 

where N1 is the number of ‘1’ bits and N is the total number of bits. An ideal PUF would 

have a bias close to 0.5, meaning an equal probability of 0 and 1 across the output.  
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In this work, the binary matrix consisted of a total of 256 bits, among which 179 bits 

were ‘1’ and 77 bits were ‘0’, resulting in a bias of 0.6992, which is relatively high, 

indicating a skew toward ‘1’ values.  

 

This imbalance likely results from the application of a single global threshold to an 

intensity field with a strong gradient and uneven illumination. Additionally, asymmetries 

in the sample's photoluminescence (PL) emission may contribute, indicating that the 

current binarization output is sub-optimal for generating spatially random keys. To 

mitigate these issues, local adaptive thresholding methods could be employed. These 

adjust the binarization threshold based on local intensity distributions within a defined 

window, better preserving spatial randomness and reducing structural bias. For a PUF 

system, however, any such method must be implemented as a device-agnostic, pre-

defined rule (e.g., local median thresholding with a fixed window size). This ensures 

objectivity and reproducibility, as per-sample tuning would introduce unwanted 

variability and complicate cross-device validation. 

Additional key metrics such as Hamming distance—which quantifies the difference 

between PUF outputs from different devices (inter-device) or under repeated 

measurements (intra-device)—are planned for future experiments. A reliable PUF 

should show high Hamming distance between devices and low Hamming distance for 

repeated reads of the same device, ensuring both uniqueness and stability. Moreover, 

an assessment of entropy will be required to validate the cryptographic strength of the 

output. While not yet fully completed, this can be pursued using either: Shannon 

entropy, which evaluates the average information content per bit; Or NIST 

randomness tests, which offer a comprehensive suite of statistical evaluations for 

binary data streams. 

Together, these metrics will form a complete profile of the PUF’s quality and resilience. 

Although the current statistical assessment is still in its early stages, it establishes a 

foundation for further optimization and future work. 
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5.9 Summary and Outlook 
 
In this chapter, graphene–MoS₂ heterostructures are demonstrated to offer a rich and 

reproducible source of spectral and spatial entropy suitable for optical physically 

unclonable functions (PUFs). Stacking verification and low-temperature 

photoluminescence (PL) measurements confirm that both stacking order and spatial 

position strongly influence excitonic emission, producing deterministic yet unique 

spectral fingerprints. These optical identities remain robust across variations in laser 

power and temperature, establishing their environmental stability. Moving from 

spectral to spatial domains, PL mapping revealed microscale emission heterogeneity 

shaped by strain, wrinkles, and interfacial disorder—laying the groundwork for digital 

binarization. Through a systematic pipeline, this optical complexity was successfully 

translated into binary maps that encode the randomness of the material into secure 

digital keys. Although bias analysis revealed a skewed bit distribution (bias = 0.6988), 

future improvements—such as adaptive thresholding and entropy optimization—will 

enhance statistical quality and randomness. Overall, these results establish the 

graphene–MoS₂ heterostructure as a promising platform for robust, scalable, and 

tamper-resistant optoelectronic security. 
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Chapter 6: Raman Investigation of HOPG and Solvation 
Structures in Li-Ion Batteries 
Understanding interfacial chemistry in lithium-ion batteries is essential for improving 

long-term performance, safety, and cycle stability. This chapter explores the 

application of Raman spectroscopy to investigate two critical aspects: the structural 

evolution of Highly Oriented Pyrolytic Graphite (HOPG) electrodes and the solvation 

environment of lithium ions in liquid electrolytes. As a non-destructive vibrational 

technique, Raman spectroscopy provides molecular-level insights into carbon 

bonding, structural disorder, and ion coordination—making it a powerful tool for 

probing both electrode surfaces and electrolyte interactions. 

The first part of this chapter focuses on the structure of HOPG electrodes, examining 

how mechanical polishing, thermal annealing, and plasma treatment affect the 

crystallinity and reactivity of basal and edge planes. A combination of ex situ and 

operando Raman studies is used to evaluate defect evolution, lithium intercalation 

behaviour, and SEI formation dynamics under cathodic polarization. While some of 

the operando Raman data were collected as part of a collaborative project and 

published in the supplementary information of a published paper, the detailed analysis 

and interpretation—particularly the correlation of spectral shifts with distinct lithium 

intercalation stages and SEI growth—are presented here for the first time. 

In the second part, the focus shifts to the electrolyte environment, where Raman 

spectroscopy is used to analyse how different solvent systems (EC/DMC vs. DX), salt 

chemistries (LiPF₆ vs. LiFSI), and concentration ranges (0.1 M to 6 M) influence 

lithium-ion solvation structures. These observations reveal critical differences in 

solvation shell composition and coordination trends, which directly impact interfacial 

decomposition behaviour and SEI chemistry. 

The chapter is structured as follows: Section 6.1 reviews the state of the art on SEI 

formation at graphite electrodes and motivates the Raman-based measurement 

strategy implemented throughout the remainder of this chapter. Section 6.2 

characterizes the Raman features of polished HOPG surfaces, focusing on basal vs. 

edge plane differences. Section 6.3 examines the effects of post-polishing treatments. 
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Section 6.4 presents the operando Raman analysis of SEI formation and lithium 

intercalation. Sections 6.5 and 6.6 investigate bulk and interfacial solvation structures 

in EC-based and DX-based electrolytes, while Section 6.7 explores the impact of salt 

concentration on solvation and SEI behaviour. Together, these findings provide multi-

scale insights into interfacial design strategies, bridging surface structure and 

electrolyte chemistry to guide the development of more stable and efficient lithium-ion 

battery systems. 

6.1 Introduction  
In lithium-ion batteries, the solid electrolyte interphase (SEI) formed on graphite 

anodes is a critical passivation layer: it conducts Li⁺ while blocking electrons, thereby 

suppressing continuous electrolyte reduction. This layer governs long-term 

performance metrics such as capacity retention, rate capability, and safety [296,297]. 

SEI formation is influenced by both the intrinsic surface properties of the graphite 

electrode—including defect density, crystallographic orientation, and chemical 

functionality—and the Li⁺ solvation structure in the bulk electrolyte and at the 

electrode–electrolyte interface. Although extensive research has been devoted to 

understanding SEI formation mechanism, chemical composition and structural 

evolution[298,299], the complex interplay between anode materials, electrolyte 

chemistry, and interfacial dynamics remains incompletely understood, despite its 

pivotal role in determining SEI stability and functionality. 

 
From the anode perspective, the distinct roles of Highly Oriented Pyrolytic Graphite 

(HOPG) basal and edge planes in SEI formation are well recognized. However, 

achieving precise and independent modification of these planes remains challenging. 

Conventional surface treatments—such as mild oxidation[300,301], chemical 

oxidation [302], or combined argon cleaning with reactive gas exposure [303,304]—

often affect both planes simultaneously, lacking the selectivity needed for optimal SEI 

formation and interfacial stability. Recently, beam-exit cross-sectional polishing 

(BEXP) has emerged as a promising alternative [305]. By aligning the ion beam at a 

shallow exit angle, BEXP produces ultra-flat, nanoscale cross-sections with minimal 

roughness. When coupled with post-treatment methods like annealing [306]  or plasma 

processing [307], it enables controlled and uniform modification of HOPG surfaces.  
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On the electrolyte side, research has mainly focused on how bulk and interfacial 

solvation structures impact SEI properties. Electrolyte engineering—through 

adjustments in salt type, concentration, and solvent system—offers a powerful lever 

to alter SEI composition and enhance battery performance.  For instance, varying salt 

concentration has proven effective in modifying reduction pathways at the electrode 

interface. High-concentration electrolytes (HCEs)[308], and localized high-

concentration electrolytes (LHCEs)[309] promote preferential anion decomposition, 

leading to inorganic-rich SEIs composed primarily of lithium fluorides and oxides, 

which exhibit superior stability and ionic conductivity [310]. In contrast, low-

concentration electrolytes favour solvent reduction, resulting in organic-rich SEIs that 

are less stable and prone to degradation over time, negatively impacting battery 

longevity [311].  Beyond salt concentration, the development of alternative solvents 

has emerged as a promising strategy in electrolyte design. Weakly solvating 

electrolytes (WSEs), typically DX-based formulations characterised by low-polarity 

solvents, have gained attention for their ability to enhance anion coordination with 

lithium ions, promote ion-pair formation and facilitate favourable Li–F interactions 

within the solvation sheath [312].  For example, Yao et al. (2020) demonstrated that 

low-polarity solvents improve anion-driven SEI formation by stabilising the solvation 

sheath [313]. 

 

Despite these advances, several critical questions remain unclear regarding the role 

of initial bulk and interfacial solvation structures at the electrode–electrolyte interface 

in SEI evolution. In particular, the dynamic interactions between electrolyte 

components—such as solvents, salts and additives—and anode materials during 

electrochemical cycling are not yet fully understood. Furthermore, current research 

often examines the factors influencing SEI composition—such as bulk electrolyte 

properties, interfacial structure and dynamics individually, whereas fundamental 

understanding of how these components interact and function synergistically as a 

unified electrochemical system remains poorly explored. In addition, the effect of 

lithium salt concentration on electrolyte solvation behaviour, especially in EC-based 

and DMC-based electrolytes, requires further investigation to clarify its impact on SEI 

stability, composition and overall battery performance. 
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Addressing these challenges requires a comprehensive understanding that connects 

HOPG surface properties, electrolyte composition (salt type and concentration), and 

bulk and interfacial solvation structures under operando conditions. To this end, this 

work employs a combined ex situ and operando Raman spectroscopy approach. First, 

ex situ measurements are used to establish how mechanical polishing and subsequent 

annealing or plasma treatments modify the structure and defect density of HOPG 

basal and edge planes, with the goal of optimising surface preparation for enhanced 

anode performance (Sections 6.2–6.3). Next, operando Raman spectroscopy 

provides real-time, molecular-level insight into lithium intercalation stages and SEI 

evolution during electrochemical cycling (Section 6.4). Finally, systematic Raman 

analysis of EC-based and DX-based electrolytes across a range of salt concentrations 

quantifies how solvation structures—both in the bulk and at the interface—are 

reshaped by electrolyte chemistry, thereby linking solvation motifs to interfacial 

decomposition pathways and SEI development (Sections 6.5–6.7). 

 

6.2 Raman Characterization of HOPG after Polishing Treatment 
To produce a smooth, contamination-free, and uniform surface essential for accurate 

electrochemical and nanoscale measurements, Beam-Exit Cross-Sectional Polishing 

(BEXP) was applied to freshly cleaved HOPG. This process yielded two distinct 

regions: the basal plane, corresponding to the flat, layered surface of graphene sheets, 

and the edge plane, where the graphene layers are exposed perpendicularly due to 

mechanical termination. The basal planes are composed of smooth, crystalline, and 

highly ordered layers of carbon atoms arranged in a hexagonal lattice. This structure 

facilitates the efficient intercalation and de-intercalation of lithium ions during charging 

and discharging cycles, ensuring effective energy storage and release[314]. In 

contrast, the edge plane exhibit structural irregularities and higher chemical reactivity. 

These features make them effective active sites for lithium-ion interaction, 

complementing the energy storage function of the more inert basal planes. This 

structural and chemical contrast between basal and edge planes is critical for 

understanding lithium-ion intercalation mechanisms in graphite-based systems. 

 

Figure 6.2-1(a) illustrates the polishing process and the resulting geometric 

configuration of the basal and edge planes. Figure 6.2-1(b) shows an optical image of 
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the polished HOPG cross-section, highlighting the three regions used for Raman 

analysis: the natural cross-section, the polished basal plane, and the inclined slope 

(edge plane). The total sample area was approximately 3 mm × 3 mm. Raman spectra 

were collected at representative three points in each region, baseline-corrected, and 

normalized to the G-peak intensity to enable direct comparison. Figure 6.2-2 compares 

these spectra, highlighting the structural differences between the natural cross section, 

basal plane, and edge plane. 

 
Figure 6.2-1. (a) Schematic of HOPG surface preparation: an Ar⁺ ion beam is directed 

through an Ion-beam mask onto HOPG mounted on a ~5–7° tilted stage to define an 

exposed cross-section region; subsequent mechanical polishing and thermal annealing 

produce a model surface containing both the basal plane and a well-defined edge plane 

(inset illustrates the crystallographic orientation of basal vs edge planes). (b) Optical 

micrograph of the resulting cross-section HOPG model sample, indicating the basal plane 

(red arrow), the exposed edge plane region (yellow dashed outline), and the cross-section 

(purple arrow); scale bar: 1 mm. 

 

The cross-sectional Raman spectrum reveals three prominent peaks that characterize 

the structural integrity of HOPG. The G peak, located at approximately 1580 cm⁻¹, 

corresponds to the E₂g phonon mode of sp²-hybridized carbon atoms and is indicative 

of strong in-plane crystallinity[315]. The sharpness and intensity of this peak suggest 

well-ordered graphitic domains. The 2D peak, appearing near 2700 cm⁻¹, is a second-

order overtone of the D peak and originates from a double-resonance process 

involving phonons with opposite momentum [316,317]. Its relatively narrow shape 

confirms well-aligned graphitic layers, although slight broadening suggests minor 

deviations from ideal stacking [316]. The D peak observed around 1350 cm⁻¹, arises 

from disorder-induced phonon scattering in sp² rings. Its weak intensity suggests that 

defect density is low, with minor contributions potentially stemming from surface 
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exposure or edge effects introduced during sample preparation [318]. Overall, these 

features reflect a highly crystalline, low-defect graphitic structure characteristic of 

pristine HOPG bulk. 

 
Figure 6.2-2 Raman spectra comparison of cross-section(blue), basal plane(black), and 

edge plane (red) of HOPG after polishing. 

 

In the Raman spectrum of the polished basal plane, the G peak remains intense and 

sharp, consistent with a highly ordered in-plane structure. The 2D peak, also sharp 

and symmetric, shows a slight enhancement in intensity compared to the cross-

section, indicating further reduction in stacking defects. Crucially, the D peak is not 

observed in this region, suggesting that the basal plane is virtually free of structural 

defects. These observations demonstrate that the polishing process effectively 

removes residual surface irregularities, thereby restoring a clean, crystalline graphitic 

surface with enhanced structural order. 

 

By contrast, the Raman spectrum collected from the edge (slope) plane shows 

significant changes indicative of structural disorder. The most prominent feature is a 

strong D peak at ~1350 cm⁻¹, which signals a high density of defects such as edge 

terminations, vacancies, and amorphous carbon. The G peak becomes noticeably 

broader and less intense, reflecting a decline in in-plane order and increased phonon 

scattering. Additionally, the 2D peak is both weaker and broader compared to the 

basal and cross-sectional regions, suggesting compromised interlayer stacking and 

reduced crystallinity. These spectral signatures confirm that while polishing preserves 
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the integrity of the basal plane, it simultaneously introduces significant structural 

disruption at the exposed edge plane.  

 

Table 6.2.1 summarizes the key Raman spectral features for the three investigated 

regions. The basal plane maintains sharp G and 2D peaks with no D peak, indicating 

low disorder and high crystallinity. The cross-section exhibits similar features with 

minor D peak presence due to edge exposure. The edge plane, however, displays 

significant disorder reflected in the high D/G ratio, broader peaks, and reduced 

spectral intensity. Thus, the Raman analysis reveals the dual effect of polishing—

enhancing structural order on the basal plane while inducing defect-rich, disordered 

regions along the edge plane. 

 

Region 

 

G Peak 

 

D Peak 

 

2D Peak 

 

Defect Density 

 

Crystallinity 

 

Cross-Section 

Sharp, 

strong 

Weak Moderate, 

sharp 

 

Low 

 

High 

 

Basal Plane 

Sharp, 

very 

strong 

Absent Sharp, 

symmetric 

 

Very low 

 

Very high 

Edge Plane 

(Slope) 

Broad, 

weaker 

Strong Broad, 

weak 

 

High 

 

Low 

 

Table 6.2.1 Comparison of Raman spectral features and structural characteristics of HOPG 

surface regions after polishing. 

 

6.3 Raman of HOPG after Annealing Treatment 
To address the defects introduced during polishing and enhance the quality of Highly 

Oriented Pyrolytic Graphite (HOPG), two post-treatment strategies were investigated: 

annealing and plasma treatment. These methods aim to improve the structural and 

surface properties of HOPG for high-performance for lithium-ion batteries. Annealing, 

which involves heating the material to 500–800°C in an inert atmosphere like argon, 

facilitates the rearrangement of carbon atoms, thereby restoring the graphitic structure 

and significantly reducing the structural defect in HOPG. Conversely, plasma 
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treatment uses gases such as hydrogen or argon to selectively remove surface defects 

and contaminants, enhancing crystallinity and allowing precise modification of surface 

properties. 

 

The Raman spectra, displayed in Figures 6.3-1, show significant changes in both the  

slope and basal planes of HOPG following these treatments. For the slope(edge) 

plane, annealing at 500°C for 30 minutes decreases the D-band’s intensity, suggesting 

a reduction in defects, although some remain as indicated by the band’s persistence. 

Extending the annealing to 60 minutes eliminates the D-band, showcasing effective 

defect removal and restoration of the graphitic structure. The G and 2D bands become 

sharper and more intense, indicating improved in-plane graphitic order and restoration 

of graphene layer stacking. 

 
Figure 6.3-1: Raman Spectrum of the HOPG edge plane(a) and basal plane (b)after 

Annealing and Plasma Treatment 

 

In contrast, plasma treatment results in sharper and more intense G and 2D bands but 

fails to eliminate the D-band, indicating that while it can enhance the graphitic 

structure, it is less effective in removing defects. This is particularly evident in the basal 

plane where plasma treatment introduces noticeable defects, demonstrated by a 

prominent D peak. The broader G and 2D peaks imply reduced graphitic order and 

disruptions in stacking, confirming the detrimental effects of plasma treatment on 

structural quality. Overall, annealing at 500°C for 60 minutes proves to be highly 

effective in enhancing both the basal and edge planes of HOPG by removing 

amorphous carbon layers, eliminating defects, and restoring a highly graphitized 

structure. 
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6.4 Raman of HOPG during the First Cathodic Polarization 
To investigate early-stage SEI formation and lithium intercalation dynamics on the 

edge plane of HOPG, operando Raman spectroscopy was performed on the edge 

plane of HOPG using a custom-built electrochemical cell. The electrolyte consisted of 

1 M LiPF₆ in EC/DMC (1:1). Raman measurements were collected from open-circuit 

potential (OCP) down to 0.01 V vs. Li/Li⁺.  

 
Figure 6.4-1 Raman spectra of HOPG measured in air (red), in the electrochemical cell filled 

with 1 M LiPF₆ in EC/DMC under open-circuit potential (green), and of the neat 1 M LiPF₆ in 

EC/DMC electrolyte recorded in the same cell without HOPG (black). The green trace 

therefore represents HOPG in contact with the electrolyte, the black trace isolates vibrational 

modes of the EC/DMC–LiPF₆ solution, and the red trace corresponds to pristine HOPG in 

air. Comparison of these spectra allows the graphitic G (~1580 cm⁻¹) and 2D (~2720 cm⁻¹) 

bands of HOPG to be distinguished from solvent- and electrolyte-related peaks and reveals 

the shifts and intensity changes of the G/2D bands upon electrolyte immersion. 

 

As shown in Figure 6.4-1, the Raman spectrum of HOPG in the electrochemical cell 

under open-circuit potential (green line) exhibits distinct features corresponding to both 

the electrolyte solvents—ethylene carbonate (EC) and dimethyl carbonate (DMC)—

as well as the characteristic graphitic bands. Notable solvent-related peaks include 

those from EC at 893, 916, 973, 1220, 1487, and 1808 cm⁻¹, and from DMC at 904, 

973, 1455, 1750, and in the range of 2849 – 3002 cm⁻¹[319-321]. The carbonyl (C=O) 
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stretching vibrations are observed near 1760 cm⁻¹ for DMC and around 1805 cm⁻¹ for 

EC. 

 

In addition to these solvent signatures, subtle shifts are evident in the G and 2D bands  

of HOPG—specifically, the G peak shifts from 1579.3 to 1580.87 cm⁻¹ and the 2D peak 

from 2715.5 to 2722.2 cm⁻¹. These spectral changes are accompanied by a decrease 

in the intensity ratio of IG/I2D from 2.04 to 1.72. Together, these shifts suggest early 

electronic interaction between the HOPG surface and solvated lithium ions. 

 
Figure 6.4-2. Operando Raman intensity map acquired on the HOPG edge plane during the 

first lithiation in 1 M LiPF₆ in EC/DMC, shown as a function of Raman shift (x-axis) and 

applied potential (y-axis). The colormap gives the normalized Raman intensity. The 

characteristic graphite bands are labelled, including the D band (~1350 cm⁻¹), the G band 

which shifts from 1579.3 to 1580.87 cm⁻¹, and the 2D band which shifts from 2715.5 to 

2722.2 cm⁻¹ over the polarization range. The dashed box marks the spectral window around 

the D band where a pronounced decrease in intensity is observed during the early stages of 

cathodic polarization, indicating rapid suppression of defect/edge-activated scattering as the 

interface evolves. 

 

The full operando spectra are shown in Figure 6.4-2, capturing the evolution of key 

graphitic bands (D, G, 2D) as lithium intercalates into HOPG from 0.9 V to 0.01 V. As 

shown in Figure 6.4-3(a), during the initial phase of lithiation, a pronounced decrease 

in the D-band intensity is observed at the HOPG edge plane once the potential falls 

below ~0.7 V. Between ~0.7 V and 0.5 V, the D band progressively approaches the 

noise level, while the G and 2D bands remain visible, indicating that bulk graphite 

intercalation has not yet become dominant. In the literature, attenuation of the D band 

in this potential window has been linked to surface passivation at edge sites, changes 

in stacking order and modifications of the Raman resonance conditions as lithium 

accumulates, and its precise microscopic origin remains debated [322,323]. In this 
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work, the D-band decay is therefore interpreted as an indirect signature of surface 

passivation and evolving local electronic structure at defect-rich edge planes, rather 

than as a reduction in the number of structural defects in the graphite lattice. This 

interpretation is consistent with complementary EC-AFM, 3D nano-rheology 

microscopy and XPS measurements on the same HOPG / 1 M LiPF₆ in EC/DMC 

model system, which show that SEI first nucleates and thickens at the edge plane 

within the same 0.7–0.5 V window, while only a thinner and more uniform SEI forms 

on the basal plane [324]. 

 

As lithium intercalation progresses, the G band (Figure 6.4-3 (b)) exhibits a significant 

shift from 1580 cm⁻¹ to 1590 cm⁻¹   as the potential decreases to ~0.5 V. This shift 

reflects an increase in the force constants of the in-plane C–C bonds, a direct result 

of lithium ions embedding within the graphite layers. Between 0.5 and 0.2 V, the G 

band (Fig. 6.4-4) shifts linearly with a slope of 28 ± 1 cm⁻¹ V⁻¹, in close agreement with 

Shi et al. (29 cm⁻¹ V⁻¹) for KS44 graphite [325]. The G band undergoes notable 

changes in its shape during this process, first narrowing between 0.45 V and 0.35 V 

and then broadening between 0.35 V and 0.27 V. The narrowing and shift of the G 

band both initiate below 0.5 V, corresponding to the onset of lithium insertion at 

approximately 0.5 V. The dilute    stage 1 persists until 0.2 V, below which the formation 

of lower-stage intercalation compounds begins, causing further broadening of the G 

band. 

 

Meanwhile, the 2D band (Figure 6.4-3 (c)) gradually weakens and broadens between 

0.7 V and 0.2 V. This broadening reflects the dense packing of lithium ions within the 

graphite layers, significantly altering the graphite’s electronic structure. The weakening 

of the 2D band is consistent with progressive saturation of the graphite galleries and 

the transition to lower-stage graphite intercalation compounds (GICs), in which the 

electronic structure of the graphitic layers is substantially modified. 

 

As the voltage drops below ~0.05 V, both the G and 2D bands progressively diminish 

and eventually become undetectable. Figure 6.4.5 compares the Raman spectra of 

the HOPG sample in the EC cell before and after the first lithiation. After lithiation, the 

characteristic graphitic G and 2D bands have disappeared, while the solvent-related 
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modes remain visible. This behaviour is consistent with the formation of low-stage 

(stage 2 and stage 1) graphite intercalation compounds, in which the graphene 

galleries are densely filled with Li⁺ and the material becomes highly metallic. The 

resulting increase in electrical conductivity reduces the optical skin depth, effectively 

quenching the Raman response from the intercalated graphite and leading to the loss 

of detectable graphitic bands [326]. 

 
Figure 6.4-3. Raman spectra of the D peak (a), G peak (b), and 2D peak (c) for the edge 

plane of HOPG during the first cathodic polarization. 

 

In 1 M LiPF₆ in EC/DMC, the SEI formed on graphite is generally described as an 

inorganic-rich inner layer (primarily Li₂CO₃, LiF and LixPOyFz, with minor Li₂O/LiOH) 

covered by an organic outer layer containing alkyl lithium carbonates ROCO₂Li, lithium 

ethylene di-carbonate (LEDC, (CH₂OCO₂Li)₂), lithium ethylene mono-carbonate 

(LEMC), polymeric (–CH₂–CH₂–O–CO₂Li–)ₙ species and Li–alkoxides 

(ROLi)[326,327]. Raman-active modes associated with these species are typically 

reported at ~740 cm⁻¹ (PF₆⁻ / LixPOyFz), ~1090 cm⁻¹ (C–O stretch in Li₂CO₃ / 

ROCO₂Li), ~1450 cm⁻¹ (CH₂ deformation / carbonate modes) and ~1650 cm⁻¹ (C=O 

in     semi-carbonates [328]. This stratified composition has been established primarily 

by ex situ FTIR, XPS, EDAX, GC–MS and related spectroscopic/electrochemical 

studies on lithiated graphite and model electrodes [329-332].  

 

In the present HOPG / 1 M LiPF₆ in EC/DMC system, no additional SEI-related bands  

can be unambiguously resolved (Fig. 6.4-5) , this is attributed to the combination of a 

very thin SEI (a few nanometres), which gives a small Raman scattering volume 

compared with the bulk electrolyte and graphite, and the fact that the strongest SEI 
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carbonate modes lie in the 1000–1600 cm⁻¹ region, where they are spectrally buried 

beneath the intense EC/DMC solvent bands.  

 
Figure 6.4-4: Variation of the G band and 2D peak positions from 0.9 V to 0.05 V vs. Li/Li+ 

during the first lithiation cycle of HOPG. 

 

Overall, the potential-dependent evolution of the D, G and 2D bands provides indirect  

signatures of both SEI formation and graphite intercalation. Between 0.7V to 0.5 V, 

attenuation of the D band before pronounced G- and 2D- band evolution indicates 

changes localised at defect-rich edge planes and is interpreted as passivation and 

electronic screening of edge defects by nascent SEI species, which suppress defect-

related double-resonance scattering rather than removing structural defects from the 

lattice. At intermediate potentials (0.5–0.2 V), the evolution of the G and 2D bands is 

consistent with progressive staging and associated changes in electronic structure and 

layer stacking. At the lowest potentials (below ~0.05 V), the disappearance of the 

graphite Raman bands is consistent with the formation of highly conductive stage 1 

GICs, where the reduced optical skin depth limits laser penetration and obscures 

signals from both graphite and the underlying SEI. 

 

Taken together, these operando Raman measurements on the HOPG edge plane act 

as a time-resolved probe of graphite intercalation and near-surface electronic 

structure, thereby defining the potential window over which SEI-related processes 

occur. When the Raman observations are combined with collaborative measurements 
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on the same HOPG / 1 M LiPF₆ in EC/DMC model system, where EC-AFM, 3D nano-

rheology microscopy (3D-NRM) and XPS characterise SEI morphology, mechanics 

and chemistry on both edge and basal planes, a consistent sequence of SEI 

nucleation and growth emerges. EC-AFM shows that nanoscale SEI domains nucleate 

and grow preferentially along the edge section within the same 0.7–0.5 V window in 

which the D band decays, while only a thin layer develops on the basal terrace. 3D-

NRM and XPS further reveal that the edge-plane SEI is thicker, more mechanically 

heterogeneous and organic-rich, whereas the basal-plane SEI is thinner and more 

uniform [324]. In this integrated picture, SEI nucleation at defective edge sites begins 

around 0.7–0.5 V, bulk lithium intercalation into the galleries dominates between        

0.5 V and 0.2 V, and the highly conductive stage 1 GICs formed below ~ 0.05 V render 

both graphite and SEI effectively Raman-silent. 

 
Figure 6.4-5: Raman spectra of the edge plane of HOPG before and after the first lithiation 

 

6.5 Lithium-Ion Solvation Structures in EC-Based Electrolytes 
 
In lithium-ion battery electrolytes, dissolved lithium salts form a solvation shell (or 

sheath) around each Li⁺ ion [334]. The solvation sheath can be described in three 

regimes (Fig. 6.5-1(a)). In the primary solvation sheath, the central Li⁺ ion forms the 

strongest interactions with solvent molecules, maintaining a stable sheath structure as 
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it moves through the electrolyte. Beyond this, the secondary solvation sheath consists 

of solvent molecules that weakly associate with Li⁺, resulting in dynamic fluctuations 

that can disrupt the stability of the primary sheath. Solvent molecules outside these 

regions remain largely undisturbed and distant from the central ion, exerting only a 

minor influence on solvation dynamics. 

 
Figure 6.5-1. Schematic illustration of Li⁺ solvation and ion-pairing motifs in liquid 

electrolytes. (a) A representative solvation structure showing the Li⁺ primary solvation sheath 

and secondary sheath, together with free solvent molecules and free anions in the 

surrounding electrolyte. Adapted from Borodin, O. et al. Uncharted Waters: Super-

Concentrated Electrolytes, Joule, 4(1), 69–100 (2020), with permission from Elsevier [343]. 

(b) Common ion-association states: solvent-separated ion pairs (SSIP), contact ion pairs 

(CIP), and larger ion aggregates (AGG), highlighting the increasing participation of anions in 

the first coordination environment of Li⁺.  

 

The primary-shell structure varies with electrolyte conditions and is commonly 

rationalised in terms of three limiting solvation motifs, defined by the arrangement of 

Li⁺, anions and solvent molecules: solvent-separated ion pairs (SSIPs), contact ion 

pairs (CIPs) and aggregates (AGGs) (Fig. 6.5-1(b)). In SSIPs, Li⁺ is fully surrounded 

by solvent molecules while the anion remains outside the first solvation shell, creating 

a loosely bound, solvent-dominated environment with relatively weak ion–ion 

interactions and high Li⁺ mobility [335-338]. In CIPs, the anion enters the primary 

solvation shell and coordinates directly to Li⁺, producing a more compact structure with 

stronger ion–ion interactions and reduced ionic conductivity [339-341]. AGGs involve 
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multiple Li⁺ ions and anions sharing coordinating solvent molecules, forming extended 

Li⁺–anion clusters that can slow Li⁺ transport but also strongly influence SEI formation 

[342-345]. Changes in solvent polarity, salt type and concentration therefore alter the 

balance between SSIPs, CIPs and AGGs, and in turn modulate electrolyte transport 

and interfacial reactivity. 
 

To investigate how solvent polarity, salt type and concentration modify the local 

environment of Li⁺, two distinct solvent systems were examined: a polar solvent 

mixture of ethylene carbonate (EC) and dimethyl carbonate (DMC), and a low-polarity 

solvent, 1,4-dioxane (DX) (see Section 6.5). The EC/DMC (1:1 v/v) mixture was 

chosen as a representative commercial carbonate electrolyte for LiPF₆: it mitigates 

graphite surface damage associated with co-intercalation in other polar solvents such 

as propylene carbonate (PC) or diethylene carbonate (DEC), and its relatively weak 

solvation properties and specific Li⁺ interactions favor the formation of a stable 

passivating SEI. In particular, EC has a high dielectric constant and cyclic structure, 

which promote strong coordination with Li⁺, while DMC acts as a lower-viscosity 

diluent that enhances ionic conductivity but binds Li⁺ weaker. In such carbonate-based 

systems, Li⁺ is therefore expected to adopt a solvent-dominated solvation shell 

primarily coordinated by EC, with a smaller contribution from DMC. In contrast, 1,4-

dioxane is a low-dielectric, weakly coordinating solvent in which Li⁺ is expected to 

adopt an anion-rich solvation shell dominated by FSI⁻ CIPs and AGGs. This weaker 

solvation reduces the de-solvation energy barrier, inhibits solvent co-intercalation and 

helps prevent carbon layer exfoliation and sample damage. 

 

Raman spectroscopy was performed on pure EC, pure DMC, pure LiFSI and 1 M 

solutions of LiPF₆ and LiFSI in EC/DMC to resolve how EC and DMC coordinate to Li⁺ 

and to define the solvent-dominated solvation shell in carbonate electrolytes. LiPF₆ 

was selected as a benchmark salt owing to its excellent ionic conductivity and 

widespread commercial use, whereas LiFSI offers superior thermal stability and can 

promote more robust SEI formation [346]. A parallel set of measurements on 1 M LiFSI 

in DX (Section 6.6) then reveals how a weakly coordinating solvent shifts the balance 

towards anion-rich CIPs and AGGs. The influence of salt concentration on these 

solvation motifs is further examined in Section 6.7. Taken together, these 
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measurements provide a direct experimental comparison between solvent-dominated 

and anion-dominated solvation shells and their implications for SEI formation. 

 
Figure 6.5-2. Raman spectrum of pure EC and DMC. 

 

Figure 6.5-2 presents the Raman spectra of pure EC and DMC. Both solvents exhibit 

prominent C=O stretching peaks, with EC’s peak at 893 cm⁻¹ and DMC’s slightly 

higher at 930–950 cm⁻¹, reflecting their distinct carbonyl vibrational modes [347]. For 

EC, additional features include ring deformation modes at 718 cm⁻¹ and 973 cm⁻¹, as 

well as asymmetric C–O stretching vibrations near 1060 cm⁻¹, which emphasize its 

cyclic carbonate structure. In contrast, DMC displays a notable peak at 518 cm⁻¹ 

corresponding to the bending or deformation of its molecules, along with smaller peaks 

between 900–1100 cm⁻¹ associated with the symmetric stretching of its C–O–C bonds 

[348]. These features establish the spectral baseline needed to track coordination 

changes upon salt addition. 

 

When LiPF₆ is introduced to the EC/DMC solvent mixture (1M concentration), the 

Raman spectrum reveals significant peak shifts and new features (see Figure 6.5-3). 

The C=O stretch of EC shifts from ~893 to ~915 cm⁻¹, and that of DMC from ~930 to 

~933 cm⁻¹, indicating lithium-ion coordination.  These coordinated EC and DMC 

molecules constitute the primary lithium-ion solvation shell, the first coordination 

sphere of ligands that move with Li⁺ and define its local chemical environment. This 

solvation shell is critical for ion transport, by setting the effective size and de-solvation 
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barrier of Li⁺, and for SEI formation, because the coordinated species are the first to 

be reduced at the negative electrode. The intensity ratio of coordinated to free EC 

(ICoor/IFree ~0.71) is significantly higher than that of DMC (ICoor/IFree ~0.21), highlighting 

the preferential coordination of EC to lithium ions. Nevertheless, the coordination of 

DMC is not negligible, as evidenced by the broad coordination band at ~933 cm⁻¹. 

Additionally, the sharp peak at ~740 cm⁻¹ is attributed to the PF₆⁻ anion, arising from 

the symmetric Phosphorus-Fluorine bond’s stretching vibration [333].   

 
Figure 6.5-3. Lithium-ion’s solvation structures in EC-based electrolytes without negatively 

charging the electrode. (a) and (b) Raman spectra of pure EC, DMC and 1M LiPF₆ in EC: 

DMC = 1:1 electrolyte. 

 

The Raman measurements are complemented by MD simulations of the same 1 M 

LiPF₆ in EC/DMC electrolyte, yielding a consistent picture of the Li⁺ primary solvation 

structure. The preferential coordination of Li⁺ by EC, inferred from Raman analysis of 

the EC/DMC C=O bands, is quantitatively supported by MD-derived radial distribution 

functions and running coordination numbers (Figure 6.5-4). These simulations—

performed by Yue Chen and Wenkai Wu—reveal that in both the bulk electrolyte and 

the electrical double layer (EDL), each Li⁺ is predominantly solvated by several EC 

molecules, accompanied by approximately one to two DMC molecules and one PF₆⁻ 

anion in the first coordination shell [324]. 

A parallel analysis was carried out using LiFSI as the salt, with the Raman spectra 

displayed in Figure 6.5-5,  the S–N–S bending vibration (δS-NS) in LiFSI, representing 

the bending motion within the N(SO₂F) ₂ structure, is a prominent feature in the Raman 

spectrum of LiFSI powder (Fig.6.4.3a). In the 1M EC/DMC electrolyte solution, FSI⁻ 
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anions interact with Li⁺ ions, with shifts in the S–N–S bending peak and changes in 

intensity indicating coordination. Specifically, the peak at ~732 cm⁻¹ corresponds to 

coordinated FSI⁻, confirming direct coordination between FSI⁻ and Li⁺. However, the 

spectrum lacks the ~747 cm⁻¹ band associated with aggregated ion clusters, indicating 

that Li⁺ remains primarily in solvent-separated or contact ion pair configurations, rather 

than forming large aggregates.  

 
Figure 6.5-4 Snapshots of molecules/ions arrangement near the negatively charged 

electrode surface in 1M LiPF6 in EC: DMC by MD simulations. Reproduced from Chen et al. 

(2023) under the Creative Commons Attribution 4.0 International License (CC BY 4.0) [324] 

 

Additionally, the Raman spectrum exhibits strong coordination peaks for EC at 

~723 cm⁻¹ and ~915 cm⁻¹, reflecting the preferential interaction between EC—a high 

dielectric constant solvent—and lithium ions, rather than FSI⁻ anions [349]. This 

behaviour is consistent with the solvation structure observed in 1 M LiPF₆ in EC/DMC 

electrolytes, where lithium ions are predominantly solvated by solvent molecules in the 

first solvation shell. These findings suggest that the nature of the decomposition layer 

on the lithium anode is primarily governed by the solvent environment rather than the 

specific anion species (PF₆⁻ or FSI⁻). Ultimately, it is the solvation structure—not the 

anion chemistry—that determines the preferential decomposition pathways and plays 

a crucial role in influencing electrochemical performance. 

 

The combined results emphasise that lithium-ion solvation in EC-based electrolytes is 

dominated by solvent properties. EC forms strong, stable complexes with Li⁺, while 

DMC exhibits weaker or negligible coordination. Although the presence of PF₆⁻ or FSI⁻ 

contributes anion-specific vibrational modes, it does not significantly alter the primary 
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solvation landscape. Building on the ion–solvent complex model of Chen and co-

workers, in which Li⁺–(solvent)n clusters are analysed by DFT, strong Li⁺–EC 

coordination is found to withdraw electron density from the carbonyl oxygen, stabilise 

(lower) the EC LUMO by approximately 1–2 eV relative to free EC, and produce a 

LUMO shift that scales with Li⁺–EC binding energy, thereby shifting the onset of 

solvent reductive decomposition towards higher potential [350,351]. As solvent 

decomposition initiates from molecules directly coordinated to Li⁺, understanding and 

controlling the solvation environment is key to tuning interphase chemistry. These 

findings indicate that tuning solvent composition and dielectric properties may offer a 

more effective strategy for optimising SEI behaviour than modifying the anion alone. 

 

 
Figure 6.5-5. Raman spectra of LiFSI powder(a), showing the characteristic FSI⁻   δS-NS 

mode, and (b) 1 M LiFSI in EC/DMC (1:1 v/v), highlighting different coordination states of the 

FSI⁻ anion. In (b), the free FSI⁻ corresponds to anions not directly coordinated to Li⁺, the CIP 

(contact ion pair) arises from Li⁺–FSI⁻ pairs, and the AGG (aggregate) is attributed to Li⁺–

(FSI⁻) n ion clusters. Vertical lines also mark the contributions from free EC and Li⁺-

coordinated EC species. 

 

6.6 Lithium-Ion Solvation Structures in DX-Based Electrolytes 
To contrast the coordination environment of lithium ions in carbonate-based 

electrolytes, I then explored their solvation behavior in 1,4-dioxane (DX), a non-polar, 

low-dielectric solvent. Due to its weaker solvating ability, DX is expected to favor 

anion-rich solvation shells and suppress solvent co-intercalation—making it a 

promising candidate for electrolyte systems aiming to stabilize the graphite–electrolyte 

interface and minimize exfoliation or SEI instability. 
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Figure 6.6-1: (a) Comparison of Raman spectra for pure DX, LiFSI powder, and 1M LiFSI in 

DX electrolytes. (b) Deconvoluted symmetric-antisymmetric stretch band of 1M LiFSI in DX 

electrolyte. the free FSI⁻ corresponds to anions not directly coordinated to Li⁺, the CIP 

(contact ion pair) arises from Li⁺–FSI⁻ pairs, and the AGG (aggregate) is attributed to Li⁺–

(FSI⁻) n ion clusters. 

 

Figure 6.6-1(a) presents the Raman spectrum of pure DX, where two dominant peaks 

are observed: the symmetric C–O–C stretching mode at ~835.6 cm⁻¹ and the C–C 

stretching mode at ~1016.3 cm⁻¹ [352].  In 1M LiFSI in DX, both the C–O–C and C–C 

stretching peaks remain strong at the same wavenumbers, indicating that a large 

portion of DX molecules remain free and uncoordinated, even at this relatively high 

salt concentration. However, subtle broadening of the C–O–C and C–C stretching 

peaks points to some degree of coordination between DX molecules and Li⁺ ions. 

Specifically, the full width at half maximum (FWHM) of the C–O–C stretch increases 

slightly from 3.31 to 3.40 cm⁻¹, and the C–C symmetric stretch from 6.08 to 6.18 cm⁻¹. 

These slight broadenings suggest weak and partial coordination between DX 

molecules and lithium ions. 

 

Additionally, the Raman spectrum of 1M LiFSI in DX exhibits a distinct S–N–S stretch-

related peak (~720–760 cm⁻¹) arising from FSI⁻ anions. This peak(Fig. 6.6-1.b), 

observed at 775.65 cm⁻¹, was deconvoluted into three distinct bands: free anions 

(~721 cm⁻¹, non-coordinated FSI⁻), contact ion pairs (CIP, ~733 cm⁻¹, one FSI⁻ 

coordinating with one Li⁺), and ion aggregates (AGG, ~745 cm⁻¹, one FSI⁻ 

coordinating with two or more Li⁺)[353,354]. This confirms the presence of FSI⁻ ions 
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in the electrolyte, as well as the formation of contact ion pairs and aggregates. The 

ratio of free FSI⁻ anions is significantly lower than that of CIPs and AGGs, suggesting 

a predominant interaction between FSI⁻ and Li⁺ ions. Moreover, the S–N–S Raman 

shift of AGG is only ~31 cm⁻¹ away from the S–N–S vibration mode observed in LiFSI 

powder (~775.65 cm⁻¹) [355], indicating a strong coordination interaction between 

FSI⁻ and lithium ions in DX-based electrolytes. 

 

Moreover, the S–N–S stretch peak associated with aggregated Li-FSI coordination 

(~747 cm⁻¹) is absent in EC/DMC-based electrolytes. This confirms that in 1M LiFSI 

mixed with DX, lithium ions predominantly form ion aggregates. Due to the relatively 

weaker coordination effect of DX with lithium compared to the stronger interaction 

between FSI⁻ and lithium, FSI⁻ dominates the first solvation shell within the electric 

double layer (EDL). Thus, lithium ions in DX-based electrolytes are primarily solvated 

by FSI⁻ anions, leading to the formation of contact ion pairs and aggregates. 

 

Overall, these results confirm that lithium ions in DX-based electrolytes are not 

primarily solvated by the solvent itself, but instead by the FSI⁻ anions. This anion-

dominated solvation structure may influence the resulting interfacial chemistry, reduce 

solvent-driven decomposition and minimize co-intercalation into graphite electrodes. 

In weakly solvating, anion-coordinated electrolytes of this type, Li⁺ is surrounded by 

FSI⁻ in the primary shell, so interphase formation is dominated by anion-derived 

decomposition products that form inorganic, LiF-rich SEI/CEI layers. These anion-

derived interphases are more resistant to oxidative breakdown and transition-metal 

dissolution at elevated potentials, thereby enabling more stable cycling at higher upper 

cut-off voltages and over extended cycle numbers [356-362].  Such solvation behavior 

therefore supports the potential use of DX as a co-solvent or additive in electrolyte 

formulations tailored for high-voltage or long-cycle lithium-ion batteries. 

 

6.7 Effects of Salt Concentration on Lithium-Ion Solvation Structure 
Understanding how electrolyte concentration influences lithium-ion solvation is 

essential for tuning solid electrolyte interphase (SEI) formation and overall battery 

performance. At the electrode–electrolyte interface, this influence is mediated through 

the electric double layer (EDL), which consists of a compact layer of specifically 
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adsorbed ions and solvent molecules adjacent to the electrode and a diffuse region of 

counter-ions extending into the bulk [363-367]. Its structure is governed by 

electrostatic attraction between the charged surface and counter-ions, together with 

solvent reorganization and specific ion adsorption, which modify the local dielectric 

environment and ion distribution. Within this EDL, the local solvation structure—set by 

the interplay between salt concentration, anion coordination and solvent interactions—

directly impacts the formation, composition and stability of the SEI. High salt 

concentrations promote the preferential decomposition of anions over solvents, 

forming a SEI enriched with inorganic species that are mechanically robust and 

ionically conductive [382-383]. 

 

To investigate these effects, Raman spectroscopy was performed on LiFSI dissolved 

in two solvent systems—EC/DMC (1:1) and DX—across varying salt concentrations. 

The concentration range extended from 0.1 M to 6.0 M in EC/DMC, and from 0.5 M 

to 1.0 M in DX.  

 

As shown in Figure 6.7-1, the Raman spectra of 0.5 M and 1.0 M LiFSI in DX confirm 

a solvation environment dominated by FSI⁻ coordination. At 0.5M, the C–O–C 

symmetric stretch peak (~835.65 cm⁻¹) remains strong and unchanged, indicating that 

most DX molecules are in their free state with minimal coordination to Li⁺ ions. At 1M 

LiFSI, while the C–O–C peak position remains constant, slight broadening suggests 

weak interactions between Li⁺ ions and DX molecules [381]. Notably, the S–N–S 

stretch-related band (~720–760 cm⁻¹) emerges at this concentration, confirming the 

increased FSI⁻–Li⁺ coordination. Deconvolution of this band reveals the presence of 

free FSI⁻, contact ion pairs (CIP), and aggregates (AGG)[380], indicating that lithium 

ions are predominantly solvated by FSI⁻ anions rather than DX. The weak coordination 

ability and low dielectric constant of DX suppress extensive aggregation, resulting in 

a solvation structure dominated by anion interactions [379]. This weak solvation shell 

may reduce solvent decomposition at the graphite interface while maintaining high ion 

mobility, offering a design advantage in electrolyte systems seeking to suppress SEI 

instability and solvent co-intercalation. 
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In contrast, the Raman spectra of LiFSI-EC/DMC electrolytes show a stronger 

dependence on salt concentration (as shown in Figure 6.7-2.), with the solvation 

structure evolving significantly as the concentration increases. The prominent EC-Li⁺ 

coordination peaks at approximately 723 cm⁻¹ and 915 cm⁻¹ in LiFSI-EC/DMC 

electrolytes (1M to 6M) highlight the strong coordination ability of the high-dielectric-

constant EC solvent compared to FSI⁻ anions [378]. 

 

 
Figure 6.7-1. Raman spectrum of Pure DX, 0.5M LiFSI in DX; 1M LiFSI in DX. 

 

At low concentrations (0.1M–1.0M), the free EC peaks at 714.8 cm⁻¹ and 892.9 cm⁻¹ 

remain unshifted but exhibit increased intensity and broadening, indicating the gradual 

interaction between EC molecules and Li⁺ ions. At the same time, the coordinated-EC 

(Coor-EC) peak emerges at ~914.7 cm⁻¹ at 0.1M and shifts slightly to ~916.4 cm⁻¹ by 

0.5M–1.0M, reflecting the initial formation of Li⁺-EC coordination. By 1M, a Coor-EC 

peak near 723 cm⁻¹ becomes visible, marking the onset of stronger Li⁺-EC 

interactions. 
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As the concentration increases from 1M to 6M, the ratio of I free/Icoor around 723 cm⁻¹ 

and 892 cm⁻¹ decreases, indicating the progressive reduction of free EC molecules as 

they coordinate with Li⁺ ions. By 6M, the free EC peaks vanish completely, confirming 

that nearly all EC molecules are involved in coordination. At higher concentrations 

(3M–6M), the Coor-EC peak at ~723 cm⁻¹ broadens, while the peak at 916.4 cm⁻¹ 

becomes sharper. Both peaks display a noticeable increase in intensity, reflecting the 

formation of contact ion pairs (CIP) and larger aggregates as the solvation 

environment becomes increasingly crowded. This dense and highly coordinated 

structure, where nearly every oxygen atom in EC interacts with Li⁺, limits the solvent’s 

ability to screen the ions fully, leading to the participation of FSI⁻ anions in the first 

solvation shell. As a result, we suggest that the solvation structure—arising from the 

competitive coordination of solvents and anions with Li⁺ ions—plays a more decisive 

role in driving the preferential electrolyte decomposition process, rather than the 

specific anion species. 

 
Figure 6.7-2. Raman Spectra of LiFSI in EC/DMC Electrolytes at Various Concentrations 

(0.1M–6.0M). 

 

The key difference between EC-based and DX-based electrolytes lies in the balance  
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between solvent and anion coordination, which significantly influences the solvation 

structure and electrolyte behavior. In DX-based electrolytes, the weaker Li⁺-DX 

interactions result in a solvation structure dominated by FSI⁻ aggregates rather than 

solvent-separated ion pairs. The presence of the S–N–S stretch peak (~747 cm⁻¹) 

highlights the stronger involvement of FSI⁻ anions, while a significant number of free 

DX molecules persist even at 1M, indicating a loosely packed solvation shell. This 

relatively open structure may support higher ion mobility but reduces the extent of 

solvent-driven solvation shell formation.  

 

In contrast, EC-based electrolytes exhibit much stronger solvent-Li⁺ interactions, as 

evidenced by the rapid disappearance of free EC peaks and the growth of coordinated-

EC peaks with increasing salt concentration. This leads to the formation of a dense 

and tightly packed solvation shell, accompanied by extensive ion pairing and 

aggregate formation at higher concentrations. While this compact structure enhances 

ionic interactions and promotes competitive coordination between EC and FSI⁻ 

anions, it may hinder ion transport efficiency compared to the more open DX-based 

system. The evolution of EC-based systems from free EC dominance at low 

concentrations to a highly coordinated solvation environment at high concentrations 

highlights the critical role of EC-Li⁺ interactions in determining solvation structure, 

lithium-ion transport, and SEI formation.  This indicates that the solvation structure—

driven by the competitive effects between solvents and anions—rather than the 

specific anion species, plays a dominant role in governing the preferential electrolyte 

decomposition process [375-377].  

 

These findings emphasize that the composition of the lithium-ion solvation shell—not 

simply the salt or solvent used—plays a dominant role in guiding electrolyte 

decomposition pathways and SEI structure.  By carefully selecting both the solvent 

system and salt concentration, the solvation structure can be engineered to modulate 

lithium-ion transport, SEI chemistry, and interfacial stability—offering a rational 

pathway for next-generation electrolyte design. 
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6.8 Conclusion 
 
This chapter presents a detailed investigation into the mechanisms of SEI formation  

and lithium intercalation at the graphite–electrolyte interface, using Raman 

spectroscopy as a central analytical technique. While some of the operando Raman 

data were generated as part of a collaborative study and published in the 

supplementary section of a paper by Chen et al. (2023)[324], the analysis presented 

here — particularly the identification of lithiation stages and solvation structure 

dynamics — is original to this work and expands the scientific understanding of 

graphite–electrolyte interactions. 

 

The results demonstrated that mechanical polishing of HOPG produces a strong 

contrast between the ordered basal plane and the disordered, defect-rich edge plane. 

Raman spectroscopy confirmed this via sharp G and 2D bands in the basal region, 

and a pronounced D band at the edge. Post-treatment by annealing at 500 °C 

effectively restored graphitic order, especially at the edge, while plasma treatment 

introduced new defects on the basal surface. Operando Raman during the first 

lithiation cycle revealed that SEI formation begins at 0.7–0.5 V, prior to bulk 

intercalation, marked by D-band suppression and early G/2D shifts. As voltage 

decreased, stage-wise lithium intercalation was tracked through spectral changes, 

with complete signal loss at voltages below 0.05 V indicating Stage 1 compound 

formation. Operando Raman during the first lithiation cycle showed that attenuation of 

the D band in the 0.7–0.5 V window at the HOPG edge plane, occurring before 

pronounced G- and 2D-band evolution, is consistent with the onset of SEI nucleation 

inferred from complementary EC-AFM/3D-NRM/XPS measurements. As the potential 

decreased further, stage-wise lithium intercalation was tracked through systematic 

changes in the G and 2D bands, and the complete loss of graphite Raman features at 

voltages below ~0.05 V indicated the formation of highly conductive stage-1 graphite 

intercalation compounds that render both graphite and the overlying SEI effectively 

Raman-silent. 

 

In the electrolyte studies, EC-based systems (1M LiPF₆ or LiFSI in EC/DMC) exhibited 

strong solvent-dominated Li⁺ solvation, while DX-based systems revealed anion-
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dominated structures with FSI⁻ forming contact ion pairs and aggregates even at low 

concentrations. Increasing salt concentration (3–6 M) further altered solvation: 

EC/DMC systems transitioned from solvent-separated to contact-ion-pair-dominated 

shells whereas DX maintained FSI⁻ coordination throughout. These distinct solvation 

trends have direct implications for SEI composition and interfacial stability. 

Collectively, this work shows that Raman spectroscopy — particularly operando — is 

a powerful molecular probe for simultaneously tracking structural evolution of 

electrodes and solvation chemistry in electrolytes. The findings provide critical insights 

into how surface treatments, electrolyte composition, and ion coordination 

mechanisms govern SEI formation and lithium-ion transport. This offers a unified 

framework for interfacial design in high-performance lithium-ion battery systems. 

 

Future work could build on this foundation in several directions. First, although this 

study focused on early-stage SEI formation, combining operando Raman with high-

resolution techniques such as cryo-TEM, EC-AFM and XPS would allow simultaneous 

tracking of morphological and chemical evolution over extended cycling windows. 

Second, because SEI vibrational modes are not directly resolved under the 

conventional confocal Raman conditions used here, recent developments in plasmon-

enhanced and tip-enhanced Raman spectroscopy (e.g. SERS, SHINERS and TERS) 

– which have demonstrated direct access to SEI vibrational fingerprints and nanoscale 

chemical heterogeneity on lithium and silicon-based electrodes – suggest that 

implementing such enhanced schemes on HOPG or other model carbon anodes could 

overcome the sensitivity limitations encountered in this work and provide a more 

complete vibrational picture of early SEI formation[368-374]. Third, applying the 

combined intercalation–solvation framework established here to other anode 

materials, such as silicon, lithium metal or hard carbons, would test the generality of 

the observed links between solvation structure, SEI evolution and intercalation 

behaviour. Fourth, machine-learning approaches could assist in deconvoluting large 

Raman datasets across wide electrolyte libraries, enabling rapid screening of solvation 

environments and their impact on graphite and SEI signatures. Finally, deeper 

characterisation of electrolyte–SEI coupling under dynamic cycling—integrating 

operando Raman with electrochemical modelling and impedance analysis—could help 

bridge the gap between molecular-level solvation behaviour and long-term interfacial 

stability in practical lithium-ion cells. 
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Chapter 7: Conclusion and Future Work 
This thesis investigated the influence of material dimensionality—ranging from zero-

dimensional graphene quantum dots (GQDs) to two-dimensional graphene–MoS₂ van 

der Waals heterostructures (vdWHs), to bulk highly oriented pyrolytic graphite 

(HOPG)—on optical properties and interfacial behaviours. By integrating nanoscale 

fabrication, photonic encoding, and operando spectroscopic analysis, the work 

provides a comprehensive understanding of how graphene-based systems can be 

engineered for physically unclonable functions (PUFs) and lithium-ion battery (LIB) 

interface optimization. 

In the GQD system, I demonstrated that electrospray-deposited GQDs derived from 

spent tea leaves generate high-entropy, excitation-dependent fluorescence patterns 

that are well suited for PUF applications. Through rotationally invariant local binary 

pattern (RMLBP) encoding, these patterns were transformed into binary maps with 

strong randomness, balance, and inter-sample uniqueness. Optimizing deposition 

concentration and imaging parameters further enhanced the stability and 

reproducibility of the optical fingerprints, establishing a green, scalable, and tamper-

resistant photonic platform. 

The graphene–MoS₂ heterostructure study explored deterministic optical fingerprints 

based on stacking geometry, interfacial strain, and excitonic modulation. Spatially 

resolved photoluminescence (PL) measurements, performed across temperatures 

and excitation powers, revealed unique emission signatures that varied across the 

flake yet remained reproducible under perturbation. Binary maps generated from PL 

intensity distributions showed the feasibility of deterministic PUFs derived from 

controlled interlayer interactions, expanding the scope of optically encoded security. 

For the HOPG system, operando Raman spectroscopy revealed the sequence of solid 

electrolyte interphase (SEI) formation and lithium intercalation at graphite electrodes. 

The suppression of the D-band between 0.7 and 0.5 V indicated that SEI formation 

initiates at defect-rich edge planes before lithium intercalation dominates below 0.5 V. 

Comparative electrolyte studies showed that EC-based solvents promote solvent-

dominated Li⁺ coordination, while DX-based solvents result in anion-dominated 

solvation shells. Increasing salt concentration in EC/DMC shifted the solvation 
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structure toward aggregate formation, modulating SEI chemistry and potentially 

improving battery stability. 

This work makes several key contributions to the field. It introduces a sustainable 

fabrication strategy for GQD-based optical fingerprints, achieving near-ideal entropy 

metrics without lithography. It demonstrates, for the first time, that interlayer exciton 

coupling in vdWHs can produce deterministic, high-resolution optical signatures 

suitable for PUFs. It also provides new operando insights into the electrochemical 

behavior of HOPG, highlighting the role of solvation structures in guiding SEI formation 

and lithium-ion dynamics. Together, these results bridge optical security and energy 

storage, showing how nanoscale structure determines function across disciplines. 

Despite its strengths, the work has limitations. The GQD PUFs were not tested under 

environmental or mechanical stress, which could affect real-world durability. The 

deterministic vdWH fingerprints, though consistent across controlled regions, require 

further validation across multiple fabrication batches to assess scalability. In the 

electrochemical study, only early-cycle interfacial behaviour was examined, and 

additional tools such as cryo-TEM or XPS would be needed to confirm SEI 

composition and thickness. Future research should explore the robustness of PUFs 

under mechanical bending, humidity, or temperature cycling to simulate practical use 

cases. Expanding the material palette to include other 2D semiconductors or 

heterostructures with rotational misalignment may increase entropy and broaden 

optical encoding applications. Coupling operando Raman with advanced imaging 

methods could offer richer, multidimensional views of SEI evolution. Moreover, 

machine learning models trained on spectral and imaging data could accelerate 

electrolyte optimization and fingerprint authentication protocols. 

In conclusion, this thesis demonstrates how dimensionality in carbon-based 

nanomaterials can be harnessed to engineer both optical identity and interfacial 

behaviour. From zero-dimensional randomness to two-dimensional determinism, and 

from molecular solvation to bulk electrode function, this work offers new strategies for 

secure hardware authentication and high-performance battery design. It also reflects 

the creative possibilities unlocked when nanoscale material science meets 

interdisciplinary engineering. 
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Appendix 
 

1.1 Binary Map Generation Manual 
 
The processing framework includes data capture → pre-processing → fingerprint 

generation → output, the workflow comprised (i) ROI cropping, (ii) contrast boosting 

via global histogram equalisation (MATLAB histeq), and (iii) downsizing prior to R-

MLBP encoding. Pre-processing began by converting each raw fluorescence image 

to 8-bit grayscale (L=256 intensity levels) to eliminate colour-channel variability. A 284 

× 284 px square region of interest (ROI) was then cropped from the centre of the 

emission region to retain the highest-signal area while minimising background 

artefacts. Global histogram equalisation was applied to all cropped ROIs to better 

highlight contrasting pixels and yield more reliable, unique fingerprints by using 

MATLAB: 

𝐼&> = ℎ𝑖𝑠𝑡𝑒𝑞(𝐼=?@ , 256); 

where 256 bins match the 8-bit dynamic range. The histeq operation remaps 

intensities so that the output histogram approximately matches a near uniform 

distribution, thereby enhancing contrast across the ROI. The equalised ROI (𝐼&>)was 

then passed to the subsequent steps.  

 

The cropped ROI was then pre-smoothed with a Lorentz filter following histogram 

equalization; this step attenuates high-frequency noise—such as camera read noise, 

photon shot noise, and hot pixels—and bandlimits the signal to prevent aliasing 

artifacts during subsequent resampling. Then this pre-smoothed ROI was then down 

sampled to a fixed resolution of 100×100 pixels. down sampled to 100×100 pixels to 

(i) accelerate fingerprint generation by reducing the number of pixels (and hence per-

pixel neighbourhood iterations) processed by the encoder, and (ii) suppress pixel-

scale noise, particularly isolated single-pixel fluctuations that can destabilise local 

texture comparisons; The fixed 100×100 size also standardises the feature grid/bit-

length across devices, which is required for valid Hamming-distance comparisons 

because Hamming distance is defined for equal-length strings/vectors. 
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Following preprocessing, each fluorescence image was converted into a binary 

fingerprint using Reduced-Modified Local Binary Patterns (R-MLBP) method. This 

process transforms a 100×100-pixel ROI into a binary output image of identical 

dimensions, where each pixel’s value is determined by intensity comparisons within a 

local circular neighbourhood defined by two parameters: the neighbourhood radius 𝓇 

and the number of sampling points N. 

 

Parameterisation. The radius	𝓇 controls the spatial scale while the even integer N 

specifies the angular sampling density. For this work, a fixed neighbourhood of N=16 

sampling points was selected. This provides N/2 = 8 diametrically-opposed gradient 

comparisons plus a centre-to-mean contrast bit, yielding sufficiently dense angular 

sampling while retaining the noise-robust modal reduction inherent to R-MLBP. To 

assess neighbourhood-size sensitivity to spatial scale, the radius was varied across 

Υ ∈ {2,3,4,5,7,10,15,20} pixels. 

 

Pixel-wise R-MLBP computation. For each centre pixel a0, the binary output bit is 

obtained as follows:  

(1) Sample circular neighbours. The intensities {ai} i=1N   are sampled on a circle 

of radius 𝓇 centred at a0. The circle is divided into right and left halves, with 

the right half is defined as the first N/2 points moving clockwise from the 

point on the positive y-axis (the “upper” neighbour). 

(2) Form the MLBP feature vector (length N/2+1):  

• Gradient bits (first N/2 bits): For each diametrically-opposed pair 𝑘, 

starting from the upper neighbour and proceeding clockwise, the 

gradient bit is 

𝑏𝜅 = {
1, 𝛼A,C ≥ 𝛼",C
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒  

where 𝛼A,C and 𝛼",C are the intensities of the 𝜅-th right-half and left 

half sample, respectively. Concatenating {𝑏𝜅} 𝑁/2𝜅 = 1  yields the 

gradient component.  

• Contrast bit (final bit): the mean intensity of all neighbours is 

computed as  
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𝜇 =
1
𝑁 	Σ

𝑁
𝑖 = 1	𝛼@ 

        and the centre pixel is compared to this mean 𝜇:  

𝑏D						 = {	 1, 														𝛼:	 ≥ 𝜇
	0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 

The resulting (N/2+1)-bit MLBP vector reduces sensitivity to a noisy 

centre pixel because the centre contributes only one bit, while the 

neighbourhood average suppresses single-pixel fluctuations. 

(3) Reduce to a single output bit (R-MLBP): the final output bit for  a0 is defined 

as the modal value (majority bit) of the (N/2+1)-bit MLBP feature 

vector.  This modal reduction further suppressed pixel-level noise on the 

final fingerprint, since isolated corrupted comparisons are less likely to alter 

the majority outcome.  

 

1.2 Binary Map Generation Based on Additional Samples 
 
To validate the robustness and generalizability of the R-MLBP encoding method 

described in Section 4.6.1, binary fingerprint maps were generated for three additional 

GQD samples (designated S2, S3, and S4). These samples were prepared under 

identical synthesis and deposition conditions as the primary sample (S1) detailed in 

Section 4.6.1, ensuring consistency in material properties while introducing inherent 

stochastic variability from the green hydrothermal process and electrospray 

deposition. 
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Sample 2 

 
Sample 3 

 
Sample 4 

Figure 1.2-1 Binary map generation from GQD fluorescence images using the RMLBP 

method with varying radius values (present sample 2-4 here). Each row shows the full 

processing pipeline for a single fluorescence image: the original green-channel image (left), 

grayscale-converted version, and binary maps generated using RMLBP encoding with 

increasing radius values r = 2, 3, 4, 5, 7, 10, 15, 20. All images were downsized to 100×100 

pixels prior to encoding. As radius increases, local features become progressively smoothed, 

reducing entropy and pattern sharpness. A radius of 3 offers an optimal trade-off between 

randomness 

Fingerprint 2-cropped down to 100 

Radius 2 Radius 3

Radius 7 Radius 10 Radius 20Radius 5 Radius 15

Radius 4

Fingerprint 3-cropped down to 100 

Radius 4Radius 2 Radius 3

Radius 5 Radius 15Radius 7 Radius 10 Radius 20

Fingerprint 4-cropped down to 100 

Radius 4Radius 3

Radius 5 Radius 7 Radius 20Radius 15Radius 10

Radius 2
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1.3 Fluorescence Images of the 20-Sample Dataset for Binary Map 
Extraction 
 
To statistically validate the reproducibility and uniqueness of GQD-based optical 

fingerprints, a larger dataset of 20 independent samples was prepared under 

consistent synthesis and deposition conditions. This section presents the fluorescence 

images acquired from these samples, which serve as the raw input for the binary map 

extraction pipeline detailed in Section 4.6.2.  

 
 

Figure 1.3-1 Fluorescence images of the 20 samples 
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All samples were fabricated following the green hydrothermal synthesis route 

described in Section 3.1.1, using spent oolong tea waste as the carbon precursor. 

Electrospray deposition was employed to create spatially stochastic GQD films on 

silicon substrates, ensuring that each sample exhibited inherent, unrepeatable 

morphological variability while maintaining comparable optical density and 

fluorescence intensity. 

1.4 Hamming Distance and Bias Analysis Across Radii for 20 Samples 
 
To optimize the R-MLBP encoding parameters for GQD-based optical PUFs, 

evaluation of bias and inter-sample Hamming distance (HD) was conducted across 

eight neighbourhood radii: r ∈ {2, 3, 4, 5, 7, 10, 15, 20} pixels. The analysis was 

performed on binary fingerprints extracted from additional 16 GQD samples (S05–

S20) using the pre-processing and encoding pipeline described in section 1.1.  

 

Based on the 20-sample statistics, R = 3 provides the most balanced operating point 

between bit balance and inter-device separability because it achieves the smallest 

deviation of the mean inter-device Hamming distance from the ideal value of 0.5, while 

keeping the bias deviation low. Specifically, R = 3 yields a mean inter-Hamming 

distance of 0.4839 ± 0.0049, corresponding to a 3.22% deviation from 0.5 (relative to 

0.5), which is smaller than 3.98% (R = 2), 4.20% (R = 4), 4.80% (R = 5), 5.20% (R = 

7), 5.98% (R = 10), 6.22% (R = 15), and 10.94% (R = 20), indicating the strongest 

inter-device separability among the tested settings. In parallel, the mean bias at R = 3 

is 0.4982 ± 0.0060, giving a 0.36% deviation from 0.5 (relative to 0.5), which remains 

similarly low to the other small-R cases. Therefore, R = 3 is selected because it 

minimises the inter-Hamming deviation from 0.5 (maximising uniqueness) without 

compromising bias stability. 
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Sample R=2 R=3 R=4 R=5 R=7 R=10 R=15 R=20 

S1 0.5047 0.4892 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S2 0.4923 0.5012 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S3 0.5047 0.4931 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S4 0.4923 0.5032 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S5 0.5047 0.4924 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S6 0.4923 0.5112 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S7 0.5047 0.5021 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S8 0.4923 0.4990 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S9 0.5047 0.4873 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S10 0.4923 0.4958 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S11 0.5047 0.5037 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S12 0.4923 0.4939 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S13 0.5047 0.5041 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S14 0.4923 0.4987 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S15 0.5047 0.5010 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S16 0.4923 0.4965 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S17 0.5047 0.4933 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S18 0.4923 0.4976 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

S19 0.5047 0.4942 0.5048 0.5050 0.5061 0.5062 0.5099 0.5166 

S20 0.4923 0.5056 0.4920 0.4910 0.4895 0.4878 0.4827 0.4678 

Mean 0.4985 0.4982 0.4984 0.4980 0.4978 0.4970 0.4963 0.4922 

SD 0.0064 0.0060 0.0066 0.0072 0.0085 0.0094 0.0140 0.0250 
 

Table 1: Individual Bias Values for 20 samples 
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Sample R=2 R=3 R=4 R=5 R=7 R=10 R=15 R=20 
S1 0.4824 0.4803 0.4840 0.4825 0.4811 0.4777 0.4773 0.4609 

S2 0.4734 0.4792 0.4863 0.4695 0.4669 0.4625 0.4605 0.4297 

S3 0.4853 0.4825 0.4740 0.4825 0.4811 0.4777 0.4773 0.4609 

S4 0.4866 0.4930 0.4717 0.4695 0.4669 0.4625 0.4605 0.4297 

S5 0.4673 0.4798 0.4840 0.4825 0.4811 0.4777 0.4773 0.4609 

S6 0.4716 0.4783 0.4740 0.4695 0.4669 0.4625 0.4605 0.4297 

S7 0.4812 0.4886 0.4863 0.4825 0.4811 0.4777 0.4773 0.4609 

S8 0.4782 0.4824 0.4717 0.4695 0.4669 0.4625 0.4605 0.4297 

S9 0.4802 0.4861 0.4740 0.4825 0.4811 0.4777 0.4773 0.4609 

S10 0.4746 0.4829 0.4840 0.4695 0.4669 0.4625 0.4605 0.4297 

S11 0.4862 0.4927 0.4717 0.4825 0.4811 0.4777 0.4773 0.4609 

S12 0.4855 0.4913 0.4863 0.4695 0.4669 0.4625 0.4605 0.4297 

S13 0.4808 0.4863 0.4840 0.4825 0.4811 0.4777 0.4773 0.4609 

S14 0.4878 0.4814 0.4740 0.4695 0.4669 0.4625 0.4605 0.4297 

S15 0.4834 0.4807 0.4717 0.4825 0.4811 0.4777 0.4773 0.4609 

S16 0.4746 0.4892 0.4863 0.4695 0.4669 0.4625 0.4605 0.4297 

S17 0.4828 0.4769 0.4740 0.4825 0.4811 0.4777 0.4773 0.4609 

S18 0.4739 0.4831 0.4840 0.4695 0.4669 0.4625 0.4605 0.4297 

S19 0.4862 0.4847 0.4863 0.4825 0.4811 0.4777 0.4773 0.4609 

S20 0.4800 0.4793 0.4717 0.4695 0.4669 0.4625 0.4605 0.4297 

Mean 0.4801 0.4839 0.4790 0.4760 0.4740 0.4701 0.4689 0.4453 

SD 0.0058 0.0049 0.0064 0.0067 0.0073 0.0078 0.0086 0.0160 
 

Table 2: inter-hamming distance of 20 samples 
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2. Binary Map Generation from Graphene-MoS2 
 
The binary matrix (and final 256-bit PUF response) was generated using a five-step 

workflow, progressing from spatial region selection and spectral fitting to feature-map 

construction, binarization, correlation-reduced readout, and cryptographic hashing. 

Briefly, the workflow comprises: (1) ROI/heterostructure region selection and masking, 

(2) trusted-pixel selection within the heterostructure, (3) 2×2 parity interleaved pixel 

readout to reduce spatial correlation, (4) concatenation of a fixed-order pre-hash 

bitstream, and (5) SHA-256 hashing to produce a fixed-length 256-bit response. The 

details of these steps are listed as follows: 

 

Step 1: ROI region selection:  

1. The optical microscope image and the macro-PL image were inspected to 

identify the physical outline of the flake(s) and the approximate 

overlap/heterostructure region.  

2. Flake masking: The initial mask was obtained by thresholding the quick peak-

intensity map. The threshold was set to the 30th percentile of the positive 

intensity values (I > 0) to avoid over-clipping dim but valid HS regions. Pixels 

with intensity greater than this threshold were marked as 1, otherwise 0. The 

initial mask was then refined by (i) filling holes to preserve internal regions that 

may appear dim, and (ii) applying a binary morphological closing operation 

using a 3×3 structuring element for two iterations. After refinement, only the 

largest connected component was retained to remove small, isolated islands. 

 

Step 2: Trusted-pixel selection within HS:  

1. Rationale: a ‘trusted’ pixel subset was defined using objective fit-quality and 

stability thresholds. 

2. Set thresholds: Pixels were classified as trusted only if (i) they lie inside the HS 

mask, (ii) the fit converged to finite parameters, (iii) the goodness-of-fit 

exceeded R² > 0.95. The trusted mask is therefore defined as:  

𝑀𝑡𝑟𝑢𝑠𝑡𝑒𝑑	 = 	𝑀𝐻𝑆	 ∩	(𝑅²	 > 	0.95) 	∩ 	(𝐻𝐴 −	/	𝐻𝐴	 > 	0.05). 

Only pixels with Mtrusted = 1 are used for encoding. All subsequent feature 

extraction and binary encoding were performed only on trusted pixels. Pixels 
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inside HS but marked untrusted were excluded from sampling (or treated as 

missing values for plotting), preventing unreliable spectra from dominating the 

final bitstream and hashed 256-bit response. 

 
Step 3 — Centred-feature binarization: for feature fk, compute the median over trusted 

pixels mk and centre    

𝑓′𝑘	 = 	𝑓𝑘	 − 𝑚𝑒𝑑𝑖𝑎𝑛	(𝑓) 

then, binarize each feature with a fixed threshold at 0: 𝑏𝑘	 = 	1	𝑖𝑓	𝑓′𝑘	 > 	0	𝑒𝑙𝑠𝑒	0. 

 

Step 4 — Interleaved pixel readout (reduce spatial correlation): read out trusted pixels 

using 2×2 parity interleaving based on (y mod 2, x mod 2), cycling sublattices 00 → 

01 → 10 → 11 until all trusted pixels are listed. 

 

Step 5— Hash to 256-bit response: compute K = SHA-256(B) and output the 256-bit 

digest as the final PUF response. 
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