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Abstract—Network-based intrusion detection system (NIDS)
monitors network traffic for malicious activities, forming the
frontline defense against increasing attacks over information
infrastructures. Although promising, our quantitative analysis
shows that existing methods perform inconsistently in attacks
(e.g., 18% F1 for the MITM and 93% F1 for DDoS by a
GCN-based state-of-the-art method), and perform poorly in
few-shot intrusion detections (e.g., dramatically drops from
91% to 36% in 3D-IDS, and drops from 89% to 20% in E-
GraphSAGE). We reveal that the underlying cause is entangled
distributions of flow features. This motivates us to propose
DIDS-MFL, a disentangled intrusion detection approach for
various scenarios. DIDS-MFL involves two key components:
a double Disentanglement-based Intrusion Detection System
(DIDS) and a plug-and-play Multi-scale Few-shot Learning-based
(MFL) intrusion detection module. Specifically, the proposed
DIDS first disentangles traffic features by a non-parameterized
optimization, automatically differentiating tens and hundreds
of complex features. Such differentiated features will be fur-
ther disentangled to highlight the attack-specific features. Our
DIDS additionally uses a novel graph diffusion method that
dynamically fuses the network topology for spatial-temporal
aggregation in evolving data streams. Furthermore, the proposed
MFL involves an alternating optimization framework to address
the entangled representations in few-shot traffic threats with
rigorous derivation. MFL first captures multi-scale information
in latent space to distinguish attack-specific information and
then optimizes the disentanglement term to highlight the attack-
specific information. Finally, MFL fuses and alternately solves
them in an end-to-end way. To the best of our knowledge,
DIDS-MFL takes the first step toward disentangled dynamic
intrusion detection under various attack scenarios. Equipped
with DIDS-MFL, administrators can effectively identify various
attacks in encrypted traffic, including known, unknown, and
few-shot threats that are not easily detected. Comprehensive
experiments show the superiority of our proposed DIDS-MFL.
For few-shot NIDS, our DIDS-MFL achieves a 71.91% - 125.19%
improvement in average Fl-score over 14 baselines and shows
versatility in multiple baselines and multiple tasks. Our code is
available at https://github.com/qcydm/DIDS-MFL

Index Terms—Intrusion Detection, Network Security.
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Fig. 1. Illustration of two network attacks DoS and MITM. DoS floods
the target with massive traffic to overwhelm an online service, and MITM
eavesdrops on the communication between two targets and steals private
information. An NIDS can be easily deployed in a single location to collect
statistical features and alert administrators for potential threats.

NAUTHORIZED attempts like password cracking [1]],

man-in-the-middle attacks (MITM) [2], and denial-of-
service (DoS) [3|] are known as the network attacks [4],
targeting an organization’s digital assets with the intention
of data leakage or the execution of harmful deeds. These
attacks are frequently perceived as network anomalies [5]] due
to their distinct characteristics that differ from standard traffic
patterns. An alarming statistic [6] notes that 31% companies
across the globe experience a daily average of at least one
cyber attack, a frequency amplified by the proliferation of
mobile online business endeavors. The situations necessitate an
intelligent system deployment to assist network administrators
in the automated segregation of these anomalies from the vast
sea of internet traffic. A network-based intrusion detection
system (NIDS) [[7], which monitors network traffic and identi-
fies malicious activities, facilitates administrators to form the
frontline defense against increasing attacks over information
infrastructures (e.g., sensors and servers). Hence, NIDS is
widely applied in many information systems of governments
and e-commercial business sectors [8]]. Figure E] demonstrates
how NIDS builds a frontline defense against two network
attacks, protecting systems from potential cyber threats.

Existing NIDS can be categorized into two types, i.e.,
signature-based ones [9]-[11]] and anomaly-based ones [12]-
[14]. The former detects network attacks based on pre-defined
patterns or known malicious sequences stored in a database,
such as the number of bytes in traffic. These patterns in the
NIDS are referred to as signatures. The latter anomaly-based
NIDS learns to track attacks with machine learning techniques.
Early statistical approaches [2], [3], such as Support Vector
Machine (SVM), Logistic Regression (LR), and Decision
Tree (DT), rely on carefully designed handcrafted features
to learn classification boundaries. Recent deep learning-based
methods [15]], [16] use millions of neural parameters to mine
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Fig. 2. Quantitative analysis on CIC-TON-IOT. (a) Comparisons of detecting various attacks, which are regarded as an unknown type in evaluation. Specifically,
we train an SVM model without using the data points of these attacks, and evaluate the instances of these attacks on the test set. (b) and (c) show the feature
distributions of two attacks, MITM and DDoS, respectively. (d) Comparisons of detecting various known attacks on the previous state-of-the-art deep learning
model E-GraphSAGE, (e) and (f) are correlation maps of representations of the two attacks, where the representations are generated by E-GraphSAGE.
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Fig. 3. (a) Performance comparisons among different intrusion detection
methods with normal-size traffic and few-shot traffic. (b) Fl-score compar-
isons between DIDS few-shot learning and two SOTA few-shot learning
baselines. We repeat the above comparisons 10 times.

the knowledge underlying the training samples, and have
achieved great success in automatically modeling complex
correlations for tens and thousands of features. The state-of-
the-art E-GraphSAGE [17] employs graph convolution net-
works (GCNs) to learn the feature representations for better
prediction.
Although promising, existing NIDS approaches face two
challenges in detecting traffic threats accurately:
Challenge 1. The existing NIDS methods yield ex-
tremely inconsistent results in identifying distinct at-
tacks. For statistical methods, Figure |Z| (a) demonstrates
that the detection performance of an SVM-based method
[18] for an unknown attack |I| can be as low as 9% in
terms of F1 on the CIC-ToN-IOT [[19] dataset. While the
model achieves 40% F1 in declaring another unknown
threat (DDoS) on the same benchmark. Regarding the
deep learning-based methods, Figure 2] (d) demonstrates
that E-GraphSAGE achieves a lower than 20% F1 score
for MITM attacks and a higher than 90% F1 score for
DDoS on the CTC-ToN-IOT dataset.
Challenge 2. The existing NIDS approaches struggle to
detect few-shot traffic threats accurately. In practical
scenarios, the strengthening of defensive measures and
the consequent escalating trend of cyber threats have in-
evitably caused the rise of new-type attacks with a limited

'The unknown attacks referred to in this paper are never appeared new type
of attacks in training set

instance number, referred to as few-shot traffic threats.
However, our empirical observations reveal that the NIDS
methods have dramatic performance deterioration in few-
shot scenarios, as shown in Fig. 3] (a), e.g., our previous
work DIDS [20] dramatically drops from 91:57% under
supervised learning setting to 36:12% under the few-
shot learning setting over the CIC-ToN-IoT dataset, and
similarly, EURLER and E-GraphSAGE have an average
Fl-scores lower to 36:26% under the few-shot learning
setting.

For the first challenge, we depict feature distributions and
visualize the representations to investigate the underlying
cause of why existing methods perform inconsistently for var-
ious attacks, including unknown ones and known ones. Figure
[2](b) and (c) depict statistical distributions of the two unknown
attacks for the SVM-based model during testing. We observe
that feature distributions of MITM attacks are entangled, while
the ones of DDoS are more separated. It can be inferred that
statistical distributions of traffic features are one of the main
underlying causes of performance variations. Separated distri-
butions benefit the unknown attack identification, while entan-
gled ones are indistinguishable and unable to help the NIDS
to make accurate decisions. We refer to such a phenomenon as
the entangled distribution of statistical features. To analyze
the reason for performance variations of acknowledged attacks
during testing, we use Pearson correlation heat map [21] to
visualize the representations of MITM and DDoS respectively,
where the representations are generated by the encoder of E-
GraphSAGE. Figure[2] (e) and Figure 2] (f) demonstrate the two
correlation maps. Interestingly, we observe that the coefficients
of MITM representations are much larger than those of DDoS.
We further compare MITM with other attacks, including
Backdoor and Dos, and find those high coefficients in the
representation will lead to lower intrusion detection scores. We
refer to such a phenomenon as the entangled distribution of
representational features, which can be considered as another
main cause for the degradation of attack classification.

For the second challenge, we observe that the NIDS ap-
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mainly focus on object-level representation learning, and
hence they are hardly directly applied to intrusion detection to
tackle this challenge.

Second, the dif culties 0fQ2 lie in two aspects: 1. tackling
Q2 involves two optimization terms, a disentanglement term,
and a latent space term. How to optimize them into an end-to-
end framework is under-explored in NIDS and few-shot learn-
ing. 2. As for latent space optimization, existing similarity-
based methods [27], [31], [32] mainly focused on utilizing the
original-scale information of representations, while ignoring
their multi-scale information to help few-shot traf c separated
in latent space. We also provide formal de nitions and illustra-
tive gures for each case of entanglement and disentanglement
in Appendix 11.

To address the above two questions, we propose a
novel model calledisentangled dynamitntrusionDetection
System with Multi-scale Few-shot Learning (DIDS-MFL).

Fig. 4. The correlation map and the t-SNE visualization of representatioBpeci cally, DIDS-MFL has two critical components: DIDS
generated by DIDS and BSNet on CIC-ToN-loT dataset. and MFL. The former DIDS disentangles the statistical ow

proaches still perform poorly when combining the state-of€atures with a non-parametric optimization, aiming to auto-

the-art few-shot learning methods, as shown in Fig. 3 (g%atlcally separate entangled distributions for representation

For the meta-learning-based MBase [22], we attribute the p aming. We refer to this step_as sta_tlstlcal dlsentanglement.
- . en DIDS further learns to differentiate the representations
performance to the limited anomaly types in network traf c

Cciue metalaring approsches yically necessiate i, ESHALEAT Bneker STng o aflan e solen
types of few-shot anomalies, which are more aligned wittﬁ P i

the eld of computer vision and natural language processgﬁ this step as representational disentanglement. DIDS nally

[23]-[26]. Therefore, we focus on the similarity-based meth trOdlf[ﬁeS ? ngvte : g:aph ii'ﬁ%s'ﬁ/?nm?rdl]fle Elr_]r?t ld)i?arml\l/lcsll_ly

BSNet [27] and uncover why BSNet outperforms DIDS. We'ses ?blg apl Opodogly € 3 I gf afc. hetadet i

depict the t-SNE visualizations of their respective learneg 2 SXIP'€ Plug-and-play module for Tew-shot detection
tching multiple NIDS baselines. We rst optimize the

representations. As shown in Fig. 4() (b), we observe thrgfilti—sc:ale traf ¢ representations in latent space to distinguish
the representations of BSNet in different attack types are mcm—? P P 9

separated in the latent space. It can be inferred as one of %gck-;peu ¢ information. Then We Ppropose an e'emef“'
wise disentanglement term to highlight the attack-specic

main causes of higher F1 scores in BSNet. Following this : ; .
. . . : information. Finally, we alternately solve them in an end-to-

thread, we further depict their representation correlations w% framework

correlation heatmaps. We have found that the representatign ) o

of BSNet are more entangled than DIDS as shown in Fig. 4(c)EXtensive experiments on ve benchmarks show Fhe Supe-

(d). Aligning with the disentanglement studies in Challeage 10"ty of our DIDS-MFL. The main contributions are:

we attribute the main obstacle to the performance improvement We propose DIDS-MFL, aiming to mitigate the entan-

of BSNet to the entangled representations. More discussions gled distributions of ow features for NIDS in various

(a) The t-SNE of DIDS (b) The t-SNE of BSNet

(c) The correlation map of DIDS (d) The correlation map of BSNet

on the above empirical studies are available in Appendix 18.3.

In light of the discussions, we raise two critical questions:

Q1: How can an intrusion detection model automatically
address the rst challenges, i.e., two entangled distribu-
tions, to bene t the detection of both unknown and known
attacks

Q2: Can a few-shot intrusion detection method automat-
ically learn the representations as separated in latent
space, simultaneously as disentangled among represen-
tation elements?

Achieving Q1 is challenging. To mitigate the issue of the
rst entangled distribution, we need to differentiate tens and
thousands of features involved in real-time network traf c,
without prior knowledge of the statistical distributions. Such a
problem is largely under-explored in the eld of NIDS. For the

practical scenarios, e.g., known, few-shot, and unknown
attacks?. To the best of our knowledge, we are the rst
to quantitatively analyze such an interesting problem and
empirically reveal the underlying cause in the intrusion
detection eld.

As for DIDS, we present a double disentanglement
scheme for differentiating the general features of vari-
ous attacks and highlighting the attack-speci c features,
respectively. We additionally introduce a novel graph
diffusion method for dynamic feature aggregation.

As for MFL, we propose a fusion-based framework
by capturing multi-scale information and disentangling
representations. We alternately solve them with rigorous
derivation for few-shot intrusion detection. As a plug-
and-play module, MFL also shows versatility in multiple

second entangled distribution, there are some remotely related Paselines and downstream tasks.

methods [28]-[30] in other elds, including computer vision

and natural language processing. However, these approach@&@ore details on unknown attack detection are available in Appendix 17.1.
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Extensive quantitative and qualitative experiments on vae our work is DisenLink [52], which disentangled the
ious benchmarks demonstrate the effectiveness of DID&ginal features into a xed number of factors, with selective
MFL and provide some helpful insights for effectivefactor-wise message passing for better node representations.

NIDS in various practical scenarios. While our DIDS uses a double disentanglement method, which
rst disentangles the statistical features via non-parametric
Il. RELATED WORK optimization, and then learns to highlight the attack-specic
A. Network Intrusion Detection System features with a regularization.

Existing NIDS can be classied into two groups, i.e., ] ]
signature-based ones [9]-[11] and anomaly-based ones [18}-Dynamic Graph Convolution Networks
[14], [33]. Signature-based intrusion detection systems (IDS)Dynamic graph convolution networks (GCNs) focus on
rely on identifying known attack patterns or signatures. Thesgolving graph streams. There is a line of early studies
systems are adept at recognizing established threats, whsrésCNs on dynamic graphs, which incorporate temporal
the attack signatures are prede ned, employing rule setsitdormation into graphs. These methods can be categorized
match against network trafc for indicative malicious acinto the spatio-temporal decoupled ones [39], [53], [54] and
tivities. However, their dependency on signature databagbe spatio-temporal coupled ones [40], [55]-[57]. The former
poses a limitation, as they are typically ineffective againsmploys two separate modules to capture temporal and spatial
novel or zero-day attacks that do not yet have a de nedformation, e.g., DynGCN [58] performs spatial and temporal
signature. In contrast, the anomaly-based ones do not relyamvolutions interleaved, updating model parameters to adapt
prior knowledge of attack signatures. They leverage machiteenew graph snapshots, DIDA [59] Handles spatio-temporal
learning or statistical techniques to model normal networkstribution shifts by discovering invariant patterns and using
behavior and ag deviations as potential threats. Anomalgptervention mechanisms to eliminate spurious impacts. The
detection holds the advantage of identifying unknown attaclatter incorporates spatial-temporal dependencies by proposing
and adapting to new threat patterns. The anomaly-based oaesynchronous modeling mechanism, e.g., AST-GCN [60]
involve statistical methods [2], [3] and deep learning-basediapts the graph structure and convolutional lters based on
ones [15], [16]. Early deep learning studies model the trafthe temporal context to capture the evolving relationships
as independent sequences [34]-[37]. Recent popular studieslynamic graphs, TD-GCN [61] uses temporal difference
rely on GCN to aggregate traf ¢ information [38]-[40]. Mostlearning to update spatial-temporal graph convolutional lters,
related to our work is Euler [41], which builds a series of staticapturing the changes in graph structure and node states over
graphs based on trafc ow and then performs informatiortime. Our DIDS is mainly inspired by the GIND [56], which
aggregation. Our DIDS differs from the above methods iadaptively aggregates information via a non-linear diffusion
two aspects: 1) We build dynamic graphs rather than statigethod. The key difference between our GCN approach and
ones, and such a dynamic aggregation can capture ne-graif@dND is: we introduce the non-linear graph diffusion method
traf c features for attack detection. Furthermore, we fusito a multi-layer graph that considers the network topology
the network layer information into our graph aggregatiorior dynamic intrusion detection.
2) We introduce a double disentanglement scheme, including
statistical disentanglement and representational one, to beng t Few-shot Learning

the detection of both known and unknown attacks. N . . . .
Few-shot learning is a machine learning paradigm designed

. ) ) to enable a model to learn from a small number of training
B. Disentangled Representation Learning instances and generalize effectively to unseen data. The exist-
Disentanglement aims to learn representations that separatgfew-shot learning methods can be divided into two cate-
the underlying explanatory factors responsible for variation gories: meta-learning-based ones [62]-[64], including meta-
the data. Previous studies [42]-[45] focus on the generatisarning-based NIDS approaches [65]-[68], and similarity-
models by employing constraints on the loss functions, subhsed ones. Meta-learning-based methods focus on learning
as -VAE [46] modifying the VAE framework to empha- a model that can adapt to new tasks with limited data. These
size the independence of latent variables. Beta-VAE achievesthods often involve a meta-training phase where the model
disentanglement by introducing a trade-off term between rearns to learn from a variety of tasks, followed by a meta-
construction and KL divergence, while FactorVAE [47] intesting phase where the model rapidly tunes to a new task.
troduces a total correlation penalty. CausalVAE [48] takesla contrast, the similarity-based ones rely on measuring the
signi cant step by integrating causal reasoning, allowing fasimilarity or distance between the query instances and the
interventions in the generative process. Disentangled Graplpport set to make predictions without necessitating vast
Neural Networks are another active area, where methods dipes of few-shot samples. The similarity-based ones can also
to learn independent node representations decoupled from ltleegrouped into augmentation-based ones [69]-[73], metric
graph structure, e.g., GD-GAN employs a GAN frameworlearning-based ones [32], [74]-[77], and other similarity-based
to disentangle the latent factors of variation in graph datfew-shot learning methods [78]—[81]. Recent popular few-shot
allowing for controllable generation of new graph structurdsarning methods mainly focused on utilizing multiple learning
and node features. Some recent approaches [49]-[52] captukdrics, or prototype completion. The most related to us is
the intrinsic factors in graph-structured data. Most relatd@SNet [27]. Ours differs from it in two aspects: rst, we
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emphasize the importance of preserving multi-scale intrind: Problem Formulation
representation information, rather than optimizing the original- 1) Dynamic Traf ¢ Intrusion DetectionWe rst de ne the

scale information; second, we propose a joint optimizaliqfhyices as nodes and the communications with timestamps
scheme to generate separated and disentangled representatignS.en any pair of devices as edges. WeTige represent
to make few-shot threats distinguishable. the maximum timestamp. An Edge sequefcis denoted by
Finally, this work is an extension version form [20]. In [20]¢gt T ., where eactE! represents a network trafc. Also
. . . t: i) . 3

we address the performance inconsistency issue caused Q¥ aach edge, there is a corresponding multi-layer graph,

entangled features on suf cient training data. More practicgla,y the corresponding multi-layer graph stre@makes the
scenarios is collecting attack traf ¢ with limited instances. It i§

' L , orm of fGtgthl, where eachG' = (V!;E') represents the
more challenging compared to [20] with involving double Opr'nulti-layer graph at timestamp. A multi-layer adjacency

timization goals. To this end, this paper proposes an alternatmtrix Al 2 RM™ " represents the edges iB', where
optimization framework MFL to address the entangled reprgzi.j.w) 2 EVAYIJ] = w; andw; is the weig'ht of the

. . . . . . ) ) = ij ij
sentations in few-shot traf ¢ threats with rigorous derivation, auiy The goal of intrusion detection is to learn to predict the

The proposed MFL is also a plug-and-play few-shot intrusiofy et a5 4 henign traf ¢ or an attack in binary classi cation,
detection module that is compatible with other NIDS methodg, j 5 speci ¢ type under the multi-classi cation.

2) Few-shot Intrusion DetectionGiven a few-shot intru-

I1l. PRELIMINARIES sion detection task = f Cy; Cig, WhereCy is a training set
with few-shot traf ¢, andCy is a test set. Our goal is to design
o a few-shot module to accurately classify the sampleS;irby

To model the sophisticated trafc network topology, W&ey.-shot learning orCy. Cy includes two key components,
formally de ne the multi-layer graphs. First, we consider &pnort set and query set. The former provides the few-shot
single-layer network modeled by a gragh = (VE;!), trafc information to the model, and the latter contains new
whereV is the set of nodes ani vV V is the set of jnstances for model evaluation and optimization. The query
edges. Heré :V V7! Ris an edge weight function suchget can be sampled from the support set for the traf c-limited
that each edge,v 2 E has a weight . Then the multi-layer gcenarios. Speci cally, we condud -way K-shot intrusion

A. Multi-Layer Graphs

graph can be de ned as follows: detectionN -class traf c withK samples, i.e5, in the support
0 1 set. The few-shot intrusion detection model aims to conduct
Ay Ak Aiam) accurate detection in the query set, while the only available
. . . . . reference is the few-shot traf ¢ in the support set.
A= A I; A k:k A I; . 1
H o Rk (bm) @) IV. MODEL

In this section, we present the DIDS-MFL, which consists

Am: Am: Am: . - .

(m: 1) Tmio —(mm) . of ve main modules. Figure 5 shows the architecture of
where Aj; refers to the intra-layer adjacency matrix anéur proposed model. Next, we dive into the details of these
Aj; (i 6 j) refers to cross-layer adjacency matrix. modules.

B. Edge Construction A. Statistical Disentanglement

We have constructed a multi-layer dynamic graph by de n- As we discussed in Section |, statistical distributions of
ing the devices as nodes and the communications betweetic features are one of the main underlying causes of
two devices as edges. To construct the edge relationshipgpétformance variations. i.e., separated distributions bene t
the multi-layer graph, we rst transform the Net ow data tothe unknown attack identi cation, while entangled ones are
edges by the following de nition: indistinguishable and thus unable to help the NIDS to make

accurate decisions. Therefore, our aim is there to disentangle

Eij (1) = (vislisvis st 6 Fq (6): (2) the traf ¢ features and make them distinguishable. °
First, we concatenate the source IP and source port in thelo separate the features of traf ¢ without any prior knowl-
original trafc ows as the source identity for the devide edge, we formulate the differentiation as a constrained non-
Similarly, we can obtain the destination identity for the devicearametric optimization problem and approximate the optimal
j. We denotev; andv; as the source and destination node®sults by solving the Satis ability Modulo Theory (SMT)
respectively. Secondlyl; denotes the layer of devide and [82]. We perform a min-max normalization on the edge feature
li = 0 indicates that is a terminal device such as a PC, & (t). For convenience, we denote the normalized edge
server, or an loT device. Hede = 1 indicates thati is an feature ag-, andF; is thei-th normalized element.
intermediate device such as a router in the communicationWe need a weight matriw to generate the disentangled
link. Speci cally, we assign devices with the router addresepresentation of. Our key optimization objectives are to
1921680:1 or with many stable connections in layerThen minimize the mutual information between the elements of
t refers to the timestamp of traf c andt indicates the traf ¢ traf c features and also bound the range wf when we
duration time. FinallyF; (t) is the traf c features. perform aggregation. We start by constraining the weight
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Fig. 5. Overview of the proposed DIDS-MFL, which consists of ve modules. 1) Edge construction module builds edges based on traf c ow. 2) Statistical
disentanglement module differentiates values in vectors to facilitate the identi cation of various attacks. 3) Representational disentanglement module learns
to highlight attack-speci c features. 4) Multi-Layer graph diffusion module fuses the network topology for better aggregation over evolving dynamic traf c.

5) Multi-scale few-shot learning module aims to few-shot traf c threats detection. Finally, traf ¢ classi er takes the traf ¢ representation as an input to yield
the detection results. DIDS takes the rst four steps and ows through the orange arrows to the classi er, while DIDS-MFL takes the ve steps by owing
through the blue arrows to the classi er.

matrix w with the range of the superposition function asubjects to:

follows: 8
ollows « 5 wiN 2 [Wmin ;WmaX]
. . Win; B
Whin, Wi W 1 i N); w;F; B:; (3 i=1 T 7
min | max ( ) - I | ( ) 8 WiFi Wi+1 F(i+l) ( )
2w F; Wi 1Fi 1+ Wi Fiaa:

whereWnin , Wimax andB are constantsyl is the edge feature

dimension. We then constrain the order-preserving propertiE3€ subjection in Eq. 7 ensures variants' ranges and the order-
of generated representations: preserving property of generated representation. It also ensures

symbols when removing the absolute value sign. The detailed
wiFi  wiaFiag (2 0 N 1) (4) explanation of why Eq. 6 can generate the disentangled
representation is available in Appendix 7.
Speci cally, we employ Eqg. 6 as an optimization objective,

Finally, we maximize the distance between components in } y oM :
loss function, and utilize Adam optimizer to solve it. Then

the vectow, consequently minimizing the mutual informatior!-€-: i i
between each two feature elements. In this way, we ciff €an generate the disentangled edge representatjon
disentangle the distribution of element-wised features. TH&NUCh can be expressed &g = w F , where the symbol

optimization objective can be expressed as follows: represents the Hadamard product. _ S
Equipped with the above non-parametric optimization, we

can differentiate tens and hundreds of complex features of var-
ious attacks, mitigating the entangled distribution of statistical
features. Such statistically disentangled features facilitate our

X 1 (5) model to be more sensitive to various attacks.
j2wiFi  wivg Fiar o owi 1Fi qj):

i=2
We are unable to determine the convexity of the optimizati o _
object due to its closed form. Therefore, we transform the SO far we have constructed edges and statistically differen-

w =argmax(wy Fny  wiFg

o%‘ Representational Disentanglement

above problem into an SMT problem with an optimizatiofiated the features of trafc owsh;; = w F . This module
objective (6) and a subjection (7) to approximate the optim@nerates contextualizetbde representationsX from edge
results. representations;; by using the temporal information. This

involves three steps:

1) Generating updating messages=or an incoming traf c
ow, we will build an edge or update the corresponding
1 edge, which may lead to a dramatic change in the node
X (6) representations involved in this interaction. We can update

2wiFi Wi 1F 1 Fist ); . > Interac
L, Wi aFia Wis Fie) the node representations by utilizing this change. Therefore,

w =argmax(wyFn  wiF i+
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we name the abrupt change an updating message and defiotdulti-Layer Graph Diffusion

it as c(t). Specically, we generatec(t) by incorporating  so far, we have generated the dynamic disentangled node
historical memory and disentangled edge representéiipn  yepresentations with temporal information. For further fusing

The messages of nodeand] are as follows: the multi-layer topological structure information, we propose
c()=Msg m; t ;m; t ;t tl;lshy ; (8) at_lrlnulti—layer t?]ra;()jh dif{fusic:ndmodulet. F;)Ie?ﬁe fnﬁte _that we
GO=Msg m t :mi t it thil:hy : (©) still preserve the disentangled property by the following cus-

tomized designs.

whereh;; is the disentangled edge representation.is the We utilize the following graph diffusion method to fuse the
edge duration timel;;1; is the layer marks of edgen;(t ) topological information in evolving graph streams, which can
is the historical memory of the two interacting nodes, whegapture the ne-grained spatial-temporal coupled information.
t is a historical time point, compared to the existing timd@he previous dynamic intrusion detection methods may lose
point t, Msg is a learnable function, and we use RNN. Théhis information in separated time gaps, due to the employed
initial memory m;(0) is 0, 8i 2 V. Speci cally, RNN aims time-window or snapshots-based methods. More discussions
to generate the new memory messag(¢) combining the on the “dynamic’ and superiority of the proposed graph
historical memorym (t ) and disentangled representation ~ diffusion approach compared to the previous methods, are

by learnable weight matrices and gating mechanism. available in Appendix 17.2.
2) Updating node memory: We update the node memory @X = F(X; ) (12)
by merging the latest message with the historical memory and X(0) = 0;

then encode the merging information, which can be expreswﬁere F is a matrix—valued nonlinear function conditioned

as follows: on graphG, and s the tensor of trainable parameters. The
m;(t) = Mem c¢j(t);m; t : (10) above Eq. 12 establishes the foundation for spatial-temporal
. _ .. coupled information modeling.
whereMem is an encoder, and here we use GRU. We similarly Speci cally, we aim to amplify the important dimensions
update the memory of node via (10). Specically, GRU o gisentangled representations and depress the in uence of
introduces Reset Gate and Update Gate to better genefgify) feature elements in the diffusion process. To formulate

the updated node memory;(t) by fusing historical memory g nrocess, we consider PM (PeronaMalik) diffusion [83], a
mi(t ) and new memory messagg(t). GRU considers both wne of nonlinear Itering. It can be expressed as:
long-term and short-term dependencies, thus mitigating the

vanishing gradient issue in temporal models. @) = div[ g(jr x(u;t)j)r x(u; t)] (13)

3) Generating second disentangled node representations: x(u;0) =0;
We can generate the node representation by utilizing thdere div is the divergence operator, is the gradient
updated memory in (10), and the representation of niodeoperator, andg is a function inversely proportional to the
in time t can be expressed as(t) = x;(t ) + m;(t), absolute value of the gradient.
wherex; (t ) is the historical representation of noddn this Before formally formulating the multi-layer graph diffusion,
way, we obtain the dynamic node representations of trafwe propose the following spatial-temporal in uence coef cient
in an evolving time ow. The representation of nojlecan s; 2 S between nodes i, int; time. The coef cient
also be generated in a similar way. The initial value of nod®atrix considers the information changes over spatial-temporal
representationX (0) is 0. coupled traf c data. Speci cally, different layers and topology

We aim to preserve the disentangled property in no&gucture; over trgfc net\_quks and the traf c feature inter_ac—
representations. However, the update operations above ntiBQS at different times will in uence the node representations
entangle them at the element level again. Therefore, we pfynamically:
pose the second representational disentanglement, which aims

Fo highlight the attack-speci ¢ features in node representations si = f(hiilii ) (14)
in the following end-to-end manner. It also ensures that the @ o
element-wised representations are close to orthogonal. f(x)=W*¥ ReLU W¥x ; (15)

1 N 2 where jj is a concatenate operator() is a generic time
Lpis = > X)X (t ) [ (11) encoder [84] to generate temporal representatigns) and
F W @ are the parameters of the rst and second layer MLP.
The above regularization encourages the model to learrNow we formally propose the multi-layer graph diffusion
smaller coef cients between every two elements of node remodule. We rst de ne a differential operator on the multi-
resentations. Such representations can be more differentiatager graph, aiming to transfer the above continuous PM
As the module is supervised by the signal of a speci ¢ attacHiiffusion in Eq. 13 to multi-layer graphs. As known from
it can learn to highlight the attack-specic features, so as farevious literature [85], the gradient operator corresponds
improve the detection accuracy, as discussed in Section I. By the instance matrixM , while the divergence operator
doing so, we are able to mitigate the entangled distribution obrresponds to the matrM > , and we can compute the matrix
representational features as mentioned at the beginning. M by the equatioM "M = D A, whereD is the diagonal
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matrix. Then our novel multi-layer diffusion can be expressdietween each sample pair, thus bene ting the distinction of
as: few-shot traf ¢ threats.

Speci cally, we propose a Multi-scale Few-shot learning

@i= M~> (MXK *)S MXK > K; (16) (MFL) module. MFL rst focuses on the original representa-

. . s tions Z to generate a coef cient matrix as:
whereK is a transformation matri)§ is the structure-temporal

in uence coef cients calculated in Eq. 14 and ) represents min=kZ ZHkZ + ;kHkZ;s:t:diag(H)=0; (21)
the functionexp(j j ). The solution to equation 16 can be

expressed as: where j j2 is the Frobenius matrix norm (F-norm) and
Z diag(H) denotes the diagonal entriestdf H can be directly
Xis 1= X+ @Xd: (17) derived by solving Eq. 21. Speci cally, we directly employ
t Eqg. 21 as a loss function and utilize backpropagation and

wheret is the last edge occurrence time and is the edge optimizer, e.g., Adam, to solve it.
duration and we use the Runge-Kutta method to solve thisThe above optimization term in MFL only preserves the
equation. original-scale information oZ. The multi-scale information
of Z can also provide necessary information to make few-shot
traf c samples distinguishable. To this end, we proposed a
transform-based algorithm to generate coef cient matgix
For DIDS, we make the two-step predictions for intrusioBy using Z's multi-scale information. This process can be
detection. We utilize the rst MLP to classify whether theconsidered as an “augmentation’ of the original representations
traf ¢ is benign or anomalous and utilize the second MLP tg in the latent space, aiming to capture the invariant attack-
detect the specic type of attack. When an unknown atta@peci ¢ features across different scales. Finally, we fuse the
invades, the direct multi-classi cations will be easy to fail tgyptained coef cient matrice$d and Q. Equipped with the
assign the anomalous label thus leading to poor performanggsion of generated matrices, MFL can effectively utilize few-
In contrast, through the rst-step binary classi cation, DIDSshot representations across different scales, i.e., under the
will focus more on inconsistencies with normal behavior tgriginal and transformed scale, thus bene ting the distinction
improve the performance of detecting unknown attacks. Tl few-shot traf ¢ threats. We have the following principles to
following second multi-classi cation will further alert the achieve MFL and clarify the motivations behind these designs:
administrators that what kind of attack it is more similar to 1. MFL should encourage the representations under dif-
SO that sir_nilar mitigation measures can be taken. Speci cally, erent scales to be close in latent space, thus capturing
the intrusion loss can be expressed as: the attack-speci ¢ features and bene ting the distinction
of traf c samples in different types, which is motivated
by the empirical studies in Fig. 4 (a)(b)

D. Classi er and Loss Function

P m P K
Lint = iz1 109(1  Prori) +10g(Patti) + =y Vik l0g(pix )

(18) 2. MFL should ensure the disentanglement among the
wherem is the batch sizeK is the number of attack classes, ~ €léments of the learned representation, thus highlighting
Prori is the probability of normalpag i is the probability the attack-speci ¢ information, which is motivated by the

of attack. Additionally, the adjacent time intervals may cause €mpirical studies in Fig. 4 (c)(d)

adjacent times embedding to be farther apart in embedded© achieve the above goals, we rst propose a
space, due to the learning process independency. To addigdRsformation-based learning scheme by projecting the rep-
this problem, we constrained the variation between adjacégentationsZ to a latent space, aiming to discover the

timestamps embedding by minimizing the Euclidean Distancattack-speci ¢ invariant features across different scales. Then
we introduce a regularization term to disentangle the few-

) shot representations. Finally, we propose an alternating op-
timization algorithm to deriveQ in an end-to-end way. The

Finallv. th 0 ¢ DIDS b 4 as foll implementation involves the following three steps:
inally, the overall loss o can be expressed as foflows: 1) Generating Representation Transformation.

X
L smooth= KX+t th2 : (19
t=0

L=Ln+ Lsmooth*+ Lopis: (20) We denoteZ, = Z as the original repre_sentations,_ and
Zi = G(Z) as the transformed representations, whérés
where , and are trade-off parameters. a transformation operator. Speci cally, we introduce a scaling
operatorS as follows:
E. Multi-scale Few-shot Learning 2 S 0 3
So far we have proposed DIDS for supervised intrusion de- g - diag(si:sz: L) = g . : g ; (22)

tection. Furthermore, we propose the following MFL to detect
few-shot threats accurately, e.§.samples of each attack type.
We rst denote the learned representatiohs. ¢ in Eq. 17 as where s;; Sp;:::;Sp is the scale factor, and different values
Z 2Rt N wherelL is the length of representations, aNd determine different scalars. Then the scaling transformation
is the few-shot sample number. The few-shot learner aimsdan be written a¥; = G(Z) = SZ. Especially, whers; =
generate a coef cient matri$ as a learned similarity matrix s, = ::: = s = , S is an equal-rate scaling operator with the

0 SL
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rate of . Hence, the transformation can be rewritterzass  a multi-objective optimization:
G(Z)= SZ = 1z = Z. By the equal-rate transformation,

— 2
we generate transformed representations while preserving their L= ;kPZ PZQ k&

content, e.g., scaling up an image by the rate of 2, will not o p7*i pz i 24 KOk

change the content we see. 2 J, F F @7)
2) Generating Multi-scale Coef cient Matri>.<. +< 1PZ PZQ+< ,Q Q>
So far, we have generated the transformationz .ofn step 5 -

2, we propose a constraint term to encourage the representa- + 2 kPZ PZQ ke + kQ  Qkg ;

tion to be close between the original and transformed Sca\lﬁ‘nere Land , are the Lagrange multipliers and the penalty

Furthermore, we introduce a learnable projection opera Lrameter > 0

P to uncover t.he. atfcack—Speu ¢ invariant information, thu The alternating solution for Eq. 27 involves four steps, and
bene ting the distinction of few-shot traf c threats. the details are available in Appendix 13

2 So far, we have obtained coef cient matricelsand Q by

E (23)  parallel computing of Eq. 21 and Eq. 27 using the alternating
" . . solving algorithm. We can fuse two coef cient matrices by
The projection operatoP can be considered as a metrlqntroducing a trade-off hyperparameter
matrix across different-scale representation, also bene ting

the connectivity of same-attack trafc samples under the Q =H~+ Q (28)

transformation. Then we formally propose an optimizatio\|;1vhereQ contains ne-arained multi-scale information to
problem as follows: 9

help few-shot traf c threats distinguishable.
minf (P)+ kQKe: Finally, we gan_generate thg coef cient_ ma_trix of MFL
(24) by S = jQ j+jQ j" =2. Given the noise information
st.PZ = PG(Z)Q; and outliers in the obtaine8 , in practical implementations,
The above formulation Eg. 24 corresponds to design principle further conduct SVD decomposition 8f to Iter noisy
1 and is motivated by the empirical studies in Fig. 4 (a)(biformation and generate a normalized ma®ixThe detailed
aiming to distinguish the attack-specic information in thémplementation pseudo-code of generatifgs available in
latent space. the Appendix14.

3) Disentangling the Learned Representations. DIDS-MFL Loss

_Finally, we introduce a disentangle regularization term t0 te pIDS-MFL loss consists of two components, a multi-
highlight the attack-speci ¢ information, thus mitigating the. e few-shot learning term and a regularization term. The for-
representation entangled problem in few-shot traf ¢ sampleg,qr yses a cross-entropy loss, aiming to match the prediction

f5(P) = X pTz+i pTz | 2 (25) to the query set via'the generated multi—sca!e coef cient matrix
_ 0 vt S. In the few-shot intrusion detection task,is derived from
' the representations of support and query samples. The latter
where z}1 2 Rt D N repeats theg -th row of Z, and enforces the representatiofigo be close to the original-scale
z,' 2 Rt D N denotes the transformation matrix by rerepresentations in latent space. Finally, we introduce a trade-
moving thegj -th row. The above disentanglement regularizatiooff hyperparameter to control the regularization intensity.
term Eq. 25 corresponds to design principle 2 and is motivat&tie speci c DIDS-MFL loss is as follows:

fi(P)= PTz, PTZ

by the empirical studies in Fig. 4 (c)(d), aiming to highlight N
the attack-speci ¢ information. L = Yy log(Pij )+ kZH Zk (29)
Combining the above key formulations Eq. 24 and Eq. 25, i=1 j=1

we can rewrite the optimization problem as: where N is the category number of attack is sample

minf (P)+ KkQKg; number of query set in each category, andP;; are ground-
stPZ = PZQ:Q=Q: (26)  truth and prediction, respectivell;; is query sample's mean
o ' ’ similarity score derived from the coef cient matri®, is a
where f (P) = 5(f1(P)+ f2(P)), and are trade-off trade-off hyperparameter. In Eq. 29, the rst term discovers the
hyperparametersy is a auxiliary variable, and is scaling multi-scale information o¥, while the second term preserves
rate hyperparameter. the information under the original scale via the coef cient

Since the optimization problem in Eq. 26 is not convex witAatrix H. We can ne-tune to control these two terms.
the unknownsf P;Qg, we solveQ by iteratively updating

variables while xing another. We propose the following V. EXPERIMENTS
alternating solution to derive the coef cient matr@X. A. Experimental Settings
Alternating Solution for MFL Datasets:We conduct experiments on ve popular datasets

We solve Eq. 26 by converting the original problem to ththat involve massive network traf ¢ over the internet of things
augmented Lagrange minimizing problem, as Eq. 26 involvirgpT). We give detailed descriptions as follows:
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CIC-ToN-IoT : This dataset is generated from the existintpe CIC-BoT-I0T dataset. Our DIDS outperforms AnomRank,
ToN-loT dataset by a network traf ¢ tool CICFlowMeter,the previous state-of-the-art method for anomaly detection on
where TON-loT is a well-known database for intrusiofr1, by15:27 points over the EdgelloT dataset. We attribute the
detection collected from Telemetry datasets of 10T seabove results to the gains of our statistical disentanglement,
vices. This dataset consists 8f351 760 ows, with representational disentanglement and dynamic graph diffusion.
53:00% attack samples andi7:00% benign samples. 2) Comparisons of multi-classi cationWe compare the
CIC-BoT-loT: It is generated from the existing BoT-performance of our method to four baselines in declaring the
loT dataset by CICFlowMeter. This dataset consists speci c attack type. These baselines include E-GraphSAGE
6; 714, 300traf c ows, with 9882% attack samples and [17], TGN [91], ML [98], and AdaBoost [99], as they are
1:18% benign samples. representative of different types of intrusion detection models
EdgelloT: It is collected from an loT/lloT system thatand have been widely used in previous studies. Figure 6
contains mobile devices and sensors. This dataset demonstrates that the proposed DIDS consistently performs
cludesl; 692 555 ows, with 21:15%attack samples and well among all ve datasets, especially under some complex
78:85% benign samples. attacks. The classi cation results in Fig. 6 correspond to the
NF-UNSW-NB15-v2: It is NetFlow-based and generatedecond issue we claimed in Challenge 1. The existing graph-
from the UNSW-NB15 dataset, which has been expandedsed methods, including E-GraphSAGE, ML, and AdaBoost,
with additional NetFlow features and labeled with attackerform inconsistently in the identi cation of complex attacks
categories. This dataset includ2s390, 275 ows, with  (e.g., MITM and Backdoor). We also observe that some attacks
3:98% attack samples an@6:02% benign samples. that are not easily detected by the baseline approaches, can
NF-CSE-CIC-IDS2018-v2: It is a NetFlow-based datasée identi ed by the proposed DIDS with higher F1 scores.
generated from the original pcap les of CSE-CIC+or example, E-GraphSAGE only achievig$34% and30:7%
IDS2018 dataset. This dataset includ8s893 708 ows, F1 scores on CIC-ToN-loT for MITM and Backdoor attacks,
with 11:95% attack samples ar@B:05% benign samples. respectively, while our DIDS is able to obtain higher than
Con gurations: All experiments and timings are con-40%F1 score gains for each attack. These results further show
ducted on a machine with Intel Xeon Gold 633®@®0GHz, the superiority of the proposed DIDS. We also nd that the
RTX3090GPU, and24G memory. We use the Adam optimizerdverage F1 scores of our method on CIC-BoT-loT and NF-
with a learning rate of0:01, the learning rate schedulerCSE-CIC-IDS2018-v2 are lower than those on other datasets.
reducing rate a$:9, with weight decay beinde °. We train The underlying reason is the unbalanced attack distributions
all the models with 500 epochs. in the training set, where the dominant type may mislead the
Baselines:To evaluate the performance of the proposed DIDS!assi cations. Such a nding aligns with previous work in
we selectl0 deep learning based-models as baselines, incldfe eld of computer vision [100]. Nevertheless, the proposed
ing 3 sequence models (i.e., MLP [86], MStream [16], LUCIDPIDS is still the best under such distributions. We leave this
[37]), 4 static GCN models (i.e., GAT [87] and E-GraphSAGHNteresting observation as our future work.
[88], SSDCM [89], DMGI [90]), where SSDCM and DMGI 3) Comparisons of unknown attack®o further investigate
are designed for static multi-layer graphs,dynamic GCN the performance of detecting unknown attacks, we conduct
models (i.e., TGN [91], EULER [41], AnomRank [92], Dy-€xperiments on the four attack types by discarding the cor-
nAnom [92]). Additionally, we choos8 rule-based baselinesresponding instances in the train set and detecting them in
to compare with the proposed DIDS, (i.e., ML [93], AdaBoodhe test set. From this perspective, the unknown attacks are
[94], and Logistic Regression). the new-type attacks that do not belong to the existing types
Metrics: We follow the previous works [95] to evaluate theof attacks in the training set. The unknown attack detection
performances by two commonly used metrics in intrusion déesults in Table Ill correspond to the rst issue we claimed
tection including F1-score (F1) and ROC-AUC score (AUC)N Challenge 1. We run our experimerfistimes and report
) the mean and variance values with different random seeds.
B. Main Results Table 1Il reports the classi cation results on the CIC-ToN-IOT
1) Comparisons of binary classi cationUnder this set- dataset. It shows that the statistical rule-based method Logistic
ting, we classify a trafc ow as an attack or a benignRegression can only achieve as low a4:68 F1 score for
one. We categorize the baselines into three groups, incli@BoS attacks, this con rms our analysis at the very beginning
ing dynamic GCNs at the top of Table I, static GCNs ahat rule-based methods can hardly detect unknown attacks.
the middle of the table, and another three baselines at fhige score of graph-based E-GraphSAGE is much smaller than
bottom. It should be noted that AnomRank and DynAnomIDS, e.g.,6:05%for MITM, indicating the limitations of the
are two popular baselines for anomaly detection. We ruatatic graph in detecting unknown attacks. We also observe that
our experiment5 times and report the mean and varianc€GN performs better than E-GraphSAGE, although both of
values. The comparison results in Table | show that othhem are graph-based methods. We attribute the improvement
DIDS consistently performs the best among all baselinés the dynamic module for TGN. Nevertheless, our DIDS
over the ve benchmarks, which shows the superiority adutperforms all these methods by a large margin, with an
our method for intrusion detection. Specically, comparedverage score 083.:65% on the four attacks. The results
to the E-GraphSAGE, the previous state-of-art GCN-basatso suggest that our method is more consistent in detecting
approach, our method achieveg:80% higher F1-score over various unknown attacks, showing the effectiveness of the two
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TABLE |
COMPARISONS OF BINARY CLASSIFICATION ON FIVE DATASETS THE RESULTS WITHZ ARE DIRECTLY COPIED FROM[96].

Methods CIC-TON-loT CIC-BoT-loT EdgelloT NF-UNSW-NB15-v2 | NF-CSE-CIC-IDS2018-v2
F1 AUC F1 AUC F1 AUC F1 AUC F1 AUC
TGN [91] 8990 166 8209 136 | 96:84 044 9441 o081 | 9499 o061 8950 2:04 | 9355 0:23 8801 1:97 | 9511 o046 91:30 o:76
EULER [41] 89:73 1:13 8048 246 | 9600 0:29 91:47 1:36 | 9289 0:32 9064 1:80 | 9276 o0:86 86:97 111 | 9587 o051 90:76 o0:64

AnomRank [92] | 76:51 o098 77:41 164 | 84:84 049 8250 os9 | 7837 043 8136 o041 | 9054 240 7963 o012 | 90.08 082 8376 o0:35
DynAnom [97] 7923 181 7522 0:92 | 8325 o062 7904 o:84 | 8156 0:94 8394 0:36 | 8911 148 8525 o064 | 9121 095 8879 o054

Anomal-E [96] - - - - - - 91:89z - 94:51z -
GAT [87] 86:30 1:16 7466 1:37 | 9456 o075 9309 283 | 9330 0:14 8830 156 | 9220 1:60 8991 o062 | 9608 0:24 90:56 0:34
E-GraphSAGE [17]| 8946 125 7956 163 | 9374 076 9053 1:.90 | 9210 1:46 8910 o064 | 9410 0:33 90:39 0:26 | 9571 o0:35  90:22 0:48
DMGI [90] 8883 048 7913 2:11 | 9607 1:89 9265 1:57 | 9383 167 86:03 2145 | 9311 o098 8851 1:.00 | 9387 o084 87:56 o055
SSDCM [89] 8923 o087 80:84 232 | 97:11 063 94:82 096 | 9472 1509 86:69 076 | 9330 0:25 8922 1:94 | 9496 o052 8861 0:38
MLP [86] 80:74 043 61:80 1:48 | 9301 o060 87:90 o0:54 | 8878 044 8600 1:49 | 9312 064 8992 055 | 9459 094 9042 o0:89
MStream [16] 7390 113 7022 161 | 7848 o0:19 7404 166 | 8247 167 T77:89 o058 | 8947 113 84:38 101 | 8834 045 8366 179
LUCID [37] 8362 169 7231 114 | 9436 041 8946 o072 | 8894 1:73 8523 094 | 9277 1:39 8832 091 | 9584 146 90:75 0:79

Ours (DIDS) | 96.12 275 98.69 042 | 98.24 032 96.32 025 | 96.83 036 92.34 110 | 95.45 067 91.55 103 | 96.34 021 93.23 150

(a) EdgelloT (b) CIC-ToN-loT

(c) CIC-BoT-loT (d) NF-UNSW-NB15-v2 (e) NF-CSE-CIC-IDS2018-v2

Fig. 6. Comparisons of multi-classi cation. Heyeindicates that the results are directly copied from the previous works.

disentanglements. More details about unknown detection aadidate, test ten times, and report the average performance.

available in Appendix 17.1. Each time's training and validation samples are randomly
4) Comparisons under few-shot settings: selected from our existing traf ¢ data, thus simulating the few-
Task Setting: We rst conduct the DIDS pretraining over shot learning setting in real-world scenarios.

the known benign and attack traf c. Then we conducha Baselines: We select14 few-shot learning models to in-

way-K-shot learning for the few-shot attack traf c. Speci - corporate into DIDS as baselines, includiBgneta-learning
cally, N is the category number of few-shot traf c, adis based models (i.e., MBase [22], MTL [62], TEG [101]), where
the training number of each category, referred to support s€EG is designed for graph-structure-based few-shot learning,
In our few-shot experiments, we s¢tas5. We also construct 4 augmentation-based models (i.e., CLSA [71], ESPT [72],
a query set for our few-shot task, wittb sample numbers ICI [70], KSCL [73], where CLAS and ESPT are based on
for each category. The query set can be sampled from tentrastive augmentation, ICl and KSCL are based on instance
category samples, or augmented from the support set. We spligmentation)4 metric learning-based models (i.e., BSNet
a5-fold cross-validation set from the training set, wto of [27], CMFSL [31], TAD [32], PCWPK [102]) 3 selective and
support and query set. Taking CIC-TON-loT as an exampleirong baselines in current few-shot intrusion detection area
we conduct a ve-way- ve-shot learning and ve-classi cation (i.e., FeCoGraph [103], FC-Net [104], and BSF-NID [105].
test with 100 training samples. We repeat the above training, Performance metrics: We follow the previous work [106]
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TABLE Il
COMPARISONS OF FEWSHOT LEARNING CLASSIFICATION ON FIVE DATASETS THE RESULTS ARE THE AVERAGE SCORES OF TENIME REPETITIONS
Methods CIC-TON-loT CIC-BoT-loT EdgelloT NF-UNSW-NB15-v2 NF-CSE-CIC-IDS2018-v2
F1 NMI F1 NMI F1 NMI F1 NMI F1 NMI

MBase [22] 41:74 322 3581 2:84 | 3852 358 27:89 384 | 5113 2:31 5561 2:.05 | 41:74 322 3581 2:84 | 6374 414 6876 316

MTL [62] 3079 313 2981 358 | 37:80 s.66 2510 269 | 5264 569 5541 416 | 4418 422 3585 2:79 | 4538 588 47.04 482

TEG [101] 2992 217 2264 2222 | 2962 374 2571 282 | 2634 245 2758 264 | 27:80 2114 21:44 174 | 2520 317 2348 397

CLSA [71] 1721 363 4501 2:83 | 3854 349 5170 490 | 1884 310 4425 327 | 1753 1:95 4567 413 | 1919 200 4976 346

ESPT [72] 36:76 4:37 3851 329 | 3941 537 3466 349 | 61128 8:34 5377 691 | 4658 5194 4937 658 | 4137 498 4652 671

ICI [70] 55:67 514 4780 377 | 71:32 335 5751 450 | 4974 465 5130 527 | 3917 366 31:81 221 | 7653 943 7900 6:20

KSCL [73] 36:19 266 3817 390 | 3350 423 2940 40 | 3487 2114 3063 256 | 17.03 197 2190 198 | 2574 301 2826 315

BSNet [27] 5841 2:36 5776 296 | 4200 519 3141 471 | 4374 420 4968 500 | 6573 2:65 5896 208 | 56:39 575 5856 3:76
CMFSL [31] 3746 s5:37 4751 429 | 5862 358 5147 628 | 3943 388 4367 575 | 51:130 420 47:62 647 | 61:37 495 5842 617
TAD [32] 4980 213 4223 135 | 6275 640 5653 7:70 | 50:82 393 5340 386 | 5897 376 5872 260 | 54:88 334 5215 157
PCWPK [102] 4292 380 4417 312 | 5608 2001 5301 s17 | 3474 254 3429 336 | 5197 176 4362 2:27 | 5239 860 6456 557

FeCoGraph [103]| 4578 196 41:08 156 | 4324 o088 4012 154 | 2866 666 2675 901 | 3451 102 2879 142 | 6485 16:04 74:83 1051
FC-Net [104] 7855 2:30 2427 353 | 7660 395 27.04 529 | 5848 375 107 o067 | 6458 331 2:82 209 | 7748 132 2232 182
BSF-NID [105] 7395 115 6697 059 | 7321 005 6944 o032 | 51121 o016 5468 o4 | 3573 150 4561 o076 | 6856 102 67:05 153

Ours(DIDS-MFL) | 97.47 117 94.27 262 | 86.11 084 85.36 425 | 92.73 257  88.21 325 | 96.00 112  92.04 136 | 93.93 327  90.98 369

TABLE Il and impressive reproducible results of MFL to our multi-
UNKNOWN CLASSIFICATION ON THECIC-TON-1OT DATASET WITH scale latent information learning and disentanglement designs
METRIC F1-SCORE(%) . . .
among traf ¢ representation dimensions. TRQ5 and RQ6
Method  Logistic Regression _ Msteam  E-GraphSAGE TGN owrs 0ips)  iN the discussion section further veri ed our attributions.

DDoS 1:68 o:67 2673 121 10:20 146 3284 1:.03 41.78 o0.26

MITM 2:17 o84 1282 1:90 6:05 o:35 15:32 o054 34.91 oo .

Injection 0:00 o034 1573 173 1237 oss 2283 035 25.63 093 C. Ablation Study
Backdoor 3:13 133 20:85 0:63 9:51 o0:46 2310 1:03 32.29 os1

1) DIDS: In this section, we conduct an ablation study
. . . .. on the CIC-ToN-loT dataset to evaluate the effectiveness of
using F_l scores and NMI [107] metrics for multi-classi cationyach component. We remove our statistical disentanglement
comparison. and denote it as "w/o SD". We use "w/o RD" and "w/o ML-

As shown in Table II, our MFL consistently achieves thgsRAND" to refer to the model that removes representational
best performances amorigl baselines under the ve bench-gisentanglement and the multi-layer graph diffusion module,
marks. Speci cally, our MFL achieves reproducible averaggspectively. Table IV reports the comparison results in binary
results 0f93:25% and90:17% in F1 score and NMI value c|assi cation. It shows that removing the multi-layer graph
over ve public datasets. The results gaifi:91% - 12519% (iffusion module leads to the most signi cant performance
and71:95% - 14407% improvements in average F1-score andegradation, e.g., ah8:33 points decrease in AUC, indicating
NMI value of 14 baselines over ve public datasets, respeahat it is the key component for the accuracy of the proposed
tively. Furthermore, compared to the previous state-of-the-@§iDs. Our second disentangled memory is also non-trivial to
approaches, the proposed DIDS-MFL still achievel2#2%-  the overall detection accuracy, as removing this component can
51:32% and 15:16%-58:62% improvement in F1 score anddecrease the performance b8.47 points in AUC. We observe
NMI, respectively. Speci cally, the selective baselines in fewthat the SD module also bene ts the model performance. The
shot intrusion detection achieve better performance compaggshve ablation study further con rms the effectiveness of the
to the previous approaches, such as FC-Net, achieving fRfee key components.
second-best F1 score @8:55% in CIC-ToN-lIoT, and BSF-
NID, achieving the second-best NMI value @8:44% in CIC- TABLE IV
BOT-loT. However, these strong baselines are still signi canthasLATioN sTUDY OF DIDS. F1SCORE(%), PRECISION (%), ROC-AUC
lower than the proposed DIDS-MFL, lying in two aspects: 1) (%), RECALL (%), ALL METRICS ABOVE ARE THE AVERAGE OF FIVE

. REPEATED EXPERIMENTS ON THECIC-TON-IOT DATASET.

The benchmarks cover more comprehensive real-world traf c
data, including malicious traf ¢ data with complex patterns. It Variants
poses a critical challenge to the existing baselines in detectifng o SD 9270 oue 9071 see 9169 oss 8687 oo
some complex attacks, especially under few-shot intrusion , rp 0106 057 8732 067 8915 o4z 8357 133
detection settings. 2) The existing few-shot intrusion detectionyo MLGRAND | 8876 o054 8443 o026 8654 071 7932 0:30
approaches can hardly separate the few-shot representation®IDS(ours) | 97.78 032 98.06 043 97.92 026 96.04 0.25
in the latent space and highlight the few-shot attack-speci c
information, thus misleading the few-shot threat detection. 1t 2) MFL: Furthermore, we conduct an ablation study on
manifested that the proposed MFL performs well in both Rhe CIC-TON-IOT dataset to evaluate the effectiveness of
score and NMI value, while existing approaches, e.g., FGur designed multi-scale few-shot learning (MFL) module.
Net, perform worse in NMI value, a stricter metric to evaluaté/e denote our model without multi-scale latent optimization
multi-classi cation performance. We attribute the superiaspace as "w/o LOS" and "w/o DR" as our model without the

P R F1 AUC
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disentanglement regularization term. For the model withobiDS and E-GraphSAGE. Meanwhile, we calculate the above
both of the above components, we denote it as "SE", whitlvo methods' average values of embeddings for the benign
degenerated into a naive self-expressiveness model. Tablérdfc. As shown in Figure 8, the representation values of
shows that removing both LOS and DR leads to dramatteGraphSAGE are much closer to the normal. It illustrates
performance degradation, i.€9;92% and 9:75% drop in that as nodes aggregate, the discrepancies in features become
F1-score and NMI, respectively, indicating the effectivenesdurred, leading to inaccurate classi cation. While bene ting
of our designed MFL. Furthermore, we observed that eafiom the representational disentanglement, each dimension of
component of MFL, e,g. LOS or DR is necessary for perfofeatures in DIDS can effectively preserve its own properties,
mance improvement, cause removing one of them will leatbviating from the averages. Especially for the attack-specic
to performance degradation, i.22:21%-23.16% and8:63%- features Fwd Pkt Len Max and Fwd Pkt Std, etc., these attack-
9:24% drop in Fl-score and NMI, respectively. Without angpeci c features are signi cantly highlighted in Fig. 1(a), thus
one of these two components, the performance will be pooierproving the accuracy of detection. The result proves the
than the base model SE. Results showcase the complemengdiigctiveness of the proposed DIDS in maintaining a disentan-
relationships of the proposed two modules. The LOS providgked representation during the aggregation process, ensuring
a latent optimization space across multi-scale representatiah®g, presence of discrepancies, thus highlighting the attack-
which is the foundation of the DR term. Then the DRspecic features and leading to more accurate classi cation
term generates effective disentangled representations acfossattacks.

multiple scales based on LOS.

TABLE V
ABLATION STUDY OF MFL. F1-SCORE(%), PRECISION (%), ROC-AUC
(%), RECALL (%), ALL METRICS ABOVE ARE THE AVERAGE OF TEN
REPEATED EXPERIMENTS ON THECIC-TON-IOT DATASET.

Variants | P R F1 NMI

w/o LOS | 77:80 383 7880 1:.99 7582 2:89 86:13 2:15 (a) DIDS (b) E-GraphSAGE

w/o DR 75551 s:01 77530 L 74590 1:66 85556 1:64 Fig. 8. The comparison of node representation of the Injection attack after
SE 88:62 356 8880 327 87:80 317 8508 231 graph aggregation of our DIDS and E-GraphSAGE. The grey line presents
MFL(ours) ‘ 97.68 109 97.50 118 97.47 117 94.27 262 benign data.

RQ3: How does the multi-layer diffusion module perform

effectively for intrusion detection? We have illustrated the
1) DIDS principle of multi-layer diffusion in Section IV-C. In this part,
RQ1: How does the statistical disentanglement help the we take the MITM attack as an example to illustrate the

detection of various attacks?To answer this question, we effectiveness of spatial-temporal in intrusion detection.

visualize the distributions of features before and after the

statistical disentanglement. Figure 7 shows the visualizations

of the two distributions respectively. We can observe that

there is less overlap between distributions of features after

the disentanglement compared with the original data, which

demonstrates this module could decrease the mutual reference

between features and enable them to be distinguishable. We

also observe that the distributions gradually shift to the right

side, representing the order-preserved constraints within our

disentangling method.

D. Discussion

Fig. 9. Spatial-temporal coupling in intrusion detection.

Figure 9 (a) shows a deep learning-based NIDS. When a
MITM attack occurs, it is dif cult to detect the intrusion since
the spatial and temporal information of those packets is not
Fig. 7. Statistical disentanglement of traf ¢ features. considered. There are also some methods that only consider

a single aspect of spatial and temporal information, such as
RQ2: How does the representational disentanglement ben- E-GraphSAGE and MStream. In this case, for example, E-
e t "highlighting the attack-speci c features"? To answer GraphSAGE mainly focuses on the spatial relationship of
this question, we track several Injection attack data in the Cl@e set nodes and extracts features from them. However, we
ToN-loT dataset and obtain the representation of these databserve that different streams have their own timestamps

(a) Origin (b) First Disentanglement
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from Table VI, so the lack of temporal information makes

it impossible to analyze the dynamic structural changes of the

edge. Similarly, taking the temporal information as the only

effect factor will also get incomplete characteristics that do

not contain spatial information (IP address). Moreover, some

methods that take both the spatial and temporal information

into account, such as Euler, take the snapshot method to

capture the feature of the ow which does not achieve the

synchronous update for spatial and temporal information. As  (a) The t-SNE of DIDS (b) The t-SNE of MFL

ShOW!’] n F_Igure,g (b), I,ntUItlvely’ we can quickly detect tha'IT:ig. 10. The t-SNE visualization of representations on the CIC-TON-loT

UEG is an intrusion device of layer 1 when the ow changegataset generated by DIDS and MFL.

fromSW2 SW3toSW2 UE6andUE6 SW3 consid-

ering SW2, SW3 are layer2 devices. Also, we have noticed

the changes in dynamic graph structure with a multi-Lay&egularization term. Speci cally, MFL generates a block diag-

graph diffusion module to realize spatio-temporal coupling arthal heatmap with high correlations and non-diagonal areas

synchronous updating. Overall, DIDS performs best amongth very low correlations. It veri es that MFL disentangles

these baselines in detecting various attacks. the few-shot traf ¢ representations and highlights the attack-
speci ¢ ones, making them more distinguishable.

TABLE VI
TIMESTAMP AND IP

Time TimeStamp Src IP Dst IP
tl  25704=2019 05:18:37%m 18368192168 116921658
t2 257042019 05:18:42m 1:16921658 25162192168
t3  25:04=2019 05:18:42m  1:16921658 2301585259
t4  25°04=2019 05:18:4Pm 2301585259 25162192168
t5  25:04=2019 05:18:5m 25162192168 69151192168
t6  25704=2019 05:19:0(Qm 17721:192168 23015852:59

RQ4: How does the disentanglement facilitate the explain- (&) The correlation map of DIDS  (b) The correlation map of MFL
ability of DIDS? For this question, we rely on Figure 8 (a)Fig. 11. The correlation map and the t-SNE visualization of representations
as an example to recover the possible traf ¢ features of9§nerated by DIDS and DIDS-MFL with MFL.

password attack. Since the original features are retained after . "
disentanglement, we can nd some feature values that devi 8. C?]n MFL |_mzr<:¥e thﬁe ri_erformanc;a '\%f:LDI_DS]:. Soh ;
signi cantly from the normal values in node embeddings. | ar;c vv_et ave \:jer':et_ € ele:j:_ Veness o Im eW(;S lo
the password attack, we observe that the deviated features atf?erc intrusion detection, Including serving as a piug-and-piay
disentanglement are "Fwd Pkt Std" and "Fwd Pkt Len Max". [podule for other _methods. To further study the appllcabl_hty
aligns with our common sense for the main causes of passw MFL in supervised task, we conduct DIDS training with

Y L and report the multi-classi cation results, as shown in
attacks and further bene ts the explainability of DIDS. Table VIL. DIDS with MEL achieves £:31% to 1582% F1-

2) MFL score improvements among three datasets. The results reveal
RQ5: How does multi-scale transform-based MFL benet  the effectiveness of MFL when serving as a multi-classi cation
the distinction of few-shot traf ¢ threats? To answer this module for normal_size trafc training_ Our designed mu|ti_
question, we visualize the learned representations of DIRgale transform-based framework also sheds light on the future
and the few-shot learning module MFL on the CIC-TON-lofntrusion detection model design. We also demonstrate the
dataset via t-SNE technology. As shown in Fig. 10(a) (b), th&fectiveness of the proposed MFL module under multiple
MFL's representations are highly separated and distinguishgselines in few-shot intrusion detection tasks and their vi-

able for different few-shot attacks, i.e., the red square bayalization analyses in Appendix 20 and 21, respectively.
compared to the representation generated by DIDS, i.e., the

red round box. It veri es the effectiveness of our proposed TABLE VI
multi-scale few-shot learning framework, i.e., multiple coef- THe mMuLTI-CLASSIFICATION F1-SCORE(%) COMPARISON BETWEEN
cient matrices fusion and multi-scale transformation. They DIFFERENT DATASETS ONDIDS WITH MFL MODULE.

discover the attack-speci ¢ invariant features among few-sheot
traf ¢ in latent space, thus improving the distinction of attack
representations. DIDS 8356 118 8298 1.5 9355 o0:97

RQ6: Can MFL disentangle the representations of few- DIDS-MFL | 96.78 172 85.72 056 95.71 589

shot samples?To answer this question, we visualize the

learned representations of DIDS and MFL on the CIC-TONRQ9: Network intrusion detection and Large language
loT dataset via correlation heatmaps. As shown in Fig. 11(ajodel (LLM). Recently, there has been a signi cant surge
(b), the visualization results signi cantly reveal that MFL carin the development and application of Large Language Mod-
generate highly disentangled representations via our desigmeésl (LLMs) [108] cross various domains, including Natural

Datasets \ CIC-TON-loT CIC-BoT-loT NF-UNSW-NB15-v2
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Language Processing (NLP) [109], Computer Vision (CV)
[110], and multimodal tasks. However, the existing LLMs, e.g.
GPT3:5, GPT4 struggle to detect traf c threats accurately
and ef ciently. As shown in Table VIII, the Fl-score of the
existing LLM is signi cantly lower than our SOTA method
DIDS. It may lie in the hallucinations [111] of existing
neural language-based LLM, which struggle to comprehendy;
the intrinsic attack features in traf ¢ data. Second, the LLM
necessitates more time to process the input traf ¢ data and
may fail as the size of the input traf c increases. It may be (5]
attributed to the numerical values of the traf ¢ data involved.
To sum up, the future directions to empower NIDS via LLM
can be: 1. Aligning encrypted trafc data with the input g
requirements of LLMs, thus speeding the intrusion detection
via LLM; 2. Determining the necessary volume of traf ¢ data 7]
and corresponding traf ¢ mining technology to unlock the
powerful inference capabilities of LLM.

[2]

(3]

[8]

TABLE VIl
THE F1-SCORE(%) AND TIME COST (S) COMPARISONS BETWEEN THE
LLM AND DIDS-MFL ON 100 TRAFFIC SAMPLES FROM THE

CIC-TON-IOT DATASET. 9]

| F1-Score  Time Cost [10]

LLM 66:67% 13:88s
DIDS-MFL | 99.5%  6.41s [11]
[12]

VI. CONCLUSION

This paper quantitatively discovers the inconsistent perforL13]
mances of existing NIDS and reveals that the underlying cause
is entangled feature distributions. Furthermore, we delve into
the deeper reasons for the poor few-shot intrusion detectidf!
performance of existing NIDS. These interesting observations
motivate us to propose DIDS-MFL. The former is a novel
method that aims to benet known and unknown attackgll
with a double disentanglement scheme and graph diffusion
mechanism, and the latter is a transform-based multi-scale
few-shot learner to highlight few-shot trafc threats. The16]
proposed DIDS rst employs statistical disentanglement on
the traf c features to automatically differentiate tens and hun-
dreds of complex features and then employs representatioraf]
disentanglement on the embeddings to highlight attack-speci ¢
features. DIDS also fuses the network topology via multi-
layer graph diffusion methods for dynamic intrusion detection[18]
Finally, the proposed MFL uses an alternating optimization
framework to separate and disentangle the few-shot traf ¢ g
representations. Extensive experiments on ve benchmarks
show the effectiveness and the practical employment potentialo]
of our DIDS-MFL, including binary classi cations, multi-
classi cations, unknown attack detection, and few-shot intru-
sion detection. Future work could focus on the deployment 0[51]
DIDS-MFL on future wireless networks.

[22]
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