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Abstract Modern automobiles are made up of networks of
computers, one of which is the inherently insecure Con-
troller Area Network (CAN). Over the years, automotive se-
curity has been enhanced by secure gateways and new proto-
cols such as automotive Ethernet, but the CAN protocol has
remained the weak link. Automotive researchers have been
exploring intrusion detection systems (IDSs) as a potential
solution to the problem of CAN bus insecurity. To build and
evaluate an IDS, however, researchers need adequate train-
ing and testing data.

In this paper, we analyze and compare the follow-
ing automotive intrusion detection datasets: (1) HCRL Car
Hacking, (2) HCRL Survival Analysis, (3) can-train-
and-test-v1.5, (4) UNIMORE Bus-Off, (5) UNIMORE
DAGA, and (6) UNIMORE Ventus. The two HCRL datasets
are well-established in the literature, whereas can-train-
and-test-v1.5 is a promising new dataset—and the three
UNIMORE datasets lie somewhere in between. In our eval-
uation, we pit sixteen machine learning IDSs against each
dataset and analyze the results. In addition, we conduct a
feature evaluation of can-train-and-test-v1.5, and we
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investigate the impact of train-test interdependence in the
three UNIMORE datasets.

We find that, when pitted against the five comparison
datasets, can-train-and-test-v1.5 paints a clearer pic-
ture of an IDS’s true capabilities; in fact, can-train-and-
test-v1.5’s testing scenarios can reveal when an IDS has
overfitted to a particular vehicle type—unlike the UNI-
MORE datasets. Furthermore, unlike the HCRL datasets,
can-train-and-test-v1.5 provides more than enough
data to train a complex machine learning model—an or-
der of magnitude more—reducing the risk of underfitting.
Moreover, can-train-and-test-v1.5 maintains ample
differentiation power; the standard deviation of the models’
F1-scores was 0.2392 (excluding suppress attacks), whereas
the standard deviations for the remaining datasets—HCRL
Car Hacking, HCRL Survival Analysis, UNIMORE Bus-
Off, UNIMORE DAGA, and UNIMORE Ventus—were
0.2254, 0.2333, 0.1824, 0.2121, and 0.2100 (excluding sup-
press attacks), respectively.

Keywords Automotive · Controller Area Network · In-
Vehicle Network · Intrusion Detection System · Machine
Learning

1 Introduction

This paper is an extension of can-sleuth: Investigating and
Evaluating Automotive Intrusion Detection Datasets, origi-
nally presented at the 2024 European Interdisciplinary Cy-
bersecurity Conference [54].

Modern automobiles rely on interconnected Electronic
Control Units (ECUs) to manage critical systems—from
engine control and fuel injection to transmission shifting
and cruise control. Many of these safety-critical commu-
nications cross the Controller Area Network (CAN) bus, a
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protocol designed in the 1980s with robust error detection
and fault tolerance, but limited security features. While the
original CAN specification assumed a closed system with-
out external connectivity, today’s vehicles are increasingly
connected—to the internet, to other vehicles, and to road
infrastructure—creating new security challenges.

The automotive industry has evolved beyond controller
area networks, adopting high-bandwidth protocols—such
as automotive Ethernet—and implementing various security
measures—such as gateway modules. However, the CAN
bus remains fundamental to vehicle operations, particularly
for safety-critical systems [126, 93]. While these added
security measures help protect CAN networks by secur-
ing access points and network boundaries, the core CAN
protocol retains its original limitations—most notably, its
lack of native authentication and encryption. The protocol’s
widespread deployment in safety-critical systems (in part
due to regulatory requirements) combined with its inherent
security limitations, presents an attractive target for cyber-
attacks (for more information, see Section 3). In an increas-
ingly connected automotive ecosystem, these vulnerabilities
pose risks beyond individual vehicles, potentially impact-
ing vehicle-to-vehicle communications and intelligent trans-
portation infrastructure.

To address these security challenges, researchers have
proposed various defensive strategies. These include intru-
sion detection systems [65, 66, 152, 37], firewalls and fil-
tering mechanisms [75, 76, 37, 28], honeypots [144, 76],
dynamic arbitration [41, 65], and cryptographic solutions
such as authentication and encryption [107, 149, 30, 140,
77, 6, 12, 127]. Developing and evaluating these security
technologies requires both deep understanding of CAN bus
operations and access to substantial amounts of CAN traffic
data—millions of frames are generated during just minutes
of vehicle operation [63]. This is particularly crucial for ma-
chine learning-based approaches, which demand extensive
datasets for training and testing.

In 2018, Hacking and Countermeasure Research Lab
(HCRL) at Korea University published the HCRL Car Hack-
ing dataset [123, 130, 122], which was soon followed by the
HCRL Survival Analysis dataset [33, 34]. These datasets—
especially the HCRL Car Hacking dataset—became ex-
tremely popular with automotive security researchers.

Lampe and Meng, researchers at the Technical Univer-
sity of Denmark, identified several limitations of existing
open access datasets. In 2023, they curated the can-train-
and-test dataset to better meet the needs of automotive
security researchers [64, 67, 60, 68]. In 2024, Kidmose and
Meng extended can-train-and-test into can-train-
and-test-v1.5, featuring two testing subsets and two new
attacks [54, 61].

In 2019, the Web Engineering and Benchmarking Lab-
oratory at the University of Modena and Reggio Emilia

(UNIMORE) published the UNIMORE Bus-Off dataset
[131, 132], followed in 2022 by the Detecting Attacks to
in-vehicle networks via n-Gram Analysis (DAGA) dataset
[133, 134] and in 2024 by the Ventus dataset [98, 97].

The above-mentioned datasets are open-access and are
available online. For detailed descriptions of the datasets,
see Section 4, and for information on how to access the
datasets, see Section 4.4.

This paper constitutes a deep dive into the HCRL Car
Hacking dataset (hcrl-ch), the HCRL Survival Analysis
dataset (hcrl-sa), can-train-and-test-v1.5 dataset,
the UNIMORE Bus-Off dataset (bus-off), the UNIMORE
DAGA dataset (daga), and the UNIMORE Ventus dataset
(ventus).

By conducting experiments, we “sleuth out” important
characteristics of our input data—e.g., the presence (or ab-
sence) of the timestamp feature, the subdivision (or lack
thereof) of the data field feature. Moreover, we show
that, compared to the HCRL datasets, can-train-and-
test-v1.5 provides much more training and testing data
(as well as specialized testing scenarios) while maintaining
equivalent (if not greater) differentiation power.

Next, we show that, compared to the UNIMORE
datasets, can-train-and-test-v1.5 paints a clearer pic-
ture of an IDS’s true capabilities. For example, can-train-
and-test-v1.5’s testing scenarios can expose an IDS that
has overfitted to a particular vehicle type; none of the UNI-
MORE datasets can. In addition, can-train-and-test-
v1.5 demonstrates more differentiation power than the three
UNIMORE datasets: when evaluated against can-train-
and-test-v1.5, the standard deviation of the models’ F1-
scores was between 0.0271 and 0.0568 greater than the stan-
dard deviations of the models’ F1-scores when evaluated
against the UNIMORE datasets.

Lastly, we leverage the UNIMORE datasets to investi-
gate the impact of train-test interdependence. For all three
UNIMORE datasets, the attack traces were constructed out
of a small number of attack-free traces—either by injecting
or removing CAN messages. Accordingly, if we train an IDS
on these attack-free traces, then the IDS will see the exact
same traces—plus attacks—during testing. We subdivided
each UNIMORE dataset into two sub-datasets: sub-dataset
#1’s training data contains the attack-free traces used to gen-
erate the attack traces found in its testing data, whereas sub-
dataset #2’s training data contains the attack-free traces that
were not used to generate the attack traces found in its test-
ing data. We find that train-test interdependence (i.e., the
conditions of sub-dataset #1) significantly improves the per-
formance of most of our machine learning models. In fact,
for the daga dataset, eight of the sixteen models performed
better, five of the sixteen performed equally well, and only
three performed worse.
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1.1 Research Questions

– RQ1: How does the presence of the timestamp feature
and the format of the data field (intact or subdivided)
impact the performance of different machine learning
models?

– RQ2: How does the newly-published can-train-and-
test-v1.5 dataset compare to the well-established
hcrl-ch and hcrl-sa datasets?

– RQ3: How does can-train-and-test-v1.5 compare
to newer datasets such as bus-off, daga, and ventus?

– RQ4: How does train-test interdependence impact the
performance of different machine learning models?

We developed our research questions in an effort to ad-
dress existing gaps in the automotive intrusion detection
literature. Existing works have experimented with differ-
ent combinations of features and different machine learning
models; however, few studies analyze a large number of di-
verse machine learning models. We evaluated sixteen differ-
ent machine learning models, including both traditional ma-
chine learning and deep learning as well as both supervised
and unsupervised approaches. In addition, we sought to
analyze the newly-published can-train-and-test-v1.5
through the lens of comparison. This comparison, which in-
volves six different datasets, is much more extensive than its
predecessor (Kidmose and Meng’s [54]), which pitted can-
train-and-test against just two datasets.

The separation of research questions RQ2 and RQ3 re-
flects a deliberate methodological choice designed to en-
hance both analytical clarity and comparative depth. While a
comprehensive analysis of all datasets might initially seem
the most thorough approach, such a strategy would neces-
sitate fifteen distinct pairwise comparisons among the six
datasets (HCRL Car Hacking, HCRL Survival Analysis,
can-train-and-test-v1.5, UNIMORE Bus-Off, UNI-
MORE DAGA, and UNIMORE Ventus). This exhaustive
comparison approach would not only consume considerable
space but could potentially obscure key insights beneath an
overwhelming volume of comparative data.

To address these challenges, we adopted a structured
comparative framework centered on the can-train-and-
test-v1.5 dataset. This choice leverages the dataset’s
unique position within the spectrum of automotive intrusion
detection datasets, as it bridges characteristics of both the
HCRL and UNIMORE dataset families. Among all datasets
studied, only can-train-and-test-v1.5 contains the
same four attack types present in HCRL Car Hacking: (1)
Denial of Service, (2) Fuzzing, (3) RPM Spoofing, and (4)
Gear Spoofing. Additionally, like HCRL Survival Analysis,
it contains CAN bus data from multiple vehicles—a charac-
teristic unique to these two datasets. Moreover, can-train-
and-test-v1.5 incorporates suppress attacks, a feature it
shares with the newer UNIMORE Bus-Off and UNIMORE

Ventus datasets but which is absent from the HCRL datasets.
These overlapping characteristics make it an ideal reference
point for comparative analysis.

The separation of these comparisons into distinct re-
search questions serves both practical and analytical pur-
poses. It enables focused, detailed examination of spe-
cific dataset characteristics while maintaining a manage-
able scope for analysis and presentation. Our comparative
strategy allows us to maintain continuity with our previous
research—Kidmose and Meng [54]—while simultaneously
exploring new directions in dataset development.

To answer our research questions, we designed and ex-
ecuted a number of experiments. To address RQ1, we con-
ducted a series of experiments with the timestamp feature,
followed by a series of experiments without the times-
tamp feature. Similarly, to assess the impact of subdividing
the data field feature, we conducted a series of experi-
ments with subdivision, followed by a series of experiments
without subdivision. Next, for RQ2, we evaluated all of our
machine learning models against hcrl-ch, hcrl-sa, and
can-train-and-test-v1.5. We conducted both point by
point comparisons (analyzing each sub-dataset and test-
ing subset individually) and holistic comparisons (analyz-
ing each model’s average performance). To address RQ3,
we evaluated all of our machine learning models against
can-train-and-test-v1.5, bus-off, daga, and ven-
tus, and, as before, we analyzed the results point by point
and holistically. Finally, for RQ4, we divided the three UNI-
MORE datasets into two sub-datasets: one with significant
train-test interdependence; one without.

1.2 Contributions

Our contributions are as follows:

1. To address research questions RQ1, RQ2, RQ3, and
RQ4, we adapt and apply sixteen different machine
learning models to six different automotive intrusion de-
tection datasets.

2. Using our machine learning models, we evaluate the im-
pacts of (1) including or excluding the timestamp fea-
ture and (2) subdividing or not subdividing the data
field feature. By analyzing the performance of each
machine learning model during each scenario, we deter-
mine the ideal scenario for each model.

3. We compare the newly-published can-train-and-
test-v1.5 dataset to two well-established open-access
datasets—the HCRL Car Hacking and Survival Analy-
sis datasets. We demonstrate that the can-train-and-
test-v1.5 dataset contains novel features not available
in either of the HCRL datasets, and we highlight a num-
ber of unique insights the can-train-and-test-v1.5
can provide.
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4. We compare the can-train-and-test-v1.5 dataset
to three newer datasets—the UNIMORE Bus-Off,
DAGA, and Ventus datasets. We demonstrate can-
train-and-test-v1.5’s unique ability to expose
IDSs that have overfitted to a particular vehicle type,
and we highlight the greater authenticity of can-train-
and-test-v1.5’s live, on-the-road attacks vs. the UNI-
MORE datasets’ simulated attacks.

5. We examine the effect of train-test interdependence on
the performance of our machine learning models using
the three UNIMORE datasets. Our results demonstrate
that when the attack traces used for testing were gen-
erated by adding attacks to the attack-free traces used
for training (train-test interdependence), our models per-
formed significantly better than when the attack traces
were generated from attack-free traces not used for train-
ing.

6. We present a systematic vulnerability analysis of eleven
vehicles spanning model years 2011-2024, featuring em-
pirical evidence that CAN bus vulnerabilities persist in
modern vehicles. We evaluate the implications of our
findings in the context of vehicle longevity and the threat
posed by nation-state actors.

1.3 New Contributions

This work substantially extends our previous conference pa-
per with several major new contributions:

1. We have expanded our dataset analysis to include three
additional automotive intrusion detection datasets—
UNIMORE Bus-Off, UNIMORE DAGA, and UNI-
MORE Ventus—complementing our previous analysis
of HCRL Car Hacking, HCRL Survival Analysis, and
can-train-and-test.
(a) Our experimental methodology remains consistent

across both original and new datasets, enabling di-
rect performance comparisons. We apply the same
testing protocols to maintain analytical rigor.

(b) We have thoroughly integrated the new datasets
throughout the paper, including comprehensive cov-
erage in the “Descriptions of Datasets” section, com-
parative analysis in “Comparison of Datasets,” pre-
processing details in “Methodology,” and perfor-
mance evaluation in “Discussion of Results.”

2. We present new research on train-test interdependence,
including experimental evaluation and analysis, using
one of the UNIMORE datasets as our test case.

3. We provide what we believe to be a comprehensive sur-
vey of all existing open-access CAN intrusion detection
datasets, offering a valuable resource for researchers in
this field.

4. We introduce a new “Preliminaries” subsection to our
“Methodology” section. In the new subsection, we ex-
plain our preprocessing strategies in greater detail. In
addition, we explain how each of the features in our fea-
ture evaluation was formatted—or reformatted—before
it was given to our machine learning models as input.

5. We conduct an empirical vulnerability analysis of eleven
vehicles from model years 2011-2024, demonstrating
that CAN bus vulnerabilities persist in modern vehicles.
This new analysis includes successful bidirectional com-
munication with a 2024 model vehicle, revealing that
fundamental architectural weaknesses remain despite re-
cent security advances.

1.4 Paper Organization

The remainder of this paper is organized as follows: Section
2 outlines pertinent background & related work—in partic-
ular, the CAN bus, open-access CAN datasets, and previ-
ous evaluations of CAN datasets. Section 3 details our CAN
bus vulnerability survey. Section 4 describes the hcrl-ch,
hcrl-sa, can-train-and-test-v1.5, bus-off, daga,
and ventus datasets in detail—and provides information on
how to find and access the datasets. In Section 6, we explain
our methodology; then, in Section 7, we present and discuss
our results. In Section 8, we address limitations of our re-
search as well as opportunities for future work. Section 9
concludes our work.

2 Background & Related Work

The rapid digitization of automotive systems has trans-
formed vehicles from mechanical machines to complex,
interconnected electronic networks. This section explores
three critical aspects of automotive network security: Con-
troller Area Network (CAN) bus infrastructure, the open-
access datasets used to study and simulate CAN traffic, and
the methodological approaches for evaluating these datasets,
providing a comprehensive examination of the challenges
and opportunities in understanding and securing modern ve-
hicular communication systems.

2.1 About the CAN Bus

Modern vehicles have evolved from mechanical to elec-
tronic systems, built on a complex network of communica-
tion protocols centered around the decades-old CAN pro-
tocol. CAN remains ubiquitous in part due to regulatory
requirements: in the United States, the CAN bus has been
mandatory for emissions compliance since 2008, ensuring
its continued use despite known security vulnerabilities [67].
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Modern in-vehicle networks typically incorporate multi-
ple communication protocols—Local Interconnect Network
(LIN), FlexRay, automotive Ethernet, and Media Oriented
System Transport (MOST)—creating a layered, intercon-
nected ecosystem [52]. Within this hybrid architecture, CAN
remains a critical protocol for safety-critical communica-
tions, bridging legacy and emerging automotive technolo-
gies (for more information, see Section 3).

Developed by Robert Bosch GmbH in 1983 and stan-
dardized as ISO 11898 in 1993, the CAN protocol was de-
signed to address three core engineering challenges: low
latency, high throughput, and reliability [18, 67]. Its inno-
vative design dramatically simplified vehicle wiring by us-
ing a dual-wire serial bus where every Electronic Control
Unit (ECU) connects to the same two-wire system, enabling
efficient communication through a sophisticated arbitration
scheme [7, 67].

CAN frames follow a structured communication pro-
tocol: each frame contains a start-of-frame marker, an ar-
bitration identifier determining message priority, control
bits, a data length code, a data field (zero to eight bytes),
a cyclic redundancy checksum, an acknowledgment field,
and an end-of-frame marker [66, 67]. While the proto-
col is standardized, implementations remain proprietary—
manufacturers assign unique arbitration IDs and encode dis-
tinct data into CAN frames; as such, automotive research—
especially when it comes to passenger vehicles—may not be
generalizable [18].

Technological evolution has introduced more advanced
CAN variants. In 2011, Bosch released Controller Area Net-
work Flexible Data-Rate (CAN FD), which increased the
bitrate from 1 Mbps to 8 Mbps [9, 109, 52]. Although
CAN FD does not inherently improve security, its higher
bandwidth could support future security enhancements [65].
Bosch is now developing CAN XL, targeting bitrates up to
20 Mbps, with improved scalability to potentially support
advanced security features [65, 52].

11-bit Standard CAN vs. 29-bit Extended CAN. A
critical distinction exists between 11-bit standard CAN and
29-bit extended CAN identifiers. Standard 11-bit CAN,
commonly used in passenger vehicles, offers limited ad-
dressing space, while 29-bit extended CAN provides more
extensive addressing typically used in heavy vehicles such
as trucks and buses. Both formats have demonstrated vulner-
abilities, but research has predominantly focused on 11-bit
CAN [8].

Extended CAN, particularly when implemented via the
SAE J1939 standard, presents heightened security risks.
The standard’s comprehensive specifications simplify attack
development, potentially enabling reconnaissance and ex-
ploitation across a variety of vehicles and industries. Un-
like 11-bit CAN attacks—which often require customization
based on specific make, model, and year—J1939-compliant

29-bit CAN attacks can potentially generalize to any J1939-
compliant vehicle from semi-trucks to farm tractors to city
buses to school buses to garbage trucks [52, 8].

Researchers have demonstrated the practical implica-
tions of these vulnerabilities. Burakova et al. [8] success-
fully executed safety-critical attacks on heavy vehicles—a
Class-8 2006 semi-truck and a 2001 school bus—using pub-
licly available SAE J1939 standard information [8, 150].
They demonstrated comprehensive engine control capabil-
ities, including:

– Inhibiting vehicle acceleration
– Manipulating engine RPMs to potentially destructive

levels
– Disabling engine braking at speeds below 30 miles per

hour

Particularly concerning was the researchers’ ability to
execute several of the attacks without modification across
the two different vehicle types (semi-truck and bus).

To address these challenges, standards bodies are devel-
oping security improvements. SAE International is creating
the CAN FD Network Security J1939-91C standard, which
aims to introduce cryptographic authentication and encryp-
tion to ensure message confidentiality, integrity, and authen-
ticity [87, 11, 65].

Automotive Diagnostics. The CAN bus provides the
communication backbone for automotive diagnostic tech-
nologies, including On-Board Diagnostics (OBD) and Uni-
fied Diagnostic Services (UDS), enabling comprehensive
monitoring, analysis, and maintenance of the complex elec-
tronic systems that control modern vehicles.

On-Board Diagnostics is a standardized self-diagnostic
system mandated for all on-road vehicles in the United
States, primarily designed to monitor vehicle emissions and
engine performance. As a request-response protocol, OBD
utilizes Parameter Identifiers (PIDs)—standardized codes
defined by the SAE J1979 standard—to request specific data
from a vehicle’s Electronic Control Units (ECUs). These
PIDs enable practitioners to extract consistent vehicle sta-
tus information regardless of vehicle make and model.

The OBD communication protocol operates through a
specific addressing system on the CAN bus. External test
equipment typically uses the header 0x7DF to send diagnos-
tic requests, with ECUs typically responding via the header
0x7E8. PIDs are embedded in the data field and enable
queries such as fuel tank level, vehicle speed, or engine
coolant temperature.

In contrast, Unified Diagnostic Services, codified in
ISO-14229, represents an alternative diagnostic communi-
cation protocol over CAN networks. While both UDS and
OBD facilitate automotive diagnostics, they serve distinctly
different purposes. UDS is a more comprehensive diagnos-
tic tool primarily used by technicians at service stations, en-
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abling in-depth interactions with a vehicle’s electronic con-
trol units beyond the emission-focused scope of OBD. The
UDS protocol defines a specific range of identifiers from
0x700 to 0x7FF, which can potentially be targeted by di-
agnostic attacks to acquire sensitive information about ve-
hicles or ECUs [73]. Researchers have documented var-
ious diagnostic attacks exploiting UDS, highlighting the
potential vulnerabilities in these communication protocols
[82, 83, 85, 84, 72, 74, 151].

2.2 Open-Access CAN Datasets

In the succeeding paragraphs, we review relevant related
work, namely, existing open-access CAN datasets—both
attack-free (i.e., “benign”) datasets and intrusion detection
datasets (which contain attacks). Table 1 highlights six
open-access attack-free CAN datasets, while Tables 2 and
3 describe eighteen open-access intrusion detection datasets
(i.e., CAN datasets which contain attacks).

CAN Datasets (attack-free). Though our paper focuses
on intrusion detection datasets, we include these attack-free
datasets because they can provide invaluable supplemental
data to intrusion detection datasets. For example, many in-
trusion detection datasets—including hcrl-ch, bus-off,
daga, and ventus—-contain data from only one vehicle.
When a machine learning IDS is trained against one of these
datasets, it can overfit to one vehicle type.

Suppose we are using the daga dataset to train and test a
machine learning IDS. Since daga contains data from only
one vehicle (a 2016 Volvo V40 Kinetic), the IDS could over-
fit to that specific vehicle. We would not be able to detect this
type of overfitting during testing, either, since daga only has
one vehicle available for both training and testing. However,
if we were to add supplemental data from one of the datasets
in Table 1 to daga’s training data, we could mitigate over-
fitting during the training phase. Additionally, if we were to
add supplemental to daga’s testing data, we would have a
chance to detect overfitting issues; an overfitted IDS would
likely produce false positives when analyzing supplemental
data from a different vehicle.

Moreover, some machine learning IDSs, e.g., some au-
toencoders, train exclusively on attack-free data in order
to detect anomalies during the testing phase. By encoding
and decoding data, autoencoders are trained to efficiently
encode—or compress—data while minimizing the recon-
struction error [65, 23]. An autoencoder-based IDS would
train on normal CAN traffic until reconstruction error is
minimized. During the testing phase, if the autoencoder en-
counters normal CAN traffic, the reconstruction error will
be minimal. If, however, the autoencoder encounters attack
traffic, the reconstruction error with be significant, and the
IDS will report an attack [65]. Alkhatib et al. [2] leveraged

this strategy to detect attacks in automotive Ethernet net-
works.

To date, a limited number of publicly available datasets
containing exclusively attack-free (benign) CAN bus traf-
fic have been identified in the literature [67]. These datasets
provide researchers—and machine learning models—with
an essential baseline reference for normal CAN traffic, sup-
porting empirical research, intrusion detection system devel-
opment, and CAN protocol enhancements.

The 2017 CrySyS Lab CAN dataset (CrySyS CAN) [59]
contains attack-free raw CAN traffic captured during spe-
cific driving scenarios—such as lane changes and speed ad-
justments. Notably, a separate tool—CAN log infector—
was published alongside CrySyS CAN. The tool allows re-
searchers to simulate attacks using the attack-free data. In
contrast, the 2019 AEGIS Big Data Project Automotive
CAN Bus dataset (AEGIS) [44] provides signal data and
global positioning system (GPS) information, but no raw
CAN data.

The Reverse Engineering CAN Bus dataset (ReCAN)
[155, 154] and the University of Turku’s Heavy-Duty Truck
CAN Bus dataset (Truck CAN) [142] both significantly con-
tribute to automotive network research by providing 29-bit
extended CAN data, a format predominantly used in com-
mercial and heavy vehicles, such as buses, trucks, and trac-
tors. ReCAN provides data from passenger vehicles and
commercial trucks, while Truck CAN focuses exclusively
on the Renault T520 6X2, a heavy truck. Collectively, they
address a critical gap in existing CAN data resources (for
a detailed explanation of 11-bit and 29-bit CAN arbitration
identifiers, see Section 2.1).

Researchers investigating automotive diagnostics, CAN
bus reconnaissance, and automotive reverse engineering will
find both the HCRL CAN Signal Extraction and Transla-
tion dataset and the CAN-Modes dataset to be invaluable
resources. The HCRL CAN Signal Extraction and Transla-
tion dataset (HCRL SET) [129] was specifically designed
for signal extraction research. Comprising 40 CAN traffic
logs, the dataset was collected by periodically sending OBD
queries under controlled driving conditions. Each log file is
uniquely identified by the PID used during traffic collection.
The CAN-Modes dataset provides both CAN traffic data and
OBD data from three different vehicle models: a Chevrolet
Cruze, a Volkswagen Gol G6, and a Ford Fiesta.

Both datasets focus on vehicle diagnostic data, utilizing
the standard OBD PID framework defined by SAE J1979.
The datasets differ in data presentation: HCRL SET cap-
tures OBD responses within the raw CAN traffic, while
CAN-Modes offers both raw CAN logs and dedicated OBD-
specific files. The CAN-Modes dataset uniquely provides
decoded OBD responses, enabling direct interpretation of
vehicle parameters such as fuel tank level and vehicle speed
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Table 1: CAN Datasets (attack-free)1

Date2 Name Acronym Data source3 11-bit or
29-bit?

References

10 Oct. 2017 CrySyS Lab CAN dataset CrySyS
CAN

Vehicle in motion 11-bit CrySyS Lab [59]

03 Jul. 2019 AEGIS Big Data Project Auto-
motive CAN Bus dataset

AEGIS
CAN

Vehicle in motion—passenger
vehicle

N/A—
signal
data only

Kaiser, Stocker, and
Festl [44]

21 Jul. 2020 HCRL CAN Signal Extraction
and Translation dataset

HCRL
SET

Vehicle in motion—2010 model 11-bit Song and Kim [129,
128]

07 Feb. 2020 Reverse Engineering CAN Bus
dataset

ReCAN Vehicle in motion—Alfa
Romeo Giulia Veloce, Opel
Corsa, Mitsubishi Fuso Canter,
Isuzu M55, Piaggio Porter
Maxi

Both Zago et al. [155, 154]

31 May 2021 Heavy-Duty Truck CAN Bus
dataset

Truck
CAN

Vehicle in motion—Renault
T520 6X2

29-bit University of Turku
[142]

13 Dec. 2024 CAN-Modes dataset CAN-
Modes

Vehicle in motion—Chevrolet
Cruze, Volkswagen Gol G6,
Ford Fiesta

11-bit Dos Santos Roque, Da
Silva Alves, and de
Freitas [112, 111, 110]

1 In addition to our own analysis of these datasets, we synthesized details from the following sources: [67, 64, 146, 103, 143] and [152].
2 When available, the “date” column contains the publication date of the earliest peer-reviewed article introducing the dataset. If no peer-

reviewed article is available, we use the date of the earliest preprint or the date the dataset was uploaded or published.
3 When describing a data source, we use the term “vehicle in motion” to refer to a vehicle that was driving while the data was collected (e.g.,

on a public road, on a closed course, on a dynamometer). Data collected from a “vehicle in motion” is generally superior to data collected
from a stationary vehicle, as a life-threatening attack would typically occur while the vehicle was in motion.

(for a detailed explanation of the OBD PID framework, see
Section 2.1).

CAN Intrusion Detection Datasets. The advantages of
enriching an intrusion detection dataset with supplemen-
tal data from attack-free CAN traffic (Table 1) can also be
achieved through strategic combinations of multiple intru-
sion detection datasets (Tables 2 and 3). Such combinations
provide ample normal traffic and allow practitioners to lever-
age diverse attack scenarios.

Each intrusion detection dataset contains a finite quan-
tity of data collected from one or more vehicles (and/or
testbeds). By combining two or more datasets, practition-
ers could train an IDS on multiple vehicles and expose the
IDS—during training, testing, or both—to a wider range of
attacks. To leverage multiple datasets, practitioners could
consolidate two or more datasets into one superset—one
superdataset—as a preprocessing step. Alternatively, prac-
titioners could train an IDS on the first dataset, then the sec-
ond dataset, and so on. Once the IDS was trained, they could
test in the same manner—one by one.

Unfortunately, practitioners who wish to leverage mul-
tiple datasets to train and test an IDS will encounter some
roadblocks. For example, many of the datasets in Tables 2
and 3 are unlabeled; that is, the individual samples are not la-
beled (e.g., “benign” and “attack,” or “0” and “1”). As such,
practitioners who wish to use them for supervised learning
will need to manually label them. Some datasets—e.g., the
CrySyS dataset of CAN traffic logs containing fabrication
and masquerade attacks (CrySyS Attack) [20, 19, 21] and

the Real ORNL Automotive Dynamometer CAN intrusion
dataset (ROAD) [146, 145]—provide metadata to help prac-
titioners identify where the attackers are; however, using this
metadata to label the attacks is easier said than done. We
downloaded and reviewed all the datasets listed in Tables 2
and 3 to determine which ones to use for the comparison
and analysis presented in this paper. Ultimately, we chose
to include only pre-labeled datasets. We leave labeling and
evaluating the unlabeled datasets to future work (see Section
8.2).

Sami et al.’s ML350 CAN Bus dataset (ML350 CAN)
[114, 113] is labeled; however, it lacks timestamps. We use
the timestamp feature in our feature evaluation (Section 6.2)
and as an input to all of our machine learning models. We
wanted our comparison to be consistent—all datasets should
include timestamps that our machine learning models can
use during training and testing. Therefore, we opted not to
use the ML350 CAN dataset.

While our comparative analysis focuses on the HCRL
Car Hacking and HCRL Survival Analysis datasets, we ex-
amined a number of additional HCRL datasets for com-
pleteness, including the HCRL In-Vehicle Network Intru-
sion Detection Challenge, HCRL Attack & Defense, HCRL
X-CANIDS, HCRL CAN-FD Intrusion, HCRL M-CAN In-
trusion, and HCRL B-CAN Intrusion datasets.

The HCRL In-Vehicle Network Intrusion Detection
Challenge dataset (HCRL IVN ID) [35] shares similarities
with the HCRL Survival Analysis dataset discussed in Sec-
tion 4.1, utilizing the same three vehicles (Chevrolet Spark,
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Table 2: CAN Intrusion Detection Datasets1,2

Date3 Name Acronym Data source4 Attack
types

Labels?5 References

07 Jun. 2016 Simulated CAN Bus dataset Sim CAN Testbed 1 No Kang and Kang [49,
48]

30 Aug. 2017 HCRL CAN dataset HCRL
CAN

Vehicle—Kia Soul6 3 No Lee, Jeong, and Kim
[70, 69]

30 Aug. 2018 HCRL Car-Hacking dataset HCRL CH Vehicle in motion—
Hyundai YF Sonata7

4 Yes Seo, Song, and Kim
[123, 122]; Song,
Woo, and Kim [130]

10 Oct. 2018 HCRL Survival Analysis
dataset

HCRL SA Vehicle in motion—2015
Chevrolet Spark, 2010
Hyundai YF Sonata, 2015
Kia Soul

3 Yes Han, Kwak, and Kim
[33, 34]

25 Sep. 2019 Bus-Off dataset Bus-Off Vehicle in motion—2016
Volvo V40 Kinetic

2 Yes Stabili and Marchetti
[131, 132]

14 Nov. 2019 TU Eindhoven CAN bus in-
trusion dataset v2

TU CAN
v2

Testbed, Vehicle in
motion—Opel Astra,
Renault Clio

5 No Dupont et al. [14]

22 Nov. 20198 HCRL In-Vehicle Network
Intrusion Detection Chal-
lenge dataset

HCRL
IVN ID

Stationary vehicle—
Chevrolet Spark, Hyundai
Sonata, Kia Soul

4 Yes Han, Kwak, and Kim
[35]

23 Mar. 2020 Synthetic CAN Bus dataset SynCAN Testbed 5 No Hanselmann et al.
[36, 86]

03 Nov. 2020 ML350 CAN Bus dataset ML350
CAN

Vehicle in motion—
Mercedes ML350

2 Yes Sami et al. [114,
113]

25 Feb. 2021 HCRL Attack & Defense
Challenge dataset

HCRL
A&D

Vehicle in motion—2020
Hyundai Avante CN79

4 Yes Kang et al. [45, 47,
46]

202210 HCRL CAN-FD Intrusion
Dataset

HCRL
CAN-FD

Vehicle in motion—2021
Genesis G8011

3 Yes Kim [56]

202210 HCRL M-CAN Intrusion
Dataset

HCRL
M-CAN

Vehicle in motion—Genesis
G8011

2 Yes Kim [57]

202210 HCRL B-CAN Intrusion
Dataset

HCRL
B-CAN

Vehicle in motion—Genesis
G8011

2 Yes Kim [55]

1 In addition to our own analysis of these datasets, we synthesized details from the following sources: [67, 64, 146, 103, 143] and [152].
2 For datasets with raw CAN frames, only 11-bit standard identifiers are used; no publicly available CAN intrusion detection datasets using

29-bit extended CAN identifiers were found.
3 When available, the “date” column contains the publication date of the earliest peer-reviewed article introducing the dataset. If no peer-

reviewed article is available, we use the date of the earliest preprint or the date the dataset was uploaded or published.
4 When describing a data source, we use the term “vehicle in motion” to refer to a vehicle that was driving while the data was collected (e.g., on

a public road, on a closed course, on a dynamometer). Data collected from a “vehicle in motion” is generally superior to data collected from a
stationary vehicle, as a life-threatening attack would typically occur while the vehicle was in motion.

5 If individual samples (i.e., individual CAN frames) are pre-labeled as “benign” or ”attack,” then the dataset meets our “labels” criterion. A
dataset that provides metadata to identify the attacks does not meet this criterion, since practitioners would need to label the data themselves.

6 We were unable to determine whether the vehicle was in motion or stationary.
7 Attack-free data was collected while the vehicle was in motion; attack data was collected while the vehicle was stationary [103, 146].
8 We could not find a publication date for the dataset. While the HCRL website references a journal article, it pertains to the Survival Analysis

dataset rather than the In-Vehicle Network Intrusion Detection Challenge dataset. We have used the date of the final competition in the “In-
vehicle Network Intrusion Detection” track [32], as we assume that once the competition was over, the dataset could be made public.

9 Some attacks were conducted on a vehicle in motion; others were either conducted while the vehicle was stationary or were simulated (due to
safety concerns).

10 We could not find a publication date for the dataset. The attack-free driving data was collected in 2022.
11 The attack-free data was collected from a real vehicle; the attack data was simulated from the attack-free data.

Hyundai Sonata, Kia Soul) and incorporating three identi-
cal attack types (DoS, fuzzing, malfunction) plus one ad-
ditional attack type (replay). While HCRL IVN ID offers
a larger sample size—over 9 million samples compared to
under 2 million in HCRL Survival Analysis [35]—several
limitations led us to select HCRL Survival Analysis for our
research. First, HCRL IVN ID is limited to stationary ve-

hicle data [35], whereas HCRL Survival Analysis includes
dynamic driving data [33, 34]. The distinction is significant:
stationary data predominantly consists of null values (zero
RPMs, zero speed) with minimal ECU activity, while dy-
namic driving data captures the full range of vehicle op-
erations with all ECUs active, providing a more compre-
hensive representation of real-world conditions. Moreover,
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Table 3: CAN Intrusion Detection Datasets (continued)1,2

Date3 Name Acronym Data source4 Attack
types

Labels?5 References

11 May 2022 Transmission-Resuming
Time-Based Intrusion Detec-
tion System dataset

TTIDS Vehicle in motion—two dif-
ferent vehicles

1 Yes Lee et al. [72, 74]

13 Jul. 2022 Detecting Attacks to in-
vehicle networks via n-Gram
Analysis dataset

DAGA Vehicle in motion—2016
Volvo V40 Kinetic6

6 Yes Stabili et al. [133,
134]

13 Oct. 2023 can-train-and-test
dataset

CT&T Vehicle in motion—2011
Chevrolet Impala, 2011
Chevrolet Traverse, 2016
Chevrolet Silverado, 2017
Subaru Forester7

9 Yes Lampe and Meng
[64, 67, 60, 68]

24 Oct. 2023 HCRL X-CANIDS Dataset
(In-Vehicle Signal Dataset)

HCRL X-
CANIDS

Vehicle in motion—2017
Huyndai LF Sonata e-VGT6

5 Yes Jeong et al. [43, 42]

15 Dec. 2023 CrySyS dataset of CAN traf-
fic logs containing fabrica-
tion and masquerade attacks

CrySyS
Attack

Vehicle in motion—2006
model6,8,9

2 No Gazdag, Ferenc, and
Buttyán [20, 19, 21]

22 Jan. 2024 Real ORNL Automotive Dy-
namometer CAN intrusion
dataset

ROAD Vehicle in motion—mid-
2010s model

1010 No Verma et al. [146,
145]

26 Feb. 2024 CAN-MIRGU dataset CAN-
MIRGU

Vehicle in motion—2016
electric vehicle

7-1811 Yes Rajapaksha et al.
[106, 104, 105]

14 May 2024 Ventus dataset Ventus Vehicle in motion—2016
Volvo V40 Kinetic6

2 Yes Pollicino, Stabili,
and Marchetti
[98, 97]

06 Jun. 2024 can-train-and-test-v1.5
dataset

CT&T
v1.5

Vehicle in motion—2011
Chevrolet Impala, 2011
Chevrolet Traverse, 2016
Chevrolet Silverado, 2017
Subaru Forester7

11 Yes Kidmose and Meng
[54, 61, 64, 67]

1 In addition to our own analysis of these datasets, we synthesized details from the following sources: [67, 64, 146, 103, 143] and [152].
2 For datasets with raw CAN frames, only 11-bit standard identifiers are used; no publicly available CAN intrusion detection datasets using

29-bit extended CAN identifiers were found.
3 When available, the “date” column contains the publication date of the earliest peer-reviewed article introducing the dataset. If no peer-

reviewed article is available, we use the date of the earliest preprint or the date the dataset was uploaded or published.
4 When describing a data source, we use the term “vehicle in motion” to refer to a vehicle that was driving while the data was collected (e.g., on

a public road, on a closed course, on a dynamometer). Data collected from a “vehicle in motion” is generally superior to data collected from a
stationary vehicle, as a life-threatening attack would typically occur while the vehicle was in motion.

5 If individual samples (i.e., individual CAN frames) are pre-labeled as “benign” or ”attack,” then the dataset meets our “labels” criterion. A
dataset that provides metadata to identify the attacks does not meet this criterion, since practitioners would need to label the data themselves.

6 The attack-free data was collected from a real vehicle; the attack data was simulated from the attack-free data.
7 Some attacks were conducted on a vehicle in motion; others were either conducted while the vehicle was stationary or were simulated (due to

safety concerns).
8 The metadata describes the vehicle as a “2006 middle class vehicle” [21].
9 The fabrication attack was simulated via a physical testbed; the masquerade attack was simulated via software [20, 19, 21].
10 33 attack traffic captures; 10 unique attacks—a fuzzing attack, four different spoofing attacks, four different masquerade attacks, and an

accelerator attack [67].
11 Attack types can be categorized broadly (7 types: DoS, fuzzing, replay, spoofing, suspension, masquerade, and multiple) or granularly (18

types when counting unique spoofing variants) [106, 104, 105].

we would generally expect life-threatening cyberattacks to
occur while the vehicle is in motion; turning the steering
wheel 180 degrees while the vehicle is idling would not
endanger anyone, but at 75 miles per hour, it could be a
death sentence. Additionally, HCRL IVN ID’s documen-
tation presents challenges; attack types are clearly labeled
in “train” directories but not in “release” directories, which
use generic nomenclature (e.g., “File 1.csv”). Given these
considerations, we opted for the HCRL Survival Analysis

dataset, which provides comprehensive documentation both
on the HCRL website and in a peer-reviewed journal article.

The HCRL Attack & Defense dataset (HCRL A&D) [45,
47, 46] contains all of the data features we require, namely,
(1) timestamp, (2), arbitration ID, (3) data field, and (4) la-
bels. However, it is quite similar to the HCRL Car-Hacking
dataset and the HCRL Survival Analysis dataset—which we
already included in our comparison. HCRL A&D includes
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the following attacks: (1) flooding, (2) fuzzing, (3) replay,
and (4) spoofing. These attacks overlap the attacks avail-
able in hcrl-ch and hcrl-sa (see Section 4.1). Moreover,
HCRL A&D’s attack-free data is quite limited [103]; only
two files/traces contain purely attack-free traffic—Pre -
train S 0.csv and Pre train D 0.csv, (180,687 lines
and 179,347 lines, respectively) [45, 47, 46]. The 360,034
attack-free samples might not be enough to properly train
a machine learning model—a problem shared by hcrl-sa
(see Section 4.1).

As with HCRL A&D, the HCRL X-CANIDS dataset
[43, 42] contains all of the required data—timestamps, ar-
bitration IDs, data fields, and labels. It provides both raw
CAN data and signal data. Signals are meaningful pieces
of information encoded into CAN messages. Signal data is
easier for human practitioners to understand and leverage,
and it can prove highly beneficial to IDSs. The AEGIS Big
Data Project Automotive CAN Bus (AEGIS CAN) dataset
[44], the Reverse Engineering CAN Bus (ReCAN) dataset
[155, 154], the Synthetic CAN Bus (SynCAN) dataset
[36, 86], and the ROAD dataset [146, 145] all provide signal
data (note that signal data can vary significantly in format
and degree of “decoding”) [67].

In this paper, we limit our comparison to raw CAN
data, not signal data. Hence, when we reviewed HCRL
X-CANIDS, we focused on the raw CAN data stored in
Apache Parquet files. Similar to the UNIMORE Bus-off,
DAGA, and Ventus datasets (see Section 4.3), the attack
traces in the HCRL X-CANIDS were generated by syn-
thetically adding attacks to attack-free data. Jeong et al.
[43, 42] explain that they conducted attacks during the pe-
riod 480-1440 (half the length of the capture), to create
“label-balanced” data. However, in a realistic scenario, the
data would not be balanced; in fact, it would be extremely
imbalanced. An hour of driving will generate several mil-
lion CAN messages. Drivers spend hours upon hours on the
road—all without incident. Thus, an automotive IDS should
be designed with extreme class imbalance in mind. In this
regard, the DAGA and Ventus datasets—which are already
included in our comparison—are much more realistic (see
Section 5.3).

Three HCRL datasets were generated from a Gene-
sis G80 vehicle driven in loops around Korea University
in 2022: the CAN-FD Intrusion dataset (HCRL CAN-FD)
[56], the M-CAN Intrusion dataset (HCRL M-CAN) [57],
and the B-CAN Intrusion dataset (HCRL B-CAN) [55].
Data for the HCRL CAN-FD dataset was collected dur-
ing a dedicated driving session, whereas HCRL M-CAN
and HCRL B-CAN share data from a single (approxi-
mately) one-hour driving sequence. All three datasets main-
tain consistent field structures—timestamp, arbitration ID,
data length code, data field—though they differ in labeling

conventions: HCRL CAN-FD denotes normal/attack mes-
sages with R/T while the others use 0.0/1.0.

The HCRL CAN-FD dataset particularly notable as
the first publicly available CAN intrusion detection dataset
featuring the Controller Area Network Flexible Data-Rate
(CAN FD) protocol. Introduced by Bosch in 2011, CAN
FD enhanced the original protocol by increasing the bitrate
from 1 Mbps to 8 Mbps and expanding the data field capac-
ity from 8 to 64 bytes [9, 109, 52] (for more information
about CAN FD, see Section 2.1). While HCRL CAN-FD
includes three attack types—flooding (i.e., DoS), fuzzing,
and malfunction—it notably lacks an attack-free trace, lim-
iting its utility for IDS training and development. In contrast,
HCRL M-CAN and HCRL B-CAN provide both attack-
free and attack traces, though they implement only DoS and
fuzzing attacks. Although all three datasets were collected
from a Genesis G80, only HCRL CAN-FD captures CAN
FD data, presumably because CAN FD is implemented al-
most exclusively on high-priority, safety-critical CAN sub-
networks.

HCRL M-CAN and HCRL B-CAN focus on specific
CAN subnetworks: M-CAN handles navigation and mul-
timedia systems [57], while B-CAN manages low-priority
functions such as body control module (BCM) lights, power
windows, and smart key modules. These specialized datasets
were excluded from our analysis for two reasons: first, they
represent isolated subnetworks rather than comprehensive
vehicle communications, and second, they primarily cover
non-safety-critical systems where security breaches, while
problematic, pose limited physical risk. Additionally, the
CAN FD protocol exceeds the scope of our research, as our
machine learning models were designed for classical CAN’s
8-byte data fields, and cross-protocol comparisons could in-
troduce confounding variables in our analysis.

Lee et al.’s Transmission-Resuming Time-Based Intru-
sion Detection System dataset (TTIDS) [72, 74] represents
a significant advancement in automotive security research
as, to our knowledge, it is the first to provide CAN bus data
from masquerade attacks on real vehicles using bus-off and
Unified Diagnostic Services (UDS) attacks [73]. Unlike pre-
vious datasets that relied on programmatic simulation, such
as can-train-and-test-v1.5 [54, 61, 64, 67], TTIDS is
composed of real attacks on real vehicles: Lee et al. [72]
suspended specific Electronic Control Units (ECUs) and in-
jected malicious CAN messages at the original transmission
frequency [73].

While this approach offers higher fidelity than simu-
lated attacks, several limitations warrant consideration. The
dataset focuses exclusively on masquerade attacks, and the
vehicle’s operational state during data collection is not spec-
ified in the documentation. However, given that diagnos-
tic sessions typically require vehicles to be either station-
ary or moving below ten miles per hour [82]—with many
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ECUs refusing to enter diagnostic mode while the engine
is running [85]—it is reasonable to assume the diagnostic
masquerade attacks were conducted on a stationary vehicle.
This assumption, if true, leads to fidelity trade-offs: while at-
tacks on real vehicles provide more authentic data, they may
not fully represent attacks during actual driving conditions,
which simulated attacks (on driving traces) can approxi-
mate. As demonstrated by Miller and Valasek [85, 84], a
complete real-world attack typically proceeds in phases: first
initiating a diagnostic session while the vehicle is stationary
or moving slowly, then beginning the ECU reprogramming
process (which effectively disables the ECU by erasing its
firmware), and finally executing the masquerade attack as
the vehicle resumes normal operation. Since Lee et al. do not
mention reprogramming and permanently disabling ECUs
[72, 73], we assume they captured only the stationary phase.
The utility of the TTIDS dataset is further limited by data
availability issues: the version linked in the paper (acces-
sible via Google Forms) contains only attack traffic [71],
while the GitHub repository provides only attack-free idling
data, despite documentation indicating that attack-free driv-
ing data should be included [74].

The CAN-MIRGU dataset [106, 104, 105] provides a
comprehensive collection of attacks on a 2016 electric ve-
hicle. The dataset includes multiple attack types: denial of
service (DoS), fuzzing, replay, spoofing, suspension (i.e.,
“suppress”), masquerade, and multiple attacks. While some
attacks produced minimal effects, others, such as the gear
shifting attacks, had serious consequences, such as stiff-
ening or loosening the steering wheel. These attacks were
conducted with the autonomous driving mode deactivated,
which may limit the dataset’s real-world representativeness.

CAN Voltage Datasets. While beyond the primary
scope of our investigation, two notable datasets—the SIM-
PLE dataset [17, 16] and the ECUPrint dataset [100, 29,
99]—offer valuable CAN voltage measurements that may
be of interest to researchers developing multi-layer intru-
sion detection systems. A multi-layer IDS analyzes multiple
communication layers simultaneously, detecting anomalies
in both CAN message content and physical voltage char-
acteristics to identify attacks that might escape single-layer
monitoring.

The SIMPLE dataset, collected by Foruhandeh et al.,
captures CAN bus voltage samples from two vehicles—a
2011 Subaru Outback and a 2016 Nissan Sentra—using a
Tektronix DPO 3012 oscilloscope connected via the On-
Board Diagnostics port [17, 16]. These voltage measure-
ments have been utilized in research on physical-layer intru-
sion detection, including studies on ECU identification and
masquerade attack detection [125]. The ECUPrint dataset
provides an even more comprehensive collection, featuring
voltage and clock skew data from 54 Electronic Control
Units (ECUs) across ten vehicles, including nine cars and

one tractor [100, 29, 99]. By capturing physical characteris-
tics such as mean voltage, maximum voltage, clock skew,
and plateau time, these datasets offer researchers unique
insights into potential physical-layer CAN intrusion de-
tection methodologies that extend beyond traditional CAN
message-based analysis.

2.3 Evaluations of CAN Datasets

This section reviews existing literature evaluating open-
access CAN intrusion detection datasets, focusing on com-
parative analyses and the development of assessment crite-
ria.

In 2019, Al-Jarrah et al. [90] conducted a system-
atic review of intrusion detection systems (IDSs) for in-
vehicle networks (IVNs), analyzing 42 research works in the
field. Their findings revealed that, when evaluating proposed
IDSs, 50% of studies leveraged real vehicle data, 26% relied
on simulated data, and 24% failed to acknowledge their data
sources. Regarding attack types, 69% of works focused on
replay and/or message injection attacks, 26% on message
tampering, 17% on DoS, 10% on malware attacks injecting
malicious messages into the CAN bus, 7% on masquerade
attacks, and 29% on others (or no attack types in particular).
The survey highlighted a significant gap: the lack of pub-
licly available CAN intrusion detection benchmark datasets
for automotive IDS research.

Wu et al. [152] provided a complementary survey focus-
ing on IDS approaches and available datasets. They classi-
fied 20 different in-vehicle IDSs into four categories: finger-
printing, parameter monitoring, information-theoretic, and
machine learning. They found that machine learning-based
IDSs outperformed non-learning IDSs at detecting unknown
attacks but faced computational challenges. At the time of
Wu et al.’s publication, just two open-access CAN intru-
sion detection datasets were widely known and available:
the Simulated CAN Bus dataset (Sim CAN) [49, 48] and
the HCRL CAN dataset [70, 69]. Notably, both datasets are
unlabeled, significantly limiting their utility for IDS appli-
cations, particularly the machine learning approaches that
showed promise in detecting novel attacks.

In 2021, Swessi and Idoudi [135] conducted a compara-
tive analysis of datasets for both in-vehicle and inter-vehicle
networks, examining their suitability for IDS development
and evaluation. They established eleven fundamental met-
rics for assessing automotive intrusion detection datasets:

– Availability
– Large volume of data
– Real traces
– Labeled data
– Feature set
– Diversity of attacks
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– Diversity of vehicles
– Attack severity
– Complete traffic
– Complete documentation
– Network configuration

Based on these criteria, they recommended the HCRL
Survival Analysis dataset (HCRL SA) [33, 34] and the Real
ORNL Automotive Dynamometer CAN intrusion dataset
(ROAD) [146, 145]. However, they noted limitations of
both: HCRL SA demonstrated low attack severity, while
ROAD lacked vehicle diversity and normal/attack labels.
Multiple researchers [103, 146, 73] have since uncovered
additional deficiencies in HCRL SA, including inconsisten-
cies in attack implementations and documentation discrep-
ancies, ultimately challenging its suitability for meaningful
intrusion detection system evaluation.

Karopoulos et al. [50] conducted a meta-analysis of ex-
isting surveys on in-vehicle network intrusion detection,
proposing a unified IDS taxonomy based on location, type,
layering, and reaction type. The authors emphasized the crit-
ical role of datasets and simulators in IDS development, as
these resources provide the foundational data necessary for
training and validation. Their analysis of available datasets
highlighted a significant challenge: while CAN datasets are
numerous, they lack diversity in vehicle makes and models,
limiting their utility for developing robust IDSs.

The authors review several of the datasets discussed in
Section 2.2, though their dataset naming conventions often
diverge from established literature. For instance, their des-
ignation of the HCRL Attack & Defense Challenge dataset
[45, 47, 46] as “Car Hacking Dataset v2” contradicts both
the official naming on HCRL’s website and IEEE Dataport
(“Car Hacking: Attack & Defense Challenge 2020 Dataset”)
and common literature citations [103, 73, 67]. Their analysis
also contains technical inaccuracies, such as misidentifying
the CL2000 CAN data logger as a Mercedes model when
discussing the ML350 CAN Bus dataset [114, 113].

Karopoulos et al. concluded that while CAN intrusion
detection datasets were abundant, they had two fundamental
limitations: (1) lack of diversity—with respect to network
technology—and (2) inadequate data volume—especially
for the development and evaluation of machine learning
IDSs. The authors offer no specific recommendations re-
garding publicly available CAN intrusion detection datasets.

In 2022, Vahidi, Rosenstatter, and Mowla [143] con-
ducted a comprehensive analysis of data readiness across
both in-vehicle and inter-vehicle network datasets. They
developed quantifiable metrics organized into hierarchical
bands ranging from C to AAA, with weighted scoring cri-
teria. Their evaluation framework encompasses sixteen met-
rics distributed across four bands:

– C

– Dataset documentation
– Objective
– Parseability
– Dataset age

– B
– Format correctness and consistency
– Dataset size
– Completeness
– Label inclusion and correctness

– A
– Class balance
– Attack documentation
– Security coverage
– Attack realism

– AA
– Dataset realism and diversity
– Feature context and documentation
– Difficulty
– Transformation and anonymization

– AAA
– N/A

Their analysis revealed significant limitations in exist-
ing datasets. Notably, they demonstrated the potential brit-
tleness of IDS systems trained on the HCRL Car Hacking
dataset: when an IDS is trained against the HCRL Car Hack-
ing dataset’s DoS attack trace, which uses an arbitration ID
of “000,” and then is tested against the same DoS attack
trace but with a slightly different high-priority arbitration
ID, “002,” then performance is substantially degraded.

Among the evaluated IVN datasets, only one achieved
Band A classification, with none reaching Bands AA or
AAA. While specific dataset ratings were not disclosed,
their assessment identified four critical shortcomings: (1)
insufficient documentation regarding context, attack types,
and attacker capabilities; (2) inadequate labeling that lim-
its IDS applications; (3) unrealistic attack scenarios; and (4)
unrepresentative data collection, typically limited to CAN
bus traffic captured from diagnostic ports that may not re-
flect complete network behavior due to, e.g., gateways, fire-
walls, and proxies.

Two datasets mentioned in their survey, “Bi2022” [3]
and “Hisingen,” are excluded from our analysis due to
availability issues. The “Bi2022” dataset, formerly hosted
at http://49.232.218.41:8000/data.zip, is no longer
available, and extensive searches have not yielded alterna-
tive sources. The “Hisingen” dataset appears to originate
from an unpublished project report. As our research focuses
exclusively on publicly accessible CAN bus traffic datasets,
these datasets fall outside our scope of analysis.

In 2023, Lee et al. [73] conducted a comprehen-
sive evaluation of CAN intrusion detection datasets that
closely parallels our research methodology. Their study as-
sessed six machine learning models—four traditional (Naive

http://49.232.218.41:8000/data.zip
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Bayes, Decision Tree, Stochastic Gradient Descent, Ran-
dom Forest) and two deep learning models (Deep Con-
volutional Neural Network, Long Short-Term Memory)—
against five distinct attack types sourced from multiple
datasets. While their approach shares methodological sim-
ilarities with ours, our analysis is more extensive, encom-
passing sixteen machine learning models evaluated against
six different datasets, providing a broader comparative
framework for assessing CAN intrusion detection datasets.

Lee et al.’s study encompassed two classes of attacks:
masquerade attacks (diagnostic and bus-off variants) from
the Transmission-Resuming Time-Based Intrusion Detec-
tion System dataset (TTIDS) [72, 74], and network attacks
(DoS, fuzzing, and spoofing) likely sourced from the HCRL
Car Hacking dataset [123, 122, 130] and/or the HCRL At-
tack & Defense Challenge dataset [45, 47, 46]. Their find-
ings revealed significant performance disparities across at-
tack types:

– DoS attacks were detected with near-perfect accuracy
(F1-scores: 0.9999–1.0000).

– Fuzzing attacks saw moderate to high detection success
(F1-scores: 0.4787–0.9890).

– Spoofing attacks were the most challenging to detect
(F1-scores: 0.0000–0.0459).

– Masquerade attacks saw intermediate detection rates,
with F1-scores of 0.1315–0.6674 for the diagnostic vari-
ant and 0.1506–0.7168 for the bus-off variant.

These findings noticeably diverge from previous re-
search. Lampe and Meng’s survey [65] reported consistently
high performance by similar IDSs pitted against the HCRL
Car Hacking dataset (HCRL CH). For instance, Yang et al.
[153] achieved average F1-scores of 0.999 on HCRL CH us-
ing Decision Tree and Random Forest models, while Alfar-
dus and Rawat [1] reported perfect detection (F1-score: 1.0)
across all attack categories with a Random Forest model.
This discrepancy is particularly significant given Rajapak-
sha et al.’s [103] analysis, which revealed that attacks in
HCRL CH exhibit distinct arbitration ID frequency pat-
terns, making them readily detectable using frequency- or
sequence-based detection methods. The performance dis-
parity might be attributed to Lee et al.’s potential use of
the HCRL Attack & Defense Challenge dataset, either ex-
clusively or in conjunction with HCRL CH, for the DoS,
fuzzing, and spoofing attacks.

In addition to their comparative analysis, Lee et al. [73]
established a comprehensive framework of qualitative and
quantitative metrics for evaluating automotive intrusion de-
tection datasets:

– Qualitative Metrics
– Dataset Documentation. The dataset must include

comprehensive documentation detailing its charac-

teristics and intended applications to enable proper
assessment and utilization.

– Dataset Collection Environment. This metric eval-
uates data fidelity by distinguishing between syn-
thetic (simulated) data collection and real-vehicle
data collection methods.

– Realistic Attack Dataset. High-quality datasets pri-
oritize attacks executed against actual vehicles with
real-time data collection and verifiable vehicle im-
pact, while simulated attacks must accurately repli-
cate both CAN bus behavior and dynamic attack re-
sponses.

– Labeled Dataset. The dataset must provide accurate
per-sample labeling, which is crucial for machine
learning applications and model training.

– Correctness and Consistency. All data must be
presented in a standardized format and demonstrate
freedom from corruption.

– Dataset Diversity. The dataset should encompass
varied operational conditions, including different
driving scenarios, vehicles, and drivers, along with
a comprehensive range of attack scenarios.

– Quantitative Metrics
– Attack Coverage. This metric assesses dataset com-

prehensiveness by evaluating the presence of eight
potential CAN bus attacks: DoS, fuzzing, replay,
spoofing, diagnostic, bus-off, suspension, and mas-
querade attacks.

– Dataset Balance. This metric evaluates the pro-
portion of attack-free messages to attack messages
within the dataset. While Lee et al. advocate for bal-
anced datasets, we contend this approach may be
problematic, as the extreme rarity of real-world au-
tomotive cyberattacks [52, 101, 115] suggests that
training systems on artificially balanced data could
lead to excessive false positives in deployment.

– Attack Complexity. This metric assesses attack so-
phistication by prioritizing subtle attacks that closely
mimic normal traffic patterns over easily detectable
variants, thereby emphasizing the importance of de-
tecting sophisticated threats.

Lee et al. highlight the fact that none of the datasets
in their study provide data from multiple drivers, a limita-
tion they contend remains unaddressed by existing open-
access datasets. While this observation was accurate with
regard to the datasets included in their study, it is worth
noting that two more recent datasets have since addressed
this constraint: can-train-and-test [64, 67, 60, 68]
and its enhanced successor, can-train-and-test-v1.5
[54, 61, 64, 67]. Both datasets deliberately incorporate de-
mographic diversity by including CAN bus data from drivers
of varying ages and sexes.
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In 2024, Verma et al. [146] introduced the ROAD dataset
and conducted a comprehensive evaluation of existing open-
source automotive intrusion detection datasets. Their anal-
ysis revealed several inconsistencies in the HCRL dataset
family, particularly in the HCRL CAN dataset developed
by Lee, Jeong, and Kim [70, 69]. Notable discrepancies
were found between the documentation available on the
HCRL website, the dataset’s introductory conference paper,
and the actual dataset contents. A significant example in-
volves HCRL CAN’s implementation of a masquerade at-
tack, termed “impersonation attack” by the authors. The
documentation explicitly states:

“First, we assume an attacker who is capable of
physical modifications can take control of a target
node, stopping transmission of messages, and let im-
personating node send messages to replace the ter-
minated node. Since the malicious node supersedes
the target node, the system can not detect changes
of overall messages. We call this type of attack as
impersonation attack.” [70, 69]

However, analysis of the dataset reveals that during the
attack, the legitimate node continues to transmit messages
alongside the malicious messages—more characteristic of
a spoofing attack rather than the documented masquerade
attack. Further inconsistencies were identified in the attack
timing: while the documentation indicates that fuzzing and
impersonation attacks commence at approximately 250 sec-
onds, Verma et al.’s analysis [146] indicates that these at-
tacks actually start at zero seconds. Similar documentation
discrepancies were found in both the HCRL Car Hacking
dataset and the HCRL Survival Analysis dataset, aligning
with our own findings, which are detailed in Section 4.1.

Lampe and Meng [67] identified the following critical
limitations of existing open-access CAN intrusion detection
datasets:

– Lack of sufficient attack-free data. Machine learning
models, particularly deep learning architectures, require
substantial attack-free data to establish reliable baseline
behavior and minimize false positives.

– Lack of sufficient attack variation. Detection systems
need exposure to a broad spectrum of attack variations,
especially subtle intrusions, to develop robust detection
capabilities, particularly when it comes to novel attacks.

– Lack of sufficient vehicle variation. Models must be
trained and validated across different vehicle types to
ensure generalization capabilities, as CAN implementa-
tions can vary significantly between manufacturers and
models.

– Lack of fidelity. Datasets that poorly approximate real-
world vehicle conditions may lead to models that fail to
perform effectively in production environments, as they
train on unrealistic or oversimplified scenarios.

– Lack of severity. Datasets should include high sever-
ity attacks to ensure that intrusion detection systems can
identify potentially catastrophic intrusions, not just nui-
sance anomalies.

– Lack of modernity. Modern vehicles implement ad-
vanced security features such as gateways (as discussed
in Section 3), which may limit the relevance of older at-
tack strategies.

– Lack of labels. Comprehensive and accurate labeling is
crucial for supervised learning approaches; practitioners
often struggle to use—let alone label—unlabeled CAN
datasets without intimate knowledge of the data collec-
tion and attack implementation methodologies.

Notably, of all the papers reviewed in this section (i.e.,
papers that evaluate open-access CAN intrusion detection
datasets), only Lampe and Meng [67] discuss the UNI-
MORE Bus-Off, DAGA, and Ventus datasets—which we
include in our comparative analysis later in this paper. This
observation is particularly striking given that the Bus-Off
dataset was released in 2019 and the DAGA dataset in 2022,
while several of the dataset evaluation papers were pub-
lished as recently as 2023 and 2024.

Guerra et al. [31] conducted a comparative analysis of
machine learning model performance across three datasets:
the ROAD dataset [146], the HCRL Car Hacking dataset
[123, 122, 130], and the HCRL In-Vehicle Network Intru-
sion Detection Challenge dataset [35]—the latter sharing
many of its characteristics with the HCRL Survival Anal-
ysis dataset. Their findings indicate that the ROAD dataset
offers superior real-world representativeness through its in-
corporation of sophisticated, stealthy attacks. However, they
identify two significant limitations: insufficient data volume
for deep learning applications and severe class imbalance,
particularly in Max Engine Coolant Temp fabrication and
masquerade attacks. While the authors criticize this imbal-
ance, we argue that such criticism may be misplaced—real-
world automotive intrusion detection systems must operate
in environments where attacks are exceptionally rare, creat-
ing even more extreme class imbalances than those present
in current datasets. Therefore, training IDSs on artificially
balanced datasets may inadequately prepare them for real-
world deployment scenarios.

The evaluation frameworks developed by multiple
researchers—Swessi and Idoudi [135], Vahidi, Rosenstat-
ter, and Mowla [143], Lee et al. [73], and Lampe and Meng
[67]—demonstrate significant convergence in their core as-
sessment criteria. These frameworks consistently emphasize
four fundamental metrics:

1. Dataset fidelity and realism
2. Attack severity and real-world applicability
3. Dataset diversity (including attack variations and vehicle

types)
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4. Label accuracy and completeness

3 CAN Bus Vulnerability Survey

While automotive security mechanisms have evolved signif-
icantly over the past two decades, substantial vulnerabilities
persist in modern vehicles’ controller area networks. Our
empirical investigation of vehicles spanning model years
2011-2024 was shaped by several practical constraints: vehi-
cle availability, duration of access, and owner comfort with
active experiments. We obtained permission through three
channels: direct consent from private vehicle owners, autho-
rized access from an auto repair shop (with owner permis-
sion), and permission from an auto dealership for pre-sale
vehicles. When evaluating vehicles operated by non-owners,
we obtained driver consent as well.

The scope and depth of our experiments varied signifi-
cantly based on these arrangements—some participants per-
mitted only passive data collection, while others allowed
more extensive security probing. Experimental duration also
varied considerably: we spent months developing and re-
fining non-destructive, visually verifiable attacks on three
Chevrolet vehicles (2011 Impala, 2011 Traverse, and 2016
Silverado), while access to other vehicles was limited by
business hours and our travel schedule. For instance, our in-
vestigation of the 2024 Buick Envista was constrained to a
single evening session.

Through our experiments across multiple vehicle makes
and models, we made an unsettling discovery: numerous
modern vehicles continue to permit unauthorized CAN bus
access. This vulnerability is concerning even when limited
to reconnaissance capabilities (i.e., “receive only” access).
While some manufacturers have implemented gateway se-
curity at the On-Board Diagnostics (OBD) port, the under-
lying CAN bus often remains accessible through various re-
mote entry points. Security researchers have successfully
demonstrated attacks by compromising both infotainment
systems [82, 83, 25, 52] and remote services such as OnStar
[58, 10, 24, 52]. In the absence of robust network segmen-
tation between these systems and the safety-critical CAN
bus, attackers who breach these auxiliary systems can po-
tentially gain control over the vehicle’s Electronic Control
Units (ECUs). This architectural vulnerability means that
even vehicles with well-secured diagnostic ports remain sus-
ceptible to attacks through other network interfaces.

These persistent architectural vulnerabilities have
prompted automotive security researchers to propose three
fundamental improvements to CAN bus security [52, 157,
121, 81]: (1) encryption to prevent unauthorized reconnais-
sance activities, (2) authentication and authorization to pre-
vent unauthorized ECU manipulation, and (3) intrusion de-
tection systems (IDSs) to provide defense-in-depth protec-
tion when primary security measures fail. This multi-layered

approach addresses both existing gateway vulnerabilities
and the need for comprehensive security measures once en-
cryption and authentication mechanisms are implemented.

Table 4 summarizes the empirical results of our CAN
bus vulnerability survey, representing all vehicles we could
obtain permission to test during our research period. While
not comprehensive across all makes and models, our sample
provides valuable insights into real-world vehicle security
across different manufacturers and model years.

In our experiments with a 2024 Buick Envista, we suc-
cessfully established bidirectional communication with the
CAN bus via the OBD port, though we were unable to ex-
ecute observable attacks during our limited testing window.
This finding suggests that while modern vehicles may incor-
porate additional security layers, fundamental vulnerabili-
ties in the CAN architecture remain exploitable.

The persistence of these vulnerabilities is particularly
significant given the extended lifecycle of automotive assets.
In 2024, the average age of vehicles in the United States
reached 12.6 years [95, 141], with many vehicles remaining
in service well beyond this average. This statistic has seri-
ous security implications: the two 2011 Chevrolet vehicles
we tested, at 13 years old, represent the current average age
of vehicles on American roads. Moreover, the 2016 Chevro-
let Silverado and similar vehicles will likely remain in ac-
tive service for many years to come. The CAN bus has been
required by U.S. law since 2008 [52], creating a vast fleet
of potentially vulnerable vehicles. Our testing demonstrated
exploitable vulnerabilities in all three older vehicles—the
2011 Chevrolet Impala, 2011 Chevrolet Traverse, and 2016
Chevrolet Silverado—where we could both observe and ma-
nipulate CAN traffic with observable effects on vehicle be-
havior.

While some newer vehicles (2020-2023 models) demon-
strated improved security measures, as evidenced by our in-
ability to access any CAN data from the 2021 GMC Yukon,
these protections are not universal. In fact, we were still able
to establish bidirectional communication with a 2024 Buick
Envista, though we could not confirm visible effects of our
injected messages. Our ability to conduct reconnaissance on
multiple 2017-2023 vehicles, including Subaru, Ford, and
BMW models, demonstrates that reconnaissance and attack
preparation remain feasible even in newer vehicles.

The threat landscape is further complicated by the
hybrid nature of modern vehicle networks. While man-
ufacturers have adopted automotive Ethernet for high-
bandwidth applications—including infotainment systems
and Advanced Driver-Assistance Systems (ADASs)—the
CAN bus remains the primary protocol for safety-critical
systems, driven by both its reliability and regulatory require-
ments. This architectural choice underscores the continued
importance of CAN security research, as these networks di-
rectly control crucial vehicle safety systems.
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Table 4: Empirical results of our CAN bus vulnerability survey1

Vehicle Model Year Data Access Attack Confirmation
Chevrolet Impala 2011 Bidirectional Visually confirmed
Chevrolet Traverse 2011 Bidirectional Visually confirmed
Chevrolet Silverado 2016 Bidirectional Visually confirmed
Ford Focus 2017 Receive only3 N/A
Subaru Forester (Red)2 2017 Receive only3 N/A
Subaru Forester (Gray)2 2017 Receive only3 N/A
Hyundai Kona 2020 No access N/A
GMC Yukon 2021 No access N/A
Chevrolet Silverado 2021 Receive only N/A
BMW 120d 2023 Receive only3 N/A
Buick Envista 2024 Bidirectional Unconfirmed
1 Active experiments were conducted with explicit permission from vehicle owners (private owners,

repair shop clients, or dealerships) and, when applicable, the vehicles’ operators.
2 Two different vehicles of the same make, model, and year were evaluated (one red, one gray).
3 Our investigation was limited to data collection only (no active experiments) due to owner and/or

driver restrictions.

The integration of these diverse networks, while neces-
sary for features such as dashboard displays of acceleration,
speed, etc., creates additional security risks. Compromised
high-bandwidth systems could potentially serve as gateways
to critical CAN networks. Moreover, vulnerabilities extend
beyond the CAN bus itself—researchers have demonstrated
successful attacks against other automotive protocols in-
cluding Local Interconnect Network (LIN), FlexRay, and
automotive Ethernet [108, 148, 156, 13, 52]. Only Media
Oriented System Transport (MOST) has, to our knowledge,
remained free from demonstrated vulnerabilities.

Recent trends in vehicle theft highlight critical vulnera-
bilities in automotive security systems. Sophisticated thieves
have demonstrated the ability to steal vehicles by directly
accessing the CAN bus through physical removal of body
panels—often targeting areas where CAN wiring runs close
to the vehicle’s exterior, such as smart headlight assemblies.
This approach circumvents gateway security measures typi-
cally present at the OBD port and infotainment system. By
accessing the CAN bus behind these security gateways, at-
tackers gain unrestricted network access. From this position,
they can inject CAN frames that mimic legitimate key pres-
ence and trigger vehicle functions like door unlocking and
engine start, enabling theft [139, 52]. While our CAN bus
vulnerability survey did not include destructive physical ac-
cess testing, these real-world exploits demonstrate that even
modern vehicles remain vulnerable to attacks that bypass
gateway protections through direct CAN bus access.

The dismissal of automotive attacks based on their phys-
ical access requirements or development complexity over-
looks significant security implications. Miller and Valasek’s
pioneering research [82, 83, 85, 84] demonstrates that while
exploit development requires substantial time and expertise,
such barriers prove insufficient against determined adver-
saries. Their work suggests that nation-state actors, with

vastly greater resources, could achieve even more sophis-
ticated capabilities. This concern is validated by historical
precedent, e.g., the Stuxnet attack, which leveraged four
zero-day vulnerabilities and is widely attributed to a US-
Israel collaboration [4, 124]. Other nations with substantial
cyber capabilities, such as Russia, have demonstrated their
willingness to conduct large-scale attacks, as evidenced by
numerous cyberattacks against Ukraine, including NotPetya
[27, 26, 15].

Such actors could systematically acquire test vehicles,
identify remote vulnerabilities, and launch synchronized at-
tacks across entire vehicle populations—a capability Miller
and Valasek demonstrated was possible through a vulnera-
bility in Sprint’s cellular network [82, 83, 25, 52]. This at-
tack surface simply did not exist before manufacturers began
treating vehicles as networked devices. The contrast with
web security is striking: while we have largely abandoned
unencrypted HTTP in favor of HTTPS, the automotive in-
dustry continues to rely on unencrypted CAN bus commu-
nications, leaving vehicles unnecessarily vulnerable to both
physical and remote attacks.

This analysis, combined with our extensive vulnerability
survey spanning vehicle makes and models from 2011-2024,
reveals a concerning pattern: while automotive security has
evolved, fundamental vulnerabilities persist in CAN bus ar-
chitecture. The demonstrated feasibility of both physical and
remote attacks, coupled with the potential for nation-state
level operations, underscores the fact that securing access
points alone is insufficient. Rather than relying on perime-
ter defenses, we must fundamentally harden the CAN bus
protocol itself through encryption, authentication, intrusion
detection systems, and defense-in-depth strategies.
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Table 5: HCRL Car Hacking Dataset (hcrl-ch)1,2

Sub-dataset # of training samples # of testing samples Total # of samples
Attack-free 988,872 N/A 988,872
DoS 2,665,774 1,000,000 3,665,774
Fuzzing 2,838,863 1,000,000 3,838,863
Gear Spoofing 3,443,145 1,000,000 4,443,145
RPM Spoofing 3,621,705 1,000,000 4,621,705
TOTAL 13,558,359 4,000,000 17,558,359
1 We exclude samples in duplicate CAN traces.
2 We partitioned each attack capture into a training subset and a testing subset. We saved 1,000,000 CAN frames

for the evaluation—approximately 25%.

Table 6: can-train-and-test-1.51,2

Sub-dataset # of training samples # of testing samples Total # of samples
set 01 11,460,705 44,122,287 55,582,992
set 02 18,055,233 49,854,383 67,909,616
set 03 12,944,293 43,515,501 56,459,794
set 04 10,903,262 50,099,089 61,002,351
TOTAL 53,363,493 187,591,260 240,954,753
1 We exclude samples in duplicate CAN traces.
2 In [54] (Table 2), Kidmose and Meng analyzed can-train-and-test; in this paper, we analyze

can-train-and-test-v1.5, which contains two new testing subsets. As such, our numbers differ from those
reported in [54].

Table 7: HCRL Survival Analysis Dataset (hcrl-sa)1,2

train test 01 test 02 test 03 test 04 test 05 test 06 TOTAL
627,264 399,539 186,237 306,089 79,788 N/A3 N/A3 1,598,917
1 We exclude samples in duplicate CAN traces.
2 We curated hcrl-sa to match can-train-and-test-v1.5. We omitted one file: the attack-free file for the Chevrolet Spark, which we selected

as our “unknown” vehicle. The omitted file contains 136,935 samples.
3 hcrl-sa lacks suppress and masquerade attacks; therefore, we were unable to create testing subsets test 05 suppress and test 06 -

masquerade.

Table 8: can-train-and-test-v1.5 (sub-dataset #1)1

train test 01 test 02 test 03 test 04 test 05 test 06 TOTAL
11,460,705 5,702,678 6,447,925 8,635,287 13,220,567 3,383,276 6,732,554 55,582,992
1 We exclude samples in duplicate CAN traces.

Table 9: can-unimore-curated-v3 (detailed)1,2

Dataset Sub-dataset # of training samples # of testing samples Total # of samples
bus-off set 01 18,206,709 22,944,893 41,151,602
bus-off set 02 17,351,795 21,962,749 39,314,544
bus-off TOTAL 35,558,504 44,907,642 80,466,146

daga set 01 14,947,920 17,747,506 32,695,426
daga set 02 15,425,728 16,986,833 32,412,561
daga TOTAL 30,373,648 34,734,339 65,107,987

ventus set 01 27,270,266 28,531,914 55,802,180
ventus set 02 26,449,101 28,195,576 54,644,677
ventus TOTAL 53,719,367 56,727,490 110,446,857

All TOTAL 119,651,519 136,369,471 256,020,990
1 We exclude samples in duplicate CAN traces.
2 can-unimore-curated-v3 denotes our second and final attempt to significantly resize and reorganize the Bus-Off, DAGA,

and Ventus datasets to minimize errors (e.g., “out of memory”) during machine learning. Each of these datasets is split into
two sub-datasets (as shown).
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4 Description of Datasets

In this section, we describe the six datasets selected for our
comparison, namely, the HCRL Car Hacking dataset (hcrl-
ch), the HCRL Survival Analysis dataset (hcrl-sa), can-
train-and-test-v1.5 dataset, the UNIMORE Bus-Off
dataset (bus-off), the UNIMORE DAGA dataset (daga),
and the UNIMORE Ventus dataset (ventus).

For all six datasets, when calculating the number of sam-
ples, we exclude samples that are duplicated in train -
01 attack free and train 02 with attacks. Thus, the
“Total # of samples” column indicates the total number of
samples in unique (non-duplicated) CAN traces.

4.1 The HCRL Car-Hacking and Survival Analysis
Datasets

HCRL Car-Hacking dataset (hcrl-ch). Collected and cu-
rated by the Hacking and Countermeasure Research Lab
(HCRL) at Korea University, the hcrl-ch dataset [123, 130,
122] contains attack-free CAN traffic as well as four types
of attacks:

1. Denial of Service
2. Fuzzing
3. RPM Spoofing
4. Gear Spoofing

During the denial of service attack, messages with the ar-
bitration ID “000” were injected at a high frequency. “000”
is the highest-priority arbitration ID; as such, while “000”
is transmitting, legitimate messages with lower-priority ar-
bitration IDs are forced to wait. For the fuzzing attack, CAN
frames were randomly generated (random arbitration ID,
random data field) and injected. Lastly, for the spoofing at-
tacks, a particular arbitration ID tied to a particular compo-
nent or functionality was targeted (i.e., RPM gauge, gear).
Only the target arbitration ID was injected.

All traffic was collected from a Hyundai YF Sonata,
and all attacks were real, not simulated. According to Ra-
japaksha et al. [103], when it comes to automotive intrusion
detection—and, in particular, the CAN bus—the HCRL Car-
Hacking dataset is the most widely used. Researchers lever-
age hcrl-ch to develop, optimize, and evaluate automotive
IDSs.

For the purposes of our comparison, we partitioned each
attack capture into a training subset and a testing sub-
set. We saved 1,000,000 CAN frames for the evaluation—
approximately 25%.

Table 5 provides a numeric breakdown of the hcrl-ch
dataset (compare to Tables 6 and 9). As shown in the table,
the dataset contains 988,872 attack-free samples—enough
to adequately train a machine learning model [78, 103] and
significantly more than hcrl-sa.

However, Rajapaksha et al. [103] and Verma et al. [146]
point out several issues with hcrl-ch. For example, the
attack-free data was collected under driving conditions,
whereas the attack data was collected while the vehicle was
stationary (Verma et al. [146] leveraged signal decoding to
confirm that the vehicle was not being driven when the at-
tack data was collected). Verma et al. point out that the
attack-free data—the training data—fundamentally differs
from the attack data—the testing data—because the vehi-
cle was driven for the former but not driven for the latter.
Rajapaksha et al. [103] add that the attacks are too obvi-
ous; they reviewed a number of works in which hcrl-ch
was used to evaluate an IDS, and they found that most IDSs
achieved a 0.99+ F1-score for all attacks. Lastly, the dataset
is formatted inconsistently; the attack-free data is stored in
space-delimited .txt files, while the attack data is stored in
comma-delimited .csv files.

HCRL Survival Analysis dataset (hcrl-sa). The
hcrl-sa dataset [33, 34], also developed by the Hack-
ing and Countermeasure Research Lab, contains data from
three different vehicles—a Chevrolet Spark, a Hyundai YF
Sonata, and a Kia Soul. In addition to attack-free CAN traf-
fic, the dataset provides three types of attacks:

1. Flooding (i.e., Denial of Service)
2. Fuzzing
3. Malfunction (i.e., Spoofing)

The flooding attack is actually a denial of service attack.
As in hcrl-ch, messages with the highest-priority arbitra-
tion ID, “000,” were injected at high frequency. The fuzzing
attacks in hcrl-ch and hcrl-sa followed similar method-
ologies. However, the attack labeled “malfunction” warrants
closer examination. Our analysis revealed that the “mal-
function” attack is essentially a spoofing attack with some
vehicle-specific variations:

– For the Chevrolet Spark and the Hyundai Sonata, the tar-
get arbitration IDs were injected with spoofed data fields
that never varied throughout the trace.

– For the Kia Soul, the target arbitration ID was injected
with a randomized data field; the attack was more char-
acteristic of a fuzzing attack than the documented “mal-
function” attack.

There is a notable discrepancy in the documentation re-
garding the Hyundai Sonata implementation. While the doc-
umentation states:

“The malfunction attack targets a selected CAN ID
from among the extractable CAN IDs of a certain
vehicle. As CAN IDs for the malfunction attack, we
chose 0×316, 0×153 and 0×18E from the HYUNDAI
YF Sonata, KIA Soul, and CHEVROLET Spark ve-
hicles, respectively” [34].

https://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset
https://ocslab.hksecurity.net/Datasets/survival-ids
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The actual attack traces show that two arbitration IDs
(0x316 and 0x43F) were targeted for the Sonata, not just
one as implied.

For the purposes of our comparison, we curated hcrl-
sa to match can-train-and-test-v1.5. hcrl-sa is par-
titioned into two training subsets (one attack-free subset,
one attack subset) and four testing subsets (e.g., test -
01 known vehicle known attack), similar to the can-
train-and-test-v1.5 dataset (which contains the two
original training subsets, the four original testing subsets,
and two new testing subsets). We were able to include all
of the files in the original HCRL Survival Analysis Dataset
except the attack-free file for the Chevrolet Spark. We se-
lected the Chevrolet Spark to serve as the “unknown” ve-
hicle; therefore, we could not include its attack-free traf-
fic in the training data. The unused file contains 136,935
samples. hcrl-sa lacks suppress and masquerade attacks;
therefore, we were unable to create testing subsets test -
05 suppress and test 06 masquerade.

In Table 7, we provide a numeric outline of the hcrl-sa
dataset (compare to Table 8). The original HCRL Survival
Analysis dataset contained a total of 446,626 attack-free
samples: 192,517 for the Kia Soul, 117,174 for the Hyundai
YF Sonata, and 136,935 for the Chevrolet Spark.

Rajapaksha et al. [103] and Verma et al. [146] point out
that the attack-free data relevant to each vehicle (approx-
imately 60 to 90 seconds per vehicle) is not sufficient to
properly train a machine learning model. In addition, we
found that, like hcrl-ch, hcrl-sa is formatted inconsis-
tently. The CAN traces are stored in .txt files. The attack
traces appear to be comma-separated, but two of the three
attack-free files use a mix of commas and spaces as delim-
iters. Practitioners planning to write a script to preprocess
the hcrl-sa should be aware that they will need to tweak
the script to handle these inconsistent files.

4.2 The can-train-and-test and
can-train-and-test-v1.5 Datasets

The can-train-and-test dataset. Collected and curated
by Lampe and Meng, researchers at the Technical University
of Denmark, the can-train-and-test dataset [64, 67, 60,
68] contains attack-free CAN traffic as well as nine unique
attacks:

1. Denial of Service
2. Fuzzing
3. Systematic
4. Gear Spoofing
5. RPM Spoofing
6. Speed Spoofing
7. Combined Spoofing
8. Standstill

9. Interval

The denial of service attack in can-train-and-test
leveraged high-priority arbitration IDs to disrupt legitimate
communications. Like hcrl-ch and hcrl-sa, some of the
DoS traces in can-train-and-test were flooded with
the highest-priority arbitration ID, “000.” Unlike hcrl-ch
and hcrl-sa, many of the DoS traces in can-train-and-
test were flooded with the highest-priority legitimate ar-
bitration ID—that is, the highest-priority arbitration ID that
occurred during attack-free traffic (e.g., “002” for the Sub-
aru Forester). The fuzzing attack injected randomized CAN
messages (random arbitration ID, random data field). The
systematic attack sequentially or “systematically” injected
every possible arbitration ID—valid or not.

The gear, RPM, and speed spoofing attacks targeted spe-
cific arbitration IDs to confuse and disrupt the components
and functionalities associated with them. For example, in
some vehicles, a gear spoofing attack will force the vehi-
cle to shift into the spoofed gear. The combined spoofing
attacks spoof two or three CAN signals (e.g., gear, RPMs,
speed) simultaneously. The standstill attack, if successful,
will put the vehicle in “standstill” mode, disabling the ac-
celerator.

The interval attack employs a more sophisticated
timing-based strategy. Rather than continuous message in-
jection, it monitors for a specific target ID and immediately
transmits contradictory values when legitimate messages ap-
pear. When a message with the target arbitration ID is trans-
mitted, the attacker immediately transmits a contradictory
message. This timing-based approach exploits CAN’s peri-
odic messaging pattern: the spoofed message remains active
until the next legitimate message appears, which is then im-
mediately countered with another spoofed message.

This strategy creates an asymmetric impact: legitimate
messages have minimal influence due to immediate contra-
diction, while spoofed messages remain effective for the full
interval until the next legitimate message. For instance, if
a legitimate message indicates “speed is zero,” the attacker
immediately transmits “speed is 50,” causing the dashboard
to display 50 until the next legitimate message arrives. By
leveraging message timing, the attacker can maintain con-
trol while transmitting fewer messages, potentially reducing
detectability.

Traffic was collected from four different vehicles—a
Chevrolet Impala, a Chevrolet Traverse, a Chevrolet Silver-
ado, and a Subaru Forester. Many attacks were conducted
against a live vehicle traveling at speed; due to safety con-
siderations, some attacks were simulated.

According to Lampe and Meng, the can-train-and-
test dataset was designed to help researchers evaluate a
proposed IDS under specific conditions (e.g., evaluate the
IDS against a known vehicle and an unknown attack) [64,

https://bitbucket.org/brooke-lampe/can-train-and-test/src/master/
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67]. Within each sub-dataset (#1 - #4), there are two training
subsets and four testing subsets, as follows:

– train 01 attack free: Train the IDS (attack-free
traffic)

– train 02 with attacks: Train the IDS (attack-free
and attack traffic)

– test 01 known vehicle known attack: Evaluate
the IDS against a known vehicle type and a known
attack.

– test 02 unknown vehicle known attack: Evaluate
the IDS against an unknown vehicle type and a known
attack.

– test 03 known vehicle unknown attack: Evaluate
the IDS against a known vehicle type and an unknown
attack.

– test 04 unknown vehicle unknown attack: Evalu-
ate the IDS against an unknown vehicle type and an un-
known attack.

The can-train-and-test-v1.5 dataset. Kidmose
and Meng later extended the can-train-and-test
dataset into the can-train-and-test-v1.5 dataset [54],
which contains two additional attacks—suppress and
masquerade—in its two additional testing subsets, as fol-
lows:

– test 05 suppress: Test the IDS against a suppress at-
tack.

– test 06 masquerade: Test the IDS against a masquer-
ade attack.

The suppress attack removes or “suppresses” CAN mes-
sages with a particular arbitration ID—that is, CAN mes-
sages transmitted by a particular ECU. This attack mimics
an attacker who disrupts an ECU’s communications—or dis-
ables an ECU in its entirety. As such, during a suppress at-
tack, the “suppressed” ECU’s arbitration ID disappears from
the CAN bus.

For the suppress attack, Kidmose and Meng removed
messages programmatically by scripting the removal of spe-
cific messages from an attack-free trace. While this method
introduces longer inter-message intervals, it reflects nuanced
real-world communication dynamics. CAN networks typ-
ically operate at an average busload of 50% [102], with
utilization occasionally reaching 70% and brief bursts ap-
proaching 100% (the J1939 standard requires tolerance of
100% utilization for ten milliseconds [147, 40]).

However, there are some differences between program-
matic message deletion and a genuine suppress attack:

– During actual message bursts (approaching 100% uti-
lization), a programmatic approach may introduce un-
natural gaps that would be dynamically filled in a real-
world scenario. Similarly, bus errors, which necessi-
tate message retransmission by ECUs, naturally increase

busload. These real-world dynamics would sometimes
fill potential communication gaps, a nuance absent from
simplified programmatic simulation approaches.

– In an actual suppress attack, the data and communica-
tion patterns of ECUs dependent on the suppressed mes-
sages would likely change, another nuance absent from
simplified programmatic simulation approaches.

These nuanced differences suggest that while program-
matic attack simulation provides valuable insights, it cannot
fully reproduce the intricate communication dynamics of a
genuine CAN bus suppress attack. The impact of these nu-
anced differences varies depending on the intrusion detec-
tion system. For example, IDSs that monitor standard arbi-
tration identifiers (and raise an alert when they disappear)
would be minimally affected by such variations.

To develop a more authentic suppress attack, researchers
would need to actively suppress target messages before they
reach the CAN bus or cause them to be disregarded as errors
upon bus transmission, ideally before an ECU can act on
them. Multiple sophisticated techniques exist for message
suppression:

– Diagnostic Attack. Miller and Valasek [85, 84]
achieved ECU control by exploiting the Unified Diag-
nostic Services (UDS) protocol, which requires the ve-
hicle to be stationary or moving extremely slowly (0
to 10 miles per hour [82]). Using UDS, they could
place an ECU in Bootrom mode and initiate reprogram-
ming. Once in this mode, the ECU remains unrespon-
sive even if vehicle speed increases, as it lacks valid
firmware to execute normal operations. Lee et al. [72]
employed a similar approach, subsequently transform-
ing the suppress attack into a masquerade attack by in-
jecting messages into the communication gaps left by
the suppressed ECU.

– Counter Value Exploitation. This suppress attack ex-
ploits vehicle-specific counter values and error handling
mechanisms. Miller and Valasek [85, 84] demonstrated
counter value exploitation by targeting a parking assist
module that expects to receive messages with specific
counter values. By transmitting a carefully constructed
message with the correct counter value immediately
before the legitimate message’s expected arrival, they
forced the parking assist module (the recipient ECU) to
disregard the authentic transmission and reset its error
flags.

– Transmit Error Counter Manipulation. Lee et al.
[72] leveraged CAN bus error handling and confinement
rules to create a bus-off attack. By intentionally gener-
ating transmission errors, they incrementally increased
the ECU’s Transmit Error Counter (TEC). When the
TEC exceeds 255, the ECU enters a bus-off state, effec-
tively suppressing its communication. While this attack
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is temporary—the ECU will eventually recover and re-
turn to normal operations—it provides a window of op-
portunity for life-threatening attacks.

These methods demonstrate the complex and nuanced
approaches possible in authentic message suppression, high-
lighting the sophisticated techniques beyond simple pro-
grammatic message deletion.

The masquerade attack comes in two flavors: untimed
or timed. In an untimed masquerade attack, the attacker dis-
rupts or disables a legitimate ECU, eliminating confliction.
Then, the attacker “masquerades” as the legitimate ECU.
The attacker does not attempt to match the timing (e.g.,
inter-message interval) of the legitimate ECU. In contrast,
in a timed masquerade attack, the attacker carefully matches
the timing of the legitimate ECU. The attacker might trans-
mit a spoofed message each time a legitimate message is
intercepted.

Automotive networks utilize a hierarchical structure
where a CAN-based backbone network connects to various
lower-level networks (typically LIN) through gateway units
[93]. A central gateway manages inter-network communica-
tion, translating protocols and routing messages between do-
mains via processor-based software implementations [126].

A practical vector for message tampering—and timed
masquerade attacks—involves compromising network gate-
ways [90]. When messages traverse these gateways (e.g.,
sensor data moving from a LIN subnet to the CAN back-
bone [93]), an attacker with gateway access could intercept
and modify message content while preserving timing char-
acteristics. Since the modified messages maintain legitimate
arbitration IDs and timing patterns, they may evade detec-
tion methods that rely on timing analysis. Multiple real-
world examples demonstrate the feasibility of such attacks:
Miller and Valasek [82, 83] successfully reprogrammed a
2014 Jeep Cherokee’s protective gateway, while Nie et al.
[91, 51] achieved similar gateway compromise in a Tesla
Model S, both enabling arbitrary CAN message injection.
Attack feasibility depends primarily on the vehicle’s spe-
cific network architecture, gateway security measures, and
potential remote access vectors.

In all, the can-train-and-test-v1.5 dataset con-
tains eleven unique attacks. The extended dataset, which
includes the four original testing subsets as well as the
suppress and masquerade subsets, is available in the can-
train-and-test-v1.5 repository [61].

Table 6 provides a high-level overview of the entire can-
train-and-test-v1.5 dataset, while Table 8 constitutes a
deep dive into sub-dataset #1 (set 01 in the repository). Ta-
ble 6 is comparable to Tables 5 and 9, while Table 8 is com-
parable to Table 7. can-train-and-test-v1.5 contains
10,962,946 attack-free samples: set 01 contains 3,652,306;
set 02 contains 2,299,718; set 03 contains 3,669,787; and
set 04 contains 1,341,135.

In [54] (Table 2), Kidmose and Meng analyzed can-
train-and-test and reported the number of training sam-
ples, the number of testing samples, and the total number of
samples for each sub-dataset. In this paper, we analyze can-
train-and-test-v1.5, which includes two new testing
subsets—test 05 suppress and test 06 masquerade.
As such, our numbers differ from those reported in [54].

4.3 The UNIMORE Bus-Off, DAGA, and Ventus Datasets

UNIMORE Bus-Off dataset (bus-off). Captured and cu-
rated by the Web Engineering and Benchmarking Labora-
tory at the University of Modena and Reggio Emilia, the
bus-off dataset [131, 132] contains attack-free data (re-
ferred to as “clean” data by the authors) as well as two types
of suppress attacks, namely,

1. Inhibition
2. Shutdown

In an inhibition attack, the attacker completely and per-
manently disables the target ECU. Consequently, the target
ECU’s arbitration ID disappears from the CAN bus. The tar-
get ECU’s arbitration ID does not appear in the inhibition
attack traces. The shutdown attack is perhaps more subtle—
the attack temporarily disrupts the target ECU’s communi-
cations (e.g., by temporarily disabling the target ECU). In
the shutdown attack traces, the target ECU’s arbitration ID
disappears and then reappears.

All attack-free data was collected from a real vehicle—
a 2016 Volvo V40 Kinetic. The attack traces were gener-
ated by removing specific messages from the attack-free
traces. Unfortunately, simulated attacks struggle to achieve
the same fidelity as attacks conducted in a real vehicle under
driving conditions. Though Stabili and Marchetti [131, 132]
do not describe how, exactly, they removed the target CAN
messages from the attack-free CAN traces, an analysis of
the original attack-free traces and the simulated attack traces
suggests that the target CAN messages were removed pro-
grammatically. We compared an attack trace, ID130 V40 -
01.csv, to the attack-free trace from which it was con-
structed, V40 01.csv. These traces come from our refor-
matted version of the bus-off dataset, found in the can-
unimore-curated-v3 repository. Although we reformat-
ted several features, we did not change any values; impor-
tantly, we did not adjust the value of the timestamp in any
way. Given that we are analyzing the value of the timestamp,
which did not change, we can safely use the reformatted ver-
sion of the bus-off dataset for this analysis.

We found that the timestamps were not adjusted to com-
pensate for the gaps left by missing (i.e., removed) mes-
sages, mirroring the approach in can-train-and-test-
v1.5. Listing 1 contains a snippet of attack-free traffic from

https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/
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Listing 1 Comma-delimited attack-free traffic from a 2016
Volvo V40 Kinetic (UNIMORE Bus-Off dataset). The mes-
sage that will be removed during the inhibition attack is
shown in blue.

0.024412 ,3D0 ,810 F6100661780C3 ,0
0.025279 ,290 ,0000000000000000 ,0
0.028052 ,0E0 ,627103 E000806000 ,0
0.029553 ,288 , F9DF30CF00000080 ,0
0.030968 ,0F5 ,00800080 BF7F0100 ,0
0.03117 ,008 , F1808C8E00800080 ,0
0.031175 ,120 ,008000807 FFA5589 ,0
0.031452 ,130 , FFFF1D000003FF11 ,0
0.03275 ,150 ,0000 FCF7F0F703C0 ,0
0.032756 ,010 ,008000002 FB031F8 ,0
0.033046 ,1D0 ,0000000000000061 ,0
0.03305 ,291 ,0000000000000000 ,0
0.033054 ,400 ,020 B011601010102 ,0
0.033401 ,405 ,46870031002 F2F02 ,0
0.035556 ,125 , E5587FE5C1D0D734 ,0

Listing 2 Comma-delimited inhibition attack traffic from a
2016 Volvo V40 Kinetic (UNIMORE Bus-Off dataset). This
snippet corresponds to the attack-free snippet shown in List-
ing 1.

0.024412 ,3D0 ,810 F6100661780C3 ,0
0.025279 ,290 ,0000000000000000 ,0
0.028052 ,0E0 ,627103 E000806000 ,0
0.029553 ,288 , F9DF30CF00000080 ,0
0.030968 ,0F5 ,00800080 BF7F0100 ,0
0.03117 ,008 , F1808C8E00800080 ,0
0.031175 ,120 ,008000807 FFA5589 ,0
0.03275 ,150 ,0000 FCF7F0F703C0 ,0
0.032756 ,010 ,008000002 FB031F8 ,0
0.033046 ,1D0 ,0000000000000061 ,0
0.03305 ,291 ,0000000000000000 ,0
0.033054 ,400 ,020 B011601010102 ,0
0.033401 ,405 ,46870031002 F2F02 ,0
0.035556 ,125 , E5587FE5C1D0D734 ,0

the bus-off dataset (the message that will be removed dur-
ing the inhibition attack is shown in blue). Listing 2 contains
the corresponding snippet of inhibition attack traffic. We re-
ferred back to the original, unaltered UNIMORE Bus-Off
dataset and confirmed our finding.

As discussed in Section 4.2, simple message deletion
approximates real-world communication dynamics remark-
ably well. CAN networks’ typical busload of 50% (possi-
bly up to 70%) means the gaps introduced by message dele-
tion often mirror natural inter-message intervals [147, 40].
However, subtle differences emerge during high-utilization
scenarios. Message bursts approaching 100% bus utilization
would likely see waiting messages dynamically filling po-
tential gaps, a nuance absent from programmatic deletion.
Moreover, ECUs relying on suppressed messages would ex-
hibit altered communication patterns in a genuine attack—a

behavioral complexity not captured by post-hoc message re-
moval.

These nuanced variations suggest that while program-
matic suppress attack simulation provides valuable insights,
it may not perfectly represent real-world attack scenarios.
The performance of an intrusion detection system against
a deletion-generated trace could potentially differ from its
performance against an actual suppress attack on a live vehi-
cle, particularly for detection strategies sensitive to message
timing and interdependent ECU behaviors.

Table 9 numerically breaks down the can-unimore-
curated-v3 repository, which contains the final curated
versions of the three UNIMORE datasets, including the
bus-off dataset. For numerical breakdowns of the original,
unaltered datasets, see Table 10.

UNIMORE DAGA dataset (daga). Also constructed
by the Web Engineering and Benchmarking Laboratory, the
daga dataset [133, 134] provides attack-free data as well as
six different attacks:

1. Denial of Service
2. Message ID Fuzzing (i.e., Arbitration ID Fuzzing)
3. Payload Fuzzing (i.e., Data Field Fuzzing)
4. Single ID Replay (i.e., Single Arbitration ID Replay)
5. Arbitrary Sequence Replay
6. Ordered Sequence Replay

The denial of service attacks in the daga dataset lever-
age the highest-priority legitimate arbitration ID (i.e., the
smallest legitimate arbitration ID by value). These attacks
are similar to some of those found in the can-train-and-
test-v1.5. The message ID fuzzing attack randomly se-
lects an invalid arbitration ID (an arbitration ID not seen in
attack-free traffic) and pairs it with a randomly generated
data field. This fuzzing attack differs from the fuzzing at-
tacks in hcrl-ch, hcrl-sa, and can-train-and-test-
v1.5 in that it specifically selects an arbitration ID that is
not found in legitimate, attack-free traffic. In the payload
fuzzing attack, a valid arbitration ID is randomly selected
and paired with a randomly generated data field.

During the single ID replay attack, attackers capture a
legitimate CAN message; later, they inject (i.e., “replay”)
that single message once per second. During the arbitrary
sequence replay attack, attackers capture a number of legiti-
mate CAN messages; later, they inject those legitimate CAN
messages—in no particular order. The arbitrary sequence of
legitimate CAN messages is injected once per second. The
length of the sequence ranges from two to ten messages.
Lastly, during the ordered sequence replay attack, attack-
ers capture a sequence of legitimate CAN messages; later,
they inject that legitimate sequence. The messages are in-
jected in order, and the sequence can range in length from
two messages to ten messages.
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Again, all attack-free data was collected from a real
vehicle—a 2016 Volvo V40 Kinetic. The attack data was
simulated on top of the attack-free data. Consequently, the
daga dataset faces train-test interdependence issues—as
well as potential fidelity issues. If we were to train an IDS
using all seven of the attack-free traces available in the origi-
nal, unaltered dataset, then, during the testing phase, the IDS
would be pitted against the same attack-free traces it saw
during training—just with added attack messages. In effect,
the daga dataset was constructed such that train-test interde-
pendence would be a major concern (for more information,
see Sections 6.5 and 7.3).

That said, the attacks in the daga dataset were simu-
lated with much higher fidelity than those in the bus-off
dataset. As mentioned earlier in this section, with the bus-
off dataset, the target messages were simply removed (pre-
sumably programmatically), failing to account for two crit-
ical real-world effects: potential ECU responses to missing
critical information, and the probability that waiting mes-
sages would fill the artificial gaps during high bus utilization
periods (i.e., message bursts).

DAGA’s simulation architecture, by contrast, replicated
the physical characteristics of a CAN bus network. Stabili
et al. [133, 134] implemented the CAN bus as a bread-
board and connected a laptop computer, a Raspberry Pi 4
board, and an Arduino Mega to it. Connections to the sim-
ulated “CAN bus” were mediated by CAN transceivers and
resistors—just as they would be in an actual vehicle. The
Raspberry Pi replayed the clean traces while the Arduino
injected attack messages. The laptop recorded the new at-
tack traces. Stabili et al.’s attention to the low-level details
should mitigate many of the fidelity issues that often arise
from simulations.

For example, during a DoS attack, we would expect the
flood of attack messages to disrupt and displace legitimate
messages, changing the order of messages (and, importantly,
arbitration IDs) in the trace. In an attack-free scenario, a le-
gitimate ECU might transmit a low-priority message at a
certain time. However, during our DoS scenario, the legit-
imate ECU is forced to wait for a high-priority attack mes-
sage to finish transmitting. By the time the high-priority at-
tack message is finished, a second legitimate ECU wants to
transmit a high-priority message. Now, the first ECU must
wait for the high-priority message to finish transmitting.
This interaction will change the order of legitimate arbitra-
tion IDs; the patterns found in an attack-free trace will dif-
fer from those found in an attack trace. Indeed, when we
look at some of the DoS attacks in the daga dataset, that
is exactly what we find; message ordering changes as high-
priority messages jump ahead of delayed low-priority mes-
sages.

Even the daga dataset’s high-fidelity simulations have
limitations, though. Whole CAN frames can be reordered

(or even dropped) when replayed by the Raspberry Pi, trans-
mitted by CAN transceivers, and confronted with malicious
messages. However, because the messages are replayed, not
generated by actual ECUs, they cannot change as the ve-
hicle’s status changes. This phenomenon is missing from
daga’s simulations.

Table 9 numerically breaks down the can-unimore-
curated-v3 repository, which contains the final curated
versions of the three UNIMORE datasets, including the
daga dataset. For numerical breakdowns of the original, un-
altered datasets, see Table 10.

UNIMORE Ventus dataset (ventus). As with the pre-
vious two datasets, the ventus dataset [98, 97] was devel-
oped by the Web Engineering and Benchmarking Labora-
tory and includes attack-free data as well as two types of
attacks:

1. Injection
2. Removal

The injection attack adds or “injects” CAN messages,
while the removal attack erases or “removes” CAN mes-
sages. The injection attack constitutes a replay attack; legiti-
mate messages are captured and “replayed” at rates of 1, 10,
25, 50, or 100 messages per second. For the removal attack,
messages with the target ECU’s arbitration ID are removed
from the entire attack trace. The removal attack is equivalent
to the bus-off dataset’s inhibition attack.

As with the previous two datasets, all of the attack-free
data was collected from a 2016 Volvo V40 Kinetic, while
all of the attack data was simulated on top of the attack-
free data via either injection or removal techniques. As with
the bus-off and daga datasets, the ventus dataset is af-
flicted with train-test interdependence issues—and potential
fidelity issues. Fortunately, Pollicino, Stabili, and Marchetti
[98, 97] simulated the injection attacks using a high-fidelity
setup similar to the one used for the daga dataset. Unfor-
tunately, for the removal attacks, they used a low-fidelity
setup similar to the one used for the bus-off dataset (and
for can-train-and-test-v1.5’s suppress attack).

Table 9 numerically breaks down the can-unimore-
curated-v3 repository, which contains the final curated
versions of the three UNIMORE datasets, including the
ventus dataset. For numerical breakdowns of the original,
unaltered datasets, see Table 10.

For all of the experiments discussed in this paper,
we use the final versions of the UNIMORE Bus-Off,
DAGA, and Ventus datasets; that is, the versions found
in the can-unimore-curated-v3 repository (see Table
9). The unaltered UNIMORE datasets each contain seven
attack-free traces and 8,000,000+ attack-free samples—
UNIMORE Bus-Off contains 8,743,772 attack-free sam-
ples, UNIMORE DAGA contains 8,743,772 attack-free
samples, and UNIMORE Ventus contains 8,654,387 attack-
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free samples. The final versions of the bus-off, daga, and
ventus datasets are all subdivided into two sub-datasets—
set 01 and set 02. Each sub-dataset contains three of the
seven attack-free traces—more than enough to properly train
a machine learning model.

4.4 How to Access the Datasets

All of the datasets used in our study are publicly available
online. Below, we provide links to the original, unaltered
datasets—as well as some notes about how to find them:

The HCRL Car-Hacking dataset:
➤ ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset

The HCRL Survival Analysis dataset:
➤ ocslab.hksecurity.net/Datasets/survival-ids

The can-train-and-test dataset:
➤ bitbucket.org/brooke-lampe/can-train-and-test/

The can-train-and-test-v1.5 dataset:
➤ bitbucket.org/brooke-lampe/can-train-and-test-v1.5/

The UNIMORE Bus-Off dataset:
➤ weblab.ing.unimore.it/people/stabili/resources/
➤ Click on “IEEE Vehicular Technology Conference 2019 - Fall

(VTC2019 Fall)”
The UNIMORE DAGA dataset:

➤ weblab.ing.unimore.it/people/stabili/resources/
➤ Click on “DAGA Dataset (preview)”

The UNIMORE Ventus dataset:
➤ weblab.ing.unimore.it/people/stabili/resources/tcps.shtml

We reformatted and curated several of the above datasets
for the purposes of our study. In particular, we modified the
two HCRL datasets and the three UNIMORE datasets to
match the format, organization, and size of the can-train-
and-test and can-train-and-test-v1.5 datasets.

The two HCRL datasets are available in the can-
train-and-test-v1.5 repository. The links are provided
below:

The HCRL Car-Hacking dataset (hcrl-ch)
➤ bitbucket.org/brooke-lampe/can-train-and-test-

v1.5/src/master/hcrl-ch/
The HCRL Car-Hacking dataset (hcrl-sa)

➤ bitbucket.org/brooke-lampe/can-train-and-test-
v1.5/src/master/hcrl-sa/

We developed three different versions of the three
UNIMORE datasets, which are stored in the following
repositories: can-unimore-curated-v1, can-unimore-
curated-v2, and can-unimore-curated-v3. The can-
unimore-curated-v1 repository contains the minimally
curated and trimmed versions of the UNIMORE datasets,
while can-unimore-curated-v3 repository contains the
highly curated and trimmed versions. The links are provided
below:

can-unimore-curated-v1
➤ https://bitbucket.org/brooke-lampe/can-unimore-curated-v1/

can-unimore-curated-v2
➤ https://bitbucket.org/brooke-lampe/can-unimore-curated-v2/

can-unimore-curated-v3
➤ https://bitbucket.org/brooke-lampe/can-unimore-curated-v3/

5 Comparison of Datasets

In this section, we compare and contrast our six datasets—
in terms of size, train-test split, class imbalance, etc. We be-
gin by calculating the total size of each dataset. Note that,
when we calculated the total number of samples in each
dataset for Tables 5, 7, 6, and 9, we excluded duplicate CAN
traces (CAN traces that appear in both train 01 attack -
free and train 02 with attacks). However, when we
calculated the total size of each dataset, we included these
duplicate CAN traces, so that practitioners can see how
much memory each dataset will consume when downloaded.
When calculating memory consumption, we included all
CAN traces, but we excluded any file that was not a CAN
trace (e.g., git files, helper files, etc.). Practitioners do not
need to download and store these files in order to use the
dataset.

As mentioned in Section 4.4, the can-train-and-
test-v1.5 repository contains the reformatted, curated
versions of hcrl-ch and hcrl-sa. When calculating the
size of can-train-and-test-v1.5, we exclude hcrl-
ch and hcrl-sa. The sizes of hcrl-ch and hcrl-sa are
given separately. Practitioners can choose to download can-
train-and-test-v1.5 without hcrl-ch and hcrl-sa.

In [64] and [67], Lampe and Meng reported the size
of the can-train-and-test dataset. Below, we report
the size of the can-train-and-test-v1.5 dataset, which
contains two new testing subsets—test 05 suppress and
test 06 masquerade. The two new testing subsets are
responsible for the size differences between can-train-
and-test and can-train-and-test-v1.5.

Total size of each dataset:
– hcrl-ch 0.753 GB
– hcrl-sa 0.077 GB
– can-train-and-test-v1.5 9.7 GB
– can-unimore-raw 106.1 GB

– bus-off 21.6 GB
– daga 27.2 GB
– ventus 57.3 GB

– can-unimore-curated-v1 35 GB
– bus-off 6.7 GB
– daga 9.2 GB
– ventus 19.1 GB

– can-umimore-curated-v2 16.8 GB
– bus-off 3.3 GB
– daga 4.5 GB
– ventus 9.0 GB

– can-unimore-curated-v3 9.6 GB
– bus-off 3.0 GB

https://ocslab.hksecurity.net/Datasets/CAN-intrusion-dataset
https://ocslab.hksecurity.net/Datasets/survival-ids
https://bitbucket.org/brooke-lampe/can-train-and-test/src/master/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/
https://weblab.ing.unimore.it/people/stabili/resources/
https://weblab.ing.unimore.it/people/stabili/resources/
https://weblab.ing.unimore.it/people/stabili/resources/tcps.shtml
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/hcrl-ch/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/hcrl-ch/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/hcrl-sa/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/hcrl-sa/
https://bitbucket.org/brooke-lampe/can-unimore-curated-v1/src/master/
https://bitbucket.org/brooke-lampe/can-unimore-curated-v2/src/master/
https://bitbucket.org/brooke-lampe/can-unimore-curated-v3/src/master/
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– daga 2.5 GB
– ventus 4.1 GB

5.1 hcrl-ch and hcrl-sa vs.
can-train-and-test-v1.5

Tables 5 and 6 provide numeric breakdowns of hcrl-ch and
can-train-and-test-v1.5, respectively. Tables 7 and 8
enumerate the sizes (in CAN frames) of hcrl-sa and sub-
dataset #1 of can-train-and-test-v1.5. In terms of
CAN traffic samples (i.e., CAN frames), we can see that
can-train-and-test-v1.5 is about an order of magni-
tude larger than either of the HCRL datasets; accordingly,
it is better equipped to showcase the capabilities of ma-
chine learning—especially deep learning—IDSs, which no-
toriously require a lot of training data.

Tables 6 and 8 also reveal that the can-train-and-
test-v1.5 dataset contains a high volume of testing data
relative to training data—and relative to the traditional 70/30
to 80/20 range of train-test splits [22]. In part, the relatively
high volume of testing data arises from the four indepen-
dent testing subsets contained in each sub-dataset. However,
Table 8 calls attention to the fact that some testing subsets
are nearly as large—or even larger—than the training sub-
set. Given an abundance of data, it is beneficial to evaluate a
would-be intrusion detection system against a high volume
of data. In the real world, an IDS would be continuously
challenged by an unending stream of data. A large testing
subset is more realistic than a small testing subset but is still
more practicable than a never-ending real-world test.

5.2 can-train-and-test-v1.5 vs. bus-off, daga, and
ventus

Looking back at Tables 6 and 9, we can see that sub-dataset
#1 (set 01) of can-train-and-test-v1.5 is slightly
larger than set 01 of bus-off, somewhat larger than set -
01 of daga, and slightly smaller than set 01 of ventus. For
reference, set 01 of can-train-and-test-v1.5 con-
tains 55,582,992 total samples, compared to 41,151,602 to-
tal samples for bus-off, 32,695,426 total samples for daga,
and 55,802,180 total samples for ventus.

We can see that, in general, can-unimore-curated-
v3 is smaller than can-train-and-test-v1.5; how-
ever, can-train-and-test-v1.5 and can-unimore-
curated-v3 are much closer in size than can-train-
and-test-v1.5 and can-unimore-curated-v2 (see Ta-
ble 12)—our previous iteration of preprocessing, trimming,
and curating the three UNIMORE datasets.

Even so, one could argue that can-unimore-curated-
v3 is at a disadvantage compared to can-train-and-
test-v1.5, since it contains fewer samples. However,

set 01 of the bus-off dataset contains 18,206,709 train-
ing samples compared to can-train-and-test-v1.5’s
mere 11,460,705. Similarly, set 01 of the daga dataset con-
tains 14,947,920 training samples (again, compared to can-
train-and-test-v1.5’s mere 11,460,705), while set -
01 of the ventus dataset contains a whopping 27,270,266
training samples.

In fact, set 01 of the ventus dataset contains more
training samples than any of can-train-and-test-
v1.5’s sub-datasets. Moreover, set 01, set 03, and set -
04 of can-train-and-test-v1.5 contain fewer training
samples than any sub-dataset in can-unimore-curated-
v3.

Thus, the number of training samples in can-unimore-
curated-v3 (per sub-dataset) is comparable to—or greater
than—the number of training samples in can-train-and-
test-v1.5 (per sub-dataset). Therefore, an IDS trained and
tested by can-unimore-curated-v3 will be at least as
well trained (with respect to the quantity of training data), as
an IDS trained and tested by can-train-and-test-v1.5.

5.3 Class Imbalance

Below, we provide the class imbalance (ratio of attack-
free samples to attack samples) for each dataset in our
study. Note that some testing subsets (e.g., test 05 sup-
press in can-train-and-test-v1.5 and test 01 in-
hibition in bus-off) contain only suppress attacks. Sup-
press attacks remove (or “suppress”) CAN messages; they
do not inject CAN messages. As such, if a testing subset
contains only suppress attacks, then it lacks labeled attack
messages. We cannot calculate class imbalance without la-
beled attack messages; therefore, we write “N/A,” meaning
”not applicable,” whenever a testing subset contains only
suppress attacks (for more information on suppress attacks,
see Sections 4.2 and 4.3).

– hcrl-ch
– train 02 with attacks 7:1
– test 01 DoS 3:1
– test 02 fuzzing 4:1
– test 03 gear spoofing 4:1
– test 04 rpm spoofing 4:1

– hcrl-sa
– train 02 with attacks 11:1
– test 01 known vehicle known attack 4:1
– test 02 unknown vehicle known attack 5:1
– test 03 known vehicle unknown attack 12:1
– test 04 unknown vehicle unknown attack 8:1

– can-train-and-test-v1.5 (sub-dataset #1)
– train 02 with attacks 213:1
– test 01 known vehicle known attack 89:1
– test 02 unknown vehicle known attack 38:1
– test 03 known vehicle unknown attack 413:1
– test 04 unknown vehicle unknown attack 927:1
– test 05 suppress N/A
– test 06 masquerade 75:1
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– bus-off (sub-dataset #1)
– train 02 with attacks N/A
– test 01 inhibition N/A
– test 02 shutdown N/A

– daga (sub-dataset #1)
– train 02 with attacks 108:1
– test 01 DoS 17:1
– test 02 arbitration id fuzzing 1602:1
– test 03 data field fuzzing 1068:1
– test 04 single arbitration id replay 457:1
– test 05 arbitrary sequence replay 71:1
– test 06 ordered sequence replay 66:1

– ventus (sub-dataset #1)
– train 02 with attacks 61:1
– test 01 injection 43:1
– test 02 removal N/A

As outlined above, can-train-and-test-v1.5
demonstrates extreme class imbalance—the ratio of attack-
free samples to attack samples can be as high as 927:1.
Extreme class imbalance is associated with a number of
challenges, particularly when it comes to capturing perfor-
mance metrics. However, extreme class imbalance is also
realistic to the problem at hand; a million messages will
cross the CAN bus within about five to ten minutes [63].
Since vehicles routinely travel the world’s roads for months,
years, and even decades without incident, we can see that
class imbalance in the real world is even steeper. Therefore,
can-train-and-test-v1.5 enables researchers to assess
the capabilities of a proposed IDS in a more authentic sce-
nario. If the proposed IDS has a problematic false positive
rate, it will almost certainly be revealed when the ratio of
attack-free samples to attack samples is 927:1. The daga
dataset demonstrates even greater class imbalance—one
testing subset has an attack-free:attack ratio of 1602:1, and
another has a ratio of 1068:1. The extreme class imbalance
of the daga dataset means that it is even more qualified to
expose problematic false positives.

6 Methodology

Our investigation centered around the can-train-and-
test-v1.5 dataset [64, 67, 61]. We extracted features from
the dataset and evaluated the impact of said features on
the performance of machine learning IDSs. Next, we pitted
can-train-and-test-v1.5 against two well-established
open-access intrusion detection datasets, namely, the HCRL
Car-Hacking dataset [123, 130, 122] and the HCRL Sur-
vival Analysis dataset [33, 34]. Then, we compared the can-
train-and-test-v1.5 to three newer datasets, specifi-
cally, UNIMORE Bus-Off [131, 132], DAGA [133, 134],
and Ventus [98, 97]. These three datasets are more simi-
lar to can-train-and-test-v1.5 in terms of data volume
and class imbalance. Finally, we used the three UNIMORE
datasets to investigate the impact of train-test interdepen-
dence on the performance of our machine learning models.

For all of our experiments, we leveraged the following
sixteen machine learning models:

1. Traditional machine learning, supervised
(a) Gaussian Naive Bayes (GNB)
(b) K-Nearest Neighbors (KNN)
(c) Linear Regression (Lin Reg)
(d) Logistic Regression (Log Reg)
(e) Linear Support Vector Machine (Lin SVM)
(f) Decision Tree (DT)
(g) Extra Trees (ET)
(h) Gradient Boosting (GB)
(i) Random Forest (RF)

2. Traditional machine learning, unsupervised
(a) Isolation Forest (IF)
(b) K-Means (KM)
(c) Mini-Batch K-Means (MBKM)
(d) Balanced Iterative Reducing and Clustering using

Hierarchies (BIRCH)
(e) Local Outlier Factor (LOF)

3. Deep learning, supervised
(a) Multi-Layer Perceptron (MLP)

4. Deep learning, unsupervised
(a) Bernoulli Restricted Boltzmann Machine (BRBM)

As shown above, there are fourteen traditional machine
learning models and two deep learning models. At the same
time, there are ten supervised models and six unsupervised
models. Our machine learning models were constructed us-
ing the scikit-learn [96] Python library.

6.1 Preliminaries

In order to compare the can-train-and-test-v1.5
dataset to five others—HCRL Car Hacking, HCRL Sur-
vival Analysis, UNIMORE Bus-Off, UNIMORE DAGA,
and UNIMORE Ventus—we first had to standardize them.
Our five comparison datasets were developed by a num-
ber of different authors at two different universities; as
such, they are organized and formatted differently. Some
datasets—e.g., the HCRL Car Hacking dataset, the HCRL
Survival Analysis dataset—are not even internally consis-
tent, formatting-wise (see Section 4.1). Therefore, we wrote
preprocessing scripts in Python—with the help of the pan-
das [94] Python library—to reformat our five comparison
datasets to match can-train-and-test-v1.5.

One important preprocessing step was to ensure that the
arbitration ID was stored as a 3-digit hexadecimal value. Ac-
cording to the CAN specification, the arbitration ID must
be eleven bits, which corresponds to a 3-digit hexadecimal
value between “000” and “7FF” (the maximum allowed by
the 11-bit format). To elaborate, the minimum 11-bit value

https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5/src/master/
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in binary is “00000000000” (or “000” in hex) and the max-
imum is “11111111111” (or “7FF” in hex). When commu-
nicating the minimum binary value, all eleven zeroes must
be transmitted for arbitration purposes (i.e., prioritization)—
one cannot simply transmit “0”. [80, 136]. Therefore, when
we express the arbitration ID in hexadecimal, we use exactly
three digits.

During the preprocessing phase, if the arbitration was
shorter than three digits, we padded with leading zeroes to
meet the length requirement. If it was longer, we removed
an excess leading zero. However, when we reformatted the
raw datasets, we did not change the length of the data field
in any way—that is, we did not add or remove leading or
trailing zeroes. The CAN specification explicitly allows for
variable-length data fields; therefore, we preserved the vari-
able lengths of the data fields when constructing our pre-
processed versions of the raw datasets. We did encounter
CAN traces in which the data field had been subdivided (us-
ing commas or spaces) into separate bytes. Since the data
field is not subdivided in can-train-and-test-v1.5, we
removed the delimiters and consolidated the data field into
one feature.

During our feature evaluation (see Section 6.2),
our Python-based driver program was responsible for
subdividing—or not subdividing—the data field before the
input data was passed along to the IDS. For all of our ex-
periments, we had to equalize the lengths of the data fields
before passing them along to our machine learning models.
To that end, we prepended zeroes until the data field was
eight bytes—or sixteen hex digits—long.

We represented the arbitration ID and data field
features as Python float variables, maintaining this ap-
proach whether the data field was subdivided or not. While
integers could have been equally appropriate, float data
types provided convenient conversion methods. Our use case
involved fixed-size numbers well within Python’s floating-
point precision limits [92].

We explicitly avoided byte or bytearray types due
to compatibility constraints with machine learning libraries
like scikit-learn. The float representation ensured
seamless integration with our computational tools and ma-
chine learning models, facilitating straightforward feature
engineering and model training.

It is important to note that we captured time
in the form of a timestamp feature, not a time
delta feature. In can-train-and-test-v1.5, each CAN
trace begins with the following timestamp: 2023-01-01
00:00:00.000000000 (January 1, 2023, at midnight). Sub-
sequent timestamps are offset appropriately so the time delta
(the time difference between two consecutive timestamps)
is unchanged. The timestamps in the HCRL and UNI-
MORE datasets were reformatted to match can-train-
and-test-v1.5; however, the actual timestamp values

were not altered. The value of a given timestamp in the pre-
processed version of the dataset is the same as its value in
the original, unaltered dataset. An in-depth evaluation of the
time delta feature is beyond the scope of this paper (see
instead [53]).

Due to significant class imbalance across the datasets—
in some instances, exhibiting extreme disparities—we
adopted a nuanced approach to performance metrics. Uti-
lizing scikit-learn’s capabilities, we implemented the
"weighted" option for precision, recall, and F1-score [96].
The weighted approach addresses the challenges posed by
class imbalance, providing a more robust evaluation metric
that accounts for the uneven distribution of classes. This ap-
proach calculates metrics for each label and determines the
average weighted by support (the number of true instances
for each label) [119, 120, 118]. The "weighted" option
is unavailable for accuracy [117]. As scikit-learn does
not provide predefined g-mean and false positive rate (FPR)
metrics, we computed these additional metrics ourselves.

6.2 Feature Evaluation

For the can-train-and-test-v1.5 feature evaluation,
we selected two features: (1) the timestamp feature and (2)
the data field feature.

With the timestamp feature, we sought to evaluate its
inherent value. Hossain and Islam [39] emphasize that—in
the context of machine learning for intrusion detection—it
is crucial to distinguish between informative and irrelevant
features. They caution that overfitting—in which a complex
model fails to generalize to new data—frequently occurs
when noisy or redundant features are included in the in-
put data. If we determined that the timestamp feature was
uninformative, then we could exclude it from future exper-
iments. However, if the timestamp proved valuable, then
its absence could lead to underfitting; in other words, if the
timestamp was explaining some of the variation in the data,
then our machine learning models might struggle to capture
patterns in the data and might underfit [78].

To assess the value of the timestamp feature, we con-
ducted one series of experiments including the timestamp,
followed by another series excluding it. Our goal was to an-
swer question such as:

1. Is the timestamp feature relevant? Irrelevant? Redun-
dant?

2. If the timestamp contains both information and noise,
then does it contain more information or more noise?

3. Does including the timestamp contribute to overfitting?
4. Does excluding the timestamp contribute to underfit-

ting?

The results are shown in Tables 14 and 15, respectively.
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With the data field feature, we sought to evaluate
the impact of subdividing the data field into eight data
bytes—each data byte treated as a separate feature. If subdi-
viding the data field did not improve performance, then
it was a needless preprocessing step. As such, we conducted
one set of experiments in which the data field was sub-
divided into eight distinct data field byte features, fol-
lowed by one set of experiments in which the data field
remained intact as a single feature. The results are shown in
Tables 14 and 16, respectively.

Input Features. For the results shown in Table 14, the
machine learning models were provided with the following
ten features:

1. Timestamp
2. Arbitration ID
3. Byte #1
4. Byte #2
5. Byte #3
6. Byte #4
7. Byte #5
8. Byte #6
9. Byte #7

10. Byte #8

For Table 15, the timestamp feature was excluded,
leading to the following list of nine features:

1. Arbitration ID
2. Byte #1
3. Byte #2
4. Byte #3
5. Byte #4
6. Byte #5
7. Byte #6
8. Byte #7
9. Byte #8

For Table 16, the data field feature was not subdi-
vided, leading to the following list of just three features:

1. Timestamp
2. Arbitration ID
3. Data field

In all cases, the timestamp feature was represented by
a Python datetime variable, while the arbitration ID
feature and data field feature (or individual data field
byte features) were represented by Python float variables.

6.3 hcrl-ch and hcrl-sa vs.
can-train-and-test-v1.5

To compare can-train-and-test-v1.5 to hcrl-ch and
hcrl-sa, we opted to evaluate all sixteen of our machine

learning models against the three datasets, then analyze the
results. To leverage our machine learning models against
hcrl-ch and hcrl-sa, we had to conduct a few prepro-
cessing steps (see also Section 6.1). Essentially, we refor-
matted hcrl-ch and hcrl-sa as comma-separated values
(CSV) files containing only the expected features in the ex-
pected format. For hcrl-ch, we removed the leading zero
from the arbitration ID feature and added a leading zero
to the first byte of the data field feature. Then, we con-
catenated the eight comma- or space-delimited bytes of the
data field into a single feature (our Python-based driver pro-
gram is responsible for subdividing—or not subdividing—
the data field). Lastly, we removed the data length code
(DLC) feature, and we converted the R/T flag to a 0/1 flag to
match can-train-and-test-v1.5. For hcrl-sa, we fol-
lowed the same preprocessing steps, and then we changed
the file extension from .txt to .csv.

The can-train-and-test-v1.5 dataset was curated
to facilitate scenario-specific evaluation. As mentioned in
Section 4.2, one scenario available in can-train-and-
test-v1.5 is the “known vehicle, unknown attack” pairing.
In this scenario, the vehicle has been seen in training (known
vehicle), but the attack has not been seen in training (un-
known attack). Because can-train-and-test-v1.5 was
designed to fill this specialized role, it is not directly compa-
rable to hcrl-ch and hcrl-sa. As such, we opted to con-
duct two different comparisons: (1) a conventional compar-
ison to a conventionally-partitioned dataset, and a scenario-
based comparison to a dataset that partitioned according
to scenarios, similar to can-train-and-test-v1.5 itself.
The data in the hcrl-ch dataset comes from exactly one
vehicle, so it is not suited to our scenario-based compari-
son. However, three different vehicles—a Chevrolet Spark, a
Hyundai YF Sonata, and a Kia Soul—are represented in the
hcrl-sa dataset. In addition, hcrl-sa contains three dif-
ferent attacks: DoS, fuzzing, and malfunction. Thus, hcrl-
sa can be configured as a scenario-based dataset—akin to
can-train-and-test-v1.5. Since hcrl-sa provides rel-
atively little data on a per vehicle basis—especially attack-
free data (see Section 4.1)—we are curious about the possi-
bility of underfitting [78].

Below, we describe how hcrl-ch and hcrl-sa were
organized and partitioned with respect to training and testing
data:

– For hcrl-ch, we divide each attack into traditional
train-test splits (∼75% for training, ∼25% for testing).
All of the attack-free data is used as training data. We
use the train splits for training and the test splits for test-
ing.

– For hcrl-sa, we select two of the three vehicles and
two of the three attacks for training. These vehicles and
attacks will be the known vehicles and known attacks.
We withhold one vehicle and one attack; these will be
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the unknown vehicle and unknown attack. All of the
data in the Survival Analysis dataset was included in the
scenario-based version of the dataset—except the attack-
free file for the unknown vehicle. In keeping with the
can-train-and-test-v1.5, we include the attack-
free files in the training data only. Since the unknown
vehicle cannot be seen in training, its attack-free file was
not used. The unused file contains 136,935 samples.

6.4 can-train-and-test-v1.5 vs. bus-off, daga, and
ventus

With the UNIMORE Bus-Off, DAGA, and Ventus datasets,
our intention, for each dataset, was create one attack-free
training subset (train 01 attack free), one training sub-
set with attacks (train 02 with attacks), and a number
of testing subsets—as appropriate to the number and types
of attacks available in the given dataset. We planned to reuse
the strategies that went into the hcrl-ch dataset in order to
construct the curated bus-off, daga, and ventus datasets.
For example, we planned to use all of the available data
for either training or testing, we planned to use a ∼75/∼25
train-test split, and we did not plan to construct sub-datasets.

However, we quickly realized that the original, unal-
tered UNIMORE datasets were simply too large—far too
large. The raw, full-size datasets (collectively referred to
as can-unimore-raw; see Table 10) consumed a whop-
ping 106.1 GB of memory: the raw bus-off dataset was
21.6 GB in size, the raw daga dataset was even larger at
27.2 GB, and the raw ventus dataset was by far the largest
at 57.3 GB. Our machine learning models—which run on
CPUs—would be prohibitively slow if forced to process
57.3 GB of data. Some of them would simply run out of
memory resources and terminate with an error message. For
reference, can-train-train-and-test-v1.5’s footprint
is 9.7 GB—spread across four sub-datasets—and hcrl-ch
consumes a mere 0.753 GB of memory.

We realized we would need to trim and curate the raw
datasets. Our first iteration of trimmed, curated datasets was
can-unimore-curated-v1 (see Table 11); we quickly de-
termined that it was still too large. We further trimmed
and curated the datasets, culminating in can-unimore-
curated-v2 (see Table 12). In can-unimore-curated-
v2, the bus-off, daga, and ventus datasets are each
sub-divided into two sub-datasets (set 01 and set 02).
While significantly trimmed, can-unimore-curated-v2
preserved all of the unique attack types found in the three
UNIMORE datasets. We conducted a complete set of ex-
periments with can-unimore-curated-v2—the results
are available in the supplementary material (see “data-
extended.xlsx,” an Excel spreadsheet).

When we reviewed the results of our can-unimore-
curated-v2 experiments, we realized that a number of

our machine learning models were still running out of ei-
ther time or memory. For the bus-off dataset, 3 out of
32 experiments ran out of either time or memory; for the
daga dataset, it was 14 out of 32; and for the ventus
dataset, it was 21 out of 32. Therefore, we trimmed and
curated the three UNIMORE datasets one more time, de-
veloping the can-unimore-curated-v3 (see Tables 9 and
13). The can-unimore-curated-v3 repository, contain-
ing the final trimmed and curated versions of the three UNI-
MORE datasets, is well-suited to practitioners who have lit-
tle or no access to dedicated machine learning hardware and
software. Many machine learning models—including deep
learning models such as the Multi-Layer Perceptron—can
be trained and tested on can-unimore-curated-v3 in a
timely fashion (less than seven days) without a GPU. Across
all three UNIMORE datasets, we conducted 96 experiments,
and only 2 of those 96 experiments ran out of either time or
memory.

As discussed in Section 5.2, can-unimore-curated-
v3’s bus-off, daga, and ventus datasets are slightly
smaller—with respect to the total number of samples—than
can-train-and-test-v1.5. However, the three UNI-
MORE datasets contain more training samples—per sub-
dataset—than all but one of the sub-datasets in can-train-
and-test-v1.5. And the volume of training data in a
dataset is much more important than the volume of testing
data—hence the common 70/30 and 80/20 train-test splits
[22, 39, 78]. With respect to training data quantity, an IDS
trained and tested by can-unimore-curated-v3 will be at
least as well trained—on average—as one trained and tested
with can-train-and-test-v1.5.

See Table 10, Table 11, Table 12, and Table 13
for can-unimore-raw (original and unaltered), can-
unimore-curated-v1 (minimally trimmed and curated),
can-unimore-curated-v2 (moderately trimmed and cu-
rated), and can-unimore-curated-v3 (highly trimmed
and curated), respectively.

6.5 Train-Test Interdependence

The UNIMORE Bus-Off, DAGA, and Ventus datasets col-
lectively contain eight attacks (some of which overlap). All
eight attacks were simulated—some with greater fidelity
than others. Importantly, both the high- and low-fidelity sim-
ulations were conducted on top of attack-free traces; that is,
the authors took an attack-free trace and either injected or re-
moved messages. As discussed in Section 4.3, the suppress
(or “removal”) attacks in the bus-off and ventus datasets
were probably conducted programmatically; the target mes-
sages are removed, but the remainder of the trace is not al-
tered in any way. This simulation strategy is relatively low
fidelity; the timestamp feature is left with gaps where the
“removed” messages once were, even during message bursts
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Table 10: can-unimore-raw1

Dataset # of samples in attack-free
(clean) captures

# of samples in attack
(infected) captures

Total # of samples

bus-off 8,743,772 180,339,296 189,083,068
daga 8,743,772 247,557,238 256,301,010
ventus 8,654,387 531,003,538 539,657,925
TOTAL 26,141,931 958,900,072 985,042,003
1 can-unimore-raw denotes the original, raw Bus-Off, DAGA, and Ventus datasets constructed by Stabili and

Marchetti [131]; Stabili et al. [133]; and Pollicino, Stabili, and Marchetti [98], respectively. The raw datasets do
not contain sub-datasets.

Table 11: can-unimore-curated-v11,2

Dataset # of training samples # of testing samples Total # of samples
bus-off 141,886,413 47,196,655 189,083,068
daga 191,494,702 64,806,308 256,301,010
ventus 401,530,248 138,127,677 539,657,925
TOTAL 734,911,363 250,130,640 985,042,003
1 can-unimore-curated-v1 denotes the minimally preprocessed Bus-Off, DAGA, and Ventus datasets. We refor-

matted and reorganized the datasets to accommodate our machine learning models. These datasets do not contain
sub-datasets.

2 We exclude samples in duplicate CAN traces.

Table 12: can-unimore-curated-v21,2

Dataset # of training samples # of testing samples Total # of samples
bus-off 43,254,585 47,196,655 90,451,240
daga 56,837,897 64,806,308 121,644,205
ventus 114,450,604 138,127,677 252,578,281
TOTAL 214,543,086 250,130,640 464,673,726
1 can-unimore-curated-v2 denotes our first attempt to significantly resize and reorganize the Bus-Off, DAGA, and

Ventus datasets to minimize errors (e.g., “out of memory”) during machine learning. Each of these datasets is split
into two sub-datasets (not shown).

2 We exclude samples in duplicate CAN traces.

Table 13: can-unimore-curated-v31,2

Dataset # of training samples # of testing samples Total # of samples
bus-off 35,558,504 44,907,642 80,466,146
daga 30,373,648 34,734,339 65,107,987
ventus 53,719,367 56,727,490 110,446,857
TOTAL 119,651,519 136,369,471 256,020,990
1 can-unimore-curated-v3 denotes our second and final attempt to significantly resize and reorganize the Bus-Off,

DAGA, and Ventus datasets to minimize errors (e.g., “out of memory”) during machine learning. Each of these
datasets is split into two sub-datasets (not shown).

2 We exclude samples in duplicate CAN traces.

(approaching 100% busload), where gaps would likely be
filled by waiting messages. By contrast, the daga dataset (as
well as the ventus dataset’s “injection” attack) constitutes
a high-fidelity simulation; both a combination of hardware
and software was used to account for the low-level particu-
lars of the CAN bus—down to the transceivers and resisters
(see Section 4.3). Given its higher fidelity, we focus on the
daga dataset in our analysis of train-test interdependence.

To analyze train-test interdependence in the daga
dataset, we needed one sub-dataset that demonstrated train-

test interdependence, and one sub-dataset that did not (our
baseline). Ultimately, we subdivided all three UNINMORE
datasets into two sub-datasets. In sub-dataset #1 (set 01),
the training data contained a specific attack-free trace, and
the testing data contained the attack traces simulated on top
of that specific attack-free trace. In sub-dataset #2 (set 02),
however, none of the attack-free traces in the training data
were related to the attack traces in the testing data. Thus,
set 01 was curated to exhibit train-test interdependence,
while set 02 (our baseline) was not.
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Fig. 1: Average F1-scores for can-train-and-test-v1.5 under the following conditions: (1) with timestamp and with
data field subdivision (default), (2) without timestamp (with data field subdivision), and (3) without data field subdivision
(with timestamp). This graph corresponds to Tables 14, 15, and 16, for the blue, red, and tan bars, respectively.

With this setup, we sought to answer the question “Can
an IDS memorize an attack-free trace during training and
use that information to identify attacks in related attack
traces?” Until the start of the first attack, the attack traces are
generally identical to their attack-free trace (i.e., the attack-
free trace they originated from). Moreover, many attack
traces are identical (or nearly identical) to their attack-free
trace between attacks as well. Since Stabili et al. [133, 134]
initialized the daga traces to 0.0, the timestamps are often
identical as well. As such, we expected the IDS to perform
much better against set 01 than set 02.

As mentioned in Section 6.4, we ran our full battery
of experiments on can-unimore-curated-v2 (see “data-
extended.xlsx,” an Excel spreadsheet, in the supplemen-
tary material). However, when we examined the data, we
found that many of our experiments had run out of either
time or memory. Upon examination of the daga dataset, we
found that nine of our sixteen machine learning models com-
pleted both the set 01 and set 02 experiments. Of those,
six had better F1-scores when pitted against set 01 than
when pitted against set 02. For the three machine learning
models that performed worse against set 01 (the opposite
of our expectation), one was essentially equal: the difference
was 0.0001. We could see that, for the experiments that ac-

tually ran to completion, set 01 had a significant advantage
over set 02. The results of these experiments convinced us
to develop can-unimore-curated-v3. We wanted to eval-
uate the impact of train-test interdependence on IDS perfor-
mance when all of the daga experiments terminated without
error. For our analysis of train-test interdependence in can-
unimore-curated-v3, see Section 7.4.

The HCRL and can-train-and-test-v1.5 datasets
differ fundamentally from the UNIMORE datasets in terms
of data generation methodology, precluding analysis of po-
tential machine learning advantages from training data reuse
in attack data. In the HCRL datasets, attack traces were cap-
tured from real attacks on real vehicles, not constructed by
modifying attack-free traces. Similarly, can-train-and-
test-v1.5’s attack traces were either captured from live
vehicle attacks or simulated using attack-free traces that
were never published as training data.

In contrast, all of the attacks in the UNIMORE datasets
were generated by modifying a handful of published attack-
free traces. Moreover, the UNIMORE datasets employ a
systematic attack generation approach: each dataset con-
tains seven attack-free traces, and every attack trace is de-
rived from one of these base traces. This one-to-many rela-
tionship between attack-free and attack traces—where each



32 Brooke Kidmose et al.

attack-free trace generates multiple attack variants—enables
us to investigate whether intrusion detection systems gain
performance advantages from exposure to the underlying
attack-free patterns during training. Theoretically, such ex-
posure could give them an advantage when they see the
same attack-free traces, plus attacks, during testing. Because
the HCRL and can-train-and-test-v1.5 datasets lack
these “base traces,” we cannot use them for our train-test
interdependence analysis.

7 Discussion of Results

In this section, we discuss the results of our feature eval-
uation, our HCRL vs. can-train-and-test-v1.5 com-
parison, our can-train-and-test-v1.5 vs. UNIMORE
comparison, and our train-test interdependence experiments.
In our discussion of results, we often summarize or ag-
gregate our results, as we do not have space to cover ev-
ery experiment individually. Therefore, additional results
are available in the supplementary material (see “data-
extended.xlsx,” an Excel spreadsheet).

7.1 Feature Evaluation

Tables 14, 15, and 16 present different configurations of ex-
periments run on the can-train-and-test-v1.5 dataset.
Table 14 shows results using default parameters, where the
data field is subdivided and the timestamp feature is
included. Table 15 presents results without the timestamp
feature, while Table 16 shows results without data field
subdivision. For each configuration, the experiments are av-
eraged on a per-model basis. The three experimental con-
figurations are visualized in Figure 1, which compares their
average F1-scores under the following conditions: (1) with
timestamp and with data field subdivision (default), (2) with-
out timestamp (with data field subdivision), and (3) without
data field subdivision (with timestamp).

Reviewing Tables 14, 15, and 16, we observe that fea-
ture configuration impacts varied significantly by model.
As shown in Figure 1, the Multi-Layer Perceptron (MLP)
achieved its highest F1-score (0.9555) with both the times-
tamp and the data field subdivision, declining to 0.9115
without the timestamp and 0.9320 without the data field
subdivision. The Gaussian Naive Bayes (GNB) model ex-
hibited different behavior, with F1-scores of 0.9626 (with
timestamp), 0.9538 (without timestamp), and 0.9775 (with-
out subdivision)—performing best without data field sub-
division. Linear Regression showed limited effectiveness
across all configurations, with F1-scores of 0.4756, 0.4772,
and 0.3484—with the timestamp and subdivision, without
the timestamp, and without the subdivision, respectively—
performing marginally better without the timestamp feature.

In summary, for the MLP model, the highest average F1-
score was achieved with the timestamp and the subdivision.
For GNB, the highest average F1-score was achieved with-
out the subdivision. For the Linear Regression model, the
highest average F1-score was achieved without the times-
tamp.

When it came to subdividing the data field feature,
the results were too mixed to generalize; however, when it
came to including—or excluding—the timestamp feature,
the results were clearer cut. Anecdotally, we can see that ex-
cluding the timestamp had a catastrophic impact on the per-
formance of the Random Forest model but enhanced the per-
formance of the Isolation Forest model. In general, though,
excluding the timestamp feature is detrimental. Many of
the high-performing machine learning models—e.g., Gaus-
sian Naive Bayes, Logistic Regression, and Linear Sup-
port Vector Machine—exhibited slight drops in performance
when the timestamp was removed. With the timestamp,
the F1-scores were 0.9626, 0.9825, and 0.9823, respec-
tively; without the timestamp, the F1-scores were 0.9538,
0.9820, and 0.9820, respectively. The k-Nearest Neighbors
model saw a more significant drop in performance—from
0.9531 to 0.9158, as did the Multi-Layer Perceptron—
0.9555 to 0.9115. Many of the models that improved without
the timestamp were medium- or poor-performing models—
the BIRCH model’s performance increased from 0.5430 to
0.6508; the Local Outlier Factor model’s performance in-
creased from 0.4835 to 0.4966.

A pattern emerges when we examine moderate- and
high-performing models (F1-score > 0.75) under compa-
rable conditions. When analyzing Tables 14 and 15, with
the data field subdivision held constant, we can see that
removing the timestamp never improved the average F1-
score. Figure 1 enables us to visually confirm our findings
by examining its bar graph representation. We focus on the
blue bars (with timestamp) and the red bars (without times-
tamp). Our cut-off for moderate- to high-performing models
is 0.75, but for ease of visual inspection, we will begin by
examining blue or red bars which cross the 0.8 mark. We
can see that the blue bars meet or exceed the red bars in
all cases—GNB, KNN, Log Reg, Lin SVM, ET, GB, RF,
MLP, RBM. Some pairs of bars appear equal in height—
e.g., Log Reg, Lin SVM—but a detailed inspection of Ta-
bles 14 and 15 reveals marginally better performance with
the timestamp. In the case of the BRBM model, the bars are
actually equal—the F1-score is 0.9857, with or without the
timestamp. The 0.75 mark is more difficult to pinpoint, but
we can see that the Decision Trees model meets our criteria
for moderate- to high-performing, and it also matches our
pattern: there is a significant drop from “with timestamp” to
“without timestamp.” With the Isolation Forest (IF) model,
the pattern is reversed; the IF model performs better “with-
out timestamp” than “with timestamp.” This model, how-
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Table 14: can-train-and-test-v1.5: Averages with timestamp and with data field subdivision.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9498 0.9787 0.9498 0.9626 0.9550 0.0397
K-Nearest Neighbors 0.9320 0.9830 0.9320 0.9531 0.9361 0.0597
Linear Regression 0.3360 0.9810 0.3360 0.4756 0.3330 0.6700
Logistic Regression 0.9856 0.9827 0.9856 0.9825 0.9908 0.0039
Linear Support Vector Machine 0.9866 0.9785 0.9866 0.9823 0.9921 0.0023
Decision Tree 0.7027 0.9853 0.7027 0.7930 0.7033 0.2962
Extra Trees 0.8783 0.9837 0.8783 0.9181 0.8819 0.1144
Gradient Boosting 0.7986 0.9839 0.7986 0.8683 0.8006 0.1974
Random Forest 0.8936 0.9842 0.8936 0.9313 0.8971 0.0993
Isolation Forest 0.5448 0.9766 0.5448 0.6919 0.5457 0.4534
K-Means 0.4118 0.9796 0.4118 0.5523 0.4092 0.5933
Mini-Batch K-Means 0.5186 0.9778 0.5186 0.6504 0.5195 0.4796
BIRCH 0.4823 0.9783 0.4823 0.5430 0.4831 0.5160
Local Outlier Factor 0.3621 0.9722 0.3621 0.4835 0.3609 0.6403
Multi-Layer Perceptron 0.9343 0.9839 0.9343 0.9555 0.9383 0.0576
Bernoulli Restricted Boltzmann Machine 0.9904 0.9811 0.9904 0.9857 0.9952 0.0000
1 We exclude test 05 suppress, as it lacks labeled CAN frames and cannot be effectively evaluated.

Table 15: can-train-and-test-v1.5: Averages without timestamp (with data field subdivision).1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9346 0.9809 0.9346 0.9538 0.9397 0.0552
K-Nearest Neighbors 0.8753 0.9862 0.8753 0.9158 0.8780 0.1194
Linear Regression 0.3387 0.9809 0.3387 0.4772 0.3357 0.6673
Logistic Regression 0.9849 0.9835 0.9849 0.9820 0.9901 0.0046
Linear Support Vector Machine 0.9861 0.9784 0.9861 0.9820 0.9916 0.0028
Decision Tree 0.5864 0.9844 0.5864 0.6762 0.5857 0.4149
Extra Trees 0.7785 0.9856 0.7785 0.8313 0.7804 0.2176
Gradient Boosting 0.7814 0.9837 0.7814 0.8573 0.7833 0.2148
Random Forest 0.7613 0.9859 0.7613 0.8270 0.7627 0.2358
Isolation Forest 0.5598 0.9771 0.5598 0.7046 0.5607 0.4384
K-Means 0.4750 0.9795 0.4750 0.6136 0.4749 0.5252
Mini-Batch K-Means 0.4789 0.9796 0.4789 0.6139 0.4789 0.5211
BIRCH 0.5678 0.9807 0.5678 0.6508 0.5675 0.4328
Local Outlier Factor 0.3830 0.9700 0.3830 0.4966 0.3826 0.6176
Multi-Layer Perceptron 0.8647 0.9846 0.8647 0.9115 0.8675 0.1297
Bernoulli Restricted Boltzmann Machine 0.9904 0.9811 0.9904 0.9857 0.9952 0.0000
1 We exclude test 05 suppress, as it lacks labeled CAN frames and cannot be effectively evaluated.

Table 16: can-train-and-test-v1.5: Averages without data field subdivision (with timestamp).1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9782 0.9798 0.9782 0.9775 0.9840 0.0102
K-Nearest Neighbors 0.8769 0.9804 0.8769 0.9181 0.8813 0.1143
Linear Regression 0.2416 0.9828 0.2416 0.3484 0.2372 0.7669
Logistic Regression 0.9666 0.9794 0.9666 0.9710 0.9717 0.0232
Linear Support Vector Machine 0.9883 0.9768 0.9883 0.9825 0.9941 0.0000
Decision Tree 0.7634 0.9843 0.7634 0.8384 0.7653 0.2328
Extra Trees 0.8687 0.9811 0.8687 0.9128 0.8728 0.1230
Gradient Boosting 0.6590 0.9844 0.6590 0.7532 0.6596 0.3397
Random Forest 0.8920 0.9808 0.8920 0.9276 0.8964 0.0991
Isolation Forest 0.6396 0.9780 0.6396 0.7679 0.6408 0.3579
K-Means 0.6028 0.9747 0.6028 0.7190 0.6060 0.3908
Mini-Batch K-Means 0.6124 0.9773 0.6124 0.7266 0.6139 0.3845
BIRCH 0.9883 0.9768 0.9883 0.9825 0.9941 0.0000
Local Outlier Factor 0.2813 0.9818 0.2813 0.3509 0.2784 0.7242
Multi-Layer Perceptron 0.8970 0.9805 0.8970 0.9320 0.9011 0.0947
Bernoulli Restricted Boltzmann Machine 0.9883 0.9768 0.9883 0.9825 0.9941 0.0000
1 We exclude test 05 suppress, as it lacks labeled CAN frames and cannot be effectively evaluated.
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Table 17: hcrl-ch, hcrl-sa: Performance metrics for the KNN model.

Dataset, testing subset Accuracy Precision Recall F1-score G-mean FPR
CH, #1 0.8419 0.8553 0.8419 0.8102 0.9142 0.0073
CH, #2 0.9580 0.9592 0.9580 0.9561 0.9775 0.0026
CH, #3 0.9088 0.9114 0.9088 0.8973 0.9500 0.0069
CH, #4 0.9336 0.9348 0.9336 0.9282 0.9630 0.0066
SA, #1 0.8944 0.8908 0.8944 0.8831 0.9365 0.0195
SA, #2 0.6836 0.7355 0.6836 0.7072 0.7255 0.2301
SA, #3 0.9393 0.9322 0.9393 0.9343 0.9593 0.0203
SA, #4 0.6662 0.7809 0.6662 0.7190 0.7026 0.2590

Table 18: can-train-and-test-v1.5: Performance metrics for the KNN model.

Sub-dataset, testing subset Accuracy Precision Recall F1-score G-mean FPR
#1, #1 0.9855 0.9850 0.9855 0.9853 0.9893 0.0069
#1, #2 0.9714 0.9497 0.9714 0.9604 0.9840 0.0033
#1, #3 0.9976 0.9964 0.9976 0.9965 0.9988 0.0000
#1, #4 0.9982 0.9979 0.9982 0.9981 0.9987 0.0008
#1, #5 0.9915 1.0000 0.9915 0.9957 0.9915 0.0085
#1, #6 0.9851 0.9872 0.9851 0.9860 0.9878 0.0094
#2, #1 0.9988 0.9988 0.9988 0.9988 0.9990 0.0007
#2, #2 0.7930 0.9966 0.7930 0.8824 0.7932 0.2065
#2, #3 0.9261 0.9951 0.9261 0.9594 0.9272 0.0717
#2, #4 0.7658 0.9955 0.7658 0.8637 0.7656 0.2345
#2, #5 0.9432 1.0000 0.9432 0.9708 0.9432 0.0568
#2, #6 0.9559 0.9885 0.9559 0.9715 0.9583 0.0392
#3, #1 0.9912 0.9913 0.9912 0.9899 0.9956 0.0000
#3, #2 0.9461 0.9643 0.9461 0.9546 0.9537 0.0387
#3, #3 0.9980 0.9963 0.9980 0.9971 0.9990 0.0000
#3, #4 0.9489 0.9580 0.9489 0.9534 0.9589 0.0310
#3, #5 0.9958 1.0000 0.9958 0.9979 0.9958 0.0042
#3, #6 0.9857 0.9810 0.9857 0.9833 0.9904 0.0048
#4, #1 0.9825 0.9822 0.9825 0.9768 0.9911 0.0002
#4, #2 0.7357 0.9947 0.7357 0.8448 0.7361 0.2635
#4, #3 0.9820 0.9811 0.9820 0.9766 0.9908 0.0004
#4, #4 0.7117 0.9543 0.7117 0.8096 0.7156 0.2805
#4, #5 0.9999 1.0000 0.9999 1.0000 0.9999 0.0001
#6, #6 0.9808 0.9653 0.9808 0.9730 0.9895 0.0017

Table 19: can-unimore-curated-v3: Performance metrics for the KNN model.

Dataset Sub-dataset, testing subset Accuracy Precision Recall F1-score G-mean FPR
bus-off #1, #1 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
bus-off #1, #2 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
bus-off #2, #1 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
bus-off #2, #2 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
daga #1, #1 0.9950 0.9954 0.9950 0.9951 0.9948 0.0053
daga #1, #2 0.9941 0.9988 0.9941 0.9964 0.9944 0.0053
daga #1, #3 0.9938 0.9981 0.9938 0.9959 0.9942 0.0053
daga #1, #4 0.9928 0.9961 0.9928 0.9944 0.9937 0.0053
daga #1, #5 0.9811 0.9729 0.9811 0.9770 0.9879 0.0053
daga #1, #6 0.9803 0.9713 0.9803 0.9758 0.9875 0.0053
daga #2, #1 0.9769 0.9756 0.9769 0.9754 0.9859 0.0051
daga #2, #2 0.9943 0.9988 0.9943 0.9965 0.9946 0.0051
daga #2, #3 0.9930 0.9961 0.9930 0.9945 0.9939 0.0051
daga #2, #4 0.9940 0.9981 0.9940 0.9960 0.9944 0.0051
daga #2, #5 0.9807 0.9720 0.9807 0.9762 0.9878 0.0051
daga #2, #6 0.9814 0.9729 0.9814 0.9771 0.9881 0.0051
ventus #1, #1 0.9765 0.9551 0.9765 0.9657 0.9878 0.0008
ventus #1, #2 0.9993 1.0000 0.9993 0.9996 0.9993 0.0007
ventus #2, #1 0.9575 0.9547 0.9575 0.9561 0.9686 0.0202
ventus #2, #2 0.9815 1.0000 0.9815 0.9907 0.9815 0.0185
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Table 20: hcrl-sa, can-train-and-test-v1.5 (set 01): Performance metrics for the MLP model.

Dataset, sub-dataset, testing subset Accuracy Precision Recall F1-score G-mean FPR
SA, #1 0.9810 0.9819 0.9810 0.9812 0.9811 0.0187
SA, #2 0.7407 0.7517 0.7407 0.7461 0.7875 0.1627
SA, #3 0.9708 0.9712 0.9708 0.9678 0.9848 0.0009
SA, #4 0.7736 0.7954 0.7736 0.7844 0.8158 0.1396
CT&T, #1, #1 0.9873 0.9860 0.9873 0.9866 0.9910 0.0053
CT&T, #1, #2 0.9694 0.9539 0.9694 0.9609 0.9815 0.0062
CT&T, #1, #3 0.9976 0.9955 0.9976 0.9965 0.9988 0.0000
CT&T, #1, #4 0.9983 0.9979 0.9983 0.9981 0.9988 0.0007
1 We exclude test 05 suppress and test 06 masquerade; no equivalent testing subsets are available in hcrl-sa.

ever, does not meet our cut-off, the average F1-scores are
0.6919 (with timestamp) and 0.7046 (without timestamp).

When we turn our attention to the question of data
field subdivision, with the timestamp held constant, we see
some intriguing behavior. Most models demonstrate con-
sistent relative performance across different experimental
configurations—that is, strong performers tend to remain
strong, and weaker models tend to stay weaker, with only
minor variations. The Logistic Regression, Linear Support
Vector Machine, and Bernoulli Restricted Boltzmann Ma-
chine exemplify this consistency particularly well. How-
ever, the BIRCH model stands as a remarkable exception
to this trend. However, the BIRCH model stands as a re-
markable exception to this trend. With data field subdivi-
sion, it achieves a very modest F1-score of 0.5430, yet with-
out subdivision, its performance soars to 0.9825—the most
dramatic performance swing observed in our analysis. This
stark contrast suggests that BIRCH’s clustering algorithm
may interact with data field organization in a fundamentally
different way than other models.

7.2 hcrl-ch and hcrl-sa vs.
can-train-and-test-v1.5

The results of the experiments run against the HCRL Car
Hacking dataset can be found in Table 21, while the re-
sults for the HCRL Survival Analysis dataset are presented
in Table 22. To provide a broader perspective, we aggregate
these two HCRL datasets in Table 30 in the appendix, allow-
ing us to compare the can-train-and-test-v1.5 dataset
against a generalized view of HCRL’s performance (see Sec-
tion B). Figure 2 visualizes the data—specifically, the aver-
age F1-scores—in the form of a bar graph. The blue, red,
and tan bars correspond to the HCRL Car Hacking dataset
(hcrl-ch), the HCRL Survival Analysis dataset (hcrl-sa),
and the can-train-and-test-v1.5 dataset, respectively.

Zooming in on our comparison, we examine Table 21
and Table 23, in which hcrl-ch is juxtaposed against can-
train-and-test-v1.5 without testing subsets #5 and #6
(test 05 suppress and test 06 masquerade, respec-
tively). Similarly, to compare hcrl-sa to can-train-and-

test-v1.5, we refer to Tables 22 and Table 23. Both Ta-
ble 14 (referenced in our earlier discussion) and Table 23
contain the average metrics of the can-train-and-test-
v1.5 dataset with default parameters; however, Table 14
includes testing subset #6 (masquerade) in its averages,
whereas Table 23 does not. The hcrl-ch and hcrl-sa
datasets do not contain CAN traffic data equivalent to test-
ing subset #6; accordingly, in Table 23, we exclude testing
subset #6 from the averages to enhance our perspective and
our comparison.

When we average our experiments, we can see that many
machine learning models perform very well (F1-score >

0.9) against the can-train-and-test-v1.5 dataset. A
few models perform moderately well (0.9 > F1-score >

0.7), and a few perform poorly (F1-score ∼ 0.5). Looking
at the average model performance for the hcrl-ch dataset,
we see that performance is generally lower: one model per-
forms very well (F1-score > 0.9), many models perform
well (0.9 > F1-score > 0.7), a few models perform poorly
(F1-score ∼ 0.5), and one model performs very poorly (F1-
score < 0.4). Similarly, when averaging model performance
for the hcrl-sa dataset, we see one model that performs
very well (F1-score > 0.9), many models that perform mod-
erately well (0.9 > F1-score > 0.7), a few models that per-
form poorly (F1-score ∼ 0.5), and a few models that per-
form very poorly (F1-score < 0.4). The one model that
performed very well against the hcrl-ch dataset was also
the one model that performed well against the hcrl-sa
dataset—the Gradient Boosting model. Interestingly, when
pitted against can-train-and-test-v1.5, it achieved an
average F1-score of 0.8897, below our cut-off for the “per-
formed very well” classification.

A model-by-model analysis of Figure 2 reveals that
eleven models performed best when pitted against can-
train-and-test-v1.5, while five performed best against
hcrl-ch. None of the models performed best against hcrl-
sa—the red bar was never the tallest of the three bars. The
systematic underperformance of our sixteen machine learn-
ing models when tested against hcrl-sa likely stems from
the limited number of samples in the dataset, which may
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Table 21: hcrl-ch ONLY: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.8082 0.7137 0.8082 0.7303 0.8956 0.0073
K-Nearest Neighbors 0.9106 0.9152 0.9106 0.8980 0.9512 0.0059
Linear Regression 0.4587 0.8381 0.4587 0.4870 0.3963 0.6575
Logistic Regression 0.8147 0.7663 0.8147 0.7354 0.9022 0.0005
Linear Support Vector Machine 0.8129 0.7590 0.8129 0.7308 0.9014 0.0002
Decision Tree 0.7143 0.8253 0.7143 0.7339 0.7238 0.2638
Extra Trees 0.8928 0.8860 0.8928 0.8809 0.9249 0.0405
Gradient Boosting 0.9646 0.9701 0.9646 0.9648 0.9684 0.0276
Random Forest 0.8604 0.9034 0.8604 0.8713 0.8602 0.1395
Isolation Forest 0.4273 0.7554 0.4273 0.4680 0.3900 0.6415
K-Means 0.7824 0.8046 0.7824 0.7834 0.8031 0.1730
Mini-Batch K-Means 0.7908 0.8117 0.7908 0.7911 0.8098 0.1680
BIRCH 0.8060 0.7179 0.8060 0.7580 0.8751 0.0485
Local Outlier Factor 0.1752 0.4945 0.1752 0.0594 0.0163 0.9980
Multi-Layer Perceptron 0.8892 0.9037 0.8892 0.8662 0.9428 0.0000
Bernoulli Restricted Boltzmann Machine 0.8114 0.6589 0.8114 0.7271 0.9007 0.0000

Table 22: hcrl-sa ONLY: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.7739 0.7954 0.7739 0.7839 0.8152 0.1411
K-Nearest Neighbors 0.7959 0.8349 0.7959 0.8109 0.8310 0.1322
Linear Regression 0.2749 0.8452 0.2749 0.2836 0.2213 0.8152
Logistic Regression 0.8440 0.7627 0.8440 0.8003 0.9028 0.0337
Linear Support Vector Machine 0.8550 0.7628 0.8550 0.8053 0.9149 0.0205
Decision Tree 0.6654 0.8758 0.6654 0.7232 0.6561 0.3520
Extra Trees 0.8129 0.8397 0.8129 0.8177 0.8530 0.1047
Gradient Boosting 0.9107 0.9011 0.9107 0.9031 0.9315 0.0467
Random Forest 0.8521 0.8833 0.8521 0.8597 0.8710 0.1090
Isolation Forest 0.4815 0.8013 0.4815 0.5590 0.4718 0.5369
K-Means 0.4396 0.7764 0.4396 0.5207 0.4284 0.5820
Mini-Batch K-Means 0.7287 0.7851 0.7287 0.7511 0.7635 0.2000
BIRCH 0.3274 0.8022 0.3274 0.3830 0.2926 0.7384
Local Outlier Factor 0.1959 0.7267 0.1959 0.1804 0.1382 0.9023
Multi-Layer Perceptron 0.8665 0.8751 0.8665 0.8699 0.8923 0.0805
Bernoulli Restricted Boltzmann Machine 0.8724 0.7628 0.8724 0.8135 0.9337 0.0000

Table 23: can-train-and-test-v1.5: Averages with default parameters; exclude testing subsets #5 and #6.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9495 0.9789 0.9495 0.9627 0.9548 0.0398
K-Nearest Neighbors 0.9208 0.9836 0.9208 0.9467 0.9248 0.0712
Linear Regression 0.3283 0.9797 0.3283 0.4710 0.3254 0.6774
Logistic Regression 0.9856 0.9830 0.9856 0.9822 0.9909 0.0036
Linear Support Vector Machine 0.9861 0.9779 0.9861 0.9818 0.9917 0.0025
Decision Tree 0.7154 0.9861 0.7154 0.7979 0.7159 0.2835
Extra Trees 0.8667 0.9846 0.8667 0.9102 0.8700 0.1266
Gradient Boosting 0.8270 0.9844 0.8270 0.8897 0.8291 0.1687
Random Forest 0.8986 0.9842 0.8986 0.9347 0.9022 0.0941
Isolation Forest 0.5363 0.9783 0.5363 0.6842 0.5366 0.4630
K-Means 0.4093 0.9787 0.4093 0.5484 0.4066 0.5959
Mini-Batch K-Means 0.5180 0.9774 0.5180 0.6484 0.5189 0.4802
BIRCH 0.4854 0.9779 0.4854 0.5476 0.4861 0.5132
Local Outlier Factor 0.3907 0.9699 0.3907 0.5119 0.3898 0.6110
Multi-Layer Perceptron 0.9355 0.9844 0.9355 0.9561 0.9397 0.0562
Bernoulli Restricted Boltzmann Machine 0.9905 0.9812 0.9905 0.9858 0.9952 0.0000
1 This evaluation was conducted to compare the can-train-and-test-v1.5 dataset with the HCRL Car Hacking (hcrl-ch) and

Survival Analysis (hcrl-sa) datasets. Testing subsets #5 and #6 were not averaged into the performance metrics in this table,
since there is no equivalent data in either of the HCRL datasets.
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Fig. 2: Average F1-scores for hcrl-ch, hcrl-sa, and can-train-and-test-v1.5. This graph corresponds to Tables 21,
22, and 23, for the blue, red, and tan bars, respectively.

have inhibited the models’ ability to learn robust patterns
during training.

In Tables 17 (hcrl-ch and hcrl-sa) and 18 (can-
train-and-test-v1.5), we provide all of the metrics of
the k-Nearest Neighbors (KNN) model—all datasets, all
sub-datasets, and all testing subsets. Referring back to Ta-
bles 21, 22, and 23, we know that the KNN model per-
formed significantly better when pitted against can-train-
and-test-v1.5 than when pitted against either hcrl-ch
or hcrl-sa. Tables 17 and 18 confirm that the KNN model’s
performance is significantly higher for can-train-and-
test-v1.5 than for hcrl-ch and hcrl-sa; the F1-scores
for can-train-and-test-v1.5 are generally in the upper
0.8s to the upper 0.9s, while the F1-scores for hcrl-ch are
in the mid-0.8s to mid-0.9s and the F1-scores for hcrl-sa
are in the lower 0.7s to lower 0.9s.

Lastly, in Table 20 we assess the performance of
the Multi-Layer Perceptron model when pitted against
the can-train-and-test-v1.5 dataset and the hcrl-
sa dataset. We conduct experiments that showcase
the MLP model’s capabilities against four testing sub-
sets: test 01 known vehicle known attack, test -
02 unknown vehicle known attack, test 03 known -
vehicle unknown attack, and test 04 unknown ve-
hicle unknown attack. For testing subsets #1 and #3,

the F1-score are fairly close: 0.9866 and 0.9965 for can-
train-and-test-v1.5; 0.9812 and 0.9678 for hcrl-sa.
However, when we look at testing subsets #2 and #4,
the MLP model performs significantly better when pitted
against the can-train-and-test-v1.5 dataset. The F1-
scores are 0.9609 and 0.9981 for can-train-and-test-
v1.5, whereas, for hcrl-sa, the F1-scores are 0.7461 and
0.7844. In all testing subsets, the MLP performed better
against can-train-and-test-v1.5 than against hcrl-
sa.

Since testing subsets #2 and #4 both concern unknown
vehicles, we speculate that hcrl-sa lacked sufficient train-
ing data, leading the MLP to underfit to the training data
[78]. hcrl-sa’s limited quantity of training data–especially
attack-free training data—seems to support this interpreta-
tion (see Section 4.1).

However, can-train-and-test-v1.5’s sub-dataset
#1 uses a Chevrolet Impala as the known vehicle and a
Chevrolet Silverado as the unknown vehicle. The Silverado
is a newer vehicle, and its CAN traffic contains arbitration
IDs associated with features that the Impala does not have.
However, they are both Chevrolet vehicles, and the arbitra-
tion IDs—and even some data fields—overlap substantially.
In comparison, hcrl-sa uses the Hyundai YF Sonata and
the Kia Soul as known vehicles, while the Chevrolet Spark
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is chosen as the unknown vehicle. Since Hyundai is Kia’s
parent company, the Sonata and Spark traces (the known ve-
hicle traces) are substantially similar, whereas the Spark is
very different.

To see how substantial overlap between the known vehi-
cle’s data and the unknown vehicle’s data impacts the per-
formance of the Multi-Layer Perceptron, we look at sub-
datasets #2, #3, and #4 of can-train-and-test-v1.5
(see “data-extended.xlsx,” an Excel spreadsheet, in the
supplementary material). First, we examine the results of
the experiments on sub-dataset #2, where the known ve-
hicle was a Chevrolet Traverse and the unknown vehicle
was a Subaru Forester—completely different vehicles from
completely different manufacturers with completely differ-
ent CAN traffic. For testing subsets #1 and #3, which con-
cern known vehicles, the F1-scores are 0.9988 and 0.8904
(the latter is somewhat low compared to sub-dataset #1). For
testing subsets #2 and #4, which concern unknown vehicles,
the F1-scores are 0.8774 and 0.8512 (both are somewhat low
compared to sub-dataset #1).

Sub-datasets #3 and #4 also contain vastly different
known and unknown vehicles. For sub-dataset #3, the
known and unknown vehicles are the Chevrolet Silverado
and the Subaru Forester, respectively, while for sub-dataset
#4, the known vehicle is the Subaru Forester and the un-
known vehicle is the Chevrolet Traverse. In spite of the ma-
jor differences between the known and unknown vehicles,
sub-dataset #3’s F1-scores are similar to sub-dataset #1’s.
In fact, for the known vehicle testing subsets, the F1-scores
were 0.9928 and 0.9971; for the unknown vehicle testing
subsets, the F1-scores were 0.9653 and 0.9580. F1-scores
for the unknown vehicle were marginally lower, but still
in the mid-0.9s. Sub-dataset #4 is much the same—testing
subsets #1 and #3 yielded F1-scores of 0.9787 and 0.9761,
respectively; testing subsets #2 and #4 gave F1-scores of
0.9509 and 0.9193, respectively. We can see that, in general,
the MLP model performs slightly better when pitted against
a known vehicle than when pitted against an unknown vehi-
cle; however, the performance difference is slim compared
to hcrl-sa. Whereas hcrl-sa’s dropped from the 0.9s to
the 0.7s, can-train-and-test-v1.5’s performance only
dropped from the 0.9s to the 0.8s in the worst case (sub-
dataset #2). In most cases (sub-datasets #1, #3, and #4), it
only dropped from the upper 0.9s to the lower 0.9s. In light
of this information, we rule out a similarity advantage in
can-train-and-test-v1.5, leading us to conclude that
the MLP likely underfitted to hcrl-sa as a result of limited
training data.

7.3 can-train-and-test-v1.5 vs. bus-off, daga, and
ventus

As highlighted in Section 1, this paper is an extension of
can-sleuth: Investigating and Evaluating Automotive Intru-
sion Detection Datasets, originally presented at the 2024
European Interdisciplinary Cybersecurity Conference [54].
Therefore, when we added the three UNIMORE datasets to
our evaluation, we leveraged the same experimental setup,
machine learning models, evaluation strategies, and met-
rics as [54]. Unfortunately, our original experiments were
ill-equipped to gauge an IDS’s performance against sup-
press attacks; thus, our new experiments are similarly ill-
equipped. The UNIMORE Bus-Off dataset contains only
suppress attacks; accordingly, its experimental results are
uninformative.

The UNIMORE Ventus dataset contains two types of
attacks—injection and removal (i.e., suppress). For our eval-
uation, we focus on the ventus dataset’s injection attacks
and we exclude the uninformative removal attacks.

Though the results are uninformative, we include them
as a benchmark, so practitioners can see what happens
when an evaluation that depends on labeled data faces un-
labelable suppress attacks. Our UNIMORE Bus-Off bench-
mark demonstrates what will happen if practitioners attempt
to treat a suppress attack dataset as a labeled dataset. Our
benchmark also serves as a warning: if practitioners treat the
entire UNIMORE Ventus dataset as a labeled dataset—even
though it contains suppress attacks—they will be introduc-
ing the uninformative metrics we see in Table 24 into their
data.

Tables 24, 25, and 26 contain the results of the experi-
ments run against the three UNIMORE datasets (bus-off,
daga, and ventus, respectively). The experiments are av-
eraged on a per-model basis. For comparison with can-
train-and-test-v1.5, refer to Table 23 and Figure 3.

Figure 3 visualizes the average F1-scores across all four
datasets in the form of a bar graph, with color-coding as fol-
lows: blue for UNIMORE Bus-Off (bus-off), red for UNI-
MORE DAGA (daga), tan for UNIMORE Ventus (ventus),
and black for can-train-and-test-v1.5.

7.3.1 can-train-and-test-v1.5 vs. bus-off

Testing subset #5 (test 05 suppress) of can-train-
and-test-v1.5 contains suppress attacks. As shown in
Table 18, the k-Nearest Neighbors model achieved per-
fect precision (1.0000) for all four sub-datasets. The KNN
also achieved F1-scores of 0.99+ for three of the four sub-
datasets. As shown in Table 19, when pitted against the bus-
off dataset, the KNN model achieved perfect results for all
metrics—perfect 1.0000s for accuracy, precision, recall, F1-
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Table 24: can-unimore-curated-v3, bus-off: Averages with default parameters.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
K-Nearest Neighbors 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Linear Regression 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Logistic Regression Error Error Error Error Error Error
Linear Support Vector Machine Error Error Error Error Error Error
Decision Tree 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Extra Trees 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Gradient Boosting Error Error Error Error Error Error
Random Forest 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Isolation Forest 0.3069 1.0000 0.3069 0.4696 0.3069 0.6931
K-Means 0.4357 1.0000 0.4357 0.6070 0.4357 0.5643
Mini-Batch K-Means 0.5024 1.0000 0.5024 0.6665 0.5024 0.4976
BIRCH 0.7981 1.0000 0.7981 0.8865 0.7981 0.2019
Local Outlier Factor 0.6076 1.0000 0.6076 0.7554 0.6076 0.3924
Multi-Layer Perceptron 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
Bernoulli Restricted Boltzmann Machine 1.0000 1.0000 1.0000 1.0000 1.0000 0.0000
1 The UNIMORE Bus-Off dataset contains only suppress attacks, which lack labeled CAN frames and cannot be effectively eval-

uated. The table shows baseline IDS performance, not detection capability.

Table 25: can-unimore-curated-v3, daga: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9902 0.9806 0.9902 0.9853 0.9950 0.0000
K-Nearest Neighbors 0.9881 0.9872 0.9881 0.9875 0.9914 0.0052
Linear Regression 0.2228 0.9818 0.2228 0.3456 0.2175 0.7875
Logistic Regression 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000
Linear Support Vector Machine 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000
Decision Tree 0.9908 0.9891 0.9908 0.9899 0.9934 0.0041
Extra Trees 0.9908 0.9890 0.9908 0.9899 0.9934 0.0040
Gradient Boosting 0.9943 0.9898 0.9943 0.9920 0.9968 0.0006
Random Forest 0.9918 0.9891 0.9918 0.9904 0.9944 0.0030
Isolation Forest 0.2920 0.9815 0.2920 0.4356 0.2875 0.7169
K-Means 0.5590 0.9658 0.5590 0.7062 0.5619 0.4352
Mini-Batch K-Means 0.4975 0.9730 0.4975 0.6503 0.4976 0.5023
BIRCH 0.8584 0.9704 0.8584 0.9100 0.8644 0.1296
Local Outlier Factor 0.5915 0.9822 0.5915 0.7222 0.5903 0.4109
Multi-Layer Perceptron 0.9930 0.9883 0.9930 0.9904 0.9963 0.0004
Bernoulli Restricted Boltzmann Machine 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000

Table 26: can-unimore-curated-v3, ventus: Averages with default parameters; exclude testing subset #2.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9401 0.9543 0.9401 0.9469 0.9509 0.0381
K-Nearest Neighbors 0.9670 0.9549 0.9670 0.9609 0.9782 0.0105
Linear Regression 0.3831 0.9729 0.3831 0.5278 0.3767 0.6295
Logistic Regression 0.3831 0.9729 0.3831 0.5278 0.3767 0.6295
Linear Support Vector Machine 0.9778 0.9638 0.9778 0.9677 0.9887 0.0003
Decision Tree 0.9683 0.9549 0.9683 0.9616 0.9794 0.0092
Extra Trees 0.9658 0.9549 0.9658 0.9603 0.9770 0.0117
Gradient Boosting 0.9768 0.9551 0.9768 0.9658 0.9880 0.0005
Random Forest 0.9684 0.9549 0.9684 0.9616 0.9795 0.0091
Isolation Forest 0.2986 0.9499 0.2986 0.4386 0.2948 0.7089
K-Means 0.4973 0.9502 0.4973 0.6437 0.4983 0.5006
Mini-Batch K-Means 0.4793 0.9484 0.4793 0.6260 0.4801 0.5190
BIRCH 0.6040 0.9699 0.6040 0.6888 0.6033 0.3972
Local Outlier Factor 0.5217 0.9639 0.5217 0.6639 0.5202 0.4812
Multi-Layer Perceptron 0.9733 0.9551 0.9733 0.9641 0.9845 0.0041
Bernoulli Restricted Boltzmann Machine Out of

memory
Out of
memory

Out of
memory

Out of
memory

Out of
memory

Out of
memory

1 We exclude test 02 removal, as it lacks labeled CAN frames and cannot be effectively evaluated.
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Fig. 3: Average F1-scores for bus-off, daga, ventus, and can-train-and-test-v1.5. Errors are set to zero. This graph
corresponds to Tables 24, 25, 26, and 23, for the blue, red, tan, and black bars, respectively.

score, and G-mean, and perfect 0.0000s for false positive
rate.

When we zoom out to look at all sixteen machine learn-
ing models (see Figure 3 and Table 24), we find that,
when evaluated against the bus-off dataset, eight models
achieved perfect results, five generated a lot of “false posi-
tives,” and three encountered an error. The Logistic Regres-
sion, Linear Support Vector Machine, and Gradient Boost-
ing models all encountered an error; they all required at least
two classes but found only one (the attack-free class).

We expected these results; our evaluation depends on la-
beled data, and we cannot label suppress attacks—because
messages are removed, not injected. To achieve perfect re-
sults, the models simply need to classify all the samples as
“negative.” Therefore, our results are not indicative of the
machine learning models’ ability to detect attacks. To prop-
erly assess an IDS’s ability to detect suppress attacks, we
will need to significantly rethink and redesign our assess-
ment strategies (see Section 8).

According to Table 24, when pitted against UNI-
MORE Bus-Off, five models—Isolation Forest, K-Means,
Mini-Batch K-Means, BIRCH, and Local Outlier Factor—
generated a lot of false positives. While some might be gen-
uine false positives, others might be the models’ reaction
to the disappearance of the “suppressed” messages. These

five models are all unsupervised models, meaning they were
never trained to classify all samples as “negative.” Instead,
during training, these models developed an internal repre-
sentation of attack-free or “normal” traffic. Then, during
testing, they sought to identify deviations from “normal”—
i.e., anomalies or attacks. These models might have recog-
nized the suppress attacks as anomalies, but, since there
were no actual attack messages, they would have been
forced to label benign messages as attack messages. Inter-
estingly, though we have been discussing five unsupervised
machine learning models, there were actually six unsuper-
vised models in our evaluation. The sixth model—Bernoulli
Restricted Boltzmann Machine (BRBM)—achieved perfect
results across all metrics.

The suppress attacks in can-train-and-test-v1.5
also yielded high F1-scores, though not as consistently
(see “data-extended.xlsx,” an Excel spreadsheet, in the
supplementary material). Each of can-train-and-test-
v1.5’s four sub-datasets includes a suppress attack-specific
testing subset, namely, test 05 suppress. We evaluated
sixteen machine learning models against four suppress at-
tack subsets for a total of 64 experiments. Of those 64 ex-
periments, a mere seven resulted in perfect F1-scores. No
machine learning model achieved perfect F1-scores for all
four sub-datasets, though the BRBM model did achieve per-



can-sleuth: Sleuthing Out the Capabilities, Limitations, and Performance Impacts of Automotive Intrusion Detection Datasets 41

fect F1-scores for sub-datasets #1, #2, and #3, running out
of memory when pitted against sub-dataset #4.

In contrast, when evaluated against the bus-off dataset,
eight machine learning models achieved perfect 1.0000 F1-
scores for both test 01 inhibition and test 02 shut-
down in set 01—and again in set 02. So, of bus-off’s
64 experiments, 32 resulted in perfect 1.0000 F1-scores. If
we exclude the twelve experiments that failed due to the “at
least two classes” error, then 32 of 52 experiments resulted
in perfect F1-scores. The “at least two classes” error did not
appear when evaluating the sixteen machine learning models
against can-train-and-test-v1.5 because the training
data included both attack-free samples and attack samples
(from non-suppress attacks). Although the training data con-
tained non-suppress attacks, test 05 suppress did not.

The attack samples in can-train-and-test-v1.5’s
training data, which range from DoS to fuzzing to spoofing
and beyond, would have taught our machine learning mod-
els to look for a number of different attacks—not just sup-
press attacks. The difference in training data between can-
train-and-test-v1.5 and UNIMORE Bus-Off could ex-
plain the difference in overall performance between the two.
In fact, the lower F1-scores associated with can-train-
and-test-v1.5 could indicate that our machine learning
models successfully detected some of the suppress attacks.
Since our label-based assessment strategies are incompati-
ble with suppress attacks, even successful attack detection
would be punished with lower F1-scores, not rewarded with
higher F1-scores. An alternative—or perhaps complemen-
tary explanation—is that our machine learning models are
trained to detect attacks, and, occasionally, they produce
false positives. Some of the machine learning models that
performed particularly poorly against suppress attacks have
also performed poorly against attacks such as DoS, fuzzing,
and spoofing. It is not surprising that these poor-performing
models produce false positives during suppress attacks just
as they do during DoS, fuzzing, and spoofing attacks.

7.3.2 can-train-and-test-v1.5 vs. daga

The UNIMORE DAGA dataset does not contain suppress at-
tacks; therefore, we can compare daga to can-train-and-
test-v1.5 by comparing Table 25 to Table 14 (the results
for the suppress attack subsets were not averaged into Ta-
ble 14). Figure 3 visually compares the two datasets in the
form of a bar graph; the red bars represent the daga dataset,
while the black bars represent the can-train-and-test-
v1.5 dataset.

As mentioned in Section 5.2, the UNIMORE DAGA
dataset contains ample data. Even the highly trimmed and
curated version of the daga dataset, found in can-unimore-
curated-v3, contains about fifteen million training sam-
ples per sub-dataset—more samples than set 01, set 03,

and set 04 of can-train-and-test-v1.5. As shown in
Table 9, set 01 of daga contains 14,947,920 training sam-
ples, whereas set 01 of can-train-and-test-v1.5 con-
tains 11,460,705 training samples. Generally, a larger vol-
ume of training data leads to improved performance, as the
machine learning model has more time to learn and more
information to inform its decisions (i.e., classifications). All
the experiments discussed in this section—and shown in Ta-
ble 25, Table 27, Table 28, and Figure 3—were conducted
against can-unimore-curated-v3’s daga dataset.

When we compare daga and can-train-and-test-
v1.5 model by model, we find that, for eleven machine
learning models, daga’s F1-scores were better. For the re-
maining five models, can-train-and-test-v1.5’s F1-
scores were better (see Figure 3).

During each experiment, one machine learning model
is trained on one particular vehicle. Neither daga
nor can-train-and-test-v1.5 trains the model on
more than one vehicle. However, can-train-and-test-
v1.5 tests the model on a second, unknown vehi-
cle, whereas daga does not. can-train-and-test-
v1.5’s “unknown vehicle” tests (test 02 unknown vehi-
cle known attack and test 04 unknown vehicle un-
known attack) demonstrate a model’s ability to generalize
to unknown vehicles. If the model performs well, then we
know that it can detect attacks against unknown vehicles
without generating too many false positives. If the model
performs poorly, then it has probably overfitted to the train-
ing vehicle.

Listing 3 Attack-free CAN traffic captured from a 2011
Chevrolet Traverse.

(1672163924.621479) 0C1 #12 E55F82124B979F
(1672163924.621724) 0C5 #11 D90EB31221AB2D
(1672163924.621942) 1E5 #46 FFD8C000002600
(1672163924.622330) 1F3#C0E0
(1672163924.624005) 0C7 #02629 A3D
(1672163924.624251) 0F9 #07 CD400000B828FF
(1672163924.624469) 189#0 FFF0FFF300128FF
(1672163924.624722) 199#0 FFF0E70F19000FF
(1672163924.628004) 1CB #100000
(1672163924.629932) 0C9 #8409530 D00010000

CAN traffic can vary widely between different vehicles,
especially vehicles from different manufacturers—and vehi-
cles with vastly different model years. For instance, Listing
3 presents attack-free CAN traffic from a 2011 Chevrolet
Traverse, and Listing 4 provides analogous attack-free traf-
fic from a 2017 Subaru Forester. In each case, the attack-
free CAN traffic was collected via a CAN-to-USB device
plugged into a laptop on one end and the vehicle’s On-Board
Diagnostics port on the other end. The vehicle was driven
normally, and all available CAN traffic was captured.
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Listing 4 Attack-free CAN traffic captured from a 2017
Subaru Forester.

(1672865121.432848) 002#07317005 AD000000
(1672865121.434040) 075#000000000009033 B
(1672865121.434295) 0D0# E3F81700010400F5
(1672865121.434467) 0D1#5 C000080
(1672865121.434720) 0D2 #0000 FFFF00010000
(1672865121.434935) 0D3 #0005 C00F602363
(1672865121.435172) 070# EF8400FFAB7F039A
(1672865121.435422) 080#1 B800000427C033E
(1672865121.435668) 0D4 #5700620054005 F00
(1672865121.435878) 140#1401450500141 AA0

It is evident, even in these short traces, that the Chevro-
let Traverse’s arbitration IDs are entirely different from the
Subaru Forester’s. In fact, no arbitration ID appears in both
traces. For extended traffic captures, refer to Listings 5 and
6 in the appendix (Section A).

All of the UNIMORE datasets, including daga, were
derived from a single vehicle: a 2016 Volvo V40 Kinetic.
Consequently, when machine learning models are evaluated
using daga, they are trained and tested on data from the
same vehicle. In contrast, several testing scenarios in can-
train-and-test-v1.5 involve unknown vehicles that did
not appear in the training data.

As Lampe and Meng explored in [53], overfitting can be
a significant issue, especially when training on data from
a single vehicle. While daga cannot expose such overfit-
ting problems, can-train-and-test-v1.5 is capable of
revealing them by including data from multiple vehicles.

7.3.3 can-train-and-test-v1.5 vs. ventus

The UNIMORE Ventus dataset contains two types of
attacks—injection and removal (i.e., “suppress”). Injection
attacks “inject” CAN messages, whereas removal attacks
“remove” them (see Section 4.3). Consequently, removal at-
tacks do not contain labeled attack samples—the attack is
the removal itself. Because our assessment strategies depend
on labeled attacks, we cannot accurately assess an IDS’s
ability to detect suppress attacks. Therefore, we have ex-
cluded ventus’s suppress attacks from the results in Table
26 and the bar graph in Figure 3. Results with the suppress
attacks included can be found in Table 32 in the appendix
(see Section B). Similarly, for the can-train-and-test-
v1.5 dataset—Table 14 and Figure 3—we exclude the re-
sults of the suppress attacks (testing subset #5).

Looking at Figure 3 (and Tables 32 and 14), we can
compare the average F1-scores between ventus and can-
train-and-test-v1.5. We find that ten machine learning
models performed better against ventus, whereas only five
performed better against can-train-and-test-v1.5. We
excluded the BRBM model from our analysis, since it per-

formed well against can-train-and-test-v1.5 but ran
out of memory when evaluated against ventus.

As discussed in Sections 6.5 and 7.4, sub-dataset #1
of the ventus dataset was specifically curated to exhibit
train-test interdependence, which likely inflated the per-
formance of some machine learning models. Referring
back to the data (see “data-extended.xlsx,” an Ex-
cel spreadsheet, in the supplementary material), we com-
pare ventus’s non-interdependent sub-dataset—sub-dataset
#2—to can-train-and-test-v1.5. We find that train-
test interdependence—or lack thereof—does not signifi-
cantly impact our comparison between ventus and can-
train-and-test-v1.5.

In fact, we find that eleven machine learning models
performed better against ventus’s non-interdependent
sub-dataset, whereas only four performed better against
can-train-and-test-v1.5. can-train-and-test-
v1.5 compared more favorably against ventus before we
excluded ventus’s interdependent sub-dataset. Removing
this sub-dataset actually hurt can-train-and-test-
v1.5’s relative performance. We conclude that while
train-test interdependence had a significant impact on the
machine learning models’ performance, it was not enough
to overcome the significant performance gap between
ventus and can-train-and-test-v1.5.

That said, sub-dataset #1 of can-train-and-test-
v1.5 contains 11,460,705 samples, encompassing a wide
range of attacks, including DoS, fuzzing, systematic, and
spoofing—to name a few (see Section 4.2). By contrast, sub-
dataset #1 of ventus contains 27,270,266 samples, but only
two attack types—injection and removal. As a consequence,
our machine learning models have significantly more data to
work with—per attack type—when trained on ventus than
when trained on can-train-and-test-v1.5.

Furthermore, Table 26 excludes the removal attack,
meaning that when our models are evaluated against ven-
tus, they are only called upon to detect one type of at-
tack. As discussed in Section 4.3, the injection attacks in-
cluded in the ventus dataset are replay attacks; legitimate
messages are captured and replayed at rates of 1, 10, 25,
50, or 100 messages per second. These replay attacks are
consistent and extremely similar. It is relatively easy for an
IDS to a single type of attack that comes in five variations.
It is relatively difficult for an IDS to detect many different
attacks with completely different patterns and signatures.
These differences in training data, attack types, and attack
consistency might help explain the stark performance dif-
ferences between UNIMORE Ventus and can-train-and-
test-v1.5.
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Table 27: can-unimore-curated-v3, daga, set 01: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9947 0.9894 0.9947 0.9921 0.9973 0.0000
K-Nearest Neighbors 0.9895 0.9888 0.9895 0.9891 0.9921 0.0053
Linear Regression 0.2495 0.9814 0.2495 0.3821 0.2445 0.7602
Logistic Regression 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000
Linear Support Vector Machine 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000
Decision Tree 0.9908 0.9890 0.9908 0.9899 0.9934 0.0040
Extra Trees 0.9916 0.9891 0.9916 0.9903 0.9942 0.0032
Gradient Boosting 0.9943 0.9899 0.9943 0.9920 0.9968 0.0006
Random Forest 0.9917 0.9891 0.9917 0.9904 0.9943 0.0031
Isolation Forest 0.3088 0.9807 0.3088 0.4563 0.3045 0.6995
K-Means 0.5609 0.9663 0.5609 0.7078 0.5637 0.4335
Mini-Batch K-Means 0.4400 0.9808 0.4400 0.5975 0.4371 0.5656
BIRCH 0.9067 0.9711 0.9067 0.9376 0.9131 0.0804
Local Outlier Factor 0.5828 0.9823 0.5828 0.7065 0.5818 0.4191
Multi-Layer Perceptron 0.9947 0.9899 0.9947 0.9922 0.9974 0.0000
Bernoulli Restricted Boltzmann Machine 0.9856 0.9718 0.9856 0.9786 0.9927 0.0000

Table 28: can-unimore-curated-v3, daga, set 02: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9857 0.9718 0.9857 0.9786 0.9928 0.0000
K-Nearest Neighbors 0.9867 0.9856 0.9867 0.9860 0.9908 0.0051
Linear Regression 0.1962 0.9822 0.1962 0.3091 0.1905 0.8148
Logistic Regression 0.9857 0.9718 0.9857 0.9786 0.9928 0.0000
Linear Support Vector Machine 0.9857 0.9718 0.9857 0.9786 0.9928 0.0000
Decision Tree 0.9908 0.9892 0.9908 0.9899 0.9933 0.0042
Extra Trees 0.9900 0.9889 0.9900 0.9894 0.9925 0.0049
Gradient Boosting 0.9943 0.9898 0.9943 0.9920 0.9969 0.0006
Random Forest 0.9919 0.9892 0.9919 0.9905 0.9944 0.0030
Isolation Forest 0.2752 0.9823 0.2752 0.4149 0.2704 0.7342
K-Means 0.5570 0.9652 0.5570 0.7047 0.5600 0.4369
Mini-Batch K-Means 0.5550 0.9652 0.5550 0.7031 0.5580 0.4389
BIRCH 0.8101 0.9698 0.8101 0.8824 0.8156 0.1787
Local Outlier Factor 0.6003 0.9822 0.6003 0.7380 0.5988 0.4027
Multi-Layer Perceptron 0.9912 0.9867 0.9912 0.9887 0.9952 0.0008
Bernoulli Restricted Boltzmann Machine 0.9857 0.9718 0.9857 0.9786 0.9928 0.0000

7.4 Train-Test Interdependence

Train-test interdependence becomes a problem when the
training data is not completely independent of the testing
data. Train-test interdependence ties into the problem of data
leakage (also known as “pattern leakage”). Information from
testing data “leaks” into training data, which, in turn, leads
to overfitting and inflated performance metrics.

Bouke and Abdullah [5] pitted six machine learning
models—k-Nearest Neighbors, Logistic Regression, support
vector machine, Decision Tree, Gradient Boosting, and Ran-
dom Forest—against three intrusion detection datasets—
NSL-KDD [137, 138], UNSW-NB15 [88, 89], and KDD
Cup 1999 [38]. To investigate the impact of pattern leak-
age (i.e., train-test interdependence) on performance, they
constructed two versions of each dataset—one with pat-
tern leakage and one without. Unsurprisingly, they found
that pattern leakage inflated accuracy, and that the Decision
Tree and Gradient Boosting models were significantly more

susceptible to pattern leakage-inflated performance than the
others. The Random Forest model was particularly robust in
the face of pattern leakage.

Bouke and Abdullah used the Python programming lan-
guage to build the driver program, leveraging pandas [94]
to process and manipulate the data and scikit-learn [96]
to implement the machine learning models. We also wrote
our driver program in Python, used pandas to load and pre-
process our data, and used scikit-learn to instantiate our
sixteen machine learning models. Our approach to train-
test interdependence is remarkably similar to Bouke and
Abdullah’s—especially with regard to experimental setup
and software choices. Additionally, the UNIMORE DAGA
and UNIMORE Ventus datasets are both intrusion detec-
tion datasets—albeit automotive-specific intrusion detection
datasets.

Figure 4 visualizes the results of experiments run against
set 01 and set 02 of the UNIMORE DAGA dataset in
the form of a bar graph. The blue and red bars corre-
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Fig. 4: Average F1-scores for set 01 (interdependent) and set 02 (non-interdependent) of the daga dataset. This graph
corresponds to Tables 27 and 28, for the blue and red bars, respectively.

spond to the average F1-scores achieved by the models when
pitted against set 01 (interdependent) and set 02 (non-
interdependent), respectively.

Interestingly, our results differ quite significantly from
[5]. When pitted against the daga dataset, many of our
machine learning models perform so similarly—in terms
of F1-score—on the interdependent sub-dataset (set 01)
and the non-interdependent sub-dataset (set 02) that we
cannot visually discern a difference between the blue and
red bars. The Log Reg, Lin SVM, DT, ET, GB, RF, and
BRBM models are especially indiscernible on the bar graph.
Some models, such as Extra Trees and Random Forest, per-
formed slightly differently between the two sub-datasets.
Others, such as Decision Tree and Gradient Boosting,
achieved equal F1-scores on the interdependent and non-
interdependent sub-datasets.

Table 27 outlines the performance of our sixteen ma-
chine learning models against set 01 of the daga dataset.
For each model, the results are averaged across all six testing
subsets, that is,

1. test 01 DoS
2. test 02 arbitration id fuzzing
3. test 03 data field fuzzing
4. test 04 single arbitration id replay
5. test 05 arbitrary sequence replay

6. test 06 ordered sequence replay

Similarly, Table 28 summarizes the performance of each
of our machine learning models against set 02 of the
daga dataset. Comparing F1-scores between Table 27 (in-
terdependent) and Table 28 (non-interdependent), we find
that eight of our sixteen machine learning models per-
formed better against the interdependent sub-dataset, five
performed equally well on both sub-datasets, and three per-
formed worse—Random Forest, Mini-Batch K-Means, and
Local Outlier Factor. The performance difference for the
Random Forest model was minute: 0.0001. The perfor-
mance differences were much more pronounced for Mini-
Batch K-Means and Local Outlier Factor: the former jumped
from 0.5975 on the interdependent sub-dataset to 0.7031 on
the non-interdependent sub-dataset, the latter climbed from
0.7065 to 0.7380. Both Mini-Batch K-Means and Local Out-
lier Factor are unsupervised models.

Next, we turn to the ventus dataset’s “injection” at-
tack (we exclude the “removal” attack because it is unin-
formative). Since the Bernoulli Restricted Boltzmann Ma-
chine ran out of memory during both experiments, we have
fifteen machine learning models to look at, not sixteen. Of
those fifteen machine learning models, twelve performed
better against set 01 (interdependent) than set 02 (non-
interdependent). No model performed equally against both
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sub-datasets, but three performed worse against set 01 than
set 02. All results for the ventus dataset are available in
“data-extended.xlsx,” an Excel spreadsheet, in the sup-
plementary material.

Interestingly, the three models that deviated from the
trend were all unsupervised models, and, more specifi-
cally, they were all clustering models—K-Means, Mini-
Batch K-Means, and BIRCH. Our evaluation included only
three clustering models, and all three both (1) performed
poorly on set 01 (interdependent) and (2) performed sig-
nificantly better on set 02 (non-interdependent). When
pitted against the interdependent sub-dataset, K-Means
achieved an F1-score of 0.5864, Mini-Batch K-Means
achieved 0.5510, and BIRCH achieved 0.4551. Against the
non-interdependent sub-dataset, the F1-scores were 0.7010,
0.7009, and 0.9224—significantly higher than before.

These results also suggest that train-test interdependence
particularly inflates the performance of high-performing
models—models that achieve F1-scores of 0.9 or higher for
both sub-datasets. For the ventus dataset, eight machine
learning models were “high-performing models” by this
definition. All eight of these models achieved even higher
performance with the advantage of train-test performance;
in other words, all eight of these models performed better
against set 01 than set 02. We theorize that, in general,
the low-performing models struggled to capture essential
data patterns during training; therefore, when pitted against
set 01, they failed to capitalize on the “leaked” patterns
available in the training data.

7.5 Standard Deviation

In our evaluation, we focused on evaluating the six datasets,
not the sixteen machine learning models—because this work
constitutes a dataset evaluation, not an evaluation of ma-
chine learning models or IDSs. However, CAN intrusion de-
tection datasets are designed to train and test IDSs. They are
designed to assess the performance of IDS. Researchers use
datasets to quantify the performance of an IDS, and, impor-
tantly, they use datasets to compare different IDSs. CAN in-
trusion detection datasets must distinguish between “good”
IDSs and “bad” IDSs. More than that, however, an effective
dataset should be able to differentiate between “good” mod-
els, “great” models, and “outstanding” models. One of the
problems Rajapaksha et al. [103] found with the HCLR Car
Hacking dataset was its lack of differentiation power; a num-
ber of works used hcrl-ch to evaluate a proposed IDS, and
in most cases, the proposed IDS achieved a 0.99+ F1-score
for all attacks (see Section 4.1).

To measure each dataset’s differentiation power, we
leveraged standard deviation (STD), which captures the
variation of a value relative to the mean. Low standard de-
viation indicates that values cluster near the mean, whereas

high standard deviation indicates a wider range. In the con-
text of CAN intrusion detection datasets, wider ranges are
associated with greater differentiation power. A dataset with
a high standard deviation should magnify slight differences
in capability between two IDSs, so that researchers can see
which one is superior.

We calculated the standard deviation of the machine
learning models’ F1-scores to assess how much the F1-
score varied from model to model. For can-train-and-
test-v1.5, the STD was 0.2392 (excluding suppress at-
tacks). For hcrl-ch, the STD was 0.2254; for hcrl-sa, the
STD was 0.2333. Looking at can-unimore-curated-v3,
we find that the standard deviations were 0.1824 for UNI-
MORE Bus-Off, 0.2121 for UNIMORE DAGA, and 0.2100
(excluding suppress attacks) for UNIMORE Ventus. We can
see that can-train-and-test-v1.5 has the highest stan-
dard deviation, followed by the HCRL datasets and then the
UNIMORE datasets.

As mentioned earlier, our experimental setup is ill-suited
to suppress (or “removal”) attacks. Many of our machine
learning models are supervised and depend on labeled data;
additionally, we leverage labeled data to assess our models’
performance. Therefore, we exclude the results of the sup-
press attacks—which are uninformative—from the standard
deviations for the can-train-and-test-v1.5 dataset and
the ventus dataset. We cannot exclude suppress attacks
from the bus-off dataset because it contains only suppress
attacks. That said, the bus-off dataset’s STD is uninfor-
mative; our machine learning models can obtain perfect F1-
scores on suppress attack traces by deciding “negative” for
all samples. Indeed, as discussed in Section 7.3, eight of our
sixteen machine learning models averaged perfect metrics—
accuracy, precision, recall, F1-score, G-mean, and FPR—
when pitted against the bus-off dataset (see Table 24). The
eight 1.0000 F1-scores drastically reduce the standard devi-
ation of the bus-off dataset.

As discussed in Section 4.1, the HCRL datasets have
a number of weaknesses, and the HCRL Survival Anal-
ysis dataset, in particular, lacks adequate training data—
especially attack-free data. We were surprised to find that
hcrl-sa had a higher standard deviation than the UNI-
MORE DAGA and UNIMORE Ventus datasets. However,
upon reviewing the data, we suspect that hcrl-sa high STD
is more the result of poor performance than differentiation
power. If our machine learning models are underfitting to
hcrl-sa, then they are not training to the point of opti-
mization. Instead, our machine learning models might be
guided by the randomness with which they were initialized
[116]. Such subpar models would be less consistent than ad-
equately trained models, leading to hcrl-sa’s high STD.
While standard deviation is a useful metric, it only tells part
of the story.
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8 Limitations & Future Work

8.1 Limitations

We have identified two main limitations of our work—both
of which correspond to opportunities for future work:

1. Our feature investigation is not comprehensive. In our
future work, we will select additional features for
investigation—e.g., data length code (DLC), time delta
(time difference between two successive messages, also
known as the “inter-message interval”). Moreover, for
each machine learning model, we will determine which
configuration of features is optimal.

2. Our dataset comparison is not comprehensive. In our
future work, we will target additional CAN intrusion
detection datasets for comparison (e.g., signal-based
datasets). In addition, we will update our experimental
setup, machine learning models, and evaluation strate-
gies so that we can accurately evaluate a machine learn-
ing model’s ability to detect suppress attacks. Further-
more, we will analyze the use cases of the existing
open-access CAN intrusion detection datasets, and we
will determine, for each use case, which dataset would
be best. For example, for signal-based IDSs, a signal-
based dataset would be better than can-train-and-
test-v1.5. For more information about existing open-
access datasets, including features, advantages & disad-
vantages, use cases, and guidance, we refer the reader to
[67] (Sections 3.1, 6, and 8), [146] (Sections 3 and 4),
and [103] (Section 5.5).

8.2 Future Work

Feature investigation. We have identified three features for
further investigation: (1) the data length code (DLC)
feature, (2) the data field feature, and (3) the time
delta feature.

As mentioned in Section 6.3, the DLC is included as
a feature in both the HCRL Car Hacking dataset and the
HCRL Survival Analysis dataset. As such, we have devel-
oped the following research question: Would the DLC fea-
ture enhance the performance of one or more of our machine
learning models?

Typically, the DLC feature should correspond to the ac-
tual length of the data field feature. While attack at-
tempts using an invalid DLC would be immediately detected
by CAN controllers, such discrepancies may indicate on-
going reconnaissance, fuzzing, or system probing. An at-
tacker could send a frame with a DLC indicating eight bytes
but transmit fewer bytes, exploring communication protocol
vulnerabilities or system responses. Moreover, DLC mis-
matches could signal system malfunctions or incomplete

data transmissions. However, even a moderately-capable at-
tacker should be able to generate attack CAN frames in
which the DLC is correct for the attack CAN frame’s data
field. cansend, one of Linux’s can-utils, automatically
computes and sends the correct value for the DLC based on
the data field. In fact, depending on the tools and technolo-
gies used, it might be more difficult to send a CAN frame
with an invalid DLC. Consequently, the predictive value of
the DLC feature for machine learning models remains un-
certain and warrants further investigation.

In this work, we investigated the data field feature—
specifically, we investigated the impact of subdividing (or
not subdividing) the data field into eight discrete features
(one feature per byte). However, we did not explore the im-
pact of removing the data field feature in its entirety.
Some IDSs (e.g., ID sequence-based IDSs [79, 62, 65])
do not look at the data field feature. Instead, they an-
alyze patterns in the arbitration ID feature. Therefore,
we have composed the following research question: If we re-
move the data field feature, will some machine learning
models perform better—perhaps because noise in the data
has been reduced?

The time delta feature is the time difference be-
tween two consecutive messages—also known as the “inter-
message interval” or “elapsed time.” This feature might
prove more informative than the timestamp feature. As
mentioned in Section 6.1, can-train-and-test-v1.5’s
timestamp has been standardized such that all traces begin
at 2023-01-01 00:00:00.000000000 (January 1, 2023,
at midnight). This standardization mitigates noise arising
from the dates and times that traces happened to be col-
lected. For example, if many attack-free traces were col-
lected on January 12th, and many attack traces were col-
lected on January 13th, then the IDS might wrongly asso-
ciate attacks with January 13th, generating false positives for
attack-free traffic on January 13th and missing attacks that
occur on other days. However, standardization cannot en-
tirely eliminate timestamp-related noise. If, in a timestamp-
standardized dataset, many attacks happen to occur later in
the trace, then the IDS might wrongly associate later times-
tamps with attacks, missing earlier attacks and generating
false positives for later attack-free traffic. We plan to build
upon earlier work with the time delta feature by Kidmose
and Meng [53], who experimented with the original can-
train-and-test dataset and a limited number of machine
learning models.

Dataset comparison. Though hcrl-ch is believed to
be the most popular CAN intrusion detection dataset in
the literature [103, 67], many others are also wildly pop-
ular or gaining traction. For example, the Synthetic CAN
Bus dataset (SynCAN) [36] is the most popular CAN in-
trusion detection dataset when it comes to evaluating un-
supervised payload-based IDSs [103]. Moreover, the Real
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ORNL Automotive Dynamometer CAN intrusion (ROAD)
dataset [146, 145] contains 33 attack traffic captures—
and ten unique attacks, depending on how the unique
attacks are counted [67]—compared to the ≤ 5 attacks
available in pre-existing open-access CAN intrusion de-
tection datasets. The can-train-and-test dataset con-
tains only nine unique attacks; the extended dataset—can-
train-and-test-v1.5—contains eleven. Unfortunately,
while the ROAD dataset contains descriptions that can help
researchers label the CAN traffic captures, the CAN traf-
fic captures themselves are not labeled. In order to com-
pare the ROAD dataset to the can-train-and-test-v1.5
dataset, we would need to label the ROAD dataset. In our
future work, we plan to label the ROAD dataset and com-
pare it to can-train-and-test-v1.5. In addition, we
plan to develop “practitioner guidance” indicating which
dataset—can-train-and-test-v1.5 or ROAD—would
be best suited to a given research problem.

At present, we rely on labeled attack-free and attack data
to quantify the performance of a machine learning model.
Unfortunately, suppress attacks, by nature, contain attack-
free samples but no attack samples—the attack is the sup-
pression (i.e., removal) of legitimate messages. As such,
when we evaluate an IDS’s performance during a suppress
attack, the metrics we obtain are uninformative; an IDS can
obtain perfect metrics simply by deciding “negative” for all
samples. To accurately evaluate suppress attacks, we need to
redesign our experiments and rethink our evaluation strate-
gies. Previous works, e.g., [131, 98, 36], have leveraged pre-
defined algorithms or unsupervised machine learning to de-
tect suppress attacks. Six of our machine learning models
were unsupervised models; we could still use those mod-
els if we developed different evaluation strategies. Alterna-
tively, we could explore strategies that would allow us to
“label” suppress attacks. For example, our assessment data
(i.e., the “correct answers” that allow us to check an IDS’s
decisions for accuracy) could contain null samples with “-
1” as the label. Our IDSs could be configured to add “-1”
samples wherever they detect a suppressed message.

As mentioned earlier, we did not compare can-train-
and-test-v1.5 to a signal-based dataset. In our future
work, we plan to conduct a qualitative assessment of the
benefits of signal-based datasets (e.g., SynCAN, ROAD)
compared to raw datasets (e.g., hcrl-sa, can-train-and-
test-v1.5). In a later step, we would like to conduct
a quantitative assessment of signal-based datasets vs. raw
datasets. We will investigate the possibility of adapting our
machine learning models to receive either raw data or signal
values as input. Such an adaptation would allow us to quanti-
tatively compare can-train-and-test-v1.5 to a signal-
based dataset such as SynCAN.

During our paper’s revision process, we identified sev-
eral significant automotive intrusion detection datasets that

were previously unavailable or unknown during our initial
experiments. These datasets are now documented in Section
2.2, specifically in Tables 1, 2, and 3. Two datasets war-
rant particular attention: the Transmission-Resuming Time-
Based Intrusion Detection System (TTIDS) dataset [72, 74]
and the CAN-MIRGU dataset [106, 104, 105]. TTIDS rep-
resents a milestone as the first dataset to capture masquer-
ade attacks using diagnostic services and bus-off attacks
on actual vehicles, although its narrow focus on masquer-
ade attacks somewhat constrains its applicability. The CAN-
MIRGU dataset, generated from a 2016 electric vehicle,
presents a broader spectrum of attacks including denial of
service, fuzzing, replay, spoofing, suspension, masquerade,
and concurrent attack scenarios. Several CAN-MIRGU at-
tacks demonstrated direct impact on safety-critical vehicle
control systems, e.g., stiffening or loosening the steering
wheel. Both datasets feature comprehensive labeling, en-
hancing their value for research. While detailed compara-
tive analysis of these datasets against older, more popular
datasets remains as future work, we include their documen-
tation here and in Section 2.2 to facilitate their discovery and
utilization by the research community.

9 Conclusion

In this paper, we evaluated six different automotive intrusion
detection datasets:

1. HCRL Car Hacking (hcrl-ch)
2. HCRL Survival Analysis (hcrl-sa)
3. can-train-and-test-v1.5
4. UNIMORE Bus-Off (bus-off)
5. UNIMORE DAGA (daga)
6. UNIMORE Ventus (ventus)

Specifically, we conducted a feature evaluation of the
newly-published can-train-and-test-v1.5 dataset, and
we analyzed train-test interdependence in the context of the
three UNIMORE datasets—with an emphasis on the UNI-
MORE DAGA dataset. In addition, we pitted can-train-
and-test-v1.5 against two well-established automotive
intrusion detection datasets, namely, HCRL Car Hacking
and HCRL Survival Analysis. Ultimately, we compared the
newly-published, promising can-train-and-test-v1.5
dataset with some of its fellow up-and-coming datasets, in
particular, the three UNIMORE datasets—Bus-Off, DAGA,
and Ventus.

In our feature sleuthing, we determined that the pres-
ence of the timestamp feature enhanced the performance
of many of our machine learning models. In particular, if a
given model was even moderately successful (i.e., an aver-
age F1-score greater than 0.75), then excluding the times-
tamp either had no impact or had a negative impact. As
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such, we determined that there is no benefit in removing the
timestamp feature. When it came to the data field fea-
ture, we found that some machine learning models benefited
from a subdivided data field (eight bytes as distinct features),
while others benefited from an unpartitioned data field.
Therefore, we can choose to subdivide—or not subdivide—
the data field feature depending on the specific model
selected.

An analysis of train-test interdependence in the UNI-
MORE datasets confirmed that, as expected, train-test inter-
dependence significantly inflated performance—especially
for high-performing machine learning models. For the UNI-
MORE DAGA dataset, out of our sixteen machine learn-
ing models, thirteen performed equally well or better on
the train-test interdependent (i.e., advantaged) sub-dataset
than on the non-interdependent sub-dataset. Only three per-
formed worse on the interdependent sub-dataset. When
we focused on high-performing machine learning models
(which earned F1-scores of 9.0 or higher on both sub-
datasets), we found that nine out of ten machine learning
models performed equally well or better on the interdepen-
dent sub-dataset. For the UNIMORE Ventus dataset, the
numbers were even more compelling. When pitted against
the “injection” attack, twelve out of fifteen machine learn-
ing models performed better—not equally well or better—
against the train-test interdependent sub-dataset than the
non-interdependent sub-dataset. Again, only three per-
formed worse on the interdependent sub-dataset. One ma-
chine learning model ran out of memory and was excluded
from our analysis. There were eight high-performing ma-
chine learning models for the UNIMORE Ventus dataset—
all of them performed better on the interdependent sub-
dataset than the non-interdependent one.

In our comparison, we concluded that can-train-and-
test-v1.5 provides novel features and insights when jux-
taposed against existing open-access CAN intrusion detec-
tion datasets—such as the HCRL datasets. Specifically, we
observed that can-train-and-test-v1.5 contains much
more training and testing data than either of the HCRL
datasets (an order of magnitude more), and can-train-
and-test-v1.5’s attack traffic captures are more realistic
in terms of class imbalance. When pitted against the can-
train-and-test-v1.5 dataset, half of our machine learn-
ing models—eight out of sixteen—achieved an average F1-
score above 0.9. When pitted against the HCRL datasets,
which contain much less training data, the average F1-scores
were noticeably lower. Though average F1-scores were high
for the can-train-and-test-v1.5 dataset, there was no
loss of differentiation power; the standard deviation of the
models’ F1-scores was 0.2392 (excluding suppress attacks),
exceeding the standard deviations of the HCRL Car Hacking
dataset and the HCRL Survival Analysis dataset—0.2254
and 0.2333, respectively.

When we pitted can-train-and-test-v1.5 against
the three UNIMORE datasets, in terms of both dataset qual-
ity and machine learning model performance, the race was
much tighter. can-train-and-test-v1.5 has the advan-
tage of authentic attacks conducted in a real vehicle un-
der driving conditions. However, UNIMORE DAGA’s at-
tacks (as well as UNIMORE Ventus’s injection attacks)
were constructed using high-fidelity simulations (complete
with CAN transceivers and resistors). In addition, UNI-
MORE DAGA demonstrates extreme class imbalance—
even exceeding can-train-and-test-v1.5—which is
much more realistic to automotive intrusion detection than
balanced classes. The UNIMORE Bus-Off dataset’s stan-
dard deviation was 0.1824, which is low, but is also unin-
formative because we could not accurately measure the per-
formance of our machine learning models against suppress
attacks. The standard deviations of the DAGA and Ven-
tus datasets were 0.2121, and 0.2100 (excluding suppress
attacks), respectively. We found that can-train-test-
v1.5, UNIMORE DAGA, and UNIMORE Ventus—and, in
some cases, even UNIMORE Bus-Off—are well suited to
automotive intrusion detection applications. These datasets
provide ample quantities of high-fidelity data, a variety of
attacks, and requisite differentiation power. We recommend
them to practitioners in automotive intrusion detection and
related domains.
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MG, Pérez GM, Zanero S (2020) ReCAN – dataset
for reverse engineering of controller area networks.
Data in Brief 29:105,149, DOI 10.1016/j.dib.2020.
105149, URL https://www.sciencedirect.com/
science/article/pii/S2352340920300433

156. Zhang Y, Liu T, Zhao H, Ma C (2021) Risk analy-
sis of can bus and ethernet communication security
for intelligent connected vehicles. 2021 IEEE Inter-
national Conference on Artificial Intelligence and In-
dustrial Design (AIID) URL https://ieeexplore.
ieee.org/document/9491889

157. Zheng B, Li W, Deng P, Gérard L, Zhu Q, Shankar
N (2015) Design and verification for transporta-
tion system security. DAC ’15: Proceedings of the
52nd Annual Design Automation Conference pp
1 – 6, URL https://dl.acm.org/doi/10.1145/
2744769.2747920

https://www.bts.gov/content/average-age-automobiles-and-trucks-operation-united-states
https://www.bts.gov/content/average-age-automobiles-and-trucks-operation-united-states
https://www.bts.gov/content/average-age-automobiles-and-trucks-operation-united-states
https://etsin.fairdata.fi/dataset/7586f24f-c91b-41df-92af-283524de8b3e
https://etsin.fairdata.fi/dataset/7586f24f-c91b-41df-92af-283524de8b3e
https://dl.acm.org/doi/10.1145/3568160.3570226
https://dl.acm.org/doi/10.1145/3568160.3570226
https://ieeexplore.ieee.org/document/4657092
https://ieeexplore.ieee.org/document/4657092
https://zenodo.org/records/10462796
https://zenodo.org/records/10462796
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0296879
https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0296879
https://copperhilltech.com/blog/sae-j1939-bandwidth-busload-and-message-frame-frequency/
https://copperhilltech.com/blog/sae-j1939-bandwidth-busload-and-message-frame-frequency/
https://copperhilltech.com/blog/sae-j1939-bandwidth-busload-and-message-frame-frequency/
https://ieeexplore.ieee.org/document/9491889
https://ieeexplore.ieee.org/document/9491889
https://ieeexplore.ieee.org/document/7030108
https://ieeexplore.ieee.org/document/7030108
https://dl.gi.de/items/5dd03474-71ca-4c58-97ed-b2be501b1238
https://dl.gi.de/items/5dd03474-71ca-4c58-97ed-b2be501b1238
https://ieeexplore.ieee.org/document/6894181
https://ieeexplore.ieee.org/document/6894181
https://ieeexplore.ieee.org/document/8688625
https://ieeexplore.ieee.org/document/8688625
https://ieeexplore.ieee.org/document/9013892
https://ieeexplore.ieee.org/document/9013892
https://data.mendeley.com/datasets/76knkx3fzv/2
https://data.mendeley.com/datasets/76knkx3fzv/2
https://www.sciencedirect.com/science/article/pii/S2352340920300433
https://www.sciencedirect.com/science/article/pii/S2352340920300433
https://ieeexplore.ieee.org/document/9491889
https://ieeexplore.ieee.org/document/9491889
https://dl.acm.org/doi/10.1145/2744769.2747920
https://dl.acm.org/doi/10.1145/2744769.2747920


can-sleuth: Sleuthing Out the Capabilities, Limitations, and Performance Impacts of Automotive Intrusion Detection Datasets 57

A Extended CAN Traffic Captures

Listing 5 presents attack-free CAN traffic collected from a 2011
Chevrolet Traverse, while Listing 6 shows attack-free CAN traffic from
a 2017 Subaru Forester. As discussed in Section 7.2, CAN traffic can
vary significantly between different vehicles. A comparison of these
two listings reveals that none of the arbitration IDs in Listing 5 overlap
with those in Listing 6, highlighting the distinct differences in CAN
traffic across different vehicle models.

Listing 5 Attack-free CAN traffic captured from a 2011
Chevrolet Traverse.

(1672163924.621479) 0C1 #12 E55F82124B979F
(1672163924.621724) 0C5 #11 D90EB31221AB2D
(1672163924.621942) 1E5 #46 FFD8C000002600
(1672163924.622330) 1F3#C0E0
(1672163924.624005) 0C7 #02629 A3D
(1672163924.624251) 0F9 #07 CD400000B828FF
(1672163924.624469) 189#0 FFF0FFF300128FF
(1672163924.624722) 199#0 FFF0E70F19000FF
(1672163924.628004) 1CB #100000
(1672163924.629932) 0C9 #8409530 D00010000
(1672163924.630125) 191#06 C406D506C50000
(1672163924.630306) 0F1 #224400 C0
(1672163924.630530) 1ED #4133012201240800
(1672163924.630703) 1EF #0000019 B
(1672163924.630947) 1A1 #0010414000000000
(1672163924.631251) 1C3 #06 C406C500000000
(1672163924.631348) 1EB #0136
(1672163924.631774) 0C1 #22 E55F82224B979F
(1672163924.632014) 2C3 #081706 C606C64400
(1672163924.632250) 0C5 #21 D90EB32221AB2D
(1672163924.632447) 184#0001002001 DF
(1672163924.632695) 19D #80003 FFE000000FF
(1672163924.632914) 1C7#0 FFF700003FF3F
(1672163924.633065) 1AF #000000
(1672163924.633251) 1CD# C7FF07FE7F
(1672163924.633448) 1E1 #00 FE120040
(1672163924.633667) 1E5 #46 FFD8E000002500
(1672163924.633918) 1E9 #4003000 C00000000
(1672163924.634167) 1F5 #0101000400000900
(1672163924.634301) 334#0000
(1672163924.636531) 0C7 #02629 A3D
(1672163924.636780) 0F9 #07 CD400000B828FF
(1672163924.637055) 189#4 FFF0FFF300028FF
(1672163924.637250) 199#4 FFF0E70F18F00FF
(1672163924.639528) 0F1#3 E4400C0
(1672163924.639932) 0C9 #8409530000010000
(1672163924.640153) 191#06 C406D506C50000
(1672163924.640382) 1ED #4133012201250800
(1672163924.640551) 1EF #0000019 B
(1672163924.640802) 3C1 #0765 E70000000000
(1672163924.641050) 3D1 #0116000000370000
(1672163924.641301) 3E9 #00001015000010 AB
(1672163924.641521) 0C1 #32 E55F82324B979F
(1672163924.641747) 0C5 #31 D90EB33221AB2D
(1672163924.641995) 1E5 #46 FFD78F9C002900
(1672163924.642168) 2F9# A801210000
(1672163924.642348) 348#00000000
(1672163924.642525) 34A #00000000
(1672163924.643455) 1EB #0128
(1672163924.648010) 1CB #100000

Listing 6 Attack-free CAN traffic captured from a 2017
Subaru Forester.

(1672865121.432848) 002#07317005 AD000000
(1672865121.434040) 075#000000000009033 B
(1672865121.434295) 0D0# E3F81700010400F5
(1672865121.434467) 0D1#5 C000080
(1672865121.434720) 0D2 #0000 FFFF00010000
(1672865121.434935) 0D3 #0005 C00F602363
(1672865121.435172) 070# EF8400FFAB7F039A
(1672865121.435422) 080#1 B800000427C033E
(1672865121.435668) 0D4 #5700620054005 F00
(1672865121.435878) 140#1401450500141 AA0
(1672865121.436172) 141# EA28DC2945452002
(1672865121.436397) 144#00006 D332EA80040
(1672865121.436495) 150#0000
(1672865121.436728) 360#5 E046C7120400000
(1672865121.436985) 361#002 A00D001000000
(1672865121.437219) 362# F37B6FC85243E014
(1672865121.437442) 576#00000000162523 A3
(1672865121.437680) 152# F16400000000008C
(1672865121.437813) 376# FA
(1672865121.438035) 6FC #0116042801054 A00
(1672865121.438294) 148#0 B1B1F8241001105
(1672865121.438533) 156#018000000000000 F
(1672865121.438764) 149#7 D013FABAB430000
(1672865121.438994) 371#680096 C7E678E020
(1672865121.442848) 002#07357007 B3000000
(1672865121.443085) 280#0800100000000000
(1672865121.445743) 140#1402450500141 AA0
(1672865121.445967) 141# E728DC2945052002
(1672865121.448044) 148#0 B1C238241001105
(1672865121.448265) 149#7 D013FABAB430000
(1672865121.449800) 160#0000000000200323
(1672865121.450016) 161#282386 FF00300000
(1672865121.450269) 162#00001 F0224000300
(1672865121.450508) 163#000040000003000 F
(1672865121.450771) 164#0100000000000001
(1672865121.451018) 22A# D123000030FF7F00
(1672865121.452848) 372#0008000000000000
(1672865121.453059) 002#073 A7009BA000000
(1672865121.454173) 075#0000000000090468
(1672865121.454341) 0D0# DAF81700010400F4
(1672865121.454545) 0D1#5 D000000
(1672865121.454756) 0D2 #0000 FFFF00010000
(1672865121.455009) 070# FB8400FFB97F0402
(1672865121.455244) 080#17800000237 C0409
(1672865121.455467) 0D3 #8005 C00F602364
(1672865121.455706) 0D4 #5700630055006000
(1672865121.455938) 140#14035 B0500141A20
(1672865121.456169) 141# E728DC2945052002
(1672865121.456416) 144#00006 D332EA80040
(1672865121.456531) 150#0000
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B Additional Results

Each of our machine learning models was configured with
default parameters (the timestamp feature was included,
the data field feature was subdivided) and pitted against
can-train-and-test-v1.5. Each model was evaluated
against all four sub-datasets and all six testing subsets. Even
the suppress attacks are included. The results are shown in
Table 29.

Table 30 presents the averaged results of experiments
conducted on both the HCRL Car Hacking dataset and the
HCRL Survival Analysis dataset. By aggregating these two
datasets, we provide a generalized perspective that can be
compared against the can-train-and-test-v1.5 dataset.
While this aggregated view offers an interesting data point, it
should be considered alongside the individual dataset results
found in Tables 21 and 22 for a more nuanced understand-
ing.

Table 31 provides a comprehensive average of experi-
ments across the three UNIMORE datasets (bus-off, daga,
and ventus), including all sub-datasets and all testing sub-
sets. Similar to Table 29, these averages incorporate “re-
moval” (also known as “suppress”) attacks, which should
be interpreted with caution due to the lack of labeled data,
which precludes a meaningful evaluation.

Four machine learning models performed better
against can-train-and-test-v1.5 than can-unimore-
curated-v3; twelve performed worse. That said, the
suppress attacks were assessed using metrics that depend
on labeled data—suppress attacks suppress (or “remove”)
data; as such, they cannot be labeled. Thus, the results of
experiments involving suppress attacks are uninformative,
and since Tables 29 and 31 contain the suppress attacks,
they can also be misleading. As such, we moved Tables 29
and 31 to the appendix as interesting—but not particularly
insightful—pieces of data.

Similarly, we include Table 32 in the appendix; Table 32
contains the average results of all the ventus experiments—
both the “injection” experiments and the “removal” (i.e.,
suppress) experiments. This table complements Table 26,
which excludes the uninformative “removal” attack.
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Table 29: can-train-and-test-v1.5: Averages with default parameters; include testing subsets #5 and #6.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9517 0.9822 0.9517 0.9654 0.9560 0.0396
K-Nearest Neighbors 0.9404 0.9858 0.9404 0.9594 0.9439 0.0526
Linear Regression 0.3410 0.9842 0.3410 0.4809 0.3384 0.6641
Logistic Regression 0.9873 0.9855 0.9873 0.9850 0.9916 0.0040
Linear Support Vector Machine 0.9886 0.9821 0.9886 0.9852 0.9932 0.0021
Decision Tree 0.6922 0.9878 0.6922 0.7900 0.6927 0.3068
Extra Trees 0.8872 0.9864 0.8872 0.9256 0.8902 0.1067
Gradient Boosting 0.7793 0.9866 0.7793 0.8554 0.7810 0.2173
Random Forest 0.8897 0.9868 0.8897 0.9301 0.8926 0.1044
Isolation Forest 0.5505 0.9805 0.5505 0.6987 0.5512 0.4480
K-Means 0.4122 0.9830 0.4122 0.5555 0.4100 0.5920
Mini-Batch K-Means 0.5204 0.9815 0.5204 0.6545 0.5212 0.4781
BIRCH 0.4808 0.9819 0.4808 0.5419 0.4815 0.5177
Local Outlier Factor 0.3403 0.9768 0.3403 0.4637 0.3393 0.6617
Multi-Layer Perceptron 0.9347 0.9866 0.9347 0.9572 0.9381 0.0585
Bernoulli Restricted Boltzmann Machine 0.9920 0.9842 0.9920 0.9881 0.9960 0.0000
1 This evaluation was conducted to compare the can-train-and-test-v1.5 dataset with the UNIMORE Bus-Off (bus-off),

DAGA (daga), and Ventus (ventus) datasets. Testing subsets #5 and #6 were averaged into the performance metrics in this table,
since there are similar attack types in several of the UNIMORE datasets.

2 test 05 suppress lacks labeled CAN frames and cannot be effectively evaluated. The table shows baseline IDS performance,
not detection capability.

Table 30: hcrl-ch, hcrl-sa: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.7910 0.7545 0.7910 0.7571 0.8554 0.0742
K-Nearest Neighbors 0.8532 0.8750 0.8532 0.8544 0.8911 0.0690
Linear Regression 0.3668 0.8417 0.3668 0.3853 0.3088 0.7364
Logistic Regression 0.8293 0.7645 0.8293 0.7679 0.9025 0.0171
Linear Support Vector Machine 0.8339 0.7609 0.8339 0.7680 0.9082 0.0103
Decision Tree 0.6898 0.8506 0.6898 0.7285 0.6899 0.3079
Extra Trees 0.8529 0.8629 0.8529 0.8493 0.8890 0.0726
Gradient Boosting 0.9376 0.9356 0.9376 0.9340 0.9500 0.0371
Random Forest 0.8562 0.8933 0.8562 0.8655 0.8656 0.1243
Isolation Forest 0.4544 0.7783 0.4544 0.5135 0.4309 0.5892
K-Means 0.6110 0.7905 0.6110 0.6520 0.6157 0.3775
Mini-Batch K-Means 0.7597 0.7984 0.7597 0.7711 0.7866 0.1840
BIRCH 0.5667 0.7601 0.5667 0.5705 0.5839 0.3934
Local Outlier Factor 0.1856 0.6106 0.1856 0.1199 0.0773 0.9502
Multi-Layer Perceptron 0.8779 0.8894 0.8779 0.8681 0.9176 0.0402
Bernoulli Restricted Boltzmann Machine 0.8419 0.7108 0.8419 0.7703 0.9172 0.0000

Table 31: can-unimore-curated-v3, all: Averages with default parameters.

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9806 0.9859 0.9806 0.9831 0.9840 0.0125
K-Nearest Neighbors 0.9889 0.9882 0.9889 0.9885 0.9919 0.0051
Linear Regression 0.5330 0.9894 0.5330 0.6261 0.5302 0.4725
Logistic Regression 0.6809 0.9791 0.6809 0.7557 0.6829 0.3151
Linear Support Vector Machine 0.9872 0.9769 0.9872 0.9812 0.9935 0.0002
Decision Tree 0.9902 0.9889 0.9902 0.9895 0.9929 0.0043
Extra Trees 0.9894 0.9888 0.9894 0.9891 0.9922 0.0051
Gradient Boosting 0.9912 0.9837 0.9912 0.9874 0.9953 0.0005
Random Forest 0.9906 0.9889 0.9906 0.9897 0.9933 0.0039
Isolation Forest 0.2976 0.9855 0.2976 0.4496 0.2955 0.7066
K-Means 0.4977 0.9803 0.4977 0.6556 0.4988 0.5000
Mini-Batch K-Means 0.4934 0.9824 0.4934 0.6508 0.4935 0.5063
BIRCH 0.7532 0.9851 0.7532 0.8312 0.7551 0.2430
Local Outlier Factor 0.5731 0.9881 0.5731 0.7168 0.5724 0.4282
Multi-Layer Perceptron 0.9926 0.9886 0.9926 0.9905 0.9956 0.0014
Bernoulli Restricted Boltzmann Machine 0.9928 0.9859 0.9928 0.9893 0.9964 0.0000
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Table 32: can-unimore-curated-v3, ventus: Averages with default parameters; include testing subset #2.1

Model Accuracy Precision Recall F1-score G-mean FPR
Gaussian Naive Bayes 0.9516 0.9771 0.9516 0.9639 0.9570 0.0375
K-Nearest Neighbors 0.9787 0.9775 0.9787 0.9780 0.9843 0.0101
Linear Regression 0.3761 0.9864 0.3761 0.5328 0.3730 0.6302
Logistic Regression 0.3761 0.9864 0.3761 0.5328 0.3730 0.6302
Linear Support Vector Machine 0.9887 0.9819 0.9887 0.9838 0.9942 0.0003
Decision Tree 0.9799 0.9775 0.9799 0.9787 0.9855 0.0088
Extra Trees 0.9775 0.9774 0.9775 0.9774 0.9831 0.0113
Gradient Boosting 0.9882 0.9776 0.9882 0.9828 0.9938 0.0005
Random Forest 0.9800 0.9775 0.9800 0.9787 0.9856 0.0088
Isolation Forest 0.2940 0.9750 0.2940 0.4437 0.2921 0.7097
K-Means 0.4984 0.9751 0.4984 0.6536 0.4989 0.5005
Mini-Batch K-Means 0.4802 0.9742 0.4802 0.6355 0.4806 0.5190
BIRCH 0.6031 0.9849 0.6031 0.6972 0.6027 0.3975
Local Outlier Factor 0.5202 0.9819 0.5202 0.6727 0.5194 0.4813
Multi-Layer Perceptron 0.9848 0.9775 0.9848 0.9811 0.9904 0.0039
Bernoulli Restricted Boltzmann Machine Out of

memory
Out of
memory

Out of
memory

Out of
memory

Out of
memory

Out of
memory

1 test 02 removal lacks labeled CAN frames and cannot be effectively evaluated. The table shows baseline IDS performance,
not detection capability.
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