Futures for Interlinked

CNI Computing

Project Aim Round 1 Results

We look at new advances in interconnected computing technology,
and identify issues related to UK national interests and Critical
National Infrastructure, both home and abroad, from 2023 to 2040.
We address the following question:

interviewees. The relationships between them were also outlined. The
arrows show which risks arise from each trend, and which approaches
were identified as addressing each risk. Trends, Risks and Risk Mitigation
Strategies are presented in no particular order.
What effect may change in the nature and use of software systems @& ... .
between now and 2040 have on the potential for major incidents
related to UK Critical National Infrastructure (CNI), especially as
related to the Civil Nuclear, Communications, Energy and Health
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Methodology

An exploratory Delphi-style method.

Unprotected repair or
Off-the-shelf
hardware and

/ diagnostic technology
software
roblems
IoT and other next P
generation |
technologies /’( ( Radic hacks
with 22 experts 3,7. Thematic analysis of 4,8. Results were /

System complexity /’v‘,‘f
interview transcripts synthesised 9. Final Report and interconnectivity /
y

Increase in ‘l /
I Digitisation A\

Decentralisation of
services Common mode
failures

il

e . O
- m 1 E . -

2. Round 1: 1hr Interviews

H

Failure from failed
P electricity, telecomms
or Internet

5. Round 1 results

@ L O
- m were sent to the

EE specialists prior to
6.2. Round 2 Interviews EE the second round New CNI

Experts clarified and
expanded their answers

of interviews. OT attacks

Increased end-user

1. We used a referal approach dependency on Magnification of
to recruﬁt professiorTa.Is w-hose + 6.1 Before the interviews technology proble_n:s th;(.)ugh
roles |nvol\{ed anticipating = participants were asked to ST social media
trends in software, = complete a survey to agree or working only through
cybersecurity, and CNI. = not with each finding and software Attacks via Humans
prioritise findings.
Changing geopolitical
context Poor response to

accidents or attacks

Nature of CNI

From the data we collected we identified the following insights into
the nature of CNI which provide context to our results.
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social impacts; or impact on national security or state functioning.

Definition of CNI

Al-based phishing,

Commercial CNI are operated by public and private sector organizations; industry’s commercial, : i
whaling and similar

Drivers innovative visions will influence CNI technology strategies and their implementation.

Al identifying

Longevity of Much of the software used in CNI is long lived: up to many decades. It is hard to preserve vulnerabilities in
Software developer knowledge over those timeframes. software

Quantum-enabled
O VARl  Organisations in highly regulated sectors, such as nuclear, energy and health, tend not to breaking of

Regulation be proactive, but wait for regulation to define their response to risk. encryption

Lists of Trends, Risks, and Risk Mitigation Strategies were identified by the
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Sample from our Data Analysis

We should ask
experts to
prioritise these
risks.

Interviewees identified
trends related to CNI

New CNI

Towards 2040, increasing digitisation will lead to
aspects of the internet themselves becoming critical
infrastructure.

Increased end-user
dependency on technology

2040 will see increased reliance for consumers on
software and machines to carry out and plan activities.

The identified trends
entail new and changed risks

Failure from failed
electricity, telecomms or
Internet

By 2040, much of CNI will not be able to function
without these. For example, a widespread loss of
electricity supply would prevent delivery of all of
transport, communications, health services, food, and
other critical services.

Experts recommended the following
strategies to address these risks

Investment in risk management: organisations
identifying what can go wrong, why and how likely
it is; and taking steps to mitigate each risk.

Designing and organising to provide resilience (in
addition to cybersecurity), such as incident
planning, redundancy in provision, and gradual
degradation.

Share with us: What technological Trends do you
envision coming by 2040 and what would be the most
important Risks and Risk Mitigation Strategies?

Next Steps

We are analysing results from round 2. We asked
participants to prioritise and provide their views for
each Trend, Risk and Risk Mitigation Strategy identified
in Round 1 and explain their reasons.

A report will be released in Sept 2024. You will find a
cCopy on our website:
https://www.lancaster.ac.uk/interlinked/

In-person Interlinked Futures Workshop
planned for September.


https://www.lancaster.ac.uk/security-lancaster/research/projects/interlinked/
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