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Abstract. Cloud computing has grown in importance in recent years
which has led to a significant increase in Data Centre (DC) network re-
quirements. A major driver of this change is virtualisation, which allows
computing resources to be deployed on a large scale. However, tradi-
tional DCs, with their network topology and proliferation of network
endpoints, are struggling to meet the flexible, centrally managed re-
quirements of cloud computing applications. Software-Defined Networks
(SDN) promise to offer a solution to these growing networking require-
ments by separating control functions from data routing. This shift adds
more flexibility to networks but also introduces new security issues. This
article presents a framework for evaluating security of SDN architectures.
In addition, through an experimental study, we demonstrate how this
framework can identify the threats and vulnerabilities, calculate their
risks and severity, and provide the necessary measures to mitigate them.
The proposed framework helps administrators to evaluate SDN security,
address identified threats and meet network security requirements.

Keywords: Software-Defined Networks - Security Evaluation Frame-
work - Threat Analysis - Risk Assessment - Attack Modelling - Threat
Mitigation.

1 Introduction

Traditional communication networks and Data Centres (DCs) have relied on spe-
cialised, costly equipment, increasing the complexity and expense of establishing
large-scale networks. Further, traditional network components (e.g., switches,
routers, etc.) followed a "closed system" architecture, combining data and con-
trol planes. This system led to a restrictive management environment where only
vendors could modify network configurations to meet customer requirements [19].

By separating the control plane from the data plane, Software-Defined Net-
works (SDNs) provide greater flexibility than traditional Data Centre Networks
(DCNs). This separation shifts network control from the hardware devices to a
logically centralised, software-based component called an SDN controller. The
SDN controller, residing in the control plane, calculates centralised forwarding
tables and pushes them to the network elements in the data plane.

The three-layer architecture shown in Figure 1 allows for a programmable
network controller that provides an abstracted layer at which application and
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network services can be applied. This enables the network to be agile, cost-
effective, manageable, and scalable to meet the growing network demands of
demanding cloud applications [6]. However, there are also new security chal-
lenges that come with the new SDN architecture. Network intelligence is now
centralised in a single (virtualised) SDN controller, compared to traditional net-
work architectures with many distributed forwarding devices. This centralisation
of network control is one of the most important benefits of SDN, but it is also
one of its most significant weaknesses. While SDN enables administrators to
manage the network from a central location, simplifying a holistic view of the
network and faster decision making, a successful cyber-attack that compromises
the SDN controller or application could affect the entire network [1]. Network
security is a top priority in DC environments, where attacks especially on critical
infrastructure could be catastrophic [11].
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Fig.1. A Three-Layered SDN Topology consisting of a Data Layer, a Control Layer
and an Application Layer (adapted from Xia et al., 2015).

In this article we present a Security Evaluation Framework for SDN com-
ponents in DC environments. The framework comprises four phases, with each
phase’s output used as input for the next. This article is an extended version from
our previous work in [11], where we first introduced the framework. Compared
to the previous publication [11] where the focus was to introduce the framework
and its four phases, this article provides more detailed information about the
outputs of each phase. Furthermore, we present three central solutions and a
detailed description of how they are implemented including a mapping of the
threats they mitigate. The presented framework consists of four stages, where
a threat and vulnerability analysis based on two different methodologies is per-
formed first. These include the Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service (DoS), Elevation of Privilege (STRIDE) model and
the Process for Attack Simulation and Threat Analysis (PASTA) approach [28].
Next, a risk and impact analysis is conducted including a ranking for each risk ac-
cording to its severity using the Common Vulnerability Scoring System (CVSS)
v3.1. The next stage uses the output from the previous analysis to model attack
scenarios for the three highest ranked risks. The final stage verifies the calcu-
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lated severity impact of each attack scenario in an experimental study using an
SDN testbed based on Mininet [13] and an Open Network Operating System
(ONOS) controller. We conclude with a presentation of countermeasures to ei-
ther mitigate single threats by enabling integrated features or multiple threats
by implementing a centralized solution [11].

The rest of this article is organised as follows: In Section 2 we discuss related
work. We then introduce the Security Evaluation Framework and briefly describe
its four stages in Section 3. We also present our experimental testbed, used in
the subsequent sections (Section 4 — 7), to conduct an experimental study. Each
of these sections (Section 4 — 7) represents one stage of the framework where
we demonstrate how it works and discuss the output (results) of each stage in
detail. In Section 7, we present three central solutions for mitigating multiple
SDN threats. This section’s output represents a correlation map of SDN threats,
vulnerabilities, and mitigations. Finally, in Section 8 we conclude our work.

2 Related Work

In this section, we highlight the differences between existing studies and our
work, detailing how the proposed framework addresses the gaps in the related
research. Papers identified from the literature review are categorized into three
areas: security analysis, security remediation, and new solution proposal. They
are marked according to whether a Proof-of-Concept (PoC) test setup was uti-
lized for validation and which SDN layer or interface was evaluated. Lastly, we
discuss the difference between the SDN Security Evaluation Framework pre-
sented in this article and the related work.

2.1 Literature Review on Evaluating Security in SDN

As the importance of SDN continues to grow in various research areas, an in-
creasing number of security evaluations and tests have been carried out on this
new architecture. For instance, Ruffy et al. used the STRIDE model to identify
several SDN vulnerabilities and proposed mitigation solutions for each of the six
STRIDE categories. They outlined a secure SDN design example for two network
domains based on their findings. This design integrated multiple SDN controllers
for redundancy and incorporated both traditional and new protection solutions.
These solutions included Intrusion Detection Systems (IDS), firewalls and ac-
cess control via Authentication, Authorisation and Accounting (AAA) servers.
However, they may have overlooked security vulnerabilities that do not fall into
the STRIDE categories, as their threat analysis considered only one approach
based on six generic Threat Categories (TCs) [21].

Igbal et al. highlighted several vulnerabilities and possible attacks in SDN,
emphasizing their impacts and potential solutions. Their approach mainly fo-
cused on the communication channels within SDN layers. The proposed resolu-
tions include Secure Socket Layer (SSL) / Transport Layer Security (TLS) data
encryption, Advanced Encryption Standard (AES) and Data Encryption Stan-
dard (DES) ciphers, and role-based authorization derived from the FortNOX3
instance. They also provided a correlation between attack scenarios, affected
SDN layers or interfaces, and security. In contrast to Ruffy et al.’s approach,
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their threat analysis and proposed countermeasures are based entirely on a lit-
erature review [21,10].

Varadharajan et al. proposed a Policy-based Security Architecture (PbSA)
for SDN. They grouped threats into four different categories that targeted dif-
ferent components of the SDN. Next, they identified five attack scenarios and
formulated four security requirements to mitigate these threats. Furthermore,
they developed a policy-based security application that is installed on the SDN
controller’s northbound interface to address these requirements. They assessed
their security architecture’s performance and its capacity to counter various
threats and fulfil different security requirements. Since a single countermeasure
cannot address all vulnerabilities, a suitable solution should include multiple
mitigations to improve overall SDN security [29].

Chica et al. performed a security assessment of SDN, emphasizing network
threats, potential attack routes, and vulnerable areas across SDN layers and
interfaces. They discussed the extent to which SDN can enhance network security
and how the security of SDN can be improved. Furthermore, they identified
possible weaknesses and discrepancies in SDN security mechanisms. Even though
they outlined potential attack scenarios, they did not explore their technical
implementation or how their impact could affect their SDN environment [6].

Al-Saghier proposed an SDN framework capable of automatically launching
known attacks against SDN components. This was accomplished by integrating
additional elements into the SDN structure, namely the agent manager, appli-
cation agent, agent channel, and agent host. The framework recognized miscon-
figuration, malware, and insider attacks as potential attack vectors. Al-Saghier
also used a PoC testbed to measure the SDN’s response to various attacks [1].

Sjoholmsierchio et al. emphasized the enhancement of TLS encryption in
OpenFlow to strengthen SDN security, noting that TLS is presently the sole
protector of the control channel (according to them). They found that TLS was
vulnerable to downgrading attacks and developed a protocol dialecting approach
to protect the TLS-encrypted OpenFlow protocol. By extending protocol dialect-
ing to a policy enforcement proxy, they also proposed an innovative policy-based
networking approach. Furthermore, to demonstrate the effectiveness of their pro-
posed security measures in detecting and preventing these attacks, they simu-
lated a downgrade attack in a Mininet-emulated SDN environment. While their
results showed an improvement in control channel security, it was at the cost of
a 22% increase in communication latency over standard TLS [25].

Shaghaghi et al. discussed recent data plane mitigations, identifying five key
SDN security features: centralised controller, open programmable interfaces, for-
warding device management protocol, third-party network services, and virtu-
alised logical networks. Their work underlined aspects of SDN that may poten-
tially reveal security vulnerabilities, particularly in the data plane. They pro-
vided an overview on the security challenges present in the data plane, specified
solution requirements, and presented existing resolutions. They also stressed the
importance of having robust and flexible security measures in place to protect the
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SDN architecture from potential threats. Their analysis suggests that, despite
advances in security mechanisms, SDN has still open security issues [23].

Jiasi et al. proposed a blockchain-based SDN security solution that decen-
tralises the control plane without losing the overall network perspective. This
mechanism, combined with fine-grained access control of network-wide resources
and a secure controller-switch channel, guarantees authenticity, traceability, and
accountability of application flows. They achieved this by introducing a blockchain
layer between the control and data planes including attribute-based encryption
for access control at the northbound interface. To summarise, the blockchain can
be used to record all network flows and events, and even support secure protocol
implementations using smart contracts [12].

Kreutz et al. analyzed numerous threat vectors that could exploit SDN vul-
nerabilities and presented a secure and reliable SDN controller platform de-
sign. They identified seven attack vectors and proposed various countermeasures.
Their suggested platform design uses three SDN controllers, instead of one, to
improve reliability through replication. The design also mandates that switches
dynamically associate with multiple controllers. A key recommendation was to
promote controller diversity and avoid relying on a single controller for repli-
cation. However, their SDN security and reliability approach of using multiple
controllers is a known technique in DCNs and other large-scale networks [14].

Prathima Mabel et al. gave an overview of OpenFlow vulnerabilities including
mitigations for securing the SDN controller, data plane, and OpenFlow channel.
They proposed the "flow tracer" solution designed to protect the SDN controller
from misuse by identifying and isolating fraudulent flow entries potentially in-
serted by hackers. The flow tracer also employs symmetric key encryption for
packets bound for the data plane. By simulating a DoS attack in the Mininet
emulator, they validated their solution and demonstrated its effectiveness for
improving SDN controller, data plane and OpenFlow channel security [18].

Cabaj et al. outlined three primary SDN security concerns: OpenFlow pro-
tocol limitations, centralised network operations, and lack of middleboxes. They
proposed a theoretical solution, the Distributed Frequent Sets Analyzer (DFSA),
for detecting SDN threats using data mining in response to these concerns. DFSA
is designed to detect quickly any attacks generating significant traffic. The solu-
tion integrates various modules into the SDN architecture to provide automatic
responses upon detecting e.g., a DoS attack against the SDN controller [4].

Fawcett et al. presented a scalable network security framework for SDN using
an ONOS controller-based, multi-level, distributed system that operates across
the application, coordination, and collection layers. The framework, known as
TENNISON, includes characteristics that make it efficient, proportionate, scal-
able, programmable, transparent, resilient, and interoperable. Furthermore, it
enables network monitoring and remediation without disrupting other services
and includes a security pipeline with four flow tables that take precedence over
other network application tables. To demonstrate TENNISON's effectiveness,
the authors built a PoC testbed and evaluated its performance and scalability
against DoS, Distributed DoS (DDos), scanning and intrusion attacks [§].
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2.2 Summary

As discussed in this section, the identified related work mainly focuses on con-
ducting security analyses, implementing remediation, or introducing new security
solutions. These works vary in their methodological approach, with some being
empirically tested while others remain theoretical. A significant difference among
the studies lies in the number of SDN layers/interfaces considered, with several
only concentrating on specific parts of the SDN architecture. Unlike these works,
this article provides a comprehensive analysis of threats and vulnerabilities us-
ing STRIDE and PASTA models, assesses risks in DC environments, simulates
attack scenarios, and suggests methods to enhance SDN security. As a result, a
comprehensive SDN Security Evaluation Framework is provided, which allows
DC owners to evaluate their network security, understand potential implications,
and act against complex security risks. The following table summarises the iden-
tified related work and compares it with this article:

Table 1: Summary of Literature Review on Evaluating Security in SDN (adapted
from Ivkié et al., 2023).

Security

SDN Layer/Interface

. . .. |New Security PoC Sources
Analysis|Remediation Solution App|App-Ctl| Ctl |Ctl-Data|Data
X v X | X/ .4 4 X/ | [21] Ruffy et al.
(X) ) * X/ | Xk | X/ | Xk | X/ | [10] Igbal et al.
* * * * * 29| Varadharajan et al.
(X) ) X/ X/ )4 X/ )4 6] Chica et al.
(X) X X X X 1| Al-Saghier
* * * 25| Sjoholmsierchio et al.
(X) ) X X X X XV | [23] Shaghaghi et al.
* *x | K * * * * 12] Jiasi et al.
(X) ) * )4 X/ X k| X/ XV | [14] Kreutz et al.
(X) ) * * X/ k| X/ | X/ k| [18] Prathima Mabel et al.
* * 4] Cabaj et al.
* * * * * 8| Fawcett et al.
X (V) X | X/ | X/ 1.4 X/ X/ | This Article
Security Security New Security Fully Based on
Analysis Remediation Solution 0 Literature Review

As shown in Table 1, only five papers comprehensively investigated all SDN
components. Jiasi et al. [12] proposed a solution that can secure the entire SDN
architecture, while most other solutions focus on the control and data planes and
their communication channel. Ruffy et al. [21] employed the STRIDE model for
SDN security analysis, unlike most papers that primarily used literature reviews.
Five of eight papers validated their proposed security solutions using a PoC.

Compared to other research, this article utilizes two security models, STRIDE
and PASTA, to analyze SDN threats and vulnerabilities across all components.
The combination of these two models enables a finer-tuned security evaluation,
resulting in tailored security measures for SDN. Furthermore, it includes a risk
and impact assessment based on CVSS v3.1, which ranks threats by severity
and describes their effects on DC environments. After identifying and analysing
SDN security threats, the next step is to validate them in an experimental study.
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Therefore, an SDN testbed setup is built in Mininet to outline the technical im-
plementation of the attacks on one hand, and verify the previously analysed
impact of the threats on the other hand. Although Al-Saghier [1] validated secu-
rity analysis in a test setup, he neither did elaborate on the technical aspects of
the attack scenario nor did he consider the entire SDN architecture in his PoC.

3 Framework and Testbed

The main beneficiaries of the emerging architectural transformation sparked by
SDN are distributed cloud applications hosted in DC environments. From a se-
curity standpoint, however, SDN brings new challenges, as a centralised network
controller can be both a strength and a vulnerability. To be more precise, as
soon as the SDN controller or the application is compromised, the entire net-
work is affected [1]. To gain a better understanding of the potential threats and
vulnerabilities of SDN components in DC environments a Security Evaluation
Framework and its four phases are presented in this section. In this regard,
we explain how the framework is used for identifying threats and vulnerability,
analysing risks and their impact on DC environments, modelling possible attack
scenarios, and applying mitigation measures. Furthermore, we present our exper-
imental testbed that simulates basic SDN functionalities in DCs. The following
figure shows the proposed framework:

<< Mitigation of identified Threats & Vulnerabilities>>

<< Veerification of Stage 1 & Stage 2>>
Stage 1: Stage 2: Stage 3: Stage 4:
Threat & Vulnerability Risk & Impact Attack Threat & Vulnearability
Analysis Analysis Modelling Mitigation
<< produces >> <<usedin>> << produces >> << used in >> << produces >> <<used in >> << produces >>
Output 1: Output 2: Output 3: Output 4:
Collection of SDN Ranked SDN Threads by Collection of SDN Attacks R
Threads & Vulnerabilities their Impact Severity (technical perspective) P
[

Fig. 2. Security Evaluation Framework for SDN Architectures in DC Environments
(Ivki¢ et al., 2023).

3.1 Stage 1 — Threat & Vulnerability Analysis

Ruffy et al suggest performing a risk-benefit analysis when considering the de-
ployment of SDN technology, as an SDN controller represents a single point of
failure for the entire network. However, prior to any risk assessment, the first step
must be the identification of threats. Threat groups or categories are typically
used because many threats can be relevant to a security assessment. Microsoft’s
STRIDE model is a common approach to technically distinguishing security de-
sign flaws by applying a generic set of threats based on their names, an acronym
derived from the initials of the six main threat categories: Spoofing, Tampering,
Repudiation, Information Disclosure, DoS and Elevation of Privilege [9, 21, 24].

Threat categorisation using STRIDE provides a useful overview of the rele-
vance of certain threat groups that are more generally applicable to any network
or application. Therefore, the risk-based threat modelling methodology called
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PASTA is used in addition to model SDN-specific threats and assess their busi-
ness impact. However, the PASTA model has more steps than can be applied
to a comprehensive analysis of the security of SDN. Consequently, the original
seven-step PASTA model is adapted into a three-step process for SDN threat and
vulnerability analysis, with modified action points within each step, as shown in
Figure 3. In summary, both the STRIDE and PASTA approaches to SDN-based
security threat and vulnerability assessment are incorporated into the first step
of the Security Evaluation Framework.

Asset |:|l> Threat :l; Vulnerability

Input Input Input
+ Design diagrams « Security incidents reports| « List of threats and attack
« Physical and logical « Fraud detection reports scenarios (Step 2)
network diagrams * Log files « Standards for
« Users, roles and « Public available threat vulnerability enumeration
permissions information (CWE, CVE)

U < U

1. Identify threats that are capable of
harming the critical SDN elements
and their functionality

2. |dentify hazards that can tamper
with data flows, data types or user
roles and their permission

3. Identify attack scenarios that use
determined threats

< 7 <

. Identify critical SDN elements and
their functionalities

Identify users, their roles and the
needed permissions

Identify data flows and data types
Identify dependencies between the
essential SDN components

1. Identify SDN vulnerabilities
according to the determined
threats and attacks

2. Map each threat to SDN
vulnerabilities (e.g. threat trees)

N

Hw

Output Output Output
« List of all critical SDN
. E?STOP?QITT:EFS and their « List of threats with an « Map of threats, their
. indication of affected SDN corresponding SDN
roles and permissions s .
N components vulnerabilities, and linked
« List of all protocols and : . N
« List of attack scenarios attack scenarios

data (data flow diagram)
List of all dependencies

Fig. 3. PASTA Model Adaption for the Threat and Vulnerability Analysis (adapted
from Verspriter, 2022).

3.2 Stage 2 — Risk & Impact Analysis

After the first step, where the SDN threats and vulnerabilities have been iden-
tified, the next step is to categorize them based on their severity impact on DC
environments. In order to speed up the risk and impact analysis, threats with
similar impacts are then grouped into Threat Categories (T'Cs). This categorisa-
tion is based on a comparison of the results of the STRIDE and PASTA analyses
in order to eliminate possible redundancies. Compared to the PASTA analysis,
this step of defining TCs is done in reverse order, by first calculating the impact
of vulnerabilities on the SDN before mapping them to threats.

The next step is to perform a risk and impact analysis using the CVSS
calculator provided by the National Vulnerability Database (NVD). The CVSS
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v3.1 scoring method uses three different sets of metrics to calculate a base score
and an overall score for each identified threat. The base score is the basis for
determining the severity. The total score represents the severity considering the
environmental metric group. The basic metric group defines the intrinsic charac-
teristics of a vulnerability that are constant over time and across environments.
The temporal metric group represents the aspects of a vulnerability that may
change over time but not across environments. The environmental metric group
describes vulnerability factors relevant and unique to a particular environment.

The TC has a greater impact on the environment than assumed by the threat
assessment if the total score is higher than the base score, and vice versa. A CVSS
score is also represented as a vector string, a compressed textual representation
of the values used to derive the score. In summary, the severity and impact of the
previously identified threats and vulnerabilities on SDN-based DC environments
are calculated in the second stage of the Security Evaluation Framework using a
standardised approach (CVSS v3.1). The following figure shows how the CVSS
score is calculated and assigned on a scale between 0 and 10:

: Severity Base Score

A Range
None 0.0
: Low 0.1-39
{ Base Metrics ] Temporal Metrics ] Env’\‘;lzr:”rrézntal ] 4 | Vector String
: Medium 40-69
Optional Metrics H

"""""""""""""""""""""""""""" High 7.0-89
Critical 9.0-10.0

CVSS Scoring

Fig.4. CVSS Scoring Flow with Severity Base Score Mapping (adapted from First,
2019)

3.3 Stage 3 — Attack Modelling

The third phase focuses on creating attack scenarios to validate their impact
against an SDN testbed once threats and vulnerabilities have been identified and
a risk and impact analysis has been completed. By modelling attacks for each
TC, the overall goal of this phase is to validate the results of the risk and impact
analysis. This can be done either on a real SDN-based DCN or by creating a
realistic test environment (testbed) where the attacks can be executed without
disrupting the production environment. Furthermore, based on the calculated
CVSS score, it may be useful in some cases to select the TCs to be tested.
For example, modelling is done first for the highest probability and highest
severity threats, and then for the lower probability and lower severity threats.
In summary, the third step proposes to conduct an experimental study where
attacks are modelled as an additional measure to validate the ranked risks and
their severity impact from the previous step.
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3.4 Stage 4 — Threat & Vulnerability Mitigation

Countermeasures that can be applied to mitigate the identified threats and
thereby improve the overall security of SDN are provided in the final stage
of the framework. In general, SDN countermeasures either include methods to
mitigate a specific threat (e.g., man-in-the-middle attacks), or represent central
solutions that mitigate multiple threats (e.g., PbSA). The first category of mit-
igations can be mapped directly to the SDN threats identified in Stage 1. This
assists users of this framework to apply the necessary measures to reduce the
identified threats and weaknesses of their SDN. Such countermeasures usually
do not require complex implementation of external tools or software. Instead,
the underlying operating system (OS) or protocols used in SDN environments
often provide security enhancements but are often not enabled by default.

A more centralised solution is provided by the second category of mitiga-
tions. Rather than applying countermeasures to each identified threat, a more
generic solution can be implemented to secure multiple SDN components at once
against different types of attacks. These solutions typically involve complex and
time-consuming external systems that need to be integrated into the existing
infrastructure. On the one hand, this approach allows multiple threats to be
prevented with a single solution. However, on the other hand, the implementa-
tion of a central solution requires external systems that have the potential to
introduce new vulnerabilities into the SDN. In conclusion, the final stage of the
framework provides mitigations that can either be directly mapped to a threat
or introduced as a central solution to mitigate multiple threats.

3.5 Experimental Testbed

A testbed that simulates the basic functionality of an SDN in DC environments
and follows a simple architecture to reduce any unnecessary functionality over-
head has been implemented for the PoC evaluation. To achieve the right balance
of simplicity and functionality, Mininet is used to create a virtual SDN that takes
advantage of the process-based virtualisation and network namespace capabili-
ties of the latest Linux kernel. Mininet simulates the links as virtual Ethernet
pairs, which are in the Linux kernel, and which connect the switches to the hosts.
A key feature for SDN simulation is the software-based Open vSwitch (OVS) that
uses the OpenFlow controller to communicate with the SDN controller [16].

Although Mininet can emulate a rudimentary SDN controller, it does not pro-
vide sufficient functionality for a test network that simulates multi-tenancy in a
DC environment. Therefore, the ONOS SDN controller is used as an additional
external controller to manage the switches hosted by Mininet. This combina-
tion of the emulated network hosted by Mininet and the ONOS SDN controller
provides a suitable testbed architecture for the PoC evaluation.

The architecture of the test network has been designed to be as simple as pos-
sible, yet complex enough to measure the impact of different attacks. The testbed
network topology consists of an SDN controller connected to three switches, each
connecting three VMs. Rather than running on a separate machine, the ONOS
controller is a platform where SDN applications can be installed directly [27].
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One of these applications, the Virtual Private LAN Service (VPLS), was used
in the testbed for isolating multiple domains and simulating multi-tenancy [15].

The testbed has been configured so that hosts can only reach other hosts from
the same VPLS. This service will be used later in the testbed to verify whether
certain attack scenarios can bypass the isolation or reconfigure the service to
allow communication between isolated hosts. An additional node running Kali
Linux is used to run various attack scenarios (Stage 3 of the Security Evalua-
tion Framework) against the testbed. Kali Linux is a Debian-based open source
distribution for advanced penetration testing. The Kali VM provides a set of
tools for testing security in different categories. These include penetration test-
ing, security research, computer forensics and reverse engineering. Due to the
comprehensive set of security tools, Kali is a suitable source for the attack of the
SDN-based testbed. The figure below shows the described testbed:

VirtualBox
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\ \
H31 |H32 H33
,,,,, Openflow N H? Mininet Test Network | |
\ Topology
u ovs e )
|0Vs3 - D —
\
Hosts in / \\ —( \\
Vst y \ | ONOS SDN SDN || Bridged
Hosts in / \ Controller Applications Network
| VPLS2 P \ )
Hosts in OVS]./V ovSs2-— - 4 ‘\\
VPLS 3
/ s Security Test
/ L / ‘ Kali Linux T T H
H11 H12 H13 H21 sz‘ ‘HZS‘ ools )
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Fig. 5. SDN Testbed using Mininet, ONOS Controller and VPLS Services for Network
Isolation (Ivki¢ et al., 2023).

4 Threat & Vulnerability Analysis (Stage 1)

As shown in Figure 2, the first stage of the Security Evaluation Framework
suggests performing an SDN threat and vulnerability analysis using STRIDE
and PASTA. Initially, the primary SDN components were separately evaluated
for all six threats of the STRIDE analysis. Next, the Threat Modelling Tool from
Microsoft was used to execute a model-driven STRIDE analysis. The tool’s input
is a basic SDN model comprising an SDN application, two controllers (typical
in DC environments), and one forwarding device.

The tool can execute a STRIDE analysis per element, meaning it is unnec-
essary to model each SDN component separately. Furthermore, it is possible to
create trust boundaries and configure security parameters per component/data
flow. Both adjustment options are not considered to generate the maximum pos-
sible number of vulnerability suggestions from the tool. Vulnerabilities that are
not applicable to an SDN network or are redundant are rejected afterward.

The mind map from Figure 6 represents the baseline of vulnerabilities which
is then again evaluated using PASTA to identify additional threats and vulner-
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abilities that might have been missed with only the STRIDE approach. The
input information for that step can include security and fraud reports from an
existing SDN network to adapt the threat analysis according to previous re-
ports. One of the most comprehensive sources of such information is the MITRE
ATT&CK database, which provides over 200 attack techniques categorized in
different classes and linked with mitigations [17]. The following mind map sum-
marizes all identified SDN security threats and vulnerabilities using STRIDE:
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Fig. 6. Mind Map of identified SDN Threats and Vulnerabilities using STRIDE.

The following table shows the additionally identified threats using PASTA
based on the MITRE ATT&CK database:

Table 2: PASTA Threat Analysis based on MITRE Corporation (adapted from
Ivki¢ et al., 2023).

Threat Description

T Command and . : aries may abuse command and script interpreters to exe ommand, scripts, or binaries
Scripting Interpreter may execute commands via terminals/shells or use remote services to achieve remote execution
e intruders modify the authentication mechanism
To Modify e access user credentials or enable unwarranted access to accounts

Authentication Process|e compromised credentials used to bypass access controls placed on various systems and may even be used for persistent
access to remote systems and externally available services
e maliciously modify components to hinder or disable de
e c.g. modify/disable the Ac Control List (ACL) for th y traffic on the SDN application

e attackers may bridge network boundaries by compromising SDN application, controller, or forwarding device
e bypass traffic isolation that separates tenant networks

e enable movement into new victim environments

nsive mechanism

T3|Impair Defenses

over

Network Boundary
Bridging

 compromising network encryption capabilities to bypass encryption that would otherwise protect data communication
T5|Weaken Encryption | e can be achieved by behaviours such as modifying system image, reducing key space, and disabling crypto hardware

o greater risk of unauthorized disclosure and data manipulation
o sniffing network traffic to capture information about the SDN
o adversar

, authentication, etc.

T6|Network Sniffing

=

an interface to promiscuous mode to passi ata in transit

s may

e leverage traffic mirroring to automate data exfiltration over compromised networks

Automated Exfiltration| e traffic mirroring is a native feature to forward duplicated traffic to one or more destinations for analyzing

e adversaries may use traffic duplication in conjunction with network sniffing, input capture, or man-in-the-middle
e executing reconnaissance scans to gather network information via native features of network protocols such as
T8|Active Scanning Internet Control Message Protocol (ICMP)

o information from those scans may expose opportunities for other attacks

=
3
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The Open Web Application Security Project (OWASP) Top 10 list from 2021
serves as the basis for the in-depth threat analysis for the application layer. The
following table summarises additional identified SDN threats based on OWASP:

Table 3: PASTA Threat Analysis based on OWASP Top 10 (2021) for the SDN
Application Layer (adapted from Ivki¢ et al., 2023).

Threat Description

Broken Access e access control enforces policies to ensure that users cannot act outside of their intended permissions
T9 Control o failures lead to unauthorized information disclosure, modification, or destruction of all data
! e function execution outside the user its limits
T10 Cryptographic e identify the protection needs of data in transit
Failures e for sensitive data, robust encryption mechanisms need to be in place

e typical injections are Structured Query Language (SQL), NoSQL or OS command injection

T11 Injection e supplied data is not validated by the application
e hostile data is used to extract sensitive records
e broad category representing different weaknesses
e missing or ineffective control design

. o differentiate between design flaws and implementation defects because of different root causes and
T12 Insecure Design .
> remediations
e a secure design can still have implementation defects, but a perfect implementation cannot fix an
insecure design
. Security L. . . .
T13 . v e repeatable application security configuration process enables system robustness
Misconfiguration
e keep an overview of the versions of all components
Vulnerable and P . R P
T14 o check software version vulnerabilities
Outdated Components -
e regularly vulnerability scans
Identification and e validate user its identity, authentication, and session management is critical to protect against

T1E

o

Authentication Failures|authentication-related attacks
e code and infrastructure that does not protect against integrity violations
.| Software and Data L L . .
T16 Integrity Failures e application may rely on untrusted sources, repositories, or libraries
ogrity ta . e attacker could upload their own updates to distribute malicious data across several systems
Security Logging and | e without logging and monitoring, breaches remain undetected

T17 A R
Monitoring Failures |e systems need to detect, escalate, and respond to active breaches
. e occurs whenever a web application is fetching a remote resource without validating the
Server-Side Request . .
T18 user-supplied Uniform Resource Locator (URL)

Forgery (SSRF)

e enables an adversary to coerce the application to send a crafted request to an unexpected destination

Both tables show that a threat analysis solely based on STRIDE would be
insufficient since PASTA identified additional threats that affect all SDN com-
ponents. The two tables on the next page summarise the last step of the PASTA
framework including vulnerabilities based on the previously identified threats
from (1) the MITRE Corporation (Table 4), and (2) OWASP Top 10 (Table 5).

In summary, Stage 1 analysed the SDN threats and vulnerabilities based on
the STRIDE and PASTA models. The main SDN components were investigated
separately for all six threats of the STRIDE analysis. Additionally, the Microsoft
Threat Modelling Tool was used to verify the outcomes of the STRIDE assess-
ment. The outcome of the STRIDE model, shown in Figure 6, provides a generic
map of SDN threats and vulnerabilities. It gives an overview of the six common
threats that the STRIDE model covers, and the associated vulnerabilities and ef-
fects on the SDN architecture. However, the STRIDE approach does not include
additional threats that may be relevant for a comprehensive analysis. Therefore,
the PASTA model was adapted and used to execute an additional SDN threat
and vulnerability analysis. The results of both approaches confirmed that it is
necessary to combine them to identify as many SDN security flaws as possible.
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Table 4: Vulnerability Analysis based on MITRE Corporation (Ivkié et al., 2023).

Vulnerabilities Description

permission is granted for non-signed scripts
no execution prevention via application control mechanisms
presence of unnecessary or unused shells or interpreters

Vi1

lack of multi-factor authentication
lack of privileged account management - ignore the least privilege principle
lack of restricted file and directory permissions

V2

lack of restricted file and directory permissions

V3 -
lack of user account management - wrong permissions for user accounts

lack of credential access protection - local passwords may stored in plain-text

lack of multi-factor authentication

weak password policies

lack of privileged account management - ignore least privilege principle or using the same credentials
across multiple systems

® o 0 00 0|0 0 0|0 0

V5 e since the threat is based on the abuse of system features, there is no vulnerability that can easily mapped

lack of multi-factor authentication
lack of data encryption

.
L]

V7 e lack of data encryption
e lack of traffic monitoring

Table 5: Vulnerability Analysis based on OWASP Top 10 (Ivki¢ et al., 2023).

Vulnerabilities Description

e violation of principle of least privilege or deny by default
e bypassing access control checks by modifying the URL

Vo e accessing API with missing access controls
e permitting viewing or editing someone else its account, by providing its unique identifier
e data transmitted in clear-text by using protocols like HTTP, SMTP, File Transfer Protocol (FTP)
e old or weak cryptographic algorithms or protocols

V10 e encryption not enforced

e lack of validation of received server certificate and the trust chain
e usage of deprecated hash functions such as Message-Digest Algorithm 5 (MD5) or
Secure Hash Algorithm 1 (SHA-1)

e data transmitted in clear-text by using protocols like HTTP, SMTP, File Transfer Protocol (FTP)
Vi1 e user-supplied data is not validated, filtered, or sanitized by the application
e dynamic queries are used directly in the interpreter

e lack of business risk profiling

Vi2 e failure to determine what level of security design is required

e missing appropriate security hardening

e unnecessary features are enabled or installed

Vi3 e default accounts and their passwords are still enabled and unchanged
e the latest security features are disabled or not configured

e the software is out of date or vulnerable

e 1o overview of the versions of all components

e software is vulnerable, unsupported, or out of date

e lack of regularly vulnerability scans

e lack of upgrading the underlying platform

e lack of compatibility tests after updated, upgraded, or patched libraries

e security misconfiguration on components (as mentioned in Security Misconfiguration)

V14

e application permits brute force or other automated attacks

e usage of default, weak, or well-known passwords, such as "admin/admin"

e usage of weak or ineffective credential recovery and forgot-password processes

V15 e usage of plain text or weakly hashed passwords data stores (as mentioned in Cryptographic Failures)
e missing multi-factor authentication

e exposition of session identifier in the URL

e reuse session identifier after successful login

e application relies upon plugins, libraries, or modules from untrusted sources or repositories

V16 e lack of sufficient integrity verification for auto-update functionality
e lack of logging auditable events, such as logins and failed logins
e unclear log messages
Vi7 e logs of applications and APIs are not monitored for suspicious activity

e logs are only stored locally
e alerting thresholds and response escalation processes are not in place
e application cannot detect, escalate, or alert for active attacks in real-time or near real-time

V18 e application is fetching a remote resource without validating the user-supplied URL
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5 Risk & Impact Analysis (Stage 2)

The second stage of the Security Evaluation Framework employs the threats and
vulnerabilities identified in Stage 1 (Output 1) as input for a risk and impact
analysis. The initial step groups the identified security threats from both assess-
ments (STRIDE and PASTA) into categories with similar effects on the SDN
network. It is crucial to consolidate the identified threats to allow for a more
efficient risk and impact analysis. Grouping threats with similar impacts on the
DC environment facilitates faster assessments through consistent comprehen-
sion. To achieve such classification, the outcomes from the STRIDE and PASTA
analyses are compared initially to eliminate potential redundancies. As such,
the six threats inherited by STRIDE are scrutinized against the root threats of
the PASTA assessment. For instance, "Elevation of Privileges" from STRIDE is
closely connected to "Broken Access Control" from PASTA.

In the second step, it is necessary to differentiate the threats based on their
severity. It makes sense to distinguish two identical vulnerabilities if their impacts
on the SDN are different. For example, from a security perspective, an intruder
acquiring tenant permissions on the SDN application is significantly different
from an intruder gaining admin permissions.

Table 6: CVSS Scores and Severity of TCs (adapted from Ivkié et al., 2023).
Rank Threat Category Base Score|Overall Score|Severity
Unauthorized SDN application

1 Tl access with CSP user permissions %0 79 Critical

1 TC2 |Unauthorized SDN controller access 9,0 7,9 Critical

2 TC3 |Man-in-the-middle 8,9 7,9 High

3 | Tca DOS - SDN controller in a 6.8 77 Medium
single controller setup

4 | TCs Unautho.rlzed SDN apphcatloln ‘ 6.5 5.6 Medium
access with tenant user permissions

4 | TC6 |Unauthorized OpenFlow switch access 6,5 4,6 Medium

5 TCT Information disclosure of all 5.9 6.7 Medium

OpenFlow connections

5 TCS Information .dlsclosure of the 5.9 6.7 Medium
northbound interface

Information disclosure of the BGP

5 | TC9 . 5,9 6,7 Medium
connection between controllers

5 |TC10|Information disclosure of data traffic 5,9 6,7 Medium

6 |TC11|DoS - OpenFlow switch 4,0 2,7 Medium

6 |TC12|DoS - SDN application 4,0 3,5 Medium

7 |Tc13 Information disclosure of a 3.7 2.6 Low

single OpenFlow connection

7 |Tc1a DoS - SDN controller in a 3.7 2.6 Low
multiple controller setup

In the third step, threats with unpredictable severity, such as "Human Er-
rors" from the PASTA analysis, are handled separately from the approach. These
threats can be of any kind, making it challenging to define their impact. This
unique treatment of the root threat does not imply its innocence. On the con-
trary, such characteristics make the threat even more dangerous. However, the
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risk and impact analysis cannot provide reliable results due to the unpredictabil-
ity of the root threat. As a result, human errors are excluded from the severity
analysis with the scoring tools, however, it is possible to minimize them by ap-
plying the presented measures in section 7 (Stage 4).

The approach to defining the TCs follows the reverse way compared to the
PASTA analysis. During the PASTA assessments, root and sub-threats were
determined, after which attack scenarios and vulnerabilities were derived from
the threats. For categorizing security flaws, the effect on the SDN network is
first defined, followed by threat correlation. This process yields 14 TCs mapped
to three root threats. Subsequently, the CVSS methodology was used to rank
the TCs based on their impact severity on a DC environment. As demonstrated
in Table 6, TCs with critical or high severity can potentially harm the entire DC
environment and thus need to be mitigated first.

The results of the CVSS scoring, presented in Table 6, support users of the
SDN Security Evaluation Framework in classifying threats based on their impact
severity on the SDN environment. This classification is necessary for prioritizing
remediation and estimating the potential risk per TC. As previously described,
TCs with critical or high severity can potentially harm the entire DC environ-
ment. This implies that DC operators must concentrate on remediation strategies
to mitigate such threats. Suitable countermeasures to enhance SDN security are
discussed in section 7 (Stage 4). TCs with medium or low severity have a lesser
impact on the DC environment because they do not affect all SDN users/services,
or they only compromise the confidentiality, integrity, or availability of data and
services within the DC. Such threats are given lower priority for mitigation, or
DC operators can choose to accept the risk posed by the threat. Nonetheless, it is
recommended to implement countermeasures against all identified SDN threats
to ensure the security of the entire DC environment.

6 Attack Modelling (Stage 3)

In Stage 3, we modelled three attack scenarios for the three highest-ranked TCs
from the previous stage. The Dictionary Attack, a well-known method for gain-
ing unauthorized access to a target system (TC2), is an enhanced form of the
Brute Force Attack. This attack aims to discover system user credentials by au-
tomatically trying every string combination. The time needed to find the correct
credentials depends on password complexity and computing power. The Kali VM
provides built-in tools, such as Patator, Medusa, THC Hydra, and Metasploit, to
execute a brute force attack. Additionally, Kali provides a dictionary file named
"rockyou," containing over 14 million common passwords. All mentioned tools
can execute a dictionary attack using the "rockyou" file as input. Given that
the Kali VM runs with 2024 MB of RAM and two CPUs, it’s expected to take
some time to find the correct password. Patator cracked the default password in
4 seconds (fastest), while THC Hydra took approximately 22 minutes (slowest).

The Man-in-the-middle Attack (TC3) poses a high-impact severity on a DC
environment, according to Table 6. This attack disrupts the assumption that
users or devices communicate directly with the target system. Attackers position
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themselves between communication endpoints to intercept transmissions, poten-
tially compromising credentials, stealing sensitive data, and providing different
responses to the user or system. There are various kinds of man-in-the-middle
attacks, such as session hijacking, replay attacks, IP spoofing, and eavesdropping
attacks. For the experimental study, the focus was on the eavesdropping attack.
This attack was executed on the Mininet VM, capturing packets for the ICMP,
Telnet, and OpenFlow protocols. All traffic was analysed with Wireshark, and
the SDN testbed, including network services, was exposed. The same attack also
facilitated eavesdropping on an Telnet session, including login credentials.

Attack Modelling |

____________ ¢ ¢

[Man-in-the-middle Attack| | Do$S Attack |

Four out of four penetration tools
were able to crack the default

Eavesdropping an entire Telnet DoS atttack against OpenFlow port
on the SDN controller destroyed the

session including user credentials

Outcome password I data traffic between two hosts
| Eavesdropping the OpenFlow
Process time between 4 sec and 23 channel exposes information [All VPLS services were in failed state|
min regarding the SDN network topology and needed to be reconfigured
and services
. 200 2 y "~

Silent Method: SDN controller Data traffic as well as as SDN (Outage of the entire SDN network in
access Is abused to gather more topology information is exposed case of a single SDN controller
information about the network for setup
further attacks without harming the Information can be used for further
network or services attacks or for steeling confidential

|mpaCt [ 1 like intellectual property

Noisy Method: SDN controller
access is abused to reconfigure the
SDN controller so that traffic and

network service behave differently or

take the network out of service

Fig. 7. Executed Attack Scenarios on the SDN-based DC Environment Testbed.

The DoS attack against the SDN controller represents the last attack mod-
elled in the experimental study. This attack represents TC4 from Table 6, with
medium severity in a single-controller setup. According to Carl et al. [5], there
are two general types of DoS attacks. The first type, the vulnerability attack,
uses malformed packets to exploit the weaknesses of the victim system or appli-
cation. The second type, the flooding attack, involves the attacker sending the
victim system a large and continuous network traffic workload, congesting legiti-
mate workloads, and rendering services unavailable. A DoS attack in the form of
an SYN flood attack was executed from the Kali VM against the OpenFlow port
(6653) of the ONOS controller. With the help of the hping3 tool, over 4 million
SYN packets were sent to the controller, interrupting traffic between all hosts
within their VPLS after 8 seconds and terminating all three VPLS services. Due
to the disrupted network services, the data traffic did not recover, requiring a
VPLS service reconfiguration to restore the testbed to its initial state.

In summary, based on the risk and impact analysis presented in Table 6,
the three highest-ranked attacks (Dictionary Attack, Man-in-the-middle Attack,
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DoS Attack) are modelled for the experimental study. All the attacks executed
in the experimental study against the SDN test setup are examples to illustrate
the technical perspective of three attacks, explain their functionality, and verify
their impact from the previous stage (Stage 2).

7 Threat & Vulnerability Mitigation (Stage 4)

In Stage 4, the Security Evaluation Framework provides countermeasures for
mitigating the threats and vulnerabilities identified and ranked in Stage 1. In this
context, we have identified 18 mitigations (M1 — M18) that directly correspond
to the threats (T1 — T18) identified in the first stage, as shown in Table 7:

Table 7: Mitigations of identified SDN threats (T1 - T18).

Mitigations

Description

M1

e only permit execution of signed scripts
e remove any unnecessary or unused shells or interpreters
e use application control where appropriate

M2

e enable multi-factor authentication
e apply password policies according to Grassi et al. (2017)
e ensure proper privilege separation

M3

e restrict file and directory permissions
e ensure proper user permissions are in place

M4

e enable multi-factor authentication
e apply password policies according to Grassi et al. (2017)
e restrict administrator accounts to as few individuals as possible

M5

n/a*

M6

e encrypt sensitive information, e.g. with SSL/TLS
e enable multi-factor authentication

M7

n/a*

M8

e minimize the amount and sensitivity of data available to external parties

M9

e implement access control mechanisms like ACLs
e log access control failures
e rate limit access to minimize the harm from automated attack tooling

M10

e identifiy sensitive data according to privacy laws, regulatory requirements, or business needs
e encrypt all data in transit with secure protocols such as TLS

e do not use legacy protocols such as File Transfer Protocol (FTP) and Simple Mail Transfer
Protocol (SMTP) for transporting sensitive data

M11

use server-side input validation
use SQL controls like LIMIT to prevent mass disclosure

M12

use threat modeling for critical authentication and access control
limit resource consumption by user or service

M13

establish a repeatable hardening process in an automated manner across multiple systems
use ACLs to provide effective and secure separation between components or tenants

M14

remove unused dependencies, unnecessary features, components, and files
continuously inventory the versions of all components
only obtain components from official sources over secure links

enable multi-factor authentication

apply password policies according to Grassi et al. (2017)
limit or increasingly delay failed login attempts and log all failures

M16

use digital signatures to verify the data is from the expected source
ensure libraries are consuming trusted repositories
ensure that there is a review process for configuration changes

M17

ensure all login and access control failures can be logged with sufficient user context
ensure log data is encoded correctly to prevent injections or attacks

M18

enforce “deny by default” firewall policies or network access control rules
sanitize and validate all client-supplied input data

L]
L]
L]
L]
L]
L]
L]
L]
L]
L]
e do not use default credentials
L]
L]
L]
L]
L]
L]
L]
L]
L]
e do not send raw responses to clients

*This threat is difficult to mitigate with preventive controls since it is based on the exploit of system features
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Table 7 offers specific countermeasures for each threat, based on the MITRE
Corporation and OWASP. The suggested mitigations (M1 — M18) generally do
not require a complex implementation of external tools or software. Some threats
could be mitigated by simply activating the built-in- functionalities provided
by the OS or protocols used in SDN. For example, the threat (T6) "Network
Sniffing" can be mitigated by encrypting sensitive data (M6). Encryption via
TLS is a built-in feature of the OpenFlow protocol that is not enabled by default,
even though it is highly recommended to do so. Moreover, the man-in-the-middle
attack from Stage 3 demonstrated how easy it is to eavesdrop on a not encrypted
OpenFlow connection.

For threats where corresponding mitigations are not applicable (M5 and M7),
it’s challenging to apply preventive controls because these threats exploit system
features. However, that does not mean there are no countermeasures available
at all. Mitigations in the second category can protect the SDN from such threats
using a central solution. Rather than applying countermeasures against each
identified SDN threat, a more generic solution is implemented to safeguard the
network against several types of attacks on multiple SDN components. Typically,
these solutions entail a complex integration of external systems.

7.1 Policy-based SDN Security Architecture

One of the solutions to mitigate several types of attacks is the PbSA a secu-
rity application implemented in the northbound interface of the SDN controller,
called PbSA. The following figure shows the presented PbSA [29]:

Handle Evaluation .
Enforcer . Respositories
Creator Engine <
A A A A 2
o
Y Y Y Y
Policy Manager

A

Northbound Interface

Y

SDN Controller

Fig. 8. Policy-based Security for SDN (adapted from Varadharajan et al., 2019)

The primary objective of the PbSA is to authorize flows in an SDN envi-
ronment based on security policies. These security policies utilize different flow
parameters to authorize flows within the SDN. The policy administrator can
specify finely grained security policies based on various attributes such as users,
devices, or Autonomous Systems (AS). Furthermore, PbSA enforces a default
deny policy, which drops flow requests that are not explicitly permitted. More-
over, the solution contains an additional module to secure the communication
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between network devices with the help of distributed keys. A novel feature in-
cludes path-based policies, which establish an alternative path through the SDN
when the original path is blocked (during a DoS attack).

PbSA mitigates several threats across multiple SDN layers. For instance, it
can detect DoS attacks, block suspicious flows, and redirect data traffic over
alternative paths. Additionally, the architecture can block all traffic that does
not satisfy a permit policy by default (e.g., dropping malicious flows or denying
misconfigured services), representing an additional security layer in the form of
an internal SDN firewall. Moreover, the new module ensures secure communi-
cation between several network devices by mitigating the "Network Sniffing"
threat (T6), enhancing the SDN security for the control and data plane, and the
southbound interface.

7.2 Secure SDN based on Blockchain

Another centralized solution was proposed by Weng et al. [12], which is based on
a Blockchain layer between the SDN controller and the data plane. Attribute-
based encryption is used to ensure fine-grained access control for encrypted data
at the northbound interface. For communication between the Blockchain layer
and the data layer, the HOMQV protocol is established. The Blockchain layer
provides resource-sharing and resource-recording functionalities among multiple
SDN controllers on the control plane. Hence, the Blockchain is used to record
the network resources of each controller and to share recorded network events
among all controllers, ensuring a uniform network view. The following figure
shows the SDN topology, extended by a Blockchain layer [12]:

Application Layer | o\ s ications l

Attribute-based encryption

Control Layer SDN Controllers l

Southbound Interface
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Data Layer (==

Switching Devices

@
(
o

Fig. 9. SDN Topology with Blockchain Layer (adapted from Weng et al., 2019)

The Blockchain records all application flows and network events associated
with the respective network conditions. Such information is stored as raw trans-
actions in the Blockchain. Furthermore, smart contracts are used to implement
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security protocols, for instance, to alert of an SDN controller failure. In addition,
the controllers participating in the underlying Blockchain send their recorded
network data (from the application and data layers) as raw transactions into the
Blockchain. This makes the Blockchain layer a real-time reliable instance of all
recorded application flows and all time-series of the network-wide views. The pro-
posed solution provides a unified security mechanism for each SDN component.
It can also mitigate threat T5, which cannot be easily mitigated with preven-
tive controls since it is based on the abuse of system features. However, due to
the introduced Blockchain layer and HOMQV protocol, this security mechanism
provides secure authentication for applications, controllers, and switches.

7.3 A Distributed SDN Framework for Scalable Network Security

The overall system architecture of another central solution for mitigating several
threats, called TENNISON, is shown in the following figure:

Application
Layer

Northbound Interface

Coordination
Layer

Flow Alert IPFIX sFlow Resource
Control Listner Collector | | Collector Monitor

Collection
Layer

C] Input D Output

Fig.10. TENNISON System Architecture (adapted from Fawcett et al., 2018).

TENNISON was developed by Fawcett et al. [8], who provided a multi-level,
distributed monitoring and remediation SDN framework for scalable network se-
curity. The TENNISON framework presents an adaptive and extensible security
platform that is technology-independent and capable of supporting a wide range
of security functions. Mainly focusing on enhancing the security of the SDN
control and data plane, the TENNISON security framework is a comprehensive
solution. The distributed ONOS controllers ensure availability and resiliency,
and the monitoring and remediation functionality detects attacks and drops ma-
licious traffic in the data plane. Fawcett et al. 8] demonstrated the effectiveness
of their solution for four different attack types: DoS, DDoS, scanning, and in-
trusion. This security framework can also manage the challenges of mitigating
threat T7, which cannot be easily mitigated using specific countermeasures.
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7.4 Summary

In the final stage of the Security Evaluation Framework (Stage 4), we demon-
strated how to mitigate the identified SDN threats by providing two different
methodologies. The first method involves mitigating specific SDN threats by uti-
lizing built-in OS or protocol features to enhance resiliency against such threats.
Table 7 enumerates the countermeasures against nearly all identified SDN threats
as determined in section 4. This process generally does not require the implemen-
tation of external tools or software that mightintroduce new SDN vulnerabilities.

The second method involves implementing a more centralized security so-
lution to bolster the robustness of the SDN network against multiple threats
across various components. Such a solution often requires the implementation of
external systems, which may introduce new vulnerabilities to the network. We
presented three different central solutions for enhancing SDN security.

To comprehend the provided countermeasures in conjunction with the threat
analysis, a well-structured map would provide a correlation between SDN threats,
vulnerabilities, and mitigations. As shown in Figure 11, a threat tree is used to
show (in a top-down manner) the root threat with sub-threats, the associated
vulnerabilities, and mitigations. The root threat is depicted in a circular shape,
and all descendant nodes represent sub-threats. If any node has multiple child
nodes, their relation is disjunctive by default unless otherwise marked. This
article includes an additional hierarchy level to link the vulnerabilities to the as-
sociated threats. Moreover, each vulnerability is again linked with the associated
mitigations (M1 - M18) and/or mitigating central solutions. Figure 11 displays
the final output (Output 4) of the Security Evaluation Framework:

SDN Networks
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Access
Control

Tampering
and lack of
Validation

Network
Sniffing

O Root Threat

(] subttreat
<> Vulnerabilities V1,V2, V4, V9, V15 V5, V6, V7, V8, V10 V3, V11, V16, V17, V18
Mitigations M1, M2, M4, M, M8, M10 MSM:"; 'M“fs's' M12, M13, M14
(specific threats) M9, M15 '
Secure SDN based on Blockchain TENNISON Policy-based SDN

El Mitigations Security Architecture

(multiple threats) MT2, MT3, MT4, MT5, MT6, MT8,

N A0, Mo ST e ng. | | T3, MT4, MT, MT7. MTe, MT17 MT3, MT6, MT8, MT10, MT16

Fig. 11. "Threat-Vulnerability-Mitigation"-Correlation Map (Ivki’c et al., 2023).
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8 Conclusions and Future Work

The operation of cloud applications for a wide range of users is enhanced using
SDN in DC environments over traditional networking techniques. By separating
the control plane from the data plane, the more advanced SDN architecture
provides a network solution that is flexible, manageable, and adaptable. However,
it also introduces new network security threats and risks.

This article presents an SDN Security Evaluation Framework and demon-
strates how it can be used to identify SDN-related threats and vulnerabilities.
Upon detecting security threats, the framework suggests conducting a risk and
impact analysis including rating the potential impact on DC environments if no
countermeasure is taken. Followed by that attack scenarios are modelled next, to
verify the calculated impact severity and to find mitigating measures to increase
the overall SDN security. The resulting correlation mapping of the framework
provides an overview of all threats, vulnerabilities, and mitigating countermea-
sures. The framework provides all the necessary models, tools, and methodolo-
gies to enable the extension of the correlation mapping and impact classification
even for vulnerabilities that have not been identified yet. Both the presented
framework and the results from this paper can assist network administrators to
evaluate, categorise, compare, and improve the security of their SDN-based DCs.

For future work plan to extend the SDN Security Evaluation Framework by
providing a comprehensive list of attack scenarios. Given the large number of
possible attacks per threat, a complete list would help to better understand their
technical implementation and to develop solutions to mitigate them.
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