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Abstract

The security protocols used in airport security checkpoints primarily aim to detect
prohibited items, as well as the detection of malicious intent and associated deception to
thwart any threats. However, some of the security protocols that are used are not
substantiated by scientifically validated cues of deception. Instead, some protocols, such as
the Screening of Passengers by Observation Techniques (SPOT) program, have been
developed based on anecdotal evidence and invalid cues of deception. As such, the use of
these protocols has received a lot of criticism in recent years from government agencies, civil
rights organisations and academia. These security protocols rely on security personnel’s
ability to infer intent from non-verbal behaviour, yet the literature suggests that the
relationship between non-verbal cues and deception is unreliable and that people are poor at
detecting deception. To improve upon our understanding of the validity of these protocols,
this thesis used virtual reality to replicate a security checkpoint to explore whether there were
valid cues of deception, specifically in an airport context. People’s ability to identify whether
others were behaving deceptively was assessed, as well as the factors that may be informing
decision-making.

Chapter Four of this thesis found that the non-verbal cues of interest, which were
segment displacement, centre of mass displacement, cadence, step length and speed were not
significantly different between honest and deceptive people. A verbal measure, response
latency, was found to only distinguish between honest people and those who were deceptive
about a future intention, but not those who were deceptive about having a prohibited item.

In light of the use of non-verbal measures in practice despite the lack of scientific
support, Chapters Five to Seven aimed to gain a greater insight into people’s deception
detection capabilities. The findings from Chapters Five to Seven reflected that the ability to

detect deception from non-verbal behaviour was no better than guessing. Specifically,



Chapter Five found that the accuracy of detecting deception was no different from chance
levels. Six themes emerged as the factors that were used to inform decision-making. The
themes were physical appearance, disposition, walking behaviour, body positioning, looking
behaviour and upper limb movement, though a qualitative analysis revealed that there were
subjective interpretations of how the themes mapped onto deception. Chapter Six introduced
two techniques of information reduction to assess whether accuracy could be improved above
chance levels by lessening the impact of biasing factors. Neither technique resulted in
accuracy above chance levels. In Chapter Seven, eye tracking was utilised to assess the gaze
patterns associated with the detection of deception. People looked at the legs more than other
areas of the body prior to decision-making, though only looking at the left arm and hand were
linked with accuracy. Detection accuracy was poor overall, though looking at the left arm
was linked with reduced accuracy, whilst looking at the left hand was linked with increased
accuracy.

Overall, this thesis showed that the non-verbal cues that were assessed could not
distinguish between honest and deceptive people. In the absence of valid cues, observers
were not able to identify deception at a rate above chance even with the reduction of
potentially biasing factors. The results of this thesis reinforce the idea that incorporating non-
verbal measures into threat/deception detection protocols may not be warranted because of
the dubious nature of their reliability and validity, as well as the poor deception identification

capabilities when relying on non-verbal behaviour.
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Part I: Chapter One- Thesis outline

Aspects of non-verbal behaviour are commonly used to judge the intent or inner states of
other people. Notably, within some airport security protocols, security personnel are tasked with
assessing people’s non-verbal behaviour for traits that signify that they pose a threat or may be
deceptive about the nature of their intentions. These assessments of non-verbal behaviour are
used to justify approaching people for further questioning (U.S. Government Accountability
Office, 2010; Winter & Currier, 2015). Assessments of non-verbal behaviour as ascribed by
some security protocols (and the stop and search police procedure) have been plagued by
criticisms of their validity and the resultant occurrence of ethnic, racial, gender and religious
discrimination when determining who may pose a threat (ACLU, 2017; Bradford & Tiratelli,
2019; Homeland Security Digital Library, 2002; Meyer, 2010).

Importantly, decades of research have failed to find reliable and valid non-verbal
behavioural markers which distinguish can identify deception. Coupled with the findings that
people are poor at detecting deception in others, especially when using non-verbal methods alone
(Vrij et al., 2019), it would appear that non-verbal measures may not be appropriate for
application in airport settings at present.

The pseudoscientific (invalid) nature of some security protocols is an important problem
to tackle because decision-making in this setting that is not grounded in scientific findings could
lead to inconsistent judgements that are informed by prejudicial stereotypes. As a result, honest
people may be incorrectly determined to be deceptive and people who are deceptive but do not
conform to a stereotype could go unnoticed (Denault et al., 2020; Lilienfeld & Landfield, 2008;
Murai et al., 2018), both of which could have a detrimental impact on an individuals’ rights and

security, respectively.



One potential reason why pseudoscientific methods are being incorporated into security
protocols (Denault & Jupe, 2018) is that some practitioners may have concerns that laboratory
studies on deception do not closely reflect security environments, thus potentially affecting the
behaviours exhibited, as well as the utility and desire to appropriately transfer the findings to the
real world (Buckley, 2012; Denault & Jupe, 2018). Within the deception field, few studies are
contextually relevant to an airport environment which may limit the ability to determine the
transferability of research on non-verbal deception to a security checkpoint context. A focus of
deception research needs to be on designing studies with the aim of bridging the gap between the
laboratory findings and the real world to inch toward gaining a better understanding of non-
verbal behaviour in settings where deception can have important consequences. By incorporating
environments where non-verbal assessments are primarily used, such as airports (Vrij et al.,
2019) into research, we may contribute toward lessening the reliance on pseudoscientific
measures and the development of more effective and scientifically valid protocols. This thesis
aims to address this problem by using virtual reality to simulate a security checkpoint to assess
the validity of some non-verbal measures in this context. Virtual reality is used to induce
contextual priming (Cerda et al., 2021), whereby the familiarity of the visual information may
activate behavioural responses akin to being at a security checkpoint.

This thesis consists of five parts and is structured to approach deception detection from
two sides: the person attempting the deception (Part Il) and the person who is tasked with
detecting deception (Part 11l and 1V).

Part |

Within Part 1, there are three chapters. This introductory chapter outlines the aims and

structure of this thesis. Chapter Two presents a literature review on some of the theoretical views



within the field of non-verbal measures of deception detection. The applied use of deception
detection at security checkpoints is discussed, as well as the critiques that some deception
detection protocols have garnered over the past few decades. The relationship between academia
and the real world is also briefly explored, as well as how technology can be used within non-
verbal deception research. Chapter Three details the four main types of technology that are used
in the empirical chapters of this thesis. These technologies include the use of motion capture
(Chapters Four to Seven), virtual reality (Chapter Four to Chapter Seven), point-light displays
(Chapter Six) and eye-tracking (Chapter Seven).

Part 1l

Objective 1: Investigate whether there are any scientifically valid cues for detecting
deception.

Chapter Four aims to answer the first main objective by assessing whether there are valid
non-verbal deception markers in the context of a virtual security checkpoint. The motion capture
data gained from participants in Chapter Four is later used in Chapters Five, Six and Seven
(details of this are expounded on in Chapter Three). A conceptual replication of a prior verbal
response latency study (Mapala et al., 2017) is also included in Chapter Four.

Part 11

Objective 2. Investigate people’s accuracy at detecting deception.

Objective 3. Improve accuracy by testing two strategies of information reduction:
reduced superficial information and imposed time-constraints

There are two chapters, Five and Six, within this section, both of which aim to assess the

second objective: people’s accuracy in detecting deception. Chapter Six also assesses the third



objective and builds on Chapter Five by employing two different techniques of information
reduction to see whether accuracy can be improved above chance levels.

Part IV

Objective 4. Investigate what people look at prior to deciding whether deceit is present.

Chapter Seven investigates the eye gaze behaviour of people when they are assessing
whether others are deceptive.

Part V

Chapter Eight provides an overall summary of the thesis and the validity of non-verbal
measures to identify deception. This chapter also discusses the use of virtual reality and motion
capture in this thesis, the potential for future research, the theoretical, practical and ethical

implications for deception detection and the limitations of this thesis.



Chapter Two- Literature Review
2.1 General introduction

This literature review will show that given the unpredictable nature of the exhibition of
non-verbal cues and poor ability to detect deception, the incorporation of non-verbal measures in
security procedures is premature, unsubstantiated by scientific evidence and may lead to
judgements based on factors irrelevant to deception. The context of previous studies on
deception will also be discussed in relation to the potential difficulty of generalising their
findings to our understanding of deception specifically in an airport context. There are three
overarching sections of this literature review which will discuss: (i) how, when and why non-
verbal behaviour may change when engaging in deception (section 2.2); (ii) the ability to detect
deception and the factors that are a detriment to accurately identifying deception (section 2.3);
(iii) how technological interventions may aid our understanding of non-verbal deception (section
2.4).

Numerous definitions of deception exist (Carson, 2001). This thesis defines deception as
instances of a communicator deliberately conveying false information by fabrication,
concealment, or manipulation, with the intention that others will believe it to be true (Gorski,
1998; Mahon, 2016). This interpretation is similar to the Cambridge dictionary definition of
deception as “a statement or action that hides the truth” (Cambridge University Press, 2020). In
the broader scheme of things, deception is “a process, [and] lying refers to a specific strategy that
can be used within this process” (Strofer et al., 2015, p. 1). However, these two terms (deception
and lying) are used interchangeably within the literature and within this thesis.

Attempts to establish scientifically valid methods of detecting deception came into

prominence in the late 19" century with phrenology, which though now discredited (Gross,



2001), spurred the idea that deception could and should be investigated scientifically (Vicianova
& Jozef, 2015). This movement was followed by graphology (Ford, 2006), the polygraph test
(Horvath & Reid, 1971) and the present focus on verbal and non-verbal cues (Vrij et al., 2010;
Zuckerman et al., 1981). Verbal cues refer to aspects of verbal communication that may signal
that someone is being deceptive, such as less detailed statements (Granhag & Stromwall, 2002),
inconsistencies with evidence (Hartwig et al., 2011) and increased response latencies (Suchotzki
et al., 2013). Non-verbal cues refer to differences in body movements that may signal that
someone is being deceptive, for example, reduced leg movements (Sporer & Schwandt, 2007),
fewer illustrative gestures (Ekman et al., 1976) and increased postural rigidity (Twyman et al.,
2014). For the purpose of this thesis, non-verbal behaviour is limited to physical movements,
although other research has sometimes included aspects of speech, such as pitch (Vrij & Winkel,
1991).

Non-verbal deception detection will be the primary focus of this thesis, except for a
response latency measure in Chapter Four as a conceptual replication of a previous study. In this
literature review chapter, verbal behaviour will only be discussed directly concerning non-verbal
measures of deception, such as the impact of the cognitive interview on non-verbal behaviour in
section 2.2.1.1, but not as a standalone measure of deception. There are a few reasons for the
focus on non-verbal measures in this thesis. When judging the intentions of others, people tend
to default to assessing non-verbal behaviour to inform their decisions, for reasons such as
believing that it is difficult for others to prevent conveying their true intentions with their non-
verbal behaviour (Eubanks et al., 2015). Unlike verbal communication, where one can simply
cease speaking, non-verbal behaviour can be more difficult to mute because your body is always

‘talking” and conveying some form of information (Eubanks et al., 2015), which may explain



why people rely on it. For example, the kinematic specification of dynamics principle (Runeson
& Frykholm, 1983) proposes that we each have a ‘kinematic fingerprint’. Similar to a regular
fingerprint, this principle posits that gait is unique to each person and importantly, that deception
can be inferred from kinematic behaviour alone. This idea was informed by a series of point-light
studies, which will be discussed further in Chapter Six. Sometimes, defaulting to judging people
based on their non-verbal behaviour may be for practical reasons. In some instances, such as
when judging people from afar in an airport environment, non-verbal behaviour may be the only
information source available.
2.1.1 Non-verbal cues in practice

After 9/11, global security concerns dramatically increased, particularly in the aviation
industry. In the USA, the Transport Security Administration (TSA) was formed in November of
that year, operating at airports in the United States (Blalock et al., 2007). In the UK, the 7/7
bombings displayed London’s vulnerability to attack on the underground and bus networks and
were followed by the introduction of the Terrorism Act (Parker, 2007). More recently, attacks on
airports in Brussels and Istanbul in 2016, and the Manchester arena in 2017 have highlighted the
threat that is potentially posed to such venues and has shone a light on the need for more research
to bolster attempts at thwarting such tragedies.

Passive observational assessments of non-verbal behaviour can be the primary driver
prompting security personnel to approach people, both in environments such as airports with the
United States’ TSA Screening of Passengers by Observation Techniques (SPOT) protocol?

(Committee on Science, Space and Technology, 2011; Meyer, 2010; U.S. Government

! For comparison the United Kingdom does not follow the SPOT program and instead supports the development and
implementation of behavioural detection methods based on scientific evidence (CPNI, 2020).
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Accountability Office, 2010) and on the street with the use of the controversial stop and search
policy (“stop and frisk” in the USA) used by police forces (Bradford & Tiratelli, 2019). However,
the use of such measures relies on two main assumptions: that there are non-verbal behaviour
markers that can identify those who may pose a threat; and that these assumed markers are easily
and accurately observed in real-time with the naked eye.

The TSA’s Screening of Passengers by Observation Techniques (SPOT) protocol is a
behavioural detection program that was developed to screen for and thwart potential terrorist
attacks at airports. The purpose of SPOT is to detect whether people are deceptive/pose a threat,
thus requiring further questioning and possible law enforcement intervention. The SPOT
program consists of three main stages (U.S. Government Accountability Office, 2010). First,
behavioural detection officers (BDOs) visually assess those who are queueing prior to going
through a security checkpoint. Second, having been trained to identify a series of behavioural
indicators, the BDOs assess passengers for said indictors, which if present permits the officers to
make an approach and engage in conversation with the passenger of interest. Third, passengers
who display a certain number of cues are selected for further questioning or passed on to law
enforcement. The SPOT program has received a lot of attention in recent years for its lack of
scientific foundation, specifically regarding the validity of the training which makes BDOs look
for specific discrepancies in non-verbal behaviour (U.S. Government Accountability Office,
2010; U.S. Government Accountability Office, 2017; ACLU, 2017). The thirty-six behavioural
indicators (U.S. Government Accountability Office, 2017), sometimes reported to be as many as
92 (Winter & Currier, 2015), includes non-verbal behaviour such as yawning excessively,
exhibiting confusion, improper attire, gazing downwards, eye contact with others, having a pale

face due to recently shaving a beard and whistling, to name a few. These behavioural indicators



are arguably either irrelevant to deception (Denault et al., 2020) or potentially prone to subjective
interpretation.

Much of the critique of the TSA’s SPOT program revolves around the use of invalid
sources to justify the use of the non-verbal behavioural indicators that officers are trained to
detect (U.S. Government Accountability Office, 2010). Worryingly, recent research has found
that at least 70% of the behavioural indicators have no valid scientific evidence to support their
inclusion in the SPOT program. Ninety-eight percent of the sources that the TSA cited in
response to questions posed by the U.S. Congress, were invalid due to the use of opinions and
poor quality or irrelevant research as justification of the SPOT program (U.S. Government
Accountability Office, 2017). Amongst its list of grievances with the SPOT program, the
American Civil Liberties Union (ACLU) states that the behavioural indicators that the BDOs are
trained to detect seem to encourage profiling based on perceived racial and religious
characteristics (ACLU, 2017). As a consequence, people perceived as Arab, South-Asian or
Muslim can be disproportionately targeted by this security protocol (ACLU, 2017).

In addition to the criticisms of the use of non-verbal measures in the SPOT program, the
academic scepticism of using non-verbal cues of deception revolves around their low predictive
value, validity and reliability which varies between studies and individuals (DePaulo et al., 2003).
Although research has found a preference for using non-verbal cues more than verbal cues
(Bogaard et al., 2016) there is either no difference in accuracy when using non-verbal cues
(Hicks & Ulvestad, 2011) or poorer accuracy rates compared to using verbal cues (Vrij, 2008b).
Given that the non-verbal measures used in SPOT have dubious scientific grounding and within
academia, the use of non-verbal measures is contentious, one of the core purposes of this thesis is

to assess the suitability of non-verbal measures, specifically in high-security contexts.



Some important questions emerge given that non-verbal cues are being used in airport
environments: is this valid given the current unreliability of the findings in the literature and the
contextual relevance of research on deception?; are people able to distinguish between honest
and deceptive people via passive observation in real-time or are people’s judgements of the
intent of others no different from guessing?; are people likely to rely on superficial
characteristics to inform their decision-making, leading to discriminatory practices and an
ineffective system of detecting threats?; and can we introduce de-biasing measures to reduce the
incidence of relying on superficial characteristics and produce acceptable accuracy rates of
detecting deception?

2.2 Displaying non-verbal cues of deception

With the ongoing popularity of crime television shows and films, in which the occurrence
of deception and criminal behaviour is overrepresented for entertainment value (Dowler et al.,
2006), it would be fair for people to assume that deception is easily identifiable from the
observation of non-verbal behaviour. The popularity of crime television shows such as Lie To
Me may contribute to and be reflective of false assumptions about the extent to which the truth
can be easily distinguished from a lie (Levine et al., 2010). This assumption is evident amongst
both layperson and expert (police, judiciary etc) populations (Jupe & Denault, 2019) and is
rooted in the theoretical supposition that engaging in deception affects non-verbal behaviour in
an observable and consistent manner regardless of the individual or environment.

2.2.1 The multi-factor theory’s view of non-verbal deceptive behaviour

Zuckerman et al.’s (1981) multi-factor theory is one of the most prominent models in the

deception field which provides an explanation for how and why people may exhibit cues of

deception. At the crux of this theory is the assumption that behaviour is markedly different when
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people engage in deception compared to when they are honest. This theory is frequently cited in

some form as an explanation for the behavioural differences between liars and truth-tellers found
in studies of non-verbal behaviour and deception (Ekman, 1988; Eubanks et al., 2015; Vrij et al.,
2017).

According to the multi-factor theory, engaging in deception is thought to affect cognitive
load, emotional arousal, and attempts at behavioural control. Cognitive load refers to the finite
resources that the brain has to process and store information and thus the limited capacity to
engage in tasks, i.e. deception, that put the working memory under strain (Chandler & Sweller,
1991). Emotional arousal refers to being in a heightened state of psychological or physical
arousal due to engaging in deception. Behavioural control refers to the extent to which one has
control over the behaviours that they exhibit. Increased behavioural control denotes an attempt to
override automatic behavioural expressions with more deliberate forms of expression (typically
to form a good impression). In contrast, decreased behavioural control refers to an inability to
influence which behaviours are displayed, potentially due to an increase in cognitive load or
emotional arousal. The impact of the three factors may be visible through non-verbal behaviour
and are often termed non-verbal cues (Zuckerman et al., 1981). Paramount to this theory is the
view that honest and deceptive people are not influenced by the aforementioned factors to the
same degree, thus theoretically making non-verbal measures a vital tool in security settings for
detecting threats/deception.

The cognitive load and emotional arousal approaches, in particular, rely on the notion
that the resultant non-verbal behaviours when engaging in deception are non-conscious
automatic reactions to environmental pressures and stimuli (Depaulo et al., 1988; Eubanks et al.,

2015) which are therefore difficult to conceal. The following will explain the rationale behind
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how deception may impact each of the three factors (cognitive load, emotional arousal and

behavioural control), discuss the non-verbal findings in the literature and assess the extent to

which the multi-factor theory is a suitable explanation of non-verbal deceptive behaviour.
2.2.1.1 Cognitive load approach

Cognitive load refers to the assumed strain of engaging in deception on working memory
(Baddeley & Hitch, 1974; Walczyk et al., 2013). This presumed increase in cognitive load is
reasoned to be the result of simultaneously constructing a believable lie, whilst inhibiting the
truth (Sporer & Schwandt, 2007) and maintaining an internally consistent deceptive narrative
(Zuckerman et al., 1981), which must also be consistent with external information (Granhag et
al., 2015). All of which are posited to be more cognitively taxing than simply recalling the truth.
Ultimately, it is theorised that being preoccupied with cognitively taxing verbal tasks,
particularly during an interrogation, leads to changes in the non-verbal behaviour of deceptive
people, such as a reduction in movement (Sporer & Schwandt, 2007; Vrij, 1995).

However, there may be an issue with generalising the assumptions of the cognitive load
approach to an airport setting due to the predominantly seated interrogation methodology of a lot
of the studies that have supported this theory. Whilst previous non-verbal findings may apply to
interrogations, it is difficult to conclusively say the same for an airport environment. For one,
non-verbal behaviour could differ when seated, owing to the reduced freedom of movement,
compared to standing or walking around as one does in an airport (Vrij, 2008a).

The application of the general assumptions of the cognitive load approach may not be
suitable without acknowledging the unique contextual pressure that high-security settings may
also have on honest people; a contextual factor that may be lacking in laboratory environments.

Perhaps the honest conditions of some interrogation based laboratory experiments do not exert

12



an equivalent level of the contextual pressures that even honest people may feel in an airport
environment (Blackwood et al., 2015). In airport environments, honest people may be under a
similar level of strain as deceptive people, due to the goal of wanting to appear normal and be
permitted to travel (Blackwood et al., 2015). Consequently, some of the non-verbal behavioural
differences found in the literature may be specific to the context of those experiments. Therefore,
it may be unwise to assume that we have a clear understanding of the applicability of the
cognitive load approach regarding non-verbal behaviour in airport settings.

The cognitive load approach in experimental settings typically relies on the inclusion of
an open-ended cognitive interview, in which cognitive load can be manipulated to observe
differences in non-verbal behaviour between liars and truth-tellers. Within a laboratory setting,
the largely unpredictable nature of the questions within the interview aid in increasing cognitive
load. However, there are some issues with the transferability of this technique in the context of
an airport. Realistically there are a limited set of plausible questions that may be asked about the
purpose of travel and the content of their luggage/possessions. This means that it may not be
feasible that passengers are under similar levels of cognitive strain in an airport environment as
they are in laboratory settings. As a result of the potential discrepancy in the limits of cognitive
load in a laboratory environment and an airport, some studies may have artificially inflated
cognitive load to the extent that the observed non-verbal behavioural differences may not apply
to behavioural responses in an airport.

Another reason why some of the cognitive load approaches may not be suitable for
application in the aviation industry is that they rely on laborious open-ended interviews. The
aviation industry is constantly assessing the cost-benefit ratio of introducing security

interventions against the increases in the time it takes for passengers to pass through security
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because of the negative impact it could have on passenger satisfaction (Gkritza et al., 2006;
Hainen et al., 2013; Omar & Miah, 2014; Stewart & Mueller, 2014). Consequently, applications
of the cognitive load approach, using open-ended questions and techniques such as prompting
reverse order recall (\Vrij, Mann, et al., 2008), while potentially beneficial for distinguishing
between honest and deceptive people in a laboratory, may not be practical for non-verbal
assessment in an airport environment. Such techniques cannot be applied to all passengers in an
airport environment due to time constraints and should not be applied due to the potential
discrepancy in cognitive load effects in the laboratory compared to the airport.
2.2.1.2 Emotional arousal approach

Deception has been thought to lead to changes in non-verbal behaviour due to increases
in emotional arousal (American Polygraph Association, 1997), which may be spurred by a fear
of getting caught, feelings of guilt due to being deceptive or the excitement of the deception
going undetected (Eubanks et al., 2015). The punishment theory (Davis, 1961), states that the
prospect of the potential ramifications of a failed attempt to convey a deceptive narrative can
lead to increased psychophysiological arousal and intensity of emotions (Strofer et al., 2016).
This arousal reflects the increased activation of the sympathetic nervous system (SNS). The SNS
is the neural pathway that governs involuntary responses (Alshak & Das, 2020). Activation of
the SNS, in response to a perceived source of stress, can lead to an increase in adrenaline and
cortisol to prepare for the fight or flight response (Allison et al., 2012; American Psychological
Association, 2019; Ayada et al., 2015). Deception induced activation of the SNS can result in
responses such as increases in heart rate, perspiration and pupil dilation (Ziegler, 2004). The
potential impact of deception on emotional arousal spurred the prominence of the polygraph as a

method of detecting deception from the 1920s (Grubin & Madsen, 2007). The polygraph is still
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commonly used in South Africa (Nortje & Tredoux, 2019), as well as in the USA and the UK
(Home Office, 2020; Marshall & Thomas, 2015), where it is increasingly used to assess sex
offenders on probation. The polygraph indirectly measures emotional arousal by detecting
physiological changes, such as respiration, electrodermal activity and blood pressure, which may
be interpreted as an indication of deception (Meijer & Verschuere, 2010). Though this test, much
like all deception detection tools, cannot measure deception directly, changes in the
physiological factors are often used to indirectly infer whether someone is deceptive.

Still, emotional arousal, spurred by fear or excitement, in an airport context is largely
understandable. It is conceivable that excitement around travelling, fear due to the prospect of
flying or an armed security presence are not abnormal responses (Blackwood et al., 2015).
Feelings of guilt when being deceptive should not be assumed because it may be mitigated by
one’s own beliefs about the justification for acting deceptively. For example, the Spiritual
Manual that the 9/11 attackers used suggests that the attackers possessed little guilt owing to the
perceived “pious deed” they were to commit (Kippenberg & Seidensticker, 2006, p. 25) since
jihad and other forms of “holy wars” by definition are interpreted by those who pursue them as
being justifiable. Ultimately, the expression of fear, guilt and excitement is not guaranteed in all
contexts, nor for all people. As a result, interpreting the cause of non-verbal cues attributed to
emotional arousal, such as micro-expressions (Jupe & Keatley, 2019) is difficult and casts doubt
on the validity of the passive observation of non-verbal cues given that in an airport environment,
emotional arousal may occur for innocuous reasons.

2.2.1.3 Behavioural control approach
Engaging in deception is also theorised to increase the likelihood that people attempt to

control aspects of their behaviour to increase the chances of their deception being successful.
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Two factors may contribute to attempts at behavioural control. For one, intentional attempts to
control behaviour may be directly influenced by an individuals’ beliefs about which behaviours
indicate deception (Vrij et al., 1996; Zhang et al., 2013). This approach suggests that increased
behavioural control is a voluntary attempt to modify perceived involuntary expressions of
deceptive non-verbal behaviours. To illustrate, believing that liars can be identified from their
hand movements was found to result in a distinct reduction of hand and finger movements (Vrij,
1995). Increased stiffness and a lack of spontaneity in physical movements (Vrij et al., 1996) are
also often cited as evidence of people employing methods of behavioural control when they are
being deceptive. These attempts to control behaviour then become cues of deception in
themselves, possibly because they are informed by invalid beliefs, making their modified
behaviour appear out of place or stiff, rather than reflecting honesty.

The attribution of non-verbal cues to behavioural control is one example that highlights
the unreliability of the display of non-verbal cues and their questionable inclusion in security
protocols. Contradicting with the assumed increase in behavioural control techniques when
engaging in deception, several studies have surmised that engaging in deception can cause an
unintentionally reduced capability to control behaviour, due to the impact of cognitive load and
psychophysiological arousal (Vrij et al., 1996). Limited cognitive resources during deception are
thought to result in behavioural leakage (Ekman & Friesen, 1969) which refers to an increase in
behaviours that may indicate deception due to a reduced capacity to control which behaviours are
displayed. (Ekman et al., 1976). An example of behavioural leakage is the display of gestural
slips (Cohen et al., 2010), which are characterised as hand or head gestures that semantically
contradict the corresponding verbal communication. Zloteanu (2016) made an important

distinction between authentic cues, which are involuntary, similar to Ekman’s leakage theory
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(reflecting reduced behavioural control), and inauthentic cues which are deliberate attempts at
increasing behavioural control. There is a danger in the use of non-verbal cues which can be
attributed to behaviour control (and hence indicative of deception) given that the literature
suggests that it may lead to both diminished movement or the presence of unintended movements
(e.g. gestural slips). Consequently, an unjustifiably wide range of behaviours could be treated
with suspicion, most of which may be innocuous.
2.2.2 The self-presentation theory’s view of non-verbal deceptive behaviour

Despite all of the mentioned approaches on the display of non-verbal cues of deception,
DePaulo et al. (2003) found that very few non-verbal cues were reliable or were strongly
correlated with deception. The DePaulo et al. (2003) meta-analysis is often cited in deception
research, but despite it being almost two decades old at present, more recent research suggests
that little has changed since then (Luke, 2019). The multi-factor model may provide an ideal
explanation of non-verbal behaviour in some contexts but if Zuckerman et al.’s (1981) theory
were all-encompassing, the non-verbal cues in the literature would not be as unreliable and
oftentimes contradictory. n alternative to the multi-factor model is DePaulo's (1992) Self-
Presentation theory. The crux of this theory is in contention with the cognitive load and
emotional arousal approaches of the multi-factor model, because it proposes that deception
related non-verbal behaviours are not as involuntary as assumed. Rather the self-presentation
theory suggests that non-verbal behavioural changes are solely the result of purposefully
modifying behaviour solely to convey a good impression. Importantly, the self-presentation
theory differs slightly from the behavioural control approach of the multi-factor model in that it
suggests that both honest and deceptive people modify their behaviour in some contexts to be

perceived positively, whereas the multi-factor model would suggest that only deceptive people

17



modify their behaviour. Subsequently, one particularly important aspect of the self-presentation
theory is that it highlights that there are more similarities than differences between liars and
truth-tellers’ behaviour because both groups wish to portray a good image of themselves
(Granhag et al., 2015). Both groups of people, according to the self-presentation theory, aim to
portray themselves in the best light and may modify their behaviour to the extent that they think
they appear harmless. Accordingly, there may be little difference in the non-verbal behaviour of
liars and truth-tellers.

The self-presentation theory may be closer to reality than the multi-factor model,
especially in the post-9/11 heightened security environments that we face today. Some sub-
sections of society, for example, minority groups who may be more at risk of being profiled,
such as Muslims, have reported modifying their behaviour, despite their harmless intentions, in
an attempt to avoid arousing suspicion at airports (Blackwood et al., 2015). This purposeful
modification of behaviour even when honest contrasts with the illusion of transparency which
presents the idea that people overestimate the extent to which their inner state is perceptible to
others (Gilovich et al., 1998). This illusion extends to people’s beliefs that if they are innocent,
others will be able to perceive this (Mandelbaum, 2014). Opposingly, Blackwood et al.'s, ( 2015)
reporting of some Muslims’ behaviour modification at airports may suggest that the illusion of
transparency is mediated by factors such as belonging to a religion, ethnicity or race that is
actually or perceived to be disproportionately targeted in particular contexts (Choudhury &
Fenwick, 2011; Lewis & Marsden, 2020).

Accordingly, the self-presentation theory has some important ramifications for our
understanding of non-verbal behaviour in high-security environments and the design of security

protocols. Namely that the context of high-security environments and the desire not to draw the
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attention of security personnel may not solely impact the behaviour of deceptive people,
potentially to the extent that there are no stable overall differences compared to honest people.
Consequently, the lack of consensus in terms of the presence of significant cues, the direction of
effects, validity and reliability across studies may be due to flawed theoretical assumptions.
Some of the non-verbal findings in the literature could be mere artefacts of the traditional
laboratory environments/paradigms in which they were gained, and not reflective of behaviour in
high-security environments. This conflict between the multi-factor approach and the self-
presentation theory informs part of the motivation to investigate non-verbal behaviour in this
thesis, specifically in airport contexts. The method of simulating a high-security environment to
assess differences in honest and deceptive non-verbal behaviour will be expanded on in section
2.4.1.
2.3 ldentifying non-verbal cues of deception

The previous section focused on the exhibition of non-verbal cues whilst this section will
focus on the process of identifying deception. First, Brunswik’s lens model (Brunswik, 1952)
will be explained because its approach informed the structure of this thesis. Second, four models
will be discussed (the signal detection theory, the expectancy violations theory (Burgoon et al.,
2005) and the motor and perceptual experience hypotheses (Cafial-Bruland et al., 2010)) which
explain the overarching paradigms and explanations for deception detection capabilities in
laboratory settings and the field. Third, some studies on people’s accuracy of identifying
deception will be discussed.

A Brunswik’s lens model approach (Brunswik, 1952) can be useful in deception
detection research (Hartwig & Bond, 2011; Sporer et al., 2014). The lens model is a conceptual

framework for decision-making, which denotes decisions as a probabilistic function of both cue
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use and cue validity in situations where there is an objectively correct decision. According to the
model, decision-making accuracy is related to the presence and appropriate use of deception cues,
as well as the cues having diagnostic power. In the context of a security checkpoint, this model
ascribes importance to the validity of the relationship between the non-verbal behaviours that
passengers exhibit and deception, as well as whether and how these cues are perceived by
security personnel (see Figure 2.1). Consequently, this framework allows us to ascertain whether
poor accuracy is due to a lack of diagnostic validity of the cues, poor use and interpretation of
cues to inform decision-making, or both (Hartwig & Bond, 2011). The lens framework is
particularly useful within deception research to conclude whether non-verbal cues are suitable
for deception detection. As such, this thesis has been structured so that measures of deception are
investigated in Chapter Four (cue validity), and the accuracy of detecting deception and the
factors that influence people’s judgements are assessed in Chapters Five to Seven.

Figure 2.1 A Brunswik’s lens model of deception detection.

Cues
Verbal
Conveved cues Observed cues
(passenger) (security)
Non-verbal

Cue validity Cue utilisation

U Observer accuracy | — — — — — — — — J

Note. Adapted from Brunswik, E. (1952). The conceptual framework of psychology, Journal of
Consulting Psychology
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2.3.1 Theoretical approaches to identifying deception

The following will discuss some theories regarding the methods that people may use
when attempting to detect deception in others. The signal detection theory (SDT) assumes that
there is a fixed threshold for defining normal behaviour when making decisions where there is a
degree of uncertainty (Green & Swets, 1966). This method is reflected in many security
protocols globally wherein security personnel are trained to assess a specific set of verbal and/or
non-verbal behaviour for signs of deception (Wigginton et al., 2014). This practice is akin to
using the SPOT program’s behavioural indicator checklist, the use of which culminates in
subjecting passengers who exhibit a particular amount of behavioural indicators to more intense
questioning or detainment (Winter & Currier, 2015). One of the major issues with signal
detection-based methods is that they may increase the chance of false negatives because people
who do not exhibit the pre-determined cues, despite posing a threat, may go undetected. Another
important negative consequence of this method in security protocols is an increased chance of
false positives may arise as people may innocently display some of the cues, such as SPOT’s
inclusion of “exaggerated yawning” which likely reflects tiredness, not a terroristic threat
(ACLU, 2017, p.8).

In contrast, the expectancy violations theory (EVT) (Burgoon et al., 2005) proposes a
method of deception detection without a pre-determined set of cues, unlike SDT. Rather, any
behaviours that violate what would typically constitute normality in that environment result in
one of two violations. A positive violation, such as someone standing close to security personnel,
could enhance perceptions of trustworthiness because it violates the expectation that someone
with something to hide would try to keep their distance (Burgoon, 2015). A negative violation,

such as failing to correctly answer an obvious question about plans for a trip, may result in being
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judged with suspicion. This theory implies that there is a baseline of normal behaviour in each
context from which discrepancies can be ascertained. When used in the context of a security
checkpoint, EVT may prove difficult to incorporate in real-time. Many innocent variables could
influence one’s behaviour, leading to a violation of expectation and causing suspicion to arise.
For example, the increased security presence at major airports and nervousness about flying can
cause anxiety in some people (Busscher et al., 2013), resulting in behaviours perceived as
violating the norm. Also, training staff to become proficient at EVT methods with passengers
from a range of cultures, ethnicities and religions is a difficult task that could be susceptible to
subjective decision-making, informed by prejudice (Meyer, 2010). Behaviours which violate the
norms of the mainstream culture may be perfectly normal within specific sub-cultures (Vrij &
Winkel, 1991), but could trigger a violation of expectation in culturally unaware staff, regardless
of a baseline having been established. Therefore, there are challenges in applying EVT to a
security context even with staff training.

In practice, both EVT and SDT may be used to a degree. For example, in the SPOT
program, the essence of EVT motivates the initial arousal of suspicion and then an SDT-like
checkilist is used to further assess the person of interest (Committee on Science, Space and
Technology, 2011) . Both models of deception detection may increase the likelihood of security
personnel being influenced by biased reasoning because they leave the onus on security
personnel to decide if the non-verbal behaviour is suspicious. The potential for preconceptions to
influence decision-making has inspired part of this thesis which introduces technology to reduce
the salience of superficial characteristics and assess the effect of information reduction on

decision-making accuracy. This will be examined in Chapter Six and briefly mentioned in
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section 2.4.2 in the discussion of automated methods having the capability to help debias
decisions.

2.3.1.1 Insights from the sports domain

Outside of the forensic context, other theories of deception detection have been put

forward to explain what contributes to achieving good accuracy at identifying deception. The
motor and perceptual experience hypotheses (Cafial-Bruland et al., 2010) are two similar
concepts about how people may detect deception, which have been largely derived from sports
psychology. The motor experience hypothesis attributes better accuracy at detecting deception to
increased personal experience of performing deceptive acts. This hypothesis is in agreement with
our knowledge of motor simulation, more specifically the Action Observation Network, which
specifies that observing the actions of another person can activate areas of the motor cortex in the
observer (Grafton, 2009; lacoboni et al., 2005). Accordingly, if the same areas of the brain are
activated when one is committing a non-verbal deceptive act of which they have experience and
when watching someone else commit a deceptive act, one should be better at identifying the
deceptive act than someone with less motor experience. This explanation would explain the
better accuracy of expert badminton players compared to novices when identifying deception in
other players (Park et al., 2019). Whilst the literature from sports psychology provides an
interesting insight into the impact of motor experience on deception generally, the type of
deception in these studies is very different from those of interest in security-related deception
detection. Furthermore, the practical transferability of the motor hypothesis is limited in security-
related deception detection due to the implication that observers, i.e., security personnel, require

motor experience of being deceptive to gain from this explanation of deception detection.
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In contrast, the perceptual experience hypothesis (Cafal-Bruland et al., 2010) attributes
better accuracy at detecting deception to the increased visual familiarity of seeing others behave
deceptively, independent of motor experience. The improved accuracy is related to the experts’
increased amount of exposure to seeing other peoples’ deceptive moves. The motor and
perceptual hypotheses are somewhat intertwined because increases in motor experiences of
deception are likely related to increases in perceptual familiarity. For example, some populations
such as prisoners may have more motor experience of acting deceptively and potentially more
perceptual experience from viewing others being deceptive within the prison population.
However, increased perceptual familiarity does not necessarily always coincide with increased
motor experience. For example, whilst security guards are more likely to witness deception in
their line of work than laypeople, they may not engage in deceptive behaviour themselves.
Importantly, expert populations, on the whole, do not typically show superior accuracy compared
to lay populations (Bond, 2008), suggesting that the nature and context of deception in sports
research may limit the generalisability of these hypotheses beyond the sports domain. Whilst
both the motor and perceptual experience hypotheses provide an interesting insight into how
accuracy can be improved, they are of little value to improving deception detection within
security contexts.

This section has elaborated on how Brunswik’s lens model has been used as a structural
framework in this thesis. The lens framework ensures that non-verbal cues are assessed in
Chapter Four, and people’s accuracy at detecting deception are assessed in Chapters Five to
Seven to make an overall conclusion about non-verbal behaviour and deception. The theories

which may be relevant to how people form their decisions of whether others are deceptive were
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also discussed, highlighting their practicality and the detrimental potential for subjectivity to
influence decision-making using SDT and EVT.
2.3.2 Poor accuracy detecting deception

Despite the number of non-verbal cues of detecting deception that have been investigated
in the literature, people tend to perform poorly, an average of 54% accuracy, when identifying
whether others are deceptive (Bond & DePaulo, 2006). This is worrying because it implies that
people’s ability to detect deception is little different than guessing, bringing into question
whether non-verbal assessments should be included in security protocols.

There are several reasons why accuracy may be so poor. At first glance, a fair critique of
the low accuracy rates in the literature revolves around the predominantly student population as
opposed to the experts that are tasked with this role in the real world. Yet only a limited number
of studies have produced good accuracy rates, above 80 %, even with expert populations. Bond
(2008) found that accuracy rates among experts ranged from 31.25 % to 93.75%, accounting for
a large amount of variability amongst this expert population which consisted of local and federal
law enforcement in the USA. However, only 10% (11 participants) of Bond’s sample had
accuracy rates above 80%, exemplifying an issue with the few studies that report impressive
accuracy figures amongst experts. The deception detection savants reflect a very small
proportion of the expert population, indicating that security personnel as a whole may not be
good at identifying deception. Average accuracy rates did not differ significantly between
student and expert populations (Bond, 2008), suggesting that the predominantly student
participant population is not a detriment to our understanding of detection abilities and may not

be driving the low accuracy in the literature.
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A few other factors may contribute to poor deception detection. These factors include the
idiosyncratic nature of non-verbal cues; issues with the approaches to perceiving non-verbal
behavioural differences if there are any; decisions may be biased by the salience of superficial
factors; people may use invalid cues informed by pseudoscience/misconceptions. The latter is an
issue that can affect the accuracy of individuals tasked with identifying deception as well as the
incorporation of pseudoscientific information into security protocols.

2.3.2.1 The impact of pseudoscience on accuracy

One of the prevailing ideas about the low accuracy rates is that people may rely on
invalid cues to inform their judgements of deception in others (Stel et al., 2020; Stromwall &
Granhag, 2003; Vrij & Semin, 1996). The use of invalid cues may be influenced by perceptions
of deception cues as seen in popular media, which can hurt deception detection accuracy (Hayes
& Levett, 2013). A reliance on invalid cues due to possessing inaccurate beliefs is evident in
both layperson and expert populations (Bogaard et al., 2016; Denault, 2020). The pervasiveness
of inaccurate beliefs presents a potential risk of being implemented in the real world, such as by
detectives within interrogations (Stromwall & Granhag, 2003) and through security protocols at
airports with the possibility for disastrous ramifications. Though the studies cited in this thesis
are largely limited to Western countries, false beliefs about deception may be universal. A
worldwide cross-cultural study, which included 75 countries and 43 language groups, found that
the belief that liars avoid eye contact was universal, despite the literature tending to show that
there are no differences in eye contact when telling the truth or lying (The Global Deception
Research Team, 2006). Though the layperson sample of this study means that the ramifications
of these misconceptions are not as critical an issue compared to if those beliefs were held by

experts, worryingly, the use of pseudoscience (invalid measures of deception) is also an issue
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within law enforcement (Lilienfeld and Landfield, 2008), which could lead to poor accuracy
whereby irrelevant factors are relied on to identify deception. The prominent use of protocols
such as the Reid technique in police interrogations (Inbau et al., 2001), which was developed
largely without any scientific backing and has been criticised for its coercive nature (Kozinski,
2018) potentially reflects the spread of false beliefs on an institutional level as well as amongst
individuals. This demonstrates how pseudoscience can seep into real-world procedures.

Police often report having a “sixth sense” to justify their perceptions of others’ intentions
(Pinizzotto et al., 2004, p. 6) but this could simply signify the potential for superficial
characteristics to bias decision-making. The use of unscientific methods of detecting deception
has the potential to allow discrimination to either consciously or sub-consciously impact security
processes given the potential for irrelevant factors such as perceived unattractiveness (Murai et
al., 2018), scruffy clothing and reduced eye contact (Vrij, 2000) to increase perceptions of deceit.
Decisions influenced by these superficial characteristics could lead to increased and unjustified
scrutiny of certain sub-sections of the population (Herbert, 2007).

In truth, the majority of people tell relatively few lies daily, if any (Depaulo et al., 1996;
Serota et al., 2010). The truth bias or truth-default theory proposes that people are pre-disposed
to believe that the majority of communication is truthful (Levine, 2014). This default could be an
evolutionary adaptation that encourages cooperation amongst people. However, the truth bias is
not apparent amongst all populations. The opposite is evident in police officers, as they are more
likely to assume that people are lying compared to non-officers, (Masip & Herrero, 2017; Serota
& Levine, 2015). The lie bias can be detrimental for the people whose behaviour is being judged
due to the potential for misplaced suspicion. These false beliefs about the pervasiveness of

deception throughout society can also permeate into security protocols and personnel. The
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prevalence of the lie bias amongst expert populations could have disastrous effects given how
things can spiral from an initial misclassification of deceit to a false confession and potential
wrongful conviction (Innocence Project, 2019; Leo, 2009).

The aforementioned findings cast a bleak look on the universality of false beliefs about
deception, nevertheless, some populations seem less susceptible than others. Vrij and Semin
(1996) found that prisoners had more accurate beliefs about the indicators of deception compared
to students and an expert population (police, detectives, prison guards and customs officers).
These findings may be in line with the motor experience hypothesis (Cafal-Bruland et al., 2010),
suggesting that prisoners’ increased likelihood of deceptive motor experience may have
contributed to more accurate beliefs. Whilst acknowledging the contribution to knowledge that
Vrij and Semin’s (1996) study provides in terms of the variation in inaccurate beliefs, the
practical impact on the security sector is limited. There is little transferability of these findings to
potentially remedy the deception detection accuracy of experts and others without this motor
experience. Instead, the need to assess whether non-verbal cues are appropriate in security
protocols dictates that research focus on what influences non-prisoner populations’ deception
detection and methods that could aid their performance.

In contrast, Hartwig & Bond (2011) dispute the prevalent idea that people have invalid
beliefs about deception which contributes to poor accuracy. Instead, they suggest that while
people’s explicit self-reported perceptions of deception cues may be inaccurate, intuitively, they
are accurate at pinpointing valid cues. According to Hartwig and Bond (2011), poor accuracy at
detecting deception may be improved by manipulating the decision task so that intuitive skills
are utilised more, rather than training people to look for specific cues of deception outright. If

Hartwig and Bond’s hypothesis is correct, then introducing techniques such as time constraints
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(Albrechtsen et al., 2009) could result in more acceptable accuracy levels. However, their
hypothesis somewhat relies on the multi-factor theory’s notion that there are valid differences in
behaviour, which then can be used to inform judgements. If the self-presentational theory is more
accurate and there are few differences in behaviour, then according to the lens theory (Brunswik,
1952), poor accuracy is merely a reflection of a lack of predictive cues and is therefore inevitable.
2.3.3 The research-practice gap

Regardless of whether people may only consciously have invalid beliefs, the
incorporation of invalid non-verbal assessments in security protocols could be remedied by
reducing the “research-practice gap” (Brownson et al., 2018, p.102), which refers to the poor
dissemination of research findings beyond academic circles. This dissemination issue is not
limited to deception research, nor psychology, but can be attributed to academia as a whole. Jupe
and Denault (2019) suggest that the pervasiveness of false beliefs, which also extends to
prosecutors and judges, may be due to misunderstandings over what distinguishes science from
pseudoscience. This finding may be compounded by the relatively poor distribution of research
beyond the academic community.

There are two aspects of the security community for which reliance on pseudoscience is
problematic: the decision-makers informing policy and the security personnel carrying out the
policies. The inclusion of non-verbal cues despite the lack of justification may be due to
inconsistencies within the literature which may make it difficult for people to determine when
and how to apply research findings to decision-making and policy design. The inconsistencies in
non-verbal findings may be partially driven by the methodological differences between studies,
which results in different levels of contextual pressure and conflicting findings. For example, in a

study on verbal cues, Mapala et al (2017) used virtual reality to simulate an airport and asked
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questions directly relevant to a security context. They found that response latencies were shorter
when deceptive compared to when honest, conflicting with the literature (Sporer & Schwandt,
2006). Consequently, although studies may report valid cues for detecting deception, the
applicability of these cues beyond the context of the experiment is uncertain as cited by
practitioners who may have doubts about the usefulness of laboratory studies to security settings
(Buckley, 2012). This lack of generalisability may contribute to the use of invalid cues in real-
world security procedures which are often designed with information that is gained from
contextually relevant but anecdotal evidence from law enforcement (Committee on Science,
Space and Technology, 2011). Establishing contextually relevant paradigms may lead to greater
confidence in the relevance of the laboratory findings to the real world. Reducing the salience of
laboratory environments may induce behavioural responses similar to a security context. This
methodological adjustment may lessen the reliance on other pseudoscientific claims if the
applicability of our research is more direct.

Another factor impacting the proliferation of scientifically dubious measures is their
relative ease of application and perceived utility over scientific methods (Denault et al., 2020).
For example, in the wider forensic context, the Reid technique (Inbau et al., 2001) is used by
interrogators worldwide (Cleary & Warner, 2016) despite its propensity to induce false
confessions (Kozinski, 2018) and its use of unsupported verbal and non-verbal cues (Denault et
al., 2020). The active encouragement to use the Reid technique within law enforcement, despite
the widespread condemnation of its lack of validity and propensity to lead to false confessions
conveys how the pervasiveness of false beliefs can be systemic throughout the security sector.
Likewise, the SPOT program was partially based on the anecdotal beliefs of law enforcement

personnel and agencies due to their encounters with deceptive people (Committee on Science,
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Space and Technology, 2011). Proponents of pseudoscientific methods of detecting deception
can make big claims about their effectiveness compared to scientific methods which come with a
more realistic and conservative efficacy. This lack of efficacy can make them less attractive to
those unaware of the importance of scientific validity.

The issue of the widespread use of invalid cues in security protocols brings to the fore the
potentially inadequate level of communication between academia and those working within
security or legal organisations. Jupe and Denault (2019) rightly point out that the use of invalid
measures within organisations such as the TSA is not solely the fault of the organisations
themselves. It reflects a lack of access or understanding of the research that academia disperses.
Existing within these organisations is an apparent lack of knowledge of what constitutes
scientific evidence and what is pseudoscience. Given that the validity of the SPOT program was
called into question as early as 2010 (U.S. Government Accountability Office, 2010), there
seems to be a lack of understanding of the harm that is posed by invalid measures (Denault &
Jupe, 2018). Greater collaboration between academia and policymakers is one such method of
reducing the likelihood of irrelevant or unsubstantiated information informing policy.

Ultimately there is a greater need for more interaction between academia and
practitioners to help reduce the use of pseudoscientific methods. Studies that investigate cues of
deception should incorporate more contextual relevance into their designs which may aid
dissemination beyond academic circles and prevent the use of pseudoscientific anecdotal but
contextually relevant methods.

2.4 Making advances in non-verbal deception detection with technology
Some of the issues that have been discussed thus far revolve around the importance of

context in the behavioural outcomes of research within the deception field and consequentially,
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the validity/applicability of the knowledge gained to high-security environments. The potential
for subjective and possibly discriminatory practices to influence decision-making, and the
difficulty of achieving accurate judgements of deception has also been made apparent. This
section will discuss how technology has the potential to help address these issues.

2.4.1 Contextually salient research methods

Some deception researchers emphasise the importance of high stakes in deception
research (Levine, 2018; O’Sullivan et al., 2009; Vrij et al., 2010). Attempts to induce high stakes
can vary, and include but are not limited to offering cash incentives, or emphasising that
participants’ performance may directly impact another person. However, research ethics prevents
the incorporation of real high stakes. Participants are likely aware that they have signed up for a
study in which the researchers are ethically obliged to mitigate any physical and emotional harm.
As a result, the extent to which the artificial manipulation of high stakes in a laboratory is
perceived to be reflective of real life is uncertain.

An alternative solution to attempt to maximise the relevance of laboratory findings for
application in security contexts could include methods of increasing the contextual relevance of
research. Contextual relevance needs to take precedence (Vrij et al., 2019) and is a factor that
must be taken into consideration both for assessing the non-verbal cues that people display when
deceptive, but also for assessing how accurate people are at detecting deception in others (Vrij et
al., 2015). One way of manipulating the contextual relevance of the testing environment is by
using virtual reality to simulate high-security scenarios such as airports. The increasing realism
of virtual reality technology (de Groot et al., 2020) may help to reduce the salience of laboratory
settings and may also induce behaviours that are more in line with the real world. Simulating an

airport with virtual reality is a form of contextual priming (Cerda et al., 2021), whereby the
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familiarity of the airport context could trigger situationally valid behavioural responses. However,
the use of contextual priming via virtual reality in non-verbal deception research is in its infancy.
The rationale behind contextual priming partially stems from the use of context reinstatement to
bolster memory recall, particularly within eyewitness identification research (Bailenson et al.,
2008; Norman et al., 2020). The increasing use of virtual reality within the behavioural sciences
builds on this notion of context reinstatement, suggesting that increasing the contextual relevance
of the testing environment via virtual simulation could prompt more externally valid expressions
of behaviour (de Groot et al., 2020). Therefore, the use of contextual priming via virtual reality
in this research is largely exploratory to see what insights about non-verbal behaviour can be
gained, in comparison to the information that is available from more traditional methods.
Context can have an important impact on psychological findings (Reynolds & Rendle-Short,
2011) and accordingly, using virtual reality may make the findings clearer in terms of their
applicability to security settings (Levine, 2018), and our understanding of non-verbal

behavioural changes in these environments.

Virtual reality is fairly new in this specific area of deception research, so few studies have
compared deceptive behaviour in virtual reality, a traditional laboratory setting and the real
world. However, it would stand to reason that there is a benefit of reducing the salience of
laboratory environments whilst maintaining control (Parsons, 2015), from a theoretical
perspective, as a way of gaining more information about non-verbal deception. In an unrelated
domain, Bhagavathula et al. (2018) found that participants’ pedestrian behaviour did not differ in
virtual reality and real life, which is promising for the utility of virtual reality in terms of
transferability of findings, but no strong conclusions can be made given the difference in context.

Contextual priming in virtual reality could be beneficial due to the flexibility of creating the
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environment that participants are immersed in, especially when the environment of interest is an
airport, which is otherwise difficult to gain access to or replicate in a laboratory. Virtual
environments can help to heighten the contextual relevancy of participants’ behaviour by
including relevant audio and visual information (Pollard et al., 2020), as well as external tactile
stimuli to immerse participants in the virtual environment and make them feel as though they
have been transported to a security environment as opposed to being very aware of the laboratory
and researcher. Furthermore, given the replication crisis within the social sciences, which also
affects the deception detection literature (Lilienfeld, 2017; Maxwell et al., 2015; Shrout &
Rodgers, 2018), virtual reality can allow for near-identical methodologies between different
research groups to better assess whether research findings are reliable across participants and
cultures.
2.4.2 Manual versus automated methods of measuring non-verbal behaviour

Judging individual non-verbal cues has the potential to be used subjectively in terms of
the consistency with which targets displaying such cues are assessed as deceptive due to the
difficulty of detection given the multitude of causes for discrepancies in behaviour. In contrast to
searching for an individual cue of deception, coined the Pinocchio’s nose of deception, whole
body gait analysis is an emerging aspect of non-verbal deception detection. Whole-body gait
analysis considers the interconnected nature of physical movement and the benefit of a more
gestalt approach that values the body as a whole rather than focusing on individual areas of the
body for cues. Gestalt theory in its simplest form stresses that in some contexts perceptions of
the whole are not always perceptible from their individual characteristics (Wertheimer & Riezler,

1944). Applying this theory to non-verbal cues of deception warrants a shift from researching
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individual cues and using methods that can incorporate a more holistic assessment of bodily
changes associated with deception.

Alongside, the potential of focusing on the body as a whole, the fidelity of measurement
is another issue that may be detrimentally impacting non-verbal cues in the literature. Luke
(2019, p.3) highlights that the “unusually high flexibility in coding” within the deception cue
field could potentially cause false positives in the literature. Quantifying changes in behaviour
via human observation could leave the coding aspect of non-verbal behaviour research subject to
bias. One way of mitigating this is via the use of tools that can measure changes in non-verbal
behaviour and bypass the need for manual coding based on naked-eye observations of non-verbal
behaviour. Instead of manual coding, automated methods of recording and quantifying
behavioural changes may be a step in the right direction.

The use of technology has the potential to help de-bias the detection of deception, both in
terms of the observation of non-verbal behaviour in the real world and researcher behaviour
when quantifying behavioural changes. Previous sections of this literature review chapter have
detailed the subjective nature of deception detection in practice, which can have ramifications for
public safety and people’s treatment at airports. Reducing the subjectivity of decision-making in
high-security contexts is important due to the potential for it to influence accuracy and lead to
less discriminatory practices (ACLU, 2017; Meyer, 2010) As previously discussed, poor
accuracy rates of detecting deception (Bond & DePaulo, 2006) may either reflect an inability to
detect differences in behaviour via passive observation or suggest a lack of predictive cues. If the
former, then automated measurement of non-verbal deception detection may be a more fruitful
avenue given the supposed imperceptibility of non-verbal deception to the naked eye. The

automated measurement of body analysis (Poppe et al., 2014) is one such tool that could help
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with debiasing research findings (discussed further in Chapter Three, section 3.1). Used in
conjunction with Xsens™ motion capture suits, Van Der Zee et al. (2015) found that joint
displacement was a good measure to distinguish between deceptive and honest people. Van Der
Zee et al’s (2015) research emphasises the utility of motion capture in non-verbal research and
provides support to the idea that deception research should look into shifting from manual coding
of non-verbal cues of deception to more precise, technology-based methods to lessen possible
researcher influence on the outcome (Luke, 2019). As well as trying to reduce the influence of
researchers in the coding stage, tools such as this allow for a more gestalt point of view, wherein
the combination of bodily changes can be holistically assessed, as opposed to just looking at
individual cues which have shown little predictive value so far (DePaulo et al., 2003). However,
the contextual setting of the aforementioned studies using automated methods makes it difficult
to ascertain whether such differences would also be apparent in dynamic non-verbal measures
reflective of behaviour in an airport context, as opposed to the seated interrogation style
environment that they used.

Poppe et al. (2014) suggest that automated-measurement methods of detecting deception,
using non-verbal cues, may be better than manual methods because they can overcome some of
the factors that may be hampering detection currently. Prejudicial judgements based on
superficial characteristics such as race, gender and ethnicity (ACLU, 2017; Hashad, 2004;
Winter & Currier, 2015), as well as invalid beliefs about deception are some examples of the
factors which may be detrimental to detection and which automated methods could remedy by
reducing the potential for homing in on superficial or irrelevant behaviour. Poppe et al. (2014)
found that an automated data mining method was more accurate at detecting deception than

human-based measures. The context of Poppe et al.'s (2014) research, consisting of a seated
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interview in which participants were instructed to steal money from a wallet, is very different
from the types of deception you may expect in an airport environment. Nonetheless, it provides
an important insight into both the potential for small changes in behaviour to be scientifically
measured with motion-capture and later applied to machine learning methods of detecting
deception.

Realistically, security personnel can assess fewer aspects of behaviour at a time, unlike
automated measurement methods which can detect deception based on a multitude of non-verbal
cues, taking into account the precise way that these cues manifest. Automated methods of
detecting deception may be superior to human observations because they can distinguish
between small, potentially unobservable differences (Bartlett et al., 2014; Lu et al., 2005;
Michael et al., 2010). For example, if there are general differences in non-verbal behaviour
between honest people and those with deceptive intent even when not actively lying, this could
be used with an automated CCTV gait detection tool (Bouchrika et al., 2011). This could be a
time-effective method in the security assessment process, since it would detect deception even in
the absence of vocalised deception, purely due to having deceptive intent. Poppe et al.'s (2014)
findings, along with the controversy regarding the SPOT program’s use of subjective
behavioural indicators, bolsters the idea that automated-measurement methods of detection could
need to have a bigger role in the real world instead of human-observation based diagnoses of
deception. Should this thesis find that automated-measurement methods of measuring
behavioural differences reveal differences between liars and truth-tellers, this may lend credence
to the development of more hands-off, real-time tools to identify deception (Bouchrika et al.,
2011; Lu et al., 2005), incorporating the data gained from automated-measurement tools with

machine learning. However, as Jupe and Keatley (2019) rightly point out, methods of deception
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detection based on flawed science simply exacerbate the problem. Yes, precise methods of
detecting changes in non-verbal behaviour lend themselves to eventual automated, artificial
intelligence tools, but automation in real-world contexts should not be a concern for the near
future given our current understanding of the inconsistency of non-verbal cues of deception and
the need for greater theoretical consensus.
2.5 Current thesis

This literature review has highlighted that passive non-verbal assessments are often used
in the first steps of some behavioural detection programs, informing whether security personnel
decide to approach people for questioning. However, the current state of the literature suggests
that non-verbal cues of deception are unreliable, potentially influenced by context and decision-
making is marred by invalid beliefs about deception. Furthermore, although Zuckerman et al.’s
(1981) multi-factor theory underpins much of the search for non-verbal cues of deception and
their inclusion in security protocols, the self-presentational theory (DePaulo, 1992) could be
closer to the truth in airport contexts, deeming the non-verbal deception detection measures in
practice wholly inappropriate. The context of studies of non-verbal cues of deception has often
been geared towards seated police interrogation settings (Granhag & Stromwall, 2002; Vrij,
2008b; Vrij et al., 1996), as opposed to the airport environments of interest in this thesis. This
contextual difference can make it difficult to generalise the findings, due to the potential for non-
verbal behaviour to differ depending on context (Vrij et al., 2019). To address the issue of
contextual relevance, this thesis used virtual reality as a contextual primer to try to reduce the
salience of the laboratory environment and induce behaviours reflective of an airport. This thesis
assessed: whether there were deception related differences in non-verbal behaviour; how

accurate people were at detecting deception from non-verbal behaviour; what factors people used
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to influence their decision-making; methods of reducing reliance on superficial factors and what
people looked at before deciding whether others are deceptive. Ultimately, the appropriateness of

non-verbal cues of deception in high-security contexts will be discussed in Chapter Eight.
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Chapter Three- Methodology

This chapter will detail the four major types of technology featured in this thesis. This
includes motion capture and virtual reality (used to different extents in Chapters Four to Seven),
point-light displays (Chapter Six) and eye-tracking (Chapter Seven).
3.1 Motion capture

The Xsens™ inertial motion capture system was used to record the non-verbal behaviour
which forms the crux of this thesis. Xsens is a wireless system that can capture full-body non-
verbal measures. It was chosen primarily due to its precision and precedence in research on non-
verbal behaviour (Al-Amri et al., 2018; Ferrari et al., 2010; VVan Der Zee et al., 2015). The Xsens
suit used in this thesis consisted of a lycra short-sleeved t-shirt, fingerless gloves, footpads, self-
fastening straps worn around each limb and the waist, and a set of 17 sensors.

Figure 3.1 Xsens model depicting the sensor placements and the DeLeva segments for analysis
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Note. Areas within the red dotted lines of Figure 3.1 are the combined segments (de Leva, 1996)
comprised of adjoining joints. The orange rectangles reflect the sensor placement.
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Each of the 17 sensors were attached to the participants using either the hook and loop
patches on the t-shirt, the self-fastening straps worn around the limbs, the fingerless gloves or the
headband. The Xsens system wirelessly records the relative 3D position of 23 joints using the 17
sensors at a frame rate of 120Hz. The sensors can measure the movements of the 23 joints
because they are equipped with 3D accelerometers, gyroscopes, magnetometers and barometers
which can track: the changes in the position of the body area to which they are attached; when
the feet make contact with the ground; the centre of mass position etc. The Xsens MVN™
inertial motion capture system is unable to ascertain absolute positioning. Instead, the sensors
measure positioning relative to a global reference frame (the right-handed cartesian coordinate
system), wherein the x-axis points to the north, the y-axis points to the west, and the z-axis points
upwards (Wu & Cavanagh, 1995).

3.1.1 Recording behaviour using the Xsens system

Each participant wore the Xsens suit with the sensors placed on their: head (attached to
the headband); shoulders (attached to the back of the lycra top); sternum (attached to the front of
the lycra top); upper arms and forearms (attached to the self-fastening straps); hands (attached to
the gloves); pelvis (attached to the self-fastening waistband); upper legs and lower legs (attached
to the self-fastening straps); and feet (attached to the footpads).

MVN Animate/Analyze™ software was used in tandem with the Xsens suit and was
connected wirelessly. Before recording the non-verbal behaviour, each participant took part in a
calibration process to align the position of the sensors to their body and to align the body
segments to the global reference frame, so that the measurements were accurate. All participants
started the calibration process at the same location within the laboratory, which was denoted as

the origin, (0,0,0) in the x,y,z plane. The calibration process involved first assuming a ‘T-pose’,
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where participants were stationary with their arms horizontally outstretched, followed by
walking forwards a short distance, turning 180°, and then walking back to the origin location.
Following this calibration process, the non-verbal behaviour could be recorded.
3.1.2 Processing the non-verbal data

The non-verbal behaviour that Xsens measures was exported in the mvnx format, which
can be imported into software such as Excel and MATLAB for data processing. Each data file
consists of the (x,y,z) coordinates for each of the 23 joints measured, as well as other measures,
such as the centre of mass position and timestamps. The exported dataset has n number of rows,
dependent on the duration of the recording, and each row represents one frame of the recording.
3.1.3 Analysing the non-verbal data

The automated measurement and analysis of body motion method (AMAB) was used for
part of the data processing (Poppe et al., 2014). AMAB is a method of standardising the
processing of motion capture data, using MATLAB. The AMAB steps that were used for the
non-verbal data in this thesis include the application of a median filter, normalisation in space
and normalisation for different participants. These steps will be briefly discussed in the following
sections.

3.1.3.1 Median filter

As with most technology, the data recorded by the Xsens motion capture suits can be
subject to distortions. Magnetic interference and tracking failures can be a source of data
distortions with this equipment (Xsens, 2015) and were the cause of some of the data loss
reported in Chapter Four (section 4.2.1). However, the occurrence of distortions can be
somewhat easier to control in laboratories compared to other settings with certain precautions,

such as removing magnetic items in the testing vicinity. The MVN software can smooth
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distortions in the data by downsampling, which reduces the number of frames within the
recording. Using a moving median filter is a technique that can also smooth out distortions.
Moving median filters work by systematically working through each data point gained from the
Xsens suit and replacing each data point within a window (number of frames) with the median of
the data points around it. The AMAB protocol (Poppe et al., 2014) works by focusing on the data
points within a moving window, between 0.25 to 0.5 seconds, and replacing the values within the
window with the median of the values of the neighbouring data points. Using a median filter of
this size, as per the suggestion of the authors of the protocol, was deemed appropriate for the
analysis of non-verbal behaviour in this thesis because it allows for a happy medium between
removing inconsistencies in the data without losing crucial information. Median filtering also
reduces the chances of the data smoothing process being skewed by extreme values as can be the
case with mean filtering, which can lead to drastic approximations and a loss of important
information (Fisher et al., 2003).
3.1.3.2 Normalisation

Normalisation is a necessary step to allow for the comparison of non-verbal behaviour
between participants. It accounts for variations between participants in their global positioning
within the testing space and due to differences in their body size. Two types of normalisation
were used: normalisation in space and normalisation for different participants.
3.1.3.2.1 Normalisation in space

The global position of a participant within the laboratory testing space affects the local
position of their joints and limbs. To compare movements between participants who may be in
slightly different positions in the testing space due to differences in step length etc the joint

positions of the participants must be normalised, relative to their own bodies. AMAB sets the
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pelvis as the ‘root’ joint, assigning it the location (0,0,0). All other joint and segment positions
were calculated relative to the location of the pelvis. For example, the location of the shoulder
was calculated by subtracting its global position from the root joint, as opposed to just using the
global position of the shoulder.
3.1.3.2.2 Normalisation for different participants

People have bodies of all shapes and sizes. Different limb lengths ultimately lead to
differences in non-verbal measures due to their body composition and not necessarily as a result
of the experimental manipulation. To make comparisons between participants, the AMAB
protocol can scale the limbs, resulting in joint and segment positions that can be compared
between participants.

3.1.3.3 Analysis of non-verbal measures

Chapter Four assesses the following aspects of non-verbal behaviour: segment
displacement, centre of mass displacement, speed, cadence and step length. The reason for the
inclusion of these non-verbal measures will be expounded on in Chapter Four. In addition to
AMAB, custom scripts were used to analyse these measures, using MATLAB. The following
provides a brief explanation of the definition of each measure and how they were calculated.
3.1.3.3.1 Segment displacement

Segment displacement refers to changes in the joint position, relative to the pelvis. This
was calculated for each joint j using the Pythagorean theorem. For example, each participants’
dataset consisted of a matrix with f " x 69%°™s (23 sets of x,y,z coordinates for the joints).
Changes in joint position throughout the experiment, between consecutive frames f (rows), were

calculated starting with the first frame and ending at the last I, resulting in f x 23 matrices. This

44



was summed and normalised for time, forming an overall amount of movement for each joint.

The following equation was used to calculate 3D joint displacement:

|
8jf = Z}:l M|I (X = X_jra1) "+ (Vip — ¥ipz1) ™ + (255 — Zjp41)” 1)

3.1.3.3.2 Centre of mass displacement

Xsens outputs the positional data of the centre of mass for each frame. Centre of mass
displacement was measured throughout the experiment. The change in the centre of mass was
calculated as seen in (1), relative to the position of the pelvis which was set to (0,0,0) and the
centre of mass positional data that was output by the Xsens system.
3.1.3.3.3 Cadence

Xsens records when the feet make contact with the ground. In the Chapter Four analysis,
a step was counted as when either the left foot was flat on the ground whilst the right foot was in
the air, or the right foot was flat on the ground whilst the left foot was in the air. The total

number of steps per minute was noted as the cadence.

Number of steps (2)

Cadence = ————
Time (minutes )

3.1.3.3.4 Speed
Speed varies slightly from velocity because it does not infer direction. Speed was
calculated as the change (distance) in the relative position of the pelvis’ compared to the origin,

using (1), relative to the amount of time that elapsed.

Distance (metres)
3)

Speed =

Time (seconds)
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3.1.3.3.5 Step length
The distance (length) between the heel position of two consecutive steps reflects the step
length. This was calculated using the positional data of each heel strike and averaging the step

length for each participant throughout the experiment.

Step length = 2istance (metres) )

Number of steps

3.2 Virtual reality

Virtual reality can allow greater flexibility in the testing paradigms that can be used. It is
an easy way to mimic environments such as security checkpoints which may be difficult to gain
access to for field studies, and one can maintain experimental control by simulating
environments where extraneous variables may be difficult to control (Brookes et al., 2019).

As discussed in Chapter Two, virtual reality may be used in behavioural research as a
method of providing contextual priming/relevance to traditional laboratory studies (de Groot et
al., 2020; Parsons, 2015), and may be especially helpful when field experiments are not possible.
A common query regarding the use of virtual reality within the behavioural sciences is whether
behaviour in virtual environments reflects real-world actions. Nilsson et al., (2018) state that
“VR[virtual reality] supports a sensorimotor loop similar to that of the real world and thereby
enables users to perceive and act as they would in reality”. This statement suggests that functions
outside of our conscious control (the sensorimotor loop) determine a level of equivalence
between behaviours in and out of virtual reality. The extent to which non-verbal behaviour in
virtual reality is reflective of real-life is dependent on two main factors (Nilsson et al., 2018): the
ability to move unrestricted and appropriate multi-sensory input. There are three main methods
of allowing people to walk whilst in virtual reality. First, by using repositioning systems such as

omnidirectional treadmills, second by using proxy gestures such as walking in place and third,
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featured in this thesis, redirected walking (Razzaque et al., 2002; Suma et al., 2015). Redirected
walking is a technique used in virtual reality which allows you to physically walk in a virtual
environment whilst being unaware of how your movement corresponds to the real world. As a
result of this technique, people can travel distances in virtual reality far greater than the small
confines of a standard laboratory by walking over the same routes in the real world, which
correspond to new areas in the virtual world. Redirected walking has benefits over the other
methods of walking in virtual reality because it allows the walker to receive an amount of
vestibular information that reflects walking in the real world. For example, walking on a
treadmill or in place has been found to reduce the amount of “vestibular self-motion
information” compared to redirected walking (Nilsson et al., 2016, 2018). This may be due in
part to the lack of corresponding optic flow as well as the different amount of multisensory
responses (kinaesthetic, proprioceptive etc) when not taking actual steps due to walking in place,
and the additional challenges to postural balance when using omnidirectional treadmills (Chan et
al., 2019; LaViola Jr. et al., 2017).

Since this thesis aims to study deception detection relevant to security checkpoints,
virtual reality was used to garner responses associated with that environment within the confines
of a standard laboratory. There have been contrasting results regarding the similarity in the
biomechanics of non-verbal behaviour in virtual environments compared to the real world. Janeh
et al. (2017) assessed people walking barefoot in a straight line and found that there were some
differences in non-verbal behaviour in virtual reality compared to the real world. However, some
of the factors which may have caused these discrepancies including the narrow field of vision
(60°) of the head-mounted display (HMD) used and the visuo-proprioceptive information

available as a result are easily remedied. Advances in virtual reality HMDs since then, including
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the larger field of vision, may reduce the occurrence of differences in behaviour. In contrast,
Canessa et al., (2019) found that there were no significant differences when people walked in the
real world and a virtual environment. Whilst studies have compared gait alone, no studies seem
to have compared non-verbal deceptive behaviour in virtual and real environments. However,
Bhagavathula et al., (2018) provide a more general insight into the comparability of behaviour in
virtual environments and the real world in terms of pedestrian behaviour. Specifically, they
tested whether peoples’ intentions to cross a road, perception of risk and judgement of car speed
differed in a virtual environment compared to a real road. Bhagavathula et al., (2018) found that
none of the factors differed between the two environments, except for the perception of the speed
of oncoming vehicles.

Although there may be small differences in non-verbal behaviour between virtual reality
and the real world, the overall behavioural patterns are similar enough that virtual reality may be
a useful tool in tangent with measuring non-verbal behaviour (Fink et al., 2007; Olivier et al.,
2018). Specifically, whilst the numerical observations of non-verbal behaviour analysis in virtual
reality may need to be approached with caution when generalising beyond the virtual
environment, the overall “qualitative behavioral patterns are sufficiently similar to permit tests of
theoretical questions in virtual environments” (Fink et al., 2007, p.15). In reference to this thesis,
it is advised that the overall presence or lack of a difference between experimental groups take
precedence over the quantitative differences in group means, which should be approached with
caution when relating the findings to the real world. Concurring with Fink et al., (2007),
Soczawa-Stronczyk and Bocian (2020) propose that quantitatively, the differences in virtual and
real-world non-verbal behaviour are quite small and may be negligible if using HMDs with a

wide field of vision which allow for greater immersion. Furthermore, virtual reality can be a
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useful tool for assessing biomechanical variation if the isometric mapping of head movements
and the first-person virtual camera are incorporated (Nilsson et al., 2018), as was the case in this
thesis.
3.2.1 Virtual reality methodology in this thesis

Unity 3D™ was used to create the virtual environments in this thesis. Two types of HMD
were used: the HP mixed-reality HMD (Chapter Four); and the Oculus Rift CVV1 (Chapters Five
and Six). The HP HMD has the distinction of an integrated, internal tracking system. The
internal tracking in the HP HMD works due to the accelerometer, gyro sensor, magnetometer and
proximity sensor within, which detect the position of the HMD within the virtual and real-world,
allowing movements in the real world to align with movements whilst in virtual reality. To make
use of the HP HMD’s internal tracking, prior to running the virtual program in Chapter Four, a
3x4 metre area within the laboratory was manually tracked with the HMD. The tracking process
ensured that the participants’ movements within the 3x4 metre space were synchronised with
their movements and perception of the virtual environment, as long as they remained within the
tracked area. As such, the virtual environment used in Chapter Four was designed to fit within
the 3x4 metre space. The Oculus Rift uses external sensors for positional tracking which must be
attached to the computer running the virtual program. Compared to the Oculus Rift, the HP
HMD allows participants to explore a larger space, beyond the small confines of the area
immediately around the computer running the virtual program. Due to this greater freedom of
movement, the HP HMD was used in Chapter Four where the participants were required to walk
around whilst in the virtual environment because this was not possible with the Oculus Rift.
Chapters Five and Six did not require the participants to walk whilst in virtual reality, so the

fixed external tracking sensors required by the Oculus Rift was not an issue for these
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experiments. The Oculus Rift’s built-in headphones provide 3D localised audio input which can
be beneficial for immersion in the virtual environment (Pollard et al., 2020; Slater et al., 1994).
Thus, in Chapters Five and Six the Oculus Rift HMD was used instead.

Much emphasis has been placed on the need for virtual environments to be as immersive
as possible to gain results that are reflective of the real world (Slater et al., 1994). Some of the
factors which may influence levels of immersion include the visual, auditory and tactile stimuli
within the virtual environment. There are limitations in the realism of the visual components of
virtual environments. Factors such as the ‘uncanny valley’ phenomenon (Stein & Ohler, 2017),
where avatars that are too realistic can evoke an unsettling feeling, and contrastingly, poor
graphics, could also potentially lessen immersion. However, these factors can be difficult to
avoid in some situations since the visual stimuli that behavioural researchers use is typically only
as good as what is available from technology developers.

Auditory stimuli are also an important aspect of immersion which adds to the ambience
of the environment and can contribute to the sense of realism (Slater et al., 1994). Auditory
stimuli in the form of background chatter from other avatars and airport audio, gained from
recordings of actual airports, were incorporated into the virtual environments in this thesis.
Likewise, tactile stimuli can have the same effect. Tactile stimuli were incorporated into the
testing environment in Chapter Four, such as when the bag scanner in the virtual environment
coincided with a surface in the laboratory, allowing participants to place their bag on something
real. This was mentioned by some respondents, in the post-experiment questionnaire in Chapter
Four, as having contributed to immersing them in the virtual environment. Figure 3.2 shows a
virtual environment similar to that used in the study in Chapter Four, where participants assumed

the role of a passenger, whilst Figure 3.3 shows a similar representation of the virtual
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environment as viewed in Chapters Five to Seven, where participants assumed the role of
security personnel and viewed a range of approaching avatars. The C# programming language
and Microsoft Visual Studio were used for all the coding relating to the virtual environments in

this thesis.

Figure 3.2 Virtual environment from the point of view of a participant in the role of a passenger
as in Chapter Four.

Figure 3.3 Sample of a virtual environment from the point of view of a participant in the role of
security personnel, as in Chapters Five to Seven.

Note. The avatars in Figure 3.3 are in a t-pose (due to limited access to other images). These postures are
not reflective of their movements when viewed by the participants in Chapters Five to Seven.
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3.2.1.1 Avatars

The humanoid figures that are used in virtual reality are referred to as avatars in this
thesis. A range of avatars were used (see Appendix A for examples), varying in gender, age, race
and height, to be reflective of wider society and the different types of people who frequent travel
hubs and security checkpoints. These avatars were created using MakeHuman™ software and
were then exported to Unity 3D. Though the bodies of each of the avatars were fully rigged,
meaning that their full-body skeletons could be animated, the mouths were not animated due to
technological limitations. The abilities required to animate facial movements and synchrony
between mouth movements and auditory stimuli were beyond the capabilities available with our
existing software and expertise. This is a factor that may have impacted immersion in Chapter
Four since participants were being questioned by an avatar.

3.2.1.2 Avatar movement

The non-verbal behaviour recorded from the Xsens suits in Chapter Four was used to
animate the avatars in Chapters Five to Seven. Avatar animation in this instance refers to using
the physical movements gained from the precise joint movements of the participants from
Chapter Four who were walking whilst wearing an HMD within a virtual environment. These
joint movements were then remapped onto the joints of the avatars used in Chapters Five to
Seven so that they moved like the participants in Chapter Four. The non-verbal behaviour
recordings were exported from the MVVN Animate/Analyze software in the fbx format to Unity
3D, where the rigged avatars were animated. Remapping non-verbal data from Xsens suits to
virtual characters in this way has been used within academia (Bideau et al., 2010; Chan et al.,
2011) and also within the animated film industry, for example, to create Alice in Wonderland

(DeMott, 2010).
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Three sets of projects were created in each of the chapters that assessed accuracy
(Chapters Five, Six and Seven). The projects were identical except for the non-verbal behaviour
that was used to animate the avatars. This allowed for a comparison of the dependent variable
(accuracy) with the project number as the independent variable to ensure that any differences in
accuracy were due to the experimental manipulation and not due to particularly distinct non-
verbal behaviour within the testing stimuli. The projects were not significantly different from
each other, allowing the three/four datasets in each chapter to be merged, forming the datasets
described in Chapters Five to Seven.

3.3 Point-light displays

Point-light displays feature in Chapter Six. These displays represent non-verbal
behaviour, with sixteen joints/segments displayed as lights against a black background. The areas
displayed as lights include the head, shoulders, sternum, mid-spine, elbows, wrists, pelvis, hip
joints, knees and ankles (see Figure 3.4 for an illustration of how the Xsens non-verbal behaviour
translates to a point-light display).

Figure 3.4 Comparison of the Xsens representation of non-verbal behaviour and a point-light
display.
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When in motion, point-light displays reflect human movement very well, allowing for
recognition of factors such as emotion, (Brownlow et al., 1997; Dittrich et al., 1996), gender
(Kozlowski & Cutting, 1977; Runeson & Frykholm, 1983), deceptive sports moves (Wright et al.,
2013), the direction of movement (Kuhlmeier et al., 2010) and hostile intent (Cohen et al., 2008),
amongst others. The point-light displays were shown in 2D following the precedent of the
abovementioned point-light display studies which have revolved around the 2D format.
Furthermore, showing the point-light displays in 3D format was not deemed to be much more
beneficial in aiding deception detection.

The point-light displays were created using the Xsens recordings gained from Chapter
Four and PLAViIMOoP software (Decatoire et al., 2019). PLAViMoP is open-source software,
which interacts with MATLAB and Mokka. This software allows for a standardised method of
creating point-light displays. The files containing the non-verbal behaviour data were exported
from MVN Animate/Analyze in the c¢3d format to the PLAViMoP platform. The resultant point-
light displays were displayed to participants using the 2D version of Unity, with C# coding used
to randomise the video presentation and record participant responses.

3.4 Eye-tracking

The external Tobii x60 eye tracker was used in Chapter Seven. This eye-tracker has a
60Hz sampling rate and was used alongside Tobii Studio software version 3.4.5. This is an
unobtrusive eye-tracker, which is placed underneath the computer monitor (see Figure 3.5).
Tobii eye-tracking works by using near-infrared light to detect the position of the pupils on the
computer screen (TobiiPro, 2015). Eye-trackers such as this are beneficial as they allow people
to move their head and eyes in a more natural way (Serchi et al., 2016), compared to more

restrained eye-trackers which require a chin-rest. The x60 tracker can detect saccadic eye
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movements and fixations. Saccadic movements occur when processing visual information, prior
to or in between fixations on an object (Bradley, 2014).

To create the eye-tracking stimuli, video recordings were created of the individual avatars
walking in a virtual security environment, like those used in the 3D format in Chapters Five and
Six. The non-verbal behaviour of the avatars, (honest and deceptive) was gained from the
participants in the study in Chapter Four (see section 3.1). Using Camtasia 7 software, the videos
were recorded in the AVI format, as required for importation into Tobii Studio. In Tobii Studio
the videos were randomised when presented to each participant.

Figure 3.5 Diagram of the eye-tracker setup used in Chapter Seven.
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Part I1: Chapter Four — Investigating Deception Cues
4.1 Introduction

The field of deception detection is based on the premise that there may be measurable
changes in behaviour that can distinguish between honest and deceptive people (Burgoon et al.,
2005). Currently, there is a lack of consensus regarding the theoretical grounding of deceptive
behaviour, though different approaches of the multi-factor model (Zuckerman et al., 1981) are
often cited. Whilst the effects of cognitive load are often taken into account when designing
deception studies (Greene et al., 1985; Vrij et al., 2010), it is difficult to replicate the potential
“physical and psychological arousal” within laboratories (Stotz et al., 2020, p. 1478) that may be
invoked at real security checkpoints. Context could have an impact on the way that deception
affects behaviour, therefore researchers should take caution in generalising the results from one
setting to another. Few studies have focused on security environments which makes it difficult
to determine whether the assumed behavioural differences in deceptive and honest people are
relevant to security contexts.

One aspect of the self-presentational theory proposes that honest and deceptive people’s
behaviour may be equally affected in such contexts. In tangent with the report that some honest
Muslim people consciously try to modify their behaviour to ensure that they are perceived well
at airports (Blackwood et al., 2015), there may be few differences in non-verbal behaviour,
regardless of deceit. If aiming to address an issue that exists within an airport, the context of
laboratory experiments needs to try to reflect that as closely as possible, as opposed to arbitrary
deception measures which may lack contextual relevance. However, the lack of reliability in the
deception cue literature and the Blackwood et al. (2015) findings may hint at the improbability of

any individual theory being sufficiently explanatory for all contexts, people and types of
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deception. The potentially idiosyncratic nature of deception (both between individuals and
contexts) may have a detrimental effect on the generalization of lie detection research to the real-
world environments in which we hope to identify deception.

Some laboratory research on deception has supported the view that verbal markers of
deception are more reliable than non-verbal (Vrij & Fisher, 2020). However, these findings may
be impacted by the laboratory-based methodologies/contexts frequently employed when
assessing deceptive behaviour. It is becoming apparent that the testing environment needs to take
a bigger role in deception research, and specifically when focusing on non-verbal deception,
researchers should try to incorporate settings in which non-verbal behaviour may be relied on,
such as an airport (Vrij et al., 2019). Vrij and Fisher (2020) suggest that non-verbal measures of
deception may be more apparent when using methodologies that are not limited to seated
interviews (which is the methodology of choice in a lot of laboratory-based studies). Seated
interviews limit the possibility of movement in the deceiver. At security checkpoints, deceivers
may engage in a variety of activities and behaviours that are typically restricted when
participants are seated and stationary in traditional laboratory-based study designs. Hence, this
limitation in the current literature highlights the need to mimic the environments and tasks to
which we aim to apply our findings as closely as possible when researching deception. Also,
consider that real-world attempts to detect deception/ hostile intent (e.g., a security guard
observing someone out of speaking range), may not provide the opportunity for the use of verbal
measures, while non-verbal behaviours may be readily observable. Therefore, it is of benefit to
investigate whether non-verbal behaviour is distinct when people have criminal intent and

consequently whether assessments based on non-verbal behaviour alone are valid.

57



In recent years, there has been a slight shift towards more studies relevant to airport
environments which increase the contextual relevance and applicability of findings to security
settings, such as by incorporating replicas of security checkpoints within laboratory settings
(Matsumoto et al., 2015) and conducting field studies (Ormerod & Dando, 2014). This study
contributes to this movement by using virtual reality to try to closely mimic a security
checkpoint environment to potentially induce behaviours relevant to that environment. Using
virtual reality allows for more control of the variables than in a field study and can reduce the
salience of the laboratory by immersing participants in an experience reflective of a security
checkpoint.

Non-verbal behaviour

There are three main aspects of human motor behaviour which can be analysed;
kinematic, kinetic and temporal changes (Drillis et al., 1964). Kinematic behaviour can refer to
linear displacement measures such as velocity and other positional measures. Kinetics considers
the impact of mass/force on the body and includes measures such as centre of mass displacement,
whilst temporal measures of body movement refer to changes in body movement relative to time,
such as cadence. This chapter focuses on body analysis measures (segment displacement, centre
of mass displacement, cadence, speed and step-length) which account for each of these three
aspects of human motor behaviour.

One reason why deception may influence non-verbal aspects of behaviour is that people
tend to focus more on controlling their facial expressions when deceptive, and as a result, they
can be more prone to exhibiting non-verbal cues in other areas of the body while they focus on
displaying appropriate facial expressions (Ekman & Friesen, 1969). This reasoning is similar to

the behaviour control approach. Aspects of the multi-factor model are often used to explain
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changes in non-verbal behaviour when people are deceptive, as discussed in Chapter Two.
Mullin et al. (2014) found that when people were engaged in deception, they exhibited increases
in their postural rigidity which was measured using a force plate. This finding may suggest that
deception reduces people’s ability to control their non-verbal behaviour, potentially due to the
increased cognitive load caused by attempts to maintain a deceptive narrative (Zuckerman et al.,
1981). As cognitive load increases, it becomes more difficult to control posture as cognitive
resources may be limited due to focusing on maintaining a verbally consistent deceptive
narrative (Granhag et al., 2015). Attempts to appear honest may manifest as an overcorrection of
behaviour, which is displayed by increased postural rigidity (Mullin et al., 2014). The heightened
arousal, caused by deception, may limit people’s ability to control their behaviour. This finding
spurs the question of whether differences in non-verbal behaviour also manifest throughout
walking tasks, in addition to stationary tasks. The non-verbal behaviour in the Mullin et al.
(2014) study was assessed solely when standing on a force-plate which may limit the extent to
which these non-verbal behaviours would be affected in set-ups where participants took part in a
more dynamic task.

In contrast, Matsumoto et al. (2015) is an example of a study that uses a deception task
and context similar to the context of interest in this thesis. They assessed deception-related non-
verbal changes in a walking task using motion capture technology and built a physical security
checkpoint in their laboratory. They found that deceptive individuals displayed differences in
non-verbal behaviour, both when on a reconnaissance mission and when carrying a prohibited
weapon, compared to a baseline honest walk. For example, velocity and cadence increased at
greater rates in the reconnaissance condition compared to the baseline, whereas step length

decreased, which may suggest that that deception may limit people’s ability to control and
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maintain regular non-verbal behaviour. These behavioural changes could be interpreted as
reflecting a lack of behavioural control wherein normal non-verbal behaviour could not be
maintained due to acting deceptively. One reason for the loss of behavioural control is that
people are preoccupied with the knowledge that they are in possession of a prohibited weapon/
that they are surveilling the area to ensure the success of their future criminal acts. This
preoccupation and the need to conceal their true intention may override their ability to maintain
within the normal parameters of non-verbal behaviour. Or akin to the emotional arousal approach
of the multi-model theory, deception may have caused an increase in nerves, expressed through
their increased cadence and velocity, which could be reflective of trying the complete the
deceptive act as soon as possible. Matsumoto et al.’s (2015) research was disseminated as a
military report, and unfortunately, their theoretical rationales and conclusions were not expanded
on. However, their suggestion that these non-verbal changes may be due to the “psychosomatic
influence of deception” (Matsumoto et al., 2015, p.50) aligns particularly with the emotional
arousal aspect of the multi-factor theory.

One point of interest that Matsumoto et al.’s (2015) study does not address, is whether
different types of deception can be distinguished by non-verbal differences, which a comparison
of the weapon and reconnaissance condition could have answered. This is an important area of
interest because it would be reasonable to assume that different types of deceit may warrant
varying forms of changes in non-verbal behaviour. For example, the salience of physically being
in possession of a gun may cause more emotional arousal than being on a reconnaissance
mission due to the relative ease of proven wrongdoing if approached when in possession of a gun.
Regardless, non-verbal measures may be promising and of value due to instances in the real

world where it is the only form of behaviour that can be assessed especially since Matsumoto’s
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findings would suggest that there are effects on the bodily motion of deceivers which can aid us
in distinguishing between truth-tellers and liars. Although their use of a physical checkpoint in
the laboratory was commendable, it is also possible that this environment still did not sufficiently
replicate the contextual pressure associated with being deceptive at a real security checkpoint.
The authors note that the “geographic site” (Matsumoto et al., 2015, p.5), amongst other factors,
makes broad generalisations difficult. It would be reasonable to assume that the participants were
still very aware that they were in a laboratory, responding to questions posed by a research
assistant dressed as a security officer. Factors such as the lack of other passengers and relevant
audio stimuli etc may have been detrimental to the extent that behavioural responses were
reflective of those at a real security checkpoint. To tackle this issue, this chapter uses virtual
reality to simulate a security checkpoint. Due to the versatility of virtual reality, using this
medium allows for the replication of the context-relevant factors which would be difficult to
include otherwise.

Eapen et al. (2010) conducted a motion capture study in which participants were
standing, but not walking around. They found that movement reduced when participants lied
about their results on a maths test and also when lying about witnessing an accident in the
laboratory. Specifically, differences in the overall movement were analysed exclusively in
relation to their active verbal deception, but the findings do not reveal whether there were
differences in overall movement, simply due to having deceptive intent, regardless of verbal
veracity. When assessing people’s non-verbal behaviour from afar, as with the SPOT program,
security personnel’s assessments are reflective of the notion that deception can be identified even

when not engaged in an interrogative process. Consequently, though Eapen et al.’s study is
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insightful, due to the aims of this thesis an investigation of whether there is a continuous impact
on non-verbal behaviour is of interest.

The non-verbal measures in this chapter (segment and centre of mass displacement,
cadence, step length and speed) were investigated because although they have previously been
indicated as distinguishing between honesty and deception, the context of the previous studies
and the type of deception hinders the ability to determine whether the same effects would be
evident in an airport environment. The non-verbal research was exploratory because the context
of studies that used similar measures was too different to this study which used virtual reality and
a dynamic task.

Verbal behaviour- Response latency

This chapter will also include a conceptual replication of a response latency study that
also used a virtual airport environment (Mapala et al., 2017) and contrasted with other findings
of the effect of deception on response latency (Sporer & Schwandt, 2006; Suchotzki et al., 2013).
Sheridan and Flowers (2010) found that lying about whether a number was greater than another
elicited longer response latencies compared to honest responses, regardless of cognitive load.
Conflictingly, Mapala et al. (2017) found that response latencies were shorter when lying about
possessing prohibited items in a virtual security environment compared to telling the truth.
Regardless of cognitive load, the difference in these results may point toward the importance of
the environment and task context in discerning whether lying causes people to have delayed
responses, or that people rush to respond, in an attempt to conceal their deceit. The difference in
the type of lie, whether one number is greater than another compared to possessing a prohibited
item may explain the discrepancy in these findings. The virtual security environment coupled

with the subject of the lie may have added pressure and heightened arousal, more so than other
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methods, resulting in the opposing latency finding. This thesis will assess whether the shorter
response latency findings (Mapala et al., 2017) can be replicated. The conceptual replication in
this chapter differed from the original study because participants were not seated and there were
three deception groups, as opposed to one. As a result of the conflicting findings, the response
latency research in this chapter was largely exploratory as the direction of the results was
unpredictable.

Response latency was chosen as a dependent variable because it has the potential to be a
quick and effective tool for distinguishing between truth and deceit. Other verbal measures of
detecting deception, which have better than chance levels of accuracy of correctly identifying
deception may be impractical to implement. For example, the controlled cognitive engagement
method (CCE; Dando & Ormerod, 2020) relies on open-ended and spontaneous interview
procedures, as well as establishing rapport and a baseline with each individual. In airport
environments, there is an increasing emphasis on reducing the security screening process for
passengers, albeit without compromising safety (Sakano et al., 2016). The relatively low
accuracy, 66%, does not justify the amount of time that the CCE warrants, and it still has the
potential to fall victim to prejudice-informed assessments since ultimately security personnel are
the determiners of people’s honesty, whereas response latency could put the onus on people
responding within pre-determined parameters. Closed questions were used in this chapter as
opposed to open-ended questions because those within the security industry regularly stress that
there is a need to reduce the amount of time that it takes for people to be assessed for security,
rather than employing more time consuming open interview methods (Gillen & Morrison, 2015;
Harris, 2002). Within aviation security, reducing the amount of time that it takes to process

through security may also reduce the likelihood that large amounts of people congregate on the
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airport landside which can become a security target in itself (Martin, 2018; Modi¢ et al., 2018),
as was the case in the Brussels and Istanbul attacks in 2016.

This chapter aims to assess whether there are precise and valid measures of deception in a
contextually relevant environment. This research has the long-term aim of reducing the
likelihood that invalid cues are incorporated into global security detection protocols which are
currently used at some security checkpoints, e.g. SPOT, and within interrogations (ACLU, 2017;
Denault et al., 2020), by investigating deception in a relevant context. To assess the effect of
deception on both non-verbal behaviour and response latency, participants were split into four
groups consisting of one honest group and three deceptive groups. The three deceptive groups
assessed whether different forms of deception i.e., lying about the possession of prohibited items
(weapon or suspicious package) or lying about future intent, would have distinct effects on non-
verbal behaviour and response latency. Similar to the weapon focus effect (Loftus et al., 1987)
whereby eyewitness testimony may be impacted by the salience of a weapon during the recalled
event, lying about having a weapon may result in different changes in behaviour than lying about
plans to commit a crime in the near future.

4.2 Method
4.2.1 Participants

An a priori power analysis was conducted using G*Power software (Erdfelder et al.,
2009) to determine the sample size that would allow the study to have sufficient power. The
significance level was set at the standard o = .05, the power level was set to 1- = .80, and a
conservative effect size was set to .25. Accounting for potential data loss due to the use of both
virtual reality and motion capture and participant withdrawal, a total sample size of 104 was

determined to be sufficient. In total, data was collected from one-hundred and thirty participants
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(to try to achieve N=104, in light of unusable participant data). Twenty-six percent of the non-
verbal data could not be used in the analysis. These exclusions were due to warped data, possibly
due to magnetic interference and sensor issues. These rates are not out of the ordinary for this
type of research, for example, Eapen et al., (2010) report a 27% data loss rate with their motion
capture equipment. Thirty-five percent of the response latency data were excluded from the
analysis. These exclusions were due to issues such as unintelligible participant audio, errors with
the interviewer audio which may have impacted participant responses, and participants’
responses which indicated that they had misunderstood the task.

As a result of the data exclusions, some participants’ non-verbal data was usable but not
their response latency data and vice-versa. Rather than removing all participants from the sample
without both non-verbal and response latency data intact, the non-verbal and response latency
data will be reported separately within this chapter. For example, participants whose non-verbal
data was not usable due to severe distortions were still included in the response latency sample,
because they were unaware of the technology failure, therefore their verbal responses were
unaffected. However, participants whose verbal responses indicated that they did not understand
the task were excluded from the sample entirely because their movements could not be
determined to be representative of their assigned condition.

4.2.1.1 Non-verbal behaviour

Ninety-three participants (69% women, 31% male, Mage = 20.85 years, SDage = 2.82

years) were included in the non-verbal behaviour analysis. Within this sample, 58% were British

and 42% non-British.
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4.2.1.2 Response latency

Eighty-four participants (66% women, 34% men, Mage = 20.68 years, SDage = 2.79 years)
were included within the response latency analysis. Within this sample, 62% were British and
37% were ‘non-British’.
4.2.2 Sampling

Participants were recruited by responding to posters placed around the Lancaster
University campus, or via the university’s online recruitment system for psychological studies.
All participants were required to be at least eighteen years old, have normal or corrected to
normal vision and have no previous adverse reactions to virtual reality. Depending on eligibility,
they were either financially compensated or received course credit. Ethical approval was
obtained from the Ministry of Defence Research and Ethics Committee and the Lancaster
University Faculty of Science and Technology Ethics Committee.
4.2.3 Materials

Data collection took place in a 3x4 metre testing area within a laboratory. An HP mixed
reality head-mounted display (HMD) was used as the medium for immersion into the virtual
environment. The HP HMD was used as it allowed for positional tracking within the testing area
so that participants’ movements throughout the 3x4m space were in sync with their perception of
their movements in virtual reality. An HDMI extension cord allowed participants to walk around
the entirety of the testing area whilst wearing the HMD.

4.2.3.1 Conditions

There were four conditions: honest, future action, package and weapon. Those in the

honest condition were truthful for the duration of the experiment. Those in the future action

condition were deceptive about intending to meet with someone once they had passed through
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the security area to commit a prohibited act, whereas those in the package and weapon condition
were deceptive about one of the items in their possession. The conditions were randomly
assigned.
4.2.3.2 ltems
All participants were provided with an empty backpack and a range of items. The items
included pens, a phone, a notepad, a magazine and a small case. An additional condition-specific
item was provided. The honest and future action conditions were given a fiction book as their
additional item to ensure that all participants had the same number of items. Those in the weapon
condition were provided with a deactivated handgun, and those in the package condition were
given a sealed package filled with a powdery substance. Participants in each condition were
verbally made aware of which of their items were prohibited (if any).
4.2.3.3 Virtual reality
The virtual environment was created using Unity™, to emulate a high-security
environment. This environment included a metal detector, bag scanner, and auditory stimuli to
mimic the ambience of a security checkpoint as well as a range of virtual avatars such as
animated security guards, background characters and airport staff. The humanoid virtual
characters were created using MakeHuman™,
4.2.4 Measures
4.2.4.1 Non-verbal measures
For the duration of the experiment, participants’ movements were recorded using the
Xsens™ suit via the 17 sensors which were placed on the body to measure various aspects of
non-verbal behaviour (see Chapter Three). The non-verbal measures were segment displacement,

centre of mass displacement, speed, cadence and step length. Non-verbal behaviour was recorded
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for the duration of the task mainly due to it being impractical for participants to wear the suit
solely during the interview portion of the study because of time constraints and this would have
impacted their immersion in virtual reality. Furthermore, wearing the suits throughout allowed us
to assess whether there were condition related changes in non-verbal behaviour regardless of
active vocal deception, which was of interest due to the greater potential for integration with
automated methods of detecting deception.
4.2.4.2 Response latency interview

Participants were asked a series of 16 questions, adapted from Mullin et al (2014; see
Appendix C), in random order, regarding their intentions and the content of their bag. The
questions were asked by a female virtual avatar, who spoke in a southern English accent, using
text-to-speech software. All participants were asked the same set of questions which required a
verbal “yes” or “no” response. Two response types were garnered by the questions, either: an
honest response or a genuinely deceptive response about an item or intention. Participants’
responses were in accordance with their assigned conditions. Those in the deceptive conditions
were instructed to conceal that they had a prohibited item or that they were intending to commit
a prohibited act once through the security check. The following examples illustrate how
responses differed depending on the condition. “Do you have any prohibited items in your bag?”,
garnered an honest “no” response from those in both the honest and future action condition, as
neither had prohibited items. Yet, this same question garnered a deceptive “no” response from
those in the weapon and package condition, to conceal that they had prohibited items in their bag.
“Will you be meeting with anyone else?”” would have elicited an honest “no” response from
those in the honest, package and weapon condition, and a deceptive “no” from those in the future

action condition, as they were instructed to meet up with someone once past the security
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checkpoint. The question “Did you pack your bag yourself?” elicited an honest “yes” response
from all four conditions.

Using closed questions allows for potential future automation of this type of measure,
which could reduce the impact of bias which may be inherent with open questions delivered by
an interviewer, who ultimately has the power to decide whether someone may pose a threat.
4.2.4.2.1 Audio measurement

Participants’ verbal responses to the 16 questions were recorded whilst they were in
virtual reality, using OBS Studio™. The audio data was exported to Audacity™ to measure
response latency which allows for audio measurements of the latency between the end of each of
the interviewer’s questions and the beginning of participants’ responses, to the nearest
millisecond.

4.2.4.3 Post-experiment questionnaire

The Edinburgh handedness questionnaire (Oldfield, 1971) was initially included to see
whether handedness and condition affected how participants carried the bag. However, to avoid
interfering with the motion capture sensors, all participants held the bag in the same way, so it
was not included in the analysis. An immersion guestionnaire (Appendix B), adapted from Usoh
et al., (2000), quantified how immersed participants were in the virtual environment, with
potential immersion scores ranging from zero to 30. A standard demographics questionnaire was
also administered.

4.2.5 Design

This experiment used a mixed measures design, with condition (honest, future action,

package and weapon) as the between factor and response type (honest or deceptive) as the within

factor. Condition and response type were the independent (predictor) variables. The non-verbal
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measures (segment displacement, centre of mass displacement, speed, cadence and step length)
and response latency were the dependent variables. Note that the response type variable was not
included as an independent variable in the non-verbal analysis.
4.2.6 Procedure

Informed written consent was gained before the commencement of the study. Participants
wore the Xsens suit, which consisted of a lycra t-shirt and 17 sensors (see Chapter Three, Figure
3.1). Each participant took part in a motion capture calibration process which synchronised the
sensors to their body movement. Then, they were given instructions concerning the
experimental task, as appropriate for their assigned condition, with their main task being to
successfully proceed through a security checkpoint. Participants were told that they would be in
a virtual security checkpoint environment, where they needed to first walk up to a desk, then
convincingly respond to a series of questions without letting the interviewer know if they were in
possession of a prohibited item or that they were being deceptive about their plans. In the honest
condition, participants were simply instructed to respond to the interview questions truthfully.
Participants were informed that following the series of questions, they would be prompted by the
interviewer to walk to the security scanner to place their bag down on the conveyor belt. Then
they were to walk through an x-ray scanner and past a security guard to collect their bag, after
which they would be through the security checkpoint. Those in the future action condition were
informed that once past this point, they would be approached by another avatar with whom they
would commit a prohibited act. Participants in the future action condition could see the avatar
that they were to meet up with, but the study concluded before they interacted. The future action

condition merely required the participants to have the intention of meeting up with someone.
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Following the instructions, all participants were provided with a set of items, per their
condition, and provided with a bag into which they placed the items, see section 4.2.3.2. The
items, notably the deactivated handgun and the unidentifiable suspicious package were explained
to be regarded as prohibited items. Likewise, those in the future action condition were briefed
that they were to conceal that they were going to meet up with someone (who was visible in the
background) with whom they would commit a prohibited act once through security. All
participants were given a final verbal prompt to ensure that they had understood their task and
encourage any last-minute questions. Participants then picked up the packed bag, and the HMD
was placed on their head, immersing them into the virtual environment. All were provided with a
set of headphones to use with the HP-mixed reality HMD which does not have built-in
headphones.

Once the participants were in the virtual environment, they walked to a check-in desk
where they answered a series of 16 randomised interview questions. The questions were
randomised to ensure that any differences in response latency were not due to the order that the
questions were asked. Following the interview, they walked to a bag scanner on which they
placed their bag. Then they walked through the x-ray scanner, which concluded the study. The

Xsens suit was removed, they completed the post-study questionnaires and were debriefed.
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Figure 4.1 Five key stages of the experimental procedure whilst in virtual reality, during which
the non-verbal behaviour and response latency were measured
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4.2.7 Analysis

The analyses were conducted using R Studio (RStudio, 2020).

4.2.7.1 Non-verbal behaviour

The non-verbal data was first processed using the AMAB system (Poppe et al., 2014) and
then using custom scripts developed in MATLAB. . Condition (honest, future action, package
and weapon) was the independent variable. Two MANOVAs were used. In the first MANOVA,
there were 15 segment displacement dependent variables (see the DeLeva segments, Chapter
Three), while the second MANOVA had five dependent variables (overall movement per minute,
cadence, step length, speed and centre of mass displacement). Within both MANOVAS were
three stages of analysis which assessed: 1) the differences between the honest condition and the

three deceptive conditions. 2) the differences between the future action condition compared to
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the package and weapon conditions, and 3) the package condition was compared to the weapon
condition.
4.2.7.2 Response latency

The ImerTest package (Kuznetsova et al., 2017) was used to produce a linear mixed
model with p-values. Response latencies were not log-transformed, to allow for direct
interpretation of the results, which may have been hindered by log transformations (Lo and
Andrews, 2015). Condition (honest, future action, package and weapon) and response type
(honest or deceptive) were the predictor (independent) variables. Response latency was the
dependent variable.
4.3 Results
4.3.1 Non-verbal results

The first MANOVA analysed displacement between the 15 DelLeva segments. Table 4.1
shows that there were no significant differences in segment displacement between the honest and
deceptive conditions.

Table 4.1 Segment displacement MANOVA comparing the honest condition to the three
deceptive conditions

Segment F(3,91) Np® P

Head 0.71 .02 55
Lumbar 0.36 .01 .78
Thoracic 0.60 .02 61
Right upper arm 0.75 .02 53
Right forearm 0.75 .02 52
Right hand 0.71 .02 .55
Left upper arm 1.26 .04 29
Left forearm 1.01 .03 .39
Left hand 1.16 .04 .33
Right upper leg 0.65 .02 .59
Right lower leg 0.92 .03 44
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Right foot 1.27 .04 29

Left upper leg 0.74 .02 53
Left lower leg 0.68 .02 57
Left foot 0.85 .03 A7

Table 4.2 shows that were no significant differences in segment displacement in the
future action condition compared to the package and weapon conditions.

Table 4.2 Segment displacement MANOVA comparing the future action condition to the
package and weapon conditions

Segment F(2,67) Np® p

Head 1.26 .04 .29
Lumbar 0.50 .01 .61
Thoracic 1.03 .03 .36
Right upper arm 1.23 .04 .30
Right forearm 1.15 .03 .32
Right hand 1.07 .03 .35
Left upper arm 2.04 .06 14
Left forearm 1.88 .05 .16
Left hand 2.34 .07 10
Right upper leg 99 .03 .38
Right lower leg 1.53 .04 22
Right foot 2.04 .06 14
Left upper leg 1.51 .04 22
Left lower leg 1.20 .03 31
Left foot 1.30 .04 .28

Table 4.3 shows that there were some significant differences in segment displacement
between the package and weapon condition, notably in the left forearm and left hand. The other

segments were not significant.
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Table 4.3 Segment displacement MANOVA comparing the package and weapon condition

Segment F(1,46) Np? p

Head 1.85 .04 18
Lumbar 0.69 .01 41
Thoracic 1.54 .03 22
Right upper arm 2.23 .05 14
Right forearm 2.22 .05 14
Right hand 2.48 .05 12
Left upper arm 2.84 .06 10
Left forearm 4.27 .08 .04
Left hand 4.90 .10 .03
Right upper leg 0.35 .007 .56
Right lower leg 1.08 .02 .30
Right foot 1.37 .03 25
Left upper leg 0.71 .02 40
Left lower leg 1.08 .02 31
Left foot 0.53 .01 A7

Table 4.4 Means and standard deviations of the segment displacement between conditions

Segment Condition
Honest Future action Package Weapon

M SD M SD M SD M SD
Head 8.25 1.72 8.17 1.16 8.16 1.40 8.67 1.20
Lumbar 2.20 0.54 2.20 0.38 2.21 0.38 2.30 0.36
Thoracic 11.70 241 1170 171 1160 200 1230 1.75
Right upperarm  3.67 0.76 3.65 0.67 3.36 0.58 3.88 0.58
Right forearm 2.98 0.85 2.93 0.95 2.96 0.45 3.23 0.75
Right hand 3.84 1.33 3.80 1.52 3.74 0.55 4.21 1.36
Left upper arm 3.43 0.72 3.39 0.54 3.40 0.53 3.69 0.66
Left forearm 2.83 0.95 2.70 082 264* 035 299 0.74
Left hand 4.13 1.63 3.80 134 385 061 438 0.99
Right upper leg 0.91 0.28 0.87 0.25 0.93 0.25 0.97 0.24
Right lower leg 3.46 0.72 3.32 0.54 3.44 0.75 3.63 0.49
Right foot 9.90 2.13 9.19 1.85 9.65 183 1020 1.52
Left upper leg 0.96 0.47 0.85 0.23 0.91 0.22 0.97 0.28
Left lower leg 4.55 1.44 4.22 0.64 4.32 0.84 4.54 0.62
Left foot 17.1 3.16 16.1 2.29 16.8 3.48 174 | 216

Note. The asterisks indicate the conditions that were significantly different in the displacement of a segment.
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The second MANOVA revealed no significant differences between the honest and
deceptive conditions, in overall movement per minute F(3,89) = 1.38, p = .25, np? = .04
cadence F(3,89) = 1.00, p = .40, np? = .03, step length F(3,89) = 0.93, p = .43, np? = .03, speed
F(3,89) = 1.03, p = .38, np? = .03, or centre of mass displacement F(3,89) = 0.46, p = .71, np?
=.02.

There were no significant differences in the future action condition compared to the
package and weapon conditions in overall movement per minute F(2,65) = 2.45, p = .09, np?
= .07 cadence F(2,65) = 0.99, p = .38, np? =.03, step length F(2,65) = 1.25, p = .29, np? = .04,
speed F(2,65) = 1.47, p = .23, np?> = .04 or centre of mass displacement F(2,65) = 0.35, p = .70,
ne® =.01.

There were no significant differences between the package and weapon conditions.
Overall movement per minute F(1,46) = 2.20, p = .15, np? = .05 cadence F(1,46) = 1.48, p = .23,
ne® = .03, step length F(1,46) = 2.02, p = .16, np? = .04, speed F(1,46) = 2.12, p = .15, np? = .04,
or centre of mass displacement F(1,46) = 0.18, p = .68, np? = .004. Immersion scores for the non-
verbal subsection of participants was good, (M = 20.69, SD = 5.18), at a rate of 68%.

Table 4.5 Means and standard deviations of movement per minute, cadence, step length, speed
and centre of mass displacement

Measure Condition
Honest Future action Package Weapon

M SD M SD M SD M SD
Overall movement  80.00 16.00 769 13.00 783 1230 834 115
per minute
Cadence 7.21 2.81 7.11 2.62 7.11 2.62 6.21 252
Step length 0.50 0.28 0.52 0.20 0.48 0.23 0.60 0.34
Speed 0.02 0.01 0.02 0.01 0.02 0.01 0.02 0.01
Centre of mass 0.00 0.01 0.00 0.01 0.06 0.60 0.06 0.60

displacement
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4.3.2 Response latency results

Table 4.6 shows the linear mixed model with response latency as the dependent variable,
condition and response type as the predictor variables. The individual questions and participant
identification number were included random factors (see Table 4.7).

Table 4.6 Linear mixed model with condition (honest condition as the intercept) and response
type (honest response as the reference level) as predictor variables

Predicted variable Estimate 95% Cls t p
Lower Upper

(Intercept) 769.86 694.36 845.31 19.65 <.001
Future action 1160.43 59.36 261.47 3.08 <.01
Package 41.86 -58.77 142.55 0.81 42
Weapon 82.21 -14.86 179.24 1.64 10

Response type -37.84 -110.30 34.67 -1.02 .32
(deceptive)

Future actionx -34.08 -108.18 40.21 -0.90 37
Response type (deceptive)

Packagex Response type 21.97 -51.53 95.39 0.59 .56
(deceptive)

Weaponx Response type -25.41 -95.84 45.01 -0.71 48
(deceptive)

Table 4.7 Random effects for the linear mixed model in Table 4.6

Predicted variable Standard deviation
Participant 151.54
Question 49.37
Residual 212.58

Figure 4.2 shows the difference in response latency between the four different conditions.
Honest condition (M = 752.60, SD = 226.22), future action (M = 897.65, SD = 275.62), package
(M =795.31, SD = 256.99) and weapon (M = 816.89, SD = 284.75). There was no significant
difference in response latency based on response type; honest response (M = 827.33, SD =

264.27), deceptive response (M = 782.31, SD = 269.40) and there was no interaction between
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condition and response type (see Table 4.6 and Table 4.8). Immersion scores for the response
latency subsection of participants were good (M = 21.43, SD = 4.73), a rate of 71. 43%.

Table 4.8 Descriptive summary of the response latencies with the response type

Condition Honest response Deceptive response
M SD M SD
Honest 764.03 223.29 727.29 231.72
Future action 918.57 275.38 854.39 272.56
Package 800.67 251.70 783.22 269.58
Weapon 837.41 281.32 771.99 288.35

Figure 4.2 Violin plot of the response latencies for the honest, future action, package and weapon
condition
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4.4  Discussion
4.4.1 Non-verbal behaviour discussion

Research on more holistic assessments of non-verbal behaviour within the deception field
has suggested that there are tangible changes in people’s movements that indicate deception.
However, the context of these studies made it difficult to determine whether similar patterns of
behaviour would be seen in a virtual airport setting compared to a seated or standing (stationary)
laboratory interrogation setting. The lack of significant differences of this study would suggest
that non-verbal behaviour did not distinguish honesty from deception, though there were
differences in the left forearm and hand between two of the deceptive conditions, package and
weapon.

Assessing segment displacement as a measure of deception detection using motion
tracking suits is a relatively new area of research. Although non-verbal measures of deception
have been investigated in the past, those using motion capture suits have tended to focus on
variables other than segment displacement, such as spectral frequency (Matsumoto et al., 2015)
and angular changes (Randhavane et al., 2019). This chapter did not find significant differences
in non-verbal behaviour between the honest and deceptive conditions, which may cast doubt on
the utility of non-verbal behaviour measures and observational judgements of deception at
security checkpoints as used presently, in some places. Although there were differences between
two of the deceptive conditions, as will be discussed, the primary need at security checkpoints is
for tools that can distinguish between honest people from those who may have deceptive intent
and potentially pose a security risk. This lack of a significant finding in segment displacement

contrasts with (Van Der Zee et al., 2015) who found that people had more displacement (moved
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more) when they were lying and (Eapen et al., 2010) who found the opposite effect, that people
moved less.

Similarly, the lack of significant differences in overall movement per minute, cadence,
step length, speed or centre of mass displacement may suggest that non-verbal behaviour may
not be a suitable determiner of intent. These measures, in addition to segment displacement, were
selected to provide a well-rounded measure of non-verbal behaviour, given that they encompass
kinetic, kinematic and temporal aspects of gait. The null findings conflict with the literature
(Matsumoto et al., 2015; Mullin et al., 2014; Yu et al., 2015) and may be attributed to factors
such as the lying task itself and the context of the task. For example, the main difference with the
Matsumoto task is the use of virtual reality whereas the main difference with Mullin in addition
to the virtual airport is that their task did not require participants to walk. Regardless, these three
vastly different results show the volatility of the use of non-verbal behaviour to determine intent
given the potential for context and the subject of the lie to drastically result in different patterns,
or lack thereof, in non-verbal behaviour.

Future studies may wish to consider incorporating a block design that allows for analysis
of non-verbal measures per response type which may gain further insight into whether there are
any changes in non-verbal behaviour when actively deceptive using a walking task. The random
order of the questions in this study makes it difficult to determine this. Also, the technological
issues were a hindrance in the data collection process, so other methods of measuring full-body
non-verbal behaviour may need to be explored to make data collection more efficient.

4.4.2 Response latency discussion
The response latency results are somewhat in agreement with the majority of the

literature (Sporer & Schwandt, 2006; Suchotzki et al., 2013; Walczyk et al., 2003) as there was a
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significantly shorter response latency in the honest condition compared to the deceptive future
action condition, conflicting with previous research which used a similar methodology (Mapala
etal., 2017). It is difficult to ascertain why there were no significant differences in response
latency with the weapon and package condition. Perhaps, it was easier to lie about being in
possession of these items, whereas lying about future intent may have required more thought
about what information could be revealed.

There was no within-subject effect of response type, which conflicts with previous
findings which suggested that response type affects response latencies within conditions (Mullin
et al., 2014), with shorter response latencies to questions when actively lying compared to honest
responses (Mapala et al., 2017; Vrij, Fisher, et al., 2008). The lack of a response type effect,
conflicting with previous virtual reality research (Mapala et al., 2017), may imply that having
deceptive intent is taxing on overall cognitive processes to the extent that there is no
distinguishable difference on response latency when actively lying, compared to honest
responses. Having deceptive intent may induce a general state of apprehension which is present
even when telling the truth, requiring extra time to ensure that an honest response would not
reveal any compromising information. It is possible that the finding of shorter response latencies
when lying was unique to that study (Mapala et al., 2017). Vrij & Fisher (2020) propose that
cues to deception gained in a seated interview scenario, as was the case in the conflicting
research (Mapala et al., 2017), may differ from those gained when walking or in other situations,
which may explain these findings.

4.4.3 Limitations
An intentional decision was made to use a design whereby participants were assigned to

one condition only. This was chosen with the potential applicability in mind. If non-verbal
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measures were to be used in a real setting, it is unlikely that previous honest baseline measures
would be available to compare to their present behaviour. Consequently, there is value in
assessing whether the mean non-verbal measures of an honest population differ from a
population with deceptive intent. Furthermore, to address the use of observational non-verbal
assessment used by some organisations (Denault et al., 2020), which this thesis aims to do, it was
necessary to try to replicate their assessment environment. It could be assumed that when
security personnel assess someone’s non-verbal behaviour for signs of deception, they are
comparing them to a perceived norm or checklist (Committee on Science, Space and Technology,
2011) of how honest people behave generally, not how that specific individual behaves normally.
There may have been significant differences in non-verbal behaviour in this study when
comparing participants’ baseline to their behaviour when deceptive, however, that type of study
design was not deemed helpful considering the aims of this thesis to mimic procedures in which
non-verbal baselines cannot be established on an individual basis.

Although virtual reality was used to narrow the gap between traditional laboratory
experiments and the real world, it is possible that virtual environments affected the outcome
variables. Immersion scores were good relative to the maximum immersion score possible;
however, it should not be understated that this is one of the few studies where participants’ non-
verbal behaviour was assessed whilst they were walking in virtual reality and the real world. As
such it is difficult to judge whether there was an impact of virtual reality on participants’ non-
verbal behaviour, separate from the effect that deception may have had, as there is little to
compare in the absence of a non-virtual condition. Similarly, it is difficult to ascertain the extent
to which the virtual environment was able to coerce behaviour that is reflective of behaviour at a

real security checkpoint. Although previous research in other domains has found similar
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behavioural responses in virtual reality and real-life (Bhagavathula et al., 2018), future
comparison research may wish to assess non-verbal in a virtual scenario, field experiment and
traditional, non-virtual laboratory experiment using an identical procedure, to see whether there
is an effect/interaction with the testing paradigm on these non-verbal and verbal measures in
these three settings.

The relative space constraints of the laboratory may have impacted the speed with which
people walked, contributing to the null results of deception on speed, which contrasted with
Matsumoto et al.'s (2015) findings that liars walked faster than those telling the truth. Had the
space been larger, and therefore the amount of time that participants were observed and had to
walk towards the interviewer was longer, perhaps this would have led to differences in speed
between the conditions. Wearing the HMD may also have contributed to their walking speed
whilst in virtual reality. People may have been apprehensive of walking fast because they could
not see the real environment that they were walking in, though Canessa et al., (2019) did not find
similar differences caused by wearing an HMD.

The limited age range of participants may limit the generalisability beyond the relatively
young sample used in this study. Much of the literature on the effects of deception points to
cognitive load as one of the major causes of changes to non-verbal and verbal behaviour (\Vrij,
Fisher, et al., 2008; Zuckerman et al., 1981). However, not much focus is placed on “non-
pathological cognitive ageing” (Deary et al., 2009, p.137) which can impact our ability to handle
the increased cognitive load, with declines in aspects of cognitive functioning, e.g. processing
speed and executive functioning starting from the age of 30. Cognitive load can affect gait in

increasing amounts as people age (Verrel et al., 2009), so a sample with a wider age range would
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be of value in future research to see if there are interaction effects with age and deception or if
the findings from this chapter are applicable over a wide range of ages.
4.4.4 Practical application

These findings are important as they cast doubt on the use of non-verbal behaviour as a
method of identifying those who may pose security threats within some security checkpoint
protocols (ACLU, 2017; Weinberger, 2010). These findings should contribute to pushing for
more contextually relevant research on the impact of deception on non-verbal and verbal
behaviour to help paint a clearer picture of the potential validity of current deception detection
tools and the development of new ones. With the aim of working towards establishing valid
security protocols, more research relevant to an airport environment could help to ensure that:
screening for deceit is a more efficient process; fewer deceptive people slip through the cracks;
fewer honest people are unnecessarily subjected to prolonged interrogation (Hashad, 2004).

Xsens motion capture suits were used in this study to establish whether non-verbal
behaviour was of importance as a deception cue, as it is an easy system to use in laboratory
environments. There are other aspects of non-verbal behaviour which could be assessed in future
research, such as joint angle differences, which may show differences between honest and
deceptive people. Though not warranted based on the findings of this study, were future studies
more fruitful, a non-intrusive system, much like Bouchrika et al's., (2011) CCTV pose matching,
or blob analysis (Lu et al., 2005) with the capability to analyse aspects of non-verbal behaviour
in real-time may be necessary for investigation and implementation in the high-volume areas
where security checkpoints are located. Similarly, any potential use of response latency measures
would also require the development of a quick ‘hands-off” system for measuring latencies,

should future studies find differences between other types of deception.
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The response latency linear model shows that there are only differences between the
honest and future action conditions. Considering these findings, response latency would not be a
good measure to introduce at security checkpoints given that other forms of deception are not
distinguishable from honesty using this measure. This could potentially result in false negatives
and/or false positives in an environment where precision is very important due to the impact it
can have on both efficiency and the effect on those being assessed.
445 Summary

This chapter has not found significant differences in non-verbal behaviour between
honest and deceptive people when using virtual reality to simulate an airport environment and
automated measurement tools. Consequently, the findings in this chapter do not support the use
of these non-verbal measures or response latency to distinguish between honest and deceptive

people.
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Part I11: Chapter Five — Deception Identification Accuracy and Decision-Making
5.1 Introduction

The null findings of the non-verbal measures in Chapter Four could be reflective of
similar behavioural patterns in honest and deceptive people at security checkpoints. If so, then
how accurate are people at identifying deception when the non-verbal measures from the
previous chapter are not significantly different and given the unreliability of non-verbal markers
generally, as suggested by the literature (DePaulo et al., 2003; Luke, 2019)? Also, in these
instances, what factors are relied on to inform decision-making and ultimately how valid is the
inclusion of non-verbal measures in security protocols? (ACLU, 2017; Denault, 2020; Jupe &
Denault, 2019; U. S. Government Accountability Office, 2017).

Non-verbal assessments of deception at real-world security checkpoints often rely on
naked-eye observation of others’ behaviour. By default, the inclusion of non-verbal measures in
security protocols such as SPOT, is contingent on the presence of consistent and observable
differences in non-verbal behaviour, to identify those who may pose a threat. Chapter Four used
virtual reality as a contextual primer with the notion that participants may exhibit behaviours like
they would at an actual airport. Additionally, virtual reality is used in this chapter to help to
provide an assessment of the validity of using non-verbal behavioural measures in airport
settings.

Whilst it is important to research if there are valid cues that indicate deception, as in
Chapter Four, it is equally important to gain an understanding of people’s ability to identify
deception and the factors that they consider when judging if others are deceptive. Brunswik’s
lens model (Brunswik, 1952) illustrates the need for research to approach deception from two

viewpoints: that of the deceiver and also the person observing the deception. Consequently, the
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study presented in this chapter will focus on the decision-making behaviour of an observer of
deception and their accuracy at identifying honesty and deception.

It is important to note that although the previous chapter focused on some non-verbal
behaviour related differences, there are other non-verbal aspects of behaviour that may be relied
on to inform observational judgements of deception, as mentioned in Chapter Two, more than
can be investigated in one thesis. Consequently, although the non-verbal measures being
assessed were not significant, there may be other non-verbal factors that people use to inform
their decisions. People who work within the frontlines of the security industry sometimes remark
about having an intuition, or “sixth sense” (Pinizzotto et al., 2004, p.6) that aids them in
distinguishing honesty from deceit.

Proponents of the inclusion of non-verbal behaviour markers in security programs
suggest that security personnel can identify deceit (Davis et al., 2013; Ekman, 2011), despite the
lack of consistent non-verbal markers and dubious scientific justification of their inclusion (U. S.
Government. Accountability Office, 2010). Accuracy of detecting deception has been studied a
lot, with meta-analyses revealing an overall 54% accuracy rate (Bond & DePaulo, 2006), with an
average underlying distribution of 47% correct identification of deceit and 61% identification of
honesty. The potential for deception identification errors may have severe ramifications in
certain contexts, as evidenced within police interrogations (Baldwin, 1993) where falsely
presumed guilt or innocence can spiral from an interrogation into long and undeserved prison
sentences wherein, the true culprit goes free (Benner, 2009; InnocenceProject, 2019). Likewise,
at security checkpoints, the accuracy of detecting deceit may be impacted by preconceived
notions of the profile of someone wishing to commit an illegal act at such a location (Press,

2010). A “loss of individualization” of deceptive people (Harcourt, 2006, p. 109), reflected by
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applying intense scrutiny at airports to specific populations, can hinder deception detection rates
by producing an inflated belief that the remaining population is unlikely to commit criminal acts
(Press, 2010).

While a lot of the literature in this field has focused on accuracy concerning assessments
of verbal statements (Frank et al., 2008; Hartwig et al., 2006; Vrij et al., 2011), few have focused
purely on veracity assessments based on non-verbal measures, yet often judgements in airport
contexts are initially based on non-verbal behaviour. Runeson & Frykholm (1983) lay the
groundwork for the premise that deception can be ascertained from non-verbal behaviour alone.
They found that observers were able to identify when people were faking the weight of a box
they were carrying, suggesting that attempts to conceal deceit with non-verbal behaviour are
largely unsuccessful. However, their study was very different contextually to that of interest in
this thesis, so the same may not be true in an airport environment. At security checkpoints, with
large, quick-moving crowds, time-consuming verbal measures which require some form of
interaction may be impractical (Weinberger, 2010). Instances, when it is desirable to make an
assessment discreetly, from a distance (Lansley et al., 2017), may also necessitate the use of non-
verbal measures. Therefore, it is important to gain an understanding of how accurate people are
when judging based on non-verbal behaviour alone and whether this form of assessment can be
justified in this context.

This present study will assess accuracy using a virtual security checkpoint. Context can
have an important effect on accuracy (Blair et al., 2010), and as this research is focused on
deception in security contexts, virtual reality is used to depict this in a relatively easy, low
expense manner (Pollard et al., 2020). The main questions that this study aims to investigate are

whether in situations where some aspects of non-verbal behaviour are not significantly different
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between deceptive and honest people, how accurate are people at identifying deception from
non-verbal behaviour and which factors do people rely on to detect deception? Ultimately, these
results should contribute to determining whether assessments of non-verbal behaviour can be
sufficiently accurate regardless of the idiosyncratic nature of non-verbal behaviour displays.

5.2 Methods

5.2.1 Participants

An a priori power analysis was conducted using G*Power software (Erdfelder et al.,
2009) to determine the sample size that would allow the study to have sufficient power. The
significance level was set at the standard o = .05, the power level was set to 1- = .80, and a
conservative effect size was set to .25. Accounting for potential data loss due to the use of virtual
reality and participant withdrawal, a total sample size of 72 was determined to be sufficient.
Seventy-two participants (Mage = 20.38 years, SDage = 2.23 years) took part in this study. Within
this sample, 66% were women, 32% were men and 2% identified as ‘other’. Forty-Six percent
were British and the other 54% were non-British.

Participants were recruited by responding to posters placed around the Lancaster
University campus, or via the university’s online recruitment system for psychological studies.
All participants were required to be at least eighteen years old, have normal or corrected to
normal vision and have no previous adverse reactions to virtual reality. Depending on eligibility,
they were either financially compensated or received course credit. Ethical approval was
obtained from the Ministry of Defence Research and Ethics Committee and the Lancaster

University Faculty of Science and Technology Ethics Committee.
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5.2.2 Materials
Data collection took place in a standard laboratory, using an Oculus Rift CV1 HMD with
a virtual reality compatible laptop and an Xbox controller.
5.2.2.1 Virtual reality
The virtual environment was similar to that used in the study in Chapter Four, except the
participants’ point of view was different (see Chapter Three, section 3.2). In this study,
participants assumed the role of a security guard and were positioned so that they observed a
range of avatars walking towards them.
5.2.2.2 Avatars
MakeHuman™ software was used to create the avatars whose non-verbal behaviour the
participants were assessing. The avatars varied in age, race and gender. These superficial factors
were identical for both the deceptive and honest avatars to try to mitigate the impact of these
factors on decision-making (see Appendix A for an example of similar avatars).
5.2.2.3 Avatar movement
The non-verbal behaviour from participants in all the conditions in Chapter Four was
used to animate the avatars in this study, using MVN Analyze™ and Unity™. The non-verbal
behaviour from the participants in Chapter Four’s package, weapon and future action conditions
were used in the ‘deceptive’ condition in this chapter. This resulted in 12 avatars animated with
honest non-verbal behaviour and 12 animated with deceptive non-verbal behaviour. This was to
ensure that a wide range of non-verbal behaviour was used and should allow for a more
comprehensive overview of people’s ability to identify deception from different people’s non-
verbal behaviour. As mentioned in 3.2.1.2, there were four sets of the 24 avatars. Participants

viewed only one of the four sets. Each set had physically identical avatars, which only differed in
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terms of the non-verbal behaviour that was used to animate the avatar. This was to ensure that
accuracy was not impacted by any particularly unusual non-verbal behaviours.
5.2.3 Measures
5.2.3.1 Accuracy

Participants made assessed whether the avatars had deceptive intent via passive
observation, reminiscent of actual security personnel in the SPOT program (Winter & Currier,
2015) using two buttons on the Xbox controller to communicate their decisions. Accuracy is
defined as either the correct judgement of honesty or the correct judgement of deception.

5.2.3.2 Post-experiment questionnaire

A series of questionnaires were given, presented via Qualtrics software, which measured:
virtual reality immersion (Appendix B), adapted from Usoh et al. (2000); participant
demographics; which factors informed their assessment of the avatar’s deceit, using two open-
ended questions. All participants were required to provide comments about the factors that
influenced their decision making, although the length of the comments varied between
participants. The potential virtual reality immersion scores ranged from zero to 30.
5.2.4 Design

A repeated measures design was used, with the avatar’s deception condition (honest or
deceptive) as the independent variable. Accuracy was the dependent variable.
5.2.5 Procedure

Informed written consent was gained before the commencement of the study. Participants
were given instructions detailing their role as a security guard which explained that they would
view a series of avatars that would approach the security area and were required to decide

whether they were honest or deceptive. They were then given a verbal explanation about the task
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and asked whether they had any further questions. The HMD was placed on their head,
immersing them in the virtual environment. A series of 24 avatars approached the security area
individually, allowing participants to observe their non-verbal behaviour. The order that the
avatars were viewed was randomised for each participant. The participants were allowed as
much time as they needed to view each avatar before deciding about whether they thought they
were deceptive, using the controller. After they pressed a button on the controller, confirming
their decision, a new avatar appeared. Once the study concluded, they completed the post-
experiment questionnaires and were debriefed.
5.2.6 Analysis
5.2.6.1 Accuracy

Analysis was conducted using R studio. There were two questions that the analysis aimed
to answer: 1) Does the overall decision accuracy differ from chance? 2) Does the avatar
deceptive condition (honest or deceptive) and time spent viewing the avatars impact accuracy? A
chi-squared test was used to answer the first question comparing the accuracy values with chance
levels. A binomial logistic regression was conducted to answer the second question with the
avatar deceptive condition as the independent (predictor) variable, time spent viewing the avatars
as a covariate and decision accuracy as the dependent variable.

5.2.6.2 Thematic

An inductive thematic analysis was derived from the participant responses to the post-
experiment questionnaire. The thematic analysis explores which factors informed participants’
assessments of whether an avatar was honest or deceptive. NVivo software (QSR International,
1999) was used to code the participants’ responses. These codes were reviewed to establish the

common themes that existed amongst them, resulting in the six themes presented in section 5.3.2.
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The thematic analysis discusses each theme and explains the relationship between the themes
and how they were used to inform decision-making about whether an avatar was deceptive.
Specifically, the thematic analysis responses refer to whether the avatar was perceived as
deceptive, not whether the avatar was actually deceptive.

5.3 Results

5.3.1 Accuracy

Overall accuracy did not differ from chance (1, N =72) = 1.22, p = .27. Table 5.1 shows the
results of the binomial logistic regression with the avatar deception condition as the independent
(predictor) variable. Time spent viewing the avatars was included as a covariate.

Table 5.1 Binomial logistic regression results with avatar deceptive condition as the predictor

variable (honest as the reference level), the time spent viewing the avatars as a covariate and
accuracy as the dependent variable.

Predictor Estimate  S.E 95% Cls z p
Lower  Upper

(Intercept) 0.38 0.15 0.10 068 263 <01

Deception condition -0.74 0.20 -1.15 -0.32 -355 <.001

Time 0.00 0.01 0.02 002 026 .79

Deceptive condition x Time -0.01 0.01 -0.04 -0.02 -0.87 .39

Note. Cls = confidence intervals

Participants spent M = 13.03 seconds (SD = 7.12 seconds) viewing the avatars before
making an assessment. Participants viewed the honest avatars for M = 12.77 seconds (SD = 6.86
seconds) and the deceptive avatars for M = 13.28 seconds (SD = 7.37 seconds). The overall
accuracy rate was 49.31%, with the underlying distribution being 60.4 % correct classification of
honesty and 38.2 % correct classification of deception. The virtual reality immersion scores in
this study were quite poor (M = 11.81, SD = 1.82), a rate of 39%.
5.3.2 Thematic analysis

Six themes emerged from the data. The themes (physical appearance, disposition,

walking behaviour, body positioning, looking behaviour and upper limb movement) capture
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different aspects of non-verbal behaviour that the participants used to inform their assessments of
whether deception was present. The following thematic analysis provides an insight into how the
themes were used.

5.3.2.1 Physical appearance

Some participants used the superficial characteristics of the avatars to inform their
judgements of whether deceit was present. This use of superficial characteristics tracks with real-
world occurrences of relying on such factors even though they are likely to result in biased
outcomes (Homeland Security, 2002). Aspects of physical appearance, such as clothing were
used to inform judgements of both those perceived as deceptive and honest. Whilst formal
clothing was attributed with honesty: “The ones in more official uniform such as suits looked
more innocent ”, casual clothing sometimes led to judgements of deceit: “Those in tracksuit like
clothes seemed to be more hostile” (Participant 54).

As the ACLU reports, the TSA, often without justification, uses judgements of clothing
such as “wearing improper attire” (ACLU, 2017, p.2) discriminately and inconsistently to help
decide whether people are deceptive. Similar to the use of clothing, the extent to which an avatar
was deemed as threatening was sometimes due to physical characteristics. Other physical factors
such as gender and instances where non-verbal behaviour was perceived to imply a disability,
were linked with judgements of honesty: “Some form of disabilities led me to think they could
be innocent” (Participant 17). Given that the male avatars were no more likely to be deceptive
than the female avatars, the supposition that: “Men also seemed to be more hostile than the
women ”(Participant 54) suggests that some salient physical characteristics may detrimentally

influence perceptions of whether deceit is present.
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5.3.2.2 Disposition

Disposition was often cited as influencing decision-making, with traits such as
nervousness ascribed to both avatars perceived as honest and deceptive. Participant 33
commented that: “A lot of movements which I would call nervous led me to believe people had
hostile intent. I think the hardest decision was to decide if the NPC [non-player character] was
nervous or had hostile intent” which reflects a general issue of distinguishing between
appropriate situational nervousness induced by the security environment and nervousness
influenced by deception. Although, some people claim that working in security environments
allows for the development of a “sixth sense” for detecting deceit related nervousness (Pinizzotto
et al., 2004, p. 6), realistically this is a subjective ability, which is questionable in its reliability
(Wigginton et al., 2014). The nervousness aspect of disposition was also cited as an influencing
factor in determining honesty: “Nervous innocent scratching of the face or arms when talking at
the check-in desk™ (Participant 29). This interpretation of nervousness, along with the previous
quote, exemplifies the subjective nature of aspects of disposition and how they are perceived by
others. It also raises the question of whether some people are better able to distinguish between
regular nervousness and deceptive nervousness, as the above quote implies that the nervousness
was not reflective of deception.

Perceived confidence, another aspect of disposition, did not appear to have such
conflicting perception compared to nervousness, as it was cited as influencing decisions of
honesty such as: “When they walked confidently up to the desk without much hesitation and

when they didn't fidget” (Participant 77).
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5.3.2.3 Walking behaviour

The way that the avatars walked was an attribute that participants frequently mentioned
as having informed decision-making. Overlap between themes was notable with walking
behaviour. Specifically, aspects of disposition were often reported to manifest through the style
of walking: “Walked up to the desk with confidence, good posture, no hesitation” (Participant
45). The following comment highlights the observation of a potential link between disposition
and walking behaviour, suggesting that nervousness may have resulted in slower walking
behaviour, which was then perceived as reflecting honesty: “There were times when they did
walk slowly or held [their] arms in an odd way, but sometimes this seemed to present itself as
nerves instead of hostile intent, so I believed that they were innocent” (Participant 7).

The same behaviour, walking slowly, was at times interpreted in a contrasting way to the
above quote. Walking paces that appeared to deviate from the norm were perceived as being
reflective of deception, such as when a mediating factor such as presumed innocent nerves, or
other, was not detected to explain an unusual walking pattern: “If the person moved slower or
faster than normal it made me believe that they were guilty of something” (Participant 36). This
contrasting interpretation of a slow walk in the previous quote again conveys the potential
subjectivity of assessments of non-verbal behaviour, a phenomenon which is also evident in the
real world according to reports of subjective profiling in airport security (ACLU, 2017; Baker,
2002; Hashad, 2004; Meyer, 2010; ).

5.3.2.4 Body positioning

Body positioning revolves around how the avatars were positioned, both in terms of

posture and relative to their proximity to the security checkpoint and staff. Avatar proximity

varied because participants in Chapter Four varied to a degree in how close they chose to stand
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next to the check-in desk whilst being interviewed. An absence of movements outside of the
norm was noted as influencing decisions of honesty: “Nothing [seemed] suspicious, they just
walked towards to security checkpoint without too much movement or too little movement”
(Participant 76). In keeping with behaving within norms, maintaining “ a medium distance”
(Participant 51) from the staff was cited as influencing judgments that they were honest.
5.3.2.5 Looking behaviour

Looking behaviour refers to the eye and head movements of the avatars. Similar to the
body positioning theme, an excess or lack of eye contact and looking around was reported as
influencing perceptions of deceit. However, the subjectiveness of how looking behaviour was
interpreted, and the comfortability of sustained eye contact was quite evident: “Any non-eye
contact in my eyes is seen as more suspicious” (Participant 41). Conflicting with the previous
quote where eye contact appears to be encouraged to convey honesty, the following shows the
opposite effect: “A few of them stared at me, that seemed quite hostile” (Participant 77).

5.3.2.6 Upper limb movement

Upper limb movement refers to the arms and hands, which were mentioned as being
influential to decision-making This theme potentially has some overlap with disposition, for
example, avatars with their “hands clearly visible” (Participant 60), were interpreted by some as
literally suggesting that they had nothing to hide, thus they must be honest. In contrast, hands
that were not visible were reported as inducing decisions of deception. This could be interpreted
to suggest that there is an underlying assumption that the hands are a source of ‘leakage’ of
deceptive behaviour (Sartori et al., 2016) and resultingly, trying to mask deception potentially

manifests physically in concealed hand movements, for example: “Some of them were hiding
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their hands in their pockets, which could mean they were masking their feelings or were afraid
their hands would start shaking” (Participant 35).

5.4 Discussion

5.4.1 Accuracy

The results show that overall accuracy rates were low (49.31%) and no different from
chance. The underlying distribution of this accuracy was 60.4% correct identification of honesty
and poor 38.2% identification of deception. Six themes emerged from the thematic analysis:
physical appearance, disposition, walking behaviour, body positioning, looking behaviour and
upper limb movement, providing an insight into which factors may influence decision-making in
this context.

The poor decision accuracy in this chapter suggests that assessments of non-verbal
behaviour in instances where non-verbal behaviour may not be significantly different between
honest and deceptive people (as could be the case for some sections of the population
(Blackwood et al., 2015) in the real world) may not be sufficiently accurate. The accuracy rates
found in this study were poor, no better than chance and in line with those reported in the
literature, (Bond & DePaulo, 2006). The poor accuracy rates within this controlled laboratory
environment may suggest that in a real airport where there are other distracting factors,
assessments based on non-verbal behaviours may be hindered even more.

However, the study’s poor overall accuracy rates (Bond & DePaulo, 2006) may be due
to the relatively poor virtual reality immersion rates. Blair et al., (2010) suggest that heightening
contextual relevancy of experiments should lead to improved accuracy, thus the poor virtual
reality immersion may have impacted the decision accuracy results. There are a few reasons why

the immersion was poor in this study, especially in comparison to Chapter Four where the
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immersion was 33% higher. The virtual experience was not as interactive compared to Chapter
Four, because the participants did not speak with the avatars, they merely observed their
behaviour. Also, the participants in this study did not walk around in the virtual environment as
they did in Chapter Four, meaning that fewer senses were stimulated, which can lead to poorer
immersion (Limbasiya, 2018), though could hear airport audio stimuli. This spurs the question
for future research of whether better accuracy rates can be obtained in this context with a similar
paradigm that incorporates more stimulation of the senses to gain better immersion in virtual
reality whilst participants are assessing others. Incorporating a virtual environment more like
mixed reality, as was the case in Chapter Four, may be beneficial for future research. A more
immersive virtual environment could include walking around whilst in virtual reality and
correspondingly in the real world within the laboratory space. Interacting with physical objects,
such as a security desk, in the virtual and real-world could also help.
5.4.2 Thematic analysis

The way that some aspects of the themes were interpreted and used to assess deception
mirrored the critiques of some airport security protocols (Homeland Security, 2002; ACLU,
2017), namely regarding their subjectivity. The perception of aspects of disposition, such as
nervousness, resulted in varying and often contradictory rationales for presumptions of deceit or
honesty. Concerning the perceptual experience hypothesis (Cafal-Bruland et al., 2010), personal
experience with nervousness may influence how it is perceived in others. For example, someone
who experiences nervousness in certain environments may recognise similar nervousness in
others as benign, whereas a hyper-confident person may interpret it as more sinister due to the
lack of personal experience with nervousness in that context. Another aspect of the interpretation

of disposition that is reminiscent of EVT was that some participants used an absence of a trait,
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for example, hesitant and fidgety behaviour, to rule out deception. Using disposition to influence
decisions could be problematic given the unfounded links with actual deception and the
subjectivity of perception.

Likewise, the interpretations of the looking behaviour theme draw parallels to the
Expectancy Violations Theory (Burgoon et al., 2005) since both too much and too little eye
contact appeared to violate behavioural norms, whilst also emphasizing the subjectivity of how
people interpret eye contact. Similarly, normal body positioning did not violate expectations and
was perceived by some participants as reflecting honesty. However, this theme could be inferred
to display the potential for innocuous abnormal positioning to be falsely identified as perceiving
deception. These decision-making rationales are evidence of how in a more general sense, the
inclusion of broad subjective traits as markers of deception in security protocols may potentially
lead to problematic usage in practice (Meyer, 2010) since objectively defining an acceptable
occurrence of these aspects of behaviour is difficult and perceptions of what violates the norm
may vary between individuals.

The thematic findings provide a different insight into how people form their judgements,
which is important if we are to try to reduce the reliance on invalid factors to try to gain an
understanding of this type of decision-making. One question that emerged from the thematic
analysis is whether the reliance on subjective factors is the main factor contributing to poor
accuracy or whether non-verbal behaviour is unsuitable for deception detection regardless? The
following chapter addresses this query by incorporating two techniques of information reduction

to try to limit the influence of subjective, biasing factors.
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5.4.3 Limitations

It is important to question the extent to which the decision task in this chapter is reflective
of the role that security agents are tasked with in the real world. Visitors to high-security
environments such as airports are constantly assessed about whether they pose a security risk.
For example, Israecl’s Ben Gurion airport has at least six layers of security, which begins with a
roadside check, before passengers even step foot in the airport itself (Kelly, 2009). The security
personnel at Ben Gurion are trained in behaviour profiling and ask simple questions to determine
if people pose a threat whilst looking for behavioural indicators that suggest nervousness or
distress (Kelly, 2009). Likewise, the SPOT program involves observing a range of non-verbal
behaviours and determining whether the amalgamation of these behaviours exceeds a threshold
of honest behaviour (Winter & Currier, 2015). As such the decision task in this chapter was
devised to reflect the overarching concept of observational behavioural profiling, albeit
simplistically, without prior instruction on which cues to look for and within the confines of a
laboratory. Consequently, although these results provide an insight into decision-making, caution
should be applied in the attribution of these findings to real security checkpoints, where
behavioural profiling use varies between countries and/or cities (Wigginton et al., 2014) and may
be more complex.

The sample population of this chapter, whilst diverse in nationality and gender, did not
reflect a wide age range, nor occupational diversity. The bulk of participants were young
university students, as is common in research, and consequently, their own travel experience
(and exposure to security checkpoints) may have been limited and their experiences were

presumably solely from the point of view of a passenger. It would be a good idea for future
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research to consider a similar procedure with a mix of laypeople and highly trained security
personnel to compare the differences in the factors used to aid decision-making.
5.4.4 Summary

In conclusion, this study illustrates that people are poor detection detectors overall and
that assessments based on non-verbal behaviour, particularly in instances where non-verbal
behaviour is not distinct regardless of deception, may not be a suitable practice. The thematic
analysis sheds some light on the factors that are used to influence decision-making and shows
that there are differences in whether people perceive deception, depending on how they interpret
different aspects of non-verbal behaviour. The following chapter will investigate whether the
accuracy rates of detecting deception found in this chapter can be improved by incorporating two

strategies to reduce the salience of irrelevant information.
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Chapter Six - Information Reduction Techniques and Decision Accuracy
6.1 Introduction

The absence of non-verbal cues that distinguished honesty from deception, as in Chapter
Four, coupled with the unreliable nature of non-verbal cues in the literature, the subjective
interpretation of non-verbal behaviour (Chapter Five) and the critiques about the use of ethnicity,
race, gender and religion (ACLU, 2017) by security personnel, lean towards assessments of
deception based on non-verbal measures being unsuitable.

To further contribute towards providing an overall assessment of the appropriateness of
using non-verbal behaviour measures, this chapter will determine whether lessening the salience
of potentially biasing factors can result in the identification of deception above chance levels,
even in cases where non-verbal behaviour does not differ between honest and deceptive people.
The rationale for this chapter has emerged from the poor accuracy found in Chapter Five and the
literature and the reported use of superficial factors to inform decision-making in Chapter Five.
This chapter aims to investigate whether the poor accuracy rates can be improved to a rate that
warrants the use of non-verbal measures, or whether it is merely a subjective guessing game.
This chapter will look at two techniques of information reduction (and accordingly, the two
methods of decision-making, non-conscious and conscious, that underpin them) to reduce the
ease of relying on superficial factors that may prejudice judgements. Other latent factors may
come to the fore and aid decision-making using these techniques. Whether either method of
information reduction can improve the accuracy of detecting deception beyond chance will be
determined. First, the amount of information present will be reduced by imposing constraints on
the amount of time that the visual information will be available, potentially leading to

judgements that are based on intuition. Second, the type of information present will be
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manipulated with the use of point-light displays (PLDs), which reduce the presence of superficial
information, potentially ensuring that judgements are predominantly uninfluenced by superficial
factors.

Gestalt theory, when applied to this research, would suggest that looking at people as a
whole is better than decision-making based on smaller (potential biasing and difficult to
interpret) components. Within decision-making tasks, more salient factors, such as ethnicity,
clothing and gender may detrimentally bias people’s assessments as suggested in the thematic
analysis in Chapter Five and the reports of systematic bias within security personnel (ACLU,
2017; Committee on Science, Space and Technology, 2011; Meyer, 2010; Winter & Currier,
2015). A “loss of individualization” of people that are perceived to have an increased likelihood
of being deceptive (Harcourt, 2006, p. 109), reflected by applying intense scrutiny at airports to
specific populations, can hinder deception detection rates by producing an inflated belief that the
remaining population is unlikely to commit criminal acts (Press, 2010). Therefore, stripping back
the prominence of some superficial factors may be of interest due to reducing the propensity to
focus on small factors and provide a more gestalt assessment.

Limiting the amount of time that information is visible could be a promising method of
improving accuracy in deception detection research. The unconscious thought principle posits
that there are two aspects of processing, conscious and unconscious (Dijksterhuis & Nordgren,
2006). Conscious processing has a limited capacity, constrained by memory and executive
functioning processes (Baddeley & Hitch, 1974; Kahneman, 1991). In contrast, unconscious
processing does not have these limitations (Dijksterhuis & Nordgren, 2006) and could be a
promising strategy for increasing decision accuracy above chance if induced in decision-making

procedures. Thin slicing is a method of reducing the amount of time that information (verbal,
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auditory, visual) is available, which can allow for the recognition of behavioural patterns via
unconscious processing that are otherwise not consciously perceptible. Reducing snippets of
behaviour to as little as 5 seconds is thought to allow for the accurate perception of information
such as “personality, affect and interpersonal relations” (Ambady, 2010, p.271) compared to
observing longer instances of behaviour. Reducing stimuli to thin slices of behaviour may coerce
unconscious (automatic) processing because it encourages snap judgements which may be
informed by factors that cannot be verbalised/tangibly perceived. In contrast, exposure to longer
instances of behaviour may encourage more conscious, deliberate processing and allow
irrelevant but salient factors to influence decisions.

It is reasoned that people are unconsciously able to identify “macro traits”, which could
be likened to gestalt-like assessments (Thompson, 2012), through thin-slicing, such as
trustworthiness and nervousness. In contrast, the “micro traits”, which reflect more individual
bodily cues (Thompson, 2012) such as eye contact and hand gestures require conscious
processing. Although the micro traits may map onto the macro traits, decision-making based on
the micro traits may be more difficult because it relies on conscious processing of how and why
reduced hand gestures, for example, could indicate deception. Consequently, unconsciously
processing macro traits may benefit deception detection, in line with gestalt theory, by
heightening people’s propensity for their judgements to be influenced by the person in question
as a whole, rather than homing in on individual and potentially misleading small factors.
Hypothetically, methods that encourage judgements based on unconscious processing, such as
thin-slicing (Ambady, 2010), may lead to better accuracy. It is possible that limiting the amount
of time that people have to view the visual stimuli may result in unconscious processing coming

to the forefront in decision-making and better accuracy at detecting deception (Albrechtsen et al.,
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2009). Ambady (2010) found that imposing time constraints was an effective method of inducing
unconscious processing which can lead to more accurate judgements.

Eyewitness testimony is an example within forensic psychology of how time can be
linked with better accuracy. The identification of suspects was more accurate when less time was
spent deliberating on suspects in a line-up (Gustafsson et al., 2019; Lindholm et al., 2018),
suggesting a relationship between accuracy and time provided to process information. In the
aforementioned scenario, it could be reasoned that longer deliberation and visibility of the
information (suspects in this instance), is reflective of doubt. The same effect may be true,
relative to deception detection. Could accuracy of detecting deceit in the literature (Bond &
DePaulo, 2006) be hindered by unconstrained visual availability of the stimuli? There have been
conflicting results surrounding this notion in deception detection. Research has sought to induce
unconscious processing in two ways. Reinhard et al. (2013) first showed participants a video for
which they had judge for deceptive traits and then induced unconscious processing by engaging
participants with a crossword for three minutes before they had to make their judgements.
Albrechtsen et al. (2009) induced unconscious processing by limiting the length of the videos
that participants had to judge. It is important to note that both Reinhard and Albrechtsen’s
methods aim to exploit the same construct, unconscious processing, in different ways.

The study in this chapter builds on Albrechtsen’s time-constrained method of inducing
unconscious processing to see whether coercing more gestalt-like processing by limiting the
duration of the visibility of the stimuli (and reducing the likelihood that people focus on
perceived individual cues of deception) positively impacts decision accuracy compared to chance.
Albrechtsen et al. (2009) found that limiting the visibility of stimuli to 15 seconds (comprised of

three 5 second clips which were joined together) was effective at improving accuracy. However,
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15 seconds is a long time, in which superficial factors can be observed and potentially impact
decision-making. This study aimed to see whether reducing this time further by two-thirds could
be effective in reducing the salience of superficial characteristics, with the need to minimise the
duration of security measures in mind (Lee & Jacobson, 2011).

Albrechtsen et al. (2009) and Reinhard et al. (2013) both found that inducing unconscious
processing leads to improved accuracy compared to more deliberative processes. However,
others have not found any improvement in accuracy when inducing unconscious processing (Moi
& Shanks, 2015; Wu et al., 2019). This chapter aims to address the conflicting literature on
unconscious processing by applying this concept to the methodology used in Chapter Five, to see
whether improved accuracy of detecting deception can be gained by limiting the amount of time
that participants can view the avatars in virtual reality.

Bias, both unconscious and conscious, is a part of human nature (Cueller, 2017; Fuentes,
2016). When judging the presence of deceit, our decisions may be influenced by factors other
than those which are relevant to deceit itself, such as gender, ethnicity and religion (Baker, 2002).
For example, the TSA has been condemned for disproportionately targeting men who are
perceived as Arab or Muslim (ACLU, 2017) and within interrogation contexts, suspects are less
likely to be perceived as deceptive if they are deemed to be attractive (Murai et al., 2018).
Superficial factors such as perceived ethnicity, religion and attractiveness can influence
perceptions of deception and have a potentially detrimental effect on decision-making. The
presence of these irrelevant characteristics may increase the likelihood of making a decision
based on a biasing characteristic (Murai et al., 2018). Within security contexts, the salience of
some characteristics may be problematic due to the potential for discriminatory practices since

profiling in this manner at security checkpoints is both legally and ethically questionable (Hurrell,
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2013; Zedner, 2013). As a result of the influence of bias, deceit may be wrongly overlooked in
those who do not conform to a particular stereotype (Meyer, 2010), and undeserved scrutiny may
be given to those who do.

Point-light displays are one method of reducing superficial information in non-verbal
behaviour because attributes such as gender, religion and ethnicity are absent or less salient.
Research has used point-light displays to induce good accuracy rates of detecting deception
(Runeson & Frykholm, 1983). A series of tasks where participants judged point-light displays
involved people who attempted to falsely convey the weight of a box they were carrying and
another task involved people who attempted to conceal their identified gender (Runeson &
Frykholm, 1983). Participants were able to identify deceit in up to 83% and 75% of cases
respectively. Despite attempts at behavioural control to conceal their deceptive intentions, the
honest action (box weight) and state of being (gender) were still discernible from point-light
displays.

Similarly, in a sports psychology study, the presence of superficial information was
reduced by manipulating the spatial frequency of video stimuli. Park et al. (2019) showed
participants a series of videos of badminton shots. The deceptive badminton shots involved the
players using misleading eye gaze or head movements so that the shuttlecock landed in an
unpredictable part of the court. The video did not show the frame in which the racket hit the
shuttlecock to make participants’ judgements of whether the badminton player was being
deceptive more difficult. Lower spatial frequency caused the videos to be blurrier, reducing the
visibility of the superficial features, compared to the high spatial frequency videos in which

superficial features were salient. People were better at identifying deceptive shots when the
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spatial frequency was low (reduced superficial information), compared to normal and high
spatial frequency videos, where the superficial information was more visible (Park et al., 2019).

Both point-light displays and spatial frequency manipulation as a method of reducing
superficial information seem promising in their effect on accuracy. However, both Park et al.
(2019) and Runeson and Frykholm (1983) focused on attempts to deceive by manipulating
physical movements e.g. walking differently to appear as the opposite gender or misleading head
movements before taking a badminton shot. In contrast, to contribute to security checkpoint
research it is pertinent to investigate whether reducing superficial information is beneficial to
detecting attempts at cognitive deception, such as concealed intent more so than deception due to
deliberate manipulation of bodily movements. Specifically, if people are deceptive about being
in possession of a concealed weapon or intending to commit an illegal act in the near future, can
deception be identified, above chance rates even in the absence of reliable/valid cues, by making
superficial variables less salient? Furthermore, the context of the aforementioned studies,
badminton and identifying the true weight of a box or person’s gender, makes it difficult to
deduce whether similar effects of reducing superficial information may be gained within a virtual
security context.

In recent years there has been some concern, from civil liberties groups and individuals,
that there may be an acceptance within the industry, post 9/11 (Baker, 2002), to profile people
based on characteristics such as ethnicity, race and religion to determine whether they deserve
extra scrutiny (Meyer, 2010; ACLU, 2017). The use of profiling in this way has been challenged
as being both inherently flawed and potentially discriminatory (Aviation Security, 2002).

Ultimately, this chapter aims to answer one main question. Can techniques to de-bias

decision-making bolster accuracy to a level that warrants its use in high-security environments,
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even considering the reliability and validity issues of non-verbal cues? Point-light displays
reduce the salience of superficial factors and may be easily introduced when viewing live
surveillance videos, resulting in scenarios where the decision-maker views the point-light
displays of passengers on a computer screen, without seeing the actual person, thus reducing the
likelihood of any biases influencing their judgements. Likewise, time constraints could be
introduced if judgements are made by watching people through a computer with time limits. As
well as comparing the two information reduction conditions to each other, the accuracy in the
time-constrained condition and reduced superficial information condition will be compared to
chance levels to see if either information reduction condition is more beneficial in aiding
accuracy.
6.2 Methods
6.2.1 Participants

An a priori power analysis was conducted using G*Power software (Erdfelder et al.,
2009) to determine the sample size that would allow the study to have sufficient power. The
significance level was set at the standard o = .05, the power level was set to 1- = .80, and a
conservative effect size was set to .25. Accounting for potential data loss due to the use of both
virtual reality and point-light display technology, as well as participant withdrawal, a total
sample size of 54 was determined to be sufficient. Fifty-four participants (78% women, 22%
men, Mage = 20.24 years, SDage = 2.82 years) were included in this analysis. Within this sample,
54% were British and 46% were non-British. Three participants were excluded from the original
sample.

Participants were recruited by responding to posters placed around the Lancaster

University campus, or via the university’s online recruitment system for psychological studies.
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All participants were required to be at least eighteen years old, have normal or corrected to
normal vision and have no previous adverse reactions to virtual reality. Depending on eligibility,
they were either financially compensated or received course credit. Ethical approval was
obtained from the Ministry of Defence Research and Ethics Committee and the Lancaster
University Faculty of Science and Technology Ethics Committee.
6.2.2 Materials
Data collection took place in a standard laboratory, using a virtual reality compatible
laptop, Oculus Rift CV1 HMD (time-constrained condition only) and an Xbox controller.
6.2.2.1 Virtual reality
The virtual environment, created using Unity™, was similar to that used in Chapter Five
(see Chapter Three, section 3.2 for details). This consisted of a checkpoint environment, with a
range of approaching a security area. The non-verbal movement gained from participants in
Chapter Four was used to animate the avatars in this study. The avatars varied in age, race and
gender avatars (see Appendix A). These factors were similar for both honest and deceptive
avatars.
6.2.2.2 Point-light displays
The non-verbal data gained from Chapter Four was used for the point-light displays (see
Chapter Three, section 3.3) in this chapter. The point-light displays were created using
PLAViMoP software (Decatoire et al., 2018) and were presented to participants on a laptop,

using a 2D version of Unity, which does not require a head-mounted display.
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6.2.3 Measures
6.2.3.1 Accuracy
Accuracy is defined as either the correct judgement of honesty or the correct judgement
of deception. Participants used two buttons on the Xbox controller to communicate their
assessment of the avatars as either honest or deceptive.
6.2.3.2 Post-experiment questionnaire
Questionnaires were given, which measured virtual reality immersion, adapted from
Usoh et al. (2000) (Appendix B) and general participant demographics. The potential immersion
scores ranged from zero to 30.
6.2.4 Design
This study used a repeated measures design, with the information reduction condition:
time constraint (virtual reality) and reduced superficial information (point-light display) as the
first independent variable and the deception condition (honest or deceptive non-verbal
behaviour) as the second independent variable. The condition order was counterbalanced. The
deception condition refers to the movement animating the avatars or point-light displays, gained
from the non-verbal data of participants in the study in Chapter Four. This design was chosen to
reduce the potential effect of participant variance on accuracy performance and to gain a better
insight into the difference in an individuals’ accuracy between the two information reduction
conditions.
6.2.4.1 Experimental manipulation
Virtual reality was used for the time-constrained condition. The participant role and task
were the same as in Chapter Five. Participants were positioned in the virtual environment so that

the avatars were walking towards them. Participants in Chapter Five were not restricted in the
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amount of time that they could view the avatars before decision-making. They viewed the
avatars for M = 13.03 seconds, SD = 7.12 seconds. To see whether deliberately imposing
restrictions (unlike Chapter Five) would benefit accuracy relative to chance, this study imposed a
limit on the presentation of each avatar. Each avatar was shown for a maximum of 5 seconds
before a screen appeared, blocking the participants’ view of the security checkpoint environment.
The imposed time restriction forced participants to communicate their decision of whether the
avatar was deceptive as quickly as possible, using the Xbox controller.

The reduced superficial information condition was conducted in 2D because previous
studies have shown that people are good at extracting information from point-light displays in
the 2D format. For example emotions (Dittrich et al., 1996), the direction of movement
(Kuhlmeier et al., 2010) and deceit (Runeson & Frykholm, 1983) were all identifiable using 2D
point-light displays. Also, the point-light display condition is comprised of a completely black
background/scene, with just the white dots visible, which was found to be unsettling during pilot
testing in virtual reality. Due to this reason and the previous successful use of point-light displays
in 2D, conducting this study in 3D was not deemed to be more beneficial in potentially aiding
deception detection in comparison to potential effects on participants’ performance.

6.2.5 Procedure

Informed written consent was gained before the commencement of the study. Participants
were seated in front of a laptop for both conditions. The information reduction condition order
was randomly assigned so that half of the participants completed the time-constrained condition
first, followed by the reduced superficial information condition, and vice versa. As such, the

following description is from the perspective of completing the time-constrained condition first
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followed by the reduced superficial information (see Figure 6.1 for an illustration of the study
flow).

Instructions were given to participants, detailing the task. Participants were instructed
that they were assuming the role of a security guard and would be judging a series of avatars that
would the security area. They were informed that they would have only a limited amount of time
to view each avatar before their vision of the virtual scene would be occluded, requiring them to
decide whether the avatar was honest or deceptive, as quickly as possible, using the Xbox
controller. Following this, they were given the opportunity to ask any questions. Then they had a
trial session to allow them to become accustomed to the time constraints. The time-constrained
task consisted of 30 avatars in random order. Each avatar was visible for 5 seconds, after which a
screen appeared prompting a quick judgement of whether the avatar was honest or deceptive.
Once the time-constrained condition concluded, the immersion questionnaire (Appendix B) was
provided. Following the questionnaire, participants were offered a break before starting the
reduced superficial information condition.

Instructions of the reduced superficial information task were given. Like the time-
constrained instructions, participants were informed that they were to assume the role of a
security guard and assess whether the point-light displays that walked towards the screen were
either deceptive or honest. This was followed by the opportunity to ask questions. They were
shown a short video of a point-light display in motion next to an avatar, before starting a short
trial session. Point-light displays were novel for most participants, so this allowed them to
understand how the point-light displays” movement mapped onto regular/avatar movement. This

task required the participant to assess 30 randomised point-light displays. Participants
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communicated their decision of whether the point-light displays were deceptive using the Xbox
controller. Once this part of the study concluded, the demographics questionnaire was given and
then the participants were debriefed.

Figure 6.1 Study flow with both the reduced superficial information and imposed time
constraints condition
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6.2.6 Analysis

R Studio was used for the analysis to answer three questions. 1) Does the imposition of
time constraints improve accuracy compared to chance? 2) Does reducing superficial
information improve accuracy compared to chance? 3) Is one technique (imposed time
constraints or reduced superficial information) superior to the other? To answer the first and
second research question a chi-square test was used to compare the observed accuracies with
chance. A logistic regression was used to answer the third research question, with the
information reduction condition (reduced superficial information and time constraints) and
deception condition (honest and deceptive avatars/point-light displays) as the independent
(predictor) variables. Accuracy was the dependent variable. The participants and the individual
avatars varying among participants were specified as random effects.
6.3 Results

There was no significant difference in accuracy between the time-restricted condition and
chance, y3(1, N = 54) = 3.21, p = .07. There was a significant difference in accuracy between the
reduced superficial information condition and chance, 3(1, N = 54) = 8.91, p <.01, with less
accuracy compared to chance.

Table 6.1 Results of the logistic regression, with accuracy as the dependent variable

Predictor Estimate  S.E 95% ClI z p
Lower Upper

(Intercept) 0.22 0.06 0.10 0.35 346  <.001

Information reduction 0.04 0.09 -0.14 0.22 0.41 0.68

condition (time- constraints)

Deception condition -0.79 0.10 -0.99 -0.58 -7.56  <.001

(deceptive)

Information reduction -0.24 0.15 -0.53 0.05 -159 A1

condition x deception

condition

Note. Information reduction condition (point light as reference level), deception condition (honest as
reference level), and the information reduction condition x deception condition interaction are listed as
predictors.
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Overall accuracy was not significantly different between the information reduction
conditions (see Table 6.1): reduced superficial information (47.8%), imposed time constraints
(46.6%). There was no significant interaction between the information reduction conditions and
deception condition on accuracy (see Table 6.1); reduced superficial information: honest (55.6%),

deceptive (36.3%); time-constrained: honest (56.5%), deceptive (31.8%).

6.4 Discussion

There was no benefit to overall accuracy compared to chance levels of either the reduced
superficial information condition (47.8%) or the time-constrained condition (46.6%). The
underlying distributions of accuracy within both information reduction conditions support the
truth default theory (Levine, 2014), whereby people assumed honesty more than deception. In
the reduced superficial information condition, correct identification of honesty was 55.6%
compared to identification of deceit, 36.3%. Likewise, in the time-constrained condition, correct
identification of honesty was 56.5%, compared to deceit 31.8%.

The lack of a benefit to overall accuracy with either information reduction conditions
contrasts with the literature which would suggest that the reduced information should have
elicited better accuracy rates, thereby also conflicting with previous suggestions that findings of
abilities to detect deceit apply to different contexts (Frank & Ekman, 1997). One reason for the
time-constrained conditions’ contradictory findings with studies that have found that
unconscious processing improves accuracy (Albrechtsen et al., 2009; Reinhard et al., 2013), may
be that the incorporation of unconscious processing with virtual reality was too overwhelming.
Virtual reality was novel to a lot of the participants. Coupled with the time constraints, the lack

of a difference compared to chance may be due to a combination of the limited time and the
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novelty and potential sensory overload of the task. Given the contrasting results within the
literature on unconscious processing, relative to deception detection, future studies may wish to
introduce time constraints when judging the presence of deception in video clips of deception at
a security checkpoint (Abernethy et al., 2010), as opposed to virtual reality, to reduce the number
of novel stimuli/methodologies.

However, other researchers have also struggled to find positive effects when eliciting
unconscious thought (Moi & Shanks, 2015; Wu et al., 2019). Albrechtsen et al.’s, (2009) study
improved accuracy using 15-second clips to elicit intuitive (unconscious) processing, whilst this
study reduced that time by two-thirds. Given the rationale behind thin slice judgements and
accuracy (Ambady, 2010) it was presumed that reducing the viewing time further to 5 seconds,
as this study did, would have been beneficial to accuracy compared to chance. Therefore, the
findings from this chapter spur the questions of whether thin-slicing generally is an appropriate
tool for inducing unconscious processing in this experimental context and whether thin-slicing to
the extremes used in this study (five seconds) can be beneficial? The wider difficulty to replicate
Reinhard’s unconscious decision-making findings (Street & Vadillo, 2016) and the effect of
time-constraints on accuracy (Albrechtsen et al., 2009) may indicate that a Type | error resulting
from random assignment/sampling or environmental differences contributed to their results,
rather than unconscious processing alone. The other null findings in this area may suggest that
perhaps inducing unconscious processing is simply not beneficial to deception detection.

The demographic of the sample may have influenced the results in this study, explaining
some of the conflicts with the literature. Park et al. (2019) found that badminton experts had
better accuracy rates when superficial information was reduced, compared to novices. It may be

inferred that the benefit of reducing superficial behaviour is contingent on contextual familiarity.
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Consequently, the lack of difference between information reduction conditions and chance may
have been due to the sample population, as the participants were predominantly students. A
potential future modification of this study may include a sample consisting of experts who work
on the frontlines in the security sector, to see if improvements in accuracy can be gained.

Moreover, it may be worthwhile to assess in the future whether incorporating a prisoner
or experienced criminal population would lead to a benefit of reducing superficial information.
Though this would not directly benefit security, it would contribute to developing our
understanding of what leads to good deception detection and potential training methods for
improving that skill. Some have attributed the ability to detect deception in point-light studies to
activation of the mirror neuron system (Pinar Saygin et al., 2004), which suggests that the same
areas of the brain are activated when both performing an action and observing an action. This
could explain the finding that prisoners interpretation of non-verbal cues to deception were more
accurate than both other experts (officers, detectives and prison guards) and laypeople (Vrij &
Semin, 1996). Their increased experience of performing deceptive actions themselves (Bond,
2008) may enhance their knowledge of how behaviour changes when people are deceptive.
Reduced superficial information may be worth further exploration as other studies have found
positive effects on accuracy. At the very least, assessing if other populations perform better than
this predominantly student sample could be beneficial for learning about what contributes to
better than chance levels of accuracy at detecting deception.
6.4.1 Summary

In conclusion, the findings of this study do not offer evidence that either form of
information reduction is a useful method of improving the accuracy of non-verbal deception

detection above chance levels.

119



Part IV: Chapter Seven — Gaze Behaviour Before Deception Identification

7.1 Introduction

This final empirical chapter builds on Chapters Four and Five. Chapter Four focused on
which cues people exhibit when deceptive, whilst Chapter Five focused on people’s ability to
judge the presence of deceit in others and provided a self-reported insight into what informed
their judgements. These two chapters have revealed that the non-verbal behaviours were assessed
did not differ between those who were honest and deceptive (Chapter Four), and that decision-
making was inaccurate and informed by subjective perceptions of some factors (Chapter Five).
This present chapter is exploratory and aims to build on Chapter Five by providing a more
objective insight into people’s decision-making. This chapter uses eye-tracking technology to
assess which areas of the body people actually focus on prior to making judgements and the
relationship between focusing on particular parts of the body and accuracy.
7.2 Eye-tracking and deception research

Brunswik’s lens model (Brunswik, 1952), when applied to deception research,
emphasises the need to explore deception detection from both the point of view of the person
committing the act of deception (Chapter Four) and the person tasked with detecting deception
(Chapters Five and Six). Although the three previous empirical chapters have approached
deception detection from both sides of the lens, it is important to take into consideration that
there may be discrepancies between what people think has informed their decision-making and
what they actually looked at (Hartwig & Bond, 2011). This difference may be due to the
limitations of people’s meta-cognition (Lawson et al., 2013), which may impact what is reported
as having influenced decision making, as in Chapter Five. Although we are constantly looking at

the world around us, it is too cognitively taxing to consciously process everything that we see
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(Beanland & Pammer, 2010). Consequently, we may often look at things without consciously
being aware of what we have seen (Dretske, 2006), thus eye-tracking research can contribute to
our understanding of decision-making in this context, in addition to the self-report responses in
Chapter Five.

Eye-tracking technology has typically been used to assess people’s eye movements when
they are lying, to see whether there are changes in fixations or pupil size (Levine et al., 2006;
Pak & Zhou, 2013; Schuetzler, 2012), which is informed by the emotional arousal approach of
the multi-factor theory (Zuckerman et al., 1981). For example, Derrick et al. (2011) conducted a
study in which some participants constructed a simulated bomb and were later shown images of
arbitrary items, as well as a similar bomb to the one they had just built. They found that there
were distinct differences in people’s eye movements when viewing the images, which implied
that eye-tracking could distinguish between those who were familiar with the bomb and those
who were not. Similarly, Wang et al. (2010) found that eye tracking can be used to distinguish
between honest and deceptive communication, with increases in pupil dilation when people were
deceptive.

In contrast Bond (2008) used eye-tracking to assess the eye gaze behaviour of people
whilst detecting deception. Two experts who had achieved accuracy rates between 80-100% in
two prior instances were included in the sample. Bond (2008) found that one of the experts
tended to focus on aspects of the face (lips, eyes, nose and cheek), whilst the other expert tended
to focus on the arms and the top of the right leg. However, even amongst security professionals,
the two experts included in the sample were unusually accurate at correctly identifying deception,
therefore the extremely small sample of this portion of their study makes it difficult to

extrapolate the findings to deception detection generally. Furthermore, the decision-making task
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in this study involved assessing videos of paroled felons who took part in a study where they lied
(or were honest) about a job interview, people in their lives and their work history. Given the
emphasis on gaining contextually relevant findings in this thesis, both the seated interrogation of
the felons and the nature of their lies complicate the transferability of these findings to an airport
context. For one, non-verbal behaviour may be more restricted when seated compared to
standing/walking, potentially impacting the areas of the body which are fixated on by those
assessing deception. Secondly, the experts in Bond’s (2008) study had access to the felons’
verbal behaviour in tangent with non-verbal behaviour, whereas this thesis aims to gain an
insight of people’s judgements based on non-verbal behaviour alone.

As Bond’s (2008) findings show, eye tracking can provide us with more information
about the subject of an individuals’ attention (potentially more than merely asking them). This
knowledge could be a useful tool in understanding what people look at prior to decision-making
and the potential effect this may have on decision-making and accuracy. Using eye-tracking to
assess decision-making may allow us to make inferences about what may have influenced
accuracy and what may have led to inaccuracy, which could help to determine whether relying
on non-verbal measures is suitable in airport contexts. Specifically, this study will assess
people’s eye gaze when identifying deception via the non-verbal behaviour of avatars when
standing/walking.

7.3 Methods
7.3.1 Participants

An a priori power analysis was conducted using G*Power software (Erdfelder et al.,

2009) to determine the sample size that would allow the study to have sufficient power. The

significance level was set at the standard o = .05, the power level was set to 1- = .80, and a
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conservative effect size was set to .25. Accounting for potential data loss due to the use of eye-
tracking technology and participant withdrawal, a total sample size of 72 was determined to be
sufficient. Seventy-two participants (82% women, 18% men, Mage = 19.65 years, SDage = 1.91
years) took part in this study. Within this sample, 60% were British and 40 % were of other
nationalities. All participants had normal or corrected to normal vision. Participants were
recruited by responding to posters placed around the Lancaster University campus, or via the
university’s online recruitment system for psychological studies. All participants were required
to be at least eighteen years old and have normal or corrected to normal vision. Depending on
eligibility, they were either financially compensated or received course credit. Ethical approval
was obtained from the Ministry of Defence Research and Ethics Committee and the Lancaster
University Faculty of Science and Technology Ethics Committee.
7.3.2 Materials

Data was collected in a standard eye-tracking laboratory, using a desktop computer and
the Tobii x60 eye tracker.

7.3.2.1 Eye-tracking apparatus

The Tobii x60 eye-tracker has a 60Hz sampling rate. This tracker was used due to the
existing availability of this tracker within the laboratory. Tobii Studio software version 3.4.5 was
used in conjunction with the x60 tracker for calibration and pre-analysis processing of the data.

7.3.2.2 Eye-tracking stimuli

The eye-tracking stimuli consisted of a 2D virtual security environment which was
visually similar to those featured in Chapters Five and Six (see Chapter Three, Figure 3.3). This
2D environment was created using Unity software. Participants viewed a range of avatars (see

Appendix A) whose movements were animated using the non-verbal data from participants in
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the study in Chapter Four. The avatar presentation was randomised for each participant. See
Chapter Three, section 3.3 for further details of how the stimuli were created.
7.3.3 Measures

Participants viewed each avatar until they relayed their judgements via the desktop. As
such, the following measures are proportional to the total amount of time spent observing the
avatars.

7.3.3.1 Areas of interest hits

Six areas of interest were defined on each avatar within Tobii Studio. These areas were the head,
right arm, right hand, left arm, left hand and legs (see Figure 7.1). The torso was not included as
an area of interest due to an inability to access the laboratory to complete this part of the data
processing because of the covid-19 related building closures. The leg area of interest was not
separated into the left and right leg due to their closeness when the avatars were in motion, which
made this difficult and redundant. The area of interest measure reflects the number of fixations
on the specified part of the body.

Figure 7.1 An avatar with the six areas of interest depicted.
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7.3.3.2 Total fixations and saccades

Tobii Studio recorded the type of eye events, either a fixation or saccade, that was present
for each frame of the recording. Due to this precision, it was possible to calculate the proportion
of fixations compared to saccades across each recording and relative to the deception condition.
This measure accounts for the total number of fixations and saccades and is inclusive of eye
movements that were not within the areas of interest in addition to those that were.

7.3.4 Design

A repeated measures design was used. The independent variables were the deception
condition of the avatars (honest or deceptive) and the individual areas of interest. The dependent
variable was accuracy.

7.3.5 Procedure

Informed written consent was gained before the commencement of the study. Participants
were seated approximately 55cm away from the desktop during the task. Each completed a
calibration trial before the study to ensure that the eye tracker was able to register their pupils in
different locations of the computer screen. The participants’ role and task were the same as the
previous two chapters; to assess avatars approaching the security area.

A white screen with a fixation cross appeared for a few seconds before each avatar was
viewed so that all participants’ gaze was at the same location immediately before viewing a new
avatar. Participants were instructed to focus on the fixation cross each time that it appeared on
the screen. In total, they were shown a series of 24 avatars which were either honest or deceptive,
in random order. Following the presentation of each avatar, the participants communicated their
assessment of whether the avatar was deceptive via the desktop. After all the avatars had been

viewed, a general demographics questionnaire was given and then participants were debriefed.

125



7.3.6 Analysis

The data was analysed in R Studio. Three separate analyses were conducted to assess: 1)
Whether accuracy differed from chance- A chi-square test was used to compare the observed
accuracies with chance 2) Whether the deception condition was linked with accuracy- A
binomial logistic regression model was used, with deception condition as the dependent variable
and accuracy as the dependent; 3) If focusing on certain areas impacted accuracy- A logistic
regression model was used with deception condition as the independent variable and accuracy as
the dependent variable.

7.4 Results

Overall accuracy was 49.8% and did not differ from chance y?(1, N =72) = 0.33, p = .56.
There was a significant effect of deception condition on accuracy, = -0.92, z =-9.30, p <. 001,
95% CI [-1.11,-0.73], reflecting the underlying distribution of identification of the deception
(38.5%), compared to honesty (61.1%).

Accuracy was significantly worse when there were more area of interest hits on the left
arm £ =-0.04,z = -2.62, p < .01, 95% CI [-0.06,-0.01], but significantly better when there were
more area of interest hits on the left hand g = 0.03, z = 2.37, p =.02, 95% CI [-0.01,0.06]. There
was no significant effect of fixating on the other areas of interest. In light of the relationship
between accuracy and the left hand and arm, further analysis compared the proportion of
fixations on the left and right upper limb areas of interest and showed that the left hand was
fixated on fewer times than the right hand t(1727) = -19.22, p <.001, as was the left arm
compared to the right arm t(1727) = -13.41, p <.001. The leg area of interest was not linked with
accuracy, but it was fixated on more than the four areas of interest on the arms, including: the left

arm t(1727) = 33.78, p < .001; the left hand t(1727) = 34.62, p < .001; right arm t(1727) = 21.76,
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p <.001; right hand t(1727) = 18.10, p < .001. The head was fixated on more than the legs
t(1727) = 19.02, p < .001.

Table 7.1 Descriptive summary of the area of interest fixations, per body area.

Area of interest hits

Area of interest Overall Honest Deceptive
M SD M SD M SD

Head 24.68 21.12 26.02 21.50 23.34 20.66
Left arm 1.21 3.66 1.47 4.34 0.96 2.83
Left hand 1.42 3.84 1.56 4.12 1.27 3.54
Right arm 4.30 8.36 3.79 7.41 4.81 9.19
Right hand 5.63 8.44 5.50 8.61 5.77 8.28
Legs 12.61 13.34 11.84 12.92 13.71 13.71

Note. Area of interest hits are presented overall and relative to the deception condition
7.5 Discussion

The results of this study showed that the overall accuracy of identifying deception was
poor. The deceptive avatars were linked with a greater incidence of fixations on the left arm,
right arm and legs. Accuracy varied depending on the area of interest that was fixated on, with
reduced accuracy when fixating on the left arm whilst fixating on the left hand had a positive
effect on accuracy. Participants looked at the legs significantly more than the other areas of
interest, although this was not linked with better accuracy.

It is important to note that the left arm and left hand did not differentiate truth-tellers
from deceptive people in Chapter Four. Movement of the left arm and hand merely distinguished
between two of the deceptive conditions, package and weapon. There were contrasting effects on
accuracy between looking at the left arm compared to looking at the left hand, and although
Chapter Four did not find that the arms or hands distinguished truth-tellers from liars, previous
research has found that people believe that finger and hand movements increase when people are

deceptive (Vrij & Semin, 1996). Likewise, upper limb movements were cited in the self-report as
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cues that were used to inform decision-making in Chapters Five, which may explain why these
areas were fixated on. It is important to stress that there is some difficulty with the interpretation
of fixations because the results do not explain why the effect on the accuracy of looking at the
left hand did not apply to the arm.

The question remains of why accuracy increased when looking at the left hand and not
the right, especially given that there were significantly fewer fixations on the left hand compared
to the right. There are conflicting findings on gaze preference, with some studies finding a
preference for looking at the left visual field (Durgin et al., 2008; Guo et al., 2009) whilst others
suggest a preference for the right (Gorbunova & Falikman, 2019). This study’s findings support
the notion of a preference for the left, given the higher number of fixations for the right arm and
hand, which appeared on the left visual field of the screen. The majority of people are right-
handed (Holder, 2001), which may cause people to focus more on the right hand of others. Given
the somewhat sporadic nature of the effect of looking at the hand compared to the arm on the
accuracy, these findings should be interpreted cautiously, as this may be a statistical anomaly.

Much like previous chapters, another potential area for research could include a more
occupationally diverse sample. This could look at whether eye movements vary between security
personnel and laypeople, if this interacts with the deception condition and whether this has an
impact on accuracy. Given that security personnel should have greater experience of assessing
people for the presence of deception than the layperson sample in this chapter, different eye gaze
patterns may have emerged had they been included in this study. However, due to findings that
some personnel in the security sector have misconceptions about cues of deception (Denault et
al., 2020; Stromwall & Granhag, 2003; Vrij & Semin, 1996), their gaze behaviour may show

fixations that are not linked with deception. Nevertheless, such research into the gaze of
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professionals is an often-overlooked step in working towards our understanding of detection
accuracy and may prove useful.
7.5.1 Limitations

The use of the virtual reality avatars and security checkpoint stimuli was convenient due
to the ease of accessibility and incorporation of this technology within this thesis. Whilst it
provides a stepping stone in understanding the eye gaze behaviour of people observing potential
deception, it poses a limitation in terms of knowing whether the same eye movement behaviour
would be present when viewing non-virtual people. Due to the limited range of studies
comparing the outcomes of virtual reality studies with the real world, it is difficult to judge
whether these findings are wholly applicable to viewing real people. Accordingly, a study
measuring eye movements when viewing CCTV footage or recordings of people in a laboratory
setting would be a useful step in furthering the utility of this research.
7.5.2 Summary

In conclusion, eye tracking research can provide some useful information in an area of
deception research that has rarely been investigated, the gaze behaviour of the observers. This
study shows the importance of gaining a more objective insight into what may be influencing
people’s decision-making. The results highlight a potential issue of fixating on specific parts of
the body because the way that perceived non-verbal movements are processed and interpreted
may not affect accuracy at all or positively. This may be due to the ambiguity with deciphering
others’ behaviour and in tangent with the reliability/validity of non-verbal cues, may explain

some of the poor results of deception detection in the literature.
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Part V: Chapter Eight- General Discussion

The overall findings of this thesis suggest that the assumption that judgements based on
non-verbal behaviour are a reasonable method of determining if others pose a threat is flawed,
specifically in the absence of valid non-verbal markers. Using the framework of the lens model
to structure this research (Brunswik, 1952), the non-verbal measures which were assessed were
not valid markers of deception and people’s accuracy was poor and reliant on superficial factors
or irrelevant factors. This final chapter will provide a brief overview of the motivation (from the
literature and airport practice) for this thesis; evaluate the use of virtual reality and automated
measurement tools; summarise the results and theoretical implications from Chapters Four to
Seven; consider the practical implications of the findings and elaborate on the overall limitations
of this research. Suggestions of some avenues for future work in this field will be mentioned
throughout.
8.1 Overview

Within many contexts, there is a need to be able to distinguish between those who are
telling the truth and those who are lying. Though the deception field has sought to identify
behavioural markers that can distinguish between honesty and deception, they tend to be
unreliable or limited in their diagnostic value (Nortje & Tredoux, 2019; Vrij et al., 2019).
Regardless, people tend to rely heavily on non-verbal behaviour to make assessments about
other’s intentions and whether they pose a threat (Bogaard et al., 2016; Johnson, 2007).
However, the literature on deception detection suggests that people’s ability to detect deception is
poor (Bond & DePaulo, 2006; Vrij, 2008a).

Within some airport settings, a reliance on non-verbal cues may be promoted by security

protocols that focus on non-verbal behavioural abnormalities to justify approaching people for
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questioning (U. S. Government Accountability Office, 2010). In practice, there are widespread
accusations of prejudicial decision-making, influenced by superficial factors such as race,
ethnicity and religion (ACLU, 2017; Meyer, 2010). Along with the moral issues with this type of
discrimination, this may also detrimentally influence the objectivity of decision-making.
Considering these issues, the use of non-verbal measures may be inappropriate in an airport
context given the potential for false positives (falsely identifying someone as potentially posing a
threat) and false negatives (failing to identify someone who poses a threat).

Airports were the specific environment of interest in this thesis. There was an issue with
blindly applying the findings of some of the research in the field of deception to an airport
security checkpoint context. A lot of our knowledge of non-verbal cues is derived from
laboratory research which may lack direct contextual relevance when trying to understand
deception and deception detection behaviour in an airport environment as opposed to the seated
police interrogation methodology that is common in the literature. To gain a clearer
understanding of the suitability of non-verbal behaviour to an airport environment, virtual reality
was used as a method of contextual priming to attempt to evoke real-world behaviours. This
thesis aimed to assess whether non-verbal behaviour differed in a virtual airport environment
(Chapter Four); peoples’ ability to identify deception in others and the factors that influenced
decision-making (Chapters Five, Six and Seven).

8.2 The use of technology in this research
8.2.1 Virtual reality

As discussed in Chapter Two, a lot of the work on deception has revolved around a

seated police interrogation paradigm, within a laboratory environment. The applicability of some

findings to our understanding of non-verbal behaviour in airport environments is difficult
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because of the potential impact of contextual differences. To focus this research on an airport
environment, virtual reality was used to reduce the salience of the laboratory environment and
encourage contextual priming to evoke realistic behaviour (see Chapters Two and Three). The
use of virtual reality in this thesis was influenced by the increasing importance of conducting
contextually relevant research, particularly within the deception field (\Vrij et al., 2019),
especially because of the need to contribute towards ensuring that airport security practices are
valid and based on sound research.

Virtual reality has the potential to bridge the gap between more traditional laboratory
environments and field settings (de Groot et al., 2020). Inevitably, laboratory-based security
studies cannot capture all the situational variables that are present in the real world
(Sotirakopoulos et al., 2011). One of the issues within deception research is that it is difficult to
generalise specific measures of deception to other contexts, which may influence the reluctance
of practitioners to trust the findings of laboratory studies (Buckley, 2012). Replicating
environments that may otherwise be difficult to gain access to (Brookes et al., 2019; Rebelo et al.,
2012) is relatively easy within virtual reality. Also, the ease of replicating the visual, auditory
and some tactile stimuli allowed for the simulation of an airport in a laboratory that otherwise
would not have been possible within the confines of the available space during this research
period. In addition, compared to field experiments, using virtual reality has the advantage of
enabling researchers to maintain control of the variables to an extent that may not be possible in
an airport because of the multitude of variables constantly at play (Pan & Hamilton, 2018).

Although using virtual reality may address some of the aforementioned issues in more
traditional studies, it would be remiss to neglect the discussion of some of the limitations of

virtual reality. While virtual reality in some instances may be an improvement in terms of the
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contextual relevance of experimental control and reproducibility compared to other methods
(Pan & Hamilton, 2018), few studies have assessed the comparability of virtual reality studies to
the real world. Difficulties securing access to an airport prevented the inclusion of a comparison
of behaviour in virtual reality with a field study within this thesis, so one must be cautious with
generalising these findings to real security checkpoints without further research to support doing
s0. Previous research has suggested that in some contexts people behave similarly in real life and
virtual reality (Armougum et al., 2019; Bhagavathula et al., 2018; Xu et al., 2021), but the use of
virtual reality and comparison studies with real-world behaviour is still fairly novel within the
deception domain. This is an important avenue of future research to validate the comparisons of
deception-related behaviours in virtual reality and the real world. With this thesis, it is difficult to
ascertain whether judging virtual avatars elicits the same responses as judging real people.
Although virtual reality was used to reduce the salience of the laboratory, ultimately within
deception research the participants are aware that they are taking part in a study, as is the case
with most types of human research. Anecdotally, some people did report forgetting that they
were in the laboratory but there is the potential that people’s behaviour was still not the same as
it would have been in a real airport.

The virtual reality immersion scores were poorer in Chapters Five and Six when people
judged whether the avatars were honest or deceptive, compared to Chapter Four. The reduction
in immersion was likely due to the reduced interaction in these virtual environments compared to
Chapter Four which had more of a mixed reality environment (Pollard et al., 2020) due to the
incorporation of tactile stimuli, walking in virtual reality and verbal interaction with other avatars.
The reduced immersion may have impacted the extent to which the accuracy rates and the effect

of the information reduction techniques were reflective of real life. However, the accuracy rates
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and the truth bias underpinning them were consistent with the literature, so immersion in
Chapters Five and Six is unlikely to have had a detrimental impact on the conclusions from these
chapters. Overall, virtual reality was a helpful addition to this research and may be beneficial to
other aspects of deception research, but the conclusions must be approached cautiously in
relation to the real world. Future use should aim to increase immersion by introducing more
interactive elements in their designs (Pan & Hamilton, 2018; Slater et al., 1994) and include real-
world comparison conditions.
8.2.2 Measuring non-verbal behaviour

Non-verbal deception research has typically measured changes in behaviour using
manual methods of coding and processing the data (Klaver et al., 2007), in which people observe
videos and manually code for specific changes in movement. This thesis used automated
methods of measuring non-verbal behaviour via the use of Xsens motion-capture suits, and an
automated method of processing the data output from the Xsens suits using the AMAB method
(Poppe et al., 2014). Reducing the potential for subjective researcher influence to affect the non-
verbal data, either consciously or subconsciously (Luke, 2019), was one incentive for avoiding
manual coding methods. Using motion-capture and the AMAB method was beneficial because it
allowed for small changes in behaviour to be assessed, which would not have been possible with
the naked eye. Furthermore, the AMAB method allows for a more gestalt approach to assessing
differences in non-verbal behaviour compared to manual observation methods. AMAB can
compute changes in one area of the body relative to another, taking into account that joints
seldom move independently, thus providing an overall picture of non-verbal behaviour as

opposed to homing in on more prominent attributes.
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The Xsens suit consists of a lycra zipped t-shirt and several sensors placed on self-
fastening straps worn around the limbs. Though anecdotally, some participants reported
forgetting that they were wearing it, it is possible that not everyone perceived the suit to be
unintrusive. It could be reasoned that an unintended consequence of the suit is that it could
impact some people’s non-verbal behaviour. Much like the use of virtual reality, future work
should aim to measure the similarity between movement when wearing the suit and not.

8.3 Empirical summaries and theoretical implications
8.3.1 Deception cues

There is an assumption within the deception literature that non-verbal behaviour should
differ between deceptive and honest people because of cognitive load, emotional arousal and/or
behavioural control (Zuckerman et al., 1981). Chapter Four aimed to assess whether that
assumption would apply to a virtual airport environment, or whether the contextual pressure of
an airport would render other models more insightful, such as the self-presentation theory
(DePaulo, 1992).

8.3.1.1 Non-verbal behaviour

The first objective was to investigate whether there were valid cues for detecting
deception. This question was answered in Chapter Four in an experiment that used both the
Xsens motion capture system and virtual reality to assess whether there were changes to non-
verbal behaviour and response latency (a conceptual replication of a previous study) when
people were deceptive. This study had an honest condition and three deceptive conditions: future
action, package and weapon. There were no distinctions between the honest and deceptive
conditions in terms of the non-verbal measures: movement per minute, cadence, step length,

speed, centre of mass displacement or segment displacement. Segment displacement only
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revealed differences between the package and weapon condition, specifically with more
movement of the left forearm and hand in the weapon condition. Response latency was shorter in
the honest condition, only compared to the future action condition. The response latency finding
contradicts a conceptually similar virtual reality study where people had shorter response
latencies when they were deceptive (Mapala et al., 2017).

The findings from Chapter Four potentially highlight the importance of environmental
context and the subsequent types of deception when researching with the aim of generalising to a
particular environment. The null results of non-verbal markers contrast with other studies that
have found significant differences in a range of non-verbal measures, also using motion-capture
(Poppe et al., 2014). Eapen et al., 2010 found that non-verbal behaviour differed when deceptive,
but this task was about participants lying about their performance on a maths test and having
witnessed an accident. Similarly, Matsumoto et al. (2015) found that non-verbal measures
distinguished between people that were deceptive and honest. It is possible that these different
results were due to the different methodologies, virtual reality compared to a physical security
checkpoint in a laboratory, or task differences (Eapen et al., 2010). Therefore, laboratory salience
may have contributed to the discrepancy with this thesis. Likewise, Poppe et al., 2014 found that
joint displacement was different between truth-tellers and liars, with their methodology being
directly relevant to interrogation proceedings. Though previous research may be relevant to the
aims and contextual parameters set by the researchers, this thesis aimed to address the validity of
assessing non-verbal behaviour in airport environments. Hence, while acknowledging the bleak
picture painted by this thesis about the assumption that non-verbal behaviour would differ in an
airport context, further research is needed to replicate and understand the discrepancy between

these findings and other literature.
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Although the null non-verbal findings do not support the multi-model theory (Zuckerman
et al., 1981) because the cognitive load, emotional arousal and behavioural control presumably
did not lead to behavioural distinctions in honest and deceptive people, it is important to note
that none of these three factors were measured directly in thesis research. Consequently, one
interpretation of the null findings is that these three factors did increase for participants in the
deceptive conditions, but that any increase simply did not have a significant effect on their non-
verbal behaviour. Another interpretation of the findings is that the task did not increase cognitive
effort, emotional arousal or behavioural control at all, or not to a significant degree in the
deceptive conditions, compared to the honest condition. Within deception research, as we strive
to design more realistic studies, it is equally important that studies do not artificially increase the
propensity for increased cognitive effort, emotional arousal or behavioural control which goes
beyond the extent that those factors are experienced in real-world contexts for the sake of
experimental manipulation. Consequently, one of the theoretical implications of this research is
that it may cast doubt on the extent to which some of our theoretical assumptions may be
reflective of laboratory-induced behaviours and not the real world. However, caution should be
applied with this theoretical implication based on one piece of research.

The null non-verbal findings could lean toward one aspect of the self-presentational
theory (DePaulo, 1992), which emphasises that there may be more similarities than differences
between liars and truth-tellers. It is difficult to ascertain the cause of the non-significant
difference between the honest and deceptive conditions though. It could reflect both the honest
and deceptive participants modifying their behaviour due to the airport context (Blackwood et al.,
2015). However, this cannot be definitively concluded because there were no baseline measures

of the participants’ non-verbal behaviour. The between measure design of Chapter Four limits
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the conclusions that can be drawn from the findings. Particularly in terms of the self-
presentational theory, whether the null results are reflective of all the participants modifying their
behaviour to present a better image, or whether all participants were equally unaffected by the
scenario, may be an interesting follow-up. Future research may wish to incorporate a within-
measures design to compare each individuals’ baseline behaviour to the post-experimental
intervention behaviour to form a clearer assessment of the mechanisms underlying non-verbal
behaviour in this context.
8.3.1.2 Response latency

The longer response latencies when people were deceptive partially aligns with previous
findings (Debey et al., 2015; Sporer & Schwandt, 2007; Suchotzki et al., 2013; Walczyk et al.,
2013). There is only partial support for the cognitive load approach regarding response latencies
because they were longer only in the future action condition compared to the honest condition.
Contrasting with the null results in the non-verbal measures this could suggest that the multi-
model may be dependent on both context and whether verbal or non-verbal measures are used.
The difference in response latency between the honest and future action condition may have been
the result of the increased cognitive load caused by having to suppress the truth in their condition,
that they were intending to meet with someone to commit an illegal act, and maintain the
deceptive narrative (Zuckerman et al., 1981). Lying about future intentions may have resulted in
a distinguishable response latency because there is a degree of uncertainty over anticipated future
actions compared to the more concrete reality of having a prohibited item on one’s person. Due
to this degree of uncertainty over the events of an anticipated future illegal act, people may be
more cautious when responding. The null latency result of the other deceptive conditions is

interesting as it could suggest that response latency may not be able to distinguish between
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honest people and those who may be carrying prohibited items, such as a weapon or suspicious
package. However, again this null result should be interpreted cautiously.

Much of the research on response latencies have focused on deception concerning current
or past actions (Geven et al., 2020; Sheridan & Flowers, 2010), though research on deception
about future intent typically revolves around the content of verbal communication (Kleinberg et
al., 2017), not response latency. These findings suggest that the effect of deception on response
latency may be mitigated by the type of lie, with different effects due to the concealment of an
object compared to misleading information about a future intention. Thus, the assumptions about
response latency (Suchotzki et al., 2017) may not be generalisable to all forms of deception.
However, a similar virtual reality study in which people lied about possessing a prohibited item
found that there were differences in response latency between the honest and deceptive condition,
and the effect of deception on response latency was in the opposite direction (Mapala et al.,
2017). Mullin et al. (2014) also found distinguishable differences in response latency when
people lied about possessing a prohibited item, suggesting that the effect of deception on
response latency is not limited to lies about future events as the findings from this thesis may
suggest. Further replication would be helpful before speculating about why the response
latencies of participants in the weapon and package condition were unaffected by deception.
8.3.2  Accuracy identifying deception and the factors that influence decision-making

Accuracy identifying deception was measured in Chapters Five, Six and Seven. Despite
the lack of significant non-verbal measures distinguishing honesty from deception in Chapter
Four, the second objective addressed in Chapter Five sought to assess how accurate people were
at identifying deception based on non-verbal behaviour and which factors they reported using to

influence their judgements. There are many facets of non-verbal behaviour, all of which could
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not feasibly be assessed within this project. The accuracy measure in Chapters Five investigated
whether accuracy in the absence of the validity of the non-verbal measures from Chapter Four
was no different from guessing, or whether people were good at identifying deception, hinting at
an inherent ability to identify deception based on something else. Indirectly, Chapter Five to
Seven aimed to contribute towards having a greater understanding of whether non-verbal
judgements via human observation are valid in an airport setting, given the unreliability of the
diagnostic value of non-verbal behaviour and deception (shown in Chapter Four).

The overall accuracy findings from Chapters Five to Seven agreed with the literature
(Bond & DePaulo, 2006) that accuracy was poor and either did not differ from chance levels or
was worse than chance. The overall implication of these findings is that people are poor at
detecting deception in instances when they must rely on non-verbal behaviour. The underlying
distribution of the poor accuracy did show support for the truth-default theory (Levine, 2014b).

The non-significant difference in overall accuracy from chance could allude to the
fickleness of identifying deception from non-verbal behaviour. The underlying distribution of the
poor accuracy rate supports the truth-default theory (Levine, 2014b) likely because most
populations, other than law enforcement (Masip & Herrero, 2017), generally assume that people
are honest more often than they lie. The accuracy findings extend our knowledge of the poor
suitability of assessments based on non-verbal behaviour, to a simulated airport environment. It
would stand to reason that if accuracy above chance levels was not evident in the noise-free
conditions of a virtual laboratory experiment, then it is unlikely that judgements based on non-
verbal behaviour would be any more suitable in an actual airport.

The thematic analysis found that six themes were used to influence decision-making:

physical appearance; disposition; walking behaviour; body positioning; looking behaviour and
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upper limb movement. The responses from the thematic analysis revealed often conflicting
perceptions of whether one of the themes, for example, disposition, implied deception. The
discrepancies in perception may be attributed to individual differences in the participants and are
somewhat consistent with some of the critiques of the SPOT program, namely that an innocuous
trait or behaviour can be erroneously deemed to be indicative of guilt, due to the subjective
nature of detecting threats from non-verbal behaviour. The contrasting responses from the
thematic analysis convey the difficulty of objectively assessing non-verbal behaviour and the
ease with which perceptual differences, potentially mitigated by one’s own experiences, can
impact whether behaviours are interpreted as being indicative of deception. On the other hand,
due to the predominantly student population that the thematic responses were garnered from, it is
imaginable that security personnel may have had different interpretations of the non-verbal
behaviours. Nonetheless, whilst the content of the responses may vary both on an individual
basis and reflective of occupation (akin to the lie bias (Masip & Herrero, 2017)), the contrast in
the interpretation of factors such as disposition reflects an overall important hindrance of relying
on people to detect deception through non-verbal means. Future work may wish to gain a
qualitative insight into the way that security personnel interpret the behaviour of others.
8.3.3 The effect of reducing subjective influence on decision accuracy

The third objective, to improve accuracy was addressed in Chapter Six and was
influenced by the poor accuracy in Chapter Five, which was no different to guessing (chance)
and the thematic analysis which suggested a reliance on superficial factors. Chapter Six
investigated whether the poor accuracy rate found in Chapter Five and the wider literature could
be improved, relative to chance. The incorporation of two techniques of information reduction:

reduced superficial information; and imposed time constraints were used. The effectiveness of
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these two techniques which aimed to reduce the salience of distracting information was assessed
by comparing the accuracy rates to chance levels. Overall, accuracy was no different from
chance levels for the reduced superficial information condition and worse than chance levels for
the imposed time constraints condition.

Chapter Six contradicted Hartwig and Bond's (2011) suggestion that measures to increase
the reliance on intuition, such as by reducing the presence of non-pertinent information, may
boost accuracy. Instead, Chapter Six found that placing time constraints on exposure to the visual
stimuli did not improve accuracy relative to chance. This outcome may have been due to the
method of inducing unconscious processing rather than a flawed assumption that unconscious
processing would increase accuracy. It is possible that the time constraints were too extreme to
positively affect accuracy. However, although Reinhard et al. (2013) and Albrechtsen et al.
(2009) found that inducing unconscious decision-making by manipulating the time for
deliberation or stimuli exposure improved the accuracy of detecting deception, other research has
also failed to replicate such findings (Moi & Shanks, 2015; Wu et al., 2019), perhaps suggesting
that this intervention is not beneficial in this context and/or using this methodology.

Chapter Six also tried to boost deception detection accuracy by using point-light displays
to reduce the salience of irrelevant visual information. This intervention also failed to boost
accuracy, which conflicts with previous findings that reducing superficial information increased
accuracy (Park et al., 2019) and point-light display studies where accuracy rates were at least
70% (Runeson & Frykholm, 1983). The difference between the type of tasks may explain this
lack of a significant finding. For example, whilst the visual stimuli in Runeson & Frykholm 's
(1983) study involved carrying a box, the visual stimuli in Chapter Six were simply of people

walking, as one would at a security checkpoint. Both involve deception, but the box task is a

142



measure of deception due to a misleading physical action, whereas the deception in this thesis’
point-light display condition was due to the concealment of a prohibited object or future
intention. Hence, the use of the point-light displays may not benefit accuracy when detecting
deception that does not involve deliberate manipulations of the body.

8.3.4 Eye gaze behaviour

The fourth and final objective was to assess what people looked at prior to decision-
making and how this relates to accuracy. This was assessed in Chapter Seven using eye-tracking
equipment to gain a more objective insight of assessing what people use to inform their decision-
making, as opposed to the self-report measures in Chapter Five. The results found that people’s
fixations on the left arm and left hand were linked with accuracy, despite joint displacement
findings in Chapter Four not supporting the relevance of either area as distinguishing between
honesty and deception. The effect of these fixations on accuracy differed. People were more
accurate at detecting deception when they fixated on the left hand, whereas accuracy was worse
when fixating on the left arm. These results were despite participants looking at the right hand
and arm more than the left hand and arm and despite more fixations on the legs compared to all
other areas of the body (except the head). Overall accuracy was again no different from chance,
at 49.8%.

The eye-tracking findings of fixations on the hands and arms and the relationship with
accuracy are not justified in this thesis since these areas were not indicated as distinguishing
between truth-tellers and liars in Chapter Four, though they did distinguish between the weapon
and package condition. However, these findings support previous literature which suggests that
deception influences hand movements (Sartori et al., 2016) and commonly held beliefs that hand

movements are a cue of deception (Strémwall et al., 2004), so the fixations may be reflective of
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beliefs about deception markers, specifically related to upper limb movement. The legs were
fixated on the most compared to the other areas of the body, although this was not linked with
accuracy. Since none of the measures relating to the legs in Chapter Four was significant, the
legs being the primary area of focus does not support Hartwig and Bond's (2011) idea that people
look at valid cues and poor accuracy reflects being unable to consciously make decisions based
on valid markers. It is important to note that this type of eye-tracking research shows what was
fixated on before making a judgement, but it cannot be assumed that these fixations directly
impacted decision-making.
8.3.5 Implications summary

The abovementioned findings have theoretical implications regarding the mechanisms
underpinning non-verbal behaviour when deceptive. In Chapter Two, two main theories of
contention were discussed, the multi-factor theory (Zuckerman et al., 1981) and the self-
presentational theory (DePaulo, 1992). Though the design limitations of Chapter Four prevent
explicit support for the self-presentational theory, the theoretical implications of this thesis
support previous notions of the idiosyncratic nature of non-verbal behaviour (Jupe & Keatley,
2019; Porter & Ten Brinke, 2010) and thus the complexity of any individual theory providing a
sufficiently conclusive explanation of non-verbal behaviour in a range of contexts (Vrij et al.,
2019). Furthermore, this thesis provides support to the findings that people are poor at
identifying deception and that methods of inducing intuitive decision-making are not effective
(Moi & Shanks, 2015) at producing accuracy rates that can justify protocols reliant on non-
verbal behaviour. Given that in airport contexts non-verbal behaviour can be more readily
available, hence a reliance on it, Chapter Six sought to see whether even in the absence of valid

cues, information reduction techniques could boost accuracy above chance levels. The rationale
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behind this was partly based on the common assertions that people are intuitively good at
determining whether people are deceptive (Hartwig & Bond, 2011; Masip & Herrero, 2017,
Pinizzotto et al., 2004; Reinhard et al., 2013). However, such judgements are often deemed to be
reflective of prejudice based on racial, religious or ethnic categorisations (ACLU, 2017; Meyer,
2010). The lack of improvement in accuracy when reducing the reliance on biasing heuristics to
allow for a more intuitive assessment of deception (Albrechtsen et al., 2009; Hartwig & Bond,
2011; Reinhard et al., 2013) leads to the conclusion that some of the theories regarding the
benefit of intuition are not suited for application in a high-security context.

8.4 Practical implications

In high volume areas, often non-verbal behaviour is the first method of assessment before
security personnel decide that a person may need to be approached or require further
investigation to determine their intentions (U.S. Government Accountability Office, 2010). The
limited scientific underpinning for behavioural detection methods used at some security
checkpoints and within other legal contexts (Jupe & Denault, 2019; U.S. Government
Accountability Office, 2010) is a concern. The invalid protocols as well as the false beliefs about
cues of deception by those within the police, prosecutorial and judiciary industries (Jupe &
Denault, 2019; Stromwall & Granhag, 2003) points to a larger issue with which academia could
potentially help.

Although other studies of non-verbal behaviour have found valid cues, the context of
these studies may have contributed to their findings and they may not apply to security
checkpoint environments. The knowledge gained from research is not being successfully
disseminated beyond some academic circles or is inappropriately interpreted (Jupe & Denault,

2019). This notion is evident due to the resistance to address the criticisms of the SPOT program
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(U.S. Government Accountability Office, 2013) and the lack of knowledge held by those
detecting deception in security settings (Denault et al., 2020). The reliance on invalid cues in
practice may be due to difficulty understanding the applicability of laboratory findings to real
security environments and doubts from those within the security industry about the usefulness of
laboratory-based findings (Buckley, 2012). The use of virtual reality within this thesis aimed to
increase the contextual relevance of the research and therefore reduce concerns about the
irrelevance of laboratory-based deception studies to the security industry. Though Hartwig and
Bond's (2014) meta-analysis suggests that such concerns are overstated by those in security, this
research used virtual reality to replicate a security checkpoint to try to quell these. It was
intended that the transferability of these findings to security contexts may be more apparent and
contribute towards lessening the reliance on pseudoscience in the real world, though real-world
comparisons and a more occupationally diverse sample are needed to justify this.

The null non-verbal results may have important practical implications, as it shows that
non-verbal differences may not always be found, nor are they advantageous to decision-making,
casting doubt on their inclusion in security protocols. If an automated measure which assesses
behaviour at the minute level could not find significant differences in non-verbal behaviour, how
can we expect security personnel to make judgements based on naked-eye observations of non-
verbal behaviour? A poor ability to detect deception means that honest people may be incorrectly
assumed to be deceptive. These errors can have long-term consequences, as honest people can be
indefinitely detained (Hickman, 2005; Proulx, 2005; Stewart, 2005) or wrongfully convicted
(Innocence Project, 2019) based on initial false assumptions which spiral out of control. On the
other hand, poor detection abilities mean that deception may go undetected when people do pose

a significant threat. Questionable reliability/validity of non-verbal diagnostic cues and the poor

146



ability to detect deception using measures to reduce any noise around detection based on non-
verbal behaviour (Chapter Six) could mean that people’s reliance on non-verbal behaviour may
be a hindrance to their ability to identify deception.
8.5 Ethical implications

One of the main ethical implications of deception research, particularly that which
investigates future intent as in Chapter Four, regards the potential abuse of applications in the
real world. For example, with the longer response latencies in the future action condition in
Chapter Four, a crime has not been committed at the point in time where the discrepancies in
response latency are evident. Questions emerge in terms of the acceptable follow-up actions
regarding the use of response latency measures that aim to identify deception about criminal
future intent. Would such a measure be used to permit further surveillance? A future intent
measure such as this could potentially be susceptible to abuses of power, suffering from the same
critique that plagues the ‘preventative’ stop and search/frisk measures particularly in London and
New York (Bradford & Tiratelli, 2019) over the dubious justification for further intervention.
8.6 Overall limitations

The limitations of this work have been mentioned throughout the empirical chapters and
within this chapter, but this section will elaborate on the overarching limitations of this thesis. A
debate around the representativeness of the participant pool of a lot of behavioural experiments
may apply to this thesis. Researchers have argued that most people who volunteer for
psychological experiments are western, educated, industrialised, rich and from democratic
nations (WEIRD; Dan, 2010). The WEIRD-ness of participants is argued to limit the extent to
which the results of studies can be generalised to the diverse groups of people that are present at

airports. Although not formally recorded, a substantial amount of the participants in this research
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were not from western nations, so culturally the results may be generalisable to an extent.
However, most participants were undergraduate or postgraduate students, meaning that they
were educated and possibly were from industrialised nations, thus complicating generalisations
beyond WEIRD populations. Other aspects of the participants may limit the generalisability of
these findings.

The age range of the sample population in comparison to the more diverse range of
people at security checkpoints may limit the scope of generalisability. Though the samples used
were culturally and ethnically diverse, most participants were students under the age of 30. As
mentioned previously, there are non-pathological declines in cognitive ability as people age,
which can start from as early as 30 years old (Deary et al., 2009). Hence, age may have an
impact on the effect of engaging in deception on the non-verbal and verbal behaviour that people
exhibit, as well as the ability to identify deception. Therefore, the generalisability of these
findings to people over 30 may be negatively impacted.

The sole use of a layperson participant pool poses a potential limitation on the
generalisability of this research. The lack of security personnel in the samples in this thesis may
impact the conclusions that can be drawn. Although some research has found that accuracy of
detecting deception can vary in security personnel depending on the extent of their training and
the length of their experience (Ekman & O'Sullivan, 1999), other findings suggest that very
small populations have accuracy exceeding the abilities of a predominant student population
(Bond, 2008), to the extent that security personnel are not much better than lay-populations.
Consequently, the student population should not detrimentally affect the extent to which these

results apply to other populations.
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8.7 Concluding remarks

This thesis has shown that neither non-verbal behaviour nor response latency may be able
to definitively distinguish truth-tellers from liars. Peoples’ ability to identify deception in others
was poor, influenced by subjective perceptions that did not improve with information-reduction
techniques, and irrelevant areas of the body were fixated on before decision-making. Virtual
reality was used to impact the contextual relevance of this research and motion capture
technology was chosen to gain precise measurements of the non-verbal cues. The null findings
regarding the diagnostic value of the non-verbal measures assessed and the poor accuracy
reported throughout this thesis casts doubt on the suitability of non-verbal measures deception
detection at security checkpoints, as is used in the TSA’s SPOT program. The culmination of
these findings leads to the conclusion that relying on non-verbal behaviour to identify deceit may

be an unjustifiable method.
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Appendix A- Avatar samples
The images in this appendix are a small sample of the type of avatars that were used.

Avatars are in the t-pose, which is not reflective of their posture when participants viewed them.
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Appendix B- Immersion Questionnaire

Adapted from Slater, M., Usoh, M., & Steed, A. (1994).

1) Rate your sense of being at the security checkpoint, on the following scale from 1 to 7, where 7
represents your normal experience of being in a place.

I had a sense of “being there” at the security checkpoint:

1 2 3 4 5 6 7
Not at
all Very much

2) To what extent were there times during the experience when the security checkpoint was the reality
for you?

There were times during the experience when the checkpoint was the reality for me...

1 2 3 4 5 6 7
At All the time
no time

3) When you think back about your experience, do you think of the security checkpoint more as images
that you saw or more as somewhere that you visited?

The security checkpoint seems to me to be more like...

1 2 3 4 5 6 7

Images Somewhere that |
that visited

| saw
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4) During the time of the experience, which was strongest, on the whole, your sense of being at the
security checkpoint, or of being elsewhere?

I had a stronger sense of...

1 2 3 4 5 6 7
Being Being
elsewhere there

5) Consider your memory of being at the security checkpoint. How similar in terms of the structure of the
memory is this to the structure of the memory of other places you have been today? By ‘structure of the
memory’ consider things like the extent to which you have a visual memory of the checkpoint, whether
that memory is in colour, the extent to which the memory seems vivid or realistic, its size, location in
your imagination, the extent to which it is panoramic in your imagination, and other such structural
elements.

I think of the security checkpoint as a place in a way similar to other places that I've been today...

1 2 3 4 5 6 7
Not Very much
at all so

6) During the time of the experience, did you often think to yourself that you were actually at the
security checkpoint?

During the experience | often thought that | was really at the security checkpoint...

1 2 3 4 5 6 7
Not .
very often All the time

7) Please write down any further comments that you wish to make about your experience. In particular,
what things helped to give you a sense of ‘really being’ at the security checkpoint, and what things acted
to ‘pull you out’ of this?
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10.

11.

12.

13.

14.

15.

16.

Appendix C- Questions asked in Chapter Four
Did you pack your bag yourself?
Are you sure there are no prohibited items in your bag?
Do you have any illegal substances in your bag?
Do you have any electrical equipment in your bag?
Are there any unidentifiable objects in your bag?
Are you a student?
Are you travelling alone today?
Are all the items that you have within the travel guidelines?
Do you have any liquids over 100ml?
Do you have any explosive objects in your bag?
Are we currently in an airport?
Do you have any questionable or illegal items?
Are you meeting with anyone else before boarding?
Do you have any items which could be used to harm someone?
Do you have any prohibited items?

Do you have any tobacco products with you?
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