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This article looks at the problem of foreign state cyber and influence operations targeting
democratic elections from the perspective of the non-intervention principle. The focus is on the
meaning of the word “coercion,” following the conclusion of the International Court of Justice,
in the 1986 Nicaragua case, that “Intervention is wrongful when it uses methods of coercion.”
The analysis shows that coercion describes a situation where (1) the foreign power wants the
target state to do something, and wants to be certain this will happen; (2) the outside power
then takes some action, either by issuing a coercive threat, using coercive force, or engaging in
the coercive manipulation of the target’s decision-making process; and (3) the target then does
that something. The application of this understanding shows that hacking the information and
communications technologies used in elections is always coercive, and therefore wrongful,
because the objective is to get the target state to do something it would not otherwise do. Fake
news operations are also coercive, and therefore prohibited, where they are designed to get the
electorate to vote differently. Disinformation campaigns intended to cause policy paralysis or
manipulate the views of the population are also coercive, and therefore violations of the nonintervention rule. By explaining the meaning of “coercion,” this article demonstrates how the
long-established principle of non-intervention can regulate the new problem of cyber and
influence operations targeting elections.
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This article examines the legality of foreign state cyber and influence operations targeting
democratic elections. Whilst there are several ways the issue can be framed,1 this work looks
at the subject from the perspective of the non-intervention principle, which prohibits states
from intervening in the internal affairs of other states. There are four reasons for this focus.
First, the non-intervention principle (also referred to as the principle of non-intervention, and
non-intervention rule) is well established in international law. Second, the international law
rules that apply to the cyber domain are the same ones that apply in the physical world. Third,
democratic states have framed the issue in these terms. Finally, non-intervention is the
dominant way that international lawyers think about the problem of foreign interference in
elections.2
The dangers of foreign state cyber and influence operations targeting elections first
emerged following complaints that Russia meddled in the 2016 U.S. presidential election.3
Later, in 2018, a meeting of Foreign and Security Ministers of the G7 states—Canada, France,
Germany, Italy, Japan, United Kingdom and United States—highlighted the dangers of outside
powers “tampering with election results” and “manipulating public discourse.”4 The concerns
are outlined in a 2019 speech by the U.K. Foreign Secretary, in which he explained that a
foreign power, “armed with nothing more ambitious than a laptop computer,” could manipulate
the outcome of an election, either by injecting propaganda into the campaign, or even changing
the result where an electronic voting system is used.5
Because the non-intervention principle only prohibits “coercive” interferences in the
internal affairs of other states,6 this is said to create difficulties for its application to state cyber
and influence operations, as coercion is often thought to require a conscious unwilling act on

See Barrie Sander, “Democracy Under the Influence: Paradigms of State Responsibility for Cyber Influence
Operations on Elections” (2019) 18 Chinese Journal of International Law 1.
2
Jens David Ohlin, “Election Interference: The Real Harm and The Only Solution” (2018) Cornell Legal
Studies Research Paper No. 18-50 (SSRN), p. 6. (“[T]he basic rubric for evaluating legal election interference
involves a resort to the basic standards for non-intervention.”)
3
The U.S. Office of the Director of National Intelligence concluded that Russian cyber and influence operations
during the 2016 Presidential election were motivated by a desire to support the candidacy of Donald Trump over
Hilary Clinton, and to undermine the faith of the American public in the democratic process: Office of the
Director of National Intelligence, “Assessing Russian Activities and Intentions in Recent U.S. Elections”: The
Analytic Process and Cyber Incident Attribution, 6 January 2017. Available
<www.dni.gov/files/documents/ICA_2017_01.pdf> (last visited 19 June 2020). After the vote, the U.S.
announced that it was introducing a range of sanctions against Russian nationals and entities, with President
Obama stating that these were “a necessary and appropriate response to efforts to harm U.S. interests in
violation of established international norms of behavior”: The White House, Office of the Press Secretary,
Statement by the President on Actions in Response to Russian Malicious Cyber Activity and Harassment (Dec.
29, 2016) (emphasis added). Available <https://perma.cc/XZ36-34S5> (last visited 19 June 2020). Obama’s
choice of words led some to decide that the United States did not view the alleged Russian activities as
violations of international law, although others took the opposite view, concluding that the responses amounted
to countermeasures in reaction to a prohibited intervention in domestic political affairs.
4
G7 2018 (Charlevoix) Defending Democracy–Addressing Foreign Threats <
https://www.international.gc.ca/world-monde/international_relationsrelations_internationales/g7/documents/2018-04-22-defending_democracydefendre_democratie.aspx?lang=eng> (last visited 19 June 2020).
5
Jeremy Hunt, “Deterrence in the cyber age: Foreign Secretary’s speech”, 7 March 2019
<www.gov.uk/government/speeches/deterrence-in-the-cyber-age-speech-by-the-foreign-secretary> (last visited
19 June 2020).
6
See Military and Paramilitary Activities in and against Nicaragua, (Nicaragua v. United States of America),
Merits, Judgment [1986] ICJ Rep 14, para. 205. (“Intervention is wrongful when it uses methods of coercion.”)
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the part of the victim.7 So, when the President and Foreign Minister of Czechoslovakia were
subjected to “third-degree methods of pressure” by Nazi officials in 1939, Czechoslovakia was
clearly coerced, consciously, albeit unwillingly, into agreeing to the establishment of a German
protectorate over Bohemia and Moravia.8 But this understanding of coercion does not translate
easily to the cyber domain, where the principal threats are the clandestine hacking of the
information and communications technologies (ICTs) used in elections–when the target state
is often not conscious of the hack; and cyber influence operations targeting citizens through
social media, so that they willingly vote for a different candidate.
Presently, there is no agreement amongst international lawyers as to whether, and when,
the hacking of elections and targeted disinformation campaigns can be categorized as
“coercive.” One consequence is that hostile powers can operate in a legal grey zone, avoiding
condemnation, because of the lack of agreed norms.9 We see the problem in attempts to
evaluate the legality of the, so-called, DNC hack, which occurred during the 2016 U.S.
presidential election and was widely blamed on Russia.10 Private emails belonging to the
Democratic National Committee (DNC) were published on the Internet, confirming that the
DNC favoured Hillary Clinton over Bernie Sanders in the primaries, damaging the Clinton
campaign against Donald Trump. A leading scholar on the law on election interference, Jens
Ohlin concludes that whilst the hack “was certainly corrosive” to the proper functioning of
American democracy, “it is genuinely unclear whether it should count as coercive,” leaving
“an overall impression of illegal conduct, but without a clear and unambiguous doctrinal route
towards that conclusion.”11
Uncertainty about the notion of cyber-coercion has led some writers to call for a
reformulation of the non-intervention principle for the cyber domain.12 Others claim that we
should largely abandon the non-intervention rule, and look instead to the principle of
sovereignty.13 This is the approach of the influential 2017 Tallinn Manual 2.0, which maintains
that we can deduce a rule prohibiting cyber operations that interfere with elections,14 from the
more general rule that a cyber operation must not violate the sovereignty of another state.15 The

See Katharina Ziolkowski, “Peacetime Cyber Espionage: New Tendencies in Public International Law”, in
Katharina Ziolkowski (ed.), Peacetime Regime for State Activities in Cyberspace: International Law,
International Relations and Diplomacy (Tallinn: NATO Cooperative Cyber Defence Centre of Excellence,
2013) 425, 433.
8
See Yearbook of the International Law Commission (1966), vol. II, p. 246.
9
Michael N. Schmitt, ““Virtual” Disenfranchisement: Cyber Election Meddling in the Grey Zones of
International Law” (2018) 19 Chicago Journal of International Law 30, 66.
10
See Ido Kilovaty, ‘Doxfare: Politically Motivated Leaks and the Future of the Norm on Non-Intervention in
the Era of Weaponized Information’ (2018) 9 Harvard National Security Journal 146, 150 and 154.
11
Jens David Ohlin, “Did Russian Cyber Interference in the 2016 Election Violate International Law?” (2017)
95 Texas Law Review 1579, 1593–1594.
12
On the various proposals, see Rebecca Crootof, “International Cybertorts: Expanding State Accountability in
Cyberspace” (2018) 103 Cornell Law Review 565, 630, and references cited; and Sander, above note 1, 22–23,
and references cited.
13
For a good introduction to the debate, see Harriet Moynihan, The Application of International Law to State
Cyberattacks Sovereignty and Non-intervention (London: The Royal Institute of International Affairs, 2019).
14
Michael N. Schmitt and NATO Cooperative Cyber Defence Centre of Excellence, Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations 2nd ed., Cambridge: Cambridge University Press, 2017),
Rule 4, Explanatory paras. 10 and 16.
15
Rule 4.
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Manual explains that the principle of sovereignty differs from the non-intervention rule,
because “intervention requires an element of coercion.”16
The drawbacks with arguments that we should avoid or evade the “problem of
coercion” are threefold. First, the International Court of Justice did not err when it concluded
that the element of coercion “defines, and indeed forms the very essence of, prohibited
intervention.”17 Coercion, or its functional equivalent, such as dictatorial interference, has been
an element in the non-intervention principle at least since the end of the nineteenth century.18
Secondly, the role of the sovereignty rule in the regulation of state cyber operations is the
subject of significant disagreement between international lawyers,19 and, moreover, the rule
has nothing to say about influence operations.20 Finally, the principle of non-intervention
provides the established basis on which states and international lawyers, from all parts of the
world, and from all political systems, already talk about the proper limits on foreign state
interference in domestic political affairs.
To make sense of the scope and content of the cyber non-intervention principle, states
and international lawyers need to be clear about the meaning of “coercion,” following the ICJ’s
conclusion in the Nicaragua case that “Intervention is [only] wrongful when it uses methods
of coercion.”21 This article fills a significant gap in the existing doctrine and literature by
exploring the meaning of coercion, and by applying the understanding of coercion developed
here to the problem of cyber and influence operations targeting elections.
Following this Introduction, the remainder of the article proceeds as follows: Section 1
explains the concerns around foreign state cyber and influence operations targeting elections;
Section 2 examines the non-intervention principle, outlining its evolution from the time of
Emer de Vattel to the ICJ’s Nicaragua judgment, and confirming the application of the rule to
the cyber domain; Section 3 turns to the meaning of coercion, showing that it describes a
situation in which one voluntary agent wrongfully exercises power over another through the
deployment of coercive threats, the use of coercive force, or the coercive manipulation of the
target’s decision-making process; Section 4 applies this understanding of coercion to the
problem of cyber and influence operations targeting elections. The article demonstrates that all
cyber operations hacking the computer infrastructure used in elections are, by definition,
16

Rule 4, Explanatory para. 22. The Tallinn Manual 2.0 also recognizes the application of the non-intervention
principle to the cyber domain: Rule 66: “A State may not intervene, including by cyber means, in the internal or
external affairs of another State.” The Manual confirms that the principle of non-intervention only applies to
operations “that have coercive effect” (Rule 66, Explanatory para. 3). The example given (without further
explanation) is that of “using cyber operations to remotely alter electronic ballots and thereby manipulate an
election” (Explanatory para. 2).
17
1986 Nicaragua (Merits) case, above note 6, para. 205.
18
The association between intervention and coercion was first made by John Stuart Mill in 1859. See J. S. Mill,
“A Few Words on Non-Intervention”, in John M. Robson (ed.), The Collected Works of John Stuart Mill,
Volume XXI (Toronto: University of Toronto Press, 1984) 111, 123-124. In 1925, the Draft Code of American
International Law, drawn up by the Pan-American Union, concluded that “The sole lawful intervention is
friendly and conciliatory action without any character of coercion.” See J. L. Brierly, “The Draft Code of
American International Law” (1926) 7 British Yearbook of International Law 14, 22.
19
On the debate, see Gary P. Corn, and Robert Taylor, “Sovereignty in the Age of Cyber (2017) 111 AJIL
Unbound 207; and Michael N. Schmitt and Liis Vihul, “Respect for Sovereignty in Cyberspace” (2017) 95(7)
Texas Law Review 1639.
20
Tallinn Manual 2.0, above note 14, Rule 4, Explanatory para. 29. (“With regard to propaganda, the
International Group of Experts agreed that its transmission into other States is generally not a violation of
sovereignty.”)
21
1986 Nicaragua (Merits) case, above note 6, para. 205.
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coercive, and therefore prohibited under the non-intervention rule. The position on influence
operations is more complicated. The analysis shows that the provision of factual information
through social media is not unlawful, but that some fake news and disinformation campaigns
can be categorized as coercive, and therefore wrongful, where the objective is to usurp the
target state’s right to make its own decisions.
1. Cyber and Influence Operations Targeting Elections
States interfering in the electoral processes of other states is not new: between 1946 and 2000,
the United States and the Soviet Union—and later Russia—interfered in around one in nine
competitive elections in other states.22 New information and communications technologies
(ICTs) have, though, created unprecedented opportunities for hostile countries to disrupt the
holding of free and fair elections. Foreign powers can, for example, disable vital computer
systems, as reported during the 2014 Ukraine presidential election, where hackers deleted key
files and rendered the vote-tallying system inoperable.23 Additionally, a distributed denial of
service (DDoS) attack, in which data requests flood a website’s server, overwhelming its ability
to respond, can disable the Electoral Commission’s website, as occurred during the 2015
Bulgarian local elections.24
Reliance on ICTs also allows foreign powers to gain unauthorized access to a computer
or computer network to affect the outcome of the vote. This can be done in one of four ways.25
First, voters can be removed from the electoral roll. This was attempted during the 2016 U.S.
presidential election.26 Second, a state can interfere with the workings of electronic voting
machines (where e-voting is used), changing the preferences of voters or making votes
disappear. Third, the outcome of the vote can be changed by hacking the vote tabulation
software. In 2014, Ukraine’s presidential election was targeted by hackers, who accessed the
Electoral Commission’s computer, changing the result to show that the winner was a far-right,

Dov H. Levin, “Partisan electoral interventions by the great powers: Introducing the PEIG Dataset” (2019) 36
Conflict Management and Peace Science 88, 94. See, also, Dov H. Levin, “When the Great Power Gets a Vote:
The Effects of Great Power Electoral Interventions on Election Results” (2016) 60 International Studies
Quarterly 189.
23
Mark Clayton, “Ukraine Election Narrowly Avoided “Wanton Destruction” from Hackers”, Christian Science
Monitor, 17 June 2014. See, also, Laura Galante and Shaun Ee, Defining Russian Election Interference: An
Analysis of Select 2014 to 2018 Cyber Enabled Incidents (Washington: Atlantic Council, 2018), pp. 7-8.
24
“Huge Hack Attack on Bulgaria Election Authorities “Not to Affect Vote Count””, Novinite.com, 27 October
2015. A U.K. Parliamentary Committee expressed concern that the crashing of a voter registration website
before the Brexit vote could have been caused by a DDoS launched by foreign powers: House of Commons,
Public Administration and Constitutional Affairs Committee, “Lessons learned from the EU Referendum”,
Twelfth Report of Session 2016–17, 7 March 2017, para. 102–103. There is also the risk that the website of a
political party could be hit by a DDoS. In 2018, a United States official blamed Russia for an attack on the
website of an opposition party in Mexico during a televised presidential debate, after the website had published
documents critical of another candidate. See David Alire Garcia and Noe Torres, “Russia meddling in Mexican
election: White House aide McMaster”, Reuters, 7 January 2018; also, Daina Beth Solomon, “Cyber attack on
Mexico campaign site triggers election nerves”, Reuters, 14 June 2018.
25
See, generally, Scott Shackelford et al., “Making Democracy Harder to Hack” (2017) 50 University of
Michigan Journal of Law Reform 629, 636–638.
26
Massimo Calabresi, “Election Hackers Altered Voter Rolls, Stole Private Data, Officials Say”, Time, 22 June
2017. See, more generally, Philip Bump, “When we talk about Russian meddling, what do we actually mean?”,
Washington Post, 13 February 2018; also, Isabella Hansen and Darren J. Lim, “Doxing Democracy: Influencing
elections via cyber voter interference” (2019) 25 Contemporary Politics 150.
22
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ultra-nationalist, candidate, with 37 percent of the vote, as opposed to the reality of 1 percent.27
Finally, the legitimacy of an election can be undermined by creating confusion around the
outcome. For example, in 2016, false results were announced on the Ghana Electoral
Commission’s Twitter account, while the ballots were still being counted.28
New technologies further allow foreign powers to engage in influence operations that
aim to bring the political views of the target population into line with the interests of the foreign
power.29 Before the Internet, it was difficult for states to directly influence citizens in other
states. So, between 1951 and 1956, NATO countries were reduced to sending balloons carrying
propaganda leaflets into Poland, Czechoslovakia, and Hungary.30 These days, political debates
often occur in cyberspace,31 as opposed to the past, when democratic discussion took place in
the town square, in television or radio studio, or the pages of a newspaper.32 The Internet
reduces the importance of distance and national boundaries, making it much easier for foreign
states to inject propaganda into election campaigns.33 The best known example is the operation
by Russia to shape the 2016 U.S. presidential election (although Russia denies responsibility).34
The fact that foreign states can insert cyber propaganda into an election campaign is significant,
because, the evidence shows that, if you can control the information available to voters, you
can determine the outcome of the vote.35
2. The Non-Intervention Principle
The principle of non-intervention was first explained by Emer de Vattel in the Law of Nations
(1758), where he writes that “no state has the smallest right to interfere in the government of

27

Nicholas Cheeseman and Brian P. Klaas, How to Rig an Election (New Haven: Yale University Press, 2018),
p. 104. The Election Commission noticed the hack and managed to avoid naming the wrong winner: Id.
28
Joseph R.A. Ayee, “Ghana’s elections of 7 December 2016: A post-mortem” (2017) 24 South African Journal
of International Affairs 311, 314. See, also, Michael Amoah, “Sleight is Right: Cyber Control as a New
Battleground for African Elections” (2019) African Affairs 1.
29
Duncan Hollis, “The Influence of War; the War for Influence” (2018) 32 Temple International and
Comparative Law Journal 31, 35.
30
Linda Robinson, et al., Modern Political Warfare: Current Practices and Possible Responses (Santa Monica,
Ca.: RAND, 2018), pp. 19-20. States still engage in the practice today. See Justin McCurry, “Kim Yo-jong
warns South Korea to tackle “evil” propaganda balloons”, The Guardian, 4 June 2020.
31
The notion of “cyberspace” helps us make sense of the fact we can communicate in a meaningful way via the
Internet: Julie E. Cohen, “Cyberspace As/And Space” (2007) 107 Columbia Law Review 210, 212. Whilst the
idea of cyberspace as place is compelling, no one, as Mark Lemley points out, is actually “in” cyberspace: Mark
A. Lemley, “Place and Cyberspace” (2003)7 91 California Law Review 521, 523. Cyberspace is an imagined
domain, made possible by a physical infrastructure of servers and computer hardware, connected by the Internet
Server Protocols. Cf. however Lawrence Lessig, “The Zones of Cyberspace” (1996) 48 Stanford Law Review
1403, 1403. (“Cyberspace is a place. People live there. They experience all the sorts of things that they
experience in real space, there.”)
32
Adrian Shahbaz and Allie Funk, Freedom on the Net 2019: The Crisis of Social Media (Washington DC:
Freedom House, 2019), p. 6.
33
Diego A. Martin et al., “Recent Trends in Online Foreign Influence Efforts” (2019) 18(3) Journal of
Information Warfare 15.
34
Kathleen Hall Jamieson, Cyberwar: How Russian Hackers and Trolls Helped Elect a President What We
Don’t, Can’t, and Do Know (Oxford: Oxford University Press, 2018), p. 39. See, also, Rod Thornton and
Marina Miron, “Deterring Russian Cyber Warfare: The Practical, Legal and Ethical Constraints faced by the
United Kingdom” (2019) 4 Journal of Cyber Policy 257.
35
Cheeseman and Klaas, above note 27, 100-101.
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another.”36 Around the same time, in 1792, the British Government objected to an offer made
by France to come “to the aid of all peoples who wished to recover their liberty.”37 The French
Government then revoked the offer, resolving, “in the name of the French people, that it would
not interfere in any manner in the government of other Powers.”38 The non-intervention rule
crystalized in the period after the 1815 Congress of Vienna, as European states reacted to
nations involving themselves in domestic political disputes, notably in the putting down of
popular uprisings in Naples and Spain (1820), in the Greek war of independence (1821-32),
and in the creation of the independent state of Belgium (1830).39 By the middle of the
nineteenth century, the principle was widely recognized.40 The 1836 edition of Wheaton’s,
Elements of International Law notes, for example, that, in relation to “elective governments,
the choice of [those elected] ought to be freely made, in the manner prescribed by the
constitution of the state, without the intervention of any foreign influence.”41
By the twentieth century, the principle of non-intervention was firmly established.42
The best known, and most influential, statement on the subject can be found in the 1905 first
edition of Oppenheim, which defines intervention as a “dictatorial interference by a State in
the affairs of another State for the purpose of maintaining or altering the actual condition of
things.”43 The textbook also makes clear that “a State can adopt any Constitution it likes,
arrange its administration in a way it thinks fit, [and] make use of [its] legislature as it
pleases”.44
The non-intervention rule was not subsumed by the general prohibition on the use of
force,45 which emerged in 1945, with the adoption of Article 2(4) of the UN Charter.46 Article
2(7) of the Charter, which formally concerns the relationship between the United Nations

36

Emer de Vattel, The Law of Nations, Or, Principles of the Law of Nature, Applied to the Conduct and Affairs
of Nations and Sovereigns [1797] (Indianapolis: Liberty Fund, 2008), Book II, Ch IV, para. 54. See, also, Book
I, Ch III, para. 37 (“no foreign power has a right to interfere in” “affairs being solely a national concern”).
37
Cited: Lawrence Preuss, “International Responsibility for Hostile Propaganda against Foreign States” (1934)
28 American Journal of International Law 649, 654.
38
Id.
39
P. H. Winfield, “The History of Intervention in International Law” (1922-1923) 3 British Yearbook of
International Law 130, 138.
40
Mountague Bernard, On the Principle of Non-intervention (Oxford: J. H. & J. Parker, 1860), p. 10 (there is
“general agreement among writers on international law… that non-intervention is the general rule”). See, also,
J.T. Abdy (ed.), Kent’s Commentary on International Law (Cambridge: Deighton, Bell, 1878), p. 40; and
Thomas Alfred Walker, Manual of Public International Law (London, Stevens & Sons, 1895), p. 19.
41
Henry Wheaton, Elements of International Law with a Sketch of the History of the Science (Philadelphia:
Carey, Lea & Blanchard, 1836), p. 97.
42
See, for example, Winfield, above note 39, 140; and Ellery C. Stowell, Intervention in International Law
(Washington, DC: John Byrne & Co, 1921), p. 321.
43
L. Oppenheim, International Law: A Treatise, 1st ed. (London: Longmans, 1905), pp. 181–182.
44
Ibid., p. 171.
45
Somewhat paradoxically, before the adoption of the UN Charter, there was a prohibition on “interference in
time of peace … through forceful measures”, but no proscription on a state resorting to war to achieve the same
objective: R. J. Vincent, Nonintervention and International Order (Princeton, New Jersey: Princeton University
Press, 1974), p. 293. There were also notorious breaches of the non-intervention principle, notably the
involvement of European powers in the Spanish Civil. See Norman J. Padelford, “The International NonIntervention Agreement and the Spanish Civil War” (1937) 31 American Journal of International Law 578. By
the outbreak of World War II, the general view was that the classical doctrine of non-intervention had proved
itself to be, in the words of Wilhelm Grewe, both “ineffective and unsatisfactory”: Wilhelm G. Grewe, The
Epochs of International Law, translated and revised by Michael Byers (Berlin: Walter de Gruyter, 2000), p. 595.
46
Article 2(4), Charter of the United Nations. See Corfu Channel case, ICJ Rep. 1949, p. 4, p. 35.
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Organization and its Member States,47 was understood to express the importance of nonintervention.48 In 1949, the International Law Commission affirmed that every state “has the
duty to refrain from intervention in the internal . . . affairs of any other State.”49 In 1962, the
General Assembly decided to examine the principles of international law, including the
obligation “not to intervene in matters within the domestic jurisdiction of any State.”50
Discussions in the Special Committee led to the adoption of the 1965 Declaration on the
Inadmissibility of Intervention,51 effectively precluding further deliberation on the subject.52
Hence, the Declaration on Friendly Relations reflects the 1965 Declaration, affirming that
“Every State has an inalienable right to choose its political… system[], without interference in
any form by another State.”53 Subsequent General Assembly resolutions affirmed this
position.54
When the non-intervention principle came before the International Court of Justice in
the 1986 Nicaragua case, the Court confirmed that the right of every state to conduct its affairs
without outside interference was “part and parcel of customary international law.”55 In coming
to this conclusion, the ICJ relied on both inductive and deductive reasoning, observing that
“the opinio juris of States [was] backed by established and substantial practice. It has moreover
been presented as a corollary of the principle of the sovereign equality of States.”56 The Court
then asked itself, What is the exact content of the principle? In answering the question, the ICJ
did not look to the actual practice of states, but instead drew on the rule’s formulation in the
Friendly Relations Declaration to conclude the following:
A prohibited intervention must accordingly be one bearing on
matters in which each State is permitted, by the principle of State
Article 2(7) of the UN Charter reads: “Nothing contained in the present Charter shall authorize the United
Nations to intervene in matters which are essentially within the domestic jurisdiction of any State.”
48
See, on this point, Sean Watts, “Low-Intensity Cyber Operations and the Principle of Non-Intervention”, in
Jens David Ohlin, et al., Cyber War: Law and Ethics for Virtual Conflicts (Oxford: Oxford University Press,
2015) 249, 267.
49
Article 3, International Law Commission, Draft Declaration on Rights and Duties of States, reprinted in
General Assembly resolution 375(IV), “Draft Declaration on Rights and Duties of States”, adopted 06
December 1949, by 30 votes to 0, with 12 abstentions.
50
General Assembly Resolution 1815 (XVII), “Consideration of principles of international law concerning
friendly relations and co-operation among States in accordance with the Charter of the United Nations”, adopted
18 December 1962, unanimously.
51
General Assembly 2131 (XX), “Declaration on the Inadmissibility of Intervention in the Domestic Affairs of
States and the Protection of Their Independence and Sovereignty”, adopted 21 December 1965, by 109 votes to
0, with 1 abstaining.
52
See, on this point, Piet-Hein Houben, “Principles of International Law Concerning Friendly Relations and CoOperation among States” (1967) 61 American Journal of International Law 703, 718; and Robert Rosenstock,
“The Declaration of Principles of International Law Concerning Friendly Relations: A Survey” (1971)
American Journal of International Law 713, 729.
53
General Assembly resolution 2625 (XXV), “Declaration on Principles of International Law concerning
Friendly Relations and Co-operation among States in accordance with the Charter of the United Nations”,
adopted 24 October 1970, without vote. According to the International Court of Justice, the Declaration on
Friendly Relations “reflects customary international law”: Accordance with International Law of the Unilateral
Declaration of Independence in Respect of Kosovo, Advisory Opinion [2010] ICJ Rep 403, para. 80.
54
See, for example, General Assembly resolution 3281 (XXIX), “Charter of Economic Rights and Duties of
States”, adopted 12 December 1974, by 120 votes to 6, with 10 abstaining; General Assembly resolution 31/91,
“Non-interference in the internal affairs of States”, adopted 14 December 1976, by 99 votes to 1, with 11
abstaining; and General Assembly resolution 36/103, “Declaration on the Inadmissibility of Intervention and
Interference in the Internal Affairs of States”, adopted 9 December 1981, by 120 votes to 22, with 6 abstaining.
55
1986 Nicaragua (Merits) case, above note 6, para. 202.
56
Id.
47
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sovereignty, to decide freely… Intervention is wrongful when it
uses methods of coercion in regard to such choices, which must
remain free ones.57
There are four elements to the non-intervention rule, outlined by the International Court of
Justice. First, as an inter-state doctrine, the principle regulates deliberate interferences by one
state in the affairs of another. Second, the interference must concern a matter which each
sovereign state should be permitted to decide freely.58 Third, intervention is only wrongful
when it uses methods of coercion.59 Finally, a coercive interference in the affairs of another
state is a violation of international law, unless the action can be justified as a lawful
countermeasure.60
The Non-Intervention Doctrine in the Cyber Domain
Notwithstanding the conceptual challenges posed to notions of sovereignty and jurisdiction by
the Internet,61 there is widespread agreement that the principle of non-intervention applies to
the domain of cyber.62 The United Nations Group of Governmental Experts has, for example,
affirmed that international law applies to the use of information and communications
technologies (ICTs) by states,63 and confirmed that, in their use of ICTs, “States must observe
. . . [the principle of] non-intervention in the internal affairs of other States.”64 In 2016, the
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General Assembly welcomed these conclusions,65 and, in 2018, it established an Open-ended
Working Group and Group of Governmental Experts to discuss the issues further.66
Part of customary international law, the scope and content of the cyber non-intervention
rule must be determined first by an examination of state practice and opinio juris.67 In terms of
state practice, the U.S. Council of Foreign Relations’ Cyber Operations Tracker reports that 28
countries are suspected of sponsoring cyber and influence operations, and that states have
begun using sanctions to punish their alleged attacker.68 There is, however, limited public state
practice here. No country has accepted responsibility for carrying out a cyber or influence
operation, and victim states often do not acknowledge that they have been attacked, or invoke
the right to engage in countermeasures.69 On the question of opinio juris: Australia,70 the
Netherlands,71 United Kingdom,72 and United States73 have all argued that cyber operations
targeting elections are, or should be, violations of the non-intervention rule. Other democratic
countries have not taken a public position, despite widespread concern about the dangers to
General Assembly resolution 71/28, “Developments in the field of information and telecommunications in the
context of international security”, adopted 9 December 2016, by 181 votes to 0, with 1 abstention, para. 1(a).
66
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Committee on Identification of customary international law”, in Report of the International Law Commission,
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democracy. France, for example, has confirmed the application of the non-intervention
principle to the cyber domain, but said little else, beyond noting that interferences in the
political system may constitute a prohibited intervention.74 President Emmanuel Macron did,
however, launch the Paris Call for Trust and Security in Cyberspace in November 2018, which
included a recognition of the need for states to “cooperate in order to prevent interference in
electoral processes.”75
Because of the limited evidence of state practice and opinio juris, we are left with the
ICJ’s Nicaragua formulation: “Intervention is wrongful when it uses methods of coercion in
regard to such choices, which must remain free ones.”76 There is no doubt that the outcome of
an election is something that a democratic state should be permitted, by the principle of state
sovereignty, to decide freely—subject to the applicable human rights laws on political
participation.77 The only question is whether-and when-cyber and influence operations
targeting elections can be categorized as coercive. The answer depends on how we interpret
the word “coercion” in the customary non-intervention rule, left undefined by the International
Court in its 1986 Nicaragua judgment.78
The rules for the interpretation of unwritten customary international law norms are the
same as those for the written provisions of treaties.79 The basic approach to the interpretation
of treaties is explained in Article 31(1) of the Vienna Convention on the Law of Treaties:80 “A
treaty shall be interpreted in good faith in accordance with the ordinary meaning to be given to
the terms of the treaty in their context and in the light of its object and purpose.”81 Albert
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Bleckmann has persuasively argued that the same methodology can be applied to customary
norms,82 and the International Court of Justice has followed this general approach.83
To establish the meaning of coercion in the non-intervention rule, we must look, first,
to the ordinary meaning of the term. The Oxford English Dictionary defines it as the action of
“coercing,” with coercing understood as “the application of force to control the action of a
voluntary agent.”84 Second, we must examine the way the term is used in other areas of
international law, to ensure consistency of use. In the law of treaties, a treaty is void if consent
has been procured by the coercion of the state, by the threat or use of force,85 or the coercion
of its representative, through acts or threats directed against them.86 In the law on state
responsibility, a state which coerces another state to commit an act is responsible for that act.87
The International Law Commission describes the coercing state as the “prime mover in respect
of the [wrongful] conduct,” and the coerced state as “merely its instrument.”88 Finally, we must
take into account the object and purpose of the principle of non-intervention, which is to draw
the line between unwelcome interferences by foreign powers, and prohibited intermeddling in
internal affairs.89 The ban is on coercive interferences, and not interferences per se.90 In other
words, the element of coercion establishes a high threshold, requiring evidence of control of
the target state by the outside power.
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Applying the basic rules for the interpretation of the word coercion provides, then, some
limited guidance for the application of non-intervention to the cyber domain. The government
of the Netherlands explains the point this way:
The precise definition of coercion, and thus of unauthorised
intervention, has not yet fully crystallised in international law. In
essence it means compelling a state to take a course of action
(whether an act or an omission) that it would not otherwise
voluntarily pursue. The goal of the intervention must be to effect
change in the behaviour of the target state.91
The Dutch government’s position makes the point that coercion involves getting the target state
to do something that it would not otherwise do voluntarily. But there is no discussion as to how
the outside power can get the target to act differently. In other words, there is no detailed
explanation of what exactly we mean when we talk about coercion.
3. The Meaning of Coercion
To get a deeper and more complete understanding of “coercion,” this article turns to the wellestablished debates in the disciplines of philosophy and jurisprudence on the notion of coercion
in inter-personal relations.92 There are two reasons for this. First, the same term is used in both
the inter-personal context and in international relations. We see this clearly in Section 2 of the
Vienna Convention on the Law of Treaties, which establishes that a treaty is void, if it has been
procured by the “coercion of a representative of a state” (Article 51), or by the “coercion of a
state” (Article 52). Second, epistemic humility suggests that something might be gained from
international lawyers engaging with the cognate disciplines of philosophy and the philosophy
of law, where our colleagues have been thinking about the meaning of coercion for more than
half a century.
Coercive Threats
Coercion is often understood in terms of a coercive threat, typically in the form “Your money,
or your life.” In his 1969 essay on the subject, the philosopher, Robert Nozick explains that
coercion involves a threat by one voluntary agent (“P”) to another (“Q”) that if Q does not do
a certain action (“X”), then certain deleterious consequences will follow for Q.93 Coercion
involves, then, a self-interested act by P,94 which is intended to bring about a change in the
91
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behaviour of Q, by threatening deleterious consequences for Q,95 and it is within P’s control to
ensure that those consequences can come about. Q is aware of the threat, and the threat is the
reason for the change in Q’s behaviour. Thus, coercion involves a conscious unwilling act on
the part of the Victim. In the case of the threat by the Robber, the Victim acts consciously when
they hand over the cash, in that they know what they are doing, albeit they act unwillingly.96
Coercive Force
Nozick’s essay triggered a flurry of articles throughout the 1970s and 1980s in the disciplines
of philosophy and jurisprudence on the meaning of coercion.97 While his account focused on
coercive threats, where the victim acts for themselves, but is not given a meaningful choice,
other writers concluded that the term could also be applied to circumstances of physical
coercion. The philosopher, Michael Bayles, for example, maintains that there is no difference
between the situation where someone says, “Sign this contract, or I will kill you,” and where
they grab your hand and force your signature onto the document.98 We see this in the Vienna
Convention on the Law of Treaties, which establishes that the representative of the state can
be coerced “through acts or threats directed against him.”99 Oliver Dörr and Kirsten
Schmalenbach explain the difference in the Roman law terms of vis absoluta (physical
coercion), where the representative’s hand is held and guided when signing the agreement; and
vis compulsive (moral coercion), where the representative is blackmailed into signing the
treaty.100 Giovanni Distefano notes that when physical force is used to get someone to sign a
treaty, “what is at stake is almost emptying the body of the coerced person of all its free will,
and substituting this for another’s will.”101
Physical force is not coercive simply because P does something to Q.102 If P pushes Q
into the swimming pool, we say that Q has been forced into the water, not that they have been
coerced into the pool.103 Physical force is only coercive where P uses force to get Q to do
something.104 Thus, when P pushes Q into the pool, P forces Q into the water, but when P grabs
Q’s hand and forces them to sign a treaty, then P coerces Q. In other words, we speak about
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coercion when P exercise power over Q, by getting Q to do something they would not otherwise
do.105
Coercive Manipulation
Coercion is wrong because the Victim is made to do something, and they are left with no choice
in the matter. A coercive threat, for example, “is designed so that only one option will be
regarded as acceptable.”106 In the case of coercive force, P bypasses Q’s decision-making
process altogether, using Q as a “mere mechanical instrument.”107 In both cases, P wants Q to
do something, and P wants to be certain this will happen–leaving Q without a meaningful
choice in the matter. This can also be done by way of coercive manipulation.108 In this case, P
targets Q’s decision-making process,109 either by changing the information available to Q, or
by changing the way that Q responds to existing facts.110
There are lots of ways that we can get someone to “decide” to do something they would
not otherwise do, and this is not always wrongful. Take the example of a charity worker who
elicits a donation by telling a deliberately emotional true story about the child who will be
helped by the gift. The relevant issue is whether we leave the other person with a choice.
To make sense of the notion of coercive manipulation, we must see coercion as one part
of a spectrum of force available to individuals in their dealings with others. The legal
philosopher, Joel Feinberg explains that there are many ways of getting a person to act, but
only some can be described as forcing them to act. He explains that the various techniques can
be placed on a spectrum of force, running from physical compulsion at one end, through
coercion, to manipulation, persuasion, enticement, and simple requests for action at the
other.111 Thus, if P wants Q to stay in a room, P can hold the door shut (compulsion); tell Q
that, if they leave the room, P will kill them (coercion); tell Q there is a terrorist outside, with
a suicide vest, when this is not true (manipulation); tell Q that P will be upset if Q leaves (again,
manipulation); tell Q that they will get $1,000, if they stay in the room (enticement); or simply
ask Q to stay in the room (request for action). In all cases, P’s objective is the same. The
division is between P’s actions that leave Q with a meaningful choice, and those which do not.
There is no problem with P getting Q to do something they would not otherwise do by
giving them new facts. Thus, if Q refuses to give up smoking tobacco, P can show them graphic
photographs of the damage that smoking does to a person’s lungs. But this is not wrongful,
because it does not undermine Q’s agency. The constitutional lawyer, Cass Sunstein notes that
an “action does not count as manipulative merely because it is an effort to alter people’s
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behavior.”112 He explains that, so long as P is “just providing the facts,” in a sufficiently fair
and neutral way, “it is hard to complain of manipulation.”113
P can also try and change Q’s behaviour by warning of deleterious consequences, if Q
does not do what P wants. Here, P introduces a new piece of information into Q’s decisionmaking process, another fact to be considered. For example, P might threaten to give Q the
silent treatment, if Q refuses to give up smoking.114 But there is nothing intrinsically wrongful
about this. P is a voluntary agent, with the right to have their own views and opinions about
Q’s behaviours, and P is entitled to impose costs on the voluntary actions of Q. To conclude
otherwise would be to require P to accept all the consequences of Q’s actions. P’s warnings are
only wrongful-in terms of the difference between getting someone to act and forcing them to
act-where they create a forced choice situation, leaving Q without a meaningful decision. The
philosopher, Joel Rudinow explains the difference in terms of resistible and irresistible
incentives, with an irresistible incentive defined as one “that no one could reasonably be
expected to resist.”115
The position is different where P lies about the facts, in order to get Q to do something
that they would not otherwise do.116 A lie is a statement made by someone who does not believe
in the truth of the statement, made with the intention that someone else shall be led to believe
it.117 By lying, P deceives Q by changing Q’s perception of the true facts of the world–and
therefore changes the basis on which Q makes a decision. Hugo Grotius explains that lying is
wrongful, because it undermines the right of the target to “liberty of judgment,” that is Q’s
right to come to their own conclusion, based on a proper understanding of the facts.118 All lies
are deceptive, in the sense of deceiving the target about the reality of the situation. But if P
chooses the right lie, P can get Q to act and leave them without a meaningful option. Recall
our example of P getting Q to stay in the room by saying, “Do not go outside, there is a terrorist,
with a suicide vest.” If Q believes the lie, Q will be certain to stay in the room: Q will have
been made to do something they would not otherwise have done, and they will have been given
no choice in the matter. In these circumstances, lying is the functional equivalent of coercion:119
“Both are ways of exerting control over the victim.”120
Another way that P can gain power over Q is by undermining Q’s faith in their ability
to make their own decisions. This is done by constantly lying to Q; through blatant denials of
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things which are true; and by telling Q they are imagining things. This is often described in the
literature in terms of gaslighting.121 Gaslighting is the functional equivalent of coercion, where
P exercises control over Q by undermining Q’s confidence in their capacity to decide things
for themselves, so that Q comes to rely on P, and therefore does what P wants.122
P can also look to gain control over Q through the systematic infliction of physical
violence and psychological trauma, with the objective of destroying Q’s “sense of self.”123 The
result is often that P can get Q to do what P want, without the constant need for the threat or
use of physical violence-i.e. Q appears to outsiders to be acting on their own accord.124 A clear
example can be seen in the practice of brainwashing, which is also known as coercive
persuasion.125 Brainwashing describes a deliberate attempt to change what a person thinks by
imposing an exacting regime requiring absolute obedience with severe physical and
psychological punishments for non-compliance.126 The term was coined by Edward Hunter in
1950,127 and it was used to explain the fact that some American troops captured in the Korean
War returned from prisoner-of-war camps as apparently committed communists, “ready to
denounce their country of birth and sing the praises of the Maoist way.”128 In the 1958 draft of
what became Article 51 of the Vienna Convention on the Law of Treaties (“coercion of a
representative of a state”), the International Law Commission’s Special Rapporteur, Gerald
Fitzmaurice, explained that the notion of coercion included “certain modern methods of
compulsion summed up by the term “brainwashing”.”129
4. The Coerciveness of Cyber and Influence Operations
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The philosopher, Scott Anderson explains that coercion is commonly understood as “a use of
a certain kind of power for the purpose of gaining advantages over others… and imposing one’s
will on the will of other agents.”130 We have seen, in the previous section, that one person can
gain power and control over another through the deployment of coercive threats, the use of
coercive force, and through forms of coercive manipulation targeting the decision-making
process. The notion of “coercion” can, then, be formulated in the following way: (1) P wants
Q to do something, and wants to be certain that this will happen–it is this second element which
distinguishes efforts to exercise power, from mere influence; (2) P then takes some action to
get Q to do that something, either by uttering a coercive threat, using coercive force, or
engaging in coercive manipulation; and (3) because of P’s actions, Q then does that something.
We also must be clear about the difference between “coercion” and “coercive
behaviour.” Thus, when the Robber says to the Victim, ““Your money, or your life”, and the
Victim hands over the cash, we have all three elements of coercion. But, as Grant Lamond
explains, even if the efforts of the Robber are not successful, we can still speak of coercive
behaviour,131 where it is clear that an action was “intended to force someone to do something,
whether or not it succeeds.”132 In other words, we use the term coercive behaviour where only
the first two elements of coercion are present, i.e. where (1) P wants Q to do something, and
wants to be certain that this will happen; and (2) P then takes some action to get Q to do that
something. But how can we know P’s intentions, given the impossibility of knowing with
certainty the motivations of others? The simple answer is we cannot, but we presume that
voluntary actions are motivated by reasons. In the case of the utterance, “Your money or your
life,” we presume that the Robber’s intention is to get the Victim to give them the cash, leaving
the Victim with no choice in the matter. Otherwise why would the Robber choose this
formulation of words?
The difference between coercion and coercive behaviour is important in the context of
the non-intervention principle, because the International Court of Justice in the Nicaragua case
was not concerned with the success or otherwise of the United States’ intermeddling in
Nicaraguan internal affairs. The ICJ determined that “intervention is wrongful when it uses
methods of coercion,”133 and that where a state “with a view to the coercion of another state,
supports [an insurrectionist group], that amounts to an intervention.”134 A violation of the nonintervention rule does not, then, require evidence of a successful interference. All we require
is evidence that an operation, attributable to a foreign power,135 was intended to interfere
decisively in the internal political affairs of the target state. In the case of election interference,
given the expenditure of time and money, and the risk of condemnation if discovered, it is
implausible to conclude that a foreign state would hack the ICTs used in an election, or engage
in a sustained influence operation, for any other reason than to decisively influence the outcome
of the vote.
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The following sections now apply this more complete understanding of the notion of
coercion, and the related concept of coercive behaviour-what the ICJ refers to as “methods of
coercion,”136 to the problem of foreign state cyber and influence operations targeting elections,
to explain the content of the non-intervention principle in this context.
Cyber Threats
The standard notion of coercion, that of a coercive threat (“Your money, or your life”) can
easily be applied to international relations, where an outside power makes a demand that leaves
the target without a meaningful choice. For example, if a foreign power threatened a military
invasion if the population voted a certain way in an election,137 this would be a coercive threat,
and consequently a violation of the non-intervention rule.
Coercion establishes the dividing line between the unwelcome deployment of
diplomatic, political, and economic pressure,138 and an unlawful intervention. Thus, when
President Barack Obama asked the British public to vote against Brexit in the 2016 referendum,
warning that the United Kingdom would be at the “back of the queue” in any trade deal with
the U.S., if the U.K. chose to leave the European Union,139 this was an interference in domestic
political affairs. However, this was not a violation of the non-intervention principle: It was not
a threat that the electorate could not reasonably ignore. Warning of deleterious consequences
is not by itself unlawful, provided the targeted government or population remains free to make
its own decision, all things considered, which includes awareness of the position of the foreign
power.140
Express threats to the electorate or the political class in the target state can obviously
be made via social media.141 New information and communications technologies also allow for
the delivery of implied threats. In 2007, a distributed denial of service (DDoS) attack on Estonia
caused the websites of the President, Prime Minister and Parliament, amongst others, to crash,
resulting in massive disruption to the political system. The attack began after the Estonian
government decided to relocate the statue of the Bronze Soldier, which represents the Soviet
Union’s victory over Nazism–a move that incensed Russia.142 There is agreement in the
literature that, if Russia was responsible, the DDoS attack would amount to a prohibited
136
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intervention,143 a coercive cyber threat in the form “Do not relocate the Bronze Soldier, or
else.”144 But it is important to recall that Estonia did move the statue, in the face of strong
Russian protests.145 In other words, this failed attempt to intervene in domestic political affairs
was still categorized as coercive—and a violation of the non-intervention rule—because the
intention was to get the Estonian government not to do something it would otherwise have
done.
Cyber Power
The term coercion describes a situation in which State P gets State Q to do something that Q
would not otherwise do. One way this can be done is by using force. In its 1986 Nicaragua
judgment, the International Court of Justice confirmed that “the element of coercion… is
particularly obvious in the case of an intervention which uses… force.”146 Intervention is not
concerned with the outside power simply using force against the target state. Where this is the
case, the International Court of Justice uses the language of “use of force,” and “violations of
sovereignty.”147 The principle of non-intervention protects the target state from being made to
do something by the outside power.148 In the Nicaragua case, the complaint was that the U.S.
was trying to “coerce the government of Nicaragua into the acceptance of United States policies
and political demands.”149
The political scientist, Joseph Nye has made the point that, just as the establishment of
sea power and air power opened up new ways for states to pursue their foreign policy goals,
cyber power creates opportunities for states to get other countries to do something they would
not otherwise do. This is done by taking control of, or disabling, their information and
communications technologies.150 This kind of cyber operation is coercive in the same way that
grabbing the hand of a state’s representative and forcing them to sign a treaty is coercive: The
outside power forces the institutions in the target state to do something, leaving them with no
choice in the matter. To illustrate the point, take the following example:
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State P hacks the Electoral Commission’s computer in State Q,
so that State P’s preferred candidate is (wrongly) declared
President.
Without outside interference, the population in State Q will deliberate and decide on the person
they want to be President, and the votes will be counted fairly by the Electoral Commission,
which will then declare the winner. State P wants the Electoral Commission to declare its
preferred candidate the winner and wants to make sure this happens. State P then hacks the
Electoral Commission’s computer and changes the result of the vote. When the Commission
(wrongly) declares P’s preferred candidate the winner, the government body will have done
something that it would not have done without P’s involvement, and it will have been given no
choice in the matter. Thus, we have all three elements of coercion, and State P’s cyber operation
is a clear violation of the non-intervention rule. The scale of the operation is irrelevant. Thus,
the insertion of a few bits of data into a software program is a method of coercion, because
coercion involves forcing the target to do something it would not otherwise do.
Cyber operations targeting the underlying ICTs used in elections, whether successful,
or not, constitute prohibited interventions in internal affairs, because the foreign power acts
with the intention of forcing the underlying technical infrastructure of the target state to do
something (by taking control of its ICTs), or to not do something (by disabling its computers,
computer networks, and websites), treating the government institution responsible for the
conduct of the election as a “mere mechanical instrument”151 of the outside power.
Cyber Influence Operations
Cyber influence operations represent a new form of inter-state propaganda.152 One feature of
the Internet is that it allows foreign powers to directly influence political discussions in other
states, by making news stories, opinion pieces, and other forms of communication publicly
available on websites and via social media. Influence operations are wrongful, under
international law, when they fall under a proscribed category of communication, notably, for
these purposes, the prohibition on subversive propaganda,153 or the influence operation uses,
in the words of the Nicaragua judgment, “methods of coercion in regard to such choices, which
must remain free ones.”154 There is no doubt that an election concerns a choice that should
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remain free. The only question is whether–and when–cyber influence operations can be
categorized as coercive.
Information Campaigns
There is widespread agreement in the literature that providing the citizens of another country
with factual information, including information critical of the government of that state,155 does
not constitute a prohibited intervention.156 It follows that genuine news broadcasts by stateowned and state-controlled media do not fall within the definition of unlawful propaganda, “for
news broadcasts are the transmission of facts.” The same holds for commentaries on the news,
defined as “an intellectual appraisal or evaluation[,] founded upon facts[,] [and] the result of
honest opinion.”157 In the same way that attempting to influence another person by “just
providing the facts” is not wrongful,158 efforts by one state to influence the population of
another by providing factual information and commenting on news stories is not prohibited
under international law.159
The general rule, that just providing the facts is not a violation the non-intervention
rule, applies to the practice of “doxfare”. Doxfare involves the hacking of private computer
systems and putting any sensitive information obtained into the public domain, with the
intention of influencing the internal affairs of another state.160 The best known example is the
DNC-hack, which occurred during the 2016 U.S. presidential election.161 The practice was also
seen in the 2017 French presidential election when emails from Emmanuel Macron’s campaign
were leaked onto the web,162 and there have been major data hacks of politicians in Australia,163
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Cambodia,164 and Germany,165 where the German Chancellor, Angela Merkel threatened
Russia with “consequences” if it happened again.166 There is no question that doxfare raises
issues around data protection and the privacy rights of individuals, but it is difficult to see how
it can be categorized as a prohibited intervention, because the objective is to place factual
information in the public domain. Consequently, unless we can show the existence of some
international law equivalent to the fruit of the poisonous tree rule in U.S. criminal law (which
excludes the admission into court of evidence obtained through illegal means), doxfare is not
a violation of the principle of non-intervention, because “just providing the facts” to the citizens
of another state is not prohibited, even when the facts are unlawfully obtained.
There is one exception to the general rule that “just providing the facts” is not unlawful:
that is where the outside power inundates the information environment in the target state with
a single political narrative, drowning out all other voices. Elections require citizens to choose
between different political options. Where one actor (normally the domestic government)
ensures that citizens hear only one side of the argument, people are left without a proper choice
when voting, because there will seem to be only one viable option. This is wrongful, even if
the communications are factually accurate, or reflect genuinely held positions. In his major
study on The International Law of Propaganda, first published in 1968, Bhagevatula
Satyanarayana Murty explains that government propaganda is coercive when it exerts strong
psychological pressure on the population to adopt a position. Whereas attempts at persuasion
leave the citizen with several options, “coercion may be said to have been exercised when a
person is subjected to a high degree of constraint in the choice of alternatives in shaping his
conduct.”167
Before the Internet, it was almost impossible for an outside power to overwhelm the
information environment of another country. This remains largely the case today. But as more
people get their news and commentaries from social media, the dangers of a foreign power
inundating the information environment with a single political narrative increase. The
Washington Post reports, for example, that, during the 2018 local elections in Taiwan, “citizens
were bombarded with anti-[Government] content through Facebook, Twitter and online chat
groups.”168 The presumed objective of the Peoples Republic of China, assumed to be the source
of the information operation, was to undermine the governing Democratic Progressive Party,
which supports Taiwanese independence from mainland China.169 Each individual
communication might fall into the category of factual information or fair comment. But
bombarding citizens with news stories and commentaries to develop one dominant political
narrative violates the non-intervention rule, where the objective is to drown out all other voices,
and therefore constrain the apparent choices available to voters.
Lies and Deception: Fake News
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Although influence operations can involve the dissemination of factual information, the
primary concern is with fake news.170 According to a common definition of the term, “fake
news items are lies–that is, deliberately false factual statements, distributed via news
channels.”171 In other words, fake news mimics the traditional news media, but lacks its
commitment to accuracy.172 Whilst the main worry is the dissemination of fake news by
domestic actors, states have also expressed concern about foreign powers spreading
deliberately false news stories in order to disrupt the proper functioning of democracy.173 For
example, the British Prime Minister, Theresa May complained in 2017 that Russia was
“seeking to weaponize information . . . Deploying its state-run media organisations to plant
fake stories and photo-shopped images in an attempt to sow discord in the West and undermine
our institutions.”174
Fake news does not, by definition, enjoy the protection accorded to factual information
under the principle of non-intervention, but there is no specific prohibition on fake news.175
Fake news is only wrongful, then, where it can be categorized as coercive. The notion of
coercion, as we have seen, describes a situation in which State P forces the government or
citizens in State Q to do something they would not otherwise do. One way this can be done is
by disseminating fake news, that is by lying with the intention of deceiving the target into
thinking and acting differently.176 Take the following hypothetical example:177
During a presidential election campaign in State Q, the
intelligence agency in State P creates, and then releases on the
Internet, a fake video that appears to show, in convincing detail,
the sitting President, Jones engaged in sexual acts with a child.
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To get the population in State Q to vote for someone other than Jones, State P releases the deep
fake,178 showing President Jones doing something they never did. We have seen that all lies
are deceptive, in the sense of deceiving the target about the reality of the situation, but some
lies are structured with the intention of leaving the target with no choice as to what to think,
and therefore what to do. If the electorate does vote for another candidate because of the video,
citizens will have been deceived into doing something they would not otherwise have done.
Moreover, they will have been given no meaningful choice, because they now have a false
perception of the moral fitness of Jones for high office.
When evaluating the coerciveness of a fake news story attributable to a foreign power,
we must ask two questions: (1) Can the communication be categorized as a lie, i.e. a statement
made with the intention of deceiving the target into believing that something not true is actually
true?179 (2) Would a reasonable observer judge that the communication was intended to
influence the target’s decision-making to such an extent that they would be left without a
meaningful choice about what to think, and therefore what to do? If the answer to both is in the
affirmative, the communication is a violation of the principle of non-intervention. Consider
two of the best known lies told during the 2016 U.S. presidential election: that “Hillary Clinton
[was] in very poor health due to a serious illness,” and that “Pope Francis [had] endorsed
Donald Trump for president.”180 The first lie would be one intended to get voters to question
Clinton’s fitness for office, but it is difficult to conclude that the second, concerning papal
endorsement, was hoped to play a decisive role in the electorate’s decision-making. In other
words, the invented claim concerning Clinton’s health–if attributable to a foreign power–would
be a violation of the non-intervention rule, but the false reporting of the Pope’s views would
not.
Disinformation Campaigns
The basic political question in any democracy is: What is it that we should do? This is answered
by the public at a general election or referendum, and by the governing political class—those
involved in making political decisions—at other times, with a recognition of the importance of
maintaining the support of the electorate for policy positions. Political will-formation depends
on the availability of reliable information, and the capacity of the public and the political class
to deliberate and decide on the best course of action. Fake news feeds the target false
information, in order to get them to act differently. Disinformation campaigns also rely on
fabricated information,181 but here the objective is to undermine the capacity of the population
or the political class to make decisions in their own interests.
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Disinformation is defined as “misleading information, [which] is likely to create false
beliefs,” where it is “no accident that it is misleading.”182 Disinformation, like lying, involves
a deliberate attempt the mislead, but in the case of disinformation the objectives and goals are
“often political.”183 The most widely cited example of a disinformation campaign is the 2016
“Our Lisa” case in Germany, involving the dissemination of the untrue story about the
abduction and rape of an underage Russian-German girl by Arab migrants.184 The security
expert, Constanze Stelzenmüller explains that the widespread reporting of the story on social
media by Russian actors was intended “to sow confusion, doubt, and distrust.”185 This was seen
as part of a wider influence campaign by Russia, intended to undermine the confidence of
German citizens, including the three million ethnic Russian-German minority,186 in the
leadership of the Chancellor, Angela Merkel, especially her stance on Russia’s interventions
in Crimea and eastern Ukraine.187
The objectives of a disinformation campaign are to create decision-making paralysis;
and/or to shift the policy position of the target so it comes to align with the interests of the
foreign power. Decision-making paralysis is achieved by creating confusion about the facts of
the situation, and by undermining confidence in the capacity of the democratic system to
deliver the best policy outcomes. The outside power can then feed information and
disinformation into the political debate in order to get the target population or political class to
move themselves to a policy position that aligns with the interests of the outside power.188 This
is described in the literature in terms of reflexive control.189
There is commonly a double deception at the heart of disinformation campaigns: First,
there is the deception of the target by lying about the facts; Second, there is often an attribution
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deception, whereby the foreign power hides its identity through the use of sock puppets.190 A
sock puppet is defined, in the context of the Internet,191 as a “pseudonym adopted by someone
who has made a posting to some social media forum and then follows it up with a supportive
posting using the pseudonym.”192 During the 2016 U.S. presidential election, Russian social
media accounts often represented themselves as American citizens.193 In cases like this, the
foreign power clearly hopes to achieve a level of influence by concealing the source of the
communication, which it could not achieve through open and transparent messaging.194
Disinformation campaigns that result in decision-making paralysis, or that cause a
realignment of the policy position of the population or political class, so it comes to align with
the interests of the foreign power, are clear violations of the principle of non-intervention. Even
when the efforts of the foreign power are not successful, disinformation campaigns can still be
categorized as “methods of coercion,”195 and therefore violations of the non-intervention rule,
in one of two circumstances. First, where we see a sustained campaign of disinformation by a
foreign power which a reasonable observer would conclude was intended to create confusion
about the facts of the situation and/or undermine the faith of the local population in the
democratic system. Second, where we see a sustained disinformation campaign that uses sock
puppets, because, in these circumstances, it is clear the foreign power wants to manipulate the
domestic debate, but also that it wants the population to believe that political discussions were
not subject to outside interference. These disinformation campaigns are coercive, because the
objective, in both cases, is to usurp the process of democratic self-determination, replacing the
will of the local population with that of the outside power.
5. Conclusion
The aim of this article was to explain how we can apply the long-established principle of nonintervention to the new problem of state cyber and influence operations targeting elections.
There is general agreement that the formulation in the 1986 Nicaragua case provides the
starting point for any discussion: a prohibited intervention must both concern a matter “which
each State is permitted to decide freely,” and use “methods of coercion.”196 There is also no
doubt that the outcome of an election is a matter that democratic states should be permitted to
decide freely, without outside intermeddling—this point has been clear from the emergence of
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the non-intervention rule.197 The only question, then, is whether-and when-cyber and influence
operations targeting elections can be categorized as coercive—and that depends on how we
understand the term.
Words for international lawyers mean what international lawyers decide they mean.198
The agreed meaning of coercion will crystallise through the utterances of states, courts,
tribunals, international law practitioners, and academics. It is, therefore, important for
democratic countries to explain publicly which cyber and influence operations they consider
to be violations of the non-intervention principle, or how and why certain forms of cyber and
influence operation can be categorized as coercive.
This article developed an argument for how we can, and should, understand the notion
of coercion, by drawing on the arguments of our colleagues in the cognate disciplines of
philosophy and the philosophy of law. The work showed that the function of the nonintervention rule is to protect the state from coming under the control of an outside power
through its intermeddling in the information that voters and the political class rely on when
making a decision; the capacity of the population and political class to engage in meaningful
political deliberation; the right of the state to decide freely; or the sovereign right of the state
to act for itself. The analysis led to the following conclusions.
First, the provision of factual information and commentaries on the news by foreign
states, including by state-owned and state-controlled news media, does not violate the principle
of non-intervention, no matter how unfriendly, or unwelcome.199 Consequently, the practice of
doxfare is not a violation of the rule. Nor are comments made by the leaders of outside powers
seeking to influence the outcome of a democratic election or referendum. Lying to the
electorate, on the other hand, that is providing deliberately false information, is prohibited,
where the intention is to get the population to vote differently. Fake news, in this narrow sense,
involves the coercive manipulation of the decision-making process, because the objective is to
deceive the target population into doing something it would not otherwise have done, absent
the false information.
Second, sustained disinformation campaigns are unlawful where the objective is to
frustrate the target state’s capacity for meaningful democratic deliberation. This can be done
in one of two ways: by paralyzing the decision-making process, through the creation of
confusion about the facts of the situation, and undermining confidence in the ability of the
system to deliver the correct policy outcomes; and, by systematically feeding information and
disinformation into political debates, in order to move the position of the population or political
class so that it comes to align with the interests of the foreign power. Both involve methods of
coercion, because the objective is to usurp the target’s right to decide for themselves. Where
there is evidence that a foreign power is using sock puppets, i.e. individuals pretending to be
local citizens, whilst spreading disinformation, this double deception is a clear violation of the
non-intervention rule.
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Third, where information and communications technologies are used to communicate
to a government or population that they must decide a particular way, this constitutes a coercive
threat, and a violation of the non-intervention rule. States are entitled to make representations,
and to warn of deleterious consequences if the government or population makes a certain
decision. What outside powers are not permitted to do is to frame the warning as a threat that
could not reasonably be ignored, because this creates a forced choice situation, where the target
is required to make the decision preordained by the foreign power.
Finally, where a state cyber operation takes control of, or disables the functioning of,
the ICTs that underpin the holding of elections, to ensure that the target acts as intended by the
foreign power, this involves the coercive use of cyber power, and constitutes a prohibited
intervention. All uses of cyber power of this type are coercive, and therefore wrongful, because
the outside power achieves its objective by working through bodies like the Electoral
Commission, compelling them to do something they would not otherwise do–and thus making
the target state’s institutions the instrument of a foreign power.
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