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ABSTRACT

Research efforts in the security of Industrial Control Systems (ICS)
have dramatically increased over the past few years. However, there
is a limiting factor when work cannot be evaluated on real-world
systems due to safety and operational reasons. This has led to
multiple deployments of ICS testbeds covering multiple sectors
including water treatment, power distribution and transportation
networks.

Over the last five years, we have designed and constructed ICS
testbeds to support cyber security research. Our prior work in
building testbeds culminated in a set of design principles and lessons
learnt, formulated to support other researchers in the design and
build of their own ICS testbeds. In the last two years we have taken
these lessons and used them to guide our own greenfield large-
scale, complex and diverse process security testbed affording a rare
opportunity to design and build from the ground-up—one in which
are have been able to look back and validate those past lessons and
principles.

In this work we describe the process of building our new ICS and
IIoT testbed, and give an overview of its architecture. We then reflect
on our past lessons, and contribute five previously unrecognised
additional lessons based this experience.
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1 INTRODUCTION

Industrial Control Systems (ICS) form the backbone of modern day
infrastructure, responsible for the delivery of services considered
critical from a societal perspective [3]. Due to their critically, the
EU recently imposed new legislation in the form of the Network
and Information Systems directive (NIS), mandating operators of
critical national infrastructure (CNI) conform to a set of baseline
principles. This acknowledgement of the threat posed to ICSs from
a cyber security perspective comes after several years of high-
profile attacks [15, 17], and an increasing number of identified
vulnerabilities in common components and software [16].

The National Cyber Security Centre (NCSC), established by the
UK government, for example, currently advises operators on their
journey towards NIS compliance !. This is where academia can play
the strongest role, conducting research to provide feedback into
regulations and associated guidance, enhancing operators’ capabil-
ity to defend against attacks. However, this does not come without
its challenges. Due to the critical nature of these systems access is
highly restricted, presenting a roadblock when one seeks to engage
in practical research activities [12]. As information surrounding
the infrastructure can be deemed highly sensitive, access could
be forbidden. As a system failure could have catastrophic impact,
deployment of experimental infrastructure into live systems is not
acceptable without extensive prior evaluation. This forms a key
requirement for the use of testbeds, supporting practical research
within a safe, controlled environment.

Over the last five years, we have designed and constructed ICS
testbeds to support cyber security research. Our initial concepts,
built out of Lancaster University [10], formed a starting point for
the exploration of vulnerability scanners [1], intrusion detection
systems [14], process comprehension [11], etc. This culminated in
a set of design principles and lessons learnt, formulated to sup-
port other researchers in the design and build of their own ICS
testbeds [12].

Thttps://www.ncsc.gov.uk/collection/nis- directive
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Our work has progressed across the last two years, developing an exhaustive list, however we focus on these ve areas. Together
a green eld testbed at the University of Bristol. This new facility  these a ord a high-level viewpoint from which testbed require-
has heeded advice from our existing design principles and lessons ments/design principles can be formed.
learnt, resulting in the rapid deployment of familiar technologies,

and additional expansion towards the construct of a comprehensive ~ Convergence One of the key areas that requires further ex-
resource pool. amination is the convergence of ICS/OT technology with other

The Bristol testbed is far larger in scale than our previous ef- instances of OT, as well as the convergence with other technolo-

forts. Rather than focus on a single physical process as before we gies such as Industrial Internet of Things (IloT). For example, what

incorporate multiple physical processes (see Section 3), and the happens when a physical process is located alongside a building
associated physical infrastructure. This is backed up by a train- Mmanagement system, which is more likely to be connected to the

ing and prototyping setup, as well as a mobile demonstration unit internet, or insecure o -the-shelf 0T devices are used? Introduc-

which also can be remotely integrated to form part of the main  ing 10T devices and concepts into the OT environment can also

testbed. The testbed has also dramatically increased in complexity, introduce new methods of exploitation, which need to be explored.

with the addition of technologies to explore issues of convergence  gecyrity Analysis of ICS Devices Security vulnerabilities are
between operational technology (OT) and information technology  ¢onstantly being found within ICS devices, and with new devices
(IT), and also where industrial internet of things (lloT) and building  5nq protocols being released to the market the need to be studied
management systems (BMS) interplay with traditional OT. to identity any potential unknown vulnerabilities.

Building this second testbed from the ground up has provided us
with a rare opportunity to evaluate our previous design principles Intrusion Detection . Intrusion detection with ICS environments
and lessons. Throughout this process we also identi ed a set of S still an ongoing area of research. There is a large amount of
new lessons, and extension of existing design principles. This paper SCOpe for exploration of novel approaches to intrusion detection
revisits our existing work and highlights where lessons remain valid, Within ICS environments, in particular in converged environments
where they are now considered less critical, and which (in practice) Wherein behaviour may be more complex and, hitherto, unknown.

are a challenge to follow. We show that diversity, scalability and Dataset Generation. There are limited datasets available for
complexity are key principles for a testbed. However, data capture |cs security research, especially at scale. A particular goal of ours
and safety are a matter of context. Through the combination of s to produce datasets that can be made public, including attacks
our old and new lessons we hope that groups who embark on their - against the ICS environments. As con guring testbeds for data
own ICS testbed projects can gain from our experience and this collection can be a time intensive process, we aim to keep this as

blueprint for building testbeds. straightforward as possible and have designed this in from the start.
The remainder of this paper is structured as follows. Section 2

provides an overview of our research aims and design requirements

for the testbed. Section 3 provides an overview of the new testbed. ~ Human Factors. Further exploration is needed in the area of
Section 4 revisits our existing lessons learnt, re ecting upon them human factors in ICS security. This both includes how operators

with our recent experiences. Section 5 proposes a set of additional "€act under pressure and the implications that can have for security,
lessons through the design and build of our new testbed. Section 6 &S Well as looking to build novel interfaces for security-related
discusses a deployed use case within the new testbed and providesinteractions with ICS equipment.

reference back to key design features of testbed and where our

latest explorations t within that landscape. 2.2 Requirements for an lloT and ICS testbed
Using the aforementioned use cases and our existing wérk, 17
2 MOTIVATION asabase, the following ve high-level design principles/requirements

Our previous work set out a preference and justi cation for the ~ are formed, supporting core research challenges.

development of large-scale physical testbed infrastructure thatis  Requirement 1: Diversity. The testbed should contain a range
capable of closely replicating real-world scenarids}l Whilst ap- of devices and software, from multiple manufacturers, covering
proaches that adopt the use Of deVice and SyStem Simulation exist, both |egacy and non_|egacy dep|0ymentsl This allows the testbed
uItimater they are limited in terms of the Credlblllty o ered during to rep“cate a Variety of real-world dep|oyments where Organic

a wider range of research activities, and often result in the inter-  growth is the norm rather than green eld deployment with a high
connection of physical devices into the simulated environmerit [ degree of accuracy.

To highlight the possible research areas one may seek to explore
within an ICS context, we present a set of use cases. From these we
derive core testbed requirement/design principles, subtly extending
viewpoints comprehensively described in our earlier work( 17].

Requirement 2: Scalability . With diversity of equipment, in-
cluding both physical processes and control devices, comes both a
monetary and time cost. ICS devices are expensive, and it can be a
time intensive process to install and con gure new devices. On the
21 UseC other hand, building to scales similar to those found in industry can

) Se Lases prove useful for experimentation. The testbed should both be able
The following use cases have been highlighted as areas in need to support multiple devices and processes at scale, but also provide
of further study and have been derived through engagement with  methods to increase scalability with a reduced cost, for example
government, industry, and the academic community. This is not  through simulation and virtualisation.
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Requirement 3: Complexity. With increased scale and diver-
sity comes complexity, both in managing the testbed, and deploy-
ing experiments. This is ampli ed by the requirement of special-
ist knowledge for many aspects of working with ICS equipment,
such as logic programming and OT speci ¢ communication proto-
cols. Measures should be taken to reduce such complexity for both
testbed maintainers, and researchers.

Requirement 4: Data capture. The testbed should be capable
of appropriate data capture for experimentation, including when
the system is under (simulated) attack.

Requirement 5: Safety. The testbed should be designed such
that it poses minimal risk in terms of safety to researchers and engi-
neers. As well as safety of the individuals, the testbed itself should
be safe from outside in uence, including unwarranted attack.

3 TESTBED OVERVIEW

Next we provide an overview of our testbed infrastructure. Figure 1
o ers a high-level view of the testbed architecture, this can be used
as a reference point in the identi cation of critical components and

their position within the testbed as a whole. Each core category is

CPS-SPC '19, November 11, 2019, London, UK

Use cases Requirements

Convergence

Testbed aspect

| Human factors
X| Complexity

x| safety

Water plant
Factory
BMS
Control board
Comms
Security
Software
Industrial IloT
Mobile testbed
Training and
prototyping
Table 1: Summary of testbed aspects and how they relate to
use cases and requirements

X X X| Sec analysis
X X X| Data capture

X X X| DS
X X X| Datasets

x
x

x

>

x

x
X X X X

X X

X X X X X X X X X X|Diversity
X X X

X X X X X X X X X X|Scalability

X X X X %
X X X X X X X

X
X
X X

X X X X

tied back to use cases and associated testbed requirements outlined

in Section 2.1, a ording clear links between category attributes
and the requirements they support. These links are summarised in
Table 1.

Figure 1: The testbed as a subset of the Reference Architec-
ture for IloT and Industrial Control Systems Testbeds [6]

3.1 Physical processes

3.1.1 Water treatment plant/e integrated an o -the-shelf water
treatment training rig from Gunt, a German manufacturer of indus-
trial training equipment, into our testbed. The Gunt CE-581 water
treatment plant consists of a three stage lItration, absorption and
ion exchange process, used to deliver a training program focused

2https:/iwww.gunt.de/en/products/process-engineering/water-treatment/
multistage-water-treatment/water-treatment- plant-1/083.58100/ce581/glct-1:

pa-148:ca-255:pr-57

on the chemical processes of cleaning and testing water. The rig
uses a single pump to delivelirty water through the system, four
electro-mechanical valves for selecting which of the three stages
are utilised, and a range of digital and analogue sensors includ-
ing ow rate, temperature and pressure sensors. Our deployment
of the Gunt CE-581 was customised by the manufacturer to our
speci cations for security experimentation. We had a removable
copper pipe inserted into the system to allow for the easy inclusion
of additional sensors, and a further safety over ow system added
to the process in case of over-pressurisation. The CE-581 allows
us to meet a number of our requirements - due to its multi-stage
process it meets our complexity and scalability requirements (and
can be expanded with new sensors through our modi cation), and
supports diversity in terms of both the control architecture and
process itself (with multiple sensor and control outputs to consider).
The water treatment plant, in it's entirety, can be used across all
ve of our use cases.

The Gunt CE-581 water treatment plant comes with a control
cabinet controlled by an Eaton programmable logic controller (PLC).
This we replaced this with a custom-built control board, which can
be seen in Figure 3. In our testbed, the primary control PLC for the
CE-581 is a Siemens S7-1500 coupled with a Siemens ET-200S PLC
for pump control, representing further diversity and complexity
more akin to real-world deployment. The PLCs are connected to
the water rig by custom cable harnesses routed through swappable
terminal blocks within the water rig control cabinet. The swap-
pable terminal blocks allow us to revert the CE-581 back to the
original control system for maintenance. The board also features a
Schneider ScadaPack32 remote terminal unit (RTU). A more detailed
description of the control board design in provided in Section 3.2.
Networking on the board is provided by an 16 port Westermo in-
dustrial layer 2 managed routable ethernet switch, complimented
with a Checkpoint rewall which can act both as a rewall and as
a data tap within the eld site, as shown in Figure 4.
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Key:

Input (dirty) & output (clean) water tanks
Filtration tanks

Absorption tanks

De-ionisation tanks

Wireless HMI

Original control panel, replaced by eld site board
Safety bunds

10 cabling to eld site board

oO~NO UL WNE

Figure 2: Water treatment process

3.1.2 Model factoryOur second process is a model factory from
Fishertechnik®. Designed to train ICS engineers, the factory con-
sists of four highly interconnected and dependant processes - pick-
ing, processing, sorting and storing. The factory contains a large
amount of both analogue and digital interfaces (10), with multi-
ple sensors and motors to control. This presents a high degree of
complexity in synchronising the four processes, allowing us to run
experimentation on a highly complex and large scale process whilst
being deployable within a lab by virtue of being physically small
enough to ton atable.

3.1.3 Building management system (BNISxtudy further con-
vergence issues, our building management system was custom de-
signed and built for the lab. The BMS is of a dual interconnected PLC
design consisting of a primary controller, the Trend 1Q4e, which

is connected to a smaller sub- eld site Trend 1Q3 PLC. Together
these represent both current and legacy deployments, again as one
is likely to nd in the real world. The main PLC cabinet contains a

Shttps:/iww. schertechnik.de/en/products/simulating/training-models/536634-
sim-factory-simulation-24v-simulation
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number of controls, environmental sensors and actuators to rep-
resent typical mechanical & engineering (M&E) scenarios such as
heating, cooling, lighting etc. Additionally, this cabinet also con-
tains a number of gateway devices, such as the North Commander
and a Phillips Hue Bridge, to allow for the onward deployment of
both commercial and consumer loT devices as one might nd in
evolving commercial settings. The sub- eld site provides additional
sensor / actuator space in a controlled environment. As Trend Con-
trols limit programming and maintenance access to their PLCs in
live deployments, our deployment is made in a similar manner such
that the PLCs themselves can be viewedéck boxesThis is more
representative of how they would be deployed in the wild.

3.2 Control board design

For each eld site, we make use of a standardised control board to
which all of the ICS devices for that site are mounted. An example
of this board, used to control the water treatment plant, can be seen
in Figure 3. As well as the ICS devices themselves, the board also
features 24 volt power distribution and networking.

The board is designed in such a way that the PLCs are mounted
on removable plates, and connected to removable terminal blocks
on the board rather than directly to the process. All wires are
individually numbered, and documented, allowing for the relatively
easy swapping of PLCs on the board. The board is designed to hold
2 larger PLCs, 2 RTUs and associated equipment, though could hold
multiple smaller devices if required. This design result in meeting
our complexity & diversity requirement.

To meet safety requirements, the 240VAC to 24VDC power sup-
plies for the board are housed inside a secured box below the control
board. This box also feature an emergency stop button to shut power
down to the board. By isolating the 240v supply, all exposed wiring
on the control board is limited to a safe 24v. As the control boards
are located within a secured room with limited access, the board
can remain open rather than in a closed cabinet ala the main BMS.

We currently have one board in operation, and are in the process
of building two further boards utilising the same design, the rstto
cater for the factory simulator, and then further physical processes.

3.3 Communication and networking

The design of the network is largely the same as in our previous
testbed L. The network is splitinto three parts: OT, IT and Exper-
imental. The architecture of this network can be seen in Figure 4.
Each network is allocated a /24 address space, as well as a virtual
local area network (VLAN). VLANS are connected to our virtualisa-
tion server (see Section 3.5), allowing us to easily connect di erent
virtual machines to the various networks. The network is designed
to be scalable, whilst minimising the complexity of con guring the
network for experimentation. As well as providing networking for
ICS devices, the network is also con gured to allow us to connect
other types of devices, such as our BMS system and lloT devices,
to facilitate convergence use cases.

Our testbed network is isolated from the wider university net-
work to provide minimal chance of outside in uence (for exam-
ple, through attack). The only connection to the outside world is
through a managed virtual private network (VPN) router which
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Key:

1& 2 Digital Inputs\Outputs (32 each)

3 &4 Analogue Inputs\Outputs (16 each)

5&6 Secondary PLC\RTU Housing

7 Primary Programmable Logic Controller (PLC)
8 Primary Remote Terminal/Telemetry Unit

9 24VDC Distribution

10 WiFi Access Point

11 L3 Managed Ethernet Switch

12 Firewall

13 240V AC to 24V DC Power Supplies

14 Ethernet Back-haul to Core Network Infrastructure
15 IO Cabling to Physical Process

Figure 3: Field Site Control Board

sits on the gateway and only allows authorised partners access to
the testbed. Similarly, a 4G connection from the mobile testbed can
be tunnelled through the gateway in order to link the mobile setup
into the main testbed network as it's own eld site. This external
connection allows for those partners to access varying levels of the

CPS-SPC '19, November 11, 2019, London, UK

testbed from a single process through to the entire system as re-
quired for experimentation. It also caters for the federation of other
testbeds into ours, thus providing another route for extensibility
and complexity.

In order to facilitate data capture, every VLAN has a spanning
port allowing us to capture full network data from any part of both
the IT and OT networks.

Whilst most of the network is contained within a single server
rack within a secured room, the management and security opera-
tions centre (SOC) networks are physically routed into our opera-
tions centre. SOC machines are directly connected to this network,
within which there is a managed ethernet switch allowing for ma-
chines to be routed directly to di erent VLANS as required.

We also maintain a discrete experimental wireless network, sep-
arated from our testbed network, which is granted direct access
to the wider internet through the university network. This net-
work is for working with 10T devices which cannot be connected
to the main testbed network, or to the main university network,
but require an active internet connection.

3.3.1 So ware-defined networking (SDWE are currently in the
process of building a software-de ned version of our testbed net-
work both in a physical setup utilising commercial SDN switches,
as well as a fully virtual environment using OpenVSwitEkirtual
switches. The physical switches support the Open ow SDN proto-
col, and so can be used with many di erent controller architectures.
This will allow us to explore the potential security impact of intro-
ducing software-de ned networking into OT / IT environments.

3.4 Security (Cyber and Physical)

As part of our safety requirement, we require controls to be put in
place around the testbed environment to minimise risk of damage
to the testbed, or indeed those operating it.

The testbed network is isolated from the wider university net-
work. This allows the testbed to run with a lessoned risk of security
breach from the internet or elsewhere within the university (and
prevents attacks from leaking out of the testbed), however has the
disadvantage that machines within the network do not have in-
ternet access (which makes updating software a di cult process).
External access is through a certi cate based VPN connection.

Access to virtual machines located within the testbed is managed
by Active Directory (AD), with di erent levels of access based on
requirement. Testbed admins have full administrator rights across
all machines, whilst other researchers who need to simply access
machines have standard user access.

All network points into the testbed are located within phys-
ically secured, and restricted access, rooms. For devices that sit
within the communal areas (such as the water treatment plant and
BMS system), 10 and networking cables are routed to inside the
process cabinets which remain locked. This minimises the risk of
unauthorised devices being connected to the network.

In order to prevent contamination of the testbed, we operate a
clean machine policy for connecting to the testbed. Apart from
the dedicated SOC desktop machines, only a small number of desig-
nated maintenance laptops are connected to the testbed through the

“http://www.openvswitch.org
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Figure 4: Testbed network diagram

management network. These machines are regularly wiped clean, 3.5.1 Data storag®irectly connected to the virtualisation server
and only connected to the internet when absolutely necessary. Live is a high-capacity data storage array. The storage array allows for
bridging between the testbed and internet accessible networks is multiple virtual partitions to be created, which can be directly at-

not permitted.

3.5 Software
The software deployment within the testbed is critical for all of our

tached to virtual machines within vSphere using iSCSI connections.
Partitions are used for hosting template virtual machines, as well
as backups of deployed machines. Further partitions are used to
provide high capacity data storage for individual VMs for data in-

use cases and testbed requirements, and broadly splits into one of ¢y ding telemetry and network traces to satisfy our data capture

two categories. The rst is software used for testbed operations
(the experimental level within the architecture presented in Fig-
ure 1, including applications for security and data collection. The

second category is software that would be considered part of the

operational environment either at the control or production levels
of the architecture.

requirement.

3.6 Industrial 0T (110T)

As one of our use cases is issues around convergence of OT and
loT, we make use of a number of diverse hardware and software

To ease maintenance and deployment, all software is installed variants of lloT. lloT hardware includes multiple WirelessHART

into virtual machines running inside VMWare vSphere. As well

as specialist ICS software, such as ClearSCADA, we also maintain

virtual machines with other useful software installed. For exam-
ple, we utilise a Windows virtual machine, connected to the OT
LAN VLAN, containing all the software necessary for con guring
Siemens devices.

The virtualisation server includes multiple base VM images, cov-
ering multiple windows and Linux variants, which can be used
when building new virtual machines on the testbed. Wherever pos-
sible, software in installed by mounting clean USB sticks containing
installation les into the virtual machines. Where installing updat-
ing software or operating system is only possible with an active
internet connection, VMs are downloaded to one of our mainte-
nance laptops, disconnected from the internet, the appropriate
actions performed, and then uploaded to the virtualisation server.

sensors and transmitters, along with WirelessHART gateways. In
order to reduce complexity, we also have bespoke internal projects
to produce IloT sensors with nedrot-swappabl@ireless protocols,
for example through the use of Arduino devices which can convert
to WirelessHART, Zigbee or HTTP(s) as needed.

We also make use of lloT software solutions within the testbed
environment. For example, we use KEPServerEX from Kepware,
which provides data aggregation capabilities for ICS devices from
multiple manufacturers. Thingworx, a cloud I10T platform, is de-
ployed within the IT DMZ network. A more detailed explanation
and example use case of this software is provided in Section 6.

3.7 Mobile testbed

To satisfy a need to both understand the integration of mobile
datacomms into the testbed for remote eld sites, and to provide
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