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Summary
In recent years, fog computing has emerged as a new distributed system model for
a large class of applications that are data-intensive or delay-sensitive. By exploiting widely distributed computing infrastructure that is located closer to the network
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edge, communication cost and service response time can be significantly reduced.

Present Address
The University of British Columbia,
Vancouver, BC

managing the context-dependent characteristics of application logic and dealing with

However, developing this class of applications is not straightforward, and requires
addressing three key challenges. Supporting the dynamic nature of the edge network,
the large scale of the system. In this paper, we present a case study in building
fog computing applications using our open source platform Distributed Node-RED
(DNR). In particular, we show how applications can be decomposed and deployed
to a geographically distributed infrastructure using DNR, and how existing software
components can be adapted and reused to participate in fog applications. We present
a lab based implementation of a fog application built using DNR that addresses the
first two of the issues highlighted above. To validate that our approach also deals with
large scale, we augment our live trial with a large scale simulation of the application
model, conducted in Omnet++, that shows the scalability of the model and how it
supports the dynamic nature of fog applications.
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INTRODUCTION

As the number of Internet of Things (IoT) devices increases, the amount of data generated by these devices is putting pressure on
the traditional centralised cloud computing infrastructure. Fog computing, and its relation, edge computing, where computing
resources are distributed closer to the edge network, has emerged as a system model to support many data-intensive or delaysensitive applications 1 .
While this is promising, building applications to leverage the computing resources across the edge network, fog and cloud,
is not an easy task. Interesting research questions are, to name a few, what does an application model in fog computing look
like? How do we decompose the application and deploy its constituents to the widely distributed infrastructure? How do we
support the characteristics that are inherently relevant in the edge network, such as the large-scale, the dynamic nature and the
context-dependent nature of computation?
To start experimenting with building this class of applications, we have developed Distributed Node-RED (DNR), a distributed
application platform based on the open source project Node-RED 2 , which provides a visual dataflow programming paradigm
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for building IoT applications. During the course of our research, our DNR project has gone through several iterations - from
being a data flow based programming tool for building distributed IoT applications to a dynamic coordination platform for large
scale fog/edge computing 3 .
DNR embraces a dynamic, context-dependent and exogenous coordination model designed to support fog applications. In
exogenous coordination 4 , applications consist of software constituent components that can be independently developed. The
cooperation of these components (i.e. when and in which order should they exchange data) is controlled/coordinated by an
external coordinator. This coordination model explicitly separates the communication and computation aspect of an application,
thus providing a loosely coupled distributed application model, an important requirement for scalability.
Exogenous coordination is not a new idea, and although theoretically applicable to large scale fog computing, our recent
work 5 , showed that applying exogenous coordination to fog computing is not straightforward. For example, due to the dynamic
nature of the systems, the coordinator has to periodically monitor the system and communicate the most up to date coordinated
results to all the constituents. This proves to be costly.
In this paper, we present the process of using DNR to develop a real-world fog application that involves video processing
and neural network image classification of CCTV camera footage using fog-based load balancing capability. In particular, we
show how existing software components such as vision processing libraries or deep learning neural networks are modified to
participate in a larger scale fog application. We also show, through the fog-based load balancing capability, the influence of the
dynamic characteristic of fog computing systems on the design of our coordination platform. Finally, we show that a stateful or
incremental coordination model is necessary to fully support the development of large scale and dynamic fog applications.
Our DNR project, as well as our example fog application are fully open source and available online for evaluation 6 . It is worth
noting that, the class of fog applications addressed in this paper refers to large scale applications that leverage fog computing
resources in a large area such as smart cities 7 . Smaller scale problems, such as developing applications for smart homes or smart
environments have their own unique challenges, therefore, are out of the scope of this paper.
In the next section we start reviewing the unique characteristics of our target class of fog applications.

2

LARGE SCALE, DYNAMIC FOG COMPUTING APPLICATIONS

Fog Computing infrastructure generally refers to the computing resources provided by the access networks such as routers and
cell towers 8 . In our work however, we consider fog computing infrastructure to include various distributed computing resources
ranging from edge network devices to the cloud and everything in between. Thus, our fog applications can collect data, do
physical actuation at the edge network, have some delay-sensitive processing done in the access network and also can store data
in the cloud for further analysis.
We identify our class of fog applications as large scale and dynamic distributed applications. This is because it takes into
account the dynamic nature of edge devices (e.g. mobile phones, smart cars) and involves a large number (e.g. hundreds or
thousands) of devices that are scattered across a large physical area. Due to these characteristics, our class of fog applications has
a very close bonding with the physical context of the computing infrastructure. That is, unlike traditional distributed applications
running on the cloud with minimal knowledge of the underlying infrastructure, our fog applications are intimately connected to
the device they are deployed on. Figure. 1 illustrates the positioning of our application class with regard to three attributes: the
deployment scale of the system, the level of bonding with physical context and the dynamic nature of the system.
The deployment scale of the system can range from smart home, spanning smart offices, factories to smart cities. We argue
that at each deployment scale, there is particular challenge pertaining to it, thus has its own solution. For example, at small
scale such as smart home, device naming and identification could be a problem of interest. However, this problem becomes less
important when it comes to the larger deployment scale of a smart city.
The level of bonding with physical context can range from no bonding at all, such as traditional Internet applications, to
hardware capability aware applications such as some applications that require a certain hardware capability (e.g. number of CPU
cores, has Bluetooth connectivity), to physical context aware applications such as the ones that only run in a certain location
(e.g. only collect sensing data in downtown area, provided that the sensing component is deployed in a running vehicle).
The dynamic nature can range from static environment such as applications running in a data centre, with minimal load
fluctuations or on immobile devices such as desktop computers, to semi-dynamic where the dynamic characteristic could be
modelled or predicted, and to fully-dynamic systems such as where the mobility of devices or load fluctuations cannot be
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FIGURE 1 Our class of fog computing applications.

predicted. A periodic context acquisition and evaluation is usually required in a fully-dynamic system so that the application’s
correctness can be verified and maintained.

3

MOTIVATING SCENARIO

In this section, we introduce our example fog application that is built using our DNR platform and lay out the requirements on
the application platform in order to support our example application.

3.1

Theoretical application modelling and coordination requirements

The application takes advantages of cameras mounted on cars or lamp posts and the computing infrastructure across the city
to carry out vision processing and image classification tasks. For example, to identify locations of lane markers on the road
network that need to be repainted, or looking for a suspect car to help the police. The cameras could be dashcams mounted on
city buses, or CCTV cameras at traffic junctions. The video streams might go through several processing steps such as sizing,
recolouring, or background subtraction. The processed image streams are then pushed through neural network components to
identify good or bad lane markers, or to classify and recognise cars.
Due to the heavy nature of video data, it is best to leverage the fog computing infrastructure to have data processing tasks
closer to the edge network, where video streams are generated. It is also unreasonable to have all the processing tasks running
inside a single edge device due to the resource constraints. Thus, a distributed deployment where multiple devices cooperate
together is necessary. It is also assumed that the city has some of these computing resources available at the edge network, such
as in road-side units, in traffic control elements or in partnering cell towers.
From the software development perspective, there are several high level software components involved in the application: a
camera capturing component, several vision processing and neural network components. When these software components are
deployed into the fog infrastructure, this can be seen in Figure. 2 .
Due to the geographic constraints, there are locations that do not have traffic components, or have overlapping communication
coverage. This means pre-configuring the communication among devices does not work. Also where there is no infrastructure
available, a particular car might be selected to host the data processing component if it can fulfil the application’s constraints.
Furthermore, the communication among software component is highly dynamic as one fog device (e.g. in one cell tower) might
have a different reception and data rate than the other. This will effectively affect the application’s performance and behaviour.
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FIGURE 2 Example fog application.

Because of these physical characteristics that are specifically related to the large scale, dynamic fog infrastructure, an external
coordination layer is required to coordinate the cooperation among software components dynamically.
The task of the coordination layer is then to coordinate the communication among each participating instances of the software components so that the application’s requirements are met. For example, choosing the right instances of the Background
Subtraction component for the instances of the Dashcam component to send data to (e.g the arrows between devices). Due to the
mobile nature of the participant, this coordination task has to be done periodically to keep up with the system’s dynamic nature.
This proves to be costly in real deployment so to be more efficient, it should refer to past assignments and make incremental
changes to avoid reassigning the communication peers if not necessary. Thus, stateful or incremental coordination is needed.
Note that there is a significant difference between our large scale fog application and smaller scale distributed applications
or traditional Internet applications. In those types of applications, there usually exists only one combination of the software
components’ instances to fulfil the service. For example, in a typical smart home application, one combination of a temperature
sensor instance, a regulator instance and a heater instance would adequately fulfil an automated climate control application. In
our class of fog applications, due to the large scale deployment of the computing devices, there are many possible combinations
of the software components’ instances. Each combination might serve a particular location of the city and each component
instance sees one another as an independent peer. Therefore, the combinations have to be non-overlapping (no shared instances
between combinations) and finding as many of these non-overlapping combinations as possible is an important task of the
coordination layer.
Further details of these coordination requirements and implementation techniques can be found in 5 .

3.2

Actual experimental methodology

Since realising such an application in a real world setting is difficult, a lab-based implementation has been developed that mimics
the core application scenario. While the number of participating devices are significantly reduced, the number of software
components involved stays the same. That is, in our setup, we have two embedded boards, one desktop computer and one laptop
that participate in the distributed application. With regard to the software components involved, we still have one component that
captures the camera feed (through playing a video footage), the data is sent to a background subtraction component to extract
the foreground running cars, which are subsequently classified by a neural network classification model.
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FIGURE 3 Lab setup for our example fog application.

The lab-based experimental setup is seen in Figure. 3 . In our setup, we name the desktop computer 152, the two embedded
boards 117 and 198. For the sake of simplicity, these numerical identification is manually named after their IP addresses in our
local network. For example, if one’s IP address is 192.168.1.117, it is named 117.
Since these naming becomes irrelevant in large scale deployment, our DNR platform can constrain the execution of software
components on devices using their physical context such as the level of memory usage, or their location. To simulate this,
device 117 and 198 are configured with a predefined latitude and longitude (this is a common practice in case of lamp posts
deployment). Our example application is then designed such that, the video source and background subtraction components are
constrained to run on a desktop computer while the neural network image classification component is constrained to run at a
certain location (e.g downtown). On deployment, the desktop computer resolves to the device 152 and the "downtown" devices
resolve to the device 117 and 198 (two embedded boards).
In our lab-based experiment, it is difficult to simulate the mobility behaviour of the participating devices (i.e dashcams
mounted on cars). While we can certainly replay car traces from available open data sets, or use traffic simulation suite such
as SUMO 9 , the small number of participating devices make it irrelevant to have moving devices while still keeping the data
streams continuous. In a real world scenario, with a large number of participating devices (i.e. cars, lamp posts, traffic elements),
maintaining the data streams among them is easier. When a car moves out of the coverage of a fog node, e.g. a wireless enables
street light, another one could move in immediately, allowing the fog node to continuously get input for its processing task. In
our lab-based experiment with only a limited number of devices available, the data streams will be less stable, thus the outcome
will be intermittent.
Since the mobility of devices in the studied scenario is used to show the dynamic nature of the system, we opt to look for
a different approach to study this dynamic characteristic. We realised that in fog computing, since the computing activities are
closely bound to the physical context of the devices, the system load for each device also frequently fluctuates. For example,
when we process camera footage of a street scene, the number of cars extracted from the footage varies from second to second.
Thus, we use the system load factor to illustrate the dynamic nature of the system in our lab-based experiment and incorporate
a load balancing feature into our lab-based setup. To do this, a device capability constraint that is based on the network load is
created and applied to the image classification component. Thus, this component is constrained so that it only runs on devices
with a required amount of network bandwidth.
When the number of extracted cars is small, the input to the image classification component is small, therefore, network
load of the underlying device is low. The device continues to do the job. When this number increases, the underlying device
experiences higher load and, through context synchronisation, the external coordinator starts to route the data stream to a second
device that also satisfies the constraint to run the image classification component.
This essentially demonstrates the load-balancing feature of the system, which in turn, illustrates its dynamic nature. It also
illustrates that to support the dynamic nature of fog computing applications, the coordination platform has to periodically monitor
the devices’ network bandwidth and other resources to make the coordination decision as to which device to send the car image
stream to.
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FIGURE 4 Fog applications design and development in DNR.

Since we let the developer to explicitly specify the network bandwidth threshold at which the load-balancing coordination
is triggered, the example also shows how the physical status of the underlying computing infrastructure (e.g. current network
consumption of devices) can affect the correctness of the application logic (e.g. only run this component on devices that have
minimum available bandwidth).
Our lab-based setup allows us to verify the behaviour of our example application when it is distributed to a number of devices.
It also shows that the application model itself is scalable as it is participatory-based and does not rely on any specific deployment
details such as what types of devices are involved, where are they located, which network connection they are on, etc. Thus if a
device decides that it cannot run a certain component, it just needs to move on with other components. Meanwhile, the external
coordinator always has the collective component instances contributed by the devices, it can coordinate the communication
among those available instances so that the application’s requirements are met. In large scale applications, this is an important
characteristic of the application model, which is also known as a macro programming approach.

4

DEVELOPING FOG APPLICATIONS WITH DNR

This section describes in details how we implement our lab-based fog application scenario using our DNR framework. Our DNR
framework is an extension of the open source project Node-RED, a data flow based, visual programming tool for composing
applications from individual software components.
Our early work 10 has shown that by leveraging the intuitive data flow and visual programming model, large scale and complex applications can be built easily without the need to worry about a class of problems related to the underlying computing
infrastructure. Some of these problems are device heterogeneity or network fragmentation. It also reduces the gap between
design and implementation, thus facilitating the prototyping and tryouts of complex applications. This is a particularly important
requirement for building applications targeted at large scale fog computing infrastructure due to the complexity involved.
Besides supporting a compositional and scalable application model based on data flow, DNR extends the capability of the
Node-RED project by allowing developers to distribute the application flow onto multiple devices as well as to express contextdependent constraints in their applications. These are important capabilities as they now have the tool needed to deploy complex
applications that take advantages of the large scale, dynamic and distributed fog computing environment.
Figure. 4 shows the development of our example application using DNR. As can be seen, the application model consists of
a data flow graph of the involved software components (top of Figure) and the context-dependent constraints that are applied
onto each software components (bottom of figure). When the application is deployed onto the pool of participating devices, each
device will process the application and all the associated context-dependent constraints. It then reasons about whether or not to
enable certain components, as well as to fetch/redirect data from/to any external devices.
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5

SOFTWARE COMPONENT REUSE

The exogenous coordination approach requires that each participating software component be modelled as a pure computing function with input and output connections. This high level of abstraction makes it very easy to reuse existing software
components to build large scale applications, thus, reduces the effort in building the applications themselves.
This also means that existing software components have to be rewritten to conform to these abstraction. However, from our
experience, we show that only a few lines of code need to be added/changed in order to allow a complex software component
to conform. We tested with a background subtraction module from the OpenCV 11 library and an image classification neural
network using the Caffe framework 12 .
The main idea is to exploit Linux pipes as the input and output ports for these software components. Accordingly, instead
of running a one-off command with input arguments to start the software components whenever there is data at their input,
the software components are started upfront, awaiting data at their process’ standard input pipe. Once they complete their data
processing, they place the results in their standard output pipe (e.g. using the print function).
Since we use Node-RED as the underlying middleware for the components, we developed a special Node-RED node (nodered-contrib-pythonshell) that wraps around the actual component code to help communicate between these components and the
Node-RED runtime. The images data passing through the components are then serialised using base64 encoding. The following
listings show the code of these software components and how they are adapted to work with our exogenous coordination platform.
Listing 1: Code for Video Source Component (in Python)
...
# video source
c a p = cv2 . V i d e o C a p t u r e ( ’ v i d . mp4 ’ )
while ( True ) :
r e t , frame = cap . r e a d ( )
# serialization
r e t , f r a m e B u f = cv2 . i m e n c o d e ( ’ . png ’ , f r a m e )
frameStrBase64 = base64 . b64encode ( frameBuf )
# send d at a to s t d o u t
p r i n t frameStrBase64
Listing 2: Code for Background Subtraction Component (in Python)
...
# r e a d from s t d i n
while True :
frameStrBase64 = sys . s t d i n . r e a d l i n e ( )
# deserialization
f r a m e S t r = base64 . b64decode ( frameStrBase64 )
frameNp = numpy . f r o m b u f f e r ( f r a m e S t r , d t y p e=numpy . u i n t 8 ) ;
f r a m e = cv2 . i m d e c o d e ( frameNp , f l a g s =1)
# g e t foreground , t h r e s h o l d e d , eroded , d i l a t e d , f i n d i n g c o n t o u r s s t e p s a r e o m i t t e d
...
for car in carContours :
r e t , f r a m e B u f = cv2 . i m e n c o d e ( ’ . png ’ , c a r )
frameStrBase64 = base64 . b64encode ( frameBuf )
# send d at a to s t d o u t
p r i n t frameStrBase64
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Listing 3: Code for Neural Network Image Classification (in Python)
# c a f f e network i n i t i a l i z a t i o n s are omitted
...
# r e a d from s t d i n
while True :
frameStrBase64 = sys . s t d i n . r e a d l i n e ( )
# deserialization
f r a m e S t r = base64 . b64decode ( frameStrBase64 )
frameNp = numpy . f r o m b u f f e r ( f r a m e S t r , d t y p e=numpy . u i n t 8 ) ;
c a r = cv2 . i m d e c o d e ( frameNp , f l a g s =1)
# c a f f e image c l a s s c l a s s i f i c a t i o n
net . blobs [ ’ data ’ ] . data [ . . . ] = t r a n s f o r m e r . preprocess ( ’ data ’ , car )
output = net . forward ( )
# send d at a to s t d o u t
p r i n t ’ p r e d i c t e d c l a s s i s : ’ , l a b e l s [ o u t p u t [ ’ prob ’ ] [ 0 ] . argmax ( ) ]

6

DYNAMIC COORDINATION

The dynamic nature of the edge network requires the coordination layer to be also dynamic. Since there is no prior knowledge
of how the system will behave and it is also unpredictable, a periodic coordination execution is required to ensure the current
combinations of software instances still meet the application’s context-dependent constraints. In our example application and its’
implementation using DNR, the developer imposed an application constraint on the neural network image classification node
that limits its execution to devices that have enough network bandwidth. To ensure this requirement is met, the coordination layer
has to periodically monitor the system and acquire the devices’ current physical condition, such as network consumption. Once
the threshold is met, the coordination layer finds another appropriate instance of this node and reroutes the data stream to it.
This naturally becomes a load-balancing system where the data stream is routed to different devices according to their network
consumption. It should be noted that the mechanism works on every dynamic application scenarios and is not limited to the
load-balancing application (e.g. constrain a software component to run in a certain location, let two components communicate
when they are nearby, etc.).
The result of the load-balancing capability can be seen in Figure. 5 where a simple dashboard is shown to illustrate the whole
working system in our example application. The Memory Usage column captures the memory consumption of the desktop
computer (152) and the two embedded boards (117 and 198). The metric is reported in kilobytes. The Network Load Factor
shows the input bandwidth consumption of the embedded boards in bytes per second. In those widgets to the right, camera
footage (derived from a video source) is shown with individual car images extracted from the scene as well as the number of
classified result per second. Recall that our application has two constraints on the neural network image classification component.
One constraint limits its execution to the devices within a certain location (i.e. downtown) and the other specifies the threshold
of network consumption to the maximum of 50,000 bytes per second. In the result, it is clearly seen that once the network load
of device 198 rises to the 50,000 mark, the second device, 117 starts to receive the data stream (the sudden rise in the memory
consumption of 117). The number of results per second is dropped when the transition occurred but quickly rises back again.
Our lab-based application experiment presents the need for dynamic, periodic coordination executions in our class of applications. The coordination layer has to constantly observe the physical context of participating devices and delivers the appropriate
combination of the software component instances so that the data streams are sent to the right destination, fulfilling the
application’s context-dependent constraints.
In large scale, real deployment, this proves to be costly. This is where our simulation network plays its role in studying the
coordination performance in large scale setting. In the next section, we report our simulation results using Omnet++ network
simulator.
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FIGURE 5 Dashboard.

FIGURE 6 Large scale simulated application model and configuration.

7
7.1

LARGE SCALE SIMULATION
Overview

While the lab-based setup has shown the scalability of the application model itself, a large scale experiment is still necessary
as we would like to know how our coordination platform scales and supports the dynamic nature of the devices. To do this, a
simulation has been independently developed using the Omnet++ network simulator. We use the simulation to study how our
coordination model can support a large number of devices and how the level of system dynamics affects the coordination results.
The simulation network (Figure. 6 ) consists of 5,000 static fog devices and 5,000 mobile devices with variable speed. The
simulated area is set to 1 kilometre square. We use a simplified fog application that consists of three component, a data source,
an intermediate and a data sink component. The data source and sink components are constrained so that any combination of
their instances are deployed on different devices and have to be close to one another. The closeness is defined to be within 300m
of one another. The three software components are then distributed onto the 10,000 participating devices (both fog and mobile
nodes), yielding a total of 30,000 component instances.
The application’s performance metric (i.e. fulfilment level) is defined as the ratio between all the messages received by the
sink component instances and all the messages sent by the source component instances, that is, the package delivery ratio. We
collect this data in a fast moving scenario and a static immobile scenario.
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FIGURE 7 Effect of system dynamic to large scale coordination

7.2

FIGURE 8 Stateless vs incremental coordination in fast
moving scenario

Simulation results

As described above, the application’s performance metric is set to be the ratio between all the messages received by the sink
components’ instances and all the messages sent by the source components’ instances. The two scenarios deployed in the simulation is static coordination where the devices do not move, and fast moving where the devices randomly change their speed
and bearing.
We first study the effect of adding more coordinators to the coordination layer. Obviously, to support the increasing number
of devices, more and more coordinators have to be added to the coordination layer. However, when more coordinators are added
to the platform, the number of devices per coordinator is decreased. Up to a certain point, the individual coordinators might not
have enough input devices in order to derive the optimal results, which are the combinations of the instances of the involved
software components. Recall that each instance of a software component is equivalent to a single device that hosts it.
Figure. 7 illustrates this interesting findings. As the figure shows, when the number of coordinators increases, the application
performance increases as well, but only to a certain point where it starts to degrade even if more coordinators are added.
The figure also shows the performance difference between a static and a dynamic setting. Again, it is obvious that when the
system is static, the application performance is much higher than when it is dynamic. However, the performance trend stays the
same whether it is static or dynamic. That is, the performance increases, peaks and degrades at around the same point as far as
the number of coordinators is concerned. This shows that the optimal number of coordinators is almost orthogonal to the level
of system dynamic. This is an interesting and notable observation because based on this fact, the system operator can roughly
estimate the optimum number of coordinators required for a certain system without having to worry about the system’s dynamic
characteristic.
Secondly, we study how our incremental coordination strategy can support the system dynamic. Recall that our coordination
platform periodically monitors the overall system context and calculates the combinations of software component instances.
Whenever a new coordination result is produced, it is broadcast to all the participating devices so that their software component instances can update their peers. Sometimes this could be redundant as the existing combinations might still satisfy all the
application’s constraints. Whenever this happens, the existing communication links are disconnected and new links are formed.
This leads to messages being dropped during their routes. To overcome this, our coordination platform keeps the previous coordination results and incrementally calculates the subsequent results so that if existing combinations still meet the application’s
constraints, they are excluded from the coordinator’s input.
Figure. 8 shows the positive result from doing incremental coordination. As shown, the number of required coordinators can
be reduced roughly from 150 to 50 while still achieve a performance peak. So only a third of the original number of coordinators
is required to achieve the same peak in application’s performance. Note that in this experiment, it is unnecessary to record the
results for the static scenario as the coordination results are never changed. So it is dropped from the experiment.
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DISCUSSION

The case study presented in this paper allows us to extract several insights into the process of developing application in large
scale fog computing, as well as some limitations of our application model.

8.1

Component-level vs System-level, Application Scoping

Our first insight is, there is a clear distinction between component-level application vs system-level application. For example,
the image classification component itself could be seen as a complete, independent application, or it could also be seen as a sub
component of a larger application. It could also be further decomposed into smaller sub components that in turn, could become
other complete, independent applications. Thus, we found that it is necessary to clearly define the scope and granularity of the
application decomposition process. In our work, we take the developer’s point of view as the reference point to define this distinction. That is, an independent, complete application is defined by whether it is created by an independent developer. Using
this definition, if one developer is responsible for building the image classification module, such module becomes one complete
application under that developer’s point of view. However, when another developer is tasked with combining multiple components together, she is responsible for the interconnection of the components as the whole and therefore, this interconnection,
cooperation among components becomes one complete application from her point of view.
Thus, when developing any large scale fog applications, the system-level developers have to ask questions such as; which
components are available, and how do these components interconnect with one another. Consequently, the programming details
pertaining to individual computing activities become irrelevant. For example, how to collect sensing data from one device
is completely irrelevant to system-level developers. Rather, the developers should be given a complete sensing module with
different configuration that can be dynamically applied based on the host devices. This is when the coordination aspect of an
application plays its important role.

8.2

Task Assignment Model vs Participatory Model

Our second insight is that there is a clear distinction between the task assignment model and the participatory model in fulfilling
the application’s requirement. In the task assignment model, the application can be represented by a set of tasks to be executed.
The tasks could depend on one another. However, the important characteristic of the task assignment model is that the assignment
of tasks to the hosting devices is generally static, except for failure cases where tasks can be reassigned. This means the system
and its devices should be static. In a more dynamic system, the task assignment model needs to constantly keep track of available
resources in the system, therefore the coordination overhead is generally very high. In turn, the task assignment model has an
advantage when task completion need to be guaranteed.
In the participatory model, the system can be more dynamic as it depends on the resource contribution of participating devices
from time to time without a fixed commitment. This is somewhat similar to the crowd-sourcing application model where people
(or their devices) are recruited to solve a particular problem. However, in this type of application, people (or their devices) often
connect to a centralised crowd-sourcing platform to solve advertised tasks (or aggregate devices’ data) 13 , this eliminates the
need to coordinate the execution and cooperation of individual participants. In our work, devices contribute the application’s
sub components that they can run and the coordinator connects and coordinates the contributed components together to fulfil
the application’s logic. In large scale, dynamic fog computing applications, we believe this is the appropriate model for the
application development process.

8.3

Limitations

There are a number of limitation with our current approach. Currently our application model does not fully address the configuration side of the software components. Each independent application comes with its own set of configurations that dictates
the application specific behaviour under certain circumstances. This configuration aspect has not been studied in this work. We
envision that the coordination platform has to coordinate not only the cooperation of the sub components but also their individual configuration in a dynamic way that is suitable for the run-time condition. For example, in our lab-based set up, the camera
component usually comes with a set of configurations to adjust its execution, such as the captured frame rate or resolution. This
configuration data, while pertaining to the component-level application, also affects the composition of large scale application.
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Thus, the application platform should allow the developers to also dynamically coordinate the configuration of individual sub
components based on the underlying hosting devices. One possible solution is to let developers define a set of configurations for
certain sub components so that at run-time, the system can selectively choose the right configuration for their execution. Since
the study into this subject can easily grow out of the scope of this paper, we leave this for our future work.
Another limitation of the case study is the lack of a real world test bed to test drive the application platform. This is particularly
difficult to achieve in an academic setting and we acknowledge that there will be more work to be done to deploy the model
in the real world scenario. Currently we are working closely with Keio University in Japan under the EU-Japan joint project
Bigclout 14 to deploy the DNR platform to Keio’s smart city infrastructure in Fujisawa city. In our current trial, we employ a fleet
of garbage trucks in Fujisawa city as our fog computing platform. Each garbage truck has a camera onboard to capture video
footage of the road segments they travel to. These video streams are analysed to classify the lane markers on the road surface to
see if a repaint needs to be done. Our DNR platform allows the city developers to quickly build and deploy such application on
top of the fleet and associated city infrastructure. While we are still in the data collection and experimentation phase, the details
of the application and system architecture have been published in 15 .
Lastly, while our work addresses a number of critical issues in the design and development of large scale applications, there
are several that are outwith the scope of our work. One of these issues is the physical communication layer that interconnects
devices and software components together. In this paper one simplifying assumption we make is that the communication layer
is provided so that inter-device connection can be established between any pair of devices efficiently and at low cost. With
the advent of new communication technologies such as 5G, we believe this is soon to be within reach for most fog computing
applications.
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RELATED WORKS

While research into fog computing has gathered momentum in recent years, application modelling and development techniques
are still the subject of ongoing research. Issues to be addressed include: how fog applications are modelled and built, how to
run and maintain them in the widely distributed fog computing infrastructure. A popular research approach is to reuse existing
techniques from traditional Internet applications for fog applications such as the use of containers or micro-services following
the Service Oriented Architecture (SOA).
For example, the authors in 16 17 18 discussed the problem of orchestrating and management of containers in a fog computing infrastructure. Interesting observations were that container orchestration in fog computing has to take into account specific
characteristics of fog infrastructure such as device join/leave, mobility support, or dynamic workloads. In our work, we address
the dynamic nature of the system, which is the broader case of those requirements. The other common idea was that the orchestration has to take into account the device’s physical capabilities. We abstract this idea into a more general notion of physical
context that encapsulates the device’s physical properties such as current location or memory usage level.
Exploiting the micro-services architecture in fog computing is another approach, notably the idea of Osmotic Computing 19
in service orchestration and deployment. Micro-services and SOA could be seen as a way to decompose application into constituents that can be distributed to the infrastructure. Osmotic computing incorporates the notion of device capabilities into the
micro-service definitions, deriving the notion of MicroElements as the abstraction for the computing units.
While these existing works about application decomposition aligns well with our design choice where we incorporate device’s
capabilities into the application modelling, they do not provide a unified programming model for the fog application developers.
Thus, a programming-in-the-large mindset 20 is still relevant to build and deploy applications in large scale fog computing
environment.
Some classes of applications are inherently distributed, such as IoT and Wireless Sensor Network (WSN) applications. For
example, Hiesgen et al. 21 and Sivieri et al. 22 followed an actor-based approach in modelling IoT applications. Elgamal et al. 23
studied the assignment of tasks within an application on IoT devices. Riliskis et al. 24 developed Ravel, an application model for
the IoT based on the Model-View-Controller design pattern. Cherrier et al. 25 proposed a finite state machine-based approach in
modelling IoT applications.
While these works addressed the distributed nature of IoT applications, most of them target small scale settings where the
deployment of components onto participating devices does not produce a multitude of the component’s instances. As a result,
many unique characteristics of large scale fog computing system such as its dynamic nature or the involvement of physical
context in the application model were not addressed.
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Research into WSN has also generated a large number of programming models and languages for distributed embedded
sensor devices 26 . However, a key different between these research bodies and our target class of applications is that the software
components within WSN applications tend to be homogeneous while our fog applications usually involve a variety of software
components. Moreover, most of existing WSN applications are deployed to static infrastructure where the context fluctuation
(e.g. mobility) of nodes is minimum.
Apart from application decomposition and orchestration, dynamic coordination among participating devices and software
components is another research challenge in the dynamic fog infrastructure 27 . Ha et al. 28 presented a distributed computing
framework for fog computing, notably the Fog Tracker implementation. Fog Tracker provides a similar functionality to our
dynamic coordination platform where device’s physical context is periodically acquired for the dynamic coordination purpose.
However, the work does not target large scale deployment where multiple instances of each software component are deployed
and the physical context of the underlying fog devices plays an important role.

10

CONCLUSION

In this paper, we present a case study of applications development and deployment in fog computing using the open source
project DNR. We implement our case-study scenario and build a prototype fog application using DNR. We further validate our
approach by building and running a large scale fog computing study using the network simulator Omnet++ where we address
the problem of scalability and dynamic nature of the fog computing environment at large.
Our lab-based experiment with DNR validates our belief that large scale fog applications require a composition based approach
in which exogenous co-ordination takes on the system level task of managing large scale coordination of software components
to meet application level constraints. Our work has also highlighted the need to augment off-the-shelve components to allow
them to participate in large scale fog applications and we have shown an initial technique to address this issue.
The large scale simulation triggers some interesting observations, notably the effect of dynamic characteristic on the application performance and its relationship with the number of coordinators employed. Briefly, more coordinators in the system
does not always guarantee better application performance and the optimum number of coordinators is not affected by the system
dynamics.
We plan to study further issues related to co-ordination scalability, as well as those highlighted in the limitations section such
as handling component constraints in a system level composition.
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