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Robust and Privacy-Preserving Decentralized Online Federated

Learning for Streaming Data with Outliers

Yushi Wang, Yang Lu*, and Qiang Ni

Abstract—This paper addresses the challenging problem of
online federated learning (FL) over streaming data in a decentral-
ized communication network. To enable rapid adaptation to new
observations, we develop novel non-parametric model-based local
training, not deep neural network-based approaches as adopted
in most previous studies. In particular, we integrate Gaussian pro-
cess regression with a Student-t likelihood to improve robustness
against data outliers. For global model aggregation, we propose
a consensus-based Product of Experts (PoE) algorithm that
enables peer-to-peer fusion of non-parametric local models and
preserves robustness to outliers. To ensure privacy, we develop
a secure aggregation scheme that combines Shamir’s secret
sharing (SSS) with public-key encryption. Compared to existing
methods, the proposed approach enhances privacy guarantees for
learners with limited connectivity in sparse graphs. Theoretical
analyses establish robustness, correctness, and privacy properties.
Extensive numerical experiments validate the effectiveness of the
proposed algorithm.

Index Terms—Decentralized Federated Learning; Online

Learning; Robustness to Outliers; Privacy Preservation

I. INTRODUCTION

N many real-world applications, data is continuously gen-

erated in the form of streams across geographically dis-
tributed edge devices. Autonomous driving networks must
make real-time decisions based on continuous sensory data
streams [1]; mobile edge networks rely on immediate predic-
tions of dynamic traffic flows [2]; smart manufacturing [3] and
healthcare systems [4] require continuous analysis of time-
varying production or physiological data. Unlike traditional
static datasets, data in these scenarios exhibits distribution
shifts over time. Due to bandwidth constraints, low-latency
requirements, and privacy concerns regarding raw data, cen-
tralized training is often infeasible. There is thus a need for
decentralized online learning paradigms that allow dispersed
devices to learn locally from streaming data while collaborat-
ing to update global models.

Federated Learning (FL) has emerged as a privacy-
preserving collaborative framework where learners train mod-
els locally and share only model updates rather than raw data.
Recent studies and surveys have shown that FL continues to
evolve rapidly, with growing attention to data heterogeneity,
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communication efficiency, robustness, and privacy protection
in distributed edge environments [5], [6]. However, main-
stream FL approaches [7], [8] face fundamental limitations in
streaming scenarios. Most FL research relies on Deep Neural
Networks (DNNs) as local models, focusing on offline learning
with sufficient static data. Although recent studies [9], [10]
have attempted to extend DNN-based FL to online settings by
updating models via weighted combinations of old and new
parameters, DNNs remain data-hungry. In streaming windows
where only limited new samples are available, DNNs often
fail to adapt rapidly to drastic shifts in data distributions.
To address this limitation, non-parametric models such as
Gaussian Process Regression (GPR) have been introduced to
FL [11], [12]. Unlike parameterized networks, non-parametric
approaches update function distributions directly through prob-
abilistic inference, enabling faster adaptation to streaming
data.

However, implementing robust online learning with non-
parametric models in decentralized networks still faces several
challenges. In streaming scenarios, the impact of outliers is
significantly amplified compared to offline training. Unlike
static analysis where anomalies can be identified and re-
moved from the full dataset, online learners update parameters
sequentially based on small real-time mini-batches. Conse-
quently, a single corrupted sample can disproportionately skew
the local model statistics. Standard GPR models rely on
Gaussian likelihoods with thin tails [13], making them highly
sensitive to such deviations. In decentralized networks, this
vulnerability is significant as corrupted local updates propagate
through aggregation, affecting multiple learners [14], [15].
Unlike centralized FL, where a server can detect and discard
anomalous updates using robust aggregation rules such as
Krum [16] or Trimmed Mean [17], decentralized settings lack
a coordinating authority to enforce such global mitigation.
These rules mainly act on client-level model updates, while
our setting requires outlier suppression within local non-
parametric posterior inference before peer-to-peer aggregation.

A second challenge arises in aggregating non-parametric
local models in serverless federated learning. Recent decen-
tralized FL studies have further investigated serverless learning
from the perspectives of communication efficiency, robust-
ness, personalization, and privacy protection in peer-to-peer
networks [18], [19]. However, in GP-based FL, local learners
maintain posterior distributions rather than shared parameter
vectors, so global models cannot be obtained through direct
summation or parameter averaging. Existing approaches there-
fore employ Product of Experts (PoE) fusion to aggregate local
posteriors [11], but such schemes are mainly developed for
centralized settings with a coordinating server. In serverless
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FL, the absence of a central aggregator prevents the direct
use of centralized PoE and requires the aggregation of non-
parametric posterior models to be realized through peer-to-peer
communication.

Privacy preservation compounds these challenges. Recent
studies on security and privacy in decentralized FL highlight
that peer-to-peer model exchange removes server-side risks
but introduces topology-dependent privacy threats, especially
when adversaries can observe or collude over local communi-
cation links [20]. Aggregating posterior distributions requires
exchanging means and variances, which is far richer statistical
information than the gradients transmitted in parametric FL.
This information provides a larger attack surface for model
inversion attacks [21], [22], where adversaries can infer private
training data from observed model updates. Various privacy-
preserving consensus methods have been proposed. Random
perturbation methods [23], [24] degrade model utility through
added noise. Decaying or correlated noise injection [25], [26]
may still allow information inference through entropy-based
analysis. Homomorphic encryption [27], [28] typically relies
on a central aggregator, making it incompatible with fully
decentralized architectures. Shamir’s secret sharing (SSS) has
been extended to decentralized FL to provide perfect secrecy
without sacrificing model utility [29], but it relies on the
assumption that each learner has at least one non-colluding
neighbor. In sparse communication graphs—common in rural
IoT deployments, mobile ad-hoc networks, or infrastructure-
limited environments—Ilearners often have only a small num-
ber of neighbors, which substantially increases the likelihood
that all neighbors of a given learner are adversarial. As a result,
learners with limited connectivity face a significantly higher
risk of privacy leakage under existing SSS-based decentralized
schemes.

A. Contribution Statement

To address these challenges, we propose a framework for
robust and privacy-preserving decentralized online federated
learning that resolves the structural conflicts between outlier
resistance, decentralized consensus, and privacy preservation.
The main contributions of our work are summarized as fol-
lows:

1) Robust local training: We propose the first non-
parametric model-based algorithm that integrates GPR
with a Student-t likelihood, enabling both rapid adapta-
tion to new observations and robustness to data outliers
in online learning.

2) Decentralized global model aggregation: We design a
consensus-based PoE algorithm that, for the first time,
enables peer-to-peer aggregation of non-parametric local
models in a decentralized setting while maintaining
robustness to outliers.

3) Privacy-preserving aggregation: We develop a novel
algorithm that combines SSS with public-key encryp-
tion to ensure secure and accurate model aggregation.
Compared to state-of-the-art approaches, our method en-
hances privacy guarantees for individual learners, partic-
ularly those with few neighbors in sparse communication
graphs.

4) Rigorous theoretical analysis: We provide formal anal-
ysis proving the robustness, correctness, and privacy
guarantees of the proposed algorithm, offering solid the-
oretical foundations for its deployment in decentralized
and adversarial environments.

5) Comprehensive experimental validation: We conduct ex-
tensive numerical experiments to evaluate the effective-
ness of the proposed algorithm under various online
FL scenarios, demonstrating superior performance in
terms of accuracy, robustness to outliers, and privacy
preservation.

B. Organization

The rest of this paper is organized as follows: Section II
presents motivating examples, while Section III formalizes
the problem. Section IV outlines the framework and key
challenges. Section V details the algorithm design, including
robust local training and secure aggregation. Theoretical anal-
yses of robustness, correctness, and privacy are provided in
Section VI. Experimental results are discussed in Section VII,
and Section VIII concludes the paper with future directions.

II. MOTIVATION EXAMPLES

In many real-world applications, learning must be per-
formed continuously from streaming data in a distributed
setting, often without access to a central server. This raises
four core challenges: (i) handling evolving streaming data
through online learning, (ii) resisting the influence of data
outliers, (iii) enabling decentralized operation without relying
on a central coordinator, and (iv) preserving the privacy of
sensitive information. We illustrate the significance of these
challenges with two representative examples.

1) Autonomous Vehicle Networks: Autonomous vehicles
rely on continuous streams of sensory data (e.g., LiDAR,
radar, and cameras), which exhibit high variability, making
online learning essential for adapting to distribution shifts.
This data is often contaminated with outliers from sources
like sensor noise or hardware malfunctions. Moreover, these
systems frequently operate where centralized coordination is
infeasible, requiring vehicles to learn cooperatively through
decentralized communication. This exchange, however, may
expose sensitive information like location traces or behavioral
patterns, making privacy preservation essential.

2) Healthcare Monitoring Systems: Wearable devices in
healthcare systems continuously generate physiological data
(e.g., heart rate, blood pressure, and activity levels), requiring
online learning to adapt to a patient’s changing health and the
resulting distribution shifts. Sensor errors or patient movement
can introduce outliers, distorting predictions. These systems
are typically deployed across a decentralized network of de-
vices where centralized aggregation is impractical. Moreover,
as healthcare data is intrinsically sensitive, it requires care-
ful privacy protection for compliance with regulations (e.g.,
HIPAA, GDPR) and to maintain user trust.

III. PROBLEM FORMULATION

This section defines the communication topology, observa-
tion model, privacy considerations, and objectives.
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A. Communication Graph

Consider a distributed network with N learners, indexed
by the set V = {1,..., N}. The communication topology is
represented by a fixed graph G = (V,E), where £ C V x V is
the set of edges representing the communication links between
learners. For each learner ¢ € V, we denote its set of one-hop
neighbours as N; = {j € V: (i,5) € £}. The set of two-hop
neighbours for learner i is denoted by N*, N = {l € V :
Jj € N; sit. (4,1) € E,1 # i, and | ¢ N;}. We impose the
following assumption on the communication graph G.

Assumption 1: G is undirected, connected and time invariant.

Remark 1: Assumption 1 is standard for distributed learning,
optimization and control [30], [31]. The condition of time
invariance can be relaxed, for instance, by using dynamic
weighting schemes as discussed in Remark 2 of Section V.

B. Observation Model for Streaming Data

Each learner 7 observes a stream of data {(xl(-t),ygt))},
where xgt) e X C R", ygt) € Y C R. These data arrive
sequentially, reflecting a streaming environment in which new
samples continuously appear over time. At each time instant
t, the relationship between the input J:Z(-t) and the output yl(t)
is governed by the observation model: ygt) =f (xgt)) + egt),
where f : X — R is an unknown shared function. The noise
term eit) is independent across the learners and time steps,
and follows a Gaussian distribution egt) ~ N(0,02).

The collective objective for the learners is to collaboratively
learn the shared function f by leveraging the communication
graph G defined in Section III-A.

C. Robustness and Privacy Issues

The learning problem introduced above presents two key
challenges:

1) Robustness to Label Outliers: The observed labels ygt)
may contain outliers defined as significant deviations from
the latent function value: |y£t) - f(xl(-t))| > koe (K > 3),
where o, is the noise standard deviation and x > 3 follows
3-sigma rule [32], [33]. These outliers may arise due to
various factors, such as sensor failures, adversarial attacks, or
environmental changes. In a distributed network, the presence
of outliers is particularly damaging, as a single corrupted label
can propagate errors and bias the models of multiple learners
during collaborative updates.

2) Privacy Preservation: The protocol for distributed learn-
ing requires continuous data exchange among learners, which
inherently creates attack surfaces for privacy breaches. We
consider the semi-honest attack model, i.e., attackers obey all
the rules of the protocol and do not attempt to disrupt the
execution mechanism, but they collect and analyze all available
data to infer legitimate entities’ private information [34]. In
addition, we allow collaborations between attackers. Assume
all communications between the learners are attack-free.

D. Objectives

This paper aims to develop a novel FL algorithm for online,
collaborative learning of the function f in a fully decentralized

TABLE I
SUMMARY OF MAIN NOTATIONS.
Notation Description
V, N Learner set and number of learners.
G = (V,E) | Communication graph.
N;, N¥ One-hop and two-hop neighbors of learner 7.
Dgt) Local data of learner 4 up to round ¢.
7 Unknown function to be learned.
Q Number of nearest neighbors for local GPR.
,111(.”, (610))2 Local predictive mean and variance.
2, (5(1)2 | Ideal PoE global mean and variance.
,11(.”, (61@)2 Recovered global mean and variance.
él(t) Encoded local posterior state.
égt) Recovered global posterior state.
A = [ag ) Consensus weight matrix.
M Number of consensus iterations.
sgﬂ(m) Consensus state at iteration m.
P Prime modulus.
é Real-to-integer scaling factor.
TNhei Low-degree threshold.
Learner 2
Streaming Regression kgt Learner 3
testdatax’  Model 8" Learner 1/ b
e N I ol
g | S
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Fig. 1. Overview of a unified framework for robust and privacy-preserving
online learning in decentralized networks.

manner. Particularly, the algorithm will simultaneously: (i)
achieve online learning over streaming data and resist outliers
over distributed learners; (ii) enable peer-to-peer global model
aggregation and ensure its correctness; (iii) guarantee privacy
of legitimate learners’ local data.

E. Notation

For readability, Table I summarizes the main notations
used throughout the paper. Unless otherwise specified, the
superscript (¢) denotes the online learning round, and (),
(:), and (-) denote local, ideal aggregated, and recovered
decentralized quantities, respectively.

IV. FRAMEWORK OVERVIEW AND KEY CHALLENGES
A. Framework Overview

Our approach unifies decentralized FL. with non-parametric
local training (Fig. 1). This combination leverages the
strengths of both paradigms:

(1) Decentralized FL: Enables peer-to-peer learning without
central server and enhances privacy by keeping raw data local
while allowing collaborative model updates.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

(2) Non-parametric model-based local training: Unlike
DNNs, which require costly retraining to adapt to evolving
data distributions, non-parametric model-based local training
provides a more flexible and adaptive solution for streaming
dynamic data.

B. Key Challenges and High-Level Solutions

While this framework is promising, simply combining these
paradigms is insufficient. We address three fundamental chal-
lenges with high-level solutions, with detailed design and
analysis presented in Sections V and VI

1) Robustness against Outliers: State-of-the-art non-
parametric FL relies on GP models, whose thin-tailed like-
lihoods are highly sensitive to outliers. This vulnerability
is amplified in decentralized settings because (i) Numerous
learners increase the likelihood of outlier contamination; (ii)
The absence of a central server prevents coordinated outlier
correction; (iii) The aggregation process can propagate erro-
neous updates, amplifying their impact. Our solution replaces
the standard GP with a heavy-tailed Student-t distribution to
down-weight anomalous observations.

2) Decentralized Aggregation: Unlike parametric models
that simply average weight updates, non-parametric models
maintain complex posterior distributions (including mean and
variance), which complicates peer-to-peer aggregation. We
design a consensus-based PoE protocol and will rigorously es-
tablish its robustness, ensuring outlier resistance is maintained
in the aggregated model across the network.

3) Privacy Preservation: The state-of-the-art approach for
privacy-preserving decentralized FL uses SSS, which is vul-
nerable as it requires each learner to have at least one benign
neighbor. This creates a significant risk in sparse networks,
especially for a leaf learner with a single connection, who is
compromised if their few neighbors are adversarial. The issue
is exacerbated by non-parametric models, whose detailed sta-
tistical distributions are more susceptible to privacy breaches
than traditional parametric models. We propose a hybrid
mechanism that integrates SSS with asymmetric encryption.
The correctness and privacy properties of the proposed method
are rigorously established.

V. ALGORITHM DESIGN

This section presents the details of the proposed algorithm.
First, we introduce a robust local training mechanism that
employs a Student-t likelihood to handle data outliers. Second,
we present a secure peer-to-peer aggregation protocol for
achieving consensus on non-parametric models while protect-
ing privacy. Finally, we provide the overall algorithm.

A. Robust Online Local Training

For robust local learning with outliers, we depart
from standard GPR. We instead incorporate a heavy-
tailed Student-t likelihood [35], which is formally defined
by the probability density funct10n TWlf(z),v,05) =

r(=t) ( (y=f(=))* ) kR
+ . In our model, for each
F(%)\/VTFO'E D

4
Algorithm 1: Local Learning with GPR using Student-
t Likelihood and Laplace Approximation
Syntax: jii(a") , (6i(2%))? = Alg,(X*, D", w1, 0. )
1 Set Newton-Raphson stopping threshold ¢ for ||V f]|
and maximum steps R
2 foreach z* € X* do
3 Select local neighbors: D(g* — kNN(x* D(t)7 Q)
4 Compute kernel matrix: Kz(tg* —k ( iy X(t) )
5 Initialize latent function:
6 fzz* 1) (Kz(:z):*+a I) yz(tz
/* Laplace approximation: refine
latent posterior via Newton
steps */
7 for r=1to R do
/* stop early if ||Vf|l<e */
8 Compute gradient: V f =
it D) (. —f)) K 0
(y(t) fv(t)*)ZJerUS ; z,:r* fi@*
9 Compute Hessian matrix:
O ( K. -
. <ul+1)(yf‘;* 02 —via?
diag (W —FD 4w )2
10 Newton Raphson update
1 FO. « F9. - H‘l(f ) f(fl T*)
/* Robust prediction: Student-t
mean and variance */
12 Compute predictive mean:
-1
13| et D) = ke, x(0 (KO.) A
14 Compute predictive variance: (&i(a:*|D(t) ))? =
-1
B(at,a") — k(e X0 (K0.) kx (. e)
15 Apply Laplace correction:
N w (t t
(64(a*|D{}.))? = (éi(*|D}))? +
kG, XU (HO.) T (XY, 27
learner ¢ € V, we assume the observation yi(t) given the

latent function value f (xgt)) follows this distribution, i.e.,
ygt)|f(x§t)) T(yl(t)|f(xz(-t>), v;,0s,;), where v; is the degree
of freedom and o, ; is the scale parameter. Student-t distribu-
tions are not heavily influenced by outliers.

However, this robustness creates a computational challenge,
as the non-conjugate Student-t likelihood and Gaussian prior
result in an analytically intractable posterior. To overcome this,
we employ the Laplace approximation method, a reliable and
numerically stable technique for estimating the posterior [36],
[37]. The complete local training process is detailed in Algo-
rithm 1.

Algorithm 1 uses efficient nearest-neighbor selection for
streaming data. At each round ¢, learner i possesses
a history of training data, th), formally defined as

D,Et) = {( 51)7%(1)) ..,( Et),yft))}. To manage com-
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plexity when makm% a prediction for a test input z*, a local
working subset D .+ 1s formed. This selection process is

defined as sz = kNN (x ,Dgt),Q), which denotes the

selection of the () nearest neighbors of z* from Dgt) (line

3). This step focuses the regression on the most relevant data
points. We further define the input features and correspond-

ing target Values of this subset as X" {a:w-}?:l and

91(2* = {yz,j , where (z;, L yl,j) € D(t)

The core of] the Laplace appr0x1mat10n is to build a Gaus-
sian approximation centered at the mode of the true posterior.
Lines 6-11 are dedicated to ﬁndln this mode—the maximum
a posteriori (MAP) estimate f . This is achieved via a
Newton-Raphson optimization loop [3 8], which begins with an
initial estimate based on a standard GP posterior mean (line 6).
Here, K 1(2 denotes the kernel matrix evaluated on X (Q*using

kernel function k(-,-), i.e.. K. = k(X" x".

hy o ). In each
iteration, the latent function values fi(’m* are updated using the

gradient (line 8) and the Hessian matrix (line 9) of the log-

posterior. The inverse of the final Hessian, H; (¢ )* , provides
the covariance for this Gaussian approximatlon quantifying
the local curvature around the MAP estimate.

Once this Gaussian approximation of the posterior is estab-
lished, the predictive distribution for the test point £* can be
computed. Line 13 calculates the predictive mean in a manner
analogous to standard GPR, conditioning on the converged
MAP solution. The predictive variance calculation begins with
the standard GPR formula (line 14) but is then refined by a
crucial correction term (line 15). This term incorporates the
Hessian from the Laplace approximation, ensuring that the
final variance reflects the uncertainty captured by the more
robust Student-t model.

B. Secure Decentralized Non-parametric Model Aggregation

This section introduces our secure, decentralized algorithm
for aggregating the non-parametric models learned by each
learner. Our approach achieves the aggregation objective of
the PoE algorithm by merging a consensus protocol for
decentralization with a novel dual-mode security scheme for
privacy preservation, shown in Algorithm 2.

1) Aggregation Goal and Challenges: The PoE algo-
rithm [39] provides the ideal mathematical foundation for
this task, combining probabilistic models by weighting them
according to their reliability. Following this approach, also em-
ployed by Zhang et al. [11], the aggregated global posterior’s

mean filY) and variance (5(*))? are given by:
1

- N (0y72 0 B N )2\

RO = EREDCAE o0y = (S, 67
E; 1 (65 )2

where (/15 ), (6 f )) ) are the local predictions of learner i. As

shown, the joint computation reduces to evaluating two global
sums over the network. To facilitate this, each learner ¢ defines
a two-element local state QAZ@ (0) and initializes it with its
local model in line 1, i.e., 6.7 (0) = ((&gt))’zﬂl(.t), (&Et))”).
Here, we use the notation v[¢] to refer to the ¢-th component
of a vector v. For example, the first component of the
local state is égt)(O)[O] = (frl(t))’zﬂgt) and the second is
ROINENCA

While straightforward in centralized settings, applying PoE
in a decentralized environment presents two challenges: the
global sums must be computed without a central server, and
the peer-to-peer exchange of raw state vectors QAZ@ would
leak sensitive information. To overcome these, our algorithm
integrates the PoE formulation with a consensus protocol
and SSS, enabling fully decentralized and privacy-preserving
model computation.

2) Decentralized Consensus Foundation: To enable usage
of the consensus algorithm, in the communication graph G,
we introduce weighted adjacency matrix A = [a;;] € RV*N,
where a;; represents the weight of the edge between nodes 4
and j. The convergence of this process is guaranteed under
standard assumptions on the network’s weighted adjacency
matrix, as detailed below.

Assumption 2: A satisfies the following properties:

1) A is doubly stochastic: Zjvzl a;; =1, Zf\; a;; =
1, Vi,jeV.

2) a;; > 0 if and only if (4,5) € £ or ¢ = j; otherwise,
Aj5 = 0.

3) A satisfies the spectral radius condition for consensus:
p(A - J{,INI%S < 1, where p(-) denotes the spectral

radius of a square matrix, and 1y is the N-dimensional
column vector with all entries equal to 1.

This is a standard assumption widely used in consensus-
based distributed optimization systems to ensure convergence
and stability of the consensus process [30], [40], [41].

Remark 2: By adopting the Metropolis-Hastings (MH)
method of [29], one way to achieve Assumption 2 is shown
if j eN;

where | - |

max{|Ni|17\Nj|}+1’

oV =
1] . .
1= X st 7=
denotes the cardinality of a set, and N; represents the set of
neighbors of node 7 in the communication graph. This rule
also ensures that A is doubly stochastic. The MH method
can be used to handle time-varying communication graphs
by dynamically updating the weights according to the current
graph structure. However, since handling time-varying graphs
is not the contribution of the current paper, and to simplify
the notation, this paper focuses on the time-invariant case.

To achieve decentralized model aggregation, a well-known
approach is the average consensus algorithm. In this algorithm,
each learner ¢ starts with an initial state él@(O) and iteratively
updates its state by exchanging model with its one-hop neigh-
bors according to the update rule:

0 (m +1) = a;;0! + 3 a4y (m). W
JEN;

The convergence of this iterative process is established by
the following lemma.

Lemma 1: [40] Consider the iterative process defined by
(1). For any initial joint state {é;t)(o)}jev, the states of all
learners achieve average consensus, i.e.,

lim 9 t)

m—r 00

Ze” ), Viey, )

]GV
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Algorithm 2: Secure Decentralized Non-parametric Model

syntax: (7", (5{")%) = Algy(i, i”, (612, A, M, KL,
/* Encode local posterior
1 Learner i initializes 8 (0)[0] = (67)=2a{", 6" (0)[1] =

/* Shamir share generation & forwarding
2 foreach i € V do

Aggregation
®
kprw\ﬂp)
*/
(612
*/

3 if |NV;| <= nye; then

4 foreach j € \V; do

5 Learner ¢ picks 7 = |\ |+1 scalars ¢q,. .., ¢, €Z, and generates Hi(t)(n) = 105631@ +en+--+en”

6 foreach | € \; do

7 Learner ¢ constructs S’f(t) by (4)

8 Learner ¢ encrypts S’ll»(t) as C’l(t) with k;(;;)m , and sends it to [ through j

9 Learner [ decrypts Sf(t) via kz(;)w“

10 Learner [ picks 7/ = || scalars dy, ..., d, €Z, and generates ’H{(t) (n) = 10591“) +din+ -4 don”
1 Learner [ computes Slj(t) = ’H{(t) (j) mod p

12 | Learner [ computes S70 = 570 4 S and sends it to j
13 else

14 Learner ¢ picks 7 = || scalars c1, ..., ¢, €Z, and generates "H;Z?(t)(n) = 10‘;@?) +ean+--+en

15 foreach j ¢ N; do

16 t Learner 4 constructs S7 ® by (4) and sends it to j
17 foreach ¢ € V do
18 L Learner 7 receives {S] i) }jen; and constructs 35 )(0) by (6)

/+ Consensus-based Aggregation %/
19 for m=0to M —1 do
20 Learner ¢ sends s( )( ) to every j€N; and receives sgt)(m)
t
21 Learner 4 updates s( )(m—i—l) = ay;s; st )( )+ 2 e, @ijS; st )(m) (mod p)
/* Recover global posterior */

22 Learner 4 constructs zl-(t) =|N sgt)(Mﬂ mod p

-1
. th) 10—57 0 < Z(t) < ,
23 Learner i constructs 92@ = +1
( (t) - )10767 pT S th) < )
24 Learner i forms i\ = 6[0)/6[1), (52 = (éz@ [1])—1
25 return (Mgt),( l()) )

if and only if the weighted adjacency matrix A =
the conditions in Assumption 2.

[a;;] satisfies

3) Privacy-Preserving Share Generation: While the con-
sensus protocol addresses decentralization, the direct exchange
of state vectors introduces a critical privacy vulnerability.
To secure this process, we integrate Shamir’s Secret Sharing
(SSS) with public-key encryption, a design that provides
privacy preservation even in sparsely connected networks.

For the scheme to work, all cryptographic operations are
performed over a large prime field Z,, where the prime
p is chosen large enough for all computations. Lines 3-21
implement the secure share generation and exchange process.

At the begmmng of each round t, every learner publishes

a public key k:pub‘ to its neighbours while keeping the
(t)

corresponding private key k- . secret, which are used to
priv|i

encrypt and decrypt the exchanged shares. When a learner
1 generates and distributes shares, its behavior is determined
by one of two modes, depending on whether its number of
neighbors exceeds a critical threshold n,,¢;.

Lines 3-12 realise the extended mode: when learner ¢ has
fewer than n,; neighbours, it creates |./\/'J| + 1 Shamir shares
for every neighbour j in line 5 so that the reconstruction
threshold is not lowered by the small degree.

Learner 7 constructs share Sf ® for learner ¢ € J\/j in line 7,
and encrypts with learner ¢’s public key and relays through j in
line 8. After learner ¢ decrypts this share in line 9, it combines
it with its own share SJ in lines 10-11. The combined sum
denoted as S/,

Lines 13-16 handle the normal mode, when |N;| > mge.
Line 14 selects the 7 = | ;| random coefficients ¢1,...,c, €

is then transferred to learner j in line 12.
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Z,, with ¢, # 0, and constructs the polynomial

1D () =100 4o+ + e 3)

The factor 10° maps the real-valued secret égt) to an integer,
and the prime p is chosen large enough for all computations
in Z,. This process generates |\;| shares, and in this normal
mode, all |N;| shares are necessary for reconstruction.

Learner i computes and transmits the value S7 ® to each
neighbor j, computed as:

Sg(t) = Hg(t) - l;; mod p. “4)

l;; is the Lagrange basis polynomial defined as:

L — Mk
N kgi = M
k#j
where we evaluate the polynomial at integer points 1, = k
(node indices).
4) Secure Aggregation and Model Recovery: Line 18 shows
how every learner 7 gathers the shares {S’;(t)} jen; and forms
the masked integer state

2 0) = Z Sji-(t) mod p. (6)
JEN;

mod p, ®)

The consensus routine implemented in lines 19-21 is run for
a fixed M iterations. For m = 0,1,..., M — 1, each learner

applies the weighted update
+ 3 aysPm), @

JEN;

sgt) (m+1) =ays;

broadcasting the new value to its neighbours after each step.
Under Assumption 2 the sequence converges geometrically;
choosing M so that p(A — +11T)M < ¢ guarantees

B st“

After the M iterations each learner rescales and rounds in
line 22, then maps the result back to a signed real vector in line
23, where the factor (107%) reverses the earlier scaling. This
conversion ensures that 51(75) both restores the correct signed
real value and remains within the valid range.

Finally, each learner converts this two-element vector
into the global mean and variance (line 24) and returns
(& Z(t), (¢ Z(t))z)). With a sufficiently large M, the result prov-
ably converges to that of a centralized PoE aggregator, but
without compromising decentralization or privacy.

) <. @®)

C. Overall Algorithm

Algorithm 3 shows the proposed algorithm. Each learning
round ¢ comprises the following two phases:

Local Learning (lines 3-5): Each learner applies Algorithm
1 to train a robust model on its local data stream.

Secure Aggregation (lines 6-7): All learners execute Algo-
rithm 2 to securely aggregate their local models into a new
global model, a process that does not require a central server.

By iterating this process for 1" rounds, the global model
continuously adapts to the decentralized data streams.

Algorithm 3: Overall Algorithm

1 The learners agree on a positive prime number p and
positive integers v;, o, T, M, weighted matrix

A = [a;j] € RV*N | key pairs k(ub|7, and kpi)lvh or
ieV, te{l,...,T}
2 fortzltono
/* Local Learning Phase */
3 foreach i € V do
4 Collect local data: Dgt) = (Xi(t), yi(t))

Compute local posterior:
(", (6{")?) = Alg, (X*, D", 13, 0:)
/ * Secure Aggregation Phase */

s | @, f”) Hiev = -
7| Al (617 iev, A, MK K Yievs )
(T

s return {(i{", (5")2) }iev

VI. THEORETICAL ANALYSIS

This section analyzes the algorithm’s robustness to outliers,
aggregation correctness, privacy guarantees, and computa-
tional overhead.

A. Outlier Proneness

To validate the robustness of our algorithm, we analyze
its robustness to outliers. Specifically, we prove that the
desirable outlier-rejection property of the Student-t likelihood
is maintained even after local models are aggregated via the
PoE method. This analysis extends the single-model result of
[13] to a multi-model aggregation setting.

Definition 1 ( [13, p. 361]): Let p(f | y1,.-.,yn) be a
posterior distribution function for latent variable f given obser-
vations y1, . . . , Y. We say p is outlier-prone of order n ifp(f |
yla"'vynayn-l-l) — p(f ‘ yla"'7yn) as  Yny1 — OO,
where y,+1 — oo in the usual real number sense, and the
convergence is in total variation.

Theorem 1: The distribution of N Student-t distributions
after PoE is outlier-prone of order 1.

Remark 3: Theorem 1 is established under the assumption of
exact Student-t distributions. However, in our implementation,
Student-t regression is approximated using Algorithm 1, which
provides a PoE-based approximation for the aggregation of N
Student-t distributions. This approximation allows for efficient
inference while maintaining the key characteristics of the
underlying distributions.

Proof 1:

Lemma 2 ( [13, p. 362]): A distribution function g(-) is
outlier-prone of order 1 if it satisfies the following conditions:

(1) g¢(-) is symmetric.
(i1) Given any € > 0, h > 0, there exists A such thatif y > A
then |g(y') — g(y)| < eg(y) whenever |y —y| < h.
(iii) The function g(y) satisfies all of the following:
(a) Continuity and positivity: ¢(y) is continuous and
positive for all y € R.
(b) There exists a B such that, for all y > B,
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g(y) is decreasing in y,

b(y) = dlog g(y)/dy exists and is increasing in y.
(c) There exists a C' < B (as defined in condition (b))

such that, for all y < C, g(y) is increasing in y.

Lemma 3 ( [13, p. 362]): The Student-t distribution satisfies
all conditions in Lemma 2. Hence, a Student-t distribution-
based observation model is outlier-prone of order 1.

In our implementation of the PoE algorithm, each individual
regression model takes a multi-dimensional input z € R"
and produces a posterior distribution p;(y | x). The com-
bination is performed directly on the means and variances
of these posterior distributions to obtain the final aggregated
model. Equivalently, this can be viewed as computing a new
probability density function by multiplying the individual
posterior distributions and normalizing the result p(y | z)
Hi]il pi(y | ) [39]. Thus the Student-t probability density
function combination with PoE shows as Tcombined(y | ) =

JTIL, Tily | o) dy

is a positive normalization constant. In PoE algorithm, each
model i has its own predicted function value f;(z) at input z,
and the corresponding Student-t likelihood is centered at this
prediction Ti(y | @) oc {vo? + (y — fi(x))?} ="

For the outlier-proneness analysis, we consider the residual
for each model ¢ as r; = y — f;(x). The true combined
probability distribution is the product of the individual like-
lihoods, each depending on its own residual 7;(y | x)
{vo? + (y — fi(x))?}~"= . To build upon the theory for
single distributions, we align our multi-model problem with
the original analytical setting of O’Hagan. We achieve this
by analyzing the aggregated system’s behavior in terms of a
common residual, r = y — f(z), where f(x) is the consensus
prediction. With a slight abuse of notation, we express our
combined distribution in terms of this common residual r by
substituting r for each r;:

ZHi\;l 72(2/ | x), where 7 =

N

Teombined(r) = Z H ﬂ(r) 9

i=1

Proof of (i): By Lemma 2 and 3, each Student-t distribution
Ti(r), ¢ = 1,..., N is symmetric about 0 for the residual,
meaning 7;(r) = T;(—r) for all i. By (9), replacing r with
—r gives Teombined(—7) = ZHZ.]L'E(—T). Since each T;(r)
satisfies 7;(—r) = T;(r), it follows that ZHfil Ti(—-r) =
Z Hfil ﬂ(r).Thus, %ombined(*r) = %ombined(r)-

Proof of (ii): By Lemma 2 and 3, the Student-t distribution
satisfies condition Lemma 2 (ii), that is for any given € > 0
and h > 0 there exists a constant A; > 0 such that for all
r > A; and |[r' — 7| < h holds |T;(r") — Ti(r)| < €Ti(r )
To ensure all 7; satisfy the same bound, set A,,.,. =
max{ A, As,..., Ax}. Then for r > A,,qq and |7/ —r| < h,
|7;0mbined( ) ’ = Z ’HZ 1T( ) Hf\;l 7;(7') .

ﬂombmed

We now apply a telescoping expansion:

N N
[I70) - IT70)

i=1
N Jj—1 N
-3 (H ) 0 -] | TT =)
j=1 \k=1 k=j+1
(10)
Taking absolute values and by the triangle inequality:
N N
Hﬁ(r’) - Hﬂ(r)
N /j-1 N (1)
-y (H T ) 70 [ 1 7o)
j=1 \k=1 k=j+1
Since Ti(r) > 0 and Ti(r") < (1 + €) T(r) for each k, we
have:
j—1
Hn <@+ [ TR0 (12)
k=1
By (11) and (12),
N N N
) - [[70)| <>+ [[T0)
=1 j=1 =1
N—1 N
=é) U+ [[70) a3
7=0 =1
N
= [+ =1 ][ 7i(r)
i=1
Multiplying by the positive constant Z, we have
N
‘%ombined(rl) - %ombined(r” S Z [(1 + g)N - 1} HZ(T)
i=1
= [(1 + g)N - 1] %ombined(r)
(14)

Since (1 + &)Y — 1 is a continuous and strictly increasing
function of &, for any given € > 0 one can choose ¢ > 0

such that (1 + &)Y — 1 < e. This implies "Eombmd(r’) -

%ombined(r) < Eﬁombined (T)

Proof of (iii): (iii) a) Since each participating distribution
function 7;(r) is continuous and positive for r € R, and Z >
0, it is easy to obtain that the combined distribution Tcombined (")
is continuous and positive for all r € R.

(iii) b) By equation (9), the combined logarithmic derivative
with respect to the residual is shown as:

dlog(Teombinea(T)) _ q (
d

b(r) = dr

N
log Z + Z 1og(7§(r)))
i=1
(15)
The observation model for each learner follows the Student-t

distribution in terms of residuals:

T(r)oc {vo?+r2}y"= =W{vo?+r (16)
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where W > 0 is some positive constant. By (16), we have:

1
log(7:(r)) = logW,; — i(y + 1) log(vo? +r?). a7
Combining (15) and (17), we have:
(v+Dr
b(r)=—-N—"=. 18
() vo? + r? (18)
From (18), since W(f';frl' has the same sign as 7 and tends

to 0 as |r| — oo, it follows that b(r) remains negative for large
positive residuals and positive for large negative residuals.
Hence, 10g Tcombined (') has a negative slope for large positive
residuals, sO Tcombined(r) is eventually decreasing in the
positive direction.

Next, to see that b(r) is increasing beyond a certain point,

%sf) = —-Nr+1

) l/O'ifT

(ua§+r2) o
When |r| > \/vo2, we have vo? — r? < 0, such that the
product is positive for positive 7. Thus, %(:) > 0 for r > B,
where we define B = \/vo2. This confirms that b(r) is strictly
increasing in that region, satisfying both requirements in b).

(iii) ¢) By Lemma 2, each 7;(r) has a critical point C;
at which it transitions from increasing to decreasing. Since
all distributions share the same residual r, let Cpin =
min{Cy, ..., Cny}. For r < Chyin, Lemma 2 implies
d%logﬁ(r) > 0 for each i, such that 7 | 4 log(7;(r)) >
0. Hence, Teombined(r) is strictly increasing on (—00, Cin).
This completes the proof.

we compute its derivative:

B. Correctness

This section proves the correctness of Algorithm 3, showing
that each learner ¢ € )V converges to the global aggregate
model. Our approach extends the work of [29] by demonstrat-
ing that convergence is maintained even with the addition of
public-key encryption and a two-hop secret sharing mecha-
nism. The proof structure is adapted from [29].

Theorem 2: Assuming the weighted adjacency A satisfies
Assumption 2. With sufficiently large p and M such that

p>maX{N,1—|—2 x 10‘$Nn%ax’é§t)’} (19)
1
max 2pVN||N(AM — N1N1£)|| <1 (20)
where || - || the Iz norm of a matrix, then for Vi eV, Vt €
{1,..., 7}, 00 = 3,0, (0).

Proof 2: At round ¢, each learner ¢ applies SSS to its scaled
local model 1059@(0), generating shares using polynomial

1 () =10°0”(0) + c1n + - - + ¢-n" such that
3 51 =10%0"(0)  (mod p), (21)
JEN:

where the recipients are all nodes receiving shares from
learner ¢. The algorithm operates in two modes, but both
preserve this fundamental property. In normal mode, learner
1 distributes shares directly to its one-hop neighbors A;, and
each learner k forms its initial consensus state as sg) (0) =

D i, Sk(t) mod p. In extended mode, the algorithm em-
ploys encrypted two-hop forwardmg to protect sparsely-
connected learners. Consider a share S ) intended for two-
hop neighbor [, relayed through mtermedlary 7. The encryption
and decryption operations are algebraically transparent in Z,:

S* ®) _ Decrypt(Encrypt(S t)7kpub|l)7k§)w|z)

_ 50 )

(mod p).

When learner | combines this with its own share for j, the

composite share becomes S} ® = =9 ® 4 Sl(t) mod p, which

preserves the total contribution in j’s initial state s§t)(0)
Regardless of the operational mode, the sum of all generated

shares equals the sum of all initial consensus states. By
exchanging the order of summation across the network:

k
S 0= 3 s
key kEV ieN,
normal mode

_ Eke]\/ ?
Py D kEN;UN*NB) Sf(t), extended mode

= "10°0" (0)

i€V

(mod p).

(23)

This summation invariant ensures that the distributed initial
states collectively encode the exact global sum.

The consensus iterations proceed according to the update
rule s®(m + 1) = As®(m), where all operations are
performed modulo p. After M iterations, we have s(*) (M) =
AM (1) (0) mod p. Under the spectral properties of consensus
matrix A specified in the algorithm assumptions, the process
converges to the average: limp;_, . AM = %1 ~1%. For finite
M, the effect of rounding errors must be bounded to guarantee
correct recovery. Let (AM); denote the i-th row of AM. The
absolute error between the scaled consensus state and the true
integer sum is bounded as:

INsD (M) — 1550 (0)] = [N(AM);5D(0) — 1550 (0))
< IN(AM), = 1% - 5D (0)]]
1
< IN(AM = Z1x1E) - 15O )]
(24)

Since each component s{” (0) € [0, p), we have ||s®(0)]| <
pV/N. Combined with the algorithm’s parameter condition:

1
max 2pVN||N(AM — NINI%)” <1, (25)
this yields |Ns!” (M) — 17s®(0)| < 0.5. Since 1% 51 (0)
is an integer and the error is strictly less than 0.5, the
rounding operation achieves perfect recovery: | N sl(.t) (M)] =
155 (0) = diev sét)(O), where |-] stands for rounding to
the nearest integer.

In reconstruction steps, each learner computes zft) =

[ngt)(M)] mod p, which by analysis satisfies:

zz(t) = Z 1065§t) (0)

JEV

(mod p). (26)

The modular operation potentially obscures the sign of the
original sum. However, the algorithm’s parameter condition
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ensures |10° Djev é;t)(O) < P21 This constraint enables
é(t)(O) be the true

unambiguous sign recovery. Let 10°Y" jev Y
scaled sum. The algorithm’s reconstruction correctly handles
both cases:

1005,0,00,  if0<100%,80 < 251,

® _

= . .
p+1003 0,08, if — 23t <1093, 0% <.
(27;
The recovery operation in the algorithm checks whether zi(t

lies in the lower half [0, 23] or upper half [2£*,p) of the

modular range. For the lower half, the algorithm applies égt) =
zl(t) -10~9; for the upper half, it applies 91@ = (zl(t) —p)-1079.
In both cases, this correctly recovers:

1003, 6(0) A

(t) _ JEV Y] _ (t)
0, = BT E—— Zéj (0). (28)
JEV

Therefore, every learner ¢ € V successfully computes the iden-
tical and correct global aggregate model OZ@ =2 jev 93@(0)
for all rounds ¢ € {1,...,T}. This completes the proof.

C. Privacy Preservation

This section analyzes the privacy guarantees of Algorithm
2, focusing on how the secure aggregation mechanism protects
each learner’s model during the consensus process.

Let V denote the set of learners, partitioned into disjoint
subsets: benign learners B and adversarial learners A, such
that V = BU A and BN A = @. We consider a semi-honest
adversarial model where adversaries follow the protocol but
attempt to infer private information from observed messages.
At round ¢, each benign learner ¢ € I3 possesses a secret local
model égt) (0) € Zp.

In the context of our algorithm, a learner’s local model
92“ (0) is considered private if adversaries cannot distinguish it
from a random value, despite observing all protocol messages
they are entitled to receive.

Algorithm Analysis. Algorithm 2 employs a two-phase
privacy protection strategy. In the share generation phase (lines
3-18), each learner applies SSS to encode its local model
into polynomial shares. In the consensus phase (lines 19-21),
learners perform consensus on these encoded shares while
preserving the underlying secrets.

The algorithm operates in two modes based on connectivity:

o Normal mode (JN;| > ny.;): Direct share distribution to

one-hop neighbors

o Extended mode (|N;| < npe;): Encrypted share forward-

ing through two-hop paths

The privacy properties of each mode are analyzed below.

Normal Mode Analysis. In normal mode, each learner
applies SSS to protect its local model. Specifically, learner
i constructs a degree-|\V;| polynomial 7 () = 1096'" +
din+ -+ dT/nT/, where coefficients cq, ..., ;| are cho-
sen uniformly at random from [, and distributes shares
S](-f) = Hf(t) to neighbors j € A;. Our analysis relies on
the fundamental security property of SSS.

Lemma 4 (Information-theoretic security of SSS [42]): For
any secret sharing scheme based on a degree-d polynomial

over IF),, an adversary requires exactly d + 1 shares to recon-
struct the secret. Possession of d or fewer shares provides no
information about the secret.

Proof 3: This follows directly from the information-
theoretic security of SSS scheme. With fewer than d+1 shares,
polynomial interpolation is underdetermined, and all possible
secret values remain equally probable from the adversary’s
perspective [42].

Applying this property to the normal mode yields the
following privacy guarantees.

Lemma 5 (Adversarial view in normal mode): Assume every
benign learner has at least one benign neighbor, i.e., N;NB #
@ for all i € B. In round ¢, the adversary .4 can recover
only those linear combinations ;. éft) (0), where C C B
is a maximal connected component of benign learners such
that every communication path from C to any benign node
outside C is intercepted by at least one adversarial node. No
other linear combination of the benign secrets is information-
theoretically recoverable.

Proof 4: In normal mode, learner ¢ generates a degree-
|V;| polynomial and distributes |A;| shares to its neighbors.
Let s(V(0) = (sz(-t)(O))iev denote the initial consensus state
defined in Algorithm 2, where sl(.t) 0) =2 jen, S;f) mod p.

For the benign subset C satisfying the isolation condition,
the sum of secrets within C equals the total information flowing
out of this component: »_. . 91@(0) =D kea lTs(Ct)_m mod
p, where sg)_> ,. represents shares transmitted from component
C to adversarial node k. Since all boundary communications
are visible to A, this linear combination is recoverable.

Conversely, consider any proper subset D C C. Since each

learner in D has at least one benign neighbor, at least one share
generated by nodes in D remains within the benign region.
By Lemma 4, adversaries possess fewer than the required
|\V;|+1 reconstruction threshold for any individual secret in D.
Therefore, no additional information about individual secrets
in D can be extracted beyond the boundary sum.
Extended Mode Analysis. Extended mode addresses the
privacy vulnerability of sparsely connected learners through
encrypted two-hop forwarding. When |N;| < ny,.;, learner 4
constructs a degree-(|\V;| + 1) polynomial for each neighbor
7 and employs public-key encryption to securely forward
shares to benign two-hop neighbors. This hybrid approach
combines the information-theoretic security of SSS with the
computational security of encryption. The adversarial view
under this enhanced protection is characterized as follows.

Lemma 6 (Information leakage in extended mode): Let
i € B satisfy [N;| < npe; and assume N N B # @. In
round ¢, the maximum information leaked to adversaries is one
linear combination égt)(O) + é;t)(()) mod p, JjEeENNB,
while individual secrets remain information-theoretically in-
distinguishable.

Proof 5: Let g = |N; N A denote the number of adversarial
one-hop neighbors of learner . In extended mode, learner @
creates |N;|+1 independent Shamir shares with reconstruction
threshold g+ 1, specifically designed to exceed the number of
adversarial neighbors.

The share distribution follows a two-path strategy: (1) ¢
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shares are distributed directly to adversarial one-hop neigh-
bors, and (2) one additional share is forwarded along the
encrypted two-hop path i — k — j where £k € A and
jeNNB.

Consequently, adversaries observe exactly ¢ + 1 shares
during the transmission phase: the ¢ direct shares plus the
encrypted forwarded share. However, these ¢ + 1 shares
correspond to the polynomial evaluation HZ-(t)(n) + Hj(t)(n),

which encodes the linear combination égt)(()) + é§t)(0) as its
constant term. Crucially, the final share remains exclusively
with the benign recipient j, ensuring that adversaries cannot
separate the individual secrets by Lemma 4.

Lemma 7 (Semantic security of encrypted forwarding [43]):
Under the IND-CPA assumption, the encrypted shares in
extended mode are semantically secure. Any probabilistic
polynomial-time adversary’s advantage in extracting plaintext
information from encrypted shares is bounded by negl(\)
where A is the security parameter and negl(-) is a negligible
function. This follows directly from the semantic security of
IND-CPA secure encryption schemes.

Combining the analysis of both modes yields our main
privacy preservation result.

Theorem 3 (Privacy preservation guarantee): Algorithm 2
ensures privacy preservation for every benign learner ¢ in every
round ¢:

1) Perfect secrecy:' If |[N;| > n,.; and N; N B # 2,
then égt) (0) achieves perfect secrecy against unbounded
adversaries.

2) Computational secrecy:* If |N;| < n,.; and N*NB #
@, then égt)(O) achieves computational secrecy with
adversarial advantage bounded by negl(}).

Proof 6: Case 1 (Normal mode): By Lemma 5, adversaries
can only recover linear combinations corresponding to isolated
benign components. For any individual learner 7 with at least
one benign neighbor, no information about égt)(()) is leaked,
ensuring perfect secrecy.

Case 2 (Extended mode): By Lemma 6, adversaries ob-
serve at most one linear combination during transmission. By
Lemma 7, the probability of successfully decrypting the for-
warded share is negligible. Therefore, adversaries effectively
obtain fewer than the g + 1 shares required for reconstruction
by Lemma 4, ensuring computational security with advantage
bounded by negl(A).

Thus, Algorithm 2’s dual-mode approach provides provable
privacy guarantees across varying network topologies, with the
security level gracefully degrading from perfect to computa-
tional as connectivity decreases.

D. Overhead Analysis

This subsection analyzes the overhead of our algorithm,
focusing on two key aspects: local model training and the
privacy-preserving aggregation protocol.

IPerfect secrecy ensures that observed messages provide zero information
about the secret, making it indistinguishable from a random value even to an
adversary with unbounded computational power [44].

2Computational secrecy guarantees that no computationally bounded
(polynomial-time) adversary can distinguish the secret from a random value
with more than a negligible advantage [44].

1) Local Training Overhead: Training the GPR model
with Student-t likelihood involves computing and inverting the
kernel matrix, leading to a complexity of O(n?) per iteration,
where n is the number of training samples at each node. For
each learner ¢+ € V, the computational complexity of nearest-
neighbor search scales as O(n - ney) for a linear search.
By training on the nearest-neighbor subset, we reduce the
kernel computation complexity to O(Q3), where Q < n
is the number of neighbors used in the local model. This
approach significantly lowers the computational cost compared
to traditional FL. methods requiring full model training with
complexity O(n?).

2) Privacy and Communication Overhead: For privacy
computation, generating SSS shares has a complexity of
O(|N;|) per learner, while adversarial reconstruction has a
complexity of O(JN;|?). The extended mode adds IND-CPA
secure encryption with complexity O(A¢), where ¢ depends on
the scheme (e.g., ¢ = 1 for AES [45], ¢ = 3 for RSA [46]).
Decryption has a similar complexity.

For communication, the overhead in normal mode is
O(|N;|logp) bits per learner. The extended mode requires
additional encrypted communication of size O(\) bits along
each two-hop path.

This dual-mode approach balances security and perfor-
mance. Compared to fully homomorphic encryption with
complexity O(n*) for large k, our algorithm provides strong
security with significant efficiency gains.

VII. EXPERIMENT

This section evaluates the algorithm’s robustness, conver-
gence, privacy and overhead. On the hardware side, the
simulation is performed on a Lenovo ThinkPad laptop with
Intel® Core™ i7-1360P CPU at 2200 MHz. On the software
side, the simulation is performed on MATLAB R2021b.

A. Comparative Regression With Outliers

This section benchmarks our proposed Student-t likelihood
GPR against the standard GPR on several datasets with varying
outlier contamination, as shown in Fig. 2.

1) Data Generation and Benchmarks: We evaluate on two
synthetic functions and one real-world dataset. First, the Neal
data [47] is a one-dimensional function with complex nonlin-
earities, defined as: fnea(z) = 0.3 + 0.4z + 0.5sin(2.7x) +
11_;2. Inputs are sampled from = ~ U[—3,3] with noise
€ ~ N(0,0.1%). Second, the Friedman function [48] is a 10-
dimensional multivariate benchmark designed to test perfor-
mance with irrelevant features: frredman(X) = 10sin(wzyz2)+
20(z3 — 0.5)2 + 1024 + 5z5. Inputs x4 ~ U[0,1] with
noise € ~ N(0,1%). While only 1, ..., x5 are relevant to the
function’s output, xg,...,z19 are irrelevant features. Finally,
the California Housing Dataset [49] serves as the real-world
benchmark, comprising 20,640 samples with 8 features. It
contains inherent noise and natural data irregularities.

To simulate data corruption, outliers were artificially in-
jected by perturbing the target values of randomly selected data
points (with probability p) by a large offset, dyin € {—3, +3}.
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Fig. 2. Performance comparison between Student-t GPR and standard GPR under different outlier contamination scenarios.

2) Performance Comparison on Different Datasets: Each
node trains two models: the proposed Student-t GPR (RBF
kernel, v = 4) and a standard GPR with Gaussian likelihood.
For every incoming mini-batch we keep a (=100 nearest-
neighbour cache to speed up prediction, fuse the local PoE,
and report the MSE.

On the Neal function (Fig. 2a,2b,2c) with pristine data
(p = 0), both models show comparable performance, with our
proposed method showing a small edge of 1.2% in MSE. With
10% outliers (p = 0.1), the Student-t GPR reduces the MSE by
41.2% compared to the standard GPR. This advantage grows
further to 49.4% as the contamination level increases to 20%.
On Friedman dataset (Fig. 2d,2e,2f), when p = 0, the standard
GPR holds a 12.1% advantage. However, in contaminated
scenarios (p € {0.1,0.2}), the heavy-tailed Student-t model
shows better performance, reducing the MSE by an average
of 30-36%. On the California Housing dataset (Fig. 2g,2h,2i),
the model’s robustness is particularly evident. Even on the

original, unmodified data (p = 0), our model achieves 61.4%
MSE reduction. This suggests the dataset contains inherent
irregularities or heavy-tailed noise that the Student-t likelihood
is better suited to handle. This performance gap is main-
tained as artificial outliers are added, with the MSE reduction
reaching 67.0% and 67.1% for 10% and 20% contamination,
respectively.

In summary, these results validate that the Student-t GPR
consistently achieves a 40-70% reduction in prediction error
on datasets with outliers. Under ideal, clean conditions, its
performance remains consistent with GPR.

3) Ablation Study on Hyperparameter v: To investigate the
hypothesis that the degrees of freedom parameter, v, can be
tuned to optimize robustness, we used the Neal function and
evaluated five distinct v values ({1.0,4.0,30.0,100,500.0})
across three contamination levels (p € {0.1,0.3,0.5}).

The study (Fig. 2j, 2k, 21) shows that v governs model
robustness, with lower values yielding greater robustness. For
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Fig. 3. Robustness comparison under Scenario A, where all nodes contain label outliers with different outlier ratios.

instance, under high contamination (p = 0.5), a choice of
v = 1.0 was optimal. As v grows (v > 500.0), the model’s
performance converges to that of the standard GPR, with MSE
increasing by up to 145.7% in high-contamination settings.

These findings confirm that v is a key parameter for
adapting the model. While very small values (v 1.0)
are best for highly contaminated data, our default choice of
v = 4.0 provides a robust and effective setting for general
applications, allowing the model’s robustness to be tailored to
the anticipated noise level.

B. Comparison with Robust FL Aggregation Baselines

We additionally compare our method with four robust
FL aggregation baselines: Krum [16], Trimmed Mean [17],
coordinate-wise Median [17], and FedAvg [50]. These meth-
ods are originally designed for aggregating parametric model
updates. For comparison, we apply them to the same non-
parametric posterior states used in our aggregation step. Sce-
nario A adds label outliers to all learners, while Scenario B
corrupts only a subset of learners.

Fig. 3 shows the results of Scenario A. Since every learner
contains label outliers, node-level filtering is less effective
because there are no fully clean learners to select from. Our
method gives much lower and more stable test MSE, as
Student-{ GPR reduces the effect of abnormal labels during
local posterior inference before aggregation.

Fig. 4 shows the results of Scenario B. This setting is closer
to the usual assumption of robust aggregation methods, where
only some learners produce corrupted updates. The proposed
method remains stable as the corrupted-node ratio increases.
These results indicate that classical baselines mainly handle
abnormal node-level updates, whereas our method suppresses
abnormal observations in the local posterior.

C. Converge State with Extended Privacy Preserving Mode

We now analyze Algorithm 3’s convergence across various
network topologies and evaluate the privacy mechanism’s
impact on aggregation. For the simulation, key parameters
were set to 0 2 and p 1020431 to ensure correct-
ness. The number of consensus iterations, M, was adapted
for each topology to achieve convergence. The experiments

were conducted on a network of 100 learners across eight
representative topologies: Complete, Star, Ring, Small-World
[51], IEEE-37 [52], and three random graphs with an average
of 10, 20, and 40 neighbors per learner. The Small-World
graph is generated with the Watts—Strogatz model (n=21,
k=4, rewiring probability 0.3). IEEE-37 feeder is a 37-bus
radial distribution network in power systems.

Fig. 5 shows the convergence trajectories for all 100 learners
on each of the eight network topologies. The y-axis plots
a combined error metric, \ﬁgl)(m) — |+ |&£1)(m) —o*|,
representing the deviation of each learner’s local estimate from
the true global model parameters over the consensus iterations
(m). In every subplot, despite different initial states and
transient dynamics, all learners’ models successfully converge
to 0, demonstrating that consensus is achieved. This result also
indicates that the proposed secure aggregation mechanism does
not compromise the correctness of the final model.

The algorithm’s rate of convergence is highly dependent on
network connectivity, with denser graphs converging faster.
As analyzed in Fig. 6, which measures performance by

lotting the decaying norm of the consensus error matrix

T
N (AM — %) ’, the results show this strong correlation.

ense topologies such as Complete, Neighbor40, and Small-
World converge almost instantly, while sparse topologies like
Ring and Star require significantly more iterations to reach
consensus. These findings demonstrate that the algorithm’s
efficiency is directly tied to the network structure.

D. Sensitivity Analysis

We study the effect of three parameters: the local subset
size (), the consensus iteration number M, and the low-
degree threshold nye;. The first parameter affects local GPR
prediction, the second affects consensus accuracy, and the third
controls the use of the extended privacy mode.

Fig. 7 shows the effect of (). A larger () uses more nearby
samples for local Student-¢ GPR, but also increases the kernel
inversion cost. The MSE becomes stable when () is moderately
large, while the computation time keeps increasing. Thus, we
use (@ = 100 in the experiments as a balance between accuracy
and cost.

The choice of M depends on the convergence speed of the
consensus matrix. A denser graph usually has faster decay and
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Fig. 5. Convergence behavior under different network topologies: Trajectories

needs fewer iterations, while sparse graphs such as ring or star
topologies need larger M. This trend is also observed in Fig. 5
and Fig. 6, where dense topologies converge faster and sparse
topologies show slower error decay. In practice, M can be
increased until the aggregated prediction becomes stable.

Fig. 8 shows the effect of n,.;. Increasing this threshold pro-
tects more low-degree learners through encrypted forwarding,
which reduces leakage in sparse topologies. The cost is higher
privacy overhead. In dense topologies, the leakage is already
low under the normal SSS mode, so a large threshold brings
limited benefit. Therefore, ny,e; should be chosen according
to graph sparsity, privacy risk, and available communication
Iesources.

E. Privacy Leakage

1) Theoretical Analysis: We evaluate privacy leakage under
three typical communication topologies, from Fig. 9.

(9) Neighbor20 topology

of [i{") (m) — | + 5"

(h) Neighbor40 topology

(m) —o*|forieV

Following the standard terminology in secure multiparty
computation and secret sharing [44], perfect secrecy means
that the adversary’s view is independent of the protected local
value &, i.e.,

I(¢;Views) =0, (29)

where I(-;-) denotes mutual information and View 4 denotes
all messages observed by the adversarial learners during the
protocol.

Computational secrecy means that any polynomial-time
adversary can distinguish the protected value from a random
one only with negligible advantage, i.e.,

IPr[D(View.a(€)) = 1] — Pr[D(View.(€')) = 1]| < negl(),
(30)

where A is the security parameter.
The work [29] applied SSS in distributed FL aggregation
models, achieving perfect secrecy when each benign learner
has at least one benign neighbor. For example, in Fig. 9 1),
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learner 1 (an attacker) cannot access the model information
of learner 2 as long as there is at least one benign learner
among learners 3-6. In Fig. 9 ii), learners 3 and 6 protect
learner 2’s model unless both are adversarial. However, in the
star topology (Fig. 9 iii), learner 2’s information is directly
exposed if its only neighbor is adversarial.

Our algorithm overcomes these vulnerabilities by using
extended mode in low-connectivity scenarios. For example, in
Fig. 9 ii) and iii), with the hybrid key encryption mechanism,
learner 2’s model information remains secure in extended
mode provided that there is one benign learner among learners
3-6. By Theorem 3, under the standard IND-CPA security
assumption, the algorithm maintains the same level of privacy
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Fig. 9. Three common topologies, from left to right: i) Fully connected, ii)
Non-fully connected, iii) Star

2) Experiment on privacy leakage degree in different topo-
logical graphs: We evaluate the proposed secret-sharing pro-
tocol on six network topologies—Complete, Star, Ring, Ran-
dom, Small-World [51], and IEEE-37 [52].

For each topology, a fraction r» € {0.1,0.2,0.3,0.4,0.5}
of nodes is randomly designated as semi-honest adversaries,
and every (topology, r) configuration is repeated for 15 inde-
pendent trials. We use mean leakage to measure the average
privacy exposure during one aggregation round. For each
node, a leakage score is computed according to whether the
adversarial set can obtain sufficient neighborhood information
under the corresponding protection mode. The reported mean
leakage is then averaged over all nodes and trials.

The proposed protocol is compared with the neighbour-
threshold method of [29] and with an unprotected baseline.

Fig. 10(a) reports the average leakage across topologies. The
unprotected baseline gives a leakage score higher than 0.29 in
all cases. The method of [29] proves effective only on dense
graphs, but on sparse structures such as Star and Ring it still
shows noticeable leakage. By contrast, the proposed protocol
keeps leakage below 0.01 for every topology, effectively sup-
pressing privacy loss. Fig. 10(b) aggregates the six topologies
and shows the evolution of leakage as the malicious-node
ratio increases. When 7 rises to 0.5, the baseline reaches 0.50
and [29] climbs to 0.20. The proposed algorithm therefore
limits the mean leakage score to below 0.02 across all tested
connectivity topologies and adversary densities, confirming
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Fig. 10. Privacy leakage evaluation

its practicality for deployment in sparse or heterogeneous
federated networks.

F. Overhead with Extended Privacy-Preserving Mode

To evaluate the efficiency of the proposed privacy algorithm,
this section analyzes its computational and communication
overhead across various network topologies, with a detailed
breakdown presented in Table II.

The metrics in the table are defined as follows: M is
the total number of consensus iterations required to reach
convergence in a single round; tgpr; denotes the local Student-
t GPR training time; tpog is the total computational time
for PoE aggregation over all M iterations; tcomputation 15 the
total computational overhead per round, calculated as the sum
of tgpry and tpop; Msg(kB) represents the average commu-
nication overhead per single consensus iteration; tsss is the
computational overhead from SSS; #e, is the overhead from
key encryption, which is triggered in the extended mode for
sparsely-connected learners; and t,vacy i the total privacy-
related computation overhead, being the sum of tsss and fyey.

The results show a trade-off between computation and com-
munication shaped by the network topology. Denser topologies
like Complete and neighbor40 require very few consensus
iterations (M = 1 and M = 30, respectively) but incur a
high communication cost per iteration (9281.2 kB and 4687.5
kB). Conversely, sparser topologies such as Ring and Star
need thousands of iterations to converge, which significantly
increases the total aggregation time (¢pog), even though their
per-iteration communication cost is much lower.

Furthermore, the overhead of the privacy-preserving mech-
anism (fprivacy) Temains efficient compared to the overall com-
putation time, particularly in topologies that require extensive
consensus steps. For instance, in the Ring topology, which
needs 6000 iterations for consensus, the privacy overhead
(196.5 ms) is less than 8% of the total computation time
(tcomputation)- This shows that the computational cost of our
privacy mechanism is well-managed, ensuring strong security
without imposing an excessive burden on the overall process.

VIII. CONCLUSION

This paper presented a robust, privacy-preserving decen-
tralized FL algorithm for online learning with outliers. The
algorithm uses a non-parametric approach, integrating GPR
with a Student-t likelihood for robust local learning against
outliers. A consensus-based PoE algorithm enables robust
peer-to-peer aggregation, and a dual-mode mechanism com-
bining SSS with public-key encryption secures the process and
enhances privacy in sparse networks.

Future technical efforts could focus on enhancing the PoE
aggregation against over-weighted models and evaluating per-
formance on non-independent and identically distributed (non-
IID) or drifting data. Further validation in dynamic scenarios
like autonomous vehicle networks or real-time healthcare
monitoring is needed to demonstrate practical viability.
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