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Abstract

Content privacy protects data confidentiality through encryption
during storage and transmission or via privacy-preserving transfor-
mations. However, as Cyber Physical Systems act in a physical space
they are also vulnerable to direct observations on the actions taken
by the system, its state, and the context in which those actions occur.
In such a case, content privacy is insufficient (but often necessary)
to provide privacy and additional techniques are required. Across
multiple areas, many approaches have been taken to reduce infor-
mation loss to direct adversary observations, however, research
across these different cyber physical system domains has not typi-
cally interacted. Therefore, this work deconstructs and systematises
existing context privacy techniques into three classes: (i) Add Noise,
(ii) Decorrelate, and (iii) Change Observability. We also speculate
on class of (iv) Make Sensitive Commonplace techniques. Each
class captures a distinct strategy to mitigate information leakage
from adversary observations. We illustrate this taxonomy using an
example where an adversary observes public transport interactions,
showing how each class can be instantiated with a representative
context privacy technique. We classify a broad range of past work
protecting cyber physical systems from observing adversaries and
identify potential gaps in areas where classes of techniques have
not been explored in depth.
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1 Introduction

Protecting the privacy of data content is a vital aspect of a system’s
security. It is necessary to ensure that only authenticated users are
able to access data at rest and that confidentiality is provided for
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Figure 1: Stages of privacy threats

data in motion. Many techniques exist to provide this confidentiality
of data; however, there is much that can be learned from systems
by observing the actions that systems perform and the context in
which they occur. This is especially important for Cyber Physical
Systems (CPSs) as they exist in a physical space which provides
additional vectors for adversaries to observe those systems. For
example, this might include the tracking of connected vehicles [8],
observing routing patterns to locate valuable assets in Wireless
Sensor Networks [11], or inferring information about users from
their energy consumption [23].

In each of these example cyber physical systems, data confiden-
tiality techniques such as encryption are essential, however, the
privacy threat of observing information about the system remains
because the observations on the system occur before this informa-
tion becomes data (as shown in Figure 1) which can be protected
with typical privacy techniques. For connected vehicles, the track-
ing of identifiers as the vehicle changes location leads to inference
about where the driver lives, works and facilitates predictions of
this information in the future [32]. For Wireless Sensor Networks,
it is an adversary observing the direction from which messages are
sent that leads to privacy loss [27]. For energy consumption, it is
the need to accurately report energy usage for billing that allows
pattern of life inference [23]. Each of these privacy problems has
an adversary take a different approach to observe the system and
the typical confidentiality approach of encryption is insufficient to
mitigate to the threat. As is often the case with such side-channel at-
tacks (e.g., power side-channel attacks on reconstructing 3D printed
models [18]). This means that different approaches need to be taken
where system behaviour is changed to mitigate the privacy threat.

A problem with past work is that both the privacy threat and the
technique developed to address that privacy threat are developed
within the specific CPS domain from which the problem originates.
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There is a lack of transference of both awareness of issues and
the techniques from one CPS domain to another. To address this
issue and to identify scope for the development of new types of
observation privacy techniques in different CPS domains, in this
paper we categorise existing techniques that mitigate these privacy
threats into three categories: (i) Add Noise, (ii) Decorrelate, and
(iii) Change Observability, and introduce a fourth speculative class
(iv) Make Sensitive Commonplace later in the paper. Our focus is
on system-level strategies which require a change in the system
(e.g., in terms of its behaviour) that reduce an adversary’s ability
to link observations or infer sensitive behaviour. By establishing
this categorisation, we aim to enable comparison across different
approaches takes by different CPS and identify where types of
techniques could be applied to CPSs that have not previously used
them to address observation privacy threats. The contributions of
this work are as follows:

(1) We propose a taxonomy that organises observation privacy
techniques into three classes and include a fourth speculative
class in the Discussion (Section 6).

(2) We present a representative example system of a public trans-
portation network which is used to demonstrate how each
class of technique could be applied in a common setting.

(3) We demonstrate the relevance of these techniques beyond
this example by identifying their applicability to different
cyber physical systems and other areas.

The rest of this paper is structured as follows: Firstly, in Sec-
tion 2 the common threat model used across the different technique
classes is presented. Next, in Section 3 we introduce three classes
of context privacy techniques and explain our assumptions about
the threat actor that the technique class is attempting to mitigate
against. We then present our public transport scenario in Section 4,
where observations are made on interactions between users and
the ticket barriers cyber physical system. Using our four classes
from Section 3, we explore representatives techniques to demon-
strate how simple mitigations fall into these classes. This is followed
by a review of relevant literature in Section 5 where we identify
which classes these techniques fall under to identify what types
of approaches have been used in different areas. In Section 6 we
discussion of these technique classes and present a fourth specu-
lative class. The paper concludes with reflections on the broader
implications of this work and avenues for further investigation in
Section 7.

2 Threat Model

In this section we summarise a general threat model for data privacy,
which is used to situate the difference between these commonly
considered data privacy threats and observational threats to cyber
physical systems.

2.1 Data Privacy

Data Privacy is typically considered in four use-cases. Firstly, pro-
tecting confidentiality of data in transit. There is typically an ad-
versary either intercepting or eavesdropping communications. The
adversary may be remote (e.g., to intercept internet traffic) or local
(e.g., eavesdropping wireless communication). Secondly, protecting
confidentiality of data at rest where an adversary may attempt to
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gain higher privileges in order to access to access data whose access
is restricted. Alternatively, adversaries may undertake physical at-
tacks in order to steal physical storage media. Thirdly, undertaking
a computation over private data across multiple parties without
revealing the data to the other parties. Finally, providing bounds
on privacy loss when releasing of data. This threat is different, as
there is a desire to release data, however, the inferences that can be
made by an adversary on the released data needs to be constrained.

2.2 Observation Privacy

In this work, we consider an adversary that is capable of observing
a cyber physical system, this includes observing the state of the
system, the actions taken, and the context of these observations.

Observable actions could include movement, actuation, or com-
munication patterns. Observable states could include location, phys-
ical position, physical condition, and other characteristics of the
system. These observations may be made by visual, acoustic, wire-
less, monitoring resource consumption, or various other modes.
If these observations are made on communications, then it is as-
sumed that these communications will be encrypted to protect data
in transit and privacy loss will occur via contextual information (e.g.,
timing, packet size, signal strength, transmission direction, etc.) or
packet header information that is not suitable to be encrypted for
the network to function.

The adversary is assumed to be passive and observes the system
over time. An active adversary that interacts with the system to
trigger states and actions to be observed has the potential to be
detected by the system being observed and thus existing work on
intrusion detection and prevention techniques for cyber physical
systems can be used [28]. By analysing patterns across multiple
observations, the adversary can infer sensitive information such as
user behaviour, routines, or location [26].

In this setting, content privacy techniques such as encryption
are necessary but insufficient to mitigate these observation threats.
Without content privacy techniques more information will be re-
vealed to an observing adversary. However, because information
leakage occurs through observable states and actions, which include
physical states that cannot be encrypted, additional techniques are
required to reduce what an adversary can learn from observations.

3 Observation Privacy Classes

This section introduces three classes of observation privacy tech-
niques. These techniques are motivated by the need to protect
information about cyber physical systems such as why an action
occurred, when an action occurred, or under what circumstances
an action is taken. These classes are specifically designed to address
a powerful threat model in which an adversary is capable of directly
observing system interactions and inferring sensitive contextual
details. These classes group techniques by the approach taken to
reduce information loss to the observing adversary. While each
of these three classes assume the common threat model defined
in Section 2.2 they have specific refinements of this threat model
which techniques in this class mitigate.
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3.1 Add Noise

Noise-based techniques introduce randomness to observable ac-
tions, making it more difficult for an adversary to distinguish mean-
ingful patterns. This could involve introducing new unnecessary
activities to the system, or changing how activities are performed.
Here the intuition is that by introducing behavioural noise, the
adversary’s certainty about the system, its state and intentions is
decreased.

This class of observation privacy techniques contrasts with data
privacy techniques where noise may be added to datasets (e.g., via
differential privacy [15]) to provide bounds on privacy loss. How-
ever, for this observational privacy problem, there is no potential
to add noise to a dataset as the adversary is directly observing the
system and generating the observational data itself which cannot be
transformed, so only the behaviour of the system can be adjusted.

The adversary may be trying to infer patterns in the behaviour
of the system over time in order to predict future behaviour, or
to identify some sensitive aspect of the system. For example, this
might mean cyber physical systems need to: take additional, unnec-
essary journeys [39], send dummy data packets in a network [7],
or generate other fake events [40]. The added noise increases the
difficulty of statistical inference, making it computationally expen-
sive or practically infeasible [17] for an observer to extract accurate
insights about the cyber physical system.

3.2 Decorrelate

Decorrelation techniques break the linkage between observations
made by an adversary and an underlying sensitive context. The
goal is to limit or prevent an adversary from connecting events
over time to infer motivation or identity.

The adversary is an observer who is able to observe time, location,
identifiers, or other actions and link them to construct activity
patterns. Techniques in this category to mitigate this threat may
anonymize persistent identifiers [8] to mitigate long-term tracking
of the system, randomise communication timings, or use additional
equipment to hide activities [34]. By eliminating or weakening the
correlation between actions, the system maintains a disconnect
between its motivations or intent and the actions it takes.

3.3 Change Observability

Sometimes the most effective technique is to restrict what an ad-
versary can observe in the first place. These techniques that change
observability seek to limit or prevent an adversary from being able
to make observations on the system.

For example, this might be to change mechanisms via which
the system interacts to entirely different mechanisms which the
adversary does not have the capability to observe. For example,
this could be to move from using wireless communication which is
vulnerable to eavesdropping to wired communication. Alternatively,
the system to cease interacting with the components via which
the adversary makes its observations. In general, this is the most
challenging technique for systems to employ without impacting a
cyber-physical system’s ability to perform their functions.
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4 Example Scenario

In this section we present an example scenario involving the use
of public transport to highlight the differences in the four classes
of techniques. The adversary observes users interacting with the
public transport system. This includes when and where users enter
and exit the system. By collecting these observations over time,
the adversary can infer sensitive information, such as frequently
visited locations or unusual behaviour. This scenario is chosen as it
was feasible to implement each of the four classes of techniques,
which is not always realistic in other areas. These techniques are
intended to be simple and illustrative, they are not intended to be
state-of-the-art solutions to these privacy threats.

The public transport network is a directed graph G = (V,E)
where V represents stops in the network and E C V x V is the set
of ordered pairs representing a single hop that can be taken in the
public transport. A journey J is a sequence of stops J = Jo - J; - J,
where J; € V. J; represents an entry into the public transport
network, J, represents an exit from the public transport network
and all other stops J; represent an exit and re-entry into the public
transport network. So here a journey is not the route taken through
the public transport network, but the points where users enter/exit
from the system.

As this work focuses on an observation privacy problem, we
assume that the underlying infrastructure, such as the public trans-
port network cannot be modified by the user to provide privacy.
This includes the physical layout of stops and routes, as well as
system-level components such as the payment protocol. Specifically,
we assume that traditional data privacy techniques (e.g., encryption
of transmitted data) are already in place where appropriate.

For this example, we consider privacy leakage that arises from
where and when a user enters or exits the system. This means the
threat actor performs their observations at the point users need to
enter or exit the system. We assume that users will use a smartcard
to tap-in to start a journey and tap-out to end a journey. The smart-
card will use a fixed identity allowing users’ activity to be linked
over time. The adversary could use multiple approaches to perform
this observation. The first is if the public transportation system itself
was the threat actor the user was attempting to limit the usefulness
of their observations to. This is a similar threat model to that used
in energy consumption privacy where the smart meter is the point
of observation [23, 34, 35, 41]. Alternatively, adversaries may eaves-
drop on the wireless communications between the smartcard and
the reader. As this will typically be implemented using RFID with a
typical range of 10 cm, it means that an eavesdropper will need to
be within at most a few meters to eavesdrop communications [20].
Each of the categories of techniques will present a refinement of
this threat model, as different techniques will be used to address
different observational privacy threats.

4.1 Add Noise

4.1.1 Refined Threat Model. The adversary collects many journeys
over time, through smartcard tap in/out. This facilities pattern of
life analysis and allows for the prediction of future behaviour and
the importance of certain locations (e.g., home, work, etc).

4.1.2  Privacy Goal The goal with this class of technique is to
introduce behavioural noise via unnecessary actions to obscure the
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genuine actions taken. This decreases the certainty of the adversary
in what the genuine actions were, but it is not to prevent genuine
actions from being observed by the adversary.

4.1.3  Example Technique. This illustrative technique which intro-
duces noise to user behaviour aims to obscure which location the
user visited by introducing additional stops to the journey which
the user does not need to visit. Suppose a user wishes to travel
from node a € V to their true destination b € V. Rather than
taking the direct path a — b, the user introduces obfuscation by
visiting a sequence of randomly chosen locations. The modified
path becomes:

a—)cl—>c2—>m—>cn—>b—>cn+1—>—>cn+2—>m—>c

m

Figure 2: Illustration of how a journey could be obfuscated
by inserting intermediate nodes before and after the true
destination b.

In Figure 2 ¢; to ¢, and ¢, to ¢, are randomly selected inter-
mediate visits, where the user may optionally wait for a short time
at each before continuing the journey.

To evaluate how this strategy reduces the adversary’s belief in
the true destination, we model the probability of successful infer-
ence as inversely proportional to the number of plausible endpoints
in the journey. Assuming that each of the n + 1 final nodes (in-
cluding the true destination) is equally likely from the adversary’s
viewpoint, we define:

1
n+1

This expression reflects a uniform uncertainty model, where
each candidate destination has equal probability in the adversary’s
estimation. As the number of possible destinations n increase, the
inference probability decreases. However, a downside is the increase
in cost (both monetary and time) to make these additional visits.

Pr =

4.2 Decorrelate

4.2.1 Refined Threat Model. The adversary observes smartcard
identities at entry and exit points. For complex journeys there
will be multiple entry and exit points which can be linked via the
identities, allowing the adversary to reconstruct the entire journey
taken by a user.

4.2.2  Privacy Goal. In this technique the adversary aims to observe
the entire journey, so the privacy goal is to reduce the ability for the
adversary to observe this journey. This is done by decorrelating ac-
tions of a user entering/exiting the public transport system and the
action of them tapping a smartcard to trigger the entrance/exiting.

4.2.3 Example Technique. This technique reduces the correlation
between observations that an adversary makes and the underling
action taken by the user. Users tap-in and tap-out using smartcards
with persistent identifiers. The adversary can observe these identi-
fiers and link entrances and exits over time to obtain the full journey
made by the user. To mitigate this, users alter they interaction with
the infrastructure by swapping their smartcards with other users
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throughout their journeys when at the same location. Consider two
users u; and u, who undertake the following journeys:

« u; tapped-in at V, visited V,, and tapped-out at V;, and
» u, tapped-in at V3, visited V,, and tapped-out at V3.

Without any mitigation, the adversary would observe the com-
plete routes of both users. When applying this technique where u;
swaps their smartcard with u, at V5, the adversary now sees the
following:

» uy tapped-in at V;, visited V,, and tapped-out at V3, and
* u, tapped-in at V3, visited V5, and tapped-out at V;.

The key difference is that the observed exit stop in the journey is
no longer correct for both users.

To illustrate this technique, we model a 14-node public transit
network with N = 10 users, a journey length of T = 10, and 1000
repeated simulations. Users 0 and 1 begin at node V;, users 2-4
at V,, and users 5-9 at randomly assigned starting nodes. At each
non-final time step (t < T — 1), users transition to a randomly
selected node drawn from a uniform distribution over all possible
destinations. User 0 does not swap identities to demonstrate the
impact of the technique not being in use. Other users can swap
identities when they are located at the same stop. An example set
of journeys is shown in Figure 3, where users 0 to 9 are assigned
identities A to J respectively, and the graph shows how identities
cease to be correlated with their initial user activity after swaps.

To illustrate how different these observed behaviours are, we
quantify the Jensen-Shannon Divergence (JSD) [38] between two
probability distributions obtained from the simulation:

(1) P,; — which is the probability distribution of where the user
u visits at time ¢, and

(2) Q,4 — which is the probability distribution of where the
adversary observes the identity of user u visits at time .

This is shown in Figure 4, where the users (1 to 9) who engage with
swapping identities when they are co-located have an increased
divergence between the actions taken and observations made at
later time steps compared to the user (0) who does not engage in
identity swapping.

4.3 Change Observability

4.3.1 Refined Threat Model. For this class, the refined threat model
is the same as Decorrelate where an adversary attempts to recon-
struct an entire journey.

4.3.2  Privacy Goal. The adversary is capable of observing all in-
teractions made with the system and the user cannot change how
the infrastructure records or timestamps journeys. So if the user
wishes to prevent observation of their actions, the only approach
is to change how the system is interacted with.

4.3.3 Example Technique. In this example technique, we change
the observability of actions by changing how the user interacts with
the ticket barriers. Instead of tapping-in and tapping-out a user
will tailgate or otherwise bypass the need to provide a smartcard
in order to enter or exit the public transport.

To highlight the effect of this technique, we implemented a sim-
ulation on a directed transit network comprising 14 nodes. Ten
users each undertook a 10-step journey, where the movement at
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Figure 3: Card swap when users are at the same location.
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Figure 4: Jensen-Shannon divergence between the actual
route taken by a user and the route the adversary observes.

each time step was randomly chosen, and the entire process was
repeated 100 times to build a probability distribution of stops over
time. To model users circumventing observation by the adversary,
we randomly selected three visits for which the stop by the users
was unobservable to the adversary (except User 0, whose actions
were always observable as a point of comparison). Figure 5 shows a
single instance from the 100 repeats where the green line represents
the true journey taken and the red and orange lines are adversary

observations under two different threat models, either (1) where
the adversary is aware that a stop was made (orange) or (2) where
the adversary cannot tell that the stop was made (red).

We compute the Jensen-Shannon Divergence (JSD) [38] between
the genuine user actions P, ; and observations made by the adver-
sary Q, ; considering the two threat models from before: either the
adversary is aware a stop was made (shown in Figure 6a) or the
adversary was unaware (shown in Figure 6b). When the adversary
is aware of when a stop occurs we see full divergence between
the true journey and the adversary observations (as indicated by
the JDS equalling 1 in Figure 6a). However, when the adversary
is unaware a stop has been made, this leads to more persistent
divergences in the adversary observations and the true route as the
adversary believes that stops have occurred at a different point in
the route than actually occurred.

4.4 Data Privacy Techniques

As discussed in Section 2 observation privacy techniques rely on
data privacy techniques being in use to address data privacy threats.
For example, this might include encryption to ensure confidentiality
of data in transit. These techniques are assumed to be used as a
foundation which observation privacy techniques build upon. In
this section, to compliment the representative techniques in each of
the four observation privacy classes, we identify what data privacy
techniques would need to be used in this system.

4.4.1 Protecting Data in Transit. The confidentiality of data in tran-
sit can be protected using protocols. In our transport example,
communication between the smartcard and the reader can be en-
crypted. Similarly, communication between readers and backend
systems can be protected using TLS. These techniques ensure that
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User Journeys and Adversary Observations
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V1-V14 are nodes where the user taps the card

== True journey taken by user

"Unknown" marks time steps not observable to the adversary

Observed journey when adversary knows if a stop occurred
== QObserved journey when adversary only sees observable taps

Adversarial observable paths and Actual Paths.

Figure 5

an attacker may still observe when communication happens, how
often it occurs, or which devices are involved. This information can

still reveal patterns of behaviour.

an attacker cannot read or modify the actual data being transmit-
ted. For example, the smartcard identifier or transaction details are
protected during communication. However, even with encryption,



Classes of Cyber Physical System Observation Privacy Techniques

JSD between the journey taken by the user
and the observations made when the adversary knows if a stop occurred
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(a) The adversary knows a stop occurred.
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JSD between the journey taken by the user
and the observations made when the adversary does not know if a stop occurred
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(b) The adversary does not know a stop occurred.

Figure 6: Jensen-Shannon Divergence between the probability distributions of actual stops and adversary observations.

4.4.2  Protecting Data at Rest. Data stored in backend systems,
such as travel history or transaction logs, can be protected using
encryption and access control. This prevents unauthorised access
to stored records. For example, databases storing smartcard usage
can encrypt sensitive fields and restrict access to authorised entities
only. Attacks such as privilege elevation or SQL injection have been
widely studied and are out of scope of this work.

4.4.3  Private Computation over Data. Another desirable approach
is undertaking a private computation over data without revealing
it. This is commonly achieved using homomorphic encryption [25],
however, these cryptographic operations are typically more ex-
pensive than traditional cryptography. Such protocols will still be
vulnerable to observation threats to packet headers, timing of when
messages are sent, direction of transmission (if wireless), and others
that homomorphic encryption is not suitable to mitigate.

4.4.4  Private Release of Data. There may be a desire to allow third
parties to query transport data and techniques such as differential
privacy [16] can be used to bound the information revealed via these
queries. These methods add controlled noise to datasets or aggregate
data before release. For example, transport usage statistics can be
shared without exposing individual travel patterns. However, an
adversary directly observing the system does not rely on released
datasets. Protecting released data does not stop inference from
direct observations.

5 Related Work

Many existing studies address privacy leakage caused by observ-
able system behaviour rather than direct data disclosure. In cyber-
physical systems, an adversary can infer sensitive user context by
observing locations, timing patterns, trajectories, or system inter-
actions. This problem appears across different domains, including
sensor networks, connected vehicles, smart homes, IoT platforms,
UAVs, web systems, and via other side-channels [33]. Most works as-
sume a passive or global observer who does not modify the system
but collects repeated observations over time.

In this section, we review prior work using three classes of ob-
servation privacy techniques: (i) Add Noise, (ii) Decorrelate, and (iii)
Change Observability. These classes help to explain how different
systems reduce an adversary’s ability to infer sensitive behaviour.

Table 1 summarises how existing work fits into this classification.
Our intent with this related work is to identify where observation
privacy techniques have seen significant work and identify gaps in
areas where certain observation privacy classes have not been used
or domains in which observation privacy threats have not been
extensively considered.

5.1 Add Noise

Multiple different areas have used techniques which add noise to
the system behaviour to obscure relevant sensitive observations. In
wireless sensor networks, a local observing adversary watches the
direction from which messages originate and by following these
over multiple hops can discover the location of a valuable asset
being monitored. The seminal work introduced Phantom Routing,
which sends messages through random intermediate nodes before
reaching the final destination [24] which increases the amount of
time to find the asset. However, this comes at the cost of increased
latency. In contrast, fake source techniques introduce additional sen-
sor nodes that act as decoy sources [5]. These approaches actively
mislead a global observer by creating multiple plausible locations
for the asset, however, this comes with a significant energy cost
due to the high network traffic. Both approaches add noise, but
they differ in where the uncertainty is introduced.

Connected vehicles may experience similar wireless eavesdrop-
ping to wireless sensor networks, however, for this system the
adversary is typically attempting to track vehicles using digital
identifiers over a long period of time to build a pattern of life of
what vehicle. Noise can be injected for connected vehicles in differ-
ent ways. One example is to obfuscate the information contained
within the Cooperative Awareness Messages (CAMs) of two col-
laborating vehicles when their routes overlap [43]. Alternatively,
vehicles can generate dummy queries [12] to a location based ser-
vice. When adding noise this approach of generating fake events is
a common approach used across multiple types of systems.

In UAV scenarios, an adversary may attempts to infer the drone’s
destination or mission intent from its trajectory. Noise can be intro-
duced to its behaviour by altering its flight path through random
intermediate locations [10, 13]. This is similar to Phantom Routing,
but instead of network traffic it is the physical asset that changes
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Table 1: Classification of Techniques used in Prior Work

Area Paper Technique Summary i ii iii
v [24] Add phantom walks to mislead adversary into believing message came from different location. v - -
~
g‘ 5 [30,42] When adversary has global visibility have all nodes send a message periodically/probabilistically to - v -
2 5 prevent adversary from locating the source.
a7
g s [5] Introduce fake sources, where sensor nodes act as a source to lure the adversary to their position v - -
k=2 instead of the genuine position of the asset.
Q W
3 (g [31] Route messages to a data mule that physically transports (iii) the message to another part of the - o/
. network (ii) before broadcasting it.
[43] Introduces obfuscation (i) to CAM messages to prevent a global passive eavesdropper linking 7/ -
successive messages (ii).
[8,9] Vehicles change pseudonyms at same time and location (ii) during introduced silent periods where - o/

no messages are sent (iii).

Connected
Vehicles

[12] Relays dummy location-based service queries (i) through other vehicles (ii) to hide true locations and v/ v -
prevent deanonymisation under a global passive observer.
[23,41] Use batteries to shape power consumption and hide the presence of specific appliances - v -
E o [35] Use batteries charged by renewable energy to supply power for the home during peak times (ii). - o/
E o0 Renewable generation alters what is visible at the smart meter as renewable load does not going
*{é E through the smart meter (iii).
%) [34] Injectload signatures into a household’s power consumption to emulate user presence (i) and hide v v -
device activity using solar panels (ii).
[40] When interacting with IFTTT generate false events and include with true events when sendingto v/ - -
IFTTT
E [1,36] Injects network packets to prevent adversarial inference via eavesdropping. v - -
[3] Reduce a passive eavesdropper’s ability to infer information from IoT network traffic by blocking - o/
traffic or using a VPN (iii) and shaping network traffic (ii).
[10] Obfuscate the location and trajectory of a drone to a target from an observing adversary by visiting v/ - -
random intermediate locations along the route
% [37] Changes drone routes and pseudonyms within mix zones to break trajectory linkability - v -
[13] Prevent linking which vendor supplied an item to a destination by (ii) visiting all vendors before o/ -
visiting all destinations and introducing (i) decoy vendors.
o g [4] Mitigate acoustic side-channel attack on additive manufacturing which aims to reproduce nozzle v - -
= g locations via introducing additional nozzle movements.
5&
3; é [2] To make G-code reconstruction harder from acoustic side-channel, add (i) randomness to motor v - v
= movements and (iii) soundproofing around the 3D printer to reduce the noise emitted.
[14] Onion Routing: Change the path that messages take through a network (ii) to prevent end-to-end - o/
§ tracing of a message via multiple layers of encryption (iii)
[29] TrackMeNot: Injects synthetic web search queries to hide genuine queries v - -

i Add Noise, ii Decorrelate, and iii Change Observability

the path being taken. Similarly, there is an increased journey length
and energy use as a trade-off.

Smart homes will typically need to interact with services out-
side a home. Here, an adversary tries to infer user behaviour or
device activity from network traffic patterns. The solution is to in-
ject synthetic packets to protect against inference attacks based on

traffic analysis [1, 36]. By injecting additional packets, the system
increases network activity to make genuine communication harder
to identify. In web services, similar ideas are applied at the applica-
tion level. Here, the adversary observes search queries submitted
by users and approaches, such as TrackMeNot, generate synthetic
search queries alongside genuine user queries [29]. By mixing real
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and fake queries, the system hides genuine queries along with ar-
tificial ones. The adversary cannot easily identify which queries
reflect real intent.

In smart manufacturing, side-channels (from sources such as:
acoustic [4], power [18], magnetic [22]) can reveal information,
including details on what a 3D printer is manufacturing. Additional
unnecessary movement can be added to the nozzle to obfuscate the
shape that the 3D printer is producing [4].

Techniques which add noise to system behaviour introduce ad-
ditional observations for the adversary which decreases certainty
in what genuine actions have been observed. A high cost (e.g., en-
ergy, network traffic, latency) is typically incurred by the system
to introduce these additional actions, so the techniques are only
effective when systems can tolerate this additional overhead.

5.2 Decorrelate

Decorrelating techniques have been commonly used to change
system behaviour by breaking a causal link or relationship between
consecutive observations. Adversaries will typically use digital
identifiers and timing of actions to link entities and infer behaviour,
so these are what techniques focus on decorrelating.

To prevent linking one Cooperative Awareness Message (CAM)
with a subsequent one, connected vehicles need to change the iden-
tity associated with this message. However, just changing the iden-
tity is insufficient as it can be re-linked. To address this, at locations
where it is safe to do so (e.g., when stationary at an intersection),
pseudonyms are changed while no CAMs are broadcasted [8, 9].
This silent period prevents the adversary linking between the old
and new identity as long as there are a sufficiently large number of
vehicles at the intersection. These locations for identity change are
also used for UAV systems, where drone change routes or identities
inside mix zones to prevent long-term trajectory tracking [37].

An alternate threat is where an adversary tries to associate re-
peated location-based service queries with a single requester. To
mitigate this location-based service queries can be sent via oth-
ers vehicles [12]. By forwarding queries through multiple vehicles,
observations are distributed across entities. This weakens the link
between a vehicle’s query and the true requester.

In wireless sensor networks, techniques for a local passive ob-
server are insufficient to address the threat of a global passive
observer. So instead of perturbing routes, the detection of a valu-
able asset and the routing of that message can be decorrelated by
having every node in the network broadcast a message periodically
or probabilistically irrespective of if they have a genuine event to
report [30, 42]. This comes with both a high energy cost and high
latency to receive a message due to transmitters needing to wait
until the next period before sending a message.

In smart home energy systems, an adversary attempts to infer
occupancy or behaviour from power usage patterns. This obser-
vation is commonly performed via a smart meter. To decorrelate
genuine activity from adversary observations energy storage (i.e.,
batteries) are commonly used to shape energy consumption to hide
actives as power can be drawn from the energy storage instead
of the grid [23, 41]. Renewable generation (e.g., solar panels) can
also be used to shape power consumption from the grid which is
visible to the adversary [34]. Alternatively, artificial load patterns
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are injected to simulate normal household activity and hide real
appliance usage [34]. While these approaches weaken correlation
across time, they incur additional energy costs or increase system
complexity by introducing new devices.

Decorrelate techniques are also used in non-cyber physical sys-
tems. For example, Onion Routing uses layered encryption such that
each network hop only knows the previous and next destinations
in a route. By perturbing the route with multiple hops such as this
end-to-end linkage of communication is prevented [14]. Similarly,
in IoT settings, traffic shaping reduces a passive eavesdropper’s abil-
ity to infer behaviour from network traffic patterns [3] or in UAVs
by reducing an adversary’s ability to link source and destination
when delivering goods [13].

5.3 Change Observability

Change observability reduces privacy risk by limiting what the
adversary can observe. In vehicular systems, ceasing to broadcast
messages during pseudonym changes limits visibility [8]. As this
only occurs while the vehicle is stationary, it is not an effective
privacy preservation technique in isolation and requires the Decor-
relation approach as previously discussed. However, the Decorrela-
tion aspect of changing pseudonyms would not be effective without
changing the observability of the system.

For Wireless Sensor Networks, changing the observability allows
physical transfer of a message to be used to decorrelate routing of
the message [31]. This assumes that an adversary only observes the
wireless spectrum and does not have other observation capabilities
(e.g., cameras) which could be used to link wireless communication
to physical movement.

In smart home energy systems, renewable energy sources and
batteries can supply power without being observed by the smart
meter [35]. When adversary attempts to infer user behaviour from
smart meter observations not all energy consumption is observable.
In cases where not all the power consumption of a building is able
to be met with renewables there will be some privacy loss.

In web systems, encryption is essential for data privacy, but using
it against this threat model is also capable of mitigating some obser-
vation privacy threats. For example with Onion Routing [14] this
prevents the entire path being known to every hop due to the multi-
ple layers of encryption. In other settings VPNs and traffic blocking
reduce the amount of metadata visible to passive observers [3].

6 Discussion

This work groups observation privacy techniques into three classes:
(i) Add Noise, (ii) Decorrelate, and (iii) Change Observability
which have been explained in Section 3. In this section, we discuss
how they work in practice, their trade-offs, and how suitable they
are for real-world cyber-physical systems. Each class reduces infor-
mation leakage in a different way. However, how well they work
depends on the system, the threat model, and system constraints.

Add Noise reduces the confidence of the adversary by adding
extra or misleading behaviour. This makes it difficult to separate
real actions from fake ones. However, this comes with cost. It can
increase resource usage, delay system actions, and make behaviour
harder to understand. Because of this, it may not be suitable for
safety-critical systems.
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Decorrelate techniques try to break the link between observa-
tions. This stops the adversary from connecting actions over time
or between entities. These methods work well when there are many
users or components. But if the system has only a few entities, the
ability to provide privacy is limited.

Change Observability tries to reduce what the adversary can
see. This can give strong privacy if it is possible. However, in prac-
tice, adversaries may observe the system in many ways [6]. Because
of this, it is not always possible to fully hide system behaviour with-
out affecting system performance or functionality. These classes are
not used alone. In practice, systems may combine techniques from
different classes to improve privacy. However, combining methods
increases system complexity and overhead. So, the choice depends
on system requirements and constraints.

6.1 Trade-offs Between Privacy and System
Constraints

Cyber physical systems are often resource-constrained [21], which
may be in terms of computational capabilities, memory (both stable
and unstable storage), energy availability, communication limita-
tions and often many other dimensions. Making use of observation
privacy techniques will come with additional costs to cyber physi-
cal systems such as financial costs, higher latency, increased energy
usage, reduced accuracy, additional computational and communi-
cation overhead, and others. Moreover, embedding privacy mecha-
nisms can increase architectural complexity, which may make the
system harder to operate, audit, or maintain, while at the same
time concealing residual vulnerabilities. This overhead of obser-
vation privacy techniques can make it challenging to justify the
introduction of these techniques.

Additionally, observation privacy techniques do not simply add
potentially high overheads, but they may place demands on the
system for the observation privacy technique to be feasible to im-
plement and deploy. For example, our example of a Decorrelate
technique draws inspiration from Mix Zones used in vehicular pri-
vacy techniques [8, 9, 37] which requires that there are a large
number of entities (passengers, vehicles, UAVSs, etc.) who are co-
located before it is reasonable for identities to be swapped. The
lower the number of entities in the system the easier an adversary
can link the change in identity back to the original identities.

6.2 Speculative Class of Make Sensitive
Commonplace

In addition to the three observation privacy classes observed in
the literature across different cyber physical system domains, we
also expect there to be techniques which can obscure underlying
intent by making sensitive actions commonplace alongside common
non-sensitive actions. This speculative class has been inspired by
information theoretic privacy metrics which measure the surprise of
the observing adversary [38]. The aim is to normalise the occurrence
of sensitive behaviour and by doing so reduce the surprise of the
adversary when it observes a sensitive event. The intuition is that
events that are rare or unusual are of interest to an observer, by
normalising these events, they cease to be interesting observations.

The adversary for this technique class is attempting to detect
the occurrence of these sensitive events. For example, this could be
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to discover a change in the goal of a system by detecting actions
that the system was not previously performing, but now needs to
perform to achieve this new goal. For example, if an autonomous
drone swarm is interested in surveilling a location that the swarm
has not previously visited before, this is a surprising activity for an
adversary to observe due to the deviation from standard behaviour.
A technique in this class would be to incorporate this surveillance
into usual behaviour even if the surveillance is not necessary. This
normalises the occurrence of the sensitive event, and leads to less
surprise by the adversary when observing the event. However, this
is not a technique that appears to have been commonly used in
literature and as such may not represent a useful classification of
mitigations to an adversary who is directly observing the system.

6.2.1 Refined Threat Model. The adversary observes user journeys
through smartcard tap in/out to look for unusual activity which
differs to normal activity. Such anomalies highlight a change in
behaviour which may be useful for an adversary to target their
future actions.

6.2.2  Privacy Goal. In this scenario, the observer sees every desti-
nation the user visits and can recognise when a location is unusual
to visit or is infrequently visited. Sensitive destinations stand out
precisely because they are rare compared to routine movements.
The user’s goal is to decrease the perceived interestingness of these
visits, while continuing to make them.

6.2.3 Example Technique. This technique incorporates sensitive
activities into non-sensitive behaviour in order to normalise the
sensitive actions. If an action, such as visiting a location, is rare
and sensitive, then the user may perform this action when it is
not needed within a journey that includes visits to non-sensitive
locations. By including the unneeded visit to sensitive locations, the
adversary is unable to determine when the user genuinely wanted
to visit the sensitive location. Using this approach, the user is not
trying to obscure the locations visited, but instead obscure that
there was a motivation to visit the sensitive location.

To evaluate our illustrative technique, we assume a user takes a
journey from V; to Vy (Jyonsensitive = V1 — V2) and does not mind
if this pattern is observed. Occasionally, the user visits a sensitive
location V3 instead (Jiepsitive = Vi — V3), which they wish to
conceal. When applying this class of technique to protect privacy,
the user includes a visit to V3 into all journeys, forming a combined
journey J.ombined = V1 —> V3 — V5. This makes visits to V3 appear
routine.

6.2.4 Information-Theoretic Analysis. Assume the following prob-
ability distribution J of which journey a user takes.

Pr(J =j) =
@=D=102 itjzv, >,

1)
The self-information of an event x is a measurement of surprise
in the occurrence of a random event [38], and is defined as:

I(x) = —log, Pr(x). (2)
Rare events (like visiting V3) have a high self-information (level
of surprise) due to the low probability of the event occurring. By

making V3 part of every journey, its occurrence becomes less sur-
prising due to the increase in probability of the adversary observing
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the event occurring. When V3 is part of every journey, its self-
information drops to zero (as shown in Table 2).

Table 2: Effect of including sensitive location V; in all jour-
neys.

Journey Probability  Self-Information (bits)
Sensitive: V| — V3 0.2 2.32
Routine: V; =V, 0.8 0.32
After: V; - V3 =V, 1.0 0.00

6.3 Non-represented Areas

In this work we surveyed a range of different systems in Section 5,
however, there are notable cyber physical systems that are absent
from this section, such as: industrial control systems and general
robotics applications. While this absence does not imply that obser-
vation privacy threats do not exist in these domains, it may mean
that this kind of privacy problem is of little relevance to these areas.

One possible reason is that observation-based privacy threats are
not traditionally viewed as a critical concern in these systems. Se-
curity research in such domains often focuses on safety, availability,
and fault tolerance rather than inference attacks. As a result, privacy
risks arising from system observability may be underexplored.

Another reason may be that these threats exist but have not
yet been explicitly identified or labelled as observation privacy
problems. For example, relevant studies may exist but were not
captured due to differences in terminology or research focus. For
some areas, the input which triggers system actions is the target of
obfuscation. For example, with manufacturing there is a desire to
obfuscate CAD models to mitigate counterfeiting [19]. However,
this is a different threat model where the input to a system is being
transformed, compared to the threat considered in this work where
the behaviour of a system needs to be changed to mitigate an
adversary directly observing the system.

Therefore, there may be scope for considering novel observation
privacy threats to such systems, as part of eliminating reconnais-
sance steps in a Cyber Kill Chain.

7 Conclusion

In this work, we have introduced a classification of three obser-
vation privacy technique classes: (i) Add Noise, (ii) Decorrelate,
and (ii) Change Observability, plus a speculative class of (iv) Make
Sensitive Commonplace. The aim of which was to identify com-
monalities in observation privacy problems across a range of cyber
physical system (and other) areas. We use a public transport sce-
nario to illustrate what kind of technique might fall into each of
these classes and then classified related work across six areas into
these technique classes. This related work identified that adding
noise to system behaviour and decorrelating the observations ad-
versaries make and the states or actions of the system were the most
prevalent approaches used to provide observation privacy. Fewer
works changed the observability of the system to the adversary.
This indicates that there could be scope for future work mitigat-
ing observational privacy attacks on cyber physical systems using
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this technique plus the speculative technique of making sensitive
actions commonplace.

Additionally, some kinds of cyber physical systems (e.g., Indus-
trial Control Systems) had no clear examples of work mitigating ob-
servational privacy threats. This could be due to the safety require-
ments of such systems making applying these technique classes
infeasible, the lack of a suitable threat that necessitates applying
these techniques, or potentially due to a different framing of the
problem in the literature as different CPS areas use different termi-
nology to refer to this problem.
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