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Abstract—Vehicular ad-hoc networks (VANETS) are networks
based on short-range wireless communication technology, mainly
used for direct communication between vehicles and interaction
with roadside infrastructures. The emergence of VANETs has
improved the efficiency and safety of vehicle travel. However,
malicious vehicles may intentionally send incorrect messages
to mislead other vehicles for personal gain, and this behavior
cannot be identified yet. In this paper, we propose an efficient,
identifiable and abortable multi-party signature scheme for
VANETs. We utilize the property of zero-knowledge proofs to
design a method that can efficiently identify malicious vehicles
during the signature process, and define a strategy to quickly
locate false proofs. Through rigorous security analysis, it is
demonstrated that the proposed scheme satisfies essential secu-
rity requirements for VANETS, including message unlinkability,
vehicle anonymity, malicious traceability, message authentication,
collusion resistance, replay attack resistance, and identifiable
abort. Performance analysis shows that our scheme is more
suitable than existing similar multi-party signature schemes for
application in VANETS.

Index Terms—Vehicular ad-hoc networks, identifiable abort,
multi-party signature, zero-knowledge proofs

I. INTRODUCTION

S an important part of intelligent transportation sys-

tems (ITS), vehicular ad-hoc networks (VANETS) are
networks based on short-range wireless communication tech-
nology to achieve information exchange between vehicles
(V2V), vehicles and infrastructure (V2I), and vehicles and
pedestrians (V2P) [1]-[3]. By collecting and analyzing real-
time information such as the speed, location, and driving status
of vehicles, VANETSs can not only help drivers perceive the
surrounding traffic situation in advance to avoid potential col-
lision risks, but also optimize traffic flow to reduce congestion
and improve road traffic efficiency and driving experience. As
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shown in Fig. 1, the entities in VANETs mainly include cloud
platforms (CPs), infrastructure (Infra), roadside units (RSUs),
and vehicles (Vs). On-board unit (OBU) is a device installed
in vehicles that can provide wireless communication. Usu-
ally, these entities use Dedicated Short-Range Communication
(DSRC) technology based on the IEEE 802.11p to achieve
wireless communication [4], [5].

Infra

V2V:Vehicle to vehicle V2I: Vehicle to infrastructure CPs: Cloud Platforms

Infra: Infrastructure RSU: Road Side Unit

Fig. 1. VANETSs architecture.

As the global automotive industry accelerates its shift
toward intelligent and connected technologies, the stock of
connected vehicles is projected to experience sustained and
significant growth going forward [6]. Therefore, open wireless
channels, serving as the means of information dissemination,
play an essential role in the reliable and stable operation
of VANETs. However, with the large-scale deployment of
VANETS, the insecure open wireless channels are susceptible
to numerous security threats. For instance, adversaries are
prone to extracting user’ privacy information such as identity,
speed and current location from transmitted messages. Armed
with this information, malicious adversaries can readily deduce
the vehicle owners workplace and home address, frequented
locations, and daily habits, potentially leading to numerous
complications for the vehicle owner [11]. Moreover, vehicles
that have been corrupted by adversaries maliciously inject
false information into VANETS to disrupt normal traffic and
vehicular services [7]-[10].

To address these issues, researchers have proposed numer-
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ous authentication schemes for VANETS in recent years. These
schemes rely on various cryptographic settings that have been
developed, such as traditional public key infrastructure (PKI)-
based, identity (ID)-Based, and certificateless [12]-[18]. How-
ever, most schemes have encountered challenges in efficiency
and security. Additionally, some schemes are not resistant to
attacks launched by malicious attackers, such as public key
substitution attacks and signature forgery attacks. In order
to prevent malicious vehicles from injecting false messages,
we propose an efficient, identifiable and abortable multi-party
signature scheme for VANETS, which can suspend incorrect
vehicle signatures and identify malicious vehicles. Specifically,
the main contributions can be summarized in the following
three aspects:

1) Efficient key management and forward security: The
generation of vehicle pseudonyms and partial private keys
is delegated to the key generation center (KGC), reducing
system redundancy. Additionally, vehicles can derive the
private key sk; for the next time period ¢; using the
current private key sk;, the system public key P, and
t;. Because compromised keys cannot be used to deduce
past keys, the proposed scheme ensures forward security.

2) Enhanced signature security and verification effi-
ciency: The signature process incorporates timestamps
and signature masks to bolster security. Timestamps en-
sure signature uniqueness, preventing adversaries from
reusing old signatures to forge new ones even if private
keys are compromised. Signature masks enable distinct
signatures for identical messages and timestamps, en-
hancing randomness and security. To optimize verifica-
tion, all commitments and proofs are aggregated, and a
rapid localization method is designed to identify faulty
proofs when verification fails.

3) Proven security and performance superiority: The
security of our scheme is rigorously proven under the
random oracle model (ROM). Theoretical analysis and
simulations demonstrate that the proposed scheme can
protect vehicles’ privacy, verify the legitimacy of vehicle
messages, and identify malicious vehicles. Experimental
results confirm the scheme’s effectiveness, outperforming
existing approaches in both computational and commu-
nication overhead.

The remaining parts of this paper are organized as follows.
In Section II, we discuss the related work. In order to facilitate
understanding of the proposed scheme, the preliminaries are
introduced in Section III. Subsequently, in Section IV, the
system model and adversary model are expounded upon.
Next, the construction details of our scheme and the security
analysis are furnished in Section V. The experimental results
are provided in Section VI. Finally, Section VII wraps up and
summarizes this paper.

II. RELATED WORK

The rapid evolution of the Internet of Vehicles (IoV) has in-
tensified security demands for VANETSs, where high mobility,
dynamic topologies, and vulnerable wireless channels create
unprecedented challenges [19]-[21]. Among critical security
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requirements including authentication, privacy preservation,
real-time responsiveness, and trust management, digital signa-
tures serve as the bedrock for ensuring message authenticity
and integrity [22]-[24]. The SM2 elliptic curve algorithm, Chi-
nese national cryptographic standard, emerges as a compelling
scheme. With short keys and higher hardware efficiency,
SM2’s resistance to fault injection attacks makes it particularly
suitable for resource-constrained V2X communications [25].

Initially, SM2 applications focused on two-party scenarios.
Han et al. [26] reduced online computation overhead by
replacing homomorphic encryption and secret sharing with
Beaver multiplication triples, but their approach requires a
trusted third party to pre-distribute the triples and incurs rel-
atively high communication overhead. Li et al. [27] achieved
the first non-interactive online signing for two-party SM2
using MtA resharing. However, their scheme incurs significant
offline computation overhead and has unproven multi-party
extensibility. As IoV systems have evolved toward multi-
vehicle collaboration, these schemes have certain limitations
in scalability and adaptability.

In order to reduce the complexity introduced by extending
SM2 to multi-party signatures, Yu et al. [28] proposed a
lightweight batch verification scheme for SM2, which signif-
icantly improved efficiency. However, the scalability of this
scheme is limited as exceeding 8 signatures can lead to a
significant increase in storage costs. In addition, scheme [29]
replaced zero-knowledge proofs with lightweight MACs via
SPDZ protocols, but this made the scheme more dependent
on trusted cloud servers.

Preventing security issues created by malicious individuals
is further challenge. Cui et al. [30] implemented accountability
through GQ signatures, which can detect signers with mali-
cious behavior. However, their scheme suffered from ineffi-
cient class group operations. Scheme [31] used Paillier encryp-
tion technology with threshold to achieve identifiable aborts
of signatures. However, this scheme also requires a trusted
third party to generate the signature key, which introduces a
security risk in dynamic VANETs. To ensure the security of
signatures, scheme [32] proposed a commitment enforcement
verification mechanism based on EdDSA. However, the over-
head of exponential proof-checking in this scheme is too high
and not suitable for large-scale deployment.

We have summarized the methods, tools, advantages and
disadvantages of these signature schemes in Table 1. To bridge
these gaps, we propose an efficient, identifiable and abortable
multi-party signature scheme for VANETS, which can rapid
identification of malicious vehicles, eliminate trusted third
parties while maintaining sublinear computational complexity.

III. PRELIMINARIES

In this section, we present the relevant knowledge used in
the proposed scheme, including the standard SM2 signature
algorithm and zero-knowledge proof.

A. The SM2 Signature Algorithm

SM2 signature algorithm [33] is a public key digital signa-
ture mechanism constructed based on the principle of elliptic
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TABLE I
ADVANTAGES AND DISADVANTAGES OF EXISTING SCHEMES

Schemes

Methods and Tools

Advantages Disadvantages

Han et al. [26]

Li et al. [27]

* Beaver’s multiplication triples
* Additive secret sharing
* Provably secure based on standard SM2

* MtA resharing technique
* Non-interactive online signing for two-party SM2

* Low computational overhead
+ Compatible with original SM2 verification

« First non-interactive online signing for two-party SM2
* Low online computation and communication overhead

+ Has communication overhead

« Significant offline computation overhead
* Unproven multi-party extensibility

* Relies on TTP for pre-distributing Beaver triples

Yu et al. [28]

* KGLP algorithm and multi-parameter inversion algorithm
* Addition chain semi-numeric computation

. I . . Lightweigh
* Signature validity judged via congruence equations and resultants * Lightweight

* Significantly improves efficiency

« Relies on Paillier encryption for MtA functionality

* Negligible performance gains for 8+ signatures
* Surge in storage costs for 8+ signatures

Li et al. [29]

Cui et al. [30]

Liang et al. [31] « Identifiable abort

Feng et al. [32]

* Secure multi-party SM2 signature scheme
* SPDZ protocol

* Low-overhead MACs

* Trustworthy multi-signature scheme

* GQ signatures with identifiable abort

* Non-interactive SM2 threshold signature

* Paillier homomorphic encryption

* EdDSA-based multi-party signature scheme
* Commitments & zero-knowledge proofs

* Replaces zero-knowledge proofs with MACs
* Reduces overall complexity

+ Detects malicious or dishonest behavior

* Non-interactive
* Identifiable abort

« Identifiable abort

+ Preprocessing relies on a trusted server

* Potential single-point failure

« Trust dependencies

« Class group operations less efficient
than elliptic curve operations

* Requires Paillier encryption
* Trusted third party for parameter generation

+ All participants must verify all proofs
* Significant computational overhead

curve cryptography. Its security stems from the computational
difficulty of the elliptic curve discrete logarithm problem. SM2
signature algorithm consists of the following four algorithms:

Setup: By inputting the security parameter k, the elliptic
curve parameter params = (p,a,b,G,n) is generated and
output, where G is the generator point.

KeyGen: Given params, select a random number d 4 as the
user’s private key and compute the public key P by performing
the operation P = d4 - G = (zp,yp). The resulting public-
private key pair is (P, da).

Sign: Given params, d4, and message M, the signature
(r,s) is generated as follows:

1) Compute Z4 = H,(ENTL||ID4||a|b||lzcllyvcllzr|yr),
where ID,4 is the user’s distinguishable identifier, and
ENTL is the length of ID4. Then, calculate M’ =
Za|M.

2) Calculate e = H,(M') and convert the text e into an
integer, where H,(-) is a one-way hash function.

3) Select a random number k£ € [1,n — 1], compute the
elliptic curve point Q = k- G = (x1,y1), and convert
data type of z; to an integer.

4) Calculate the signature » = (e + 1) mod n. If r = 0
or r + k = n, return to step 3.

5) Compute the signature s = (1+d4)"'-(k—rds) mod n.
If s = 0, return to step 3; otherwise, output the signature
result (r, s).

Verify: Given params, public key P, and message M’,

and signature (r’,s’), the verification algorithm proceeds as
follows:

1) Check whether ', s’ € [1,n — 1]. If not, the verification
fails.

2) Calculate M"” = Z4||M' and compute ¢ = H,(M"),
converting €’ to an integer type.

3) Convert the signature (', s) to integer types and compute
t = (r'+5) modn. If t = 0, the verification fails;
otherwise, proceed to step 4.

4) Compute the elliptic curve point (z},y]) =5 -G+t P,
converting ; to an integer type.

5) Calculate R = (¢’ +z}) mod n and check if R = +'. If
true, output 1; otherwise, output 0.

B. Zero-Knowledge Proof

Zero-knowledge proof is a cryptographic technique that
allows untrusted communication parties to prove the validity
of a proposition without revealing any additional information.
In this paper, we utilize the NP relation Rpy, to demonstrate
knowledge of the discrete logarithm of elliptic curve points
and construct a non-interactive zero-knowledge proof using
the Fiat-Shamir heuristic [34], as follows:

Rpr ={(Q,w) e GXZy:Q=[w] -G}

where G is the generator point of order n.
For Rpr, we describe the standard Schnorr proof [35] as
follows:
« Proof: Given the statement @), witness w and sample r <
[l,n — 1], compute R = r -G, ¢ = H(G,Q, R), and
S =r7r+c-w mod q. Output the proof 7 = (R, S).
« Verification: Given a statement (G, ¢, G, Q) and a proof
7 = (R,S), compute ¢ = H(G,Q,R) and accept the
proof if and only if S-G =R+ - Q.
Here, H(-) : {0,1}* — {0,1}* denotes a cryptographic
hash function with a security parameter \.

IV. SYSTEM MODEL AND ADVERSARY MODEL

In this section, we describe the system model, adversary
model and security requirements in detail.

A. System Model

As shown in Fig. 2, the system model consists of five
parts, i.e., trusted authority (TA), key generation centre (KGC),
roadside unit (RSU), vehicles (Vs) and application server (AS).
The specific functions of these entities are as follows:

Trusted Authority (TA): TA is a trusted institution that
can register entities and verify the integrity of messages in
VANETS. It can also trace the true identity of vehicles.
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Key Generation Centre (KGC): KGC is a semi-trusted
agency whose responsibility is to generate a pseudonym and
a partial private key for each vehicle.

Roadside Unit (RSU): RSU is a communication base sta-
tion deployed on roadside, serving as a communication bridge
between entities.

Vehicles (Vs): Vehicles are equipped with an OBU that can
exchange data with RSUs and infrastructures.

Application Server (AS): AS has sufficient resources to
collect and analyse the information sent by RSUs and provide
additional services to the vehicles. In addition, AS is respon-
sible for verifying the validity of the aggregated signatures
provided by vehicles.

/ ’% / —~ N,
, \
\\ \\ p & "\\> ® Verify A
—’ / 4 N/ . )
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g A (w) o~ N\
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Fig. 2. System model.

B. Adversary Model

In this paper, we consider two types of adversaries: Advl
and Advll. Advl, also known as external adversaries, cannot
access KGC’s master key. However, they have the ability to
tamper with any user’s public key information. While Advll,
usually considered as internal adversaries, can access KGC’s
master key but cannot replace any user’s public key.

For Advl and Advll, we use Game I and Game II respec-
tively to prove the unforgeability of the signatures. Here are
the details of the two games:

Game I is played between a polynomial time algorithm B
and an adversary Advl. B is a challenger that simulates the
environment of Advl. The interaction between B and AdvI is
as follows:

Initialization: B first executes the initialization algorithm to
generate the master key and the public parameters (params)
required by the system. Subsequently, B keeps the master key
confidential and transmits the params to Advl.

Oracle Simulation: Advl adaptively sends the following
queries to B and can receive responses from B.

1) Partial-Private-Key Query: If Advl issues a query for
PIDy,, B returns a partial private key spk; to Advl.

2) Public-Key Query: If Advl issues a query for PIDv,, B
computes public key pky, to Advl.

3) Secret-Value Query: If Advl issues a query for the
PIDy,, B returns the secret value d; to Advl.
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4) Replace-Public-Key Query: If Advl requests the replace-
ment of the public key pky, of PIDy, with the new value
pk; » and B records the replacement.

5) Sign Query: If Advl submits a query on (PIDg.¢, m), B
returns corresponding signature o to Advl.

Forgery: Advl outputs a tuple (PIDge, m, 0", PK), which
includes of signatories, message, signature and shared public
key. If the following three conditions are satisfied, then AdvI
wins the game.

1) The forged signature o* must be legitimate, and the target
identity PI Dy, must in PIDg,.

2) Advl has never issued a query on the partial private key
queries of the target identity P1Dy, .

3) AdvI has never issued a query on the tuple (PIDg.:,m)
to the sign queries.

Game I is conducted between a polynomial time algorithm
B and the adversary Advil, following these steps:

Initialization: B executes an algorithm to generate a master
key and system public parameters params. Upon completing
this process, B securely stores the master key and transmits
the public parameters to AdvII.

Oracle Simulation: Similar to Game I, Advll adaptively
poses a series of queries to these prognosticators: Public-Key
Query, Secret-Value Query, Sign Query, and B responds to
these queries.

Forgery: Advil outputs a tuple (PIDge,m,0*, PK),
which includes of signatories, message, signature and shared
public key. If the following three conditions are satisfied, then
AdvIl wins the game.

1) The forged signature o* must be legitimate, and the target
identity PIDy, must in PIDg;.

2) AdvlI has never issued a query on the secret value queries
of the target identity PIDY,.

3) AdvlI has never issued a query on the tuple (PIDg., m)
to the sign queries.

C. Security Requirements

The proposed scheme should meet security requirements
such as message authentication, integrity, anonymity, traceabil-
ity, unlinkability, anticomplicity, identifiable abort, and resis-
tance against various attacks. These properties are elaborated
below:

Message unforgeability: Messages cannot be forged during
transmission.

Anonymity: The true identity of the vehicle must be pro-
tected. During the communication process, no entity other than
the vehicle itself and TA can obtain the true identity of the
vehicle.

Traceability: TA can trace the true identity of vehicles with
malicious behavior from pseudonym.

Message authentication and integrity: TA may validate
messages sent by the vehicle to ensure that the adversary has
not tampered with the message during transmission.

Collusion resistance: As long as there is an honest par-
ticipant, even if multiple malicious vehicles collude, it is
impossible to forge a legitimate signature.
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Replay attack resistance: Malicious vehicles cannot dupli-
cate previously sent message to deceive TA.

Identifiable abort: During the signature process, it is
possible to accurately identify the participants who caused the
signature to be aborted.

V. PROPOSED SCHEME

In this section, we propose an efficient, identifiable and
abortable multi-party signature scheme applied in VANETS.
For ease of understanding, we give the main symbols used in
the proposed scheme and their descriptions, as shown in Table
1L

TABLE II

MAIN SYMBOLS AND DESCRIPTIONS
Symbol Descripition
N The total number of participating vehicles
« Master key of KGC
Ppub The system public key
IDy, True identity of V;
PIDy, Pseudonym of V;
Bi The validation part in PIDy;
G The base point of SM2 elliptic curve
n The order of base point G
p The large prime defining the funite filed
T Current timestamp
spky, Partial private key of V;
0, X; Part of Spkvi
dy, Secret value of V;
sky, The private key of V;
pky;, The public key of V;
PK The share public key
TV, 7r(/i Zero-knowledge proof of V;
By,,Wy,  Part of zero-knowledge proof
std Stage marker
zi, k; Random numbers
m Message
o Signature

A. The Proposed Concrete Scheme

1) System Initialization: Given a security parameter k,
KGC chooses a finite field of characteristic p and the generator
point G of prime order n. Then, KGC generates the system
parameters and publishes them into VANETSs. The process of
system initiation is as follows.

o KGC randomly selects o € [1,n — 1], and computes
Ppoup = o+ G mod p. KGC sets o as the master key
and P,,; as its public key.

¢ KGC chooses three general hash functions: H; :
{0,1}* = [1,n—1], Ho : {0,1}* x {0,1}* — [1,n—1],
Hs:{0,1}* x {0,1}* x {0,1}* — [1,n —1].

o KGC keeps « privately, and publishes system parameters
params = {p,n, G, Py, H1, Ha, H3} to VANETS.

2) Pseudonym Generation: Vehicles must register with
TA to access services provided by AS. Additionally, KGC
generates pseudonyms for each registered vehicle (V;) to
preserve their real identities, where V; denotes the ¢-th vehicle.

o V; sends its real identity /Dy, to KGC via a secure
channel.

o Upon receiving IDv,, KGC submits a request to TA to
obtain V;’s legitimate identity record (denoted as ID*{/i,
stored by TA) for legitimacy verification.

IEEE Transactions on Vehicular Technology

o If IDy, = 1IDjy, KGC computes AlDy, =
IDVL (5] HQ(TZ‘,Oé) and 3; = Hl(AIDVL) - a (with
T; as the current timestamp), then sets pseudonym
PIDy, = {AIDy,,5;,T;}. Otherwise, identifying in-
formation I Dy, is recorded and flagged as a suspicious
vehicle.

o KGC maintains a mapping table between V;’s real iden-
tities and pseudonyms (V;, PIDy;) and returns PIDy;,
to V; though a secure channel.

e V; loads PIDy, into its OBU.

Note: Vehicles employ time-valid pseudonyms, which are
reissued via KGC requests upon expiration, accompanied by
private key refreshment to preserve key security.

3) Generate Partial Private Keys: KGC will generate a
partial private key spky, for V; based on its pseudonym. The
specific process is as follows:

o KGC verifies whether the equation 3; - G = Hy(AID;) -
Ppyp holds. If it does not hold, ignore it. Otherwise, KGC
randomly selects x; € [1,n—1], and computes X; = z;-G
mod p.

o Next, KGC computes R, = Hs(PIDy,, X;, Pyyp) and
0; = (x; + - R;) mod n.

o KGC sets partial private key spky, = {X;,0;}, and then
spky, will be sent to V;.

4) Public/Private Key Generation: Upon receiving spky;,,
Vi computes R, = Hs(PIDv,,X;, Ppyup). If 6;-G # X, +R}-
Ppyup, spky, is ignored; otherwise, it performs public/private
key generation. The details are as follows:

o V; randomly selects dy, € [1,n—1], and computes Dy, =

dy, - G.

o V; sets private key sky, = dy, + 6; and public key
pky, = sky,-G mod p = Dy, + X;+ P,y - R; mod p,
respectively.

e Next, V; calls Algorithm 1 to generate zero-knowledge
proofs my, for sky, and pky,.

Algorithm 1 : Generate Zero-knowledge-Proof

Input: @ and w, where Q = w -G mod p.
Output:

1: Randomly selects b € [1,n — 1];

2: Computes B =b-G mod p, ¢c = H3(G,Q, B) and
W = (b+c¢-w) mod n;

3: Return the proof 7 = {B, W}.

5) Public Key Aggregation:

o Vi sends (PIDy;, sidyg, my;) to all other vehicles. When
Vi receives (PIDvy,,sidyg, my,) from all other vehi-
cles, it first verifies whether sidy, is fresh or not.
If not, it ignores the message; otherwise, it returns
(PIDVi y Sidkg, pk‘v,i )

o Vj receives (PIDy;,, sidy,, pkyv;) from all other vehicles,
then calculates B = Zjvzl By, modp and W =
Z;'vzl Wy;.

o V; first computes ¢; = H3(G, pky,, By,), then computes
a= W~G7B72§Vzlcj -pky;. If a = 0, V; computes
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PK = Zj\f: L pky;; otherwise, it aborts the protocol and Algorithm 2 : Invalid Proof Identification
Require: {PIDy, | i€ N},{m ={B;,W;} | i€ N},{c |

invokes Algorithm 2 to identify invalid proofs.

6) Signature Generation: When the vehicle group V =
{V1,Va,..., VN } needs to transmit message m € (0,1)* to
nearby communication units, each vehicle V; € V generates a
digital signature for m through an interactive process.

V; randomly selects ky, € [l,n — 1], and computes
(z1,51) = Ky, = ky, - G mod p.

V; calls Algorithm 1 to generate zero-knowledge proofs
my, for ky, and Ky;, then sends (PIDy,, sidy, ) to
all other vehicles. When V; receives (PIDy;, sidy, ﬂ{/j )
from all other vehicles, it first verifies whether sidj is
fresh or not. If not, it ignores the message; otherwise, it
returns (PIDy,, sidy, Kv;,).

When V; receives (PIDv,,sidy, Ky;) from all other
vehicles, it calculates B’ = Z;\f:l B{,j mod p and
W' = Zjvzl Wy, mod n.

Vi computes ¢, = Hs(G, Kv;, By, ), and computes a =
wW'.G—-B - Z;V:l cQ/j - Ky,. If a = 0, V; computes
K = Zi\;l Ky,; otherwise it aborts the protocol and
invokes Algorithm 2 to identify invalid proofs.

Let (z1,11) = K, V; sets r = 1 mod n, and if r = 0,
return to step 1 to reselect ky;.

V; computes (z2,y2) = T - G mod p, where T is the
current timetamp.

Vi sets M = (m||z2), then computes e = Hy(M) and
r = (r+e¢e) mod n.

V; computes Sy, = ky, + sky, - e mod n, and sends
(PIDy,, sidg, Sy,) to other vehicles.

V; receives (PIDy,,sidg,Sy,) from the other vehicle
and first verifies whether sidg is fresh. If it is not
fresh, the message is ignored; otherwise it calculates
S = Z;il Sy, mod n.

V; sets the signature as o = (r’,S) and verifies whether
(o, PK,m) = 0. If the equation holds, abort the protocol.

ie N}L{Q;|ie N}

Ensure:

1:

10:
11:

12:

14:
15:
16:

18:

19:

20:
21:

22:
23:

24:

25:
26:

27:

28

2
3
4
5:
6
7
8
9

if there are fewer proofs, validating each proof individu-
ally then
for each proof i do
Compute a* =W; -G — B; — ¢; - Q-
if a* = 0 then
return 1
else
Add its PIDy, to the set {I}.
end if
end for
else
Perform the defined fast localization method for finding,
iteratively dividing the message set into 2 smaller
subsets:
Given a set of messages RES, RSU performs an aggre-
gate verification to obtain a*.

if a* = 0 then
There are no errors in RES.
else

Divide RES into two halves: RES = REST URES™.

Repeat step 1 for RES™ to compute a.
if a = 0 then
There are no invalid proofs in RES™. Proceed to
step 1 for RES™.
else if a # 0 and a = a* then
There are no invalid proofs in RES™. Repeat step
1 for RES™.
else if a # 0 and a # a* then
Both parts contain invalid proofs. Repeat steps 1
and 2 for both parts.
end if
end if
Continue this process until all invalid proofs are identi-
fied. Add the PIDy, to which the invalid proofs belong
to the set {7}.
The vehicle then sends the {I} to TA for identity
disclosure.
: end if

7) Verify: When AS receives (o, PK,m') from V;, the

legitimacy of the signature is verified.

o Computes (z5,y5) = T” - G mod p, and sets M’ =
(|| 2}).

o Computes ¢/ = H;(M') and "' = (' — €’) mod n.

o Computes (z},y;) =5 -G—¢ - PK.

e Let 7* = 2} mod n, check whether r* = 7 holds. If it
does then return 1; otherwise return 0.

If the signature is valid, then we have
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(x},9))=8-G—¢ - PK

N
=> Sy,-G-¢-PK
=1

(ky, + sky, -€)-G—¢€' - PK

I
KMZ

&
Il
—

[
AMZ

—

(ky, -G +e-sky,-G)—¢€ - PK

=K+e-PK—¢-PK
:K:(xlayl)

Therefore, r"" = r*

satisfies the correctness.

is hold, and the proposed scheme

B. Security Analysis

In this part, we establish the security of the proposed scheme
through a formal proof of existential unforgeability under
adaptive chosen-message attacks (EUF-CMA) within ROM.
This proof demonstrates that the scheme satisfies the essential
security requirements for VANET deployments.

Theorem 1: Under ECDLP problem assumptions, the pro-
posed scheme can resist existential forgery attacks.

Lemma 1: Assuming that there exists a type I adversary
Advl that can successfully forge signatures with non-negligible
probability €, we can construct an algorithm B to solve the
ECDLP problem with success probability associated with ¢.

Proof: Given an instance of ECDLP problem (G,U =
u - G), the aim of B is to compute a to solve the ECDLP
problem, where v is unknown. For this, sets Pl D}*,l as the
target identity.

Initialization: Challenger B first runs the initialization
algorithm to generate master key and system parameters.
Subsequently, B securely keeps the master key and transmits
the system parameters params = {p,n, G, Py, H1,H2,H3}
to Advl. BB keeps originally empty lists: 1) Lg,; 2) Lg,; 3)
Lspk; 4) ka; 5) Lsig'

Queries Phase: Advl can make the following query, and B
responds as follows:

Hy Query: B keeps a list Ly, = {(m || R,h1;)}. When
Advl queries a tuple (m || R) for this randomized prediction, B
first checks whether it has been saved in Ly, . If it is, B sends
hi; to Advl; otherwise, BB randomly chooses hy; € [1,n — 1],
sets hy; = Hi(m || R), and adds the tuple (m || R,hi;) to
Ly, . Then it sends hy; to Advl.

Hs Query: B keeps alist Ly, = {(PIDv,, X;, Pyus, h3i)}.
When Advl queries PIDy, for this randomized prediction, B
first checks whether it has been saved in Ly,. If it is, 13 sends
hs; to Advl; otherwise, B randomly chooses z; € [1,n — 1],
computes X; = z; - G and hg; = H3(PIDy,, X;, Pyy), then
sends hg; to Advl and adds the tuple (PIDy,, X;, hs;) to Ly,.

Partial-Private-Key Query: B holds a list Lg,, =
{(PIDy,, X;,60;)}. When AdvI submits a query about PIDy;,
if PIDy, = PI D;}l, B aborts Game I and outputs “fault”;
otherwise, B checks whether PIDy, is in list Lg,,. If it
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exists, B will return spky, = (X;,6;) to Advl. Otherwise, B
randomly selects 6;, z; € [1,n—1], then computes X; = z;-G
and hg; = H3(PIDv,, X;, Pyy), and sets spky, = (X;,0;).
Finally, B sends spky, to Advl, stores (PIDy;, X;, hs;) in the
list Ly, and adds the tuple (PIDv,,X;,6;) to Lgps.

Public-Key  Query: B keeps a list Ly =
{PIDy,,d;,0;,pky,}. When Advl submits a query to
B with PIDy;, and B will check whether PIDy, is in list
L. If it exists, B recovers the tuple (PIDvy;,,d;,0;,pky,)
and return pky, to Advl, or else, B proceeds as below.

o If PIDy, = PIDy,, Brandomly selects d;, 0; € [1,n—1]
and lets pky, = (d; +0;)-G mod p. Then B sends pky;
to Advl and adds the tuple {PIDy,,d;, L,pky,} to the
list ka.

o If PIDy, # PIDy, B recovers the tuple
(PIDy,, X;,0;) from L, and randomly selects
d; € [1,n — 1], lets pky, = (d; + ;) - G mod p.
Finally B sends pky, to Advl and adds the tuple
{PIDv,,d;,0;,pky,} to the list L.

Secret-Value Query: When Advl make a query to this oracle
with PIDy,, if PIDy, = PIDy,, B aborts this simula-
tion and outputs“fault”’; otherwise, B proceeds as follows:
if PIDy, is already exists in L, B recovers the tuple
{PIDy,,d;,b;,pky,} from L, and sends the secret value d;
to Advl; otherwise, B makes a query to the Public-key Queries
on PIDy, to get d; and saves the tuple { PIDv,,d;,0;,pky,}
to Lypy. In the end, B sends d; to Advl.

Replace-Public-Key Query: When Advl submits this request
to B with (PIDy;,, pky, ). B checks whether the PI Dy, exists
in the list L. If it does, replaces { PI Dy, d;, 0;, pky, } with
(PIDy,, L, L, pky,).

Sign Query: Advl submits a request with (PIDg., m) to
B to obtain the aggregated signature of m. Firstly, for each
PIDy, € PID., B restores pky, form L,; and computes
the aggregated public key as PK = Zfil pkv,. Secondly, for
each PIDy, € PID,., B selects a random number ky, €
[1,n—1] and computes Ky, = ky, -G mod p. By interacting
with other participants, B obtains (z1,y1) = K = Zj\;l Ky,
and sets r = x1 mod n. Next B computes (zo,y2) = T" -
G mod p, M = (m||zs), e = Hi(M) and ' = (r + ¢)
mod n. Thirdly, for each PIDy, € PIDg., if PIDy, #
PIDy;, B recovers the tuple { PI Dy, d;, 0;, pky,} from Ly,
and computes Sy, = ky, +(0;+d;)-e. If PIDy, = PIDy;, B
randomly selects d;, 0; € [1,n—1] and lets Sy, = kv, + (0; +
d;)-e. Finally, B aggregates all partial signatures by computing
S = Z;\;l Sy, mod n, setting the aggregated signature as
o = (r',S), and return (PK, o) to Advl. Additionally, B stores
(PIDget,m, PK, o) into list L.

Forgery: Advl outputs a forged signature o* = (r*,S*)
corresponding to message m* and the identity set PIDY,.
Advl is successful if all of the following conditions are met:

e Evey: Verify(m*,0*, PK*) = true, where PK* is the
shared public key generated from PIDY,,.

e Fuvey: During the queries phases, Game I cannot be
aborted.

o FEves: During the forgery phase, the signature of the
target identity P/Dj, must be forged by Advl and
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aggregated in the forged aggregate signature.
e Fuvey: Advl has not made a Sign Query on(PID%,, m*).

set?
Probability analysis: If Advl is successful, the equation S™ -
G = (r* —e*)+e* - PK holds true, where e* = Hy(m*||z3),
x5 = T* -G, and T™ is the timestamp used in the forged
signature. Since pky, = U = D} + X +u- R* - G, we can
rewrite the equation as:

S*.G = (’r‘*fe*)-G+e*-(D;‘JrX;‘Jru-R*-G+Z§V¢ipkv7)
e-u-G-R* = (S*77‘*+e*)~G76*-(D,T+X,;*+Z§\;ipkv])
et u-G = (S*71'*+e*)-Gfe*-(D;‘+X7.*+Z;-\;ipkW)>-R*’l
u = |[(S*—r*+e)—c- <7D;+X;+§;¢’ Pkv; )} (e* - R*)7!

Then the probability that B succeeds in solving the ECDLP
problem is w > e(e/qy, — 1/n) - (1 — (qppk + gsv)/N) -
(1/N)-(1—1/n)%. The probability that AdvI solves ECDLP
is represented by the joint event probability: Pr[Eve; AEves A
EvesAEves] = Pr[Eve;|-Pr[Eves]-Pr[Eves]-Pr[Evey]. Clearly,
Pr[Evei] > e(e/qu, — 1/n), where qp, is the number of
queries by Adv; to the oracle Hy, and n is the prime order of
the field group; Pr[Eves] > (1 — (gppk + gsv)/N), Where gppi
is the maximum number of partial private key queries, gs, is
the maximum number of secret value queries that Advl may
perform during the whole attack process; Pr[Eves] > 1/N
where N is the total number of signatures to be aggregated;
Pr[Eves] > (1 — 1/n)% where ¢, is the maximum number
of sign queries. Nevertheless, it is intractable for the ECDLP
problem to be solved in polynomial time. There, the proposed
scheme is EUF-CMA secure against type I adversary AdvI in
ROM.

Lemma 2: 1f an adversary of type II (AdvIl) can forge a valid
aggregate signature with non-negligible probability ¢, then 5
can solve the ECDLP Problem with non-negligible probability.

Proof: We construct an algorithm B which receives as input
the ECDLP instance (G, U = u-G) with the goal of computing
u. B solves the ECDLP by modeling the environment of AdvII.
For this, sets P1Dy, as the target identity.

Initialization: Challenger B runs the initialization algo-
rithm to create master key and system parameters, then B
sends the master key and the system parameters params =
{p,n,G, Py, H1,H>,H3} to Advll. B maintains initially
empty lists: 1) Lz, ;5 2) Li,; 3) Lspr; 4) Lpis 5) Lisig.

Queries Phase: In this phase, AdvII adaptively asks a series
of queries and B responds to them.

Hy Query: B keeps a list Ly, = {(m || R,h1)}.
When AdvIl queries a tuple (m || R) for this randomized
prediction, B first checks whether it has been saved in Ly, .
If it is, B sends hy; to Advll; otherwise, 5 randomly chooses
hi; € [1,n — 1], sets hy; = Hi(m || R), and adds the tuple
(m || R, hq;) to Ly, Then it sends hq; to Advil.

Hj Query: B keeps alist Ly, = {(PIDv,, X, Pyub, h3i)}
Upon receiving a query for PIDy, from Advll for the purpose
of randomized prediction, B first verifies whether this query
has already been recorded in Lg,. If it exists, B relays hs;
back to AdvIl. If not, B selects a random z; € [1,n — 1],
computes X; = xz; - G and hg; = H3(PIDvy,, X;, Pyup).
Afterward, B forwards hs; to Advil and appends the tuple
(IDIDV7 s Xi, hgl) into LH3.

8

Public-Key  Query: B keeps a list Ly =
{PIDy,,d;,6;,pky,}. When AdvIl submits a query to
B with PIDy,, and B will check whether PIDy, is in list
L. If it exists, B recovers the tuple {PIDv,,d;,6;, pky,}
and return pky, to Advil, or else, B proceeds as below.

o If PIDy, = PIDy,, Brandomly selects d;, 0; € [1,n—1]
and lets pky, = (d; +0;)-G mod p. Then B sends pky;
to AdvIl and adds the tuple {PIDv;,,d;, L, pky,} to the
list L.

o If PIDy, # PIDjy, B recovers the tuple
(PIDy,, X;,0;) from Lg,, randomly selects
d; € [I,n —1], lets pky, = (d; + 6;) - G mod p.
Finally B sends pky, to Advil and adds the tuple
{PIDy,,d;,0;,pkv,} to the list Lyy,.

Secret-Value Query: When Advil make a query to this
oracle with PIDy,, if PIDy, = PIDQ‘,Z, B aborts this
simulation and outputs “fault”; otherwise, B proceeds as
follows: if PIDy, is already exists in Lps, B recovers
the tuple {PIDy,,d;,0;, pky,} from L,; and sends the se-
cret value d; to Advil;, otherwise, 5 makes a query to the
Public-key Queries on PIDy;, to get d; and saves the tuple
{PIDv,,d;,b;,pky,} to L,i. In the end, B sends d; to Advll.

Sign Query: Advll submits a request with (PIDg.;, m) to
B to obtain the aggregated signature of m. Firstly, for each
PIDy, € PID., B restores pky, form L,; and computes
the aggregated public key as PK = Zivzl pky,. Secondly,
for each PIDy, € PIDg., B selects a random number
kv, € [1,n — 1] and computes Ky, = ky, - G mod p.
By interacting with other participants, B obtains (z1,y;) =
K = Zjvzl Ky, and sets 7 = z; mod n. Next B computes
(x2,92) =T -G mod p, M = (ml|xz), e = H;(M) and
r’ = (r+e¢e) mod n. Thirdly, for each PIDy, € PID,., if
PIDy, # PIDy,, B recovers the tuple { PIDy;,, d;, 0;, pky, }
from L,; and computes Sy, = kv, + (6; + d;) - e. If
PIDy, = PIDy;, B recovers the tuple { PIDy,,d;, L, pky, }
from L,k, then B randomly chooses 6; € [1,n — 1] and
calculates Sy, = kv, + (6; + d;) - e. Finally, B aggregates all
partial signatures by computing S = Zj\;l Sy, mod n, sets
the aggregated signature as o = (1, .S), and returns (PK, o)
to AdvIl. Additionally, B stores (PIDge.;, m, PK, o) into list
Lyig.

Forgery: After a series of queries, Advil outputs a forged
signature o* = (r*,S*) corresponding to the message m*
and the identity set PID;,. Advll is successful if all of the
following conditions are met:

e Fuvey: Verify(m*,0*, PK*) = true, where PK* is the

shared public key generated from PIDy,,.

o FEvey: During the queries phases, Game II cannot be
aborted.

e Fwves: During the forgery phase, the signature of the
target identity PIDy, must be forged by Advl and
aggregated in the forged aggregate signature.

e Fuvey: Advl has not made a Sercet Value Query on
PIDy,.

Probability analysis: If Advll is successful, the equation S™*-

G = (r* —e*)+e* - PK holds true, where e* = H;y (m*||z3),
x5 = T* -G, and T™ is the timestamp used in the forged
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signature. Since pky, = U = D} + X[ +u- R* - G, we can

N N N *
compute D = ijl D;, X = ijl X, R = ijl R;.
Utilizing the verification equation:

S* G = (r"—e)-G+e* - (D+X+u-R-G)
eu-G-R = (8" —r"+e*)-G—e"-(D+X)
e u-G = ((S*—r"+e)-G—e*-(D+X)) -R7!

w o= (5= —e e L e B

Where u is the solution of the ECDLP instance U = u-G. The
probability that B succeeds in solving the ECDLP problem
isw > ¢e- (1 —1/n)%=*4 . (1/N) - (1 — gsp/N). The
probability that AdvII solves ECDLP is represented by the
joint event probability: Pr[Eve; A Eves A Eves A Evey] =
Pr[Eve,]-Pr[Eves]-Pr[Eves]-Pr[Eve,]. Clearly, Pr[Eve;] > ¢,
where € is the probability that AdvIl succeeds in forging;
Pr[Eves] > (1 — 1/n)% %% where n is the prime order of
the field group, g, is the maximum number of sign queries,
qm, is the maximum number of H; queries; Pr[Eves] > 1/N,
where IV is the total number of signatures to be aggregated;
Pr[Eve4] > (1 — qsy/N), where ¢, is the maximum number
of secret value queries. Nevertheless, it is intractable for the
ECDLP problem to be solved in polynomial time. Therefore,
our proposed scheme is EUF-CMA secure against type II
adversary AdvIl in the ROM.

In summary, the messages in our scheme cannot be forged
during transmission.

C. Security Discussion

In this section, we will demonstrate that the proposed
scheme meets the following security requirements.

1) Anonymity: KGC is responsible for generating a
pseudonym (PIDy;,) for the vehicle, which is composed
of (AIDv,, 8;), where AIDy, is computed from the real
identity Dy, of the vehicle and the secret value o of
KGC through the hash function Hs, and j3; is used to ver-
ify whether the pseudonym was generated by KGC and
has not been tampered with. Specifically, the formulae are
AIDVL. = IDVL.@HQ (Tu Oé) and ﬁi = Hl (AIDl)Oé From
this, it can be seen that the anonymity of vehicle depends
on their real identity /Dy, and the master key « held by
KGC. Therefore, only the vehicle itself and KGC can
know the true identity of the vehicle, which ensures the
anonymity of the vehicle and prevents identity leakage.

2) Traceability: If a malicious user disguises themselves as a
regular vehicle to carry out illegal operations and causes
a traffic accident, TA can restore their real identity by
using his or her pseudonym.

3) Message authentication: In our scheme, after a message
from one entity is accepted by another entity, the message
is validated to ensure the integrity of the message. More-
over, according to the security analysis in the previous
section, no adversary can generate a valid signature
in polynomial time. Therefore, our scheme meets this
security requirement.

4) Collusion resistance: As long as there is an honest vehi-
cle, multiple malicious vehicles cannot collude to forge a
legitimate signatures. The reason is that in the signature
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generation phase, the signer needs to generate a zero-
knowledge proof W{,j = (B(/J , W{/] ) for signature, and
the forged w{,j by the malicious vehicle cannot make
the aggregated verification equation Zjvzl Wy -G =
Z;.\f:l By, + Z;V=1 ¢y, - Ky, hold. Consequently, our
scheme achieves collusion resistance.

5) Replay attack resistance: In the signature generation
phase, our scheme obtains the current timestamp 7T; to
compute the signature mask. After the receiver receives
the message and the signature, the receiver lifts the
signature mask and verifies the legitimacy of the signature
by the timestamp 7;. This makes it resistant to replay
attacks.

6) Identifiable abort: In the signature generation phase,
when participants sign the message, they perform a
zero-knowledge proof on the interacted information to
ensure that the information is correctly calculated. After
receiving the signature, the recipient verifies the proof. If
the verification fails, the signature will be aborted and the
error will be located. This achieves an identifiable abort.

VI. PERFORMANCE COMPARISON

In this section, we compare our proposed scheme with
state-of-the-art schemes in terms of security features, com-
putational cost and communication overhead. We implement
the proposed scheme on a personal computer (with 15-9300H
2.40GHz core, 16 GB RAM, Windows 10 operating sys-
tem) using the SM2 elliptic curve, which enables 256-bit
security. After several tests, the various operation times are
averaged and the results are shown in Table III. Considering
the relatively small execution times of scalar addition, scalar
multiplication and hash functions reflected in the metrics T}qq
and T)),.1, we ignore these times in the overall performance
evaluation.

A. Comparison of Security Features

The comparison results of security features are listed in
Table IV. Security features mainly include message unforge-
ability, anonymity, traceability, message authentication (MA),
collusion resistance (CR), the ability to resist Advl, the
ability to resist AdvII, resistance to replay attack (RRA) and
identifiable abort (IA). Here, ‘y/’ indicates that the scheme
satisfies the corresponding security features, and ‘X’ indicates
that the scheme does not satisfy the corresponding security
features. According to Table IV, in contrast to the above
schemes [32], [33], our scheme can satisfy all the security
features.

B. Comparison of Computational Cost

In this section, we compare the computational cost of our
scheme with existing elliptic curve-based schemes [32] and
[33]. Among them, scheme [32] uses the Ed25519 elliptic
curve, which has 128-bit security. Scheme [33] uses the
standard SM2 elliptic curve with 256-bit security. Table V
illustrates the theoretical analysis results of computational cost.
Based on the results in Table V, we plot the computational
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TABLE III
NOTATION, DESCRIPTION AND OPERATION TIME
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Notation Descripition operation time
Tsn2pmul Point multiplication operation time on SM2 elliptic curve 6.980 ms
Tsnr2padd Point addition operation time on SM2 elliptic curve 0.999 ms
Trd25519pmui  Point multiplication operation time on Ed25519 elliptic curve ~ 58.856 ms
TEd25519padd Point addition operation time on Ed25519 elliptic curve 1.000 ms

TABLE IV
COMPARISON OF SECURITY FEATURES

Schemes Message unforgeability =~ Anonymity  Traceability @ MA  CR  Resist Advl  Resist Advil RRA A
Feng et als [32] v X X N v X VAR
Xiao et al.s [33] Vv X Vv Vv Vv Vv X v v

Our Scheme vV v v v Vv Vv v v v
TABLE V

COMPARISON OF COMPUTATIONAL COST

Schemes Signature Generation Cost (ms)

Single Signature Verification Cost (ms)

Aggregate Verification (ms)

Feng et al.s [32]
Xiao et al.s [33]
Our Scheme

1 TEg25519pmul + 3TE425519padd = 650.416
2TS]Wmeul =~ 13.960

5Ts m2pmul + Tsm2padd = 35.899

2T'Ra25519pmul + TEd25519padd ~ 114.712
2Ts m2pmut + TsMm2padd = 14.960
3Tsm2pmut + TsM2padd & 21.940

2T'Ea25519pmul + TE425519padd
2nTs m2pmut + NS M2padd
3TS]V[2pmul + TSM2chdd

TABLE VI
COMPARISON OF COMMUNICATION OVERHEAD

n signature transmit (bytes, n=10)

Schemes Single signature transmit (bytes)
Feng et al.s [32] 2[E] = 64
Xiao et al.s [33] 2|E| = 64

Our Scheme 4|E| + | T3] = 132

Zn[E[ = 640
n(|E| + n[E|) = 3520
4n[E| + n|T}| = 1320

costs of signature generation and individual signature verifi-
cation, as shown in Fig. 3, as well as the computational costs
of aggregate verification, as shown in Fig. 4.

As shown in Fig. 3, our scheme is not optimal in terms of the
computational costs for generating and verifying an individual
signature. However, Fig. 4 illustrates that as the number of
vehicles involved in the signature increases, our scheme’s
aggregate verification cost remains nearly unchanged and is
the lowest among all compared schemesparticularly when
the number of participating vehicles exceeds 2. Specifically,
when n = 16, our scheme’s aggregate verification cost is
approximately 22 ms, compared to around 115 ms for scheme
[32] and over 238 ms for scheme [33].

W sig.

M ver.

600+

500

400+

3004

200

100 4

Computional Cost (ms)

0 PR .

[32] [33] Oures

Schems

Fig. 3. Computational cost of signature and verification

——[32]
204 i [33]
Ours i

150 e

1004

Aggregation Verification cost(ms)

2 4 6 8 10 12 14 16

Number of Vehicles

Fig. 4. Computational cost of aggregate verification

C. Comparison of Communication Overhead

In this section, we analyze and compare the communication
overhead of our scheme with that of the above schemes.
Whether in SM2 elliptic curve or Ed25519 elliptic curve,
the length of a scalar is usually |E|= 32 bytes, and it is
assumed that the length of a timestamp is |T;| = 4 bytes.
For convenience, we only consider the length of scalars and
timestamps in the sent message. For example, in our scheme,
the signed message sent by a vehicle to TA is (PIDy,,o,m),
where PIDvy, = {AIDy,, 3;,T;}. Therefore, the length of a
message sent from a vehicle to TA is 4|E| + |T;| = 132 bytes,
and the length of message sent simultaneously by multiple
vehicles to TA is 4n|E| + n|T;| = 1320 bytes, where n = 10.
Similarly, we calculate the communication overhead of other
schemes [32] and [33], and list them in Table VI. To see the
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TABLE VII
SIMULATION PARAMETERS

Parameter

Value

Simulation area

Wireless communication protocol

Simulation duration
Vehicle generation interval

Maximum transmission power

Transmission range
Data transfer rate
Data transfer interval

2500250050 (m)
IEEE 802.11p
300 (s)

1 (s)

25 (mW)

1500 (m)

3 (Mbps)

1(s)

B Single sig. transmit @ n sig. transmit

3520

10)

3500

3000
2500+
2000+ I

1500+ ”

1000+ 640
\‘

3007 64 1 64 I
0

132] [33] Ours

Communication overhead(bytes,n-

Schemes

Fig. 5. Communication overhead of signature transmit

comparison differences more clearly, we draw the communica-
tion overhead of the signature transmission diagram according
to the results in Table VI, as shown in Fig. 5. As can be
seen from Fig. 5, the single signature transmission cost of our
proposed scheme is 132 bytes, which is 68 bytes more than
that of other schemes. These 68 bytes are the length of the
pseudonym, used by TA to trace the source after discovering
incorrect signatures, ensuring anonymity, unlinkability, and
signature traceability, which can greatly improve the security
of the system. The overhead of multi-signature transmission
is 1320 bytes (n = 10), which is 206.25% of that of scheme
[32] and 37.5% of that of scheme [33]. It adds anonymity,
unlinkability, and signature traceability are in terms of security.
Compared with the above schemes, although our scheme
does not have the lowest communication overhead, it has a
great improvement in security. Therefore, our scheme is more
suitable for application in VANETS.

D. Simulation

To further evaluate the efficiency of the proposed scheme,
we established an experimental environment using Veins 5.2,
SUMO 1.11.0, and OMNeT++ 5.7 to simulate communication
overhead, as shown in Fig. 6. In addition, some simulation
parameters are detailed in Table VII. Among these parameters,
“simulation area” defines the 3D spatial extent governing
vehicle nodes potential communication range. We configured
a 300-second ‘“‘simulation duration” to fully capture target
traffic eventsincluding vehicle interactions and communication
processes. With zero initial vehicles, both “vehicle generation
interval” and “data transfer interval” were set to 1 second at

=

Fig. 6. The simulation result

a “data transfer rate” of 3 Mbps, ensuring sufficient data for
analysis. “Transmission range” was set to 1500 meters and
“maximum transmission power” of 25 mW guaranteed near-
complete message reception at the RSU. The IEEE 802.11p
protocol is used for V2X communications, and we modeled
only vehicle-to-single-RSU wireless links for simplicity.

Figs. 7 and 8 show that both the total number of uploaded
packets and the associated communication overhead increase
nearly linearly with vehicle density. On average, each vehicle
uploads about 5 packets (approximately 0.535 KB) to RSU.
To assess transmission reliability, we measured the packet
loss rate by comparing packets sent by vehicles against those
successfully received at RSU. As shown in Figs. 9, packet
loss remains low in our realistic simulations, ranging from
0.154% to 0.573%. These results demonstrate that the pro-
posed scheme delivers efficient communication performance
while maintaining packet delivery reliability at acceptable
levels for VANET applications.

E. Limitations and Future Work

Although the proposed scheme has the advantages men-
tioned above, it still needs to consider the following issues:
1) the multi-round interaction of zero-knowledge proofs leads
to high communication overhead; 2) aggregate signatures lack
fault tolerance, which means that a single malicious node may
paralyze the entire verification process; 3) the scheme only
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Fig. 8. The communication overhead of the simulation

supports multiple signers signing the same message, which
limits its practical applications.

In the future, we will consider combining lightweight inter-
action methods, asynchronous aggregation mechanisms, and
Byzantine fault-tolerance algorithms to improve the efficiency
and fault tolerance of the scheme. In addition, it is necessary to
consider enabling multiple signers to sign different messages
with aggregated verification, in order to meet the requirements
of message intensive and resource limited VANETS scenarios.

VII. CONCLUSION

For the purpose of swiftly identifying malicious vehicles
in VANETs, this paper proposes an efficient, identifiable and
abortable multi-party signature scheme for VANETS. First,
a secure and efficient multi-party SM2 signature protocol
was designed, which resists internal and external attacks
and meets diverse security requirements of VANETSs. Next,
zero-knowledge proofs were employed to authenticate shared
parameters generated during signing, ensuring computational
correctness. Additionally, a rapid bisection method was de-
vised to locate invalid proofs, enabling identifiable verification.
Finally, under the ECDLP assumption, comprehensive security
analysis in the ROM and formal security validation were con-
ducted. Experimental results demonstrated that the proposed
scheme achieves lower computational and communication
costs compared to existing schemes, with enhanced security
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Fig. 9. The packet loss rate of the simulation

and efficiency, making it suitable for VANETSs environments
with numerous nodes.
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