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Abstract

Dynamic malicious software detection aims to assess whether executable pro-
grams exhibit malicious behavior by thoroughly studying and analyzing their
dynamic features. However, many current methodologies insufficiently ex-
plore the semantic features of API sequences and instead rely more on min-
ing parameter information during API call processes to enhance detection
performance. This leads to issues such as excessive dependence on prior
knowledge, larger model parameter sizes, and higher computational complex-
ities. To that end, this paper proposes an enhanced semantic API sequence
feature dynamic malware detection scheme that integrates the RoBERTa
pre-training model and gating mechanism. This scheme solely leverages API
call sequences that can comprehensively capture the contextual semantic in-
formation implicitly embedded during executable file execution. Meanwhile,
dynamically adjusting the weights of various modal features within the model
enhances sensitivity to different malicious software samples. By fusing mul-
tidimensional features, our approach comprehensively captures both the se-
mantic and global characteristics of API sequences, enabling the model to
adapt more flexibly to malware variants and thereby improving detection

∗Corresponding author
Email addresses: chenzhiguo@nuist.edu.cn (Zhiguo Chen),

zhoulei@nuist.edu.cn (Lei Zhou), qingcheng_liu@nuist.edu.cn (Qingcheng Liu),
weizhi.meng@ieee.org (Weizhi Meng), cryptjweng@gmail.com (Jian Weng)



accuracy and robustness. Extensive experiments on four publicly available
datasets demonstrate that the proposed method consistently achieves higher
detection accuracy and strong generalization across different datasets and
task types, including both binary and multi-class classification, thereby val-
idating its effectiveness and practical applicability in dynamic malware de-
tection.
Keywords: Malware Detection, Dynamic Analysis, API Call Sequence,
Pre-trained Models.

1. Introduction

With the rapid proliferation of computers and networks, the number and
variety of malicious software are continuously increasing. Each day, newly
emerging zero-day malware poses a substantial threat to users’ property, per-
sonal information, and device security. According to the latest data from AV-
TEST [1], in 2023 alone, 104,857,417 new malicious software samples were
recorded, with the weekly count reaching the magnitude of millions. There-
fore, the timely detection of malicious software and its emerging variants is
crucial for maintaining system and network security [2].

Researchers have proposed various static and dynamic analysis methods
[3] to detect the exponentially growing malicious software. Static analysis,
which does not require executing the malicious software, involves studying
the source code or binary files [4] to extract static features such as strings,
function calls, and API calls for analysis. It can avoid the risk of infecting
terminals by running malicious software and consumes fewer resources. How-
ever, malware developers employ various obfuscation techniques such as code
encryption, program instruction reordering, and dead code insertion to evade
malware analysis [5],[6],[7]. These techniques require static analysis methods
to spend more time parsing executable file structures, thereby reducing the
efficiency and accuracy of the analysis. Additionally, static analysis typically
relies on known features or signatures, which limits its effectiveness against
unknown or novel malicious software. To overcome these limitations, dy-
namic analysis involves loading executable programs into main memory to
monitor their actual runtime behavior. Through analysis of their behavior,
it has the capability to detect zero-day malicious software [8], [9].

On the other hand, dynamic analysis monitors behaviors such as reg-
istry key changes, URL accesses, and API calls during the execution of exe-
cutable programs, and analyzes their behavioral patterns. Previous studies
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have shown that malware families often exhibit identical or highly similar
behaviors [10]. For instance, trojans like Zeus frequently invoke APIs such
as InternetOpen and HttpSendRequest to communicate with remote servers
and use RegCreateKeyEx and RegSetValueEx to modify the registry for per-
sistence. In contrast, ransomware like WannaCry commonly calls APIs such
as CreateFile and WriteFile to encrypt files and establish communication
with command-and-control servers via socket and connect to transmit ran-
som demands.

Therefore, analyzing and studying runtime API call sequences to uncover
executable behavior patterns has become a focal point of research in the field
of dynamic malware identification and detection. Zhang et al. [11] employed
Gated-CNNs to transform API and their parameters, constructing a classi-
fication system with an LSTM network model. Building upon Zhang et al.’s
[11] methodology, Li et al. [12] applied embedding and convolutional layers
to extract API sequences and their intrinsic features. Then, they further
utilized a Bi-LSTM module to explore the relationship information among
multidimensional features. Chen et al. [10] utilized clustering to label APIs
based on API parameters and employed TextCNN to explore the contextual
associations of API call sequences. Li et al. [13] constructed API invoca-
tion graphs and applied graph neural networks (GNNs) to classify malicious
software based on the analysis of API call sequences and parameters. Cui et
al. [14] designed temporal process graphs (TPGs) and temporal API graphs
(TAGs) to simulate inter-process and intra-process behaviors based on API
and inter-process call relationships. Subsequently, they constructed a clas-
sification system based on behavioral graphs. Thus, methods that extract
behavioral patterns by analyzing API call sequences have been proven effec-
tive in detecting and classifying malicious software [11], [12], [10], [13], [14].
However, many existing methods rely on parameter information during API
calls to build detection and classification systems, resulting in several issues:
(1) overreliance on prior knowledge, (2) large model parameter volumes, (3)
high computational complexity, (4) an inability to fully capture complex se-
mantics due to ignoring the dynamic order of API calls in context.

Motivations. To address the issues of insufficient semantic mining of
API sequences in existing research and the high complexity of API call pa-
rameters, which make malware identification and detection difficult to imple-
ment in practice, this paper proposes a malware detection and classification
scheme based on a pre-trained model and enhanced semantic API sequence
features. This scheme dynamically adjusts the feature weights between se-
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mantics of API sequences and global dimensions via a gating mechanism,
aiming to deeply mine multidimensional features that can enhance the effi-
ciency of detecting malicious behaviors in executable programs.

Currently, BERT [15], RoBERTa [16] and other large pre-trained lan-
guage models (PLMs) based on Transformer have demonstrated favorable
performance in tasks such as relation classification [17] and sentiment anal-
ysis [18] in natural language processing, as well as in fields like computer
vision [19]. The multi-head self-attention mechanism of Transformer allows
each word to attend to all preceding words or every word except the target,
enabling the model to efficiently capture long-range dependencies without
the expensive recurrent computations found in LSTMs [20]. As the poten-
tial features in API calls also describe behaviors or events in a sequential
logical relationship, Xu et al. [21] and Demirkıran et al. [22] have success-
fully applied the BERT model to malware detection and classification tasks
to extract semantic features from API sequences. Although Transformer-
based models can consider the contextual information of each position in the
input sequence simultaneously, the aforementioned studies still have some
limitations: (1) They only perform simple fine-tuning on pre-trained models
without deeply exploring the structural information of different malware API
call sequences, which may limit the generalization ability of the approach;
(2) They use the natural language vocabulary in pre-trained models to seg-
ment API names, which may lead to unexpected splits of critical API names
(e.g., "NtCreateFile" being segmented into ["Nt", "Create", "File"]), thereby
compromising the integrity of API call information and negatively impacting
model performance.

Contributions. To mitigate the fragmentation of API sequences caused
by directly transferring PLMs to the field of malware detection, this paper
constructs an API call dictionary and utilizes the RoBERTa model for the
first time to process API sequences as a whole, capturing the dynamic behav-
ior of the entire executable. Furthermore, to compensate for the information
loss due to not utilizing API call parameters, this paper employs a gating
mechanism in conjunction with the global information of API sequences to
construct enhanced semantic API sequence features, thereby improving the
scheme’s capability for malware detection and classification.

• We propose a method that utilizes the RoBERTa model to extract
semantic information between API call sequences, thereby enhancing
the model’s ability to capture potential relationships between API calls.
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• We propose a gating mechanism that dynamically adjusts the relative
weights of global features and contextual semantic information in exe-
cutable program API sequences, enabling the construction of enhanced
semantic representations that improve detection sensitivity across di-
verse malware samples.

• Through comprehensive evaluations across multiple datasets and de-
tection scenarios, the results demonstrate that the proposed semantic
modeling and feature regulation mechanisms can effectively adapt to
diverse data distributions, exhibiting strong transferability and general-
ization potential, and are therefore suitable for cross-scenario malware
detection.

In the rest of this paper, we organize it as follows. We start by reviewing
related work in Section 2, providing context for the research status. Our
core contributions are discussed in Section 3, where we detail our proposed
scheme. Section 4.1 evaluates its performance and discusses the limitations
and future directions in this field. Finally, in Section 6, we draw our conclu-
sion.

2. Related Work

Dynamic analysis methods require executing test programs in a simu-
lated environment (e.g., sandbox) to capture process information during pro-
gram execution and determine whether they exhibit malicious behavior by
analyzing API calls, network communications, and other relevant features.
API calls, in particular, provide crucial information for identifying anomalies
and malicious activities. This section will focus on malware identification
methods based on API calls, which can be broadly categorized into three
main approaches: rule and pattern-based identification methods, machine
learning-based identification methods, and deep learning-based identification
methods.

2.1. Rule and pattern-based identification
Tian et al. [23] identified malicious software by utilizing a hash table to

store the frequency of API strings. Hansen et al. [24] further converted the
API calls and API frequency information of malicious software into feature
vectors, classifying malicious software by computing the entropy of vector
information. Additionally, Amer et al. [25] clustered functions with similar
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API contextual features into the same cluster and utilized Markov chain
algorithms to identify the behavior of API call sequences in dynamic analysis
reports, constructing a malicious software detection system that achieved a
classification accuracy of 99.7%.

Rule or pattern-based methods can effectively capture the structural in-
formation of API sequences in dynamic analysis reports of executable pro-
grams, thereby uncovering potential malicious patterns within programs.
However, this approach relies on specific patterns within API sequences while
disregarding the contextual information of API calls, potentially resulting in
the loss of partial feature information.

2.2. Machine learning-based identification
Traditional machine learning algorithms extract and analyze features

from API call sequences to obtain crucial information, enabling effective anal-
ysis, identification, and detection of program behavior. For instance, Singh
et al. [26] employed the Shannon entropy of printable strings (PSI) and
API calls, alongside registry modifications extracted from dynamic reports,
as input features. They subsequently applied machine learning algorithms,
including AdaBoost and Gradient Boosting (GB), for malware detection.
Rabadi et al. [27] transformed API sequences and their parameters into
hash representations, achieving classification accuracies of 99.2% and 99.4%
using the XGBoost classification algorithm. Ndibanje et al. [28] calculated
the similarity between API sequences and APIs in the Microsoft Developer
Network (MSDN), employing the k-nearest neighbors (KNN) algorithm to
identify and classify malicious software behavior. Zhang et al. [29] con-
structed a call relationship graph using API and parameter information from
dynamic execution reports and built a malware classification system using
clustering algorithms. Cui et al.[14] designed temporal process graphs (TPG)
and temporal API graphs (TAG) to simulate inter-process and intra-process
behaviors, proposing a heuristic random walk algorithm to explore represen-
tative malicious API call paths in the graph. Based on this, a classification
scheme built using machine learning algorithms such as KNN achieved a
classification accuracy of 99.23%.

Feature-based machine learning methods offer several advantages in mal-
ware detection, including high computational efficiency, interpretable models,
and controllable features, which facilitate effective analysis and interpretation
of malicious behavior. By extracting and selecting features from malicious
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software, these methods can effectively identify patterns of malicious behav-
ior. However, these approaches have drawbacks such as reliance on manually
designed features, limited generalization capability, and high demand for do-
main expertise, which constrain their effectiveness and reliability when faced
with complex malware and unknown malicious behavior patterns.

2.3. Deep learning-based identification
The malware detection methods based on deep learning offer advantages

such as automatic feature learning, handling complex nonlinear relationships
and large-scale data, and strong generalization capability. This approach en-
ables better capturing patterns and relationships within data, thus effectively
handling unknown malware samples and their variants. Zhang et al. [11] em-
ployed feature hashing techniques to encode APIs and their parameters, con-
structing a detection network using Gated Convolutional Neural Networks
(Gated-CNNs) and Bidirectional Long Short-Term Memory networks (Bi-
LSTMs) to identify malware. Xiaofeng et al. [30] utilized a Bidirectional
Residual LSTM model and their proposed AMHARA algorithm to analyze
the invocation information of APIs and their parameters, for constructing
a malware classification system. Chen et al. [10] performed preliminary
clustering analysis on APIs based on their parameters, and then employed
the labeled API sequences obtained from clustering in conjunction with deep
models for malware detection, achieving a detection accuracy of 98.52%. Li
et al. [13] constructed API call relationships based on APIs and their param-
eters, implementing malware detection and classification tasks using graph
neural networks.

The deep learning-based malware identification methods can flexibly ex-
plore the API and its parameter information from dynamic analysis reports,
effectively capturing their intrinsic structure and patterns. However, these
methods may face challenges such as complex feature processing, large model
parameter sizes, and high computational complexity when detecting and clas-
sifying malware by exploring APIs and their invocation information. Mean-
while, Bi-LSTM encounters challenges in effectively memorizing and utilizing
long-range dependencies as the length of the API sequence increases. The
convolution operation of Text-CNN on local windows to extract API sequence
features may result in the model struggling to capture comprehensive global
semantic information. The local information propagation mechanism of GNN
restricts the model’s understanding of the overall structure of lengthy API
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sequences. Hence, the aforementioned methods face difficulties in deeply ex-
ploring the global semantic information and underlying patterns of malicious
behavior within lengthy API sequences.

Pre-trained models undergo pre-training on large-scale datasets, enabling
them to understand the semantic rules within sequences comprehensively.
Additionally, the model’s self-attention mechanism dynamically captures se-
mantic correlations at different positions within long sequences, thereby fa-
cilitating in-depth exploration of the global semantic information within the
sequences. Similarly, the API call sequences in dynamic behaviors are also
described with temporal structures, employing pre-training methods enables
further exploration of potential global semantic information and behavioral
patterns within API sequences without using API call parameters. For in-
stance, Xu et al. [21] proposed the Malbert approach, utilizing the pre-
trained model BERT for malware detection, achieving a detection accuracy
of 99.9% on both the Ki and Catak datasets. Additionally, Demirkıran et al.
[22] applied the pre-trained models BERT and CANINE for malware classi-
fication, demonstrating excellent performance in the classification of highly
imbalanced malware families. The malicious software identification method
based on BERT can capture the semantic correlations and contextual infor-
mation between API calls. However, in the field of malware detection, BERT
has the following issues: (1) Consecutive API call sequences often lack clear
sentence boundaries. Using the Next Sentence Prediction (NSP) task may
result in unnatural segmentation, thereby disrupting the continuity of over-
all semantic information. (2) The static masking mechanism limits the deep
exploration of global semantics in long sequences.

This paper employs the RoBERTa model to extract semantic features
from raw API sequences. RoBERTa, in contrast to BERT, eliminates the
next sentence prediction task during pre-training, allowing it to process the
API call sequence of a single malicious software as a whole, thereby avoiding
the information loss and computational efficiency reduction issues associ-
ated with splitting API call sequences into multiple sentences. Additionally,
RoBERTa employs dynamic masking, which aids the model in better under-
standing context, thereby more accurately capturing the semantic informa-
tion in API sequences. Furthermore, to further capture API dependencies,
we propose a gating mechanism to dynamically adjust the input weights of
semantic and global features in the detection model, thereby forming seman-
tically enhanced API sequence features to reduce the complexity of feature
processing and model parameter volume, further enhancing the scheme’s abil-
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Figure 1: The framework of the proposed malware detection system consists of three
main components: behavior information collection, multidimensional feature extraction
and fusion, and model construction.

ity to generalize detection of new and variant malware.

3. Methodology

3.1. Overview
The framework of the malware detection system proposed in this paper

is illustrated in Fig. 1, consisting primarily of three components: behavior
information collection, multidimensional feature extraction and fusion, and
model construction. Behavior Information Collection: The behavior infor-
mation collection module obtains dynamic behavior reports containing API
sequences and their parameters by uploading executable files to a sandbox.
Multidimensional Feature Extraction and Fusion: The multidimensional fea-
ture extraction module extracts semantic and global features from dynamic
reports. The feature fusion module generates multidimensional fusion fea-
tures of API calls’ context semantics and global information through a gating
mechanism, enhancing the semantic information of API sequence features.
Model Construction: The model construction module adopts a multi-head
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attention mechanism to build a detection model based on enhanced semantic
API sequence features, thereby improving the overall detection performance
of the proposed solution.

3.2. Behavior Information Collection and Preprocessing
Dynamic behavior reports are generated by executing the program under

analysis within a controlled sandbox environment, where system-level behav-
iors produced during execution are monitored and recorded. Among these
behaviors, API call sequences directly reflect the interactions between the
program and the operating system, as well as the underlying logic of func-
tional implementation. However, raw dynamic behavior reports typically
contain substantial redundancy and noise, such as consecutively repeated
API calls caused by loop structures or state polling mechanisms. Such re-
dundant behaviors not only increase sequence length but may also obscure
critical behavior patterns, thereby degrading the model’s ability to effectively
capture and represent malicious behaviors.

Therefore, we preprocess the dynamic behavior reports using Algorithm
3.1 to remove redundant information and effectively extract API sequence
features. The algorithm extracts API sequences from dynamic reports and
eliminates consecutive duplicate API calls to ensure both the compactness of
the sequence and the accuracy of the extracted information. For instance, the
sequence {a, a, a, b, c, c, d, a, . . .} is transformed into {a, b, c, d, a, . . .}.
During this process, we use whitespace as a delimiter between each API and
standardize the sequence length to a maximum of 512 tokens for RoBERTa,
thereby maximizing the retention of sequence information. Additionally, con-
sidering that the tokenization of API sequences by the RoBERTa model may
compromise the integrity of the call sequence, and the relatively low number
of actual API calls in dynamic analysis reports may lead to model overfit-
ting, we construct a dictionary using publicly available APIs1 from Cuckoo,
Microsoft’s publicly available Windows system APIs 2, and APIs contained
in the training set to convert API sequences into vector representations.

3.3. Multidimensional feature extraction and fusion
The objective of the multidimensional feature extraction and fusion mod-

ule is to dynamically generate multidimensional fusion features based on

1https://github.com/cuckoosandbox/cuckoo/wiki
2https://learn.microsoft.com/windows-hardware/drivers/ddi/_kernel
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Algorithm 3.1: ExtractAPISequence
Input : Dynamic behavior reports
Output: Formatted API sequence S
Initialization:
len ← fixed length; prev ← empty; dict ← API dictionary;
foreach line in file do

API ← extract(line);
API ← lowercase(API);
if API ∈ dict and API ̸= prev then

append dict[API] to S separated by space;
end
prev ← API;

end
if |S| > len then

S ← S[1 : len];
end
else if |S| < len then

pad S to length len;
end
prepend [cls] to S; append [sep] to S;
return S;

contextual semantics and global information, thereby enhancing the seman-
tic information of the API sequences obtained from the behavior information
collection module through the gating mechanism. The semantic feature gen-
eration module utilizes the RoBERTa model to explore and describe the
contextual semantic information, accurately describing the semantic correla-
tions between API call sequences. Meanwhile, the global feature generation
module samples and encodes API call frequencies using a variational au-
toencoder to create a universal representation of global API call features.
This representation captures the behavioral patterns of API calls within the
system. The multidimensional weight control module, utilizing the gating
mechanism, effectively adjusts the weights of various modal features to en-
sure their optimal interaction, thereby generating semantically enhanced API
sequence features.
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3.3.1. Semantic feature generation
To address the issue of insufficient semantic feature extraction from API

sequences, we employ the RoBERTa model to extract semantic features from
API call sequences with temporal characteristics and map them to an in-
formation space, as illustrated in Fig. 2. This model treats the API call
sequences of each malicious software as a whole, avoiding the loss of informa-
tion and reducing computational efficiency that can occur when splitting API
call sequences into multiple sentences. This approach aids in enhancing the
performance of the model in malicious software detection and classification.
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Figure 2: The semantic feature generation module based on RoBERTa.

We first standardize the length of the API sequence to the maximum input
length of 512 for RoBERTa, resulting in a sequence s = {LoadLibraryExW,
NtQueryAttributesF ile,NtReadFile, . . . , NtSetV alueKey, . . . , < pad >} .
We use attention mask tokens to mark the padding symbols, reducing com-
putational costs by ensuring the model focuses only on the relevant parts of
the sequence. Subsequently, we train the API sequences using the dynamic
masking mechanism outlined in Eq. 1 to accurately obtain the semantic
feature mapping graph C = {TAPI1, TAPI2, TAPI3, . . . , TAPIm, . . . , TAPIn}.

C = RoBERTa(s) (1)

Next, the semantic feature graph C is mapped to the information space
through dense layers:

Hc = σ(W cC + bc) (2)
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where σ(·) denotes the sigmoid function. Eq. 2 is utilized to map the se-
mantic feature graph C to the representation of semantic features of the API
sequence Hc.

3.3.2. Global feature generation
In this study, we employed a Variational Autoencoder (VAE) to map dis-

crete API statistical vectors into a continuous space, aiming to capture a
global representation of API statistics from dynamic analysis reports of both
malicious and benign software. This approach facilitates the exploration of
malicious behavior patterns in dynamic behavior reports. First, we extract
the global frequency features of API calls from the training set. This in-
volves computing the occurrences of individual APIs in both malicious and
benign programs and then normalizing these occurrences by the total count.
Next, we represent each software’s API call sequences as frequency matri-
ces, which are then input into the VAE for encoding. This step maps the
API frequency features of executable programs into vector representations in
the latent space, facilitating the extraction and analysis of global API call
features.

Let X denote the statistical vectors generated for the API call sequences
of all executable programs in the training set, represented as X = {x(i)}N(i=1),
where x represents the statistical vector of different program API sequences,
with a total count of N . The Variational Autoencoder (VAE) generates the
probability distribution qϕ(z | x(i)) of latent variables z(i) for the input sta-
tistical vector x(i) through the encoder, where ϕ represents the set of encoder
parameters containing all weights and biases learned during the encoding pro-
cess. The goal of the encoding process is to map the API global features x(i)

to the probability distribution qϕ(z | x(i)) in the latent space. Subsequently,
the reparameterization trick is applied to sample the latent variables z(i),
enabling the characterization of global program behaviors at the API-call
level.

The goal of the decoding process is to map the sampled latent variable
values z(i) back to the input space through the decoder for backpropagation,
resulting in the reconstructed probability distribution pθ(x

(i) | z(i)). The loss
function, as shown in Eq. 3, primarily consists of two parts: the expecta-
tion term E measures the generative capability of the model, while the KL
term ensures that the learned latent API representations are close to the
prior distribution.By jointly minimizing the two loss terms, the latent global
API representation z is encouraged to approximate the standard Gaussian
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prior distribution p(z) = N (0, I). This process enables the encoder to gen-
erate latent vectors that effectively capture global API-level features, while
preventing excessive dispersion or degeneration of the latent space.

L
(
θ, ϕ; x(i)

)
= −Eqϕ(z|x(i))

[
log pθ

(
x(i) | z

)]
+KL

(
qϕ

(
z | x(i)

)
∥ p(z)

)
,

(3)

To enable efficient optimization, we employ the reparameterization trick
shown in Eq. (4), which allows the model to better fit the global feature
distribution of API sequences. For the i-th sample, the latent variable z(i) is
formulated as:

z(i) = µ(i) + σ(i) ⊙ ϵ, ϵ ∼ N (0, I), (4)

where µ(i) and σ(i) denote the mean and standard deviation of the latent
distribution output by the encoder, respectively, ⊙ represents element-wise
multiplication, and ϵ is random noise sampled from a standard normal dis-
tribution. Consequently, the approximate posterior distribution modeled by
the encoder can be expressed as:

qϕ
(
z | x(i)

)
= N

(
z;µ(i), σ(i)2I

)
, (5)

where µ denotes the distribution mean, σ represents the standard deviation,
and σ2I is the covariance matrix of the multivariate Gaussian distribution
characterizing the global API features.

Finally, the latent vector representation z of the global information of
executable programs, obtained through the VAE encoder, is projected into an
information space of equal dimensionality as the semantic features, yielding
the vector representation Hz of the global features.

3.3.3. Multidimensional feature weight control
As shown in Fig. 3, we apply the Gate function of the gating mechanism

[31] to fuse the semantic information Hc and the global information Hz in the
design of the multidimensional feature weight control module. This module
dynamically adjusts the feature weights between modalities, leveraging the
global features to obtain enhanced semantic API sequence features Hf .

Hf = Gate (Hc, Hp, Hz, ε) = Relu (Hc) + V alve (Hp, ε)⊙Hz (6)

In Eq. 6, Relu(·) represents the activation function, and ⊙ denotes
element-wise multiplication. Hp is the per-API probability representation
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vector obtained by mapping the semantic feature Hc through a linear layer,
where each dimension corresponds to the discriminative probability of a spe-
cific API call. The V alve function aims to remove API calls from the global
information Hz that have low confidence in classification. Concretely, for
every API a ∈ Hp,

V alve (a, ε) =

{
a, if 0.5− ε ≤ a ≤ 0.5 + ε

0, otherwise,
(7)

where the parameter ε represents the confidence threshold, which is used
to adjust the degree of fusion of the global information Hz. Specifically, if
ε = 0, all global information will be discarded. whereas if ε = 0.5, all global
information will be accepted.

Therefore, this paper utilizes the V alve function in the gating mecha-
nism to dynamically adjust the global feature information. Subsequently,
the Gate function integrates the global and semantic information, resulting
in the multidimensional fused features Hf of the API sequences.

3.4. Model Construction
This paper employs a multi-head attention mechanism to handle the gen-

erated multidimensional fused features Hf , enabling each attention head to
capture contextual relational information of enhanced semantic API sequence
features from different perspectives, thereby enhancing the detection perfor-
mance of the model. As illustrated in Fig. 4, the process begins by generating
the initial queries, keys, and values from the multidimensional fused features
Hf , where Hf = Q = K = V . Next, as depicted in Eq. 8, different feature
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heads {WQ,WK ,W V } are generated through Linear Layer transformations:

multihead =
{{

WQ
0 ,WK

0 ,W V
0

}
,{

WQ
1 ,WK

1 ,W V
1

}
, . . . ,

{
WQ

h ,WK
h ,W V

h

}} (8)

Subsequently, by utilizing Eq. 9, the matrices Q, K, and V are multiplied
with each distinct feature head, resulting in varying attention weights for the
API sequence features:

Qi = QWQ
i , Ki = KWK

i , Vi = VW v
i (9)

Then, the attention results for each head are computed separately using
Equation 10:

Attention = softmax

(
QiK

T
i√

Ki

)
Vi (10)

Thereafter, all attention results from the different heads are concatenated
and multiplied by the weight matrix W0 to obtain the enhanced semantic
feature representation of the API sequence, as defined in Equation 11:

MultiHead (Q,K, V ) = Concat
(
softmax

(
Q0K

T
0√

K0

)
V0,

softmax

(
Q1K

T
1√

K1

)
V1, . . . , softmax

(
QhK

T
h√

Kh

)
Vh

)
W0

(11)

where W0 is the weight matrix used to integrate the outputs of multiple
attention heads to combine the attention results.

Finally, the enhanced semantic API sequence features outputted by the
multi-head attention mechanism are dimensionally reduced through a pool-
ing layer before being fed into a fully connected neural network (FCNN) to
construct the detection model for malicious software.

4. Experiments design and evaluation

4.1. Datasets
We employed the dynamic dataset from Datacon [32] to validate the effec-

tiveness of our proposed approach. Datacon dynamic dataset utilizes sand-
box technology to monitor the behavior of executable programs, providing
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Figure 4: Classification model.

detailed records of file system operations, network communications, and reg-
istry modifications. This dataset includes a total of 49,207 dynamic behavior
reports from malicious samples and 20,000 from benign samples. To ensure
the balance of different types of samples in our experiments and to align
with the dataset partitioning methods used in most existing research, we
utilized two datasets to evaluate the proposed method, as presented in Table
1: TrainDataset, which consists of 20,000 execution traces of Windows PE
files, with 10,000 benign and 10,000 malicious files, and TestDataset, which
has a similar structure but with slight differences in the number of tracked
APIs, containing 94 APIs in TrainDataset and 98 APIs in TestDataset.

To assess the generalization capability of our proposed approach, we also
employed the publicly available datasets used in the study by Amer et al.
[25]: Ki [33] and Catak [34] datasets. Unlike the Datacon dataset, which
uses a self-developed sandbox, the Ki and Catak datasets utilize the publicly
available Cuckoo sandbox, capturing a total of 321 different API calls. The Ki
dataset comprises dynamic API call sequences from 23,146 malicious samples
and 21,116 benign samples, while the Catak dataset contains dynamic API
call sequences from 7,107 malicious samples and 169 benign samples.

Furthermore, to evaluate the stability of the proposed method and to
expand its coverage for multi-class detection, this study also incorporates
the AliYun dataset [35], which contains API call sequences for eight types
of software: Normal (4978), Ransomware (502), Miner (1196), Distributed
Denial-of-Service (DDoS) (820), Worm (100), Virus (4289), Backdoor (515),
and Trojan (1487).
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Table 1: Datasets Used in the Paper
Dataset Task Type Malware Benign Classes Evaluation Protocol API Types
Datacon

(TrainDataset) Binary 10,000 10,000 2 5-fold CV
(training & validation) 94

Datacon
(TestDataset) Binary 10,000 10,000 2 Testing 98

Ki Binary 23,146 21,116 2 5-fold CV 321
Catak Binary 7,107 169 2 5-fold CV 321
AliYun Multi-class 8,009 4,978 8 5-fold CV 239

4.2. Experimental setup
To validate and evaluate the effectiveness and generalization ability of the

proposed malware detection scheme, a series of experiments were conducted
on multiple datasets. As shown in Table 1, this section employs a five-fold
cross-validation method on the TrainDataset and TestDataset based on the
Datacon [32] dataset for validation and testing. Additionally, the general-
ization capability of the scheme is assessed on the Ki [33] and Catak [34]
datasets. In addition, to further validate the detection performance of this
scheme under imbalanced data distribution, we partition the Datacon [32]
dataset into different distributions with a 7:3 ratio for training and testing.

Furthermore, five-fold cross-validation is conducted on the multi-class
AliYun dataset [35] to evaluate the model’s adaptability and generalization
capability when confronted with long-tail distributions and complex malware
categories.

This paper assesses the detection performance of the system using five
performance metrics commonly utilized by malware researchers: accuracy,
precision, recall, F1 score, and false positive rate (FPR) (see Eqs. 12 - 16).

Accuracy =
TP + TN

TP + TN + FP + FN
(12)

Precision =
TP

TP + FP
(13)

Recall =
TP

TP + FN
(14)

F1 = 2× Precision×Recall

Precision+Recall
(15)

FPR =
FP

FP + TN
(16)
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where TP (True Positives) is the number of malicious software samples
correctly detected, FP (False Positives) is the number of benign executables
predicted as malicious software, FN (False Negatives) is the number of ma-
licious software detected as benign executables, and TN (True Negatives) is
the number of benign samples correctly detected.

4.3. Experiment Results and Analysis
In section 4.3.1, to further investigate the effectiveness of the proposed

approach, we adjust the gate threshold on the Datacon dataset to obtain the
weight between global and semantic features that enhances detection per-
formance. Subsequently, in section 4.3.2, we conduct ablation experiments
based on the Datacon dataset to validate the effectiveness of the proposed se-
mantic feature generation module and multidimensional weight control mod-
ule. Then, in section 4.3.3, we utilize the multi-head attention mechanism
further to address the temporal relationships in feature multidimensional fu-
sion, aiming to ascertain its efficacy in enhancing the performance of the
detection model. Finally, in section 4.3.4, experiments on the Ki and Catak
datasets are conducted to validate the robustness and generalization ability
of the proposed detection scheme.

4.3.1. Impact of Different Valve Thresholds on the Model
To assess the dynamic adjustment capability of the weight control mod-

ule constructed based on the gating mechanism, five-fold cross-validation
was performed on the Datacon validation dataset. By tuning the threshold
ε, we aimed to achieve an optimal weight allocation between global and se-
mantic features that could effectively enhance detection performance. The
results of incorporating the gating mechanism and adjusting the threshold
ε in the BiLSTM, Text-CNN, BERT, and RoBERTa models are shown in
Fig. 5. At ε = 0, the detection model solely relies on semantic information
from API sequences, while at ε = 0.5, the models fully adopt the enhanced
semantic API sequence features generated from both global and semantic
information. Although this increases feature diversity, it also introduces a
substantial amount of redundant information from the global features, lead-
ing to a decrease in detection performance. Notably, at ε = 0.15, the mul-
tidimensional features integrated by RoBERTa with the gating mechanism
effectively extract the global features of the API sequences while eliminating
noise. Moreover, across different base models (BiLSTM, Text-CNN, BERT,
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Figure 5: Effect of the gating mechanism on the model performance with different thresh-
olds ε. (a) BiLSTM with Gate. (b) Text-CNN with Gate. (c) BERT with Gate. (d)
RoBERTa with Gate

and RoBERTa), the model performance exhibits a consistent trend with re-
spect to ε: the performance gradually improves within a small threshold
range and starts to decline once the threshold exceeds a certain value. This
indicates that the gating mechanism is not highly sensitive to the thresh-
old parameter and maintains stable performance within a reasonable range.
Using this approach, a classification accuracy of 99.95% was achieved on
the Datacon TrainDataset, surpassing detection schemes based on BiLSTM,
Text-CNN, and BERT models. These results demonstrate that the enhanced
semantic API sequence features generated through the adjustment of multi-
dimensional features by the gating mechanism can improve the performance
and robustness of the detection model.

4.3.2. Evaluating the Impact of Various Components on Outcomes
This section aims to validate the effectiveness of two proposed modules:

the semantic feature generation module based on RoBERTa and the multidi-
mensional weight control module based on the gating mechanism. Compar-
ative analysis with existing baseline models, including BiLSTM [11], Text-
CNN [10], and BERT [21], will be conducted to verify the effectiveness of
utilizing the RoBERTa model for semantic feature extraction. Furthermore,
to assess the effectiveness of the gating mechanism, we will compare the
detection models employing the gating mechanism with those that do not.

The experimental results in Table 2 indicate that the detection mod-
els constructed using BiLSTM, Text-CNN, BERT, and RoBERTa achieve
accuracies exceeding 84%, demonstrating the effectiveness of mining API
sequences for detecting malware. RoBERTa outperforms BiLSTM and Text-
CNN models with accuracy improvements of 13.87% and 4.37%, respectively,
during training. This suggests that RoBERTa can more accurately capture
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the overall semantics and logical relationships of API sequences, thereby pro-
viding a more comprehensive understanding of executable program behavior.
In contrast, although BiLSTM can capture long-term dependencies in API
sequence data, its bidirectional structure to some extent limits its under-
standing of global information within API sequences. Text-CNN, on the
other hand, processes sequence features at different scales through convolu-
tional operations, enabling it to capture some local patterns in sequences.
However, its understanding of the overall semantics of API sequences in dy-
namic behavioral reports is relatively weak. Compared to the BERT model,
RoBERTa eliminates the next sentence prediction task, thereby avoiding the
issues of information loss and decreased computational efficiency resulting
from sequence segmentation. The model’s dynamic masking approach also
allows for a better understanding of API contextual information, effectively
capturing semantic features within API sequences. As a result, RoBERTa
achieves classification accuracies of 99.92% and 99.72% during the training
and testing phases, respectively.

Comparing the detection performance before and after incorporating the
gating mechanism validates its effectiveness in handling multidimensional fea-
tures of API sequences. During testing, the four sequence feature processing
schemes constructed using the gating mechanism exhibited improvements
in classification accuracy of 3.93%, 1.7%, 0.27%, and 0.18%, respectively,
compared to the schemes without the gating mechanism. Particularly, the
RoBERTa model based on the gating mechanism achieved classification ac-
curacies of 99.95% and 99.90% during training and testing, respectively. This
indicates that the enhanced semantic API sequence features generated using
the gating mechanism can effectively enhance the detection performance of
sequence processing models. Furthermore, by comparing the approach that
directly incorporates frequency-based features with the gating mechanism-
based method, it can be observed that although RoBERTa is able to partially
compensate for model capacity during training, achieving relatively satisfac-
tory performance under five-fold cross-validation, relying solely on frequency
information introduces additional noise when faced with unseen data, par-
ticularly when the test set contains unknown APIs, leading to a decline in
overall model performance. In contrast, by introducing the gating mecha-
nism, the model can selectively filter multi-dimensional features based on
contextual semantic information, effectively suppressing irrelevant or noisy
features and achieving more stable and consistent performance across both
training and test sets.
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Table 2: Performance comparison with baseline models
Method Validation Results on TrainDataset (%) Test Results on TestDataset (%)

Accuracy Precision Recall F1-score Accuracy Precision Recall F1-score
BiLSTM 86.10 80.88 94.55 87.18 84.95 79.20 94.80 86.30

BiLSTM+Gate 89.03 86.25 92.92 89.44 88.88 86.22 92.58 89.27
Text-CNN 95.60 95.75 95.44 95.59 94.77 95.53 93.95 94.73

Text-CNN+Gate 96.63 96.75 96.50 96.62 96.47 96.28 96.67 96.47
BERT 99.83 99.80 99.85 99.83 99.58 99.35 99.80 99.58

BERT+Gate 99.88 99.87 99.89 99.88 99.85 99.85 99.85 99.85
RoBERTa 99.92 99.95 99.90 99.92 99.72 99.60 99.85 99.73

RoBERTa+Frequency 99.85 99.90 99.95 99.95 98.90 98.34 98.45 98.90
RoBERTa+Gate 99.95 99.95 99.95 99.95 99.90 99.91 99.89 99.90
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Figure 6: Overfitting diagnostics for one fold of the 5-fold cross-validation
(RoBERTa+Gate). (a) Training and validation loss curves. (b) Training and test loss
curves.

In addition, the RoBERTa model with a gating mechanism demonstrated
strong stability during training. To systematically evaluate the model’s
training dynamics, we conducted 100 training rounds, performing testing
after each training and validation phase to observe the model’s performance
trends throughout the entire training process. As shown in Fig. 6, the model
achieves a rapid and synchronized decrease of both training and validation
losses within approximately 10 epochs, followed by stable convergence. The
training and testing loss curves exhibit a high degree of consistency, with no
evident overfitting. Combined with the Early Stopping strategy (monitor =
train loss, patience = 5), these results indicate that the gating mechanism
not only enhances the final detection performance but also ensures stable
training and robust generalization capability.
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Figure 7: Performance Comparison with and without Multi-head Attention. (a) Perfor-
mance on Datacon TrainDataset. (b) Performance on Datacon TestDataset.

4.3.3. Effectiveness of the Model Classifier
Due to the enhanced semantic API sequence features generated by inte-

grating semantic and global features with the gating mechanism still main-
taining a temporal structure distribution, relying solely on fully connected
neural networks to process these features might overlook their temporal infor-
mation, potentially leading to model overfitting. Hence, this paper employs a
multi-head attention mechanism to capture associated features from different
perspectives within the enhanced semantic API sequence features, effectively
handling the temporal relationships within the fused features, and thereby
enhancing the model’s ability to detect and generalize malicious software. As
shown in Fig. 7, the detection model constructed using the multi-head atten-
tion mechanism achieved an increase in classification accuracy from 99.95% to
99.97% during training and from 99.90% to 99.93% during testing compared
to the baseline model using fully connected neural networks. Therefore, the
adaptive adjustment of attention weights for each head through the multi-
head attention mechanism can suppress noise within the enhanced semantic
API sequence features, enhance the model’s understanding of semantic and
structural information within sequence features, and effectively improve de-
tection performance.

4.3.4. Performances in the Ki and Catak dataset
We conducted generalization experiments using the datasets proposed

by Ki et al. [33] and Catak F et al. [34] to validate the robustness and
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Table 3: Performances Comparison with current work in the Ki and Catak dataset
Method Validation Results on Ki Dataset (%) Validation Results on Catak Dataset (%)

Accuracy Precision Recall F1-score Accuracy Precision Recall F1-score
Amer et al. [25]](2020) 99.90 99.80 99.90 99.90 98.00 99.40 98.70 98.70

Xu et al. [21](2021) 99.98 100 99.98 99.99 99.82 99.91 99.91 99.91
Proposed Model 100.00 100.00 100.00 100.00 99.96 99.96 100.00 99.98

generalization ability of the proposed approach across different datasets. All
experiments were conducted using five-fold cross-validation to ensure the
reliability and robustness of the results, as presented in Table 3.

Amer et al. [25] constructed a malware detection system by capturing
the global structural information of API call sequences. In contrast to the
aforementioned studies, the method proposed in this paper, which utilizes
a gating mechanism to construct enhanced semantic API sequence features,
enhances the sensitivity of the model to detect different malware samples.
It achieved an increase of 0.1% and 1.96% in detection accuracy on the Ki
dataset and the Catak dataset, respectively. Compared to the method of
only fine-tuning with the Bert model used by Xu et al. [21], our approach,
which employs the RoBERTa model to extract semantic information between
API call sequences, enhances the model’s ability to capture potential rela-
tionships between API calls. It achieved classification accuracies of 100.00%
and 99.96% on the Ki dataset and Catak dataset, respectively. These results
demonstrate the proposed method’s robust generalization and adaptability,
rendering it suitable for various malware detection tasks.

4.4. Comparison with Existing Work
In this section, we conduct a comprehensive comparison and analysis

of our proposed malware detection approach against relevant studies using
the Datacon dataset 4.4.1 4.4.2. By evaluating the technical methodologies,
research perspectives, and experimental outcomes, we highlight the perfor-
mance, advantages, and distinctions of our approach within the field of mal-
ware detection. Additionally, in Section 4.4.3, we further evaluate the adapt-
ability of the proposed approach through experiments on the AliYun dataset
and assess the model’s average detection latency to comprehensively under-
stand its practical performance. Finally, we present a critical discussion on
the limitations of our method and potential areas for improvement in 5.
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4.4.1. Comparison with Current Work in Balanced Distribution
Table 4 presents the results of related studies conducted on the Datacon

dataset, utilizing the same data volume (40K) and data distribution (20K
malicious: 20K benign). Ndibanje et al. [28] utilized the k-nearest neigh-
bor algorithm to identify and classify malware by computing the similarity
between API sequences and MSDN APIs, achieving a classification accuracy
of 85.54% in the testing phase. Yang et al. [36] integrated multiple ma-
chine learning algorithms to process API sequences and their parameters,
constructing a classification system with a detection rate of 99.67% on the
training set. While machine learning-based methods have demonstrated some
effectiveness in malware detection tasks, their reliance on feature engineer-
ing, limited generalization capabilities, and insufficient representation power
for time-series data constrain their reliability and effectiveness when facing
complex malware and unknown malicious behavioral patterns. In contrast
to the machine learning-based detection methods mentioned earlier, the ap-
proach constructed in this paper leverages deep learning techniques, enabling
automatic learning of high-level feature representations from API sequences
without manual intervention in feature design and selection. Moreover, deep
learning methods excel in capturing complex structures and patterns in the
data by learning abstract representations of API sequences. This capability
enhances the performance and generalization capability of the model. The
achieved classification accuracy of 99.93% on the test set validates the effec-
tiveness of our proposed solution and demonstrates its robust generalization
ability to unseen data.

Amer et al. [25] employed the Markov chain algorithm to extract global
structural information from API call sequences for constructing a malware
detection system, achieving a detection accuracy of 88.63% during the train-
ing phase. Additionally, Zhang et al. [11] utilized Gated-CNNs and LSTM
to explore API and its parameter features, achieving classification accuracies
of 97.97% and 91.76% respectively, during the training and testing phases.
Building upon the work of Zhang et al. [11], Li et al. [12] applied convolu-
tional methods and LSTM models to mine API sequences and their intrinsic
features, achieving detection accuracies of 99.71% and 99.67% on the Dat-
acon dataset. In contrast, by employing RoBERTa, we further explore the
potential semantic features within API sequences, enabling a more accurate
grasp of the overall semantic and logical relationships within the sequences
and a more comprehensive understanding of executable program behavior
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Table 4: Performances Comparison with current work in the Datacon dataset
Method Parameters Validation Results on TrainDataset (%) Test Results on TestDataset (%)

Accuracy Precision Recall F1-score Accuracy Precision Recall F1-score
Ndibanje et al. [28](2019) No 96.40 96.56 96.21 96.40 85.54 94.98 75.04 84.84

Yang et al. [36](2019) Yes 99.67 - 99.67 99.67 - - - -
Amer et al. [25](2020) No 88.63 85.27 88.81 86.92 67.11 61.62 90.70 73.38
Zhang et al. [11](2020) Yes 97.97 98.69 97.26 97.97 91.76 97.64 85.59 91.22
Chen et al. [37](2022) Yes 98.09 98.48 97.69 98.08 96.78 96.82 96.78 96.80
Ding et al. [38](2022) Yes 97.82 97.84 97.83 97.82 - - - -
Chen et al. [10](2022) Yes 98.16 98.66 97.66 98.16 98.52 98.63 98.41 98.52
Li et al. [12](2022) No 99.71 99.63 99.78 99.70 99.67 99.64 99.73 99.69
Du et al. [39](2023) Yes 98.21 98.70 98.71 98.21 97.63 97.64 97.63 97.64

Chen et al. [40](2024) Yes 99.50 99.40 99.80 99.60 98.30 97.80 97.00 98.40
Hou et al. [41](2025) Yes 98.59 98.37 98.82 98.78 98.40 98.24 98.55 98.62
Proposed model No 99.97 99.96 99.99 99.97 99.93 99.93 99.93 99.93

patterns. This approach, to some extent, addresses the issues of loss of se-
quence context information in Markov chain methods and the difficulty of
LSTM methods in capturing long-range dependencies and handling complex
semantics.

In recent research, researchers have sought to reveal the underlying be-
havioral patterns of executable programs by analyzing API call sequences
and parameters. In 2022, Chen et al. [37] utilized a weighted approach of
logistic regression to evaluate APIs and their parameters, employing an API
call process graph for malware detection, achieving classification accuracies
of 98.09% and 96.78%, respectively. In the same year, Ding et al. [38]]
analyzed API call relationships between different processes using API pa-
rameters, proposing a detection scheme based on graph convolutional neural
networks that achieved a classification accuracy of 97.82%. Subsequently,
Du et al. [39] employed logistic regression and machine learning methods
to weight and score behaviors in API calls and parameters, constructing a
detection model that achieved classification accuracies of 98.21% and 97.63%
during training and testing phases, respectively. In addition, Hou et al. [41]
constructed a parameter encoder to map different types of parameters into
feature vectors, and further applied a clustering-based discretization to these
parameter features to enhance the expressiveness of API representations,
achieving an accuracy of 98.59% and an F1-score of 98.40%. However, while
malware detection systems constructed using APIs and their parameters of-
fer more refined feature representation capabilities, the complexity of feature
selection and parameter tuning may result in increased time overhead and re-
duced system generality and ability to identify unknown malicious behaviors.
In contrast, our proposed solution focuses on extracting semantic and global
information from API call sequences, simplifying the complexity of feature
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processing, and enhancing system efficiency and generality. Meanwhile, our
approach eliminates reliance on parameters, thereby improving the system’s
adaptability to unknown malicious behavior patterns.

Some researchers employ domain knowledge-based methods for dynamic
malware detection. For example, Chen et al. [10] conducted preliminary
clustering analysis on APIs using domain knowledge such as API operation
permissions and file names in call paths, along with statistical rules. They
further integrated Text-CNN models for malware detection. Chen et al. [40]
utilized threat intelligence from Cyber Threat Intelligence (CTI) to label
the security sensitivity levels of APIs, integrating this information with the
original API sequences into a feature space for detection using deep learning
models. While these approaches prove effective in dynamic malware detec-
tion tasks, relying on domain knowledge for malware detection is subject to
expert experience and subjective understanding, which may not promptly
adapt to changes in malware behavior and could potentially introduce bias
or misjudgment into detection systems. Additionally, acquiring and updating
domain knowledge for large-scale malware detection tasks entails significant
time and cost. In contrast, this paper leverages the RoBERTa model, elim-
inating the need for manual analysis and feature engineering, and enabling
adaptive extraction of semantic information from API sequences to com-
prehensively capture complex semantic relationships between features. Fur-
thermore, the enhanced semantic API sequence features generated through
the gating mechanism enhance the model’s sensitivity to detecting various
malware samples, thereby accommodating different detection requirements
across diverse scenarios.

In summary, this paper employs the gating mechanism to dynamically
adjust the global information extracted by the variational autoencoder to
enhance the semantic information captured between API call sequences by
the RoBERTa model. By constructing a classification model using multi-head
attention mechanisms, high-performance detection of malicious software is
achieved. The classification accuracy of 99.93% and an F1 score of 99.93%
achieved on the Datacon dataset demonstrate the robust performance of the
proposed approach in malware detection tasks, providing valuable insights
and references for related research and applications.

4.4.2. Comparison of Different Data Distributions
To simulate the real-world scenario of malware being hidden among a

large volume of benign software, we evaluated the performance of the pro-
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posed scheme under different data distributions. The experimental results,
as shown in Figure 6, indicate that the accuracy of the scheme remains sta-
ble within the range of 99.93% to 99.97% across various data distributions.
Although there is a slight decrease in the F1 score, it still maintains above
99.60%. Notably, when the ratio of malicious to benign samples decreases to
1K:20K, the F1 score still reaches 99.68%, demonstrating the robustness of
the proposed scheme in handling imbalanced data. Furthermore, when the
ratio of malicious to benign samples is 16K:20K, 12K:20K, and 8K:20K, the
false positive rate remains below 0.03%, further confirming that our scheme
effectively reduces false positives and mitigates the potential threat of mal-
ware to endpoint systems.
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Figure 8: Comparison of F1-score, Accuracy and False Positive Rate (FPR) for Different
Data Distributions.

To evaluate the malware detection performance of the proposed scheme
under different data distributions, we analyzed the model’s true positive rate
(TPR) and false positive rate (FPR) at various decision thresholds through
ROC curve analysis, providing a visual representation of the scheme’s perfor-
mance. We also quantified the area under the ROC curve (AUC) to assess the
detection capability and robustness of the scheme. The experimental results,
as shown in Fig. 9, indicate that the AUC value consistently remains above
99.82, regardless of variations in the ratio of malicious to benign samples.
This demonstrates that the proposed scheme exhibits strong robustness and
detection performance in both balanced and imbalanced data distributions,
as well as in simulated real-world environments.
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Figure 9: ROC Curves and AUC Values on Balanced and Imbalanced Datasets.

4.4.3. Comparison with Current Work in the AliYun dataset
To further evaluate the stability and generalization capability of the pro-

posed method in multi-class scenarios, this section incorporates the AliYun
dataset [35] and reproduces relevant methods using five-fold cross-validation
to ensure comparability of experimental results, as shown in Table 5. Li et
al.[13] constructed semantic representations based on API call sequences us-
ing a CNN+RNN-based framework, achieving 83.84% multi-class accuracy
and 95.39% binary accuracy on the AliYun dataset with relatively fast detec-
tion speed. However, due to the inherent limitations of recurrent structures
in modeling long-range dependencies, the CNN+RNN model still exhibits
bottlenecks in distinguishing highly similar classes and capturing complex
semantic patterns. In contrast, Transformer architectures excel in handling
long-sequence dependencies and modeling global context. Nevertheless, ex-
isting Transformer-based approaches, such as those by Demirkıran et al.[22]
and Trizna et al.[42], still face challenges in paying sufficient attention to key
discriminative features when confronted with multi-class tasks involving high
inter-class similarity and ambiguous behavioral boundaries. To address these
limitations, the proposed method introduces a gating mechanism within the
Transformer framework to construct enhanced semantic representations. By
adaptively modeling the global features of API call sequences, the model
improves its discriminative capability for high-similarity behavior classes.
Overall, under an acceptable detection delay (3617 ms/k), the proposed ap-
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proach achieves superior multi-class accuracy (86.16%) and binary accuracy
(97.73%) compared to baseline methods (Table 5), demonstrating that the
method attains improved detection performance while maintaining efficiency.

Table 5: Performance Comparison with current work on the AliYun dataset
Method Type Validation Results

Multi ACC (%) Binary ACC (%) MTTD (ms/k)
Li et al. [13] (2022) CNN+RNN-based 83.84 95.39 480

Demirkıran et al. [22] (2022) Transformer-based 76.82 93.59 3340
Trizna et al. [42] (2024) Transformer-based 76.24 90.50 3611

Proposed Model Transformer-based 86.16 97.73 3617

To further analyze the model’s performance on high-similarity and rare
classes, the confusion matrices of all methods under the same fold of cross-
validation were compared, as shown in Fig. 10. It should be noted that for
rare classes such as Worm, which contain only a limited number of samples,
all methods face notable difficulties in accurate recognition on the AliYun
dataset. This behavior primarily arises from the severe class imbalance and
the high overlap of behavioral features across different malware families. De-
spite these challenges, the proposed method produces a relatively more con-
centrated overall prediction distribution.
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Figure 10: Comparison of confusion matrices of different methods on the AliYun dataset
under one fold of cross-validation. (a) Li et al. [13] CNN+RNN-based. (b) Demirkıran
et al. [22] Transformer-based. (c) Trizna et al. [42] Transformer-based. (d) Proposed
method.

Furthermore, to verify the robustness of the model under different condi-
tions, perturbation experiments were conducted during testing by introduc-
ing 10% high-frequency benign API insertion noise and 3-gram API segment
noise. The results are shown in Table 6. It can be observed that after
the introduction of noise, the multi-class accuracy and weighted F1-score
only slightly decrease, indicating that the model does not rely on simple
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memorization of API call patterns but can robustly leverage global semantic
features for discrimination. These results further validate the generalization
capability and robustness of the proposed method.

Table 6: Robustness Evaluation under Noisy Conditions on the AliYun Dataset
Method / Perturbation Multi-class Accuracy (%) Weighted F1-score (%)
Insert Noise (10%) 85.44 85.24
3-gram Noise (10%) 85.66 85.63
Proposed model 86.16 85.71

5. Limitations and Discussion

Compared to the aforementioned works, this paper achieves effective mal-
ware detection solely relying on API call sequences, which enhances the gen-
erality of the detection method and addresses the practical application chal-
lenge of malware identification and detection due to the high complexity of
API call parameters. In the future, this method could be extended to An-
droid malware detection tasks. However, there are still some limitations in
this work, which provide ideas for future research directions:

• The proposed method relies on dynamic analysis, requiring the execu-
tion of malware samples within a virtual environment or sandbox for
a certain period in order to capture their behavioral characteristics.
Compared with traditional static detection methods, dynamic analysis
exhibits slower detection speed. Nevertheless, the primary motivation
for adopting dynamic analysis is to enhance the capability to iden-
tify complex malicious behaviors, particularly in the detection of zero-
day attacks, obfuscated samples, and malware variants, addressing the
challenges posed by advanced persistent threats (APTs) to system and
device security.

• The model utilizes API call sequences of up to 512 tokens for seman-
tic modeling, which necessitates the accumulation of sufficient behav-
ioral data before making a prediction. Consequently, certain types of
malware, such as ransomware, may introduce a slight detection delay.
Given these characteristics, the proposed approach is more suitable for
dynamic analysis in cloud-based or local sandbox environments and can
serve as a high-precision behavioral analysis module following static or
rule-based detection. This enables the method to work synergistically
with existing approaches to construct a multi-layered defense system.
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• Although this method has been validated on the publicly available Dat-
acon 2019 dataset [32], the timeliness and representativeness of this
dataset are limited, and it may not be sufficient to address the latest
malware variants. Therefore, we plan to collaborate with security com-
panies to acquire more comprehensive and representative real-world
malware samples, thereby enhancing the model’s adaptability and gen-
eralization ability.

• Although this method demonstrates strong robustness in malware de-
tection tasks, its performance declines when faced with imbalanced
data distributions. Future research will focus on addressing the long-
tail distribution issue of data and further analyzing the feature dif-
ferences between different malware families to achieve more accurate
family classification. Additionally, we plan to introduce active learning
strategies to address the concept drift caused by malware variants.

6. Conclusion

To further enhance the efficiency of malicious software detection, this
paper proposes a Windows dynamic malware detection scheme based on en-
hanced semantic API sequence features. The scheme leveraged the RoBERTa
model to fully extract potential correlations within API sequences, thereby
enhancing the mining capability of contextual semantic information. Addi-
tionally, the gating mechanism was designed to adjust the feature weights
between the global and semantic modalities, thereby augmenting the seman-
tic features of API sequences and improving sensitivity to detecting various
types of malicious software samples. Furthermore, the use of a multi-head
attention mechanism suppresses noise within the enhanced semantic API se-
quences, improving the model’s understanding of semantic and structural
information within the sequence features. The proposed method has been
validated on multiple publicly available malware datasets, demonstrating its
effectiveness and robustness, and it can be extended to multi-classification
tasks, showing good applicability and generalization capability.

Traditional malware detection methods often struggle to completely pre-
vent the potential threats posed by malware to endpoint systems. Conse-
quently, before software deployment, it is common practice to execute and
analyze the software within a sandbox or virtual environment, in conjunction
with implementing multi-layered protection using firewalls. As such, our pro-
posed dynamic detection scheme enables real-time monitoring and analysis
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of software behavior in an isolated environment, ensuring timely and effec-
tive interception and handling before malicious programs can affect endpoint
systems.
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