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A B S T R A C T

Image generation algorithms are increasingly integral to diverse aspects of human society, driven by
their practical applications. However, insufficient oversight in artificial intelligence-generated content
(AIGC) can facilitate the spread of malicious content and increase the risk of unauthorized use. Among
the diverse range of image generation models, the Latent Diffusion Model (LDM) is currently the most
widely used, dominating the majority of the Text-to-Image model market. Currently, most attribution
methods for LDMs rely on directly embedding watermarks into the generated images or their
intermediate noise, a practice that compromises both the quality and the robustness of the generated
content. To address these limitations, we introduce TraceMark-LDM, a novel algorithm that integrates
watermarking to attribute generated images while guaranteeing non-destructive performance. Unlike
current methods, TraceMark-LDM leverages watermarks as guidance to rearrange random variables
sampled from a Gaussian distribution. To mitigate potential deviations caused by inversion errors, the
small-magnitude elements are grouped and strategically rearranged. Additionally, we fine-tune the
LDM encoder to enhance the robustness of the watermark. Experimental results show that images
synthesized using TraceMark-LDM exhibit superior quality and attribution accuracy compared to
state-of-the-art (SOTA) techniques. Notably, TraceMark-LDM demonstrates exceptional robustness
against various common attack methods, consistently outperforming SOTA methods. Our code is
available at https://github.com/luowhDevSpace/TraceMark.

1. Introduction
Text-to-Image generation enables creating images based

on descriptive text prompts (Xu et al., 2018; Qiao et al.,
2019; Song and Ermon, 2019; Song et al., 2021b). This tech-
nology has significantly impacted various fields, such as art,
design, and marketing (Frolov et al., 2021). Currently, the
Latent Diffusion Model (LDM) (Rombach et al., 2022; Fan
et al., 2024) is particularly notable among generative mod-
els due to its efficiency in generating high-quality images.
However, the widespread accessibility of this technology
(Dhariwal and Nichol, 2021; Nichol and Dhariwal, 2021;
Gu et al., 2022; Ho and Salimans, 2022) allows the general
public to generate large volumes of synthetic data, which
may compromise the reliability of images as indispensable
carriers of information (Guo et al., 2023). To mitigate this
concern, it is essential to implement methods for the attribu-
tion of synthesized images.

Watermarking has recently emerged as a promising ap-
proach for achieving this objective (Fernandez et al., 2023;
Wen et al., 2023; Liu et al., 2024; Yuan et al., 2024; Yang
et al., 2024; Li et al., 2024; He et al., 2020; Qin et al.,
2024; Zhong et al., 2020; Fang et al., 2022). In the literature,
numerous watermarking-based algorithms have been devel-
oped to authenticate images synthesized by LDMs. These
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algorithms incorporate the watermark into the generated
image in various ways, with a specific watermark decoder
used to verify the embedded watermark as well as determine
the image’s attribution. Broadly, these methods can be cate-
gorized into three types: post-generation watermarking, in-
generation watermarking, and initial noise sampling water-
marking.

Post-generation watermarking (Cox et al., 2007; Zhang
et al., 2019; Yin et al., 2022; Bui et al., 2022) embeds water-
marks directly into synthesized images. However, when the
embedded payload becomes large (e.g., containing detailed
trademark data and user identity information), increased
payload size can introduce visible artifacts and degrade im-
age quality. In-generation watermarking embeds watermarks
during denoising in the latent space or decoding into the
pixel space. For example, AquaLoRA (Feng et al., 2024)
embeds watermarks during denoising by fine-tuning the
U-Net structure. In addition, some researchers (Fernandez
et al., 2023; Cui et al., 2025; Xiong et al., 2023; Meng
et al., 2025; Rezaei et al., 2024) have processed denoising
latent variables by watermark embedding module or fine-
tuning a pre-trained variant autoencoder (VAE) (Kingma
and Welling, 2014) decoder to embed watermarks. However,
this approach has a higher computational cost.

Both post-generation and in-generation watermarking
methods may compromise output quality, as they disrupt
the proper distribution of the desired output. Furthermore,
they are fragile to diffusion-based regeneration attacks (Zhao
et al., 2024). Embedding the watermark into the initial noise
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overcomes these limitations because direct interference of
the output is avoided. Also, this algorithm maintains com-
patibility with any diffusion model without retraining. How-
ever, current implementations exhibit drawbacks: Tree-Ring
(Wen et al., 2023) embeds a predefined key into the Fourier
transform of the initial latent noise, resulting in a deviation
from a Gaussian distribution and consequently impairing
model performance. Gaussian Shading (Yang et al., 2024)
converts watermark information into the initial latent noise
through distribution-preserving sampling. However, the of-
ficial implementation’s ChaCha20 step is time-consuming,
modestly reducing generation efficiency. Similarly, recent
schemes such as PRCWM (Gunn et al., 2025) and T2SMark
(Yang et al., 2025) fundamentally rely on precise inversion-
based recovery of designated test bits or keys. Under com-
mon distortion conditions, increased DDIM inversion errors
lead to failed test bit/key recovery, ultimately causing the
message-level extraction breakdown.

To address limitations of existing LDM watermarking
methods, we propose TraceMark-LDM, a non-destructive
watermarking scheme. The proposed method encodes wa-
termark bits via a binary-guided rearrangement of Gaussian
samples to construct the watermarked initial noise. The
generative backbone remains unchanged. To maintain po-
sitional randomness, we use a seed-controlled composition
of permutations that restores random element placement.
The design avoids the distribution shift reported for Tree-
Ring and dispenses with the time-consuming procedure in
Gaussian Shading. To counter the increased inversion error
caused by image distortions, we fine-tune the LDM encoder
to align corrupted and clean latents, thereby improving ro-
bustness under diverse perturbations and diffusion-based re-
generation attacks. Fig. 1 illustrates the application scenarios
of TraceMark-LDM. In summary, the contributions of this
paper are as follows:

1. We propose a general watermarking framework for
latent diffusion models (LDMs) that embeds water-
marks by rearranging Gaussian noise samples. This
approach preserves the LDM’s high-quality image
generation while reducing watermark extraction er-
rors.

2. We fine-tune the LDM encoder to better align encoded
latent variables with their original counterparts. This
adjustment reduces inversion errors and substantially
improves the robustness of watermark extraction un-
der various attack scenarios.

3. We conduct extensive experiments across multi-
ple attack types and intensity levels to demonstrate
TraceMark-LDM’s effectiveness and robustness; ab-
lation studies further confirm the efficacy of encoder
fine-tuning.

The remainder of this paper is organized as follows.
Section 2 reviews related works. Section 3 discusses the
motivation behind our method and outlines the proposed ap-
proach. Section 4 details the experimental setup and results.
Finally, the conclusion is given in Section 5.

Fig. 1: Application scenarios for TraceMark-LDM. The service
provider embeds a digital watermark, encoded with user-
specific information, into the generated image. Depending
on requirements, the watermark can facilitate either model
detection (verifying whether an image originates from the
service model) or user attribution (identifying the responsible
user). In cases of malicious tampering or unauthorized use
of protected works, the extracted watermark enables reliable
model verification and user attribution.

2. Related Works
2.1. Diffusion Models

The prototype of diffusion models was introduced by
Sohl-Dickstein et al. (2015), who proposed a deep unsu-
pervised learning algorithm grounded in non-equilibrium
statistical physics. The model generates samples from a
target distribution through a forward and backward Markov
chain, but suffers from high computational cost and limited
sample quality. Ho et al. (2020) advanced this line of work
by proposing the Denoising Diffusion Probabilistic Model
(DDPM), which improves training stability and sample di-
versity via variational inference and a carefully designed
noise schedule. However, DDPM remains computationally
expensive due to its slow sampling process. To address this,
Song et al. (2021a) introduced the Deterministic Denoising
Diffusion Implicit Model (DDIM), which reformulates the
reverse process to allow step skipping, enabling faster gener-
ation of high-quality images. Building upon these advance-
ments, Rombach et al. (2022) proposed the Latent Diffusion
Model (LDM), which performs the diffusion process in a
lower-dimensional latent space using a pre-trained autoen-
coder. This significantly reduces computational cost while
enabling high-resolution image synthesis, leading to notable
improvements in both efficiency and sample quality.

2.2. Deep Learning Watermarking
As a pioneering deep learning-based watermarking

framework, HiDDeN (Zhu et al., 2018) achieves imper-
ceptible watermark embedding through joint training of
encoder and decoder networks, demonstrating strong ro-
bustness against distortions such as blurring, cropping, and
compression. RivaGAN (Zhang et al., 2019) adopts a GAN-
based architecture enhanced with attention mechanisms and
adversarial training to improve resistance to distortion and
compression artifacts. To enhance robustness against JPEG
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compression, MBRS (Jia et al., 2021) proposes an end-to-
end training framework that incorporates randomized real
JPEG compression, simulated JPEG artifacts, and noise-free
layers as adversarial components. This framework further in-
tegrates Squeeze-and-Excitation (SE) modules for improved
feature extraction and dedicated message processors for ef-
ficient information embedding. Meanwhile, CIN (Ma et al.,
2022) combines reversible and non-reversible modules: the
former ensures high concealment capability, while the latter
enhances robustness under strong noise attacks. Zhang et al.
(2024) introduced EditGuard, a proactive framework that
integrates copyright protection with tamper-agnostic local-
ization.

2.3. Watermarking in Generative Models
Detecting and tracing content generated by generative

models can be achieved by covertly embedding digital
watermarks into the generated outputs. For instance, Sta-
ble Diffusion adopts traditional digital image watermarking
techniques (Van Schyndel et al., 1994; Badran et al., 2009;
Mohammed et al., 2014; Qin et al., 2017; Fan et al., 2021;
Luo et al., 2024; Kang et al., 2003; Cox et al., 2007; Zhang
et al., 2019; Fang et al., 2019; Wang et al., 2022; Huan
et al., 2021; Luo et al., 2026), such as DwtDct and DwtD-
ctSvd, which can be directly applied to synthesized images.
In addition, deep learning-based methods have also been
explored for watermarking generated content. Recently, re-
searchers (Xiong et al., 2023) have developed watermarking
techniques tailored for diffusion models to improve robust-
ness. Fernandez et al. (2023) proposed fine-tuning the LDM
decoder and employing a pre-trained extractor to retrieve
watermarks from generated images. However, these methods
embed watermarks by modifying the host image. When
the perturbations are weak, robustness against distortion is
limited; whereas stronger perturbations enhance robustness
but degrade image quality.

To address the common conflict between image quality
and watermark robustness, Meng et al. (2025) designed
Latent Watermark, a unified framework for watermark em-
bedding and detection within the latent space, and proposed
a progressive training strategy. This approach weakens the
direct conflict between robustness and generation quality,
thereby alleviating their contradiction. However, the image
quality still faces challenges when more bits of watermarks
are embedded. Wen et al. (2023) introduced an approach
to enhance resistance to corruptions and perturbations by
embedding a specially designed pattern in the Fourier trans-
form domain of the initial latent noise. Ci et al. (2024)
extended this approach to support multiple keys. However,
these methods corrupt the Gaussian distribution of the initial
noise, limiting the randomness of the sampling process at
the expense of the performance of the original generated
model. To overcome these limitations, Yang et al. (2024)
converts watermark information into the initial noise for the
generative model through steps such as watermark diffusion,
watermark randomization, and distribution-preserving sam-
pling. This approach embeds watermarks without impairing

image quality. Nevertheless, the use of Chacha20 encryp-
tion during the watermark randomization process is time-
consuming, potentially resulting in a decrease in the speed
of generation. PRCWM (Gunn et al., 2025) constructs the
initial noise via a pseudorandom error-correcting code, aim-
ing for cryptographic indistinguishability and image-quality
preservation. T2SMark (Yang et al., 2025) adopts two-stage
tail-truncated sampling that embeds bits in high-confidence
tails, samples the central region to preserve diversity, and in-
tegrates a session key in a dedicated channel. Both methods’
detection depends on accurately recovering specified test bits
or keys from inversion noise. Under common distortions,
larger inversion errors readily cause recovery deviations of
test bits or session keys, leading to failed message extraction.

3. Proposed Method
In this section, we propose a general watermarking

framework for latent diffusion models (LDMs), called
TraceMark-LDM, which embeds watermarks by rearranging
Gaussian noise samples. First, we analyze the impact of
DDIM inversion on the noise and how element-wise shuf-
fling affects the overall distribution in section 3.1. Subse-
quently, we present the watermark embedding process in
section 3.2. Section 3.3 provides a detailed description of
the fine-tuning procedure for the LDM encoder. Finally, in
section 3.4, we explain the watermark extraction process.
The notations that will be used in this paper are listed in
Table 1.

3.1. Preliminary Analysis
To develop a robust, lossless watermark embedding

strategy, we systematically analyze the denoising and inver-
sion processes inherent in diffusion models, which yield the
following key observations:

1. Minimizing the difference in latent representation
of distorted images helps reduce inversion errors. As
illustrated in Fig. 2a, decoding the denoised latent variable 𝐳0
into an image 𝐼 and then re-encoding it via the VAE encoder
yields a recovered latent representation 𝐳′0, where 𝐳′0 ≠ 𝐳0,
indicating that the encoder–decoder introduces distortion
in the latent space. Recent research on numerical errors
in diffusion ODE inversion (Hu et al., 2024) has pointed
out that the bidirectional mapping process between 𝐳0 and
intermediate latents 𝐳𝑇 is highly fragile, and even minor
discrepancies can accumulate during the inversion process.
This suggests that encoding–decoding operations increase
inversion errors. Moreover, when the image is subjected to
an adversarial attack, the perturbed image 𝐼attack leads to a
latent representation 𝐳∗0 , obtained by encoding 𝐼attack, which
deviates further from the clean latent 𝐳0, exacerbating the
inversion error.

In Fig. 2b, we quantify these inversion errors under
various conditions. Three representative trajectories are con-
sidered:

(1) Starting from the original latent 𝐳0, DDIM inversion is
applied to obtain the re-noised latent 𝐳̄𝑇 .
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Fig. 2: Illustration of the denoising and inversion process and analysis of inversion errors. (a) Visualizes the generation process
from noise 𝐳𝑇 to latent variable 𝐳0 and decoding to an image, alongside three inversion trajectories starting from the original
latent 𝐳0, the decode–re–encoded latent 𝑧′0, and the perturbed image’s latent 𝐳∗0 . (b) Presents the distribution of inversion errors
under different conditions, showing the error values between 𝐳𝑇 and its reconstructed counterparts (𝐳̄𝑇 , 𝐳′𝑇 , and 𝐳∗𝑇 ). (c) Evaluates
the sign consistency of latent elements, highlighting that large-magnitude elements (|𝐳𝑇 | ≥ 0.675) exhibit higher robustness to
inversion errors compared to small-magnitude ones (|𝐳𝑇 | < 0.675).

(2) The latent 𝐳′0 is obtained by decoding 𝐳0 into an image
𝐼 and then re-encoding it via the VAE encoder; DDIM
inversion is subsequently performed to produce 𝐳′𝑇 .

(3) A perturbed image 𝐼attack is encoded to yield 𝐳∗0 , from
which DDIM inversion is applied to generate 𝐳∗𝑇 .

Notably, when bypassing VAE encoding–decoding, re-
covery from 𝐳0 to 𝐳̄𝑇 exhibits the smallest symmetric devia-
tion, with errors primarily confined to the range [−0.6, 0.6]
around zero. These findings indicate that aligning the per-
turbed latent 𝐳∗0 with the clean reference 𝐳0 effectively miti-
gates both distortion and inversion-induced errors.

2. The signs after denoising and inversion of large-
magnitude elements have high stability. Based on our
analysis of inversion errors, we categorized each element
of the initial noise by the quartiles of the standard normal
distribution, grouping them into large-magnitude elements
(|𝐳𝑇 | ≥ 0.675) and small-magnitude elements (|𝐳𝑇 | <
0.675). We then statistically evaluated the consistency of
their signs after denoising and inversion. As shown in
Fig. 2c, large-magnitude elements retain over 95% sign
consistency following inversion, and even under distortion,
this consistency remains close to 70%. This robustness
makes them well-suited for encoding watermark informa-
tion. In contrast, small-magnitude elements exhibit signifi-
cantly lower sign consistency, rendering them unsuitable for
watermark encoding on an individual basis.

3. Distributional invariance of i.i.d. Gaussian samples
under random permutations. Let 𝑋 = (𝑋1,… , 𝑋𝑛) be a
random vector with independent and identically distributed
(i.i.d.) standard Gaussian components. Let 𝜙 denote the
standard normal density. Hence, the joint probability density
function (pdf) is

𝑓𝑋(𝐱) =
𝑛
∏

𝑖=1
𝜙(𝑥𝑖) (1)

Let  be a permutation drawn uniformly at random
from the symmetric group 𝑆𝑛 (the set of all permutations
on 𝑛 elements), independent of 𝑋, and define the permuted
vector. 𝑋′ = Π𝑋. By exchangeability of i.i.d. Gaussian
components, for any fixed 𝜎 ∈ 𝑆𝑛,

(𝑋𝜎(1),… , 𝑋𝜎(𝑛))
𝑑
= (𝑋1,… , 𝑋𝑛) (2)

where
𝑑
= denotes equality in distribution. Marginalizing

over  yields

𝑓𝑋′ (𝐱) =
∑

𝜎∈𝑆𝑛

𝑓Π𝜎𝑋(𝐱)
1
𝑛!

=
∑

𝜎∈𝑆𝑛

𝑓𝑋(𝐱)
1
𝑛!

= 𝑓𝑋(𝐱)

(3)
In conclusion, after applying a uniformly random, in-

dependent permutation, the resulting vector 𝑋′ retains the
original distribution of 𝑋, i.e., 𝑋′ 𝑑

= 𝑋.
Based on the sign consistency and distributional invari-

ance discussed above, we propose a novel watermarking
algorithm for latent diffusion models (LDM), as illustrated
in Fig. 3. The framework consists of three key phases: wa-
termark embedding, LDM encoder fine-tuning, and water-
mark extraction. In the embedding phase, a random variable
sampled from a Gaussian distribution is partitioned into
four subsets according to its element values. These subsets
are then rearranged based on the watermark bits and fed
into the generative model to synthesize content. The en-
coder fine-tuning phase aims to mitigate errors in the latent
representation caused by potential attacks or perturbations.
During the extraction phase, the generated image is inverted
back to its initial latent noise via DDIM inversion, enabling
watermark retrieval based on the predefined arrangement.
The following sections detail the implementation of the
proposed approach.
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Fig. 3: The framework of TraceMark-LDM. The watermark information 𝑚 is used to guide a rearrangement process to produce
a latent input 𝐳𝑤𝑇 for generating watermarked image 𝐼 . During the fine-tuning phase, the decoder parameters are frozen and only
the encoder parameters are updated. The extraction process is an inversion of the embedding.

Table 1
Summary of notations in this paper.

Notation Description
𝑋 The randomly sampled Gaussian samples
𝑚 The embedded watermark
𝑘 The length of the embedded watermark
𝑠 The secret key used for shuffling
𝑁,𝑃 The positive and negative subsets of 𝑋
𝑋1,2,3,4 The subsets divided by the quartiles of 𝑋
𝑅 The small-magnitude elements in 𝑋
𝐺𝑛, 𝐺𝑝 The subsets of positive and negative groups

composed of 𝑅
𝑋𝑙 The rearranged 𝑋1 and 𝑋2 sequence
𝑋𝑠 The group rearranged 𝑋3 and 𝑋4 sequence
𝐳𝑤𝑇 The watermarked latent initial noise
𝐳𝑤0 The denoised latent variable
𝐼 The watermarked image
𝐼𝑎𝑡𝑡𝑎𝑐𝑘 The attacked watermarked image
𝐸 The LDM encoder
𝐷 The LDM decoder

3.2. Watermark Embedding
To maintain the high quality of the generated images, we

sample a random variable 𝑋 = {𝑥1, 𝑥2, 𝑥3,… , 𝑥(𝑟−1), 𝑥𝑟}
containing 𝑟 elements following a Gaussian distribution.
Here, 𝑟 = 𝑐×ℎ×𝑤, where 𝑐, ℎ, and 𝑤 are the dimensions of
the latent space in the LDM. The watermark 𝑚 is a random
bitstream of 𝑘 bits, equally distributed between 0 and 1.

The core idea of our watermark embedding strategy
exploits the inherent characteristics of noise in diffusion
models, specifically using the sign of noise elements to
encode watermark bits. Therefore, the random variables 𝑋

are divided into a negative set 𝑁 and a non-negative set 𝑃 :

𝑁 = {𝑥𝑖 ∈ 𝑋 ∣ 𝑥𝑖 < 0}
𝑃 = {𝑥𝑖 ∈ 𝑋 ∣ 𝑥𝑖 ≥ 0}

(4)

3.2.1. Binary Guided Rearrangement
According to the previous analysis, large-magnitude

elements are less susceptible to denoising and inversion,
and a single element can be used to indicate watermarking
information. Based on the division of standard normal dis-
tribution quartiles, we select large-magnitude elements from
the sets 𝑁 and 𝑃 , with each set accounting for a quarter of
the total number of elements. These are denoted as 𝑋1 and
𝑋2, respectively.

𝑋1 = {𝑥𝑖 ∈ 𝑁 ∣ rank(𝑥𝑖, 𝑁) ≤ 𝑟∕4}
𝑋2 = {𝑥𝑖 ∈ 𝑃 ∣ rank(𝑥𝑖, 𝑃 ) ≤ 𝑟∕4}

(5)

Here, rank(𝑥, 𝑆) represents the rank of 𝑥 within the set
𝑆 when sorted by absolute value in descending order.

The watermark information 𝑚 directs the rearrangement
of elements within the 𝑋1 and 𝑋2 sets. Specifically, if the
watermark bit is 0, an element from 𝑋1 is selected; if the wa-
termark bit is 1, an element from 𝑋2 is chosen. To enhance
the fault tolerance of the watermark, 𝑚 is repeatedly used,
resulting in a sequence 𝑋𝑙 consisting of large-magnitude
elements.

3.2.2. Binary Guided Group Rearrangement
As shown in Fig. 2c, under image distortion, only about

55% of the small-magnitude elements preserve their original
sign after inversion. This high degree of instability indi-
cates that relying on the sign of individual elements for
watermarking substantially weakens robustness. Therefore,
it is more effective to exclude such elements during the
embedding process.
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To fully exploit the potential of these small-magnitude
elements, we introduce a group rearrangement strategy. In-
stead of treating them individually, we logically organize
them into groups, ensuring that the watermark information
is conveyed through the sign of the sum of each group. This
strategy enhances the authentication performance by miti-
gating the impact of sign flipping at the individual element
level. The specific operations are as follows:

The remaining small-magnitude elements in 𝑋 are com-
bined to form set 𝑅 with 𝑟

2 elements, defined as:

𝑅 = {𝑥𝑖 ∈ 𝑁 ∣ 𝑥𝑖 ∉ 𝑋1} ∪ {𝑥𝑖 ∈ 𝑃 ∣ 𝑥𝑖 ∉ 𝑋2} (6)

Due to stochastic sampling, positive and negative ele-
ments in 𝑅 may be imbalanced. To address this, 𝑅 is sorted
in ascending order and equally split into two subsets, 𝑋3 and
𝑋4, each with 𝑟

4 elements:

𝑋3 = {𝑥𝑖 ∣ 𝑥𝑖 ∈ sorted(𝑅)[1, 𝑟∕4]}
𝑋4 = {𝑥𝑖 ∣ 𝑥𝑖 ∈ sorted(𝑅)[𝑟∕4 + 1, 𝑟∕2]}

(7)

Subsequently, 𝑋3 and 𝑋4 are partitioned into subsets 𝐺𝑛
and 𝐺𝑝 using a symmetric grouping strategy. Taking 𝑋3 as
an example, the sorted sequence is divided into 𝑘

2 groups.
Here, 𝑘 denotes the total length of the watermark. Elements
are alternately selected from both ends and dynamically
assigned to minimize inter-group sum differences, forming
𝐺𝑛. 𝑋4 is processed in the same manner to obtain 𝐺𝑝.

Compared to using the signs of individual small-
magnitude elements for watermark encoding, the aggregated
sign of grouped elements offers greater robustness. For
example, a group in 𝐺𝑛 composed of multiple negative
elements yields an initial sum 𝑣 encoding watermark bit
0. During extraction, although element values may deviate
due to inversion errors (as shown in Fig. 2b, where the
errors follow a zero-mean symmetric distribution), positive
and negative deviations partially cancel during summation.
Since 𝑣 reflects the cumulative contribution of consistently
signed elements (e.g., a strongly negative sum for negative
groups), its sign is more resistant to noise and inversion-
induced perturbations. In other words, group rearrangement
transforms many unstable individuals into a stable collective
by leveraging the symmetry of the error.

Leveraging this symmetry-driven optimization, water-
mark embedding proceeds via group-wise rearrangement:
if a watermark bit is 0, an unused group from 𝐺𝑛 is se-
lected; if 1, a group from 𝐺𝑝 is chosen. Selected groups
are sequentially concatenated to form the encoded sequence
𝑋𝑠. The resulting sequence 𝑋𝑠 is a rearrangement of R that
both preserves the distributional properties of the elements
and implicitly carries watermarking information through the
sequence of signs of the group sum.

3.2.3. Interleaved Mixing and Shuffle
The 𝑟 elements from 𝑋𝑙 and 𝑋𝑠 are integrated using an

interleaved mixing strategy to construct 𝐳𝑚, which serves to
preliminarily disrupt the original feature ordering. In this
process, elements from 𝑋𝑙 and 𝑋𝑠 are alternately selected

in fixed-length segments to form 𝐳𝑚, following the structure
defined by the watermark bits. The resulting sequence is then
shuffled and reshaped using the model key 𝑠, yielding the
initial latent noise 𝐳𝑤𝑇 .

3.2.4. Image Generation
After denoising steps, the latent variable 𝐳𝑤0 for gener-

ating the image is obtained. It is subsequently mapped to
the spatial domain through the LDM decoder, generating the
image 𝐼 = 𝐷(𝐳𝑤0 ).

3.3. LDM Encoder Fine-Tuning
Initial noise sampling watermarking methods rely on

DDIM to invert generated images back to the initial noise.
However, inversion errors introduced during this process can
significantly degrade watermark robustness. To address this
issue, we propose fine-tuning the LDM encoder to better
adapt to complex distortion scenarios, thereby reducing in-
version errors. Since the encoder solely maps images from
pixel space back to latent space and does not participate in
the generative process, this fine-tuning does not compromise
image quality. As previously observed, directly inverting
the original latent variables yields the smallest inversion
errors, suggesting that minimizing the discrepancy between
the latent variables of distorted and original images can
effectively suppress inversion errors and enhance watermark
robustness.

Initially, the image 𝐼 = 𝐷(𝐳𝑤0 ) is generated by decoding
the original latent variable 𝐳𝑤0 using the LDM decoder 𝐷.
Subsequently, random perturbations are applied to the image
𝐼 to simulate a distortion scenario, resulting in the perturbed
image 𝐼𝑎𝑡𝑡𝑎𝑐𝑘.

Next, the perturbed image 𝐼𝑎𝑡𝑡𝑎𝑐𝑘 is fed into the fine-
tuned LDM encoder 𝐸, which maps it back into the latent
space to obtain the latent variable 𝐳∗0 = 𝐸(𝐼𝑎𝑡𝑡𝑎𝑐𝑘). The mean
squared error (MSE) loss between 𝐳0 and 𝐳∗0 is calculated as
follows:

inv = min
𝜃

𝐄
[

‖𝐳0 − 𝐸𝜃(𝐼𝑎𝑡𝑡𝑎𝑐𝑘)‖2
]

(8)

By optimizing the MSE loss, we minimize the difference
between the latent variables of the generated image before
and after perturbation, thereby reducing the inversion errors
of the initial noise.

When using only the MSE inversion loss on 𝐳0, note that
𝐳0 ∈ R𝑐×ℎ×𝑤 is a high-dimensional tensor. The optimizer
often focuses on the largest local errors—i.e., a few channels
or spatial locations—while leaving other elements under-
optimized. As a result, even if ‖𝐳0−𝐳∗0‖

2 is small overall, the
uncorrected channels or pixel regions can drift significantly
during the forward DDIM inversion, causing the intermedi-
ate latent 𝐳𝑇 to diverge markedly from its original trajectory.
To impose consistency across all channels and spatial posi-
tions at a global scale, we introduce the perceptual similarity
(LPIPS) loss as an additional term.

By feeding 𝐳∗0 into the decoder 𝐷, converting it back
to the spatial domain to synthesize the recovered image
𝐼recover = 𝐷(𝐳∗0). The LPIPS loss between the original
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image 𝐼 and the recovered image 𝐼recover is then calculated
as follows:

sim = min
𝜃

𝐄
[

LPIPS(𝐷(𝐳𝑤0 ), 𝐷(𝐸𝜃(𝐼𝑎𝑡𝑡𝑎𝑐𝑘)))
]

(9)

Finally, the total loss function is optimized to balance
two loss terms. This ensures that the fine-tuning minimizes
differences between initial noise 𝐳0 and 𝐳∗0 under various
perturbations, without introducing additional noise during
the inversion process of the diffusion model:

 = inv + 𝜆sim (10)

where 𝜆 is a weight coefficient used to balance the two loss
terms.

It is worth noting that the fine-tuning process does not
require the diffusion model’s inversion steps. This not only
significantly improves the efficiency of fine-tuning but also
greatly reduces computational costs.

3.4. Watermark Extraction Process
The watermark extraction process is essentially the re-

verse of the embedding process. We begin by feeding the
generated image into the fine-tuned LDM encoder to retrieve
the latent variable 𝐳′0, denoted as 𝐳′𝑤0 = 𝐸′(𝐼𝑎𝑡𝑡𝑎𝑐𝑘). Next, the
initial watermarked noise 𝐳′𝑤𝑇 is recovered through DDIM
inversion. The unshuffle operation using the model key 𝑠 in
the embedding process is then applied to 𝐳′𝑤𝑇 to obtain the
interleaved noise 𝐳′𝑚. This conversion aims to reverse the
random permutation applied during the embedding process.
Subsequently, we perform the deinterleave operation on 𝐳′𝑚,
separating it into two parts: 𝑋′𝑙 and 𝑋′𝑠.

For each element in 𝑋′𝑙, the watermark bit is determined
by its sign: negative elements map to bit 0, and non-negative
elements map to bit 1. Because this procedure is repeated on
the large-magnitude elements, it produces 𝑇 copies of the
watermark. Similarly, for each group of elements in 𝑋′𝑠, we
take the sign of the group sum to obtain one additional copy
of the watermark.

In total, 𝑇+1 copies of the watermark are obtained. A
per-bit majority voting is then applied across the copies:
for each bit, if more than half of the copies indicate 1,
that bit is set to 1; otherwise, it is set to 0. Applying this
voting to all bits yields the recovered watermark𝑚′. Majority
voting consolidates redundant copies so that isolated per-
copy errors are outvoted by the consensus, thereby lowering
the bit-error rate and improving decoding robustness.

4. Experiments
In this section, the proposed Tracemark-LDM is eval-

uated against several state-of-the-art methods. The experi-
mental settings are provided in Section 4.1. The evaluation
metrics are defined in Section 4.2. Section 4.3 presents a
comparison of our method with other approaches. Finally,
the ablation study is conducted in Section 4.4.

Table 2
Attack Method and Parameter Ranges

ID Attack Method Parameter Ranges
A Median Filter Kernel size: 3 - 19
B JPEG Compression Quality factor: 10 - 90
C Gaussian Blur Radius: 2.0 - 10.0
D Gaussian Noise Standard deviation: 0.05 - 0.25
E Salt and Pepper Noise Probability: 0.05 - 0.4
F Resize and Restore Scaling factor: 0.1 - 0.9
G Regen-VAE-A Quality level: 1 - 5
H Regen-VAE-B Quality level: 1 - 5
I Regen-Diffusion Noise steps: 300 - 700

4.1. Experimental Settings
4.1.1. Implementation details

We evaluated the efficacy of TraceMark-LDM by em-
ploying Stable Diffusion v2.1 as the foundational model.
The resolution of the generated watermarked images is set
to 512 × 512, with latent space dimensions of 4 × 64 × 64.
Prompts from the Stable-Diffusion-Prompt repository are
used in conjunction with the DPMsolver (Lu et al., 2022)
multistep scheduler, utilizing a 50-step sampling process and
a default guidance scale of 7.5. During the watermark ex-
traction phase, DDIM inversion is performed with the same
number of inversion steps, null prompts, and a guidance
scale of 1.

To fine-tune the encoder, we simulate distortion envi-
ronments by applying six attack types (A–F) to 200 clean
images, with their definitions and parameters specified in
Table 2. The training process uses the AdamW optimizer
with a learning rate of 1×10−6, and the loss function weight
coefficient 𝜆 is set to 1. The model is trained for 100 epochs.

All experiments are performed with PyTorch 2.1.1. The
GPU is an NVIDIA RTX 3090 Ti with 24 GB of memory.

4.1.2. Baseline Methods
Several post-generation watermarking techniques, in-

cluding DwtDct (Cox et al., 2007), DwtDctSvd (Cox et al.,
2007), and RivaGAN (Zhang et al., 2019), are compared
with our TraceMark-LDM. For in-generation watermarking
methods, we employ Stable Signature (SS) (Fernandez et al.,
2023), LaWa (Rezaei et al., 2024) and Latent Watermark
(LW) (Meng et al., 2025). For initial noise sampling water-
marking methods, we adopt Tree-Ring (Wen et al., 2023),
RingID (Ci et al., 2024), Gaussian Shading (GS) (Yang et al.,
2024), PRCWM (Gunn et al., 2025) and T2SMark (Yang
et al., 2025). To ensure a fair comparison, we standardize
the watermark length of TraceMark-LDM to 256 bits.

4.2. Evaluation Metrics
4.2.1. Watermark Accuracy

In order to evaluate the performance of watermark de-
tection, we adopt the True Positive Rate at a False Posi-
tive Rate of 10−6 (TPR@10−6 FPR) as the primary met-
ric. TPR@10−6 FPR is defined as the detection accuracy
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calculated using the corresponding threshold that ensures
the theoretical false positive rate remains below 10−6. We
assume that the matching or mismatching between the in-
jected watermark bits and the extracted watermark bits are
independent and identically distributed variables following
a Bernoulli distribution with a probability parameter of 0.5.
For comparison methods utilizing watermark lengths of 32,
48, and 256 bits, the respective thresholds are set to 30, 41,
and 167 bits. The detection accuracy is computed using the
following formula:

TPR = 1
𝑁

𝑁
∑

𝑛=1
I

( 𝐾
∑

𝑘=1

(

𝑚𝑘,𝑛 ≡ 𝑚′
𝑘,𝑛

)

> 𝜏

)

(11)

where 𝑁 is the total number of samples, 𝐾 is the
watermark length, 𝑚𝑘,𝑛 and 𝑚′

𝑘,𝑛 are the 𝑘-th watermark bits
injected and extracted for the 𝑛-th sample respectively, 𝜏
is the threshold, and I{⋅} is the indicator function, which
equals 1 if the condition within the braces is satisfied, and
0 otherwise.

In the context of attribution watermarking, we use the
average bit accuracy of all extracted watermark samples as
the performance metric to evaluate our method. The specific
formula is defined as follows:

BA = 1
𝑁 ⋅𝐾

𝑁
∑

𝑛=1

𝐾
∑

𝑘=1
I(𝑚𝑘,𝑛 ≡ 𝑚′

𝑘,𝑛) (12)

4.2.2. Image Quality
To evaluate the quality of watermarked images, we uti-

lize two widely recognized metrics: FID and CLIP-Score.
To analyze the potential impact of watermark embedding

on the model’s performance, we conduct a statistical evalua-
tion using a t-test. Specifically, we define the null hypothesis
(𝐻0) and the alternative hypothesis (𝐻1) as 𝐻0 ∶ 𝜇𝑠 =
𝜇0 and 𝐻1 ∶ 𝜇𝑠 ≠ 𝜇0, where 𝜇𝑠 and 𝜇0 represent the
average FID or CLIP-Score for multiple sets of watermarked
and watermark-free images, respectively. The t-test is used
to determine whether the watermark embedding introduces
statistically significant performance differences. A smaller
t-value suggests a higher likelihood of accepting 𝐻0, in-
dicating no significant performance impact. Conversely, if
the t-value exceeds a predefined threshold, 𝐻0 is rejected,
suggesting that watermark embedding may influence the
model’s performance.

4.3. Comparison with Baselines
4.3.1. Robustness Evaluation against Image

Processing
We evaluated the robustness of various watermarking

methods by extracting watermarks from 1,000 generated
images under different image distortions.

As shown in Tables 3 and 4, the former reports the detec-
tion accuracy, while the latter reports the bit accuracy. The
attacks labeled A–I correspond to those listed in Table 2. The
results demonstrate that our method consistently achieved

the highest watermark extraction accuracy across all dis-
tortion scenarios. Notably, in the Gaussian noise scenario,
our method attained an average detection accuracy of 99.8%,
surpassing the best-performing baseline, Gaussian Shading
(Yang et al., 2024), by 23.2%. These results can be attributed
to our fine-tuned LDM encoder, which demonstrates strong
adaptability to both noise injection and denoising attacks. It
effectively preserves the fidelity of the latent representations
during encoding and decoding, ensuring that the recovered
latent variables remain closely aligned with the originals.
This significantly enhances the accuracy of watermark ex-
traction.

4.3.2. Robustness Evaluation against VAE-Based
Regeneration Attacks

In our experiments, to evaluate the robustness of water-
marking methods against VAE-based regeneration attacks,
we used two VAE-based image compression models from
the compressAI library: Bmshj2018 (Ballé et al., 2018)
and Cheng2020 (Cheng et al., 2020), referred to as Regen-
VAE-A and Regen-VAE-B, respectively. The image quality
factors were set to [1, 2, 3, 4, 5], where a lower value indi-
cates stronger compression. The average results are shown
in Tables 3 and 4. Several post-generation watermarking
techniques fail after such attacks. While recent latent water-
marking methods can resist the compression effects of these
two VAE models to some extent, their performance is still
inferior to the proposed method.

4.3.3. Robustness Evaluation against Diffusion-Based
Regeneration Attacks

Diffusion-based regeneration attacks (Zhao et al., 2024)
introduce noise and apply denoising processes to water-
marked images using diffusion models, aiming to disrupt
watermark information. Research indicates that most exist-
ing generative model watermarks exhibit poor robustness
against diffusion-based attacks. To evaluate the performance
of our method under such attacks, we selected five dif-
ferent diffusion step sizes: 300, 400, 500, 600, and 700.
As the diffusion step size increases, the deviation between
the image and the original image becomes larger, typically
leading to performance degradation. As shown in Fig. 4,
our method demonstrates the strongest resistance to this
type of attack, which can be attributed to our grouping and
rearrangement strategy. This strategy independently handles
elements with small absolute values in the latent variables,
effectively mitigating the impact of image deviations caused
by the diffusion attack. In contrast, other post-generation
watermarking methods fail to resist such attacks, causing
detection accuracy to approach 0%. For Stable Signature
(Fernandez et al., 2023), the watermark is completely erased
during the attack process due to the use of a non-watermark
decoder.

4.3.4. Image Quality
To quantitatively evaluate the quality of watermarked

images, we calculated the FID and CLIP-Score of various
watermarking methods relative to the baseline model. For
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Table 3
Performance comparison of detection accuracy across methods under varying attacks

Method A B C D E F G H I

DwtDct (Cox et al., 2007) 0.074 0.009 0.001 0.075 0.013 0.321 0.000 0.000 0.000
DwtDctSvd (Cox et al., 2007) 0.782 0.572 0.326 0.179 0.000 0.811 0.293 0.153 0.001
RivaGAN (Zhang et al., 2019) 0.483 0.834 0.213 0.102 0.058 0.744 0.061 0.017 0.000
SS (Fernandez et al., 2023) 0.192 0.555 0.000 0.065 0.004 0.432 0.267 0.221 0.000
Tree-Ring (Wen et al., 2023) 0.999 0.999 0.999 0.632 0.975 1.000 0.993 0.996 0.832
GS (Yang et al., 2024) 0.994 1.000 0.989 0.766 0.978 0.999 0.999 0.998 0.982
LW (Meng et al., 2025) 0.981 1.000 0.763 0.376 0.492 0.997 0.998 0.992 0.652
LaWa (Rezaei et al., 2024) 0.481 0.842 0.202 0.230 0.148 0.798 0.521 0.441 0.000
RingID (Ci et al., 2024) 0.990 0.978 0.960 0.537 0.894 0.991 0.963 0.969 0.728
PRC (Gunn et al., 2025) 0.492 0.791 0.314 0.083 0.073 0.795 0.574 0.634 0.009
T2SMark (Yang et al., 2025) 0.944 0.998 0.805 0.604 0.891 0.982 0.993 0.994 0.858
Proposed 1.000 1.000 0.999 0.998 1.000 1.000 1.000 1.000 0.990

Table 4
Performance comparison of bit accuracy across methods under varying attacks

Method A B C D E F G H I

DwtDct (Cox et al., 2007) 0.5332 0.5166 0.5053 0.5206 0.5142 0.6120 0.5029 0.5013 0.5005
DwtDctSvd (Cox et al., 2007) 0.8047 0.7247 0.6357 0.5698 0.5037 0.8854 0.6082 0.5703 0.5016
RivaGAN (Zhang et al., 2019) 0.8459 0.8564 0.6837 0.6827 0.7044 0.9064 0.6459 0.6077 0.5427
SS (Fernandez et al., 2023) 0.6088 0.8121 0.4320 0.5702 0.5670 0.7399 0.7177 0.7021 0.4602
GS (Yang et al., 2024) 0.9445 0.9860 0.8957 0.7833 0.8685 0.9664 0.9782 0.9773 0.8442
LW (Meng et al., 2025) 0.8879 0.9648 0.8013 0.6473 0.6669 0.9480 0.9367 0.9371 0.6986
LaWa (Rezaei et al., 2024) 0.7994 0.9424 0.6477 0.6000 0.6165 0.9080 0.8233 0.7845 0.4676
PRC (Gunn et al., 2025) 0.7461 0.8957 0.6571 0.5418 0.5367 0.8978 0.7871 0.817 0.5043
T2SMark (Yang et al., 2025) 0.9432 0.9920 0.8656 0.7403 0.8683 0.9722 0.9807 0.9852 0.8441
Proposed 0.9874 0.9941 0.9454 0.9597 0.9978 0.9809 0.9866 0.9854 0.8709

300 400 500 600 700
Noise Steps

0.0

0.2

0.4

0.6

0.8

1.0

D
et

ec
tio

n 
A

cc
ur

ac
y DwtDct

DwtDctSvd
rivaGan
Stable Signature
Tree Ring
Gaussian Shading
Latent Watermark
LaWa
RingID
PRCWM
T2SMark
Ours

Fig. 4: Detection accuracy of watermarking methods under
diffusion-based regeneration attacks.

FID, 10 sets of 5,000 images were generated from the
COCO dataset. For CLIP-Score, 10 sets of 1,000 images

were generated using Stable-Diffusion-Prompt. A t-test was
conducted to measure statistical significance.

As demonstrated by the results in brackets in Table 5,
the t-values for TraceMark-LDM are all below the threshold
of 2.101 specified in (Yang et al., 2024). This indicates that
TraceMark-LDM has a negligible impact on the quality and
semantic consistency of synthesized images during water-
mark embedding. The majority of the remaining methods
exceeded the threshold in at least one metric, indicating
stronger interference with the generation process. For the
CLIP-Score, our method achieved the best performance,
showing the smallest deviation from the baseline. Con-
cerning FID, our performance is comparable to the state-
of-the-art methods. Additionally, we observed that some
post-generation methods consistently resulted in lower FID
scores. This phenomenon may be attributed to the water-
marking process smoothing the texture of images, which can
lead to visually more coherent results.

Fig. 5 shows visualization examples of different meth-
ods. Both TraceMark-LDM and initial-noise-based water-
marking methods (Yang et al., 2024; Ci et al., 2024; Wen
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Table 5
Comparison of image quality and embedding efficiency

Method
Image Quality

Embedding Time (ms)
FID (t-value ↓) CLIP-Score (t-value ↓)

Stable Diffusion 24.90.02 0.3647.0011 -
DwtDct (Cox et al., 2007) 24.76.02 (2.189) 0.3629.0011 (3.608) 21.6
DwtDctSvd (Cox et al., 2007) 24.27.02 (9.559) 0.3622.0010 (5.059) 47.6
RivaGAN (Zhang et al., 2019) 24.02.02 (13.81) 0.3624.0011 (4.629) 410.6
SS (Fernandez et al., 2023) 25.49.10 (10.03) 0.3635.0011 (2.347) 0.0
Tree-Ring (Wen et al., 2023) 25.34.02 (6.398) 0.3631.0007 (3.632) 0.4
GS (Yang et al., 2024) 24.88.07 (0.169) 0.3645.0006 (0.563) 778.4
LW (Meng et al., 2025) 27.12.16 (32.51) 0.3583.0009 (13.99) 3.2
LaWa (Rezaei et al., 2024) 24.45.23 (5.161) 0.3617.0011 (6.692) 58.3
RingID (Ci et al., 2024) 25.89.11 (17.53) 0.3576.0007 (16.59) 0.6
PRCW (Gunn et al., 2025) 24.85.14(0.768) 0.3645.0010 (0.425) 5.2
T2SMark (Yang et al., 2025) 24.85.16 (0.752) 0.3640.0008 (1.568) 1.3
Proposed 24.96.03 (0.773) 0.3649.0010 (0.372) 15.4

Prompt: japanese tree in the rocky hills, Low level, rendered by Beeple, Makoto Shinkai, syd meade, simon stålenhag, synthwave
style, digital art, unreal engine, WLOP, trending on artstation, 4K UHD image, octane render

Baseline Generation Another Generation DwtDct DwtDctSvd RivaGAN Stable Signature Tree-Ring

Gaussian Shading Latent Watermark LaWa RingID PRCWM T2SMark TraceMark-LDM

Prompt: A cozy indoor living room with modern furniture, a wooden coffee table, a sofa with cushions, soft warm lighting,
indoor plants, framed wall art, and realistic shadows. High-detail, photo-realistic, natural daylight from the window.

Baseline Generation Another Generation DwtDct DwtDctSvd RivaGAN Stable Signature Tree-Ring

Gaussian Shading Latent Watermark LaWa RingID PRCWM T2SMark TraceMark-LDM

Fig. 5: Examples of different watermarking methods applied to images generated from various prompts. Baseline Generation
refers to the standard generated image without any watermark, serving as the reference baseline. Another Generation refers to
another independent image generated with the same prompt, showcasing the inherent diversity of the model.
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Table 6
Ablation study of different components of our proposed method under various adversarial attacks

Attack
Methods

Ours w/o FT, with GR w/o FT, w/o S w/o FT, with R

MedianFilter 1.000/0.9874 0.997/0.9579 0.996/0.9546 0.993/0.9448
JPEG 1.000/0.9941 0.999/0.9906 1.000/0.9900 0.999/0.9853
GauBlur 0.999/0.9454 0.994/0.9178 0.993/0.9137 0.987/0.8978
GauNoise 0.998/0.9597 0.810/0.8022 0.785/0.7939 0.749/0.7763
S&P Noise 1.000/0.9978 0.992/0.8957 0.989/0.8854 0.975/0.8603
Resize 1.000/0.9809 1.000/0.9739 1.000/0.9722 0.998/0.9670

et al., 2023) produce noticeable visual differences compared
to the non-watermarked outputs. These discrepancies arise
because the watermark is embedded at the noise level, rather
than in the image or feature space. However, it is important
to note that in diffusion models, different random noise seeds
guided by the same prompt can still produce images that are
semantically similar but visually different. Therefore, not all
observed differences should be attributed solely to the wa-
termark embedding process. Finally, the Latent Watermark
(Meng et al., 2025) exhibits noticeable visual distortion as
the watermark length increases, highlighting the difficulty
of maintaining both robustness and image quality in this
setting.

4.3.5. Time Efficiency
Watermarking methods for diffusion models should min-

imize the impact on generation efficiency. We compared
the embedding time of our method with others. As shown
in Table 5, fine-tuning-based methods do not introduce
additional embedding time during inference, but they incur
substantial computational and time costs during training.
On the other hand, while Gaussian Shading (Yang et al.,
2024) maintains high image quality, its watermark embed-
ding takes approximately 778.4 ms, significantly reducing
efficiency and potentially hindering user experience in real-
world applications. In contrast, TraceMark-LDM requires
only 15.4 ms, which constitutes a negligible processing
overhead.

4.4. Ablation Studies
We conducted a series of ablation studies to validate the

significance of fine-tuning and group rearrangement, and to
evaluate the impact of various parameters on our method, in-
cluding watermark length, inversion step, sampling method,
and guidance scale.

4.4.1. Effectiveness of Fine-Tuning
To verify the effectiveness of the fine-tuned encoder, we

applied the same attack scenarios to images generated by the
unfine-tuned version. As shown in Table 6, “w/o FT, with
GR” denotes the variant without fine-tuning. The data before
and after the slash represent the detection and bit accuracy,
respectively. The attacks labeled A–F correspond to those

listed in Table 2. The results show that even without fine-
tuning, our method outperforms existing baselines. Nev-
ertheless, the fine-tuned version achieves higher detection
and bit accuracy, particularly under Gaussian noise, with
improvements of 18.8% and 15.75%, respectively. These
findings suggest that fine-tuning enables the encoder to
better adapt to noise perturbations introduced by adversarial
attacks, thereby improving the alignment between the em-
bedded and extracted watermark.

4.4.2. Effectiveness of Group Rearrangement
To evaluate the effectiveness of the proposed Group

Rearrangement (GR) strategy for small-magnitude elements,
we conducted ablation tests using different handling strate-
gies. As shown in Table 6, “with GR” applies GR to these el-
ements; “w/o S” excludes them from embedding; and “with
R” applies a basic Rearrangement (R) strategy. The results
show that removing these elements outperforms directly
applying rearrangement to all elements. Due to their near-
zero values, these elements are highly sensitive to distortion
and prone to sign flipping, which compromises the voting
process and reduces watermark accuracy. Furthermore, by
selectively utilizing these elements via the Group Rearrange-
ment strategy, watermark extraction accuracy consistently
improved across various distortion scenarios. Although the
gains are modest, the results clearly demonstrate the relia-
bility and effectiveness of the proposed strategy.

4.4.3. Watermark Length
We evaluated bit accuracy under different watermark

lengths, with results summarized in Table 7. As the wa-
termark length increases, bit accuracy gradually declines.
This is due to the dimensionality of latent variables remains
constant under fixed image resolution. In this case longer wa-
termarks reduce repetition during embedding, yielding fewer
groups for majority voting during extraction and thus lower
accuracy. Despite this, our method maintains strong perfor-
mance: under clean conditions, it achieves 96.8% accuracy
even at 4096 bits. Although the accuracy is sometimes
slightly lower than T2SMark, this is attributed to the trade-
off between robustness and accuracy introduced by the fine-
tuned encoder. Notably, we observe that T2SMark degrades
much more rapidly as the watermark length increases in
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Table 7
Bit accuracy with different watermark lengths

Method
Watermark Length

128 256 512 1024 2048 4096

GS (Yang et al., 2024)
Clean 1.0000 1.0000 0.9999 0.9985 0.9852 0.9406

Adversarial 0.9551 0.9225 0.8799 0.8282 0.7690 0.7101

PRC (Gunn et al., 2025)
Clean 1.0000 1.0000 1.0000 0.9929 0.5593 0.5017

Adversarial 0.7200 0.7042 0.6684 0.6225 0.5000 0.5000

T2SMark (Yang et al., 2025)
Clean 1.0000 1.0000 0.9999 0.9996 0.9964 0.9808

Adversarial 0.9458 0.9235 0.8910 0.8459 0.7949 0.7392

Proposed
Clean 1.0000 1.0000 0.9998 0.9983 0.9926 0.9680

Adversarial 0.9967 0.9886 0.9671 0.9327 0.8807 0.8188

distorted conditions. In contrast, our method consistently
outperforms all baselines across the A–F adversarial settings
(Table 2), demonstrating substantially stronger robustness.

Furthermore, embedding high-capacity watermarks
(e.g., 4096 bits) does not degrade image quality or prompt
alignment. This is attributed to our method’s reliance
on the rearrangement mechanism of independent and
identically distributed (i.i.d.) Gaussian samples. As proven
in Eq. 3, the rearranged noise vector 𝐳𝑤𝑇 strictly retains the
standard Gaussian distribution regardless of the watermark
length 𝑘. Consequently, the watermarked input remains
statistically indistinguishable from natural noise to the
LDMs. Correspondingly, high-capacity watermarking only
comes at the expense of robustness due to the reduced
redundancy for majority voting.

4.4.4. Inversion Step
Typically, inversion is most effective when its step size

matches that of the original inference process. However, in
practice, the exact inference step size used during watermark
generation is often unknown. We evaluated various combi-
nations of inversion and inference step sizes, with results
summarized in Table 8. The results show that our method
is robust to the choice of inversion step size. Even with a
small inversion step size of 10, bit accuracy remains close
to 100%. Furthermore, with an inversion step size of 50,
watermark information can be accurately extracted across all
tested inference step sizes under clean conditions.

4.4.5. Sampling Method
To evaluate the impact of different sampling methods on

bit accuracy, we tested five approaches under both clean and
distorted conditions.

As shown in Table 9, where A–F correspond to the
attacks listed in Table 2 and the subscripts indicate the
severity of each attack, the results demonstrate that all sam-
pling methods achieved satisfactory watermark extraction
performance, offering users greater flexibility in practical
deployment and enhancing the overall adaptability of our

Table 8
Bit accuracy with different inference and inversion steps

Inference Step
Inversion Step

10 25 50 100

10 0.9999 0.9999 1.0000 1.0000
25 1.0000 1.0000 1.0000 1.0000
50 1.0000 1.0000 1.0000 1.0000
100 1.0000 1.0000 1.0000 1.0000

Table 9
Bit accuracy across different sampling methods

Attack
Sampling Methods

DDIM UniPC PNDM DEIS DPMSolver

Clean 1.0000 1.0000 1.0000 1.0000 1.0000
AKernel Size=11 0.9928 0.9914 0.9945 0.9936 0.9944
BQF=50 0.9979 0.9976 0.9985 0.9982 0.9985
CRadius=6 0.9598 0.9549 0.9663 0.9626 0.9660
DStd=0.15 0.9660 0.9640 0.9720 0.9704 0.9738
EProb=0.2 0.9982 0.9977 0.9987 0.9984 0.9987
FFactor=0.5 0.9999 0.9999 1.0000 0.9999 0.9999
AvgAdv 0.9858 0.9843 0.9883 0.9872 0.9886

approach. Notably, DPMSolver attained an average bit accu-
racy of 98.86% across various distortion scenarios, demon-
strating strong robustness and resistance to interference.
These results confirm that our method is compatible with
multiple sampling strategies and can maintain stable extrac-
tion performance across diverse application environments.

4.4.6. Guidance Scale
By adjusting the guidance scale, a balance can be

achieved between image quality and generation diversity.
To verify that users can still successfully extract watermark
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Table 10
Bit accuracy across different guidance scales.

Attack
Guidance Scale

2.0 6.0 10.0 14.0 18.0

Clean 1.0000 1.0000 1.0000 0.9998 0.9991
AKernel Size=11 0.9993 0.9959 0.9909 0.9835 0.9735
BQF=50 0.9999 0.9992 0.9970 0.9943 0.9899
CRadius=6 0.9895 0.9723 0.9539 0.9336 0.9124
DStd=0.15 0.9969 0.9810 0.9610 0.9406 0.9232
EProb=0.2 0.9999 0.9991 0.9972 0.9936 0.9894
FFactor=0.5 1.0000 1.0000 0.9998 0.9993 0.9982
AvgAdv 0.9971 0.9895 0.9800 0.9691 0.9577

information under different guidance scale settings, we se-
lected five evenly spaced values within the range of 2 to
18 for testing. It is worth noting that a larger guidance
scale forces the generated image to adhere more strictly
to the given prompt, while our inversion process adopts
an empty prompt. This discrepancy increases the deviation
when recovering the initial noise, which may affect water-
mark extraction accuracy to some extent. Nevertheless, as
shown in Table 10, our method consistently maintains a
high level of bit accuracy across all guidance scale values.
These results further demonstrate the robustness and broad
applicability of our approach.

4.4.7. Impact of the Weight Coefficient 𝜆
We conduct an ablation study with 𝜆 ∈ {0, 0.5, 1, 2}

to analyze the trade-off between the latent-variable mean
squared error (MSE) loss and the perceptual loss of the
reconstructed images. The detailed results are reported in
Table 11.

The baseline model trained only with the MSE loss
(𝜆 = 0) achieves an average accuracy of 97.09% but
shows limited robustness to Gaussian and salt-and-pepper
noise. This is mainly because MSE focuses on pixel-level
local consistency and is prone to overfitting to fine-grained
noise, making it difficult to ensure global consistency in
the reconstructed results. When 𝜆 is increased to 1, and
the perceptual constraint is introduced, the average accuracy
under Gaussian noise and salt-and-pepper noise increases
significantly to 97.38% and 99.87%, respectively. This indi-
cates that perceptual loss can align high-level semantics and
overall structure, effectively mitigating noise interference in
pixel-space and improving global consistency.

However, when 𝜆 is further increased to 2, the average
accuracy under adversarial settings decreases to 97.56%.
This is because an excessively large weight makes the per-
ceptual loss dominate the optimization process, causing the
model to prioritize perceptual similarity and weakening the
precise alignment of latent variables in the latent space.
With the MSE constraint relatively weakened, the inversion

Table 11
Ablation study on the weight coefficient 𝜆 in the loss function.

Attack
Weight Coefficient (𝜆)

0 0.5 1 2

Clean 1.0000 1.0000 1.0000 1.0000
MedianFilter 0.9934 0.9935 0.9944 0.9854
JPEG 0.9987 0.9986 0.9985 0.9982
GauBlur 0.9533 0.9647 0.9660 0.9115
GauNoise 0.9209 0.9741 0.9738 0.9674
S&P Noise 0.9593 0.9981 0.9987 0.9911
Resize 0.9999 0.9999 0.9999 0.9999
AvgAdv 0.9709 0.9881 0.9886 0.9756

Table 12
Comparison of performance under different flip probabilities 𝑝.

𝑝 0 0.1 0.2 0.3 0.4

GS 0.9920 0.9826 0.9592 0.9410 0.7972
Proposed 0.9955 0.9875 0.9707 0.9605 0.8179

solution may deviate from the original latent representa-
tion, thereby degrading the final performance. Therefore, we
choose 𝜆 = 1 as the configuration with the best overall
performance.
4.5. Additional Discussions
4.5.1. Inversion Attack

In real-world scenarios, attackers can use a diffusion
model to invert a watermarked image, recover the noise
vector, randomly flip the signs of certain elements, and
regenerate the image to remove the watermark. To assess
this attack, we conducted tests, measuring attack intensity by
the proportion of inverted elements (0 to 0.4). Results show
that as attack intensity increases, our method significantly
outperforms Gaussian Shading (Yang et al., 2024). The
experimental results in Table 12 indicate that as the attack
intensity increases, our method demonstrates a progressively
significant advantage over Gaussian Shading. The enhanced
adversarial robustness stems from the grouping strategy for
low absolute value elements, where intra-group summation
inherently compensates for sign-flipping perturbations. This
mechanism effectively mitigates attack-induced distortions
while preserving algorithmic stability.

4.5.2. Ethical Implications and Responsible Use
Watermarking for AIGC serves as a sociotechnical safe-

guard that follows value-sensitive design (VSD) principles
Friedman et al. (2013), which emphasize that it is essential
to consider not only the practicality of the technology but
also values such as human well-being, privacy, security,
and fairness during the design phase. Watermarking tech-
nology reduces the harm of misinformation on public per-
ception and social order by maintaining content credibility,
thereby safeguarding human well-being. At the same time,
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it leverages source tracking to protect user data privacy and
personal information security. Additionally, through clear
copyright identification, it addresses the issue of "unclear
authorship," creating a fair environment for the distribution
of rights for creators of all sizes and preventing ethical
imbalances under the benefits of technology.

To support the responsible deployment of TraceMark-
LDM, we recommend avoiding the embedding of personal
identifiers in payloads, maintain segregated and regularly
rotated keys. Additionally, high-stakes decisions should re-
quire human review, and users should be informed of authen-
ticity indicators whenever feasible. Furthermore, we periodi-
cally assess the system’s robustness against regeneration and
forgery attacks to ensure timely fine-tuning of the encoder,
thereby maintaining the high reliability of TraceMark.

4.5.3. Limitation
The proposed method demonstrates certain compatibil-

ity constraints with stochastic differential equation (SDE)-
based samplers. This limitation primarily stems from the
irreversible nature of stochastic noise introduced during
SDE sampling, which disrupts the DDIM inversion process
and consequently hinders accurate recovery of the initial
watermark-embedded noise. For practical implementation
and deployment, we strongly recommend prioritizing deter-
ministic samplers based on ordinary differential equations
(ODEs), as these not only align with our method’s require-
ments but also benefit from extensive support in mainstream
frameworks.

5. Conclusion and Future Work
In this study, we propose TraceMark-LDM, a general

and efficient watermarking approach specially designed
for LDMs. Unlike traditional watermarking schemes, our
method does not directly embed the watermark into images.
Instead, it uses the watermark to guide the rearrangement of
the initial noise in the LDMs. Experimental results demon-
strate that TraceMark-LDM effectively enables the tracing
and detection of generated content, enhancing the supervi-
sion of synthesized images and the trustworthiness of digital
data. Furthermore, the FID and CLIP-Score results achieved
by TraceMark-LDM are highly comparable to those of other
SOTA models.

In the future, the challenge of provable video generation
is an intriguing one that could be usefully explored in our
further research. We plan to adapt and refine our methods
for application in the video generation models, such as the
Diffusion Transformer (DiT) behind SORA.
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