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Abstract—In the realm of cybersecurity, unsupervised anomaly
detection models have emerged as pivotal tools for identifying
novel threats in dynamic and evolving environments. However, the
opaque nature of these black-box models presents a significant
barrier to their adoption in high-stakes applications, where model
interpretability is essential for trust and deployment. This paper
presents a rule-based approach called Ano2Rule that enhances
the interpretability of unsupervised anomaly detection. First,
we propose the concept of distribution decomposition rules that
decompose the complex distribution of normal data into multiple
compositional distributions. To find such rules, we design an
unsupervised Interior Clustering Tree that incorporates the
model prediction into the splitting criteria. Then, we propose
the Compositional Boundary Exploration (CBE) algorithm to
obtain the boundary inference rules that estimate the decision
boundary of the original model on each compositional distribution.
By merging these two types of rules into a rule set, we can
present the inferential process of the unsupervised black-box
model in a human-understandable way, and build a surrogate
rule-based model for online deployment at the same time. We
validate Ano2Rule through extensive experiments on diverse real-
world datasets, including network intrusion detection and IoT
security, demonstrating superior fidelity and robustness compared
to baseline methods. The results show that Ano2Rule achieves
high fidelity with the original model’s predictions while providing
human-understandable insights.

I. INTRODUCTION

In recent years, with the rapid development of machine
learning (ML) and deep learning (DL) in the field of anomaly
detection, the capability to detect malicious behaviors in
security applications has been significantly enhanced. This in-
cludes applications such as intrusion detection [1]–[3], malware
identification [4], [5], system monitoring [6], [7], and Internet of
Things (IoT) network surveillance [8]–[10]. These technologies
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(a) Enhancing trust in high-risk scenarios.

(b) Improving online defense capabilities.

Fig. 1: Motivation of interpreting black-box anomaly detection
models into rules in security domains.

demonstrate superior performance in terms of accuracy and
generalization capabilities. Among these studies, unsupervised
anomaly detection exhibits greater potential because it detects
potential malicious activities by identifying deviations from
normal behavior. Compared to supervised anomaly detection
methods, this kind of approach is particularly suitable for
detecting unknown attacks and novel threats, offering the
following advantages in network security applications:

1) During the training process, unsupervised anomaly detec-
tion requires minimal labeled attack or malicious data,
which are typically more sparse and difficult to obtain.

2) Unsupervised anomaly detection does not rely on any
known threat patterns, thereby performing exceptionally
well when facing unknown attacks and novel threats.

However, despite the excellent performance of these models,
many machine learning approaches, particularly deep learning-
based unsupervised models, often exhibit a “black-box” nature,
leading to a lack of interpretability and raising widespread
trust issues. Many local explanation methods [11]–[15] attempt
to interpret the models by presenting feature importance for
individual decision points. While these local explanations can
provide valuable insights for specific instances, they may not
fully meet the needs of certain security applications. These
fields typically require a more comprehensive understanding
of how the model behaves across the entire decision space
to detect complex or unknown attacks in a timely manner. In
contrast, global explanations, particularly those utilizing rule
extraction to describe the overall decision boundaries, may be
more ideal in security systems. This is especially important as
they offer the following benefits (illustrated in Figure 1):
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Enhancing Trust in High-Risk Scenarios: In high-risk
fields such as network intrusion detection, security operators
tend to rely more on interpretable rules rather than the intuitive
outputs of black-box models. Compared to complex prediction
scores, interpretable rules are easier to understand and trust,
which can effectively reduce false positives and mitigate
potential security risks.

Improving Online Defense Capabilities: By converting the
outputs of black-box models into high-fidelity rules, it becomes
possible to seamlessly integrate with most rule-driven defense
tools (e.g., iptables [16] and Snort [17]), ensuring efficient
deployment of online defenses and efficiency in handling high-
volume network traffic.

Most existing global ML/DL explanation approaches have
been developed for supervised models, with limited research
focused on explaining unsupervised anomaly detection. This
area presents several unique challenges:

Unlabeled One-class Data (CH1). Supervised explanation
methods [18]–[20] require labeled data from both positive
and negative classes to determine the decision boundaries of
black-box models. However, this requirement conflicts with the
nature of unsupervised anomaly detection, which does not rely
on labeled attack data—one of its primary advantages. This
lack of labeled abnormal data adds complexity to determining
the model’s decision boundaries.

Lack of Surrogate Models (CH2). Global explanation
methods typically use interpretable models, such as decision
trees [19], [20] or linear models [21], to approximate the
behavior of black-box models. However, there is a lack of
suitable surrogate models in the unsupervised domain that can
provide both interpretability and high performance, particularly
in high-stakes security applications.

Accuracy Loss (CH3). A common issue with global
methods is the loss of accuracy in the surrogate model due
to simplifications made in replicating the original model [22].
While these methods can offer interpretability, they may fail to
meet the high detection accuracy requirements necessary for
real-time deployment in security applications.

We observe that simple surrogate models often struggle
to effectively replicate the complexity of black-box models
when dealing with high-dimensional data. Such instances
belonging to the same class may contain multiple underlying
distributions, with the overall distribution composed of several
sub-distributions. For example, the normal activities of a host
may involve multiple services (such as web services, database
services), each exhibiting distinctly different characteristics in
feature space. This diversity makes it challenging for simple
surrogate models to fully capture the complex behaviors of
black-box models, thereby reducing the interpretability and
accuracy of the model.

Conclusion: To this end, this paper proposes a divide-and-
conquer method called Ano2Rule to extract global rules from
black-box unsupervised anomaly detection models, aiming to
provide interpretable, accurate, and robust explanations. The
implementation of Ano2Rule relies on two core components:
the Interior Clustering Tree (IC-Tree) and the Compositional
Boundary Exploration (CBE) algorithm. The IC-Tree is an
unsupervised decision tree model that extends the traditional

Classification And Regression Tree (CART) by incorporating
the predictions of black-box models to determine data splits.
It partitions the high-dimensional data space into smaller,
more manageable subspaces, capturing complex distributions
and identifying normal behavior patterns, thereby laying the
foundation for explaining the black-box model. Within each
IC-Tree subspace, the CBE algorithm generates boundary
inference rules. Starting from initial hypercube-shaped rules,
CBE gradually optimizes the decision boundaries through an
approximate gradient ascent method, accurately capturing the
black-box model’s complex boundaries. By combining the
rule sets generated by the IC-Tree and CBE, Ano2Rule fully
presents the global decision logic of the black-box model,
ensuring high fidelity of the explanatory rules.

Beyond providing global explanations, Ano2Rule also ex-
hibits strong extensibility to other types of model interpretation,
such as local explanation and counterfactual explanation.
This flexibility is rooted in the explicit, human-understandable
characterization of normal boundaries from the perspective of
the black-box model. Specifically, for local explanation (i.e.,
assessing feature importance for individual predictions), the
significance of each feature can be quantified by measuring the
distance between a sample’s feature values and the boundaries
defined by its matched rule. For counterfactual explanation
(i.e., determining how an anomalous sample could be modified
to be classified as normal), our method can project the
anomaly onto the closest region defined by the rules and
optimize the necessary feature changes accordingly, thereby
generating informative counterfactuals. These extensions enable
our approach to support a versatile suite of explanation tasks
with unified technical foundations.

For evaluation, we used four unsupervised anomaly detection
models and trained them on four benchmark datasets. To
comprehensively assess the effectiveness of our method, we
compared it with five baseline explanation methods. The exper-
imental results show that Ano2Rule not only can extract highly
interpretable and precise rules from black-box models but also
outperforms existing methods in multiple metrics, including
fidelity, robustness, true positive rate (TPR), and true negative
rate (TNR), meeting the demand of improving human trust
in black-box models and maintaining high detection accuracy
for online deployment. We also validate the extensibility of
Ano2Rule by demonstrating its capability to provide local and
counterfactual explanations. Specifically, we show that our rule-
based approach enables quantifiable local feature importance
and generates actionable counterfactuals for anomalous samples,
further illustrating the versatility and practical value of the
proposed method.

The remainder of this paper is structured as follows: Section
II reviews related work on unsupervised anomaly detection and
model interpretability. Section III outlines the objectives of the
proposed method, introducing distribution decomposition rules
and boundary inference. Sections IV detail the core algorithms
of Ano2Rule. Section V presents the theoretical analysis of the
proposed method. Section VI elaborates on the extensibility of
AnoRule to other types of explanation. Section VII describes the
experimental setup and result analysis. Section VIII concludes
with key findings and suggests future research directions.
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II. RELATED WORK

A. Anomaly Detection in Security

Anomaly detection is a cornerstone technique in the field of
cybersecurity, supporting a wide range of applications including
network intrusion detection [1]–[3], malware detection [4],
[5], [23], and IoT security [8], [9], [24], [25]. The primary
objective is to identify rare or previously unseen events—often
corresponding to malicious activities—that deviate from the es-
tablished patterns of normal system behavior. This is especially
important in modern security environments, where the diversity
and sophistication of threats continue to evolve rapidly, making
it impractical to enumerate all possible attack types in advance.

Traditional signature-based detection systems rely on pre-
defined patterns and can only recognize known threats. In
contrast, anomaly detection offers the ability to discover
novel or zero-day attacks by flagging deviations as potential
anomalies. In practical settings, the abundance of benign data
and the scarcity of labeled attack samples further motivate the
adoption of unsupervised anomaly detection models, which can
learn normal behavior from unlabeled data without requiring
explicit attack labels. Recent years have witnessed significant
progress in unsupervised anomaly detection methods for
security applications. Representative approaches include one-
class classifiers such as One-Class SVM (OCSVM) [26]–[28],
tree-based models like Isolation Forest (iForest) [29], [30], and
neural network-based techniques such as autoencoders (AE)
and variational autoencoders (VAE) [31].

Despite these advances, the widespread adoption of anomaly
detection in high-stakes security contexts remains hindered
by the lack of interpretability and transparency in modern
machine learning models. Security operators must be able to
understand and trust the decisions made by automated systems,
especially when incorrect predictions could result in substantial
operational or financial losses [15]. As a result, enhancing the
interpretability of anomaly detection models has become a
research priority in both academia and industry.

B. Model Interpretation

To address this issue, explainable artificial intelligence (XAI)
has gradually been introduced into the anomaly detection field
to bridge the semantic gap between model predictions and
human understanding. Existing XAI methods can be categorized
into model-specific explanation methods and model-agnostic
explanation methods.

1) Model-Specific Explanation: To address this issue, ex-
plainable artificial intelligence (XAI) has gradually been intro-
duced into the anomaly detection field to bridge the semantic
gap between model predictions and human understanding [32]–
[35]. Existing XAI methods can be categorized into model-
specific explanation methods and model-agnostic explanation
methods. Some studies attempt to integrate explainability
directly into model architectures to enhance interpretability.
For example, Kauffmann et al. proposed a decomposition
method for explaining one-class support vector machine (SVM)
anomaly detection [32], breaking down the model’s decision-
making process into comprehensible components. Aguilar et
al. proposed an interpretable autoencoder based on decision

trees, which provides a natural explanation for experts in the
application area [35]. Feng et al. utilized a k-dimensional (KD)
tree to classify DDoS sources at an IP-level fine granularity,
outputting explanatory information that enables easy inspection
of detection results [36]. However, such approaches are often
tightly coupled with the underlying model and lack generality,
limiting their application to a broader range of black-box
anomaly detectors.

2) Local Explanation: Unlike model-specific methods that
require internal access to model structures or parameters,
model-agnostic techniques treat the target model as a black
box and seek to explain its predictions solely based on
input-output behavior. Local explanation, as a representative
approach, aims to interpret a model’s prediction for a specific
input by quantifying the importance of each feature in the
decision-making process. Among the most prominent local
explanation frameworks are LIME (Local Interpretable Model-
agnostic Explanations) [11] and SHAP (SHapley Additive
exPlanations) [12]. These methods operate by constructing
simple, interpretable surrogate models—such as sparse linear
regressors or decision trees—in the vicinity of the input instance
under consideration. For example, LIME perturbs the features
of a sample to generate synthetic neighbors and fits a local
model to approximate the original black-box model’s behavior
around that point. These methods have been applied to explain
various unsupervised models [37]–[39].

In the security domain, local explanations have proved valu-
able for investigating individual alerts or suspicious activities
detected by anomaly detection systems. For instance, Guo et
al. leveraged local interpretable models to analyze malware
classification results, offering actionable insights for analysts
to prioritize incident response [14]. Similarly, Sipple applied
integrated gradients [40], a local explanation technique, to trace
root causes in IoT device failures [41].

However, local explanations face several limitations in
practice. They may be sensitive to the definition of the local
neighborhood, potentially resulting in unstable or misleading
feature attributions. Furthermore, while local methods can
reveal “why” for individual cases, they often fail to capture the
broader decision logic or recurring patterns that are essential
for proactive defense and policy-making.

3) Counterfactual Explanation: The central idea of coun-
terfactual explanation is to answer “what if” questions by
identifying the minimal changes needed to an input instance in
order to alter the model’s prediction. For instance, in anomaly
detection, a counterfactual explanation provides insight into
how an anomalous instance could be transformed into a normal
one, offering clear and actionable guidance to analysts.

The general methodology for generating counterfactuals
involves solving an optimization problem to find the closest
data point whose predicted class is different from the original.
This paradigm was formalized by Wachter et al., who proposed
counterfactual explanations as a means to interpret automated
decisions while treating the underlying model as a black
box [42]. Extensions to this idea have focused on generating
diverse counterfactuals for greater coverage and robustness, as
demonstrated by DiCE [43]. Counterfactual methods are also
developed for complex data structures, such as graphs [44] and
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TABLE I: Comparison of explanation methods for anomaly detection; ∗ local methods may provide limited counterfactual
samples via sampling or perturbation, but are not designed for minimal changes; (✓ ) indicates partial or limited support.

Method Comprehensive
Decision Logic

Instance-level
Attribution

Actionable
Guidance

Unsupervised
Adaptation

High Fidelity/
Robustness

Model-Specific (e.g., [32], [34]) ✓ × × × ✓
Local (e.g., [11], [12]) × ✓ (✓ )∗ × ×
Counterfactual (e.g., [42], [43]) × × ✓ × ×
Surrogate Trees/Rules (e.g., [20], [48]) ✓ × × (✓ ) (✓ )
Ano2Rule (Ours) ✓ ✓ ✓ ✓ ✓

recommender systems [45].
In the field of security and anomaly detection, counterfactual

explanations are emerging as a valuable tool for operational
transparency and actionable insight. For example, Guzman
et al. explored counterfactual explanations for detecting SQL
injection attacks, helping analysts understand how an attack
instance might be altered to avoid detection or be classified as
benign [46]. Similarly, counterfactuals can provide interpretable
recommendations for revising loan applications in a security-
critical financial context [47].

Despite this progress, applying counterfactual explanations to
unsupervised anomaly detection remains challenging, due to the
absence of clear class boundaries and the need to preserve data
realism. Existing security-related counterfactual approaches
typically focus on supervised settings and require labeled data.

4) Global Explanation: Global methods are designed to
provide a comprehensive, human-understandable summary of
a model’s overall decision-making process across the entire
input space. Global interpretability is particularly important for
security operators, who must not only investigate individual
alerts but also understand and audit system-wide detection logic
to ensure reliable deployment, compliance, and risk mitigation.

A common strategy for global explanation is to approximate
the black-box model with an inherently interpretable surrogate,
such as decision trees [19], [20], [49], symbolic rules [18],
sparse linear models [21], and decision lists [50], to approxi-
mate and explain the predictions of any well-trained model. In
related research, authors have constructed global explanations
in the form of decision trees to provide insight into black-
box models [19]. The framework proposed by Jacobs et al.
generates tree models using existing machine learning models
and training datasets to explain security-related decisions [20].

However, most of these global explanation approaches have
been developed in supervised learning settings, where labeled
examples of both normal and anomalous data are available. This
limits their direct applicability to the unsupervised anomaly
detection scenarios, where only normal data is typically used
for training. Additionally, while some works can extract rules
from unsupervised anomaly detection models [48], they still
assume that the training dataset contains sufficient outliers to
determine decision boundaries, which may not hold true in
practice due to the model’s generalization capabilities.

Recent studies have also attempted to aggregate multiple
local explanation models to provide nearly global explanations
[51]–[53]. However, these approaches incur high computational
costs when processing large-scale data and require a trade-
off between fidelity and coverage. Although techniques such

as knowledge distillation can reduce complexity and enhance
explainability through model transformation [54], [55], their pri-
mary goal remains model compression and accuracy assurance,
rather than providing high-fidelity explanations of the original
models. Consequently, achieving comprehensive interpretability
for unsupervised anomaly detection while maintaining high
detection performance remains a challenge.

In summary, while existing methods each address important
aspects, they often suffer from limited generality, restricted
support for unsupervised settings, or lack of high-fidelity
explanations. As summarized in Table I, our proposed rule-
based framework stands out by simultaneously offering compre-
hensive decision logic, instance-level attribution, and actionable
guidance, all within a robust and unsupervised-compatible
paradigm, which bridges gaps in interpretability for security-
focused anomaly detection.

III. OVERVIEW

To tackle the interpretability challenges in unsupervised
anomaly detection within security contexts, we introduce a
novel framework called Ano2Rule, which is designed to extract
interpretable, rule-based explanations that align closely with
the original anomaly detection model, enhancing transparency
and operational efficacy. As shown in Figure 2, it leverages an
Interior Clustering Tree (IC-Tree) for feature space partitioning
and a Compositional Boundary Exploration (CBE) algorithm
for precise decision boundary inference.

A. Problem Definition

Let X ⊆ Rd be the variable space of d-dimensional features;
x and xi denote a data sample and its i-th dimension of features.
We give the following definitions for the rest of the paper:

Definition 1 (Unsupervised Anomaly Detection). Given
unlabeled negative (normal) data X sampled from a stationary
distribution D for training, an unsupervised model estimates
the probability density function f(x) ≈ PX∼D(x), and detects
an anomaly via a low probability f(x) < φ, where φ > 0 is
a threshold determined by the model itself or by humans.

It is noted that the threshold φ is a non-zero value, meaning
that the model inevitably generates false positives, which is a
common setting in most of the works [1]–[3] even though the
false positive rate can be very low. Besides, the normal data
may occasionally be contaminated or handled with errors. We
consider the anomaly detection tolerant of noisy data, but their
proportion in the training dataset is small and we do not have
deterministic labels of the training data.
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Rule #1:
IF
ps_mean > 101.68
AND
iat_mean > 0.063
THEN Normal

Rule #2: ...

Rule #3: ...

Unlabeled Data

Distribution Decomposition Rules

Final Rule Set

Boundary Inference Rules

IC-Tree

CBE
Algo.

Merge

Black-Box
Model

Rule
Set

Fig. 2: A high-level illustration of Ano2Rule; small circles are
unlabeled normal data; dashed curves are the decision boundary
of the black-box model; vertical/horizontal lines are extracted
rules at each step.

Definition 2 (Global Explanation by Rule Extraction).
Given a trained model f with its anomaly threshold φ and
the training set X , we obtain an in-distribution rule set
C = {C1, C2, ...} that explains how the model f profiles the dis-
tribution of normal data. A rule C = ...∧(xi⊙υi)∧...∧(xj⊙υj)
is a conjunction of several axis-aligned constraints on a
subset of the feature space, where υi is the bound for the
i-th dimension and ⊙ ∈ {≤, >}.

Let x ∈ C indicate that a data sample satisfies a rule. From
C, we can build a surrogate model hC(x), whose inference is
to regard a data sample that cannot match any of the extracted
rules as anomalous:

hC(x) = ¬(x ∈ C1) ∧ ¬(x ∈ C2) ∧ ..., Ci ∈ C. (1)

Design Goal. We expect the extracted rules to have a high
fidelity to the original model, that is, a similar coverage of
normal data (i.e., true negative rate), and a similar detection
rate of anomalies (i.e., true positive rate). We formulate our
objective as follows:

argmin
C

LX∼D(C, f, φ) + LX≁D(C, f, φ). (2)

B. Methodology Overview

To minimize the first item in Equation (2), suppose the
training data X can well represent the distribution D, a

straightforward approach is to find the bound of X as rules,
such as using a hypercube to enclose the data samples
which can easily achieve the minimization of the partial loss
Lx∈X(C, f, φ) = 0. However, as D is not a prior distribution
and we do not have labeled abnormal samples, the second item
LX≁D(C, f, φ) is neither deterministic nor estimable unless
we create sufficient random samples and query f , which is
challenging given the high-dimensional space of X .

As prior studies [25], [41] suggest, normal data are typically
multimodal, i.e., the overall distribution is formed by multiple
compositional distributions. For example, a server supports
multiple services such as web, email and database. The
representations of these services can be disparate and located in
different regions in feature space with little transition between
the regions, making it infeasible to find a uniform rule set to
accurately estimate the original model.

Based on this intuition, Ano2Rule adopts a divide-and-
conquer approach, as shown in Figure 2. First, we propose
an Interior Clustering Tree (IC-Tree) to find the distribution
decomposition rules, which cut the feature space into subspaces
so that each subspace contains data belonging to the same
compositional distribution. Then, we design a Compositional
Boundary Exploration algorithm (CBE) to explore the decision
boundary on each compositional distribution. Particularly, the
algorithm starts from the minimal hypercube that encloses all
data of the distribution, and finds the boundary by recursively
extending the boundary following the optimal direction guided
by a gradient approximation. Upon obtaining the decision
boundary of a distribution, the corresponding boundary in-
ference rule can be extracted. Last, the final rule set can be
obtained by merging the distribution decomposition rule and
the boundary inference rule of each compositional distribution.
We formally define the distribution decomposition rule and the
boundary inference rule as follows:

Definition 3 (Distribution Decomposition Rule). Denoted
by CI

k that decomposes the overall distribution of normal
data D into K compositional distributions, i.e., PX∼D(x) =∑K

k=1 ϕk · PX∼Dk
(x|x ∈ CI

k) where ϕk denotes the weight
of each compositional distribution, so that a data sample x ∼
Dk has significantly small probability of belonging to other
distributions.

Definition 4 (Boundary Inference Rule). Denoted by CE
k

that estimates the decision boundary of the original model
for each distribution Dk, i.e., argmin

CE
k

LX∼Dk
(CE

k , f, φ) +

LX≁Dk
(CE

k , f, φ).
With the definition of these two types of rules, we translate

the objective in Equation (2) to the following objective as our
intuition indicates.

Proposition 1. The original objective can be estimated by
finding the union of the conjunction of distribution decomposi-
tion rules and boundary inference rules for each compositional
distribution:

K⋃
k=1

argmin
Ck

LX∼Dk
(Ck, f, φ) + LX≁Dk

(Ck, f, φ), (3)

where Ck = CI
k ∧ CE

k .
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IV. DESIGN DETAILS

A. Interior Clustering Tree

To derive the distribution decomposition rules and partition
the feature space into distinct subspaces, it is essential to
first define the compositional distribution Dk. In unsupervised
anomaly detection, the lack of labeled data makes it challenging
to directly infer decision boundaries. By defining Dk, we can
decompose the complex overall distribution D into interpretable
sub-distributions, enabling a rule-based description of the
model’s decision-making process. Although labeled data is
unavailable, the estimation of the overall distribution D from
the outputs of the black-box model can serve as a basis for
this decomposition.

Suppose two data samples x(i) and x(j) belong to the same
distribution Dk. In that case, the difference in their probabilities
of belonging to the overall distribution D will be less than a
small constant ϵ. Based on the definition of the distribution
decomposition rules and compositional distributions, if these
two data samples belong to the same distribution Dk, their
probability of belonging to any other distribution PX∼Dl

(x)
(where l ̸= k) is nearly zero. Consequently, the probability of
these samples belonging to the overall distribution PX∼D(x),
which is a weighted sum of the probabilities across all
compositional distributions, is approximately equal to their
probability of belonging to PX∼Dk

(x).
Based on this, we propose a tree-based model dubbed

Interior Clustering Tree (IC-Tree), which extends the CART
decision tree [56]. The main difference between IC-Tree and
CART is that, rather than splitting data based on ground truth
labels, IC-Tree uses the probability output by the original
model as splitting criteria, enabling it to work in a completely
unsupervised manner. This decomposition approach provides
a clearer understanding of how different regions of the
feature space correspond to the model’s decision-making logic,
enhancing both transparency and interpretability.

Node Splitting. Given the data N at a tree node, we first
obtain the output of the anomaly detection model f(x) for
x ∈N . Similar to decision trees, the node of an IC-Tree finds
a splitting point s = (i, bi) that maximizes the gain:

s = argmax
s

I(N)− |N l|
|N |

I(N l)−
|N r|
|N |

I(N r), (4)

where bi is the splitting value for the i-th dimension, N l and
N r are the data split to the left and right child nodes, |N |
denotes the number of data samples, and I is a criterion function
such as Gini index I = 2p(1−p) for binary classification with
the probability of p. Specifically, we let p be the average output
of the anomaly detection model, which can be interpreted as
the expectation of the probability that the data belong to the
same distribution:

p = Ex∈N [PX∼D(x)] =
1

|N |
∑
x∈N

f(x). (5)

An IC-Tree continues to split nodes until it satisfies one of
the following conditions: i) the number of data samples at
the node |N | = 1; ii) for any two of the data samples at the
node ∀x(i),x(j) ∈N , |f(x(i))− f(x(j))| < ϵ; iii) it reaches

a maximum depth τ , which is a hyperparameter. The IC-Tree
focuses on the subset of features that contribute the most to the
variability of anomaly scores at each split, thereby ensuring a
more accurate separation of data distribution.

Distribution Decomposition Rule Extraction. A trained IC-
Tree that has K leaf nodes (K ≤ 2τ ) represents K distributions
separated from the overall distribution D. Suppose the k-th leaf
node has a depth of τ ′. A distribution decomposition rule that
describes the k-th compositional distribution can be extracted
by the conjunction of the splitting constraints from the root to
the leaf node:

CI
k = (xi⊙1bi|s1 = (i, bi))∧...∧(xj⊙τ ′bj |sτ ′ = (j, bj)), (6)

where ⊙ is “≤” if the decision path goes left or “>” if
the decision path goes right.Each rule set CI

k describes the
conditions of the k-th sub-distribution in the feature space.
These rules enable the accurate classification of new data
points into their corresponding sub-distributions.

B. Compositional Boundary Exploration

Following the generation of distinct subspaces by the IC-
Tree, we propose the Compositional Boundary Exploration
(CBE) algorithm (described in Algorithm 1) to precisely define
and refine the decision boundaries within each subspace. The
CBE algorithm uses the minimal hypercube that encloses the
normal data of each compositional distribution as a starting
point. Further, we refer to adversarial attacks [57] and propose
a method to approximate the optimal direction to explore the
decision boundary, which makes the algorithm more efficient
and accurate to estimate the decision boundary.

Starting from Hypercube (line 1). Let Xk denote the
training data falling into the k-th leaf node of an IC-Tree that
represents a compositional distribution. Recall the definition of
boundary inference rules that target minLX∼Dk

(CE
k , f, φ) +

LX≁Dk
(CE

k , f, φ). We use the minimal hypercube Hk as a
starting point of boundary inference rules to bound every dimen-
sion of the data samples in Xk judged by the original model
as normal, which obviously achieves Lx∈Xk

(Hk, f, φ) = 0.
The minimal hypercube is enclosed by 2 × d axis-aligned
hyperplanes, which can be characterized by the following rule:

Hk = (υ−1 ≤ x1 ≤ υ
+
1 ) ∧ ... ∧ (υ−d ≤ xd ≤ υ

+
d ), (7)

where υ−i = min(xi|f(x) > φ,x ∈ Xk) and υ+i =
max(xi|f(x) > φ,x ∈Xk).

Explorer Sampling (line 4∼6. The CBE algorithm explores
the decision boundary of the original model by estimating the
bound of one feature dimension at a time. For i-th dimension,
we uniformly sample Ne data points on each hyperplane of
the hypercube, i.e., e(1), ...,e(Ne) ∈ Hk ∧ (xi = υi), υi ∈
{υ−i , υ

+
i }, which are called the initial explorers for this hyper-

plane. For an initial explorer e, we further sample Ns auxiliary
explorers near it from a truncated multivariant Gaussian distribu-
tion denoted by N (e,Σ, i). Particularly, the center of sampling
is the explorer e and the radius of sampling is constrained by the
sampling matrix Σ = diag(ρ|υ+1 −υ

−
1 |, ..., ρ|υ

+
d −υ

−
d |), where

ρ is a hyperparameter, and the sampling on i-th dimension
is half-truncated to only keep the distribution outside the
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7

hypercube as we desire to extend the boundary. With Ne×Ns

auxiliary explorers in total, we query the original model and use
Beam Search to select Ne samples with the minimal probability
of being normal as the candidate explorers for the next iteration.

Gradient Approximation (line 7∼9). Though we have
obtained Ne candidate explorers in the previous step, using
them directly for the next iteration does not guarantee the
optimal direction of movement towards the decision boundary.
To find the optimal direction, we utilize the Fast Gradient Sign
Method [57] that employs gradient ascent to find the direction
of feature perturbation. However, we do not know the loss
function of the original model in black-box scenarios. To deal
with it, given a selected auxiliary explorer ê that is sampled
around an initial explorer e on the i-th dimension hyperplane,
we approximate the i-th dimension of the model gradient (i.e.,
the partial derivative) by the slope of a linear model across the
two data points, and use the midpoint with its i-th dimension
minus the approximation as the new explorer for the next
iteration:

ei, next =
ei + êi

2
− η · sign(∇i), (8)

∇i =
∂f(x)

∂xi
≈ f(e)− f(ê)

ei − êi
, (9)

where sign(·) is the sign function, and η is a hyperparameter
to control the stride of one iteration. The iteration stops when i)
an auxiliary explorer êext that satisfies f(êext) < φ is found,
or ii) it reaches the maximum number of iterations.

Rule Acquisition (line 12). Once the iteration stops,
boundary constraints are generated for each dimension.If the
iteration stops due to the first condition, we produce a boundary
constraint for each dimension using the coordinate of êext that
extends the boundary of the hypercube, i.e., ci = (xi ⊙ êext,i),
where ⊙ is “≤” if êext,i is greater than υ+i , or “>” if êext,i is
less than υ−i . If the iteration stops due to the second condition,
it means the algorithm encounters difficulties in moving towards
the decision boundary by perturbing this feature dimension.
We calculate the difference between the model prediction of
the last auxiliary explorer and that of the initial explorers on
the hyperplane. If the difference is smaller than a threshold δ,
we decide that this feature dimension is a contour line, i.e., it
has no significant correlation with the model prediction. In this
case, we do not produce any constraints for this dimension.
If the difference is greater than the threshold, we produce
constraints in the same way as those produced under the first
condition. The final boundary inference rule is the disjunction
of the hypercube and the constraints on each dimension.

C. Merging Final Rule Set

When the stopping condition is met, we merge the distri-
bution decomposition rules and boundary inference rules on
each compositional distribution by their conjunction, and the
final rule set is the union of the extracted rules:

C =
K⋃

k=1

Ck, where Ck = CI
k ∧ CE

k . (10)

We present the complete process of Ano2Rule in Algorithm 2.
Generally, the extracted rules serve as an “allowlist”, describing
the range of multiple features that can be considered normal
and judging others as anomalies, such as:

If xj1 < θ1 and xj2 ≥ θ2, then normal

Algorithm 1: Compositional Boundary Exploration
Input: Data falling into the k-th leaf node Xk,

anomaly detector f and its threshold φ
Output: Boundary inference rule Ck on this leaf node

such that Ck encapsulates normality
1 Hk ← MinimalHypercube(Xk);
2 for i-th dimension in Xk do
3 e(1), ..., e(Ne) ← IntialExplorer(Hk) on i-th

dimension;
4 while True do
5 ê(1), ..., ê(Ns) ← AuxiliaryExplorer(e) for each

initial explorer e;
6 Beam Search for Ne candidate explorers from

Ne ×Ns auxiliary explorers that have the
minimal probability of being normal judged by
f and φ;

7 e← GradientApprox(ê) for each candidate
explorer selected from auxiliary explorers;

8 if ending condition satisfied then
9 ci ← (xi ⊙ êi) and break;

10 end while
11 end for
12 return CE

k = Hk ∨ (c1 ∧ c2 ∧ ... ∧ cd);

Algorithm 2: Rule Extraction Process of Ano2Rule
Input: Unlabeled data X , anomaly detector f and its

threshold ϕ
Output: In-distribution rule set C as interpretation for f

1 {Nk}Kk=1 ← IC-Tree(X, f ; τ) ;
2 for Nk in {Nk}Kk=1 do
3 CI

k ← getRule(Nk) ; // get its
distribution decomposition rule

4 Xk ← getData(Nk);
5 CE

k ← CBE(Xk, f, ϕ) ; // get its
boundary inference rule

6 Ck ← CI
k ∧ CE

k ;
7 end for
8 return C =

⋃K
k=1 Ck;

V. THEORETICAL ANALYSIS

A. Proof of Proposition 1

One of the key claims that lay the theoretical foundation
for our method is Proposition 1, which employs a divide-and-
conquer approach by translating the objective in Equation (2) to
Equation (3). We will prove that such an approach is feasible:
the extracted rules will have a high fidelity to the original
model, that is, a similar coverage of normal data (i.e., true
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negative rate, TNR), and a similar detection rate of anomalies
(i.e., true positive rate, TPR).

We prove the following lemma equivalent to Proposition 1:
Lemma 1. If the distribution decomposition rules and the

inference boundary rules that minimize the loss on each of the
compositional distributions are found, the sum of the minimum
losses on each of the compositional distributions can estimate
the minimum loss on the overall distribution with a significantly
small error ψ, i.e.,

minLX∼D(C, f, φ) + LX≁D(C, f, φ)

=
K∑

k=1

min(LX∼Dk
(Ck, f, φ) + LX≁Dk

(Ck, f, φ)) + ψ,

where Ck = CI
k ∧ CE

k , ψ ≥ 0.
(11)

Proof. The sum of the minimum losses on each of the
compositional distributions is calculated by an iteratively
cumulative process. Let Lj be the sum of the minimum losses
on each of the compositional distributions at the j-th iteration:

Lj =

j∑
k=1

min(LX∼Dk
(Ck, f, φ) + LX≁Dk

(Ck, f, φ)). (12)

Let X ∼
⋃j

k=1Dk represent a variable belonging to any of the
compositional distributions D1, ...,Dj , which is the same as
the overall distribution X ∼ D. We prove the Loop Invariant
of Lj during the iteration, which always satisfies:

Lj = min(Lj
TNR + Lj

TPR)− ψ,

where Lj
TNR = LX∼

⋃j
k=1 Dk

(
⋃j

k=1
Ck, f, φ),

Lj
TPR = LX≁

⋃j
k=1 Dk

(
⋃j

k=1
Ck, f, φ)

(13)

1) For the first iteration,

L1 = minLX∼D1(C1, f, φ) + LX≁D1(C1, f, φ)

= minLX∼D(C, f, φ) + LX≁D(C, f, φ)− ψ
(14)

obviously holds where ψ = 0.
2) Suppose the Equation (13) holds at the j-th iteration. For

the (j + 1)-th iteration, we have the following derivations:

Lj+1 = min(Lj
TNR + Lj

TPR)− ψ
+min(LX∼Dj+1(Cj+1, f, φ) + LX≁Dj+1(Cj+1, f, φ))

= min(Lj+1
TNR + Lj+1

TPR)− ψ

+ LX∼
⋃j

k=1 Dk∩Dj+1
(
⋃j+1

k=1
Ck, f, φ)

+ LX≁
⋃j

k=1 Dk∩Dj+1
(
⋃j+1

k=1
Ck, f, φ),

(15)
where

⋃j+1
k=1Dk∩Dj+1 represents the overlap area between the

conjunction of the compositional distributions
⋃j+1

k=1Dk and the
(j+1)-th compositional distribution Dj+1. Recall the definition
of the compositional distributions that a data sample belonging
to one compositional distribution has a significantly small
probability of belonging to other compositional distributions,
meaning that the overlap area between the compositional
distributions is significantly small. Therefore, the loss with

TABLE II: Computational complexity of Ano2Rule.

Phase Component Complexity

Rule extraction IC-Tree O(d · n logn)
CBE Algorithm O(K · d ·Ne ·Ns)

Execution Ano2Rule O(|C| · d)

respect to the overlap area is also significantly small, given the
data samples belonging to the area are significantly rare. Let

ψ = ψ + LX∼
⋃j

k=1 Dk∩Dj+1
(
⋃j+1

k=1
Ck, f, φ)

+ LX≁
⋃j

k=1 Dk∩Dj+1
(
⋃j+1

k=1
Ck, f, φ),

(16)

and we can get the final result of Lj+1:

Lj+1 = min(Lj+1
TNR + Lj+1

TPR)− ψ, (17)

which proves the loop invariant in Equation (13). When j = K,
as the overall distribution is equal to the conjunction of the
compositional distributions, i.e., D =

⋃K
k=1Dk, we prove

Equation (11) holds and Lemma 1 is correct.

B. Computational Complexity

For rule extraction, the complexity of the IC-Tree is identical
to a CART: O(d · n log n), where d is the feature size and n
is the sample number; the complexity of the CBE algorithm is
O(K ·d ·Ne ·Ns), where K is the number of leaf nodes of the
IC-Tree, and Ne and Ns are the number of initial explorers and
auxiliary explorers. Therefore, the training time is theoretically
linear to the feature size, which is in line with the empirical
results. For execution, the time complexity is O(|C| ·d), where
|C| is the number of extracted rules.

In summary, as a rule-based approach, our method does
not have an operation with computational complexity higher
than quadratic terms, indicating its reasonable efficiency for
deployment. In the next section, we will also validate its
complexity by empirical experiments.

VI. FRAMEWORK EXTENSIBILITY

The proposed rule extraction approach is not only effective
for global explanation, but also exhibits remarkable exten-
sibility to other forms of interpretability that are vital in
practical security applications. By providing explicit and human-
understandable characterizations of normal data boundaries,
Ano2Rule offers a flexible foundation for supporting multiple
interpretability tasks within a unified paradigm. This versatility
enables the same set of extracted rules to serve as the basis for
local explanations—such as feature attribution for individual
predictions—as well as counterfactual reasoning, wherein
actionable recourse or remediation steps can be systematically
generated for anomalous samples.

A. Local Explanation via Rule-based Feature Attribution

Given an input sample x ∈ Rd, our framework provides
instance-level interpretability by leveraging the explicit, axis-
aligned boundaries of the rule C in the rule set C that
covers x. Suppose the matched rule C is defined as C =
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li ≤ xi ≤ ui, ,∀i = 1, . . . , d, where li and ui denote the lower
and upper bounds for the i-th feature. For each feature i, we
define the attribution score wi for x as

wi =


0, if xi ∈ [li, ui]

xi − ui, if xi > ui

li − xi, if xi < li

(18)

This formulation quantifies the extent to which each feature
of x deviates from the corresponding boundary of C. If xi
lies within the bounds [li, ui], it is considered to contribute
nothing to the anomaly for this rule. If xi exceeds the upper
or lower bound, the distance to the closest boundary is taken
as its contribution to the model’s decision.

For samples classified as normal (i.e., xi ∈ [li, ui] for all i),
we further characterize the feature-wise “tightness” of C by
considering the interval width: a smaller width ui − li implies
greater sensitivity of the model’s decision to changes in xi.
One may define a potential importance score for such features
as wi = 1/(ui − li).

In summary, this rule-based attribution provides a local
explanation of how each feature of x influences the model’s
prediction, allowing analysts to clearly identify which feature
deviations are most responsible for the detection result.

B. Counterfactual Explanation via Rule-based Projection

Given an anomalous sample x ∈ Rd not covered by any
rule in the set C, our framework constructs counterfactual
explanations by minimally modifying x so that the altered
sample xcf falls strictly inside the boundary of at least one rule
C ∈ C. To ensure that the counterfactual sample is robustly
accepted as normal (i.e., not exactly on the boundary), we
introduce a small margin δ for each feature, proportional to
the width of the rule’s interval.

Formally, for a given rule C = li ≤ xi ≤ ui, ∀i = 1, . . . , d,
we define δi = γ · (ui − li) where γ > 0 is a margin factor,
e.g., γ = 0.05. The counterfactual for each feature is then
computed as:

xcf
i =


li + δi, if xi < li

ui − δi, if xi > ui

xi, if xi ∈ [li, ui]

(19)

To select the most plausible counterfactual, we evaluate
candidates for all C ∈ C and minimize the following cost
function:

L(x,xcf) = α · |x− xcf|1 + (1− α) · S(x,xcf) (20)

where | · |1 denotes the ℓ1 distance, and S(x,xcf) is the sparsity
term defined as the number of features for which xi ̸= xcf

i .
Here, α is a weighting coefficient balancing proximity and
sparsity and we set α = 0.5.

The optimal counterfactual explanation is then given by

xcf∗ = arg min
xcf∈P(C,x)

L(x,xcf) (21)

where P(C,x) is the set of all margin-adjusted projections
of x into rules C ∈ C that yield a normal prediction. This
approach ensures that the generated counterfactuals are both

TABLE III: Summary of datasets for network intrusion detec-
tion and AUC of trained models.

Dataset #Features #Attack AE VAE OCSVM iForest

CIC-IDS2017 80 29.55% 0.9921 0.9901 0.9967 0.9879
CSE-CIC-IDS2018 80 22.62% 0.9906 0.9767 0.9901 0.9734
TON-IoT 30 74.29% 0.9998 0.9998 0.9993 0.9877
CIC-IOT2023 47 41.49% 0.9756 0.9861 0.9778 0.8955

actionable (few and small changes) and robust (strictly inside
the rule), providing clear, operational guidance for remediation
in security applications.

VII. EVALUATION

This section evaluates the performance and effectiveness of
the rule extraction method proposed for unsupervised anomaly
detection models. Through experiments on four datasets, we
verify the advantages of this method in terms of rule extraction
accuracy, robustness, and interpretability.

A. Experimental Setup

In this study, we employ four widely used unsupervised
anomaly detection models as black-box models, including
Autoencoders (AE) [1], Variational Autoencoders (VAE) [58],
One-Class Support Vector Machines (OCSVM) [59], and
Isolation Forests (iForest) [8]. The experiments are conducted
using four benchmark network traffic datasets: CIC-IDS2017,
CSE-CIC-IDS20181 [61], TON-IoT [62], and CIC-IoT [63].
These datasets cover different feature dimensions and attack-
to-normal traffic ratios, facilitating a comprehensive evaluation
of the framework across multiple anomaly detection scenarios.
Each dataset is represented in tabular format, with each row
corresponding to a network traffic record and each column
representing a statistical feature, such as the mean packet
size and inter-arrival time intervals. Additionally, each dataset
includes multiple attack types; for instance, the CIC-IDS2017
dataset contains attacks such as DDoS, DoS, and others.

The datasets are randomly divided into training, validation,
and testing sets with a 6:2:2 ratio. Only normal traffic data is
used to train the anomaly detection models and calibrate their
hyperparameters. The dataset descriptions, along with the AUC
(Area Under the Curve) scores for each model, are detailed in
Table III. This comprehensive evaluation approach enables us
to assess the framework’s performance in detecting anomalies
under varying feature characteristics and attack prevalence rates,
thereby providing robust validation of its capabilities.

Baselines. We employ five prior explanation methods as
baselines: 1) We use [48] that extracts rules from unsupervised
anomaly detection (UAD); 2) For other global methods, we use
the estimated greedy decision tree (EGDT) proposed by [19],
and Trustee [20] that specifically explains security applications;
3) We also consider one method LIME [11] that can use a
Submodular Pick algorithm to aggregate local explanations
into global explanations, and a knowledge distillation (KD)
method [55] that globally converts a black-box model to a

1We use the corrected versions of these two datasets as released by recent
studies [60] to address known labeling issues.
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TABLE IV: Performance of rule extraction on different datasets.

CIC-IDS2017 dataset

Method AE VAE OCSVM iForest
FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR

UAD 0.1325 0.4991 0.0003 0.9792 0.1438 0.4839 0.022 0.9988 0.0725 0.5000 0.00 1.00 0.1262 0.5000 0.0 1.00
EGDT 0.533 1.00 0.4354 0.9947 0.1437 1.00 0.022 0.9961 0.9189 0.9994 0.9306 0.838 0.9729 0.9996 0.9417 0.9189
Trustee 0.4871 0.6412 0.3844 0.9981 0.1552 0.9857 0.0152 0.9988 0.539 0.6108 1.00 1.00 0.4543 0.5801 0.9795 0.4486
LIME 0.6918 0.9999 0.7889 0.0014 0.8232 1.00 0.9329 0.001 0.068 0.9999 0.0777 0.0241 0.8910 0.9998 0.8246 0.9913
KD 0.5776 0.9989 0.4792 0.9998 0.2010 0.9817 0.1016 0.9993 0.3620 1.00 0.3102 0.9995 0.1262 0.7016 0.00 1.00
Ano2Rule 0.9835 1.00 0.9457 0.9915 0.9620 0.9993 0.9610 0.9944 0.9275 1.00 1.00 1.00 1.00 0.9949 0.9968 0.9843

CSE-CIC-IDS2018 dataset

Method AE VAE OCSVM iForest
FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR

UAD 0.3796 0.3077 0.0004 0.7418 0.2697 0.2930 0.1490 0.4857 0.6051 0.3069 0.3004 0.9876 0.6811 0.4035 0.3539 0.9724
EGDT 0.5821 1.00 0.1432 0.9801 0.2197 0.9989 0.2308 0.9554 0.5106 1.00 1.00 0.9546 0.9546 0.7813 0.9888 0.8971
Trustee 0.5157 0.9006 0.1901 0.9857 0.3642 0.9752 0.0124 0.9636 0.3616 0.5955 1.00 1.00 0.4241 0.4700 0.9641 0.5162
LIME 0.5838 0.9997 0.7681 0.0255 0.6814 1.00 0.9402 0.0213 0.0560 1.00 0.9999 0.0186 0.8903 1.00 0.9884 0.8745
KD 0.5074 0.9999 0.3562 0.9979 0.4234 0.9989 0.1086 0.9925 0.3180 0.9967 0.4308 0.1510 0.3596 0.6834 0.0000 1.00
Ano2Rule 0.9954 0.9997 0.9998 0.9774 0.8962 0.9985 0.9997 0.8268 0.9929 0.9997 0.9983 0.9753 0.9947 0.9291 0.9988 0.9583

TON-IoT dataset

Method AE VAE OCSVM iForest
FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR

UAD 0.1499 0.015 0.0258 0.908 0.2157 0.4010 0.1863 0.7787 0.0489 0.5000 0.00 1.00 0.0674 0.5000 0.00 1.00
EGDT 0.9750 1.00 0.9739 0.9943 0.7660 1.00 0.7538 0.9948 0.8139 0.9997 0.8051 0.9759 0.6345 0.9226 0.6247 0.9475
Trustee 0.4774 0.5722 0.4502 0.9971 0.3807 0.6689 0.3484 0.9975 0.7942 0.8430 1.00 1.00 0.7476 0.8145 0.9824 0.1943
LIME 0.6971 0.9999 0.7939 0.0027 0.8289 1.00 0.9379 0.0015 0.0687 0.9999 0.0787 0.0231 0.8963 0.9998 0.8296 0.9918
KD 0.0821 1.00 0.0341 0.9987 0.0591 0.9997 0.0099 0.9980 0.0494 1.00 0.0005 0.9994 0.0674 0.9955 0.00 1.00
Ano2Rule 0.9996 1.00 1.00 0.9845 0.9995 1.00 1.00 0.9831 0.9511 1.00 1.00 0.9881 1.00 0.9890 1.00 0.9715

CIC-IoT dataset

Method AE VAE OCSVM iForest
FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR FD RB TPR TNR

UAD 0.889 0.00 0.00 1.00 0.3644 0.4834 0.8913 0.9988 0.877 0.2583 0.1535 0.9505 0.829 0.0093 0.005 0.9405
EGDT 0.8975 1.00 0.0941 0.9911 0.9495 0.939 0.5891 0.9928 0.912 1.00 0.3168 0.9911 0.8905 0.9985 0.7475 0.8187
Trustee 0.8865 0.3673 0.0891 0.9828 0.9595 0.9119 0.7178 0.9922 0.0705 0.9398 0.9967 0.4356 0.105 0.0472 0.3861 0.1246
LIME 0.1015 0.1095 0.995 0.0011 0.109 0.111 1.00 0.0089 0.1585 0.1585 1.00 0.064 0.1145 0.2005 0.8465 0.0323
KD 0.881 0.999 0.00 0.9889 0.1575 1.00 0.4653 0.8826 0.2555 1.00 0.1139 0.7286 0.7865 0.999 0.2476 0.9855
Ano2Rule 0.9265 0.9985 0.8168 0.9277 0.931 0.993 0.7772 0.9461 0.967 0.998 0.8861 0.9861 0.888 0.994 0.9851 0.8315

self-explained decision tree. These methods, like ours, can
only access normal data to extract explanations.

Metrics. We refer to the metrics outlined in [22] to evaluate
rule extraction methods. The following key evaluation metrics
are presented in this section: Fidelity (FD) refers to the
proportion of samples where the predictions of the original
model and the surrogate model are consistent. This metric
reflects the trustworthiness of the explanation. Robustness (RB)
measures the ability of the surrogate model to maintain the
same prediction as the original model when the input undergoes
small perturbations, indicating the method’s stability. True
Positive Rate (TPR) and True Negative Rate (TNR) evaluate the
method’s ability to detect positive and negative class samples,
respectively. These metrics indicate whether a method meets
the requirements for global interpretation and helps avoid alarm
fatigue caused by false positives in highly imbalanced security
applications [64].

B. Quality of Rule Extraction

In our comprehensive performance evaluation (as shown
in Table IV), Ano2Rule demonstrates superior performance

across various anomaly detection models and datasets. First, it
consistently achieves high levels of True Positive Rate (TPR)
and True Negative Rate (TNR). For example, on the TON-IoT
dataset, all detection models reach a TPR of 1.00, while the
lowest TNR is as high as 0.9715. This highlights that our
method not only accurately detects anomalous data but also
effectively identifies normal data, significantly reducing false
positives and false negatives. Moreover, Ano2Rule exhibits out-
standing performance in terms of Fidelity (FD) and Robustness
(RB). The Fidelity scores across all datasets exceed 0.95, with
more than half of them surpassing 0.99. This indicates that our
method can accurately replicate the predictions of the black-box
models, ensuring the correctness of global explanations. The
RB scores range between 0.9890 and 1.00 across all datasets,
demonstrating that the method maintains stable performance
even under data noise and variations, thereby ensuring its
reliability in real-world deployments.

The baseline methods typically exhibit considerable vari-
ability in metrics across different datasets. In contrast, on
the CIC-IDS2017 dataset, Ano2Rule improves Fidelity by
approximately 0.45 (from 0.533 to 0.9835) and TNR by about
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0.16 (from 0.9947 to 0.9915) compared to EGDT. On the TON-
IoT dataset, Ano2Rule achieves perfect TPR and TNR values
of 1.00, substantially outperforming LIME and KD. These
results demonstrate that our method not only excels across
different datasets but also offers highly reliable explanations for
security applications. By efficiently extracting rules, Ano2Rule
provides effective global interpretations for unsupervised black-
box models, offering security analysts precise and transparent
anomaly detection support.

Notably, although Ano2Rule may not be the top performer
on every individual metric, it delivers highly consistent and
robust results: for example, Ano2Rule achieves a score above
0.95 on 50 out of 64 (78.1%) evaluation settings, covering
all datasets, black-box models, and metrics. In contrast, some
baseline methods exhibit larger fluctuations, with high scores
only on certain datasets but significant drops elsewhere. This
level of stability and balanced performance underlines the
practical value of Ano2Rule in real-world applications, where
dependable interpretability across a variety of conditions is
often more important than isolated peak results.

Considering that obtaining a “clean” training set requires
huge manual effort in reality [65], we also assess the efficacy
of Ano2Rule under varying percentages of “noisy” data. We
evaluate the fidelity of extracted rules using two approaches for
the injection of noisy data: 1) random noise; 2) mislabeled data
from other classes, i.e., attack data. The results are shown in
Figure3. We find that the impact of the noisy data proportion is
not significant: 36 of 40 fidelity scores in the table preserve over
0.95, and the variation of fidelity scores is not obvious with
the increase of noisy data for most of the models. This shows
that our rule extraction method can retain similar performance
to the black-box model that it extracts from. Nonetheless, the
results of iForest also reveal that a sufficiently large proportion
of noisy data may cause a certain negative impact on the rule
extraction for certain models. Overall, our method achieves
high-quality rule extraction for anomaly detection models by
balancing sensitivity and specificity. This capability makes it a
highly reliable solution in noisy environments.

C. Understanding Model Decisions

To demonstrate that the rules obtained by our method are
in line with human understanding, we use OCSVM as an
example of black-box models to provide several explanations.
We extract rules from a well-trained model and use these
rules to predict four typical types of attack data, including
Distributed Denial-of-Service (DDoS) attacks, XSS attacks,
password attacks, and ransomware attacks. Table V presents
the features of the rules extracted from normal data that cannot
be matched by the attack data and explains how humans can
interpret the model’s decisions. Such explanation results are
obtained by the following steps:

1) For a reported anomaly x, we use the IC-Tree to pinpoint
the rule of normality that judges x as anomalous. It is
realized by inputting x into the tree and recursively finding
the leaf node. The rule is denoted by Cx.

2) For each constraint of features in Cx, we compare the
corresponding feature value of x with the constraint.
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Fig. 3: Fidelity of extracted rules under varying percentages
of noisy training data.

3) For the feature values outside the range of the constraints,
the Rules of Normality, Feature Values, and Feature
Meaning (i.e., the three columns in Table V) along with
the raw data sample will be sent as the explanation to the
security expert for further analysis.

4) The security expert will analyze the data sample to
determine the type of attack (i.e., the Attack column in
Table V) and give her/his understanding of the important
attributes that make her/him identify the attack (i.e., the
Human Understanding column in Table V).

5) If there is a huge gap between the provided explanation
and expert understanding, it indicates that the anomaly
detector may not be trustworthy.

For instance, the data of DDoS attacks fails to match the
rules in three feature dimensions: the mean of packet sizes,
the mean of packet inter-arrival time, and the duration of a
connection. Specifically, the rule “psmean > 101.68” is unmet,
as the mean packet size in attack data is only 57.33, indicating
that the packet size in DDoS attacks is significantly smaller.
Similarly, the rule “iatmean > 0.063” is unmet, with the attack
value being merely 0.00063, demonstrating extremely short
inter-arrival times between packets. The rule “dur > 12.61” is
also unmet, as the attack value is only 0.00126, reflecting the
short connection durations characteristic of DDoS attacks. Such
results are easy to interpret: the purpose of DDoS attacks is to
overwhelm the victim’s resources, and attackers achieve this by
consuming resources asymmetrically (i.e., using small packets),
sending packets at an extremely high rate (i.e., low inter-arrival
time), and establishing as many useless connections as possible
(i.e., short connection durations). These explanations align with
how humans recognize DDoS attack behaviors.

These results clearly demonstrate that our extracted rules
align with human understanding of attack patterns, showing
that our method can provide precise, human-readable insights
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TABLE V: Examples of explanation on four types of attacks.

Attack Rules of Normality Attack Value Feature Meaning Human Understanding

DDoS
ps_mean > 101.68 57.33 Mean of IP packet sizes DDoS attacks flood the victim with small

packets at high rates, consuming resources.iat_mean > 0.063 0.00063 Mean of inter-arrival time (IAT)
dur > 12.61 0.00126 Duration of a connection

XSS
ps_mean ≤ 185.30 185.30 Mean of IP packet sizes XSS attacks inject malicious scripts

into web pages, affecting user experience.ps_var ≤ 107,333.64 87,446.91 Variance of IP packet sizes
ps_bwd_var ≤ 87,446.91 87,446.91 Variance of backward IP packet sizes

Password ps_mean ≤ 185.30 185.30 Mean of IP packet sizes Password attacks attempt to brute-force
passwords through repeated login attempts.iat_bwd_var > 0.0970 0.0970 Variance of backward packet IAT

Ransomware
ps_mean ≤ 186.62 186.62 Mean of IP packet sizes Ransomware attacks encrypt data and

demand ransom, with high packet size variability.ps_var > 107,775.82 107,775.82 Variance of IP packet sizes
ps_bwd_mean > 194.58 194.58 Mean of backward IP packet sizes

into black-box anomaly detection models. Besides, we note
that the gap between the provided explanation and human
understanding may not only occur when the anomaly detector
makes erroneous decisions but also when the anomaly detector
correctly detects an attack sample by unreasonable features,
which is called “spurious correlation” or “shortcut learning”
[66]. For example, the most obvious attribute of a DoS attack
is typically its high rate of forwarding packets in order to
overwhelm the victim, while the provided explanation might
suggest that IP address is an important feature. Specifically,
unreliable decisions could be made due to inappropriate testbed
settings during the collection of training data, such as the DoS
attack being launched from one separate host address while all
other normal traffic is from other host addresses. Therefore, our
explanation can also verify whether the detectors are correctly
trained before they are deployed.

D. Ablation Study

To evaluate the contributions of each component in
Ano2Rule, including the IC-Tree and the CBE algorithm, we
conducted ablation experiments with the following configura-
tions: 1) replacing the IC-Tree with the K-Means clustering
algorithm; 2) using only the CBE algorithm; and 3) replacing
the CBE algorithm with directly using hypercubes as rules. As
shown in Figure 4b, our method (IC-Tree + CBE) outperforms
the other methods in terms of fidelity (FD) on both datasets.

For instance, in the comparison between using only CBE
and the combination of IC-Tree + CBE, the fidelity on
the CIC-IDS2017 dataset increased from 0.9735 to 0.9856,
an improvement of 1.24%. On the TON-IoT dataset, the
fidelity improved from 0.9784 to 0.9840, an increase of
0.57%. These results indicate that incorporating IC-Tree
significantly enhances the model’s fidelity across different
datasets. Furthermore, in the ablation experiments, although
using K-Means (e.g., k = 10 or k = 5) achieved comparable
fidelity results, its clustering results are difficult to express
through axis-aligned rules, leading to poor interpretability and
deployability. In contrast, our method (IC-Tree + CBE) not
only achieves higher fidelity but also enhances the model’s
interpretability and deployment potential through clear rule
representation. In summary, these experimental results validate
the contributions of each component and demonstrate the
advantages of Ano2Rule.
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Fig. 4: (a) Average training and prediction time per sample
for different feature sizes. (b) Ablation study evaluating the
contribution of each component to overall performance.

E. Computational Cost

We also evaluate the computational cost of Ano2Rule with
respect to training and prediction. Since the CIC-IDS2017
dataset has 80 features in total, we train the model using the
first 20, 40, 60, and 80 features of 4000 samples to investigate
the influence of feature sizes. The results are shown in Figure 4a,
which demonstrates the average training and prediction time of
our method. The experimental results indicate that training
time increases linearly with the number of features. This
is because Ano2Rule adopts a feature-by-feature strategy to
explore the decision boundary of the model. As data complexity
increases, each additional feature expands the data space,
forcing the model to learn a higher-dimensional representation,
thus extending the training time. Nevertheless, the training
time is around 1 minute, which is acceptable and practical for
large-scale training.

Regarding prediction time, Ano2Rule is highly efficient, with
each inference taking only microseconds. This demonstrates
that our method, as a rule-based approach, can achieve real-
time execution for online applications. Furthermore, since the
prediction phase relies on a set of predefined rules derived
from the tree’s decision paths and boundary delineations, the
computational process remains lightweight, making it well-
suited for real-time scenarios. It is worth noting that the runtime
was measured entirely based on Python implementation. In
practice, the prediction time could be further reduced with
more efficient code implementations.
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(a) Maximum tree depth (b) #Explorers (c) Sampling coefficient (d) Iteration stride

Fig. 5: Sensitivity experiments of hyperparameters.

F. Hyperparameter

We perform a sensitivity analysis of several hyperparameters
on their influence on the rule extraction. We present four major
hyperparameters in Figure 5, including the maximum depth
τ of an IC-Tree, Ne number of explorers, the coefficient ρ
of sampling, and the factor η that controls the stride of an
iteration.

Maximum tree depth. A deeper IC-Tree creates more leaf
nodes, which allows for finer decomposition of distributions,
easing the difficulty of rule extraction. However, excessive
depth can lead to overfitting, reducing generalization capability.
As shown in Figure 5a, τ = 15 provides the best balance
between performance and complexity. This result underscores
the importance of selecting an appropriate tree depth to avoid
redundancy while ensuring sufficient resolution in feature space.

Number of Explorers. The number of explorers Ne in Beam
Search determines the number of nodes evaluated per iteration.
This parameter significantly affects algorithmic efficiency and
accuracy. While a higher Ne helps explore multiple local
optima, it can also introduce redundancy, as shown in Figure 5b.
An optimal range of 6 to 8 explorers is recommended, ensur-
ing robust performance without unnecessary computational
overhead.

Coefficient of sampling. The sampling coefficient ρ deter-
mines the radius of sampling within a multivariate Gaussian
distribution. Larger values of ρ enhance the CBE algorithm’s
ability to identify the decision boundary effectively by enabling
a broader search radius, as illustrated in Figure 5c. This capabil-
ity is crucial for ensuring accurate rule extraction, particularly
in high-dimensional spaces where decision boundaries are
complex.

Factor of iteration stride. The iteration stride factor η
controls the step size in boundary exploration. Larger values of
η improve convergence speed and rule quality by facilitating
more significant adjustments during each iteration. Figure 5d
demonstrates that higher values lead to better performance,
suggesting that a balance between stride length and convergence
stability is key for optimizing exploration.

G. Extensibility

To further demonstrate the versatility of Ano2Rule, we
evaluate its effectiveness as a local and counterfactual expla-
nation method, in comparison with specialized state-of-the-art
approaches.

Local Explanation. To assess the effectiveness of Ano2Rule
as a local explanation method, we compare its feature attribution

capability with the widely used model-agnostic framework
LIME [11]. We use the Negative Flipping Rate (NFR) as the
evaluation metric, which quantifies the proportion of originally
normal samples that are reclassified as anomalous by the black-
box model after the top-K most important features—identified
by the explanation method—are set to zero. A higher NFR
at smaller K values indicates that the explanation method is
more accurate in pinpointing the features most critical to the
model’s decision.

The comparative results are shown in Fig. 6. Across most
benchmark datasets, Ano2Rule achieves a higher or comparable
NFR with fewer features flipped, and the NFR curve rises more
rapidly as K increases. For example, on the TON-IoT dataset,
Ano2Rule achieves a 100% flipping rate with fewer than five
features altered, whereas LIME requires more features to reach
the same flipping ratio. On some datasets, the two methods
perform similarly, reflecting that our global rule extraction can
match the local interpretability provided by LIME.

Counterfactual Explanation. We further evaluate the coun-
terfactual explanation capability of Ano2Rule by comparing it
against DiCE [43], a widely adopted model-agnostic counter-
factual generation approach. For each detected anomaly, both
methods are used to generate multiple candidate counterfactual
samples. We assess their performance using three metrics:
Validity (the proportion of generated counterfactuals classified
as normal by the original model), Proximity (the average feature-
wise distance between each counterfactual and the original
anomalous sample, indicating the extent of modification), and
Success Rate (the proportion of anomalous samples for which
at least one valid counterfactual is found).

The comparative results are presented in Fig. 7. Across
all evaluated datasets, Ano2Rule consistently achieves higher
validity and success rates than DiCE, indicating that our rule-
based approach is more effective at generating actionable
recourse that leads to a change in model prediction. Notably,
the proximity scores of Ano2Rule counterfactuals are lower
on average, meaning that the modifications suggested by our
method are not only more likely to succeed, but also require
less perturbation to the original sample.

Overall, these results demonstrate that Ano2Rule, though
originally designed for global explanation, can be readily
extended to other types of explanation while preserving similar
effectiveness to the specialized methods of these types. In
addition, as it requires no iterative sampling or surrogate model
training, our rule-based approach achieves higher explanation
efficiency, making it more practical for large-scale or real-time
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Fig. 6: Comparing Ano2Rule as a local explanation method to LIME.
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Fig. 7: Comparing Ano2Rule as a counterfactual explanation method to DiCE.

applications.

VIII. CONCLUSION AND FUTURE WORK

This paper presented a novel method called Ano2Rule
for providing global explanations of black-box unsupervised
anomaly detection models. The method combines the Internal
Clustering Tree (IC-Tree) with a Boundary Exploration Algo-
rithm (CBE) to efficiently extract rules and offer transparent ex-
planations for anomaly detection. IC-Tree recursively partitions
the feature space to capture the hierarchical structure of data
distributions, while CBE further explores decision boundaries
within each subspace to enhance detection accuracy. Ano2Rule
not only ensures global interpretability but also provides fine-
grained local detection capabilities, offering comprehensive
and intuitive explanations of the anomaly detection model’s
reasoning process. Experimental results demonstrated that
Ano2Rule outperforms existing approaches across multiple
key metrics, including fidelity, robustness, true positive rate,
and true negative rate, providing robust support for security
applications.

Although Ano2Rule exhibits excellent global interpretability
and high fidelity, there are still some limitations, which provide
multiple avenues for future research. First, we are curious if it is
possible to extend the method to other data modalities, such as
raw image data. This may require integrating deep models
with spatial awareness capabilities, such as Convolutional
Neural Networks (CNNs) and Vision Transformers (ViTs),
to extract high-level semantic features, thereby enhancing the

method’s adaptability for cross-domain applications. Second,
to better balance interpretability and fitting capacity, we will
explore alternative models and algorithms, such as more
complex surrogate models, to accommodate the intricate
shapes of decision boundaries in high-dimensional feature
spaces. Lastly, given the method’s generalizability, we will
explore its application in other domains requiring interpretable
anomaly detection, such as medical diagnostics, manufacturing
monitoring, and criminal investigation analysis. These research
directions will further enhance the applicability and practicality
of Ano2Rule, providing robust support for its widespread use
in various high-risk multi-domain scenarios.
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