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Abstract—Data aggregation, as a data processing technique,
facilitates accurate diagnosis in the Healthcare Internet of Things
(HIoT) by integrating multi-source heterogeneous health data.
However, achieving efficient and secure aggregation of multi-
dimensional medical data remains challenging, particularly when
simultaneously preserving location privacy and providing fair,
quality-driven incentives. To address these issues, this paper
proposes a Quality-Aware Secure Multi-Dimensional Data Ag-
gregation scheme with Location Privacy for HIoT (QSDA). First,
the scheme employs inner product encryption to support aggre-
gation task matching without revealing users’ actual coordinates,
and further integrates symmetric homomorphic encryption with
super-increasing sequences to enable one-stop compressed aggre-
gation of multi-dimensional data, thereby effectively supporting
common statistical operations such as mean and variance. Sec-
ond, it introduces a data quality incentive mechanism based on
offset metrics, while leveraging blockchain auditing to ensure the
traceability of the aggregation process and the verifiability of the
aggregation results. Finally, security analysis and performance
evaluation demonstrate the scheme’s effectiveness and efficiency.

Index Terms—HIoT, symmetric homomorphic encryption,
multi-dimensional data aggregation, dynamic location privacy,
incentive mechanism.

I. INTRODUCTION

RIVEN by the rapid advances in mobile healthcare and

remote diagnostic technologies, the Healthcare Internet
of Things (HIoT) is reshaping the landscape of traditional
medical services. Wearable devices and intelligent sensors can
continuously collect users’ physiological and behavioral data,
and securely aggregating multi-source health data provides
crucial support for health monitoring and personalized treat-
ment [1]-[3]. To enhance the real-time performance and scal-
ability of medical data processing, researchers have adopted
an edge—cloud collaborative architecture, where edge nodes
perform distributed preprocessing and local aggregation while
the “cloud server” [4] conducts global analysis and decision
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optimization, effectively reducing the computational burden
on centralized servers and improving system responsiveness.
However, medical data are typically multi-dimensional, hetero-
geneous, and highly sensitive. Any leakage during transmis-
sion, aggregation, or storage may expose personal privacy or
lead to medical data misuse. Therefore, achieving low-latency
and high-accuracy encrypted aggregation of multi-dimensional
medical data while preserving confidentiality and privacy has
become a crucial challenge [5].

To address the above issues, researchers have proposed var-
ious privacy-preserving data aggregation mechanisms. Some
studies [6] employ the Paillier homomorphic encryption
scheme, which enables summation operations on encrypted
data based on its additive homomorphism. Although this
method can perform aggregation in the encrypted state, its
functionality is limited to additive homomorphism, and its
computational efficiency is low, making it unsuitable for
resource-constrained devices. In contrast, symmetric homo-
morphic encryption (SHE) [7] supports both additive and mul-
tiplicative homomorphisms, maintaining strong cryptographic
security while enabling richer ciphertext-domain computa-
tions for complex encrypted statistics and aggregation tasks.
However, when dealing with multi-dimensional heterogeneous
medical data such as blood pressure and heart rate [8], SHE
still needs to encrypt and aggregate each dimension separately,
leading to exponentially increased computation and commu-
nication costs that hinder real-time and lightweight deploy-
ment. Therefore, although some studies [9] have attempted to
integrate super-increasing sequence encoding with improved
homomorphic encryption mechanisms to enhance the pri-
vacy of multi-dimensional data aggregation, achieving scal-
able and high-precision secure aggregation under lightweight
constraints remains a significant challenge.

Although existing schemes have made notable progress
in data privacy protection and efficiency optimization, they
generally overlook the issue of location privacy. It is worth
noting that medical task allocation often relies on geographic
location matching, where securely performing matching and
verification without exposing users’ real coordinates is crucial
for maintaining system trustworthiness. To address this issue,
several studies [10] have proposed privacy-preserving location
matching mechanisms based on homomorphic encryption or
secure multi-party computation, enabling secure associations
between users and tasks. However, in the absence of effective
incentive mechanisms, users are often reluctant to participate
in location verification and data sharing. Therefore, integrating
lightweight SHE with extended super-increasing sequence
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encoding, alongside location privacy protection, is a necessary
direction for constructing efficient and secure medical data
aggregation schemes.

To enhance user participation and data trustworthiness,
researchers have further introduced incentive mechanisms
into privacy-preserving data aggregation processes. Incentive
mechanisms are considered an effective means to encourage
active user engagement and improve data quality by guiding
users to contribute high-precision data through appropriate
reward strategies. Existing studies [11] have explored vari-
ous approaches such as prepaid compensation or reputation-
based credits to attract user participation. Unfortunately, most
of these schemes neglect the evaluation of the authenticity
and validity of the submitted data. In fact, data quality and
incentive distribution are positively correlated, and a well-
designed incentive mechanism can not only enhance data
credibility but also improve the long-term sustainability of
the system. However, existing schemes remain insufficient
in terms of incentive and auditing mechanisms, lacking the
ability to ensure traceability of the aggregation process and
verifiability of the results.

In summary, the current approach still cannot meet the data
aggregation requirements in HIoT. The main contributions of
this paper are summarized as follows:

1) This paper proposes a Quality-Aware Secure Multi-
Dimensional Data Aggregation with Location Privacy
for HIoT. The scheme jointly preserves medical data
privacy, location privacy, and incentive fairness, achiev-
ing efficient and secure aggregation under resource-
constrained edge environments. Compared with existing
schemes, QSDA attains a better balance among privacy,
efficiency, and scalability.

2) For aggregation and privacy, the scheme employs vector
inner product operations to enable users to participate in
task selection without revealing their real coordinates.
By integrating lightweight SHE with extended super-
increasing sequence encoding, it achieves one-stop com-
pressed aggregation of multi-dimensional data, supports
common statistical operations, and reduces computa-
tional and communication overhead.

3) For incentive and auditing, the scheme adopts an offset-
based data quality evaluation and reward allocation
mechanism to encourage high-quality data contributions.
Moreover, a blockchain-based auditing module is in-
troduced at the incentive layer to record aggregation
indexes and signature information on-chain, ensuring
result verifiability and process traceability.

4) A comprehensive security analysis is conducted to
demonstrate that the proposed scheme satisfies require-
ments for data confidentiality, identity authenticity, and
resistance to replay attacks. In addition, experimental
results show that QSDA incurs low computational and
communication overhead. These findings validate both
the security and efficiency of the proposed scheme.

II. RELATED WORK

In HIoT systems, achieving secure, trustworthy, and efficient
multi-dimensional data aggregation in resource-constrained
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and privacy-sensitive environments has long been a research
focus [12], [13]. Early studies primarily concentrated on
encrypted aggregation and lightweight uploading mechanisms
for single-dimensional data. Shen et al. [14] proposed a
verifiable encrypted statistical analysis method on e-commerce
platforms. Yan et al. [15] presented a privacy-preserving,
efficient multitask data aggregation scheme based on MCS
fog computing, aggregating multiple concurrent tasks from
various requesters. However, these solutions are unable to
accommodate the complex multi-dimensional structures of real
medical data.

To address the challenge of multi-dimensional heteroge-
neous medical data, researchers have proposed solutions ca-
pable of integrating multiple data types while providing fault
tolerance. For example, Liu et al. [16] employed the Chinese
Remainder Theorem (CRT) for multi-dimensional data pro-
cessing. Building on this, Chen et al. [17] further developed
a fine-grained linear homomorphic encryption scheme that
encodes multi-dimensional data using CRT and assigns differ-
ent weights to each data dimension for users. Notably, some
studies have used CRT [18] to compress and encode multi-
dimensional data. However, CRT imposes strict requirements
on the coprimality of moduli and dimensional consistency,
making it difficult to directly perform aggregation and squared
analysis within the encrypted domain. To overcome this, Zhao
et al. [19] combined Paillier encryption with super-increasing
sequence encoding to achieve efficient multi-dimensional data
compression. Nevertheless, these schemes have not effectively
integrated the multiplicative homomorphic property with data
compression mechanisms.

Furthermore, considering the issues of task location match-
ing verification and aggregation result correctness verification,
in terms of location verification, Zhang et al. [20] proposed a
location-aware verifiable outsourced data aggregation scheme
based on the Internet of Vehicles, which achieves verifiability
of task area matching. Regarding aggregation result verifica-
tion, Li et al. [21] designed a designated verifier aggregation
signature scheme based on permissioned blockchain. However,
the above schemes fail to simultaneously achieve task location
privacy protection and integrity verification of aggregation
results, which makes it a new challenge to design incentive
mechanisms that can take both privacy preservation and result
trustworthiness into account.

As user participation increasingly impacts system perfor-
mance, user incentive mechanisms under privacy protection
have become a research focus. For example, Tang et al. [22]
employed signature techniques to maintain fair incentives for
patients and combined the BGN cryptosystem with Shamir’s
secret sharing to ensure data fault tolerance. Further, to quan-
tify actual data quality, Yu et al. [23] proposed a privacy-
preserving data aggregation and quality assessment protocol
based on smart contracts. However, the above methods do not
take into account differentiated incentives based on user data
quality and also lack effective supervision of the incentive
process and aggregation results, making it difficult to ensure
both fairness and system trustworthiness.

To enhance the overall auditability and data trustworthiness
of the system, blockchain technology has gradually become
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the foundational framework for privacy-preserving aggregation
systems. Wang et al. [24] designed multiple smart contracts to
achieve fair transactions and public verification. In blockchain-
assisted aggregation schemes tailored for healthcare scenarios,
Lee et al. [25] utilized blockchain to ensure data integrity
and maintain audit records, while also presenting a secure and
flexible approach to data access. Although blockchain features
operational transparency and immutability, it inherently lacks
capabilities for data quality assessment and verification of
computational correctness.

In summary, although current research has achieved signif-
icant progress in areas such as privacy encryption, multiple
data types, and incentive mechanisms, there remains a lack of
a comprehensive and multifunctional unified architecture for
data aggregation.

III. PRELIMINARIES
A. Symmetric Homomorphic Encryption

Symmetric Homomorphic Encryption (SHE) is a
lightweight symmetric homomorphic encryption scheme
that supports homomorphic addition and multiplication.
Specifically, SHE consists of three algorithms: (1) key
generation KeyGen(), (2) encryption Enc(), and (3) decryption
Dec(), as detailed below:

1) KeyGen(): Three security parameters {ko, k1, ko}, sat-
isfying the relation k; < ko < ko. Select two large prime
numbers p and ¢, each of bit-length ky, and compute the
modulus N = p-q. Construct the private key sk = (p, £),where
|£| = ko. The message space is defined as M = {0, 1}*1.

2) Enc(): According to the symmetric encryption for-
mula Enc(m) = (r-L+m) - (1+7" -p) mod N where
r € {0,1}*2, +' € {0,1}%°. Two encryptions of 0, de-
noted as Enc(0); and Enc(0)s, are generated using the pri-
vate key sk as part of the public key. Public key pk =
(Enc(0)1, Enc(0)2, N, ko, k1, k), and plaintext m € M.

Enc(m) =m+ry - Enc(0); + 7o - Enc(0)2 mod N,
where 71,79 € {0, 1}F2.
3) Dec():
m = (Enc(m) mod p) mod £ = (r- L+ m) mod L.
Additive and Multiplicative Homomorphic Properties:

c1 4 c2 = Enc(my +ms), ¢1 +mo = Enc(my + ma).

c1-co = Enc(my - ma), c¢1-me = Enc(my - ms).

It is noteworthy that the SHE scheme adopted in this paper
follows the construction in [7], which has been theoretically
proven to achieve IND-CPA semantic security.

B. Extended Super-Increasing Sequence

A super-increasing sequence is a key technique for han-
dling multi-type data, known for its excellent decodability
and uniqueness. Given a sequence of positive real numbers
A = {ai,az2,...,a,}, if for any i € {2,3,...,n}, the

condition _
i—1
a; > E a;
Jj=1

holds, then the sequence is called a super-increasing sequence.
The sequence ensures that each component value can be
uniquely recovered during decryption and is widely applied
in encrypted aggregation scenarios.

To meet the encoding requirements of multi-dimensional
medical data, this paper extends the traditional super-
increasing sequence and proposes an extended sequence

ﬁ:{ﬂ/o:lnulanw“ '7M2j}a

which satisfies the condition
i—1
Zuj 2™ <wy, 1€ [2,n)],
j=1

s Mgy Hj+15 - -

where 2™ denotes the maximum bit length across all di-
mensions of the medical data. By introducing squared term
weights, this approach enables both the original value and
its square in each dimension to be mapped into the same
ciphertext. The extended super-increasing sequence supports
complex statistical analyses, such as mean and variance, in
the encrypted domain while maintaining a constant ciphertext
length.

Let the user’s secret be s € Z,. Multiple secrets can be
encoded into a single value using a super-increasing sequence.
Suppose a participant has [ secrets s, Sa, . . ., 5; to share. First,
generate a sequence ai, as, - ..,a;, where a1 = 1, and a; >
Zz;ll a; - s;. Then, the [ secrets can be encoded as:

l
S = E Qa; - S;.
i=1

S — (S mod a;) S s . a

S; = )
a;

i=10—1,...,1

IV. SYSTEM ARCHITECTURE

This section first defines the system model of the proposed
scheme, then analyzes the main security threats it may face in
practical applications, and further clarifies the corresponding
design goals.

A. System Model

The system model is illustrated in Fig. 1. It consists of six
distinct entities:

1) Trusted Authority (TA): TA initializes the system and
registers entities by generating system parameters and securely
distributing keys.

2) Data Owners (DOs): DOs collect and encrypt healthcare
data, then upload ciphertexts to fog nodes for local aggrega-
tion.

3) Fog Nodes (FNs): FNs assign tasks, perform local ag-
gregation, and support data quality evaluation.

4) Cloud Server (CS): CS verifies signatures, executes
global aggregation, and returns aggregated results to re-
questers.

5) Requesters: Requesters publish tasks to the cloud and
receive aggregated results, typically healthcare institutions or
researchers.

6) Blockchain (BC): BC functions as an auditing layer,
recording key interactions and enabling incentive distribution
and malicious behavior detection.
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Fig. 1. System Model.

B. Threat Model

We mainly address internal attackers and their associated
security threats. We assume that data transmission channels
within the system are secure. The trusted authority is regarded
as fully trustworthy.

In this threat model, we focus on the potential security
risks associated with four system entities: Data Owners, Fog
Nodes, Cloud Server, and Requesters. DOs are assumed to
be “honest but curious,” meaning they honestly determine
whether to participate in tasks based on location and incentive
agreements, but may attempt to infer other users’ health
information out of curiosity. The behavior of ‘“honest-but-
curious” entities is consistent with the semi-honest model, both
referring to participants who follow the protocol while trying
to deduce sensitive information from the process. Similarly,
FNs are also modeled as “honest-but-curious.” They correctly
perform local aggregation and securely store patient data, but
may collude with the cloud server to obtain private information
from other FNs. The cloud server is assumed to honestly
execute data storage and task distribution functions, but may
also be interested in analyzing the encrypted health data
from FNs for sensitive content. Additionally, requesters are
considered to honestly issue tasks and receive results, but may
still attempt to infer individual privacy from the aggregated
medical data they receive.

C. Design Goals

To ensure the security and reliability of multi-dimensional
medical data throughout the processes of collection, encryp-
tion, aggregation, and decryption, the QSDA scheme is de-
signed around the following five core security objectives:

1) Data Confidentiality: The scheme ensures that user pri-
vacy is preserved during data transmission and aggregation,
preventing adversaries from inferring individual information
from ciphertexts or aggregated results.

2) Data Integrity and Verifiability: Aggregated results can
be verified and traced, guaranteeing that data is not tampered
with or forged during transmission and storage.
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TABLE I
TABLE OF NOTATIONS

Notation Definition

ko, k1,ke  Security parameters

P, q Two large prime numbers

N Secure modulus such that N = p X ¢

I A sequence of positive integers

A The k-th value in the sequence

T A data aggregation request

Uy Vector corresponding to the k-th circular area
U Vector corresponding to the i-th user’s location
S Task’s spatial region constraint

m; Medical data of the i-th user

m; Preprocessed value of m;

C; The ciphertext of 7,

0; Offset value of the i-th user’s data

0] List of all §; under fog node [

C Aggregated ciphertext of all DOs’ data

Lo List of all ©]

M Aggregated plaintext of original data

M Gtk Aggregated squared value of the j-th dimension in M
M, Aggregated value of the j-th dimension in M
AV Ey Average value of aggregated data

VAR Variance of aggregated data

i Accuracy evaluation value of m;

pi Reward allocated to participant %

3) Location Privacy: Users can complete task selection
without disclosing their real coordinates, thereby avoiding
location privacy risks.

4) Replay Resistance and Unforgeability: The system auto-
matically rejects outdated data and effectively resists forgery
and replay attacks, ensuring the authenticity and timeliness of
both data and aggregation results.

5) Incentive Fairness: The scheme ensures fairness and im-
partiality in the incentive process. Meanwhile, an auditing
mechanism is integrated to enable traceability and verifiabil-
ity of aggregation results and thereby enhancing the overall
transparency and sustainability of the system.

V. DETAILED SCHEME

In this section, the structure of the proposed scheme is
presented in detail, including five key algorithms: 1) System
Initialization; 2) Task Publication; 3) Data Processing; 4) Data
Aggregation; 5) Verification and Decryption.

We first introduce the basic notation used throughout the
scheme and provide their descriptions in Table I to enhance
understanding.

A. Overview of QSDA

The proposed QSDA is a privacy-preserving multi-
dimensional data aggregation scheme designed for mobile
crowd-sensing scenarios, with a focus on ensuring data pri-
vacy, location privacy, and secure location verification in HIoT
applications. In data collection, users often generate sensitive
information such as location, identity, and health indicators,
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which necessitates strong privacy guarantees alongside effi-
cient aggregation. For ease of illustration, we take an MCS
application in medical services as an example.

As shown in Fig. 2, the overall workflow consists of five
stages: system initialization, task publication, data processing,
data aggregation, and decryption. In the system initialization
stage, a trusted authority generates system parameters and
registers all entities. During task publication, the requester
submits task details and constraints to the cloud server, which
distributes them to appropriate fog nodes and users. In the data
processing stage, users perform location verification according
to regional constraints. Eligible users collect local multi-
dimensional health data and encrypt it. To ensure traceability
and tamper resistance during data transmission and storage, the
system generates a unique hash code for each encrypted data
packet and its associated metadata, which is recorded in the au-
diting layer. Each fog node performs local aggregation on the
received data and computes offset values. In the aggregation
phase, the cloud server aggregates results from all FNs to form
the complete aggregated dataset. Finally, in the decryption
and feedback phase, the requester decrypts the results and
evaluates user data quality based on offset information to com-
plete reward allocation. In summary, QSDA enables efficient
aggregation of multi-dimensional medical data and quality-
driven incentive allocation while preserving user privacy. By
incorporating blockchain auditing, it strengthens transparency
and provides sustainable trust in HIoT environments.

T =) — F@ﬂ f'E'Ts)-\
m B @ o A
g N
C=9 - U cald C -
A Requester Cloud Server Fog Nodes Data Oweners
Generate pk, sk;
GenarateK, Ky, Kes.
I Send sk, Kgs, fi
.  Kes 7
Send Key Kes Send Ky, Key
Send pk, Ky ji
2. Task Publication Generate task T request for user

= {71, Te|tp, TSend(T, P, /n} Send {{t},7,,7p}, P1/n}

Send {{z;, 71, 70}, P1/n}

Determine u; - vy;
Computem;, C;;
Generate &;.
Send(C;,&,7,1D;)

3. Data Procession

Verify &y Verify §;;
Compute C; Compute C;;
Generate Ly; Compute E(6;);
Generate s Generate §py.
Send (C,,0/,7,ID;, &y,

Verify &
Compute M;
ComputeM;, s, My;
Computen;, p;

Send(C, Ly, T, 1D;, &cs)

4, Data Aggregation
and Decryption

Metadata upload

Blockchain

Fig. 2. Overview of our QSDA scheme.

B. Detailed Construction of QSDA

1) System Initialization

Step 1: The Trusted Authority (TA) selects security param-
eters (ko, k1,k2) such that k1 < ky < ko; chooses two
large primes p and ¢ (satisfying |p| = |g| = ko), computes
N = px ¢, and ensures that g € Z} is a generator with order
d(N) = (p — 1)(g — 1); generates a random blinding factor
|L] = ko with £ € Z3%,, the private key is sk = (p, £). Two

encryptions of zero Enc(0) are generated as part of the public
key: Enc(0); and Enc(0)2. The public key is constructed as

pk = (Enc(O)l,Enc(O)g,N, ko,kl,k2)7

and is publicly distributed to FNs and users. The public key
pk enables all users to encrypt data, while only the requester
holding the private key sk can decrypt the data.

Step 2: Each user generates a vector from their location
coordinates (z;,y;) as 4; = (¢? +yZ, —2x;, —2y;,1). To sup-
port encryption and aggregation of multi-dimensional medical
data, a superincreasing vector of 25 4+ 1 positive integers is

generated: {po = 1,01, fo, .., [y, flj41, - 5 phoj} With the

constraint: ,
i—1

Zuj-221’-n<ui < N,

j=1
where j is the maximum dimension of the medical data, and
2v is the maximum bit-length per dimension.

Step 3: The TA generates unique HMAC symmetric keys
for each entity in the system. For each user DO;, a key K;
is generated and securely distributed to the user and their
associated FNs. For each FN F'N;, a key Kry is generated
and distributed to the FN and CS. For the C'S, a key K¢g is
generated and distributed to the CS and the requester. The hash
values of all keys are recorded on the blockchain to ensure
auditability and tamper resistance during key distribution.

Step 4: The blockchain runs mechanisms to complete the
initialization process.The TA records the public key informa-
tion of all entities into the blockchain system for public query
by other entities. Subsequently, all key metadata generated in
the system, including user multi-dimensional data, timestamps,
local aggregated data, digital signatures, unique identification
codes, offset index lists, and encrypted region constraint
hashes, are hashed and stored on-chain.

2) Task Publication and User Recruitment

After system initialization, each requester re sets a task
T = {71,7,TD, Ta}, Where 77, ¢, Tp, and 7, represent the
unique task identifier, task deadline, detailed task description ,
and geographic location constraints, respectively.In this phase,
the requester specifies the task region 7., modeling the irreg-
ular polygon area as a union of multiple circular regions. We
define the set S = {4, %5,...,%,} as the n circular region
constraints for the task domain, where a user needs to be
located within any one circle to participate. We define the
set S = {0, ¥s,...,0,} as the n circular region constraints
for the task domain, where a user needs to be located within
any one circle to participate. To prevent replay attacks, the
requester assigns each task a unique timestamp 7.

When publishing the task, the requester pre-pays rewards
P = (P, P2), where P; is a fixed prepaid reward, and P,
is a variable reward to incentivize users to provide high-value
data. The requester then sends the aggregation request {7, %}
to the CS, with P, distributed as a fixed prepaid reward to
all potential users. Upon receiving the task, the CS selects a
set of FNs located within 7, and assigns aggregation tasks
{71,7¢,7p} to the corresponding FNs. These FNs query their
users to determine whether they intend to share their health
data for aggregation. The CS distributes rewards to the FNs,
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which identify contributing users and distribute rewards ac-
cordingly. Each user receiving the task first confirms whether
their cost co; satisfies co; < P =L where % is the minimum
reward offered by the requester and co; represents the user’s
cost for completing task 7', including power consumption,
computation, and network transmission costs. The calculation
of this cost is beyond the scope of this work, and thus the
computational overhead is not further considered in this paper.
If the condition is met, the user accepts the task 7T'.

Circular Range Determination Method: Each circular region
Cy, is defined by center (zx,yx) and radius Ry. Using vector
operations, the standard equation of a circle, (z —z¢)? + (y —
yc)? — 72 = 0, can be expressed as the inner product of two
vectors: (22 +y?, —2x, -2y, 1) (1, z¢, yc, 2 +y2 —r%) = 0.
Thus, the circle equation can be represented succinctly as
4 - ¥ = 0. Traditionally, task region determination combines
Euclidean distance with homomorphic encryption for privacy-
preserving location verification, which introduces considerable
computational and communication overhead. In this work, we
employ the inner product method to determine the positional
relationship between points and circles. The requester gener-
ates the task range vector ¥ = (1,zk,yk, 22 + yi — R3),
defining ) as the regional constraint for each circle Cy.
A user’s location (z,y) corresponds to vector @; = (2% +
y?, =2z, —2y,1). If Ty - @; = 2%+ y* — 222 — 2yy + (22 +

— R%) < 0, the user is inside the circle; otherwise, (z,y)
lies outside the circular region ¥.

3) Data Processing

Each user DO, decides whether to contribute their data for
aggregation. If a user wishes to participate and upload their
local data m;, they execute the following steps:

Step 1: The user performs local location verification by
computing the inner product ; - ), between the task vector
¥y, and their own vector ;. If 1; - U3 < 0, this indicates that
the user is located within region C, meaning there exists at
least one k such that u; - U}, < 0 without revealing the specific
k. Users U; who meet the condition will accept the task.

Step 2: U; generates a j-dimensional dataset m; =
{mi0,mi1,...,m;;}. Then, the user aggregates these j + 1
medical data dimensions using a super-increasing vector

/7:{#0:17/“’#2’--- 7/’627}

to obtain a single aggregated value m;. The aggregation is
given by

s Mgy Hj415 - -

M = foM;0 + 1M1 + /~Lj+1m?,1 + A pymyg g + pe;m
= pomio + > (mkmik + piemiy) -
k=1

Here, m; o denotes the identity information of U;; m; 5 (1 <
k < j) is the k-th dimension of medical data collected by U;;
and fiy, f1j4 are elements of the super-increasing sequence
corresponding to the k-th data dimension and its squared term,
respectively.

Step 3: U; selects random values 71,72 € {0,1}*2 and
encrypts m; using the SHE public key encryption scheme,
generating ciphertext:

C; = Enc(;) = m;+ri1-Enc(0)1+rz2-Enc(0)2  (mod N).
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Step 4: U; generates a data signature using the HMAC
key K;, & = HMAC(K;, C;||T|ID;), and uploads the data
packet (C;, &, T,ID;) to the FNs.

4) Data Aggregation

a. Fog Node Aggregation

Step 1: Upon receiving data, the FN recalculates the HMAC
using key K;, & = HMAC(K;, G| T|ID;), and verifies
if & matches &/. Invalid data packets are discarded, and the
valid user list is recorded to ensure only legitimate data is
aggregated.

Step 2: The FN performs homomorphic addition of all
ciphertexts within its jurisdiction to obtain the local ciphertext
aggregate. It first counts the number of valid data points n,
then computes C; and the local mean ciphertext Cr:

Cr= Z C; (mod N), %i
i=1 i=1

The offset for each user is computed as the ciphertext distance:

(mod N).

Enc(0;) = dist(Cy,Cy) = (C; — C)? = C? — 20;Cy + C?.

Step 3: The FN generates a positive random mask r; for
each offset ciphertext and computes the masked offset as ©; =
Enc(0; + €+ ;).

These offsets are arranged into a list ©; indexed by users
under the [-th FN. The FN also uploads the hash of the
aggregated ciphertext and the identifier of the aggregated user
set to the blockchain, which generates a unique record ID for
subsequent verification and auditing.

Step 4: The FN signs the data using HMAC key Kpgy,
¢rny = HMAC(Kpn, Ci||O]|| T||IID;), uploads the masked
random values F(r) to the blockchain, and sends the package
(Cl, @2, T, 1D;, fFN) to the CS.

b. Cloud Server Aggregation

Step 1: After receiving messages from all FNs, the
CS verifies each FN’s signature by recomputing, &ry =
HMAC(Kpn, Ci||©)| T||ID;), and compares with the re-
ceived £ . Packets failing verification are discarded.

Step 2: The CS aggregates all locally aggregated ciphertexts
by homomorphic addition C' = >;", C; (mod N), where C;
is the I-th FN’s local aggregate ciphertext, and m is the number
of FNs.

Step 3: The CS merges all user offset ciphertext lists from
the FNs into a global offset list L& = |J;, ©).

Step 4: Using HMAC key K¢g, the CS generates a sig-
nature, {cs = HMAC(K¢s, C||Le||T|[ID;), and returns
(C, Lo, T,ID;,Ecs) to the requester.

¢. Blockchain-based Auditing

To support traceability and verifiability, the system records
critical metadata on the blockchain during this stage. The
cloud server generates a hash digest of the aggregated cipher-
texts, the merged offset list, and the corresponding signatures,
and submits these hash records to the blockchain as immutable
audit evidence.

5) Data Decryption

The requester can obtain correct aggregated medical data
only if the returned aggregated data passes validity verification.
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Step 1: Upon receiving the aggregated data package
from the CS, the requester recomputes the HMAC us-
ing the shared key Kcg and verifies whether (g =
HMAC(Kcs, C||Le/||T|ID;) holds. If &g # Ecs. repre-
sents verification fails, the system can trigger a smart contract
to halt incentives or mark malicious nodes, ensuring a trust-
worthy and auditable data aggregation service.

Step 2: The requester decrypts using the SHE private key
sk = (p,L). Suppose each user’s ciphertext has the form
C; = My +p-r; (mod N), then the aggregated ciphertext
C is represented as C' = M + p - R. The requester computes
M =D(C)=Cmodp=(M+p-R)modp =M mod p,
recovering the aggregated plaintext M.

Step 3: Using a recursive algorithm, the requester calculates

My — M — (M mod ujJrk)’ M, — M — (M mod uk),
Hj+k Mk

where My = 350 mik, M = 3Lymi,, k=

1,2,...,4.

Thus, the requester recursively obtains each dimension’s
aggregated medical data and corresponding squared sums:
{Ml, ey Mj, Mj+1, ey ng}. Algorithm 1 details the re-
covery process.

Next, the requester computes the average and variance for
each dimension k = 1,2,...,j using

M, M,
AVE), = Tk VAR, = ]T+k — (AVER)>.

Algorithm 1 Aggregated Medical Data Recovery at Requester

1: Input: Aggregated plaintext M and super-increasing vec-
tor fi ={po =1, 1, My, Hj41,- -5 25}
Olltpllt: {Ml, ey Mj, Mj+1, ey ng}
for k=37 down(to 1 do :
) M—(M mod pjqp
Mjr Hjtk

M M — pjip - My

end for

for k¥ = j down to 1 do
M, J\4—(J\4ur:od k)
M +— M — ME - M,

end for

return {M,..

R e AN

—_— —
—_ O

.,Mj,Mj+1,...,M2j}

Step 4: Reward Calculation. Using the offset ciphertext list
and masks retrieved from the blockchain, compute

Enc(b; +¢€) = Enc(0; + e +r;) — E(ry),

where € is a small positive number preventing division by zero
when 6; = 0. A smaller 6; indicates higher reliability of sensed
data m;.

After decrypting 6; + ¢, compute ﬁ and sum over all
users: Y. ; 5. Bach user’s data quality [26] is then calcu-
lated as: )

0;+e
N ==n 1 -
D i1 Bire

The reward for each user is computed as p; = % + P -n;,
and securely distributed according to user IDs in the offset list.
This incentivizes high-quality data submission. Algorithm 2
presents the reward allocation process.

Algorithm 2 Reward Allocation

1: Input: Requester inputs {Le/, (P, P2)} and €; CS input
Py

2: 6utput: User rewards {p; }

3: for i =1 ton do
FN computes offset ciphertext Enc(6;) < dist(C;, Cp)
and ﬁ

5: end for

: for i =1tondo

Requester calculates data quality:

N o

_1
6;+e

ni = En 1
i=1 6;+e€

8:  Requester calculates variable reward:
P

pi=—+Py-1
n

9:  Requester sends {i, p; }?"_; to CS
10: end for
11: return {p;}7,

VI. SECURITY ANALYSIS

To evaluate the effectiveness of the QSDA scheme in
privacy protection and security assurance, this section theo-
retically analyzes and proves the scheme’s security properties
from perspectives including data encryption, data integrity,
identity authentication, and resistance to replay attacks.

Theorem 1. If SHE is secure, our scheme guarantees data
confidentiality. Under the proposed threat model, even in the
presence of malicious FNs or collusion between the CS and
FNs, adversaries cannot recover the original plaintext of any
individual user.

Proof: Each user’s data is first encrypted using SHE and
then encoded into a multi-dimensional structure with the
extended super-increasing sequence. During encryption, the
user randomly selects high-entropy factors 7,72, and the
ciphertext is expressed as:

C; = Enc(m;) = m; +r1Enc(0); +r2Enc(0)2  (mod N).

Due to the randomness introduced, adversaries cannot estab-
lish valid plaintext—ciphertext mappings nor perform chosen-
plaintext attacks. Thus the ciphertext satisfies IND-CPA secu-
rity. Even if the cloud colludes with FNs and attempts dif-
ferential analysis by combining aggregated results with offset
lists, the attack will fail: (i) offsets merely reflect data quality
differences and are non-reversible; (ii) the super-increasing
sequence couples multi-dimensional data, preventing indepen-
dent decoding of a single dimension; (iii) the randomness
of SHE masks correlations between ciphertexts, rendering
differential analysis ineffective. Therefore, adversaries cannot
recover users’ original plaintext, and the scheme guarantees
data confidentiality.

Theorem 2 . In the proposed scheme, even if the requester
obtains the decrypted aggregation result together with the
plaintext offsets of all users, it is still impossible to recover
the original data of any individual user.
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Proof: In QSDA, the FN uploads aggregated ciphertext
summations of multiple users:

n n

Cr=> C; (mod N) = M =Dec(C) = > ;.

i=1 i=1

Based on the security of the super-increasing sequence, each
user’s private value is indivisible in the dimensional space.
Therefore, even if the requester possesses the aggregated sum,
it cannot separate any individual 7;. Furthermore, since user
data are randomized before encryption, the ciphertexts satisfy
IND-CPA security, which prevents differential or inference-
based attacks. Hence, the scheme guarantees data integrity and
verifiability.

Theorem 3. Under a semi-honest model, assuming the
encryption mechanism satisfies semantic security (IND-CPA),
no unauthorized entity can obtain users’ real geographic
locations during task filtering, thus achieving location privacy
protection.

Proof: User location privacy is ensured through inner prod-
uct computation. Specifically, the task region constraint is
transformed into an inner product operation between the user
vector and the task vector. Users only submit the result of the
inner product without revealing their actual coordinates. Since
only the inner product value is provided, adversaries cannot
infer a user’s location from a single computation. Therefore,
the scheme effectively prevents geographic location privacy
leakage.

Theorem 4. Attackers cannot impersonate other users to
submit forged data packets. If an attacker tampers with ci-
phertexts or forges uploads, signature verification will detect
and reject the packets.

Proof: Each user registers a unique key K, binding sig-
nature structure to identity /D; and timestamp 7'S;. Upon
upload, users sign their encrypted data:

On receipt, the system verifies the signature; forged ciphertext
C/ fails verification:

Verify(CY, Sig;) = 0.

Since attackers do not know K;, forged signatures cannot pass
HMAC verification, ensuring data integrity and trustworthi-
ness.

Theorem 5. Attackers cannot interfere with current aggre-
gation by replaying valid ciphertexts from previous tasks.

Proof: Each upload embeds the current task timestamp 7°S;
in the signature. The system compares the received 7'S; with
the current timestamp 7T'S¢yrent and rejects if

TSZ < Tscurrent or (IDZ’ TS%) € T7

indicating replay. QSDA records offset hash summaries on
the blockchain and generates unique task IDs for aggregation
requests, preventing attackers from bypassing validation by
altering timestamps. This defends against replay and timing
pollution attacks.

In summary, the proposed scheme satisfies security require-
ments in data confidentiality, verifiability, incentive security,
and location privacy.
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VII. EXPERIMENTS AND EVALUATION
A. Functional Comparison

To evaluate the comprehensiveness of the QSDA scheme,
we compare it with the schemes proposed by Shen et al. [14],
Yan et al. [15], Zhao et al. [19], and Tang et al. [22] based on
six core functionalities. The results are shown in Table II.

Overall, QSDA demonstrates comprehensive advantages
across six functional dimensions. Specifically, it ensures data
confidentiality against collusion and differential analysis, sup-
ports verifiable aggregation results with transparent auditing,
and preserves user location privacy through non-interactive
verification. In addition, the scheme achieves fair incentive
allocation by linking rewards to data quality, and enables
multi-source data integration across devices and regions. Com-
pared with existing approaches, QSDA not only satisfies
the fundamental design objectives but also achieves superior
practicality, completeness, and adaptability in HIoT scenarios.

B. Performance Analysis

Table III presents the computational overhead of each entity
in the QSDA scheme. Let Tiocation» TEnsuE, and Tsig, denote
the computation overhead for inner product location judgment,
SHE encryption, and signature computation, respectively. The
total computation cost for a user is given by:

Tuser = TiLocation + TEnsHE + TSign = 6TMut + 5T add + TSign-

Assume that a FN receives data from n users. Let Tagy
and Tsquare denote the overhead for ciphertext aggregation and
squaring, respectively. The total computational overhead for
an FN is:

TFN = (’I’L + 1)TSign + TAgg + 4TMul + 4TAdd + 2TSquare
=(n-+ 1)TSign + 4Ty + (n 4 3)Taga + 2T square-

Assume the CS receives data from m FNs. The computation
overhead for the CS is:

TCS = (m + 1)T’Sign + TAgg = (m + 1)TSign + (m — 1)TAdd-

The task requester Re needs to generate the task request,
the total computational overhead for the requester is:

Tre = Tsign + Ipesu + nIada = Tsign + 2TMoa + 1T agd,

where Tpespg consists of two modular operations Thyjoq due to
the decryption process.

C. Experimental Evaluation

To intuitively quantify the computational burden of the
QSDA scheme across different entities, we constructed a
complete experimental environment. The implementation was
carried out using Python 3.9 and the Pythel library. Experi-
ments were conducted on a Windows 11 platform equipped
with an Intel i5-13500H processor and 32 GB of RAM.
The setup simulated a city-scale deployment environment,
consisting of 100 to 500 users, 10 to 50 FNs, and a CS. The
focus of the evaluation is on the computational consumption
of three key roles: users, FNs, and the CS during the data
aggregation process.
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TABLE 11
FUNCTIONAL COMPARISON WITH OTHER SCHEMES

Scheme Confidentiality =~ Verifiable  Location Privacy =~ Auditing  Incentive =~ Multi-Source
Shen et al. [14] v v X X X X
Yan et al. [15] v v X X X v
Zhao et al. [19] v X X X X N
Tang et al. [22] v X X X v X
Our Scheme v v v v v v
TABLE III maintains good scalability and computational efficiency even

COMPUTATION OVERHEAD OF ENTITIES IN QSDA SCHEME

Entity Computation Overhead

User 6TMu + 5T'add + Tsign

Fog Node (FN) (n+1)Tsign + 4T + (n+3)Taaa + 2T5q
Cloud Server (CS)  (m+1)Tsign + (m—1)Taaq

Task Requester (Re) nTadd + Tsign + 2TMod

Experimental Parameters: The number of users connected
to each FN, denoted as n, was incremented from 100 to 500
in steps of 100. The number of FNs m was increased from
10 to 50 in steps of 10. The number of data dimensions j for
each user during each aggregation round was varied from 2 to
10 in steps of 2. Additionally, the bit lengths of each entity’s
identifier, timestamp, task description, task region constraint,
SHE key, and ciphertext were set to 32 bits, 64 bits, 1600 bits,
4096 bits, 32768 bits, and 4096 bits, respectively.

(1) Computational Overhead

The computational overhead of the requester includes signa-
ture verification, SHE decryption, and reverse extraction with
addition operations on the aggregated data, resulting in a total
cost of approximately 21.3 ms.

Fig. 3(a) illustrates the average user-side encryption time
(CostEn), signature computational overhead (CostSig), and
total computational overhead per user (CostTot) as functions of
the data dimension j. For this evaluation, the data dimension
per user was set to j € {2,4,6,8,10}. As j increases, the
user’s computational burden grows approximately linearly.

To better demonstrate the FN’s computational overhead, we
fixed the data dimension at 7 = 10 and incrementally increased
the number of users n € {100,200, 300, 400, 500}. Fig. 3(b)
shows the variation in computation time at the FN levels.
At the FN side, the aggregation cost grows linearly with the
number of users and includes the cost of signature verifica-
tion (CostVe), data aggregation (CostAD), offset calculation
(CostDev), and total cost (CostTot). When n = 500, the FN’s
signature verification cost was 1.5 ms, the offset computational
overhead was 18.235 ms, the aggregation cost was 36 ms, and
the total overhead amounted to 55.735 ms.

Lastly, we fixed the total number of users at 500 and the data
dimension at j = 10, while varying the number of FNs m &
{10, 20, 30, 40, 50} to evaluate the computational overhead at
the CS. The results, depicted in Fig. 3(c), show that the CS’s
signature verification (CostVe) and aggregation cost (CostAD)
increase linearly with m, with total computation time rising
from 1.33 ms to 3.86 ms. These results verify that the scheme

under large-scale FN integration.
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Fig. 3. The variation of computational overhead with the number of
dimensions, users, and FNs.

(2) Communication Overhead

According to the experimental parameter settings, the
lengths of key fields are defined as follows: entity identifier
32 bits, timestamp 64 bits, task description 1600 bits, task
region constraint 4096 bits, and single ciphertext 4096 bits.
This subsection focuses on evaluating the communication
overhead during the data aggregation phase. Assuming the
data dimension j = 10, the number of users n = 500,
and the number of FNs m = 50, in this representative
large-scale HIoT scenario, each user uploads encrypted data
along with a signature, resulting in a total communication
volume of 1.27 MB. Each FN forwards and aggregates the
data from its associated users and uploads the offset list and
local aggregation results, incurring an overhead of 322.5 KB.
The CS further collects the aggregated data from all FNs to
complete global aggregation, with a communication cost of
59.0 KB. These results demonstrate that QSDA, by employing
super-increasing sequence encoding and lightweight signature
mechanisms, effectively controls the communication burden of
each entity while supporting multi-dimensional data aggrega-
tion and secure verification, thereby achieving good scalability
and practical performance.
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(3) Scheme Comparison

Since both FNs and the CS are responsible for data aggrega-
tion, their computational overhead is primarily determined by
the number of connected entities. Therefore, this comparison
emphasizes the performance at the user side and the FN
side. We compare the proposed QSDA scheme with two
existing schemes: VPMDA [27] and MDA-FLH [17], which
are designed for IoT-based healthcare data and smart grid
applications, respectively.

As shown in Fig. 4. In the communication overhead exper-
iments, MDA-FLH employs CRT encoding to merge multi-
dimensional data into a single ciphertext, thereby achieving
lower communication cost compared with traditional per-
dimension encryption schemes. VPMDA, on the other hand,
supports multi-type data aggregation and verification, but
incurs higher communication overhead. Fig. 4(a) illustrates
the trend of communication overhead with respect to the
number of users when the data dimension is fixed at j = 10.
It can be observed that the overhead of all three schemes
grows linearly with the number of users. QSDA consistently
incurs lower overhead than VPMDA and slightly higher than
MDA-FLH, demonstrating that it maintains a relatively low
communication burden while supporting multi-dimensional
statistical operations and secure verification. Fig. 4(b) shows
the communication overhead as the data dimension increases
with n = 500. As the dimension grows, the overhead of
VPMDA increases rapidly, while QSDA also grows linearly
but with a significantly smaller slope; MDA-FLH remains
almost stable. Overall, QSDA achieves a balanced trade-off be-
tween functionality and communication efficiency, effectively
controlling communication overhead while ensuring multi-
dimensional statistical computation and privacy protection.
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Fig. 4. Comparison of the communication overhead.

As shown in Fig. 5, QSDA adopts SHE, a homomorphic
encryption scheme supporting addition, which demonstrates
lower ciphertext expansion and faster ciphertext addition com-
pared to the commonly used Paillier cryptosystem. Specifi-
cally, SHE enables homomorphic addition through modular
arithmetic and noise management, requiring only a single
modular addition to complete ciphertext aggregation. In con-
trast, Paillier encryption necessitates more complex modular
exponentiation, resulting in significantly higher computational
overhead at both the user and FN sides. In Paillier encryp-
tion, if the modulus length is 2048 bits, the ciphertexts of
approximately 4096 bits. For higher security parameters, the
ciphertext length expands correspondingly to 6144 or 8192
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bits. This makes Paillier ciphertexts generally larger in size and
more costly in transmission. In contrast, the ciphertext length
of SHE remains fixed at 4096 bits, which provides additive
homomorphism while significantly reducing communication
overhead.
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Fig. 5. Comparison of the computational overhead of users, FNs.

Authentication Efficiency: QSDA employs a lightweight
HMAC for data authentication. Compared to schemes such as
VPMDA and MDA-FLH, which utilize BLS signatures based
on bilinear pairings, HMAC offers superior computational
efficiency.
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Fig. 6. Comparison of the computational and communication overhead.

Fig. 6 present the comparative computational and commu-
nication costs for each scheme when j = 10, n = 500, and
m = 50. At the user side, all three schemes involve encryption
and signing of multi-dimensional data. The MDA-FLH scheme
employs Paillier encryption combined with CRT encoding, en-
crypting each dimension independently and embedding blind
factors for security, resulting in an average encryption over-
head of approximately 11.6 ms. The VPMDA scheme encrypts
both the data and its squared values simultaneously, attaching
BLS signatures and random masks, leading to the highest
upload cost of 65.3 ms. In contrast, QSDA utilizes a super-
increasing encoding to transform multi-dimensional data into
a single structured ciphertext, combined with lightweight SHE
encryption and HMAC signing, achieving a total overhead
of only 10.627 ms. This significantly reduces computational
pressure on the user side. At the FN side, MDA-FLH not only
performs homomorphic aggregation but also needs to recon-
struct missing user ciphertexts caused by network delays or
failures, involving multiple rounds of blind factor verification
and modular operations, resulting in an average computation
overhead of about 67.2 ms. Although VPMDA adopts a more
compact aggregation structure, it still incurs a high overhead
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of up to 91.8 ms due to multiple verifications,including
signatures, time-series hashing, and variance estimation. By
comparison, QSDA incorporates Euclidean distance encoding
into its offset-based incentive mechanism, requiring FNs to
execute only one homomorphic aggregation and one offset
encryption, with computation overhead controlled at 55.74 ms.
This maintains compatibility with multi-dimensional incentive
mechanisms while achieving excellent execution efficiency.

In summary, QSDA demonstrates lower computation over-
head across all computational entities. Compared with MDA-
FLH and VPMDA, QSDA achieves a superior trade-off be-
tween security and efficiency while fulfilling equivalent func-
tional requirements, making it particularly suitable for deploy-
ment in resource-constrained applications such as medical IoT
and remote health monitoring.

VIII. CONCLUSION

This paper proposes QSDA, a privacy-enhanced multidi-
mensional data aggregation scheme for the Healthcare In-
ternet of Things. By combining lightweight homomorphic
encryption with extended super-increasing sequence encoding,
the scheme enables efficient aggregation of multi-dimensional
health data in the ciphertext domain while supporting common
statistical operations such as mean and variance. For privacy
protection, QSDA incorporates dynamic location verification
via inner product, a quality-driven incentive mechanism, and
a blockchain-based auditing process to ensure data privacy,
location privacy, and fairness of incentives. Both theoretical
analysis and experimental results demonstrate that QSDA
achieves strong security, high efficiency, and good scalabil-
ity, providing a practical solution for privacy-preserving data
aggregation. Future work will further optimize blockchain
auditing for scalable and efficient deployments.
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