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Abstract—In the Machine-as-a-Service (MaaS) model, en-
terprises can significantly reduce production costs by leasing
equipment from original equipment manufacturers (OEM), while
OEM can enhance equipment quality by utilizing equipment
status data shared by enterprises. As such, MaaS is emerging as
a very promising paradigm in modern manufacturing. However,
the equipment failure data trend formed by the frequency of
multiple types of failures may leak the private information of
enterprise production, particularly when the same OEM leases
the same type of equipment to multiple enterprises. Currently,
there is no targeted and feasible solution to ensure the integrity,
availability and privacy of multi-user and multi-dimensional data
in the MaaS model. To address this gapt, this paper proposes
a lightweight, privacy-preserving and fault-tolerant distributed
trend query scheme for multi-dimensional data in MaaS envi-
ronments. The proposed scheme ensures data privacy through
local differential privacy (LDP), and guarantees fault tolerance
and data integrity using Shamirs secret sharing and hash-based
message authentication code (mac). To protect aggregated trend
results, we design a weighted noise injection query algorithm
based on LDP. Additionally, the scheme mitigates the risk of
data leakage by introducing a blockchain-enabled proxy cloud
server (CS). We formally verify the security properties of the
proposed scheme, and our experimental evaluation demonstrates
that it outperforms existing approaches in terms of computational
efficiency and communication overhead.

Index Terms—Machine-as-a-Service, Data trend query,
Privacy-preserving, Fault-tolerant, Blockchain.

I. INTRODUCTION

WITH the continuous advancement of Industrial Internet of
Things (IIoT) technology, enterprises have experienced

significant improvements in production efficiency. However,
this progress has also accelerated the wear and tear of pro-
duction equipment, leading to increased operational [1], [2].
In this context, Machine-as-a-Service (MaaS) has emerged as
a novel industrial production model that disrupts traditional
boundaries between equipment ownership and operational
models [3], [4]. In the MaaS model, original equipment
manufacturer (OEM) lease equipment to device users (DUs),
who then utilize the leased machinery in their production pro-
cesses. During operation, the equipment collects various types
of datasuch as tool wear, heat dissipation faults, and other
operational anomaliesthat may arise under similar production
conditions across different DUs [5].
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Fig. 1. CS-based data trend query framework for MaaS

The multidimensional data composed of different data types
can form a multidimensional data trend which reflects the
operating status of leased devices. As shown in Fig. 1,
considering the predictive maintenance work of enterprise,
each device uploads the data trend to the cloud server (CS).
Then, OEM queries the statistical results of multidimensional
data aggregation trend result. During the query process, if
the multidimensional data trend of a single device is not
effectively protected, the production privacy information (e.g.,
product types, production efficiency, production capacity) of
DU on the device may be leaked. Meanwhile, in the practical
application of MaaS, the device sensors (DSs) will collect the
multidimensional data generated by different DU using this
device in the cycle time and upload these data to CS after
processing them. CS computes, analyzes and stores these data
and provides the data query services to data requester. To
prevent the multidimensional data collected by DS from being
stolen by others to leak the production privacy, researchers
often make use of the data aggregation schemes [6] to protect
data privacy. However, designing a multidimensional data
trend query scheme involving multiple devices, multiple users,
and various types of data for fault-tolerant in MaaS still faces
some questions which need to be addressed.

The concept of data aggregation is widely used in IIoT [7],
smart grid [8] and other technologies. The data aggregation
can ensure the privacy of sensitive data through homomorphic
encryption, differential privacy (DP) and so on. For example,
Shen et al. [9] proposed a privacy-preserving data aggregation
scheme based on the Chinese remainder theorem (CRT) and
homomorphic encryption that encrypts data before transmis-
sion. However, the additional data encryption introduces new
computation and storage overhead for the data owner, which
is not suitable for DS with limited resources. Therefore, Zhao
et al. [10] proposed a privacy-preserving multidimensional
and multisubset data aggregation scheme based on CRT and
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DP to reduced computation overhead while protecting data
privacy. However, if OEM obtains the multidimensional data
aggregation trend results of n and n-1 industrial area network
(IAN), the privacy of multidimensional data from different
IANs will inevitably be exposed. Furthermore, if one of the
devices fails or the network connection is interrupted, resulting
in data submission failure, the data aggregation process will
also be affected, making it impossible for the control center
to obtain the correct aggregation results. This is because the
above schemes lack the fault-tolerant, which prevents them
from coping with these unexpected situations.

Some researchers have proposed the data aggregation
scheme combining with other technologies to solve the fault-
tolerant problem. However, the extra operations in a fault-
tolerant mechanism add extra computation and communica-
tion overhead to the system. Song et al. [11] proposed a
fault-tolerant data aggregation scheme using the extended the
Shamir secret sharing scheme. However, the reuse of shared
key still needs additional computation and communication
resources in this scheme. Lyu et al. [12] proposed a local
differential privacy (LDP)-based data aggregation scheme that
employs the one-time-pad (OTP) encryption algorithm and
Gaussian mechanism to protect data privacy. However, this
scheme needs to generate the secret key before each encryption
operation. Moreover, when that a device fails requires fault-
tolerant processing, interactions between nodes and a trusted
authority (TA) are required, introducing the additional system
overhead. Additionally, the data aggregation schemes [12],
[13] that ensure data privacy through LDP typically result
in approximate aggregated values. Therefore, our proposed
scheme needs to strike a balance between data privacy and
availability during the design.

However, when all the data is centralized in the CS, it
can not avoid the centralized problems such as single point
attack and vulnerability to attacks. To guarantee the security of
data sharing, researchers have paid attention to the blockchain
(BC), that use its decentralized and tamper proof features to
replace CS. For example, Zhao et al. [14] proposed a BC-based
privacy-preserving data aggregation scheme that does not
require a trusted third party (TTP). Compared to the traditional
CS, the decentralized structure of BC can effectively avoid
the risk of data leakage caused by the single-point attack and
centralized storage. To solve the above differential attack issue
in the data aggregation scheme, Tao et al. [17] proposed a
DP-based data query scheme through a three-stage framework.
However, they only considered differential attack in numerical
data, while multidimensional data aggregation trend results
also face the same issue. Therefore, how to effectively defend
against differential attack in multidimensional data aggregation
trend result remains a key challenge in the data aggregation
scheme. Meanwhile, some malicious adversaries may forgery
or tamper with the data during transmission to disrupt the
integrity of data. This leads to significant damage to the OEM’s
data analysis. Therefore, in MaaS, we not only need to protect
the privacy of multidimensional data, but also should consider
the data availability.

In this scheme, we proposed a lightweight and privacy-
preserving distributed multidimensional data trend query

scheme with fault-tolerant for MaaS. The main contributions
of this paper are as follows:

1) We design a lightweight and privacy-preserving dis-
tributed multidimensional data trend query scheme by
integrating the local differential privacy (LDP) with
Shamir’s secret sharing, ensuring privacy, integrity, and
fault-tolerant without relying on a TTP. In addition, we
adopt Hyperledger Fabric as a blockchain platform to
enhance data security and enable secure data queries for
OEM.

2) Our proposed scheme enables privacy-preserving aggre-
gation of multidimensional data trend results through
LDP and BC. This approach safeguards the data privacy
of DUs while simultaneously fulfilling the data analysis
needs of OEM.

3) The experimental evaluation demonstrates that our pro-
posed scheme outperforms the existing schemes in terms
of functions, computation and communication overhead.

The proposed scheme is organized as follows: Section II
presents the related work. Section III presents preliminaries
information. In Section IV, we outline the system model and
the threat model, and design goals. The details of the proposed
scheme are elaborated upon in Section V. A security analysis
is conducted in Section VI. Section VII addresses evaluation
analysis. Finally, Section VIII concludes the paper.

II. RELATED WORK

In recent years, the various privacy-preserving data aggre-
gation schemes for IIOT have been proposed. However, little
attention has been paid to privacy concerns regarding about
data query, especially in the term of privacy of multidimen-
sional data aggregation trend results.

Data aggregation is a process of collecting and integrating
information from various data sources, ensuring the privacy of
sensitive data through anonymity, de-identification and other
methods. However, most data aggregation schemes [18]–[20]
only focus on the single dimensional data aggregation at
present. For example, Gao et al. [19] proposed a distributed
data aggregation scheme based on Paillier encryption algo-
rithm which solves the problem of data privacy protection
by introducing a random number mechanism. Su et al. [20]
proposed a lightweight and efficient data aggregation scheme
which addresses the data privacy by masks. However, the
single-dimensional data aggregation scheme no lo nger meets
the demands of data diversification in the information age. To
solve this problem, Merad et al. [21] structured the multidi-
mensional data by the homomorphic encryption algorithm to
ensure the data privacy security. Shen et al. [22] proposed a
data aggregation scheme based on homomorphic encryption
algorithm which can not only resist malicious data mining
attacks, but also output accurate aggregation results. However,
most of the aggregation schemes based on homomorphic
encryption algorithms require the high computation overhead.
In order to reduce the computation overhead, Chen et al.
[23] proposed a scalable multidimensional data aggregation
scheme based on the Elliptic Curve Cryptogray (ECC) to
support the flexible addition and removal of devices in this
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scheme. Peng et al. [24] proposed a data aggregation scheme
based on Chinese Remainder Theorem (CRT) to improve the
privacy protection ability of multidimensional data. Gai et
al. [25] proposed a data aggregation scheme based on LDP
and random response to protect the privacy of users. Jing et
al. [26] proposed a privacy-preserving scheme for data trend
based on local differential privacy and BC, which effectively
prevents the privacy leakage. However, the prerequisite for
these schemes to function correctly is that these nodes - such as
collection nodes (e.g., DS), aggregation nodes (e.g., GateWay
(GW)), and storage nodes (e.g., CS) - must operate normally.
In MaaS, these nodes may fail to complete their works due
to the network issue, hardware failure, and so on. Therefore,
we need to design a method that meets the fault tolerance and
security of stored data.

On the one hand, some researchers proposed various
schemes [11]–[13], [27]–[29] to ensure the fault-tolerant of
scheme. For example, Wang et al. [27] proposed a fault-
tolerant multisubset data aggregation scheme which eliminates
the dependence of trusted third part and can aggregate the user
number and data in each region of domain. Since the fault-
tolerant mechanism of this scheme, all undamaged devices
need to upload the data again when a device fails. It will
bring high computation and communication overhead. Ming
et al. [28] proposed a fault-tolerant and efficient data ag-
gregation scheme which applies the symmetric homomorphic
encryption and ECC to ensure the data aggregation even
if some device fail. Zhang et al. [29] proposed a fault-
tolerant multidimensional data aggregation scheme based on
Elliptic Curve ElGamal algorithm to ensure the accuracy of
aggregation results when some devices fail.

On the other hand, to prevent the data privacy prob-
lems caused by CS storage, Li et al. [30] proposed a
privacy-preserving data sharing scheme combining the BC and
identity-based proxy re-encryption which achieves the access
control in the aggregation process by re-encryption policy. To
further enhance the application of BC, Hyperledger Fabric,
as a enterprise-level BC platform, is introduced to provide
a more flexible solution. Chen et al. [31] proposed a BC-
based verifiable multidimensional data aggregation scheme
which achieves the data integrity verification through the
privacy preserving aggregation, Rivest Shamir Adleman (RSA)
multiplicative homomorphic commitments and multi chain
consortium BC architecture. It can be seem that the data
integrity is important for data aggregation schemes. Wang et al.
[32] proposed a distributed privacy-preventing data aggrega-
tion scheme using the BC and homomorphic encryption which
ensures the data privacy and security.

Meanwhile, to ensure the data integrity, Guo et al. [33] pro-
posed a distributed lightweight secure data aggregation scheme
and applied the improved symmetric homomorphic encryption
algorithm for batch authentication. Zhang et al. [34] proposed
a batch authentication algorithm based on Paillier encryption
algorithm and bilinear pairing in which two pairing operations
are used to complete one authentication. However, this scheme
needs a large number of bilinear pairing operations to complete
batch authentication, resulting in excessive computation and
communication overhead.

In summary, we propose a lightweight and privacy-
preserving distributed multidimensional data trend query
scheme with fault-tolerant for MaaS that supports the multidi-
mensional data and protects the privacy of multidimensional
data aggregation trend result through analyzing the advantages
and disadvantages of existing schemes.

III. PRELIMINARIES
This section presents preliminaries from three aspects: the

notation, local differential privacy and the Shamir secret
sharing scheme.

A. Notation

TABLE I shows the notation and their description in our
proposed scheme.

TABLE I
NOTATION DESCRIPTION IN OUR SCHEME

Notation Description
TA Trusted authority
DS Device sensor
IAN Industrial area network
GW Gateway
BC Blockchain

OEM Original equipment manufacture
z/v the number/index of IAN
n/i the number/index of DS within a single IAN
w/j the number/index of fault type
m/l the number/index of GW
k the threshold value
α the corresponding entity service
d the original multidimensional data
d′ the perturbed multidimensional data

shl(d
′
ij) the l-th secret share of d′ij

mac the message authentication code
tcur the current time stamp

rd the current round number
ε,δ the privacy budget, slack factor

Shl(j) the j-th aggregated message in GWl

∥ the serial operation

B. Local Differential Privacy

Local differential privacy (LDP) is a technology that ensures
personal data privacy and aims to provide strong privacy
protection. Its definition used in the scheme is as follows:

(ε, δ)-LDP:(ε, δ)-LDP adopts the nearest neighbor mean
estimation mechanism [35]. This mechanism satisfies (ε, δ)-
LDP, and its principle is to perturb the true value xij to a
nearby range with a high probability r to improve the data
usability; to perturb it to a distant range with a low probability
t to enhance data privacy, as shown in formulas 1 and 2. Here,
x′
ij is the perturbed value and the parameter b decreases as ε

increase. Through adjusting the value of b, a balance between
data usability and privacy can be achieved.

t =
1− 2bδ

1 + 2beε
, r =

eε + δ

1 + 2beε
,

b =
eε − 1− ε(eε + δ)

2(eε(1− eε) + ε(eε + δ))
.

(1)

P (x′
ij |xij) =

{
r, |xij − x′

ij | ≤ b
t, |xij − x′

ij | > b
(2)
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C. The Shamir Secret Sharing Scheme

The Shamir secret sharing scheme was first proposed by
Shamir [36] and Blakley [37] in 1979. Simply put, the
Shamir secret sharing scheme is a (k,m) threshold sharing
scheme in which the secret s is decomposed into m shares
by constructing a (k − 1) order polynomial fk(s, x). Then,
distribute them to m sharers. If the number of shares is greater
than or equal to k, the secret s will be recovered. The main
process and algorithms involved in the Shamir secret sharing
scheme are as follows:

Allocation phase: The manager assigns the secret s to m
shares Pi (1 ≤ i ≤ m) through the polynomial 3 below:

fk(x, s) = s+ a1x+ a2x
2 + . . .+ ak−1x

k−1(mod p). (3)

Among them, m is the number of sharers, k is the threshold
value and p is a large prime number. The manager selects
randomly a public value xi for each sharer and computes the
sub-share yi according to the formula 4. Then, he sends the
obtained share (xi, yi) to the corresponding sharer.

yi = fk(xi, s), 1 ≤ i ≤ m. (4)

Recovery phase: Given no less than k sharer
(x1, y1),(x2, y2),. . .,(xt, yt), fk(x, s) can be reconstructed
through the Lagrange interpolation theorem 5:

fk(x, s) =

y∑
i=1

(yi

k∏
j=1,j ̸=i

x− xj

xi − xj
)(mod p). (5)

Once fk(x, s) is obtained, the secret s can be easily imple-
mented through s = fk(0, s).

IV. BACKGROUND

In this section, we introduce the multidimensional data trend
query framework, threat model, and design goals.

A. Multidimensional Data Trend Query Framework

As shown in Fig. 2, there are mainly six entities in this
scheme: TA, DS, IAN, GW, BC and OEM.

1) TA. As an honest and trustworthy third party, TA
responsible for generating the system parameters. Meanwhile,
it registers each DS and GW to ensure the legitimacy of their
identity and is responsible for initializing BC network and
deploying the smart contract.

2) DS. DS is responsible for collecting multidimensional
data generated by different DU using the device within the
cycle time. Then, it will perturb and split the data. Finally, DS
generates the mac and send the message to the corresponding
GW.

3) IAN. IAN is an industrial local area network composed
of different DS using to divide the physical areas of devices.
IAN monitors its devices in real-time by connecting different
devices.

4) GW. GW is an honest and curious entity responsible for
collecting data from different DS, verifying and aggregating

them. Then, GW generates the mac and corresponding aggre-
gated data to send to BC.

5) BC. BC is built using the Hyperledger Fabric and is
mainly responsible for verifying, storing aggregated data from
GW and responding to inquiry requests from OEM.

6) OEM. OEM is a semi honest entity. By calling the query
algorithm in the smart contract, OEM can query the trend
aggregation results of multidimensional data.

Fig. 2. Multidimensional data trend query framework

B. Threat model

In our proposed scheme, we divides the potential threats
into the following two parts:

1) TA is only used for system initialization and entity
registration. Meanwhile, we believe that GW is both
honest and curious. This means while GW can accurately
execute the plan, it will still attempt various methods to
infer the user’s privacy.

2) The external adversary A eavesdrops on messages ex-
changed between different parties, namely between DS
and GW and between GW and BC. In addition, A can
establish some proactive attack, such as forging captured
messages or replay attacks, etc. Therefore, there may be a
crisis for GW. Since GW is a powerful entity, destroying
it requires a significant cost. Thus, it is assumed that
no more than a certain number of GWs, not exceeding
k = ⌈m/2⌉ − 1, can be destroyed or compromised.
However, the system still has (m− k) GW available for
restoring aggregated messages, in which m− k ≥ k+1.

C. Design goals

Our proposed scheme aims to design a lightweight and
privacy-preserving distributed multidimensional data trend
query scheme with fault-tolerant for MaaS, which ensures
data privacy and integrity while meeting the fault-tolerant.
Specifically, this scheme should meet the following design
goals:

1) Privacy. Multidimensional data contains private data such
as the production privacy of DU. Our scheme should
protect the privacy and security of DU’s production data.
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Meanwhile, OEM can only obtain the overall aggregated
trend result of the multidimensional data and cannot
access other trends except for the overall trend.

2) Integrity. During the process of sending messages from
the sender (e.g., DS and GW) to the receiver (e.g.,
GW and BC), the adversary may launch attacks such as
forgery or tampering. Therefore, the receiver must have
the capability to verify the integrity of data. Meanwhile,
batch verification operations are introduced to ensure the
efficient operation of the scheme.

3) Fault-tolerant. Due to environmental, human, and other
factors, some DS and GWs have ceased to function. Thus,
the proposed scheme should have fault tolerance function
to ensure that the aggregation scheme can process in an
order manner.

4) Decentralization. Decentralization means that the recov-
ery process of ciphertext no longer relies on a central-
ized server, avoiding the unrealistic issue that the server
must be honest or semi honest. Meanwhile, unlike the
black box model of centralized scheme, decentralization
method makes the scheme more transparent and trustwor-
thy.

5) Other network attacks. (1) Anti-Spoofing Attack: Al-
though our proposed scheme employs an effective ver-
ification mechanism, it ensures that the messages sent
by each entity can be correctly identified, and effectively
preventing illegal impersonation. (2) Anti-Man-in-the-
Middle attack: An effective message verification mech-
anism is employed to prevent this attack. Even if an ex-
ternal adversary A intercepts the transmitted message, he
will be unable to tamper with, forge or steal the message.
(3) Anti-Collusion attack: Even if some entities cooperate
to launch this attack, our proposed scheme employs a
distributed multidimensional data sharing mechanism to
ensure the data security.

V. OUR PROPOSED SCHEME

In this section, we introduce the proposed scheme, that
mainly consists of six phases: initialization phase, registration
phase, data collection phase, data aggregation phase, data
query phase, and smart contract design.

A. Initialization phase

The TA executes the initialization algorithm to generate the
system parameters through the following steps and sends them
to the corresponding entity.

Step 1: On input a security parameter λ, the algorithm first
sets the appropriate privacy budget ε and slack factor δ to DS
and embeds ε, δ into it.

Step 2: Select randomly two security hash function H1, H2.
Step 3: Complete the initialization operation of the BC

platform and deploy smart contracts.
Step 4: Select three appropriate parameters m,k,p (the

number of shares, the threshold value and a large prime
number) according to the Shamir secret sharing scheme and
generates a (k − 1) order polynomial: F (x) = a1x+ a2x

2 +
. . .+ ak−1x

k−1 + d (mod p).

B. Registration phase

When DS/GW/OEM sends a registration request with their
real identity and the service that they need, TA executes the
registration algorithm to generate the corresponding parame-
ters and then sends them to DS/GW/OEM through a secure
channel.

1) DSi registration: On input DSi’s real identity idDSi

and service α (send the collected data to GW), TA ob-
tains the current time stamp and computes the identifi-
cation IDDSi = H1(idDSi∥α∥tcur). Finally, TA sends
{idDSi , α, tcur, IDDSi} to DSi and sends {α, IDDSi} to
GW.

2) GWl registration: On input GWl’s real identity idGWl

and service α (send the aggregated data to BC), TA ob-
tains the current time stamp and computes the identifi-
cation IDGWl

= H1(idGWl
∥α∥tcur). Finally, TA sends

{idGWl
, α, tcur, IDGWl

} to GWl and sends {α, IDGWl
} to

BC.
3) OEM registration: On input OEM’s real identity idOEM

and service α (make a query transaction to BC), TA ob-
tains the current time stamp and computes the identifica-
tion IDOEM = H1(idOEM∥α∥tcur). Finally, TA sends
{idOEM , α, tcur, IDOEM} to OEM and sends {α, IDOEM}
to BC.

C. Data collection phase

During this cycle time of using the device i, DSi periodi-
cally (e.g., every week or month) collects multidimensional
data generated by different DU. Then, DSi perturbs and
splits the collected data and generates the corresponding mac.
Finally, DSi sends the signed message to the corresponding
GW. The details are as follows:

Step 1: Collect w-dimensional data di = {di1, di2, . . . , diw}
(j = 1, 2, . . . , w) within the cycle time. Then, DSi perturbs
and splits di to obtain the (w × n) secret shares according to
the algorithm 1.

Step 2: Compute the mac corresponding to the secret share
shl(d

′
ij): maclij = H2(i∥j∥l∥rd∥tcur∥IDDSi

∥shl(d
′
ij)) in

which i is the index of DS, j is the index of data type, l
is the index of secret share, rd is the current round number,
tcur is the current time stamp, IDDSi

is DSi’s identification
and shl(d

′
ij) = fk(d

′
ij , l)(mod q) (l = 1, 2, . . . ,m).

Step 3: Send the signed message {i, j, l, rd, tcur, shl(d
′
ij),

maclij} to GWl.
It is worth noting that the maximum power exponent of the

Shamir secret sharing scheme polynomial used by each DS is
the same, that is k− 1. The other DS send their own message
to the corresponding GW in the same way.

D. Data aggregation phase

Upon receiving the message {i, j, l, rd, tcur, shl(d
′
ij),

maclij} from DSi, GWl first verifies whether tcur is
fresh. If not, the message is discarded. Then, GWl

verifies whether the mac is valid. If not, the mac
is discarded; otherwise, GWl classifies the messages
according to the services. Assume there are (n × w)
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Algorithm 1 Data process algorithm based LDP and Shamri
secret sharing scheme
Input: The collected data di, privacy budget ε and slack factor

δ;
Output: The (w ×m) secret shares;

1: Refer to the formula 1, 2 and generate the noise noisei;
2: Generate the perturbed multidimensional data d′i:
3: for j = 1, 2, . . . , w do
4: d′ij ← dij + noiseij ;
5: end for
6: d′i = {d′i1, . . . , d′ij , . . . , d′iw};
7: Refer to the formula 3,4 and divide d′ij into m secret

shares: d′ij → {sh1(d
′
ij), . . . , shl(d

′
ij), . . . , shm(d′ij)};

8: return (w ×m) secret shares:

sh1(d
′
i1), . . . , shl(d

′
i1), . . . , shm(d′i1)

...
sh1(d

′
ij), . . . , shl(d

′
ij), . . . , shm(d′ij)

...
sh1(d

′
iw), . . . , shl(d

′
iw), . . . , shm(d′iw)



messages from DS, which {1, 1, l, rd, tcur, shl(d
′
11),macl11},

{1, 2, l, rd, tcur, shl(d
′
12),macl12}, . . ., {n,w, l, rd, tcur,

shl(d
′
nw),maclnw}. GWl executes the following steps.

Step 1: Verify whether the messages { 1,1,l,rd,tcur,
shl(d

′
11), macl11 }, {1, 2, l, rd, tcur, shl(d

′
12) ,macl12}, . . .,

{n,w, l, rd, tcur, shl(d
′
nw),maclnw} are valid:

maclij
?
= H2(i∥j∥l∥rd∥tcur∥IDDSi

∥shl(d
′
ij)). (6)

Subsequently, to improve the verification efficiency, GWl

verifies the batch message by checking the following equation:

n∑
i=1

w∑
j=1

maclij
?
=

n∑
i=1

w∑
j=1

H2(i∥j∥l∥rd∥tcur∥IDDSi
∥shl(d

′
ij)).

(7)

If the equation holds true, return 1 and continue to the next
steps; otherwise, return ⊥.

Step 2: After the verification, GWl aggregates the data ac-
cording to the addition homomorphism property by the follow-
ing equation: Shl(1) =

∑n
i=1 shl(d

′
i1), Shl(2), . . . , Shl(w).

Step 3: Compute the mac corresponding to the aggregated
data Shl(j): macvjl = H2(j∥l∥v∥rd∥tcur∥IDGWl

∥Shl(j)) in
which v is the index of IAN, IDGWl

is GWl’s identification
and Shl(j) is the j-th type of aggregated data.

Step 4: Send the aggregated message {j, l, v, rd, tcur,
Shl(j),macvjl} to BC.

E. Data query phase

Upon receiving the aggregated message {j, l, v, rd, tcur,
Shl(j),macvjl} from GWl, the BC first verifies whether
tcur is fresh. If not, the aggregated message is discarded.
Then, BC verifies whether the mac is valid. If not, the

mac is discarded; otherwise, BC stores the aggregated
messages on the chain according to the services. Assume
there exists (w × m × z) aggregated messages from GW,
which {1, 1, 1, rd, tcur, Sh1(1),mac111}, {2, 1, 1, rd, tcur,
Sh1(2),mac121}, . . ., {w,m, z, rd, tcur, Shm(w),maczwm}.
BC executes the following steps:

Step 1: Verify whether the aggregated messages
{1, 1, 1, rd, tcur, Sh1(1),mac111}, {2, 1, 1, rd, tcur, Sh1(2),
mac121}, . . ., {w,m, z, rd, tcur, Shm(w),maczwm} are valid:

macvjl
?
= H2(j∥l∥v∥rd∥tcur∥IDGWl

∥Shl(j)). (8)

Subsequently, to improve the verification efficiency, BC ver-
ifies the batch aggregated messages by checking the following
equation:

z∑
v=1

w∑
j=1

m∑
l=1

macvjl
?
=

z∑
v=1

w∑
j=1

m∑
l=1

H2(j∥l∥v∥rd∥tcur∥IDGWl
∥Shl(j)).

(9)

If the equation holds true, return 1 and continue to the next
steps; otherwise, return ⊥.

Step 2: After the verification, the aggregated message is
packaged into a block and broadcast to the BC. Finally, each
BC node links the newly generated block to the local BC
ledger to ensure the consistency of ledger. Similarly, once the
newly generated block linking to the BC, the nature of BC
such as immutability and so on can ensure the data integrity
and authentication of all transactions in the block.

Step 3: When OEM needs to make a query, OEM makes a
query transaction to the BC. Then, BC return the correspond-
ing query transaction. The process is as follows:

1) According to the demand for querying IAN
quantity, OEM generates a query transaction
q = {id, number, startT ime, endT ime, query} and
computes the mac corresponding to q: macOEM =
H2(q∥tcur∥IDOEM ). Then, OEM sends {q, tcur,macOEM}
to BC.

2) Upon receiving the query message, BC first verifies
whether tcur is fresh. If not, the query message is discarded.
Then, BC verifies whether the mac is valid. If not, the mac
is discarded; otherwise, BC calls the algorithm 2 to obtain
the multidimensional data aggregation trend results q∗ with
privacy-preserving.
A. Verify whether the query message is valid: macOEM =

H2(q∥tcur∥IDOEM ). If it holds true, return 1 and con-
tinue to the next steps; otherwise, return ⊥.

B. According to the OEM query, there exists the following
two cases:

* Case 1: When 1 <= number < z, the multidimen-
sional data in some IAN is queried. In this case, mul-
tidimensional data from number IAN are randomly
selected for summation. Because 1 < number < z,
not meeting the condition of

∑z
t=1 noise

t
j = 0 leads

to strong noise noise in the process of summing each
other that cannot be eliminated. In the end, all types
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of data are affected by strong noise noise which
changes the aggregation trend of multidimensional
data in the query area, making the multidimensional
data trend in a single IAN hidden in the aggregation
trend of these data.

* Case 2: When numebr = z, the multidimensional
data in all IAN is queried. The process follows
the steps of Case 2 which is summed according
to the fault type. And because number = z, the
strong noise noise can cancel each other out when
summing.

Algorithm 2 Weighted noise injection query algorithm
Input: The query transaction q =
{id, number, startT ime, endT ime, query};

Output: The multidimensional data aggregation trend result
q∗ = {sum1, . . . , sumw};

1: Extract the identity id from the query transaction q;
2: Verify whether it has data access right according to id. If

it holds true, continues the next steps; otherwise, returns
⊥;

3: According to the formula 5, restore the aggregated shares:
svj =

∑k
l=1(Shl(j) ·

∏k
r=1,r ̸=l

x−xr

xl−xr
)(mod p).

4: Obtain the aggregated data:



s11, . . . , s
1
j , . . . , s

1
w

...
sv1, . . . , s

v
j , . . . , s

v
w

...
sz1, . . . , s

z
j , . . . , s

z
w


5: Give the different privacy budgets: ε = {ε1, . . . , εw}

according to the permissions of restored multidimensional
data. Then, generate the corresponding strong noise noise
according to the formulas 1 and 2 and make the noise
meet the below conditions:∑z

v=1 noise
v
1 = 0, . . . ,

∑z
v=1 noise

v
w = 0;

6: Add the strong noise noise to the corresponding multidi-
mensional data:

7: for v = 1, 2, . . . , z do
8: for j = 1, 2, . . . , w do
9: sv′j = svj + noisevj ;

10: end for
11: end for
12: Extract the number from query transaction q. Then,

select random number groups multidimensional data to
aggregate:

13: for j = 1, 2, . . . , w do
14: for v = 1, 2, . . . , number do
15: sumj+ = sv′j ;
16: end for
17: end for
18: return q∗ = {sum1, . . . , sumw}.

F. Smart contract design

The smart contract designed by the proposed scheme in-
cludes the following parts: two data structures (Meaage,

QueryResult) and five interfaces (Add, Verify, Query, Re-
store, DpUtils). As shown in algorithm 3 and4:

Algorithm 3 The structure of smart contract
1: Structure Message {
2: id, url, data, type String;
3: setTime, setUser String; }
4: Structure QueryResult {
5: key String; message Message; }

1) The structure Message defines the storage form of data
from the GW. The structure QueryResult defines the result
form of multidimensional data aggregation trend when OEM
make a query transaction.

2. The interface Add is used frequently, which store aggre-
gated messages validated through the interface Verify onto the
BC. In addition, OEM can obtain the multidimensional data
aggregation trend result through the interface Query. Firstly,
through calling the interface Restore to restore the multidi-
mensional aggregated data for each IAN. Then, these data
are perturbed using noise generated via the interface DpUtils.
Finally, according to the query transaction, the corresponding
multidimensional data aggregation trend results are returned.

Algorithm 4 The function of smart contract
1: Add(j, l, v, rd, tcur, Shl(j),macvjl):
2: if Verify(macvjl) then
3: Store the aggregated messages
{j, l, v, rd, tcur, Shl(j),macvjl} in the form of Message
in blocks.

4: end if
5: Query(q, tcur,macOEM ):
6: if Verify(macOEM ) then
7: Restore(1 : ((Sh1(1), . . . , Sh1(w)), . . . , (Shl(1), . . . ,

Shl(w)), . . . , (Shk(1), . . . , Shk(w))), . . . , v, . . . , z) to
obtain the aggregated data (s11, . . . , s

1
w), . . . , (s

v
1, . . . ,

svw), . . . , (s
z
1, . . . , s

z
w);

8: DpUtils(ε = {ε1, . . . , εw},δ) to generate the strong
noise noise and add the strong noise noise to the corre-
sponding multidimensional data;

9: According to the query transaction q, aggregate the
data to form the multidimensional data aggregation trend
result q∗ in the form of QueryResult;

10: end if
11: return q∗ = {sum1, . . . , sumw}.

VI. SECURITY ANALYSIS

In this section, we present a security analysis focusing on
the privacy, integrity, fault-tolerant, decentralization and other
network attacks.

A. Privacy

Theorem 1: OEM cannot infer the privacy of a single IAN
based on the multidimensional data aggregation trend result.

Proof : In our proposed scheme, DS perturbs the multidi-
mensional data and splits them into secret shares according
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to the algorithm 1. Then, DS outputs the message and sends
them to the corresponding GW. GW verifies the message and
aggregates the secret shares. Then, GW outputs the aggregated
message and sends it to BC. Finally, OEM sends a query
transaction q to the BC based on its own requirement and
obtains the multidimensional data aggregation trend result.

In this process, single-dimensional data is never sent as a
numberical value, and GW and BC can only obtain the mes-
sage {i, j, l, tcur, rd, shl(d

′
ij),maclij} and the aggregated mes-

sage {j, l, v, tcur, rd, Shl(j),macvjl}. Meanwhile, the LDP
perturbation operation in the algorithm 1 and 2 can protect
the privacy of these data. Therefore, OEM cannot infer the
multidimensional data trend of a single IAN without getting
to LDP noise.

Assume that there are four IAN uploading the aggregated
messages to BC in the current system, OEM sends four kinds
of query transaction (query for single, two, three and all IANs)
and obtains the following four conditions. As shown in the
Fig. 3. As can be seen from the Fig. 3, the proposed scheme
adds weighted noise to various types data according to the
algorithm 2 to change the aggregation trend of the queried
IAN data. Only when OEM query all, the noise cancels each
other and the multidimensional data aggregation trend without
the noise is shown.

(a) (b)

(c) (d)
Fig. 3. Query results in different situations. (a) number=1. (b) number=2. (c)
number=3. (d) number=4.

Meanwhile, in order to quantitatively analyze whether the
added noise meets the requirements of the scheme, we com-
pute the pearson correlation coefficient (PCC) between the
original data trend and query result trend. The range of the
PCC is between 0 and 1. A value close to 1 indicates a strong
linear correlation between the two variables, while a value
close to 0 suggests that there is almost no correlation between
them. The Fig. 4 (a, b, c, d) corresponds respectively to Fig. 3
(a, b, c, d). The results show that the correlation between the
original data trend and the query result trend under different
query conditions is relatively low, further indicating that the
introduction of noise in the algorithm 2 effectively disrupts
the linear correlation between the data.

Theorem 2:The extend adversary A cannot obtain any data
about the target DS.

Proof :In the process of data aggregation, the external ad-
versary A cannot obtain obtain any information about noise.

(a) (b)

(c) (d)
Fig. 4. PCC corresponding to query results in different situations. (a)
number=1. (b) number=2. (c) number=3. (d) number=4.

Fig. 5. Comparison with original data under different privacy budgets

Meanwhile, the proposed scheme adopts the Shamir secret
sharing scheme to achieve fault-tolerant which means that
A cannot recover the original data without obtaining k or
more secret shares. And this scheme achieves the resistance
to collusive attack by introducing LDP noise. Thus, A cannot
obtain any data about the target DS. Among them, LDP noise
can protect the data privacy and the effect is shown in the
Fig. 5. As can be seen from the Fig. 5 that different privacy
budgets can achieve different privacy effects. The smaller
the privacy budget, the larger the noise, providing stronger
privacy protection; conversely, the larger the privacy budget,
the smaller the noise.

B. Integrity

Theorem 3: DS can only pass the integrity verification of
GW by sending the correct messages to GW.

Proof : Given (n× w) messages from DS, GWl can verify
these messages integrity by checking the equation 6 and 7.
If they hold true, return 1 and continue to the next steps;
otherwise, return ⊥. Hence, if and only if DS sends the correct
messages to GW, the integrity verification of GW can be
passed.

Theorem 4: GW can only pass the integrity verification of
BC by sending the correct aggregated message to BC.
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Proof : Given (w ×m× z) aggregated messages from GW,
BC can verify these aggregated messages integrity by checking
the equation 8 and 9. If they hold true, return 1 and continue
to the next steps; otherwise, return ⊥. Hence, if and only if
GW sends the correct aggregated messages to BC, the integrity
verification of BC can be passed.

C. Fault tolerant

1) Fault-tolerant analysis:
• Fault-tolerant of GW: Under the same IAN, the system

deploys m GW to work together. According to the
assumption of threat model, a external adversary A can
only destroy or compromise k GW and obtain their
aggregated messages in the worst case. Then, due to
the "all-or-nothing" property of the Shamir secret sharing
scheme, at least k secret shares are required to recover.
Therefore, the system still has m− k GW which can be
used normally for recovery, so as to ensure the proper
functioning of the scheme.

• Fault-tolerant of DS: When some DS can not send the
messages to GW normally, the GW can still perform the
data aggregation, and BC can also restore the aggregated
data. Assuming the total number of DS is n in a IAN,
and the number of DS who cannot upload the message
normally is n̂, where n̂ ∈ n. The specific steps of GW
and BC are as follows:
Step 1: GWl aggregates the messages:

Shl(1) =

n̂∈n∑
i=1

shl(d
′
i1), Shl(2), . . . , Shl(w). (10)

Step 2: BC restores the aggregated messages:

svj =
k∑

l=1

(Shl(j) ·
k∏

r=1,r ̸=l

x− xr

xl − xr
)(mod p). (11)

Step 3: BC can obtain the aggregated data:

s11, . . . , s
1
j , . . . , s

1
w

...
sv1, . . . , s

v
j , . . . , s

v
w

...
sz1, . . . , s

z
j , . . . , s

z
w


(12)

.
2) Fault-tolerant probability: Due to the characteristics of

the Shamir secret sharing scheme, we can recover the data
in the case of partial data loss. However, during the scheme
implementation, there may be messages sent by DS that cannot
be received by GW. Because that: 1) DS or GW may be offline
due to network, hardware failure and so on; 2) Communication
between DS and GW is interrupted by network, hardware
failure and so on.

Next, we analyze the probability that GW fail to aggregate
the data successfully. Let Pfail−DCP denote the probability of
data perturbation and split failure in the data collection phase.
Similarly, let Pfail−DAP denote the probability of data ag-
gregation failure in the data aggregation phase. Assuming that

the two phases are independent of each other, the probability
of GW failure [38] can be expressed as:

Pfail−GW = Pfail−DCP + (1− Pfail−DCP )Pfail−DAP .
(13)

Obviously, the meaning of Pfail−DCP is as follows:

Pfail−DCP = 1− P (at least k GW receive the
messages sent fro m all DS).

(14)

For GW, it can be further expressed as follows:

Pfail−DCP = 1−
m∑
i=k

(
m
i

)
(1− p1)

ni(1− (1− p1)
n)m−i,

(15)
where p1 is the probability that the DS sends the message

incorrectly. But for the DAP, Pfail−DAP is provided by:

Pfail−DAP =
m∑

i=m−(k−1)

(
m
i

)
pi2(1− p2)

m−i, (16)

where p2 is the probability that the secret shares collected
by the GW is not successful.

D. Decentralization

In the proposed scheme, the storing aggregated messages
and query algorithm is implemented as deployed smart con-
tracts rather than using a center server. This allows us to avoid
assuming a semi-honest or honest cloud server to execute our
scheme as is the case with most existing solutions. Meanwhile,
the consensus mechanism of BC ensures the correct execution
of every operation. In practice, if the smart contract executor
returns an incorrect result for some reason, but the malicious
operation will be detected by other miners, the executor
will get nothing. Therefore, the proposed scheme support
decentralization.

E. Other network attacks

1) Anti-Spoofing Attack: Theorem 5: The data messages
of external adversary A forging cannot pass the integrity
verification by the receiving end.

Proof : In the proposed scheme, the external
adversary A cannot generate the correct messages
{i, j, l, rd, tcur, shl(d

′
ij),maclij} and pass the integrity

verification of GW without obtaining the target index i, j,
l, the round number rd, the current time stamp tcur and the
secret share shl(d

′
ij). Similarly, in this case, GW also cannot

generate the aggregated messages and pass the integrity
verification of BC. Therefore, the messages spoofed by A
cannot pass the integrity verification of receiving end.

2) Anti-Man-in-the-Middle Attack: Theorem 6: The exter-
nal adversary A cannot intercept, tamper with, or replay the
messages between the sending end and the receiving end.

Proof : When A intercepts a message sent to the receiving
end and attempts to modify the message, A must generate a
matching signature; otherwise, it cannot pass the authentica-
tion of receiving end. In addition, A needs to know exactly the
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specific parameters of generating the message of sending end;
otherwise, the data cannot be correctly recovered. Because the
current time stamp is different from the old time stamp, A
cannot use the previous data to pass the verification.

However, even if A has the ability to successfully complete
the above operations and pass the verification of receiving end,
there are still two possibilities: 1) In the data query phase, if
this message is selected as one of the k threshold parameters,
the data cannot be recovered, thus avoiding the production of
wrong results; 2) If this message is not selected, it will not
have any effect on the recovered data.

3) Anti-Collusion Attack: Theorem 7: In the same IAN,
some GW jointly plan the multidimensional data is invalid.

Proof : In this scheme, this attack can be divided into the
following two cases:
(1) The number of colluding GW is less than k: In this

case, the Shamir secret sharing scheme requires at least k
participants to together recover the data. If the number of
colluding GW is less than k, the data cannot be properly
recovered.

(2) The number of colluding GW is greater than or equal to
k: In this case, the Shamir secret sharing scheme itself
cannot effectively resist collusion attack initiated by k
or more participants. However, we resistant the collusion
attack through introducing the LDP noise into the data in
the proposed scheme.

VII. EXPERIMENTAL EVALUATION
To evaluate the performance of the proposed scheme, we

implemented it on a Window 10 (64-bit operating system, Intel
Core i7-9750H CPU, 16.0 GB) and Ubuntu 18.04 (Dockers
v20.101.21, Matplotlib 3.5.3, Flask 2.3.2, Numpy 1.25.1).

Our proposed scheme uses the dataset provided by UCI
Machine Learning Database [5]. The dataset consists of 10,000
multidimensional fault data in which the fault types are: tool
wear failure (TWF), heat dissipation failure (HDF), power
failure (PWF), over strain failure (OSF) and random failure
(RNF). There are two states of 0 or 1 for these five device
fault types that 1 means that the device has a certain fault
once and 0 means that the device has not a certain fault.

A. Functionality comparison

In this section, we compare the propose scheme with the
existing schemes from five aspects of privacy, decentralization
(only Chen et al. [31]), integrity, batch verification (only
Shen et al. [22] and Gai et al. [25]) and fault-tolerant (only
Chen et al. [23], Gai et al. [25] and Ming et al. [28]).
Among them, F1: Privacy; F2: Decentralization; F3: Integrity;
F4: Batch authentication; F5: Fault-tolerant. The performance
comparison results are shown in TABLE II.

B. Computation overhead

In the section, we compare the computation overhead of
the proposed scheme with the existing schemes Merad et al.
[21], Shen et al. [22], Chen et al. [23], Gai et al. [25], Ming
et al. [28], Zhang et al. [29] and Chen et al. [31], in the data
collection phase, data aggregation phase and data query phase.

TABLE II
COMPARISON OF FUNCTIONALITY FEATURES

Scheme F1 F2 F3 F4 F5
Merad et al. [21]

√
×

√ √
×

Shen et al. [22]
√

×
√

× ×
Chen et al. [23]

√
×

√ √ √

Gai et al. [25]
√

×
√

×
√

Ming et al. [28]
√

×
√ √ √

Zhang et al. [29]
√

×
√ √

×
Chen et al. [31]

√ √ √ √
×

Our scheme
√ √ √ √ √

Among them, the main computation operations are shown
that tecc: denotes scale multiplication operation in elliptic
curve cryptography; tGT

: denotes a exponential operations on
GT group; tmN

: denotes multiplication operation on ZN ; tZ:
denotes a exponential operations on Z∗

q group; tZ∗
N∗ : denotes

a exponential operations on Z∗
N∗ group; tp: denotes a bilinear

pairing operation; tmod: denotes a mold taking operation;
tadd: denotes a addition operation; tmul: denotes a multiplica-
tion operation; tPe

: denotes a homomorphic encryption; tPd
:

denotes a homomorphic decryption; tlog: denotes a discrete
Logarithmic Operations; tsg : denotes a Shamir secret share
generation; tsr : denotes a Shamir secret share restoration. The
comparison of computation overhead between the proposed
scheme and the existing schemes is shown in TABLE III.

Fig. 6 shows the comparison of computation overhead
between the proposed scheme and the existing schemes. We
can divide Fig. 6 into three parts: the data collection phase,
the data aggregation phase and the data query phase.

In the data collection phase of Fig. 6, we can see that the
proposed scheme has certain advantages over other schemes.
The reason is that the proposed scheme perturbs the multidi-
mensional fault data through the LDP technology and splits
the perturbed data by the Shamir secret sharing scheme to
meet the fault-tolerant.

In the data aggregation phase of Fig. 6, since the proposed
scheme meets its fault-tolerant through the Shamir secret
sharing scheme, the computation overhead of our scheme in
the data aggregation phase is slightly larger than that of Gai
et al. [25]. But Gai et al. [25] failed to achieve the batch
authentication.

In the data query phase of Fig. 6, since the proposed scheme
designs a weighted noise injection query algorithm for OEM
query, the computation overhead of our scheme in the data
aggregation phase is slightly larger than that of Gai et al. [25]
and Chen et al. [31]. However, Chen et al. [31] doesn’t meet
the fault-tolerant.

In summary, the proposed scheme has certain advantages
in terms of computation overhead compared with the other
similar existing schemes.

C. Communication overhead

In the section, we compare the communication overhead of
the proposed scheme with the existing schemes Merad et al.
[21], Shen et al. [22], Chen et al. [23], Gai et al. [25], Ming
et al. [28], Zhang et al. [29] and Chen et al. [31] in the DS
to GW and GW to BC.
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TABLE III
COMPARISON OF COMPUTATION AND COMMUNICATION OVERHEAD

Scheme Computation overhead Communication overhead
data collection data aggregation data query DS-to-GW GW-to-BC

Merad et al. [21] tecc + tPe tecc+(n+1)tp tPd
+2tp |G1|+|Z∗

N2 |+|id|+|t| |G1|+|Z∗
N2 |+|id|+|t|

Shen et al. [22] tPe+2tZ+tecc 2ntp+tecc 3tp+tPd
+2tZ 3|G1|+|Z∗

N2 |+|t| 3|G1|+|Z∗
N2 |+|t|

Chen et al. [23] tp+tGT
+tecc 2ntp+tecc 3tp+tlog |G1|+|GT |+|id|+|t| |G1|+|GT |+|id|+|t|

Gai et al. [25] 3tadd+tmul (4tadd+3ntmul)|X| tadd+tmul |id|+|d| |d|+|ϕ(X)|

Ming et al. [28] 2.2tecc+3tmN (0.1n+2)tecc 2(tecc+tmod)
1.1(|G1|+|ZN |+|Z∗

q |
+|t|)+|id| |G1|+|ZN |+|Z∗

q |+|id|+|t|
Zhang et al. [29] 2tecc (n+2)tecc 4tecc 2|G1|+|Z∗

q |+|id|+|t| 2|G1|+|Z∗
q |+|id|+|t|

Chen et al. [31]
tadd+2tmod

+tmul+tZN∗
2

(n+1)tadd+n(tmul

+tZN∗
2

)+tmod
n(tadd+tmul) |Z∗

N2 |+|id|+|d|+|t| |d|+|t|

Our scheme tadd+tsg ntadd tsr +tadd 4|ind|+|d|+|t|+|H| 4|ind|+|d|+|t|+|H|

Fig. 6. Comparison of computation overhead

Among them, the main communication operations are
shown that |G1|: denotes the length of G1 group, is 1024
bits; |GT |: denotes the length of GT group, is 1024 bits; |Z∗

q |:
denotes the length of Z∗

q group, is 160 bits; |Z∗
q |: denotes the

length of Z∗
q group, is 160 bits; |ZN |: denotes the length of ZN

group, is 1024 bits; |ZN2 |: denotes the length of ZN2 group,
is 2048 bits; |H|: denotes the length of hash value, is 256 bits;
|id|: denotes the length of identity id, is 32 bits; |t|: denotes
the length of identity id, is 32 bits; |id|: denotes the length of
time stamp, is 32 bits; |ind|: denotes the length of index, is 8
bits; |d|: denotes the length of data, is 16 bits; |ϕ(X)|: denotes
the length of the estimated frequency value for each element, is
32 bits. The comparison of communication overhead between
the proposed scheme and the existing schemes is shown in
TABLE III.

Fig. 7 shows that the comparison of communication
overhead from DS to GW in the 8 schemes, where the
communication overhead increases with the increase of the
DS number n. In the proposed scheme, DS sends the
message {i, j, l, tcur, rd, shl(d

′
ij),maclij} to GW. Therefore,

the communication overhead is (4|ind|+|d|+|t|+|H|) bits
=(4*8+16+32+256) bits = 336 bits.

Fig. 8 shows the comparison of communication overhead
from GW to BC in the 8 schemes, where the commu-
nication overhead increases with the increase of the GW
number m. In the proposed scheme, GW sends the aggre-
gated message {j, l, v, tcur, rd, Shl(j),macvjl} to BC. There-
fore, the communication overhead is (4|ind|+|d|+|t|+|H|) bits
=(4*8+16+32+256) bits = 336 bits.

Fig. 7. Comparisons of communication overhead of DS-to-GW

Fig. 8. Comparisons of communication overhead of GW-to-BC

D. Time latency and throughput

In this section, we use the Tape tool to test the performance
of our scheme in the BC network. The results are shown in
TABLE IV, Fig. 9 and Fig. 10. In TABLE IV, time latency
(ms): denotes the time point from the start of the test to
the reception of each block; Block: denotes the received
block number; throughput: denotes that each block contains 50
transactions. TABLE IV shows that 1000 upload transactions
and query transactions are sent to BC in increments of 200
transactions each to observe the time latency and throughput
in BC. That’s because the upload transactions involves the
consensus mechanisms, block generation, etc., and consumes
more resources. However, the query transactions is relatively
simple, only needs to read the data that has been written and
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does not require complex operations. As the amount of sent
transactions increases, the throughput of two types transaction
also increases steadily. Among them, the overall trend of query
transactions is smaller than that of upload transactions.

TABLE IV
TIME LATENCY AND THROUGHPUT

Time Latency (ms) Block Throughputupload query
0 0 0 0

0.68 2.98 2 100
0.96 5.68 4 200
1.25 8.75 6 300
1.35 11.57 8 400
1.55 14.47 10 500
1.67 17.48 12 600
1.94 20.58 14 700
2.00 23.80 16 800
2.24 27.00 18 900
2.36 29.74 20 1000

Fig. 9 and Fig. 10 show respectively the performance of
upload and query transactions. The delay fluctuation range is
0.5-4.6ms and 26-32.8ms respectively and the average delay is
2.36ms and 29.74ms, in which the delay of query transactions
is greater than that of upload transactions. Meanwhile, the
delay of two kinds of transactions decreases as the number of
transaction sent increases and is inversely proportional to the
throughput. Experiments show that the network performance
of the proposed scheme is efficient.

Fig. 9. The performance of upload transactions

VIII. CONCLUSION

In this work, we proposed a lightweight and privacy-
preserving distributed multidimensional data trend query
scheme with fault-tolerant for MaaS. The proposed scheme
combines the advantages of LDP and the Shamir secret sharing
scheme to address the secure data sharing in MaaS. Moreover,
our scheme not only verifies the data integrity, but also
reduces the computation overhead. Furthermore, we utilize
BC as CS to solve problems such as single point attacks. By
deploying a Hyperledger Fabric platform, we constructed a
distributed structure that no longer relies on trusted third party,
as compared to the traditional centralized structure. A com-
prehensive analysis in terms of security and evaluation prove

Fig. 10. The performance of query transactions

that the proposed scheme has significant advantages compared
to existing schemes. To further improve the practicality of this
scheme, we will carry out the following potential future work
related to privacy preserving: strengthening privacy preserv-
ing mechanism, reducing costs, enhancing the resistance to
attacks, and more.
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