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Abstract

The adoption of Zero-Trust Architecture (ZTA) in 6G O-RAN spectrum trad-
ing introduces additional energy overhead from continuous authentication
and encryption, along with economic-security challenges such as moral haz-
ard and reduced security investment. To address these challenges, we propose
the EO-ZT framework, a novel ZTA tailored for the O-RAN. Our framework
includes a novel deposit-refund system (DRS)-based trust evaluation compo-
nent and adaptive policy components designed for O-RAN spectrum trading.
The DRS-based trust evaluation component aims to suppress moral hazard,
drawing inspiration from the sharing economy. Within the adaptive pol-
icy component, security, energy, zero-trust policy and spectrum trading pol-
icy are jointly formulated as coupled decision-making problems. Hence, we
propose a game-theoretical spectrum trading scheme (GSTS) to enable fair
spectrum trading between subscribers and cell sites, mitigating moral hazard
and incentivizing dynamic security investment by RAN intelligent controllers
(RICs). Building on this, the presented spectrum market competition scheme
(SMCS), based on a winner-take-all model, employs cell zooming strategies
to reduce energy consumption while promoting security investment among
cell sites. Simulations demonstrate the superiority of EO-ZT over existing
potential application algorithms for ZTA in O-RAN, effectively balancing
energy efficiency, economic viability, and security requirements in spectrum
trading markets.
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(O-RAN), moral hazard, Peltzman Effect, spectrum trading, energy
consumption.

1. Introduction

To fulfill the high-performance aspirations of 6G, Open Radio Access Net-
works (O-RAN), an architecture focused on decomposing RAN components
and opening interfaces, is one of the main proposals [1]. It converts the RAN
into open and fully interoperable [2]. Within this framework, different mobile
network operators (MNOs) have the flexibility to employ different spectrum
strategies tailored to various types of subscribers [3]. These strategies are
developed via a RAN Intelligent Controller (RIC). O-RAN, therefore, opens
the doors to openness for MNOs’ core business, spectrum trading. Sub-
scribers enable rent and access spectrum resources from various MNOs’ cell
sites according to their economic utilities. MNOs’ cell sites allow for the
flexible change of the scope of cell site service by performing cell zooming,
enhancing spectrum market competition among cell sites, and developing
rental strategies based on economic utilities.

O-RAN, as an emerging and promising next-generation wireless network,
requires counterpart security measures. Nevertheless, conventional network
security frameworks exhibit notable weaknesses in provisioning security in
O-RAN spectrum trading environments [4]. This is primarily because they
set up a trust zone within the network boundary, in which devices operating
over the authentication protocols are assumed strongly trusted [5]. The de-
lineating of the network boundary, however, is extremely challenging due to
the complexity and dynamics of O-RAN. Furthermore, a malicious subscriber
with access to the spectrum enjoys the unfettered ability to manipulate all
the contents contained within the O-RAN network.

Zero-trust architecture (ZTA) [6] is an emerging security paradigm. It
follows the philosophy of not trusting any device. Under this philosophy, the
devices accessing the network resources remain untrusted after the initial
authentication and authorization. Each device seeking access to each net-
work resource must undergo dynamic authentication and continuous monitor-
ing. It effectively addresses the challenges associated with defining network
boundaries as well as potential lateral movement in the classical frameworks
[7]. ZTA is thus viewed as a promising security solution for O-RAN and
was incorporated in the O-RAN security requirements specification of the



O-RAN ALLIANCE Security Work Group [8]. The integration of ZTA in
O-RAN for spectrum trading is deemed imperative.

1.1. Challenges

The integration of ZTA, while imperative for security, fundamentally al-
ters the economic calculus of O-RAN spectrum trading. Information security,
however, inherently demands both technical and economic considerations [9].
The effectiveness of technological solutions in ensuring network security can-
not be guaranteed without an economically grounded assessment [10], and
these economically driven security challenges are equally relevant to the new
economic paradigm in the O-RAN with ZTA.

Firstly, during spectrum trading, if O-RAN equipment fails to serve sub-
scribers as expected, compensation is required for subscribers. The sub-
scriber, however, is normally unable to compensate equivalently for O-RAN
loss if the subscriber defaults, e.g., excessive resource utilization. This nour-
ishes the moral hazard issue. Moral hazard [11] is an economic principle that
explains subscribers engage in high risk-taking behavior if their consequences
are negligible. For instance, subscribers may purchase additional spectrum
resources at low prices without utilizing them fully, thus maximizing their
utility but disrupting the spectrum market. Developing preventive and sup-
pression mechanisms for moral hazard in ZTA tailored for O-RAN, therefore,
is crucial.

Secondly, for O-RAN employing ZTA, devices in O-RAN may inadver-
tently relax device vigilance against risks, as ZTA improves security protec-
tion and increases the economic expenditure of O-RAN. Devices thus dimin-
ish the inclination towards investing in security measures (e.g., insurance, and
information exchange of collaborative intrusion detection) for self-protection,
even if it should be a parallel protection measure to zero trust. This is called
the Peltzman Effect [12]. It is also an economic principle. It points out the
inherent reflexive tendency of individuals towards regulation. This princi-
ple argues that safety regulation can be counterproductive. For example,
increasing safety technologies for cars causes drivers to be less alert to risks
and accelerate, thus cancelling out the effects of safety enhancement [13].
Hence, it is essential to design schemes to incentivize the decrease in security
investments due to the Peltzman Effect.

Moreover, the network energy consumption is deemed a crucial compo-
nent of the network’s economic cost [14, 15, 16]. Therefore, several additional
unique challenges for spectrum trading emerge alongside the aforementioned
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challenges. Because ZTA raises the energy cost of selling spectrum resources
and alters the security investments due to the Peltzman Effect, it changes
the O-RAN economic paradigm for spectrum trading. Optimizing spectrum
trading strategies among cell sites and subscribers to maximize their eco-
nomic utilities, subject to security, poses a significant challenge. In particu-
lar, considering the open nature of O-RAN;, in case spectrum trading triggers
changes in market supply and demand, cells also need to dynamically adjust
the cell zooming strategy via intelligent controllers, i.e., adjust the cell cov-
erage and transmit power in real time according to the service demand, to
match the new energy cost-revenue balance point. This multi-dimensional
coupling between security requirements, economic benefits, and resource al-
location fully reflects the complexity of spectrum trading challenges in the
O-RAN.

Building upon the above discussions, the primary challenges entwined
with ZTA in O-RAN involve the moral hazard, the Peltzman Effect, as well
as coupled decision-making challenges in terms of spectrum trading.

1.2. Related works

Several but limited studies have explored the deployment of ZTA on O-
RAN. K. Ramezanpour and J. Jagannath [4] introduced an intelligent ZTA
and discussed the suitability of this framework integrated into the O-RAN
architecture. Similarly, [17] and [18] explored the design of the ZTA adapted
for O-RAN. They, however, focused on architectural design and did not con-
sider the joint security and economically informed challenges specifically con-
fronting O-RAN. H. Moudoud et. al [19] further considered real-time detec-
tion and prevention of cyber threats of O-RAN. They introduced deep rein-
forcement learning in ZTA for O-RAN to effectively enforce access control
rules. Nevertheless, these ZTA frameworks neglect to analyze the security
issues of ZTA in O-RAN from an economic viewpoint. The impact of ZTA
presence on O-RAN strategies, i.e., spectrum allocation and cell zooming, is
also overlooked.

To the best of our knowledge, all other proposed general ZTAs have not
considered the security challenges from economic perspectives. To ensure
ZTA security, economically informed discussion is, however, essential.

Nevertheless, simply applying generic economic models is insufficient.
Generic economically informed models, for instance, Zhang et. al[20] pro-
pose a bi-Level game approach for attack-aware cyber insurance. Moreover,
in [21], a framework for cyber risk management is introduced. These existing
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economic models, while promising, are not readily applicable to spectrum al-
location and trading in O-RAN. A primary shortcoming is that these models
often prioritize securing energy efficiency and insurance, but they fall short
of incorporating the mechanisms of transactions. This misalignment makes
them difficult to apply directly to developing jointly optimized security and
economic strategies.

Various subscriber-cell spectrum trading (spectrum allocation) and cell-
cell spectrum market competition (cell zooming) may have the potential to
address these security challenges while developing spectrum trading strate-
gies for O-RAN employing ZTA. For instance, Bonati et. al [22] proposed
a flexible and demand-driven approach to resource trading for O-RAN with
neutral host techniques. Cui et. al [23] introduced a multi-service spectrum
resource trading strategy for vehicle-to-everything applications supported by
O-RAN. Moreover, [24] developed several algorithms to tackle the spectral
efficiency maximization problems. However, these spectrum trading schemes
assume fixed numbers of users in the cell and fixed ranges of cell services,
without accounting for economically informed security challenges.

Cell-cell spectrum market competition studies, e.g., in [25], Xu et. al in-
vestigated adaptive cell zooming schemes and proposed a cell zooming factor
(CZF) to improve the network utility. Liu et. al [26] proposed a cell zooming
strategy to balance user benefits and communication system operating costs.
Zhou et. al [27] further proposed a cell zooming algorithm for visible light
and radio frequency networks. However, they are all based on the assump-
tion that subscribers are allocated the same or a fixed amount of spectrum.
Economically informed security challenges are also not considered.

As a result, existing studies inherently lack an approach that simultane-
ously considers subscriber-cell spectrum trading and cell-cell spectrum mar-
ket competition, while also overlooking moral hazard and the Peltzman Ef-
fect. This is due to the change in cell service range leading to the alteration
of energy costs, spectrum pricing, and the number of subscribers served. It
increases the complexity of joint consideration. However, with the inclusion
of the new ZTA energy paradigm, these two strategies for spectrum trading
necessitate change and be considered jointly. Therefore, the development of
a novel zero-trust framework to tackle these challenges jointly is imperative.

1.8. Contributions

Given the abovementioned existing literature and challenges, we contend
that there is an urgent need for a novel zero-trust framework and supporting



mechanisms for O-RAN to jointly counteract moral hazard, Peltzman Effect
with a specific focus on spectrum trading. Consequently, the primary aim of
this paper is to design a new ZTA tailored for O-RAN, i.e., EO-ZT, aimed
at jointly addressing these challenges.

Taking inspiration from the sharing economy, our novel EO-ZT includes
a novel deposit refund system (DRS)-based trust evaluation components tai-
lored to enhance O-RAN’s resilience to moral hazard. The evaluation outputs
are then incorporated into the proposed new adaptive policy component. In
this policy, security, and economically informed challenges are jointly consid-
ered and formulated as mathematical problems. In response to these chal-
lenges, we propose two new schemes grounded in distinct economic relations
and theories to collectively address.

The main contributions of this paper are summarized as follows:

e We propose a novel and effective EO-ZT framework that is able to
jointly address the security and economically informed challenges of
O-RAN ZTA. The EO-ZT comprises two innovative and mutually re-
inforcing components, DRS-based trust evaluation and adaptive policy
components. The DRS-based trust evaluation component is designed to
monitor and prevent instances of moral hazard behavior, based on the
sharing economy. Their outputs are then incorporated into the adap-
tive policy component for the dynamic policy development of O-RAN.
Economic risk prevention and strategic decision-making problems are
mathematically formulated in this component.

e Our subsequent proposition proposes a game-theoretical spectrum trad-
ing scheme (GSTS) for the EO-ZT adaptive policy component, grounded
in the economic relations between subscribers and cells. It is designed
to trade spectrum and prevent the moral hazard posed by subscribers.
In this scheme, the cell site assumes the role of the leader in deter-
mining the spectrum price fairly, and subscribers function as followers
who engage in spectrum purchases. Moreover, the GSTS also intro-
duces modest incentives to encourage RICs to increase dynamic secu-
rity investments. This aligns with the overarching objective against the
Peltzman Effect.

e We propose a spectrum market competition scheme (SMCS) within the
EO-ZT adaptive policy component, building upon the proposed GSTS.
It is predicated on energy-based economic relations between cells in
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the O-RAN. The purpose of this mechanism is to incentivize O-RAN
to counteract the decline in security investments due to the Peltzman
Effect while improving the system’s economic utility via cell zooming.
To derive optimal market strategies, we present an approach based on
the winner-take-all (WTA) market. The scheme is meticulously crafted
to transform into a constrained quadratic programming (QP) problem,
facilitating its resolution.

1.4. Organization of the paper

The rest of the paper is organized as follows: Section II presents the O-
RAN system model, and Section III provides an overview of the proposed EO-
ZT. The joint security and economically informed challenges are discussed
and formulated in Section IV. In Section V, the GSTS design is proposed, and
SMCS is presented in Section VI. Section VII presents the simulation results
showing that our proposed EO-ZT scheme achieves better performance than
existing schemes. Finally, the paper is concluded in Section VIII.

2. O-RAN System Model

The O-RAN is in control of multiple mobile network operators (MNOs).
The core control component is RIC and can be split into two levels, i.e., the
near-real-time (RT) RIC and the non-RT RIC. Near-RT RICs are located
at the edge of the network and enable rapid reaction and processing of real-
time tasks, e.g., spectrum allocation and cell zooming [3, 22]. Non-RT RIC is
located at service management and orchestration (SMO), i.e., the core of the
network. It is an RIC for tasks that do not require an immediate response,
e.g., cell activation [22].

For a given near-RT RIC A at the edge connected to a non-RT RIC S at
SMO, it controls a set of various MNOs’ cell sites, B = {1,2,...,b,...,B}.
A set of subscribers, C, = {1,2,...,¢,...,Cy}, connected to the cell site
b. In cell site b, there is N, number of the spectrum resource blocks that
can be allocated to (', subscribers. Moreover, the time-sharing technique is
considered in spectrum resource blocks [28], [29].

In this paper, we model the subscriber association strategy based on pre-
vious cell zooming strategies, i.e., [25] and [26]. We have the access condition
before cell zooming as:

P, + 0> 6, (1)
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where 9., is the subscriber ¢;’s satisfactory accessible threshold, o > 0 is the
deviation value and p/cb is the subscriber ¢;,’s receiving power unit in Watt
(W). After cell zooming, we have the receiving power of subscriber ¢, as:

Do, = Dy + 0= pﬁmcb(%)‘“’ﬁ (2)
b
where d,, is the distance between cell site b unit in meter (m) and subscriber
cp, and ap denotes the path loss factor of cell site b. Further, pg is the
subscriber ¢’ received power per unit spectrum, z., > 0 is the allocated
spectrum resources number for subscriber ¢, and pj' is the transmission power
of cell site b per unit spectrum. Moreover, Zj, is the cell zooming factor and
zZmin < 7, < 77" where Z;™" and Z]"** are the minimum zooming value
and the maximum zooming value, respectively. The deviation value p = 0
in case Z, = 1 (i.e., no zooming). Similarly, o > 0 in case Z, > 1 and
o < 0in case Z, < 1. In this paper, to guarantee the quality of service
(QoS), we assume the Z"™ can ensure full coverage of the O-RAN service
range, i.e., satisfying the minimum reference signal receive power (RSRP) for
subscribers.
The average area transmission power of cell site b thus can be denoted by

- ZC p};xcb
P =92 3
’ Ay (3)

where A, is the coverage area of cell site b. It can be expressed as:
Ab == W(Rbe)Q, (4)

where Ry is the cell radius in case 2, = 1.

3. EO-ZT: Framework Design

In this section, we present the design of the EO-ZT framework. We also
introduce the novel components in the proposed framework, including DRS-
based trust evaluation and adaptive policy components. This is followed by
a detailed description of the EO-ZT.

3.1. EO-ZT overview

According to the special publication 800-27 of the U.S. National Institute
of Standards and Technology (NIST) [30], there are three core modules of the
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Figure 1: The schematic of the proposed EO-ZT in one authorization loop. The workflow
contains the following 4 key steps: @ monitoring; @ risk/trust evaluation; ® dynamic
policy; @ least privilege.

ZTA as follows: Policy engine (PE) is the brain of the ZTA. It performs
risk /trust assessment and develops dynamic policies through collected data.
Further, it develops decisions (i.e., approved, or denied) and provides the
least privileged authorization. Policy administrator (PA) works with PE
and communicates PE access decisions to the policy enforcement point. It
may be incorporated into the PE [28]. Policy enforcement point (PEP)
enables, monitors, and eventually terminates connections between a subject
and an enterprise resource.

The key step of ZTA thus can be simply summarized in four steps:
monitoring-risk /trust evaluation-dynamic policy-least privilege. These steps
are a periodic cycle every certain time gap. Our proposed EO-ZT framework



(Fig. 1) adheres to the NIST reference and comprises these modules and steps
while considering the O-RAN module.

First, authorizations in the spectrum market are divided into three seg-
ments: authorization of subscriber spectrum access, authorization of near-RT
RIC strategies, and authorization of non-RT RIC strategies. This is due to
such real-time decisions on spectrum trading being mainly in near-RT RIC at
the edges. Their decision information is provided to SMO/non-RT RIC via
the A1 interface for other non-real-time decision-making, e.g., cell activation.
Moreover, it serves to prevent anomalies in the distributed center nodes (i.e.,
near-RT RIC). Adhering to the principle of mutual distrust, the near-RT
RIC’s decision-making authority needs to be authorized by the non-RT RIC
from the core (i.e., SMO). To prevent SMO anomalies, the non-RT RIC’s
review authority also needs to be authorized by near-RT RICs. The non-RT
RIC and near-RT RICs thus need to monitor each other.

Hence, the PEP module is categorized into three components, the sub-
scriber PEP, gateway PEP, and RIC PEP. The subscriber PEP component
is a lightweight component deployed on subscribers desiring access to the
O-RAN. The gateway PEP is deployed on the O-RAN, connected to the O-
CU (O-RAN central unit) and O-DU (O-RAN distributed unit) to execute
the decisions given by the PA. RIC PEPs are deployed on near-RT RIC and
non-RT RIC, respectively.

In addition, the PE is integrated with the PA and deployed in RICs as
shown in Fig. 1. In the near-RT RIC, it is integrated with xAPPs. The mon-
itoring information of subscribers purchasing spectrum services and non-RT
RIC are received by the E2 interface and Al interface, separately. It then
makes spectrum allocation and cell zooming strategies, all while administer-
ing zero-trust authorizations, at a regular time interval ¢t. This is mainly
accomplished by the proposed novel components in PE, i.e., the DRS-based
trust evaluation component and adaptive policy component. The decisions
and environmental information are provided to the trustworthy SMO.

In the non-RT RIC, PE and PA integrated with rAPPs. It provides
non-real-time decisions to trusted near-RT RICs via the Al interface. Once
the near-RT RIC is untrustworthy, it enables skipping the near-RT RIC and
contact with the O-CU and O-DU directly via the O1 interface and makes
spectrum trading decisions.

The design of EO-ZT is strictly aligned with the O-RAN Alliance speci-
fications. The PE and PA are implemented as xApps and rApps, leveraging
standard interfaces for integration. The PEP components communicate via
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the O-RAN E2 interface and Al interface, ensuring interoperability with
commercial O-RAN components. This design allows EO-ZT to be deployed
and tested within a standard O-RAN software ecosystem without requiring
hardware modifications.

3.2. DRS-based trust evaluation component

The proposed DRS-based trust evaluation component is one of the core
components of the EO-ZT framework and determines whether or not the
authorization is delegated to a subscriber. It integrates the key steps of
monitoring and risk/trust evaluation.

For first-time access subscribers, it goes directly to the risk/trust evalu-
ation. The evaluation model is based on the previous ZTA study [32]. The
risk/trust score T,, of subscriber ¢, is defined as the probability that sub-
scriber ¢, is non-adversarial to the O-RAN, i.e., x., = 0.

T,, = Prlx, = 0. (5)

The determination of x., is based on a number of factors and can be utilized
for RICs monitoring and trust evaluation directly, which we do not delve
into that aspect here. Nevertheless, since the subscriber has not accessed
the spectrum resource, the risk of spectrum utilization is ignored. It may
lead to the emergence of moral hazard, i.e. subscribers applying for far more
spectrum resources than they need to maximize their utilities.

To deal with this issue, we resort to the DRS-based trust evaluation. The
DRS is a concept of circular economy to realize the recycling of resources [33].
A deposit is required at the time of purchase and refunded when the customer
returns the used product. The money deposit is deducted if the customer
decides not to return the used product. Establishing the appropriate deposit
can achieve a 100% refund rate [34]. This is because the number of deposits
lost far outweighs the utilities of non-refunds.

We thus introduce the DRS in the EO-ZT. Because moral hazard is where
users maximize their utilities without having to bear the costs of incurring
the risk [35], the deposit increases the cost of incurring the risk and thus
decreases the probability of moral hazard. In EO-ZT, spectrum, as a prod-
uct purchased, subscribers are required to pay the deposit. After proper
utilization, i.e., satisfy minimum spectrum utilization, in time ¢, the deposit
shall be refunded and proceed to the next loop of spectrum allocation and
utilization.
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Overcharging deposits, however, also dramatically discourage customers
from purchasing products [34]. This, in turn, compromises the maximization
of the sale utility of the cell site. The same problem arises in the sharing
economy. High deposits discourage customers from sharing equipment [36].
Their solution is a deposit-free option for customers with a high enough credit
137].

Inspired by the sharing economy, we consider the trust value a part of
the cost. The subscriber first pays a cost accumulation amount to reach
the trust value for accessing the O-RAN spectrum. The subscriber suffers a
trust cost loss of risk if it is denied future access to any O-RAN service due
to trustworthiness. Hence, the trust value and the deposit are combined to
ensure the cost loss outweighs the subscriber’s utility of actions due to moral
hazard. The new deposit of subscriber ¢, needs to pay can be expressed as:

é‘Cbx‘cb = gbxcb - [’TCb7 (6>

where €, is the unit spectrum deposit, ¢, is the actual unit spectrum deposit,
where g, > €., and ¢ is the monetary parameter. The deposit ¢, is not
static but is dynamically adjusted in the adaptive policy component. This
adjustment is based on real-time monitoring on current trust score fluctuation
T.,.

For non-first-time access subscribers, trust/risk evaluation is still essen-
tial. The monitoring also needs to be employed. The presence of moral
hazard can be checked using spectrum utilization. The predicted spectrum

utilization can be expressed as the average transmission rate available per
Hertz. We have

Tey
o= 12 7)
where r., is the transmission rate. The subscriber ¢, is considered trustworthy
in case actual spectrum utilization is greater than [, — ¢, where ¢ is the range
of acceptable fluctuation.

In addition, the security investments of the cell site are also monitored at
the same time. Authorization, deposit, and investment information is then
thrust into the adaptive policy component. The spectrum trading strategies
associated with subscribers will be developed.
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4. Problem Formulation

In this section, we elaborate on the problems that the integration of EO-
ZT in O-RAN poses for secure spectrum strategic decision-making. Since the
economic paradigm for both subscribers and sellers (cell sites) in the secure
spectrum trading market is altered, we first discuss their economic utilities.
We then introduce coupled decision-making problems arising under such a
new security and economic paradigm.

4.1. Utility of subscribers

Firstly, we start from the subscribers’ side. In wireless networks, sub-
scribers rent some spectrum from a cell site for communications by payment
of rental. Basically, the utility u,, of subscriber ¢, channeled by this hire-
purchase relationship can be expressed as:

qu(xcw yb) = MCb - Ncb’ (8)

where M., is the benefit function of subscriber ¢, gained from utilizing spec-
trum communications and N, is the payment function. z., is the allocated
number of spectrum and g, > 0 is the unit price of a unit spectrum in cell
site b’s coverage.

First, based on the investigation in [38], the benefits gained from utilizing
spectrum communications exhibit a logarithmic increase as the allocated
spectrum number grows. We thus formulate M, as:

Mcb = 7]111 (1 + ’chxcb% <9>

where n > 0 is the monetary parameter and ., is the spectrum requirement
factor.

In addition, normally, N, can be denoted by the unit price of goods
multiplied by the quantity of goods. We have

N, = UpTe,.- (10)

Nevertheless, the deposit-refund system leads to a reduction in sales because
of price perception, subscriber pressure, costs, etc [34]. This is due to the
psychological pressure of the deposit given to the subscriber and should be
considered in payment. We can regard this deposit pressure as a supply and
demand function and formulate it by the linear function [39]. Hence, the N,
can rewrite as:

No, = UpTe, + SE0,Tey s (11)
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where ¢ is the unit deposit-related monetary weight parameter.
Therefore, the utility of the subscriber ¢, can be expressed as:

Ucb = nln (1 + W/Cbxcb) - ybxcb - ggcban (12>

Therefore, in order to maximize the economic utility, the subscriber strategy
selection problem can be denoted by

Pi:
max U, (13a)
Ly Yo
st peTe, > Oy (13b)

The constraint (13b) is to ensure the number of allocated spectrums meets
the access condition presented in eq. (1).

The constraint in P1 ensures the quality of service (QoS) by guaranteeing
a minimum received power, which is a precursor for achieving low latency.
Furthermore, the ZTA energy cost E; incorporated into the cell site’s cost
model (Eq. (16)) inherently accounts for the overhead of continuous authen-
tication processes. A higher authentication frequency would be reflected by
an increase in E, thereby impacting the economic decisions of the cell site.

4.2. Utility of cell site

On the other hand, as mentioned earlier, the cell sites would want to
achieve the maximization of economic utility for renting the spectrum. With-
out loss of generality, we define the utility U, of the cell site b is the revenue
Ry, from the sale of spectrum minus costs J, considering zooming factor Z,
the number of subscribers Cj,, and security investment &,. We have

Uy(xb, Yo, &by Chy Z) = Ry — Qb — &b, (14)

where &y = {21, ..., Ze,, ..., T, }- We have Y xp < X, where X, is the total
amount of assignable spectrum. The total revenue R, thus can be denoted
by
&
Rb: {(&;yb)zmba when é-b <€R (15>
Yo > Tb, When & > &g

where g is the security investment of the RIC. The security investment is
dynamic, such as energy cost for collaborative intrusion detection during
assessing time gap .
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Furthermore, spectrum rental costs (), are modeled as energy costs. As
renting produces zero-trust execution energy as well as transmission energy,
we have

Qv = p(EzCy + Bit), (16)

where p is the monetary parameter, F is the zero-trust performing energy
cost per user and Pyt is transmission energy cost.
Therefore, the utility of the cell site can be expressed as:

U, = {(5—,’;%) > @b — p(EzCy + Pit) — &, when & < &g

+ , 17
>, Ty — p(EzCy + Bpt) — &, when & > &g (17)

The cell site strategy decision (i.e., utility maximization) problem can be
expressed as:

P2:
max Uy, 18a
Tb,Y5,86,C,Zp b ( )
s.t. Lp S Xb, (18b>
Zi < 2y < 2 (18¢)

The constraint (18b) is to ensure that the amount of allocated spectrum is
within the range of availability and the constraint (18c) limits the range of
cell zooming.

4.8. Coupled decision-making problems

Confronted with two such multivariable complicated problems, it can be
observed that there are two types of variables in P2. Variables ., and
are determined by the interaction between the subscriber ¢, and the cell site
b. Variables &,, C, and Z, are determined by the cell site b, but affect the
same strategies of other cell sites and the RIC. The two utility maximization
problems are coupled decision-making problems and are not isolated. We
thus still consider interactions and economic relations between subscribers,
cell sites and the RIC from a microeconomics perspective. The P1 and
P2 are further decomposed into a subscriber-cell coupled decision-making
problem and a cell-cell coupled decision-making problem. These two coupled
decision-making problems are also interrelated. We will provide the details
in the following sections.
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The formulated framework provides inherent economic resilience against
spoofing and resource-based Denial-of-Service (DoS) attacks. The DRS mech-
anism increases the economic cost for malicious subscribers attempting to
spoof or resource abuse. Simultaneously, the Peltzman Effect mitigation via
&, incentivizes continuous security investments, strengthening the system’s
overall defensive posture against evolving threats.

5. EO-ZT: GTSP

Let us first consider the economic relation of subscribers and the cell sites,
i.e., consider variables z., and y;, and assume all {, C' and Z of all cell sites
are determined. The objective of subscriber ¢, is to maximize its utilities by
determining the number of spectrum applications z., given the spectrum’s
unit price y,*. Meanwhile, cell site b aims to maximize revenue by developing
the unit spectrum price gy, for a given number of spectrum applications xj.
It can be formulated as a one-to-many game, i.e., Stackelberg game, based
on economic studies. This game problem can be formulated as:

P3:
Uey (Tep™ s Yp™) = Ue, (Tep "), (19)

Ub(w27 yb*) 2 Ub(w27 yb)? (2())

NE Existence:

It can be observed that the strategy set of a subscriber is convex and
compact due to the time-sharing technique existence. According to Debreu-
Glicksberg-Fan theorem [40], the pure strategy NE exists if the utility of the
subscriber is also continuous and concave. We have the second-order partial
derivative of u,, as:

82ucb o 762577
== 5 (21)
Ox2, (14 v,,2c,)

82ucb

As n > O, W

To find the NE, based on game-theoretic studies, backward induction
should be employed. The optimal strategies for the followers, i.e., subscribers,
are achieved first, and then the leader, i.e., cell site, makes its optimal decision
based on the subscribers’ strategies. Therefore, we have the first-order partial
derivative of u,, as:

< 0. A pure strategy NE exists.

e, e,
Ox,, 1+ e, e,

— Yb — SE¢- (22)
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Algorithm 1 GSTS
1: Initialization: set the search step s, initial iteration epoch i=1, U} = 0
and yp = 0.
&, Cy and 7, of cell site b.
while ¥ < Ym0z
yp =1y '+ s
for each subscriber ¢,
., +— eq.(23)
end for
U} «— eq.(26)
if Ui <U;t
if Z Cl’}i_l S Xb
end while
cyp =yt and T, =T

— = =
T s

i—1
Ch

By means of guzz = 0, the best response z.,* of subscriber ¢, is
%%75%@_%' (23)
Considering the constraint (13b), i.e., pgxcb*(ClZc: )~ > 6, we have
Ay - >, (24)

Zb §€cb + yb ’ch

and thus,

udc -
Ve (72)

U de —Q
570b+pb(z_:) b

0<yp<n — GE¢ys Vb (25)

d
. .. ) P (2) "
For simplicity, we set ¥y mar = min{n el 7, — GEqlch € Cpt. We then
b

5oy +p ()~
can substitute z.,* in U, and rewrite Uy as given in eq. (26) at the top of the
page.

The optimal y, and the corresponding z.,* are the NE point. However,
it is mathematically intractable to directly find the optimal y, i.e., closed

*
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20, Py
(g_;yb) Zcb<gsc:+yb - %) - p(EZOb; i} b (gstnerb — ’Yib )t) — §b7 when gb < £R
U Yoy (T — 75) = p(E2Cy+ =42 (s — 550t — &, when & > &x

S€e, TYp ey SEcy, TYb Vey,
(26)

Up(yp) =

form solution for multiple subscribers. Nevertheless, since ¥, is bound, the
optimal y, can be obtained by performing a one-dimension grid search over
Yo-

In addition, if a suitable y is not searched within the bound considering
constraint (18b), the overloaded cell zooming (i.e., traffic steering) or cell
barring needs to be performed. The details will be discussed in the next
section.

The computational complexity of the proposed GSTS is primarily de-
termined by the one-dimensional grid search over the price y,. Let A =
(Ypmax — 0)/s denote the number of search steps. It is linear with respect
to the search range and inversely proportional to the step size s. For each
candidate price y;, the algorithm calculates the best response xy, for all Cj
subscribers in the cell, an operation of complexity O(C}). Therefore, the over-
all complexity of GSTS is O(A-C,). This complexity is linear in the number
of subscribers and the number of price steps, confirming the algorithm’s low
computational overhead and suitability for near-RT RIC deployment where
timely decision-making is critical.

6. EO-ZT: DSII

After the subscriber-cell scheme, the retention sub-problem can be written

as:
P4:
ma; Uy, 27a
§b70b§b ’ ( )
s.t. Ly S Xb, (27b)
Zz)nm < Zy < Zénax, (27C)

Here, C, is decided by Z, and Z, is discrete, depending on the distance
of the furthest served subscriber. P4 is essentially a two-variable problem,
i.e., how to find the maximum U, via adjusting & and Z,. Nevertheless, the
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expansion of Z, robbed customers (subscribers) who originally belonged to
other cell services. This enables a competitive market relationship between
the cells.

The WTA is a social phenomenon in market competition. It refers to
the fact that the winner of a competitive market gains the lion’s share of
the market by serving slightly better than its competitors [41]. Because the
person or business at the top of their field is the winner in their market
sector.

We argue that the WTA is consistent with the trend of competitive mar-
kets between cells. The reason is that security investments concern the cell
cost of service subscribers, and a more secure cell has a lower probability of
failure, which reduces the probability of O-RAN and subscribers’ risk. In ad-
dition, security should be the most important thing to be considered before
providing services. Subscribers’ bias in favor of accessing the most secure
cell site.

We thus convert P4 as a k-WTA (k winners) problem. In each compet-
itive quotation, the parameter Z, is the range of markets occupied by cell
site b, and has the corresponding subscriber number Cj,. We have Zj as the
zooming strategy set according to different subscriber locations. If no cell
in a winner’s neighborhood can provide a more secure investment, this win-
ner will implement the zooming strategy. For fairness, we formulated a fair
linear relation of the zooming strategy with the security investment strategy
for all cell sites controlled by the same RIC, i.e., & o ¥ Z,, where 1) is the
weight parameter. Mathematically, this k-WTA problem in each competitive
quotation can be formulated as:

1, if &, is one of the largest elements of &

Wy = f(&) = { (28)

0, otherwise

where € = {&1,...,&, ..., € }. The determination of &, is based on maximizing
Uy, i.e., searching the optimal 7.

After one competition, we have W = {Wy,... , W,,...Wg}. Based on
[42], the k-WTA problem can be further formulated as a QP problem. We
have
P5:

min oWIW — ¢TW, (29a)
st. eW =k. (29b)
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Algorithm 2 SMCS

1: Initialization: number of subscribers, iteration step ¢ = 0 and k.
2: Zp <— number of subscribers potentially served
3: &b — VZp
4: while: < B
5 W — eq.(31)
6: o= k— conflicting cell
7. 1=14o0
-
9: end while
10: output &
where v is a positive constant, e = [1,1,...,1] and T means transpose.

By utilizing A as a Lagrangian multiplier, the Karush-Kuhn-Tucker (KKT)
condition of P5 can be denoted by

(30)

20W — €&+ Xe=0
e'W —k=0

In the form of the matrix, we can rewrite it as:
v el (W[ (&
o[-0 o

% 20 e] ' [¢
We thus can get W via {}\} = [eT 0} bl

The solution involves inverting a matrix of size (B+1) x (B+1), where B
is the total number of cell sites involved in the competition. The complexity
of this matrix inversion is generally O(B?). Given that the number of cell
sites B under a single near-RT RIC’s control is typically manageable and
does not scale to the level of subscribers, the O(B?) complexity is considered
tractable for non-real-time or moderate-frequency near-real-time operations.

Therefore, the adaptive policy component can output security and trad-
ing policies in this new security and economic paradigm. In summary, all
devices’ policies are intended to maximize economic utility while ensuring
security. The economic utilities of subscribers and cell sites are formulated
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considering the moral hazard and the Peltzman Effect. The utility maximiza-
tion problems are then constructed as two interrelated coupled problems and
solved by the GDSP and DSII schemes jointly.

7. Simulation Results

In this section, we present the simulation results to evaluate the perfor-
mance of our proposed EO-ZT in jointly addressing moral hazard, Peltzman
Effect, and spectrum trading-related challenges. Since no algorithm is spe-
cific for joint considered security spectrum trading scenario, we primarily
compare it with available potential schemes for O-RAN spectrum trading,
i.e., the general spectrum trading (spectrum allocation) approach for solving
the subscriber-cell decision-making problem and the general spectrum market
competition approach (cell zooming) for solving the cell-cell decision-making
problem, drawing on the core ideas of spectrum allocation [23] and cell zoom-
ing [25, 27] approaches, respectively.

Based on cellular settings from these approaches, the simulation regards
an O-RAN system-controlled 2-tier cellular network, i.e., 7 cells. For consid-
ering only the cell zooming usefulness and without the confounding effects of
highly heterogeneous user behavior and dynamic power control, we assume
all cell sites and subscribers have the same state. The transmission power of
the cell site is 40 W, the cell site radius and its minimum radius are 500 m,
and the number of resource blocks is 138 [22, 25]. In addition, we assume
the ¢ = & = 1, ZTA energy cost for each subscriber is set to 0.1 J. This value
is estimated by considering the additional computational overhead of contin-
uous authentication and encryption on baseband processing units, which is
analogous to the energy cost of running additional cryptographic protocols.
The maximum zooming ratio of 1.3 is chosen to reflect power limitations on
dynamic cell range expansion without causing significant interference. The
initial ratio of security investment 5—; = 0.8 is set to model a scenario where
cell sites are under-investing relative to the RIC. Subscribers are randomly
and uniformly distributed within the maximum service range of cell sites
with 7 = 500 and v = 10. Furthermore, the simulation results are averaged
over 50 repetitive simulations. The details of the simulation parameters are
shown in Table 1.

Fig. 2 depicts the effectiveness of various methodologies in resisting the
Peltzman effect. At low subscriber numbers, “only the cell zooming” method
drives more security investments at the cell site. This is due to the cell zoom-
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Table 1: Simulation Parameters

Parameter Value
Number of Cell Sites (B) 7

Cell Radius 500 m
Transmission Power (p}) 40 W

Number of Resource Blocks (V) 138
ZTA Energy Cost per User (Ey) 0.1J
Maximum Zooming Ratio (Z;"**) 1.3
Security Investment Ratio (&/&g) | 0.8

T T T T T 6000

—e—Our proposed EO-ZT —e—Our proposed EO-ZT
Only spectrum allocation 5500 - Only spectrum allocation
Only cell zooming Only cell zooming
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N
o

L —

Security investment
n
S

o

5 . . I I I .
50 60 70 80 90 100 110 120 130 140 150 50 60 70 80 90 100 110 120 130 140 150
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Figure 2: Security investment versus num- Figure 3: Cell site income versus number of
ber of subscribers. subscribers.

ing requiring fixing the amount of spectrum for the subscribers, although it
is not their optimal amount of spectrum to be purchased. In case of a low
number of subscribers, the cell site can get a stable amount of spectrum to be
sold at a high price. It is consistent with the revenue improvement of the cell
site to carry out the service range expansion. Nevertheless, its investment
gradually declines as expansion is no longer in the interest of the base station
with subscribers growing, while our scheme achieves the highest volume of
security investments. Because our proposed scheme always maximizes the
utilities for both the subscribers and the cell sites fairly. The Peltzmann
effect can thus be mitigated.

In Fig. 3, the income of cell sites versus the number of subscribers is
shown. It validates the previous statement that our scheme makes economic
decisions in the context of maximizing benefits, and although higher costs due
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Figure 4: Subscriber access number versus number of subscribers.

to security investments (Fig. 2), our approach always achieves the highest
income regardless of the number of subscribers. “Only spectrum allocation”
also aims to maximize income, but by not performing cell zooming, a portion
of subscribers are not served, resulting in a lack of income.

Fig. 4 illustrates the acceptance number of subscribers as a function of
the number of subscribers for various approaches. EO-ZT also delivers out-
standing performance. “Only spectrum allocation” enables access only to
subscribers within the range at most, since it is unable to perform cell zoom-
ing. It has a minimal number of subscriber accesses. “Only cell zooming”
is due to the increase in the number of subscribers, which makes the total
income from performing cell zooming decrease. Moreover, the amount of
spectrum of cell sites with this approach is also facing the issue of shortage.
The ratio of access subscribers thus gradually drops. EO-ZT enables the
largest number of subscribers to access the network in different scenarios of
total subscribers. It increases the throughput of the O-RAN.

To verify the effectiveness of the scheme in dynamic environments, we
neglect “only cell zooming” and adjust n = 600 £ 100 and v = 20 % 10.
The performances of our proposed scheme and “only spectrum allocation”
are illustrated in Fig. 5. It can be seen that as the number of subscribers
grows, both in terms of total O-RAN income and the number of subscribers
served, the proposed scheme consistently maintains superiority over “only
spectrum allocation”. It demonstrates the adaptability of EO-ZT in various
environments as well as its ability to optimize.

Fig. 6 investigates the effect of moral hazard measures as well as RIC
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Figure 6: Influence of parameter changes on income.

security investment incentives on O-RAN income. In Fig. 6(a), it can be
seen that the total income of O-RAN decreases as the number of deposits
required to be submitted by subscribers increases. This is because subscribers
reduce the amount of spectrum purchased. The increase in deposits reduces
the purchase desire. In Fig. 6(b), it can be observed that cell sites with a
higher ratio of security investment relative to RIC earn more income, which
incentivizes RIC and cell sites to engage in mutual improvement of security
investment.

8. Conclusions
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In this paper, we explored the joint security and economically informed
challenges associated with ZTA in O-RAN and proposed a novel framework
called EO-ZT. Leveraging economy concepts such as the deposit-refund sys-
tem and sharing economy, a DRS-based trust evaluation component was
proposed to suppress moral hazard. Technical challenges within EO-ZT,
including spectrum allocation, and cell zooming, were scrutinized. The eco-
nomically informed challenge, the Peltzman Effect, was also included and
delved into. To address these challenges, a GSTS and an SMCS were pre-
sented to enable subscribers and base stations to make optimal trading deci-
sions in the spectrum market with security consciousness. Simulation results
demonstrated the superiority of our proposed EO-ZT frameworks over the
related approaches.

This work is limited by its simulated environment and simplified assump-
tions, and the framework has not been validated in a real O-RAN testbed.
Future work will focus on hardware-in-the-loop validation and exploring the
integration of machine learning with EO-ZT for enhanced adaptability in
real-world deployments.
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