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INTELLIGENT vehicles are systems tightly integrating
computation, communication, and physical behavior. The

recent proliferation of artificial intelligence, machine learning,
the Internet of Things (IoT), and edge–fog–cloud computing
envisions that intelligent vehicles are capable of innovative
solutions to change our lifestyles. However, the potential
benefits come along with new challenges and concerns on
security and privacy. This special issue consists of 12 papers
and covers broad research contributions, including 1) intrusion
detection from in-vehicular networks to connected vehicles,
drones, and global positioning systems; 2) authentication
with matchmaking encryption, certificateless cryptography,
and blockchains for Internet of Vehicles; 3) privacy protection
with data sharing and cross-vehicle federated learning; and
4) secure data analysis supported by the cloud. The special
issue seeks to assist theoretical analysis, system architecture
design, emerging applications, and social impacts of intelligent
vehicles.
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