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Abstract—Ciphertext-Policy Attribute-Based Encryption (CP-ABE) is a promising cryptographic mechanism for protecting data
confidentiality, and Multi-Authority CP-ABE (MACP-ABE) further widely employed due to its stronger scalability. However, MACP-ABE
suffers from privacy issues and internal fraud attacks. To protect user privacy, previous researches adopted the Anonymous Credential
System (ACS), which is centralized and reduces the reliability of the scheme. Moreover, they ignore the internal fraud attacks launched
through collusion between attribute authorities and malicious insiders, leading to unauthorized data access. In this paper, we propose
the first privacy-improving MACP-ABE scheme capable of resisting internal fraud attacks. First, we use smart contracts to perform
anonymous and credible identity authentication. We allow users to participate with pseudonyms, ensuring that the traceability of any
pseudonym cannot be linked to a specific user. Furthermore, we present a blockchain-based anonymous key distribution protocol,
where the key issuing process is recorded and verified by the blockchain. This ensures that malicious insiders and corrupt attribute
authorities cannot bypass the blockchain to perform spurious key distribution, safeguarding data confidentiality. We analyze the
security of our scheme rigorously and compare it with others comprehensively. The performance comparison shows that the
computation and storage overheads of our scheme are affordable.

Index Terms—MACP-ABE, Privacy Preserving, Access Control, Blockchain, Data Sharing
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1 INTRODUCTION

THE public cloud has become a primary method for
individuals and organizations to leverage the value of

data, owing to its higher performance, greater flexibility, and
superior customer support. However, once data is uploaded
to the cloud, users lose absolute control over it, putting
data confidentiality at serious risk. To protect data confi-
dentiality while improving sharing efficiency, Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) [1] was pro-
posed, where both the policy and the private key are
associated with attributes. The data owner encrypts data
using a policy composed of a set of attributes, and any
user whose attributes satisfy the policy can decrypt the
ciphertext with their private keys. This “one-to-many” en-
cryption/decryption mode and fine-grained access control
have made CP-ABE a significant focus of both scholarly
research and practical application since its inception.

In a typical CP-ABE scheme, a single attribute authority
is responsible for distributing private keys to users, which
can easily become a bottleneck for the entire system. To ad-
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Fig. 1. Multi-Authority CP-ABE.

dress this issue, Multi-Authority CP-ABE (MACP-ABE) [2],
[3], [4] was proposed, involving multiple attribute author-
ities for key distribution, thus enhancing the scalability of
CP-ABE. Furthermore, MACP-ABE supports a wider range
of application scenarios. For example, as shown in Fig.1,
data users with the attributes “Doctor” from the hospital and
“Researcher” from the institute can decrypt the ciphertext
which encrypted by the access policy “Hospital.Doctor AND
Institute.Researcher”. However, due to the independence of
the attribute authorities in key distribution, users with the
attribute “Doctor” and users with the attribute “Researcher”
could potentially combine their private keys or decryption
results to crack the ciphertext, resulting in unauthorized
data access. To prevent such situations, MACP-ABE assigns
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a Global Identifier (GID) to each user and binds it to the
user’s private keys. While GID prevents the users collusion
attacks, it raises a new privacy concern: the attribute au-
thorities could collusively obtain all of a user’s attributes
and corresponding private keys through the GID.

Currently, MACP-ABE schemes typically adopt the
Anonymous Credential System (ACS) [5] to mitigate the
risk of collusion attacks among authorities. In ACS, an
anonymous credential is generated by an issuer who verifies
the user’s GID and attributes. The user then proves his iden-
tity by demonstrating possession of this credential when
requesting private keys, without disclosing any sensitive
information. While ACS reduces the risk of privacy leak-
age, it reintroduce bottlenecks that limit the whole scheme,
resulting in decreased reliability. Additionally, the issuer
must be fully trusted, posing challenges in detecting and
addressing any potential malfeasance by the issuer.

More seriously, existing MACP-ABE schemes only con-
sider users collusion and authorities collusion, neglecting
the possibility of user-authority collusion. Although it is
challenging for an external malicious user to conspire with a
corrupt attribute authority to access data, a malicious insider
with a legal identity can easily do so. Consider the scenario
depicted in Fig.2. Even though the malicious insider only
has the attribute “a” from the honest authority, he can
decrypt the ciphertext encrypted by the access policy (A.a
AND B.b) through the following steps. First, he applies
an anonymous credential from the issuer using GID and
attribute “a”. Second, he applies for private keys from the
honest authority by proving possession of the anonymous
credential. Third, he requests the ciphertext from the public
cloud by proving possession of the anonymous credential.
Fourth, he colludes with the corrupt authority to obtain
the private keys corresponding the attribute “b”. Finally,
the malicious insider combines the private keys of “a”
and “b” to generate illegal private keys and decrypt the
ciphertext. We refer to this type of attack as an internal fraud
attack, wherein a malicious insider exploits his legitimate
credentials to perpetrate fraud and access data.

1.1 Our Contributions
In this paper, we propose a privacy-improving MACP-ABE
scheme that is the first to resist the internal fraud attacks.

The contributions of this paper are summarized as follows.

1) We present a decentralized anonymous authentica-
tion mechanism based on smart contract to achieve
trustworthy and privacy-preserving identity au-
thentication. The core of the mechanism consists
of two aggregators implemented by smart con-
tracts: the GID aggregator and the attribute ag-
gregator. The GID aggregator contains Pedersen
commitments [6] for all users’ GIDs, and is used
to verify that pseudonyms correspond to the same
GID. The attribute aggregator contains Pedersen
commitments for all users’ attribute sets, and is
used to verify the correctness of a user’s attribute
subset when requesting private keys, preventing
the submission of fake attributes. The trace of any
user can only be linked to the two aggregators
recorded on the blockchain, effectively preventing
the authorities collusion attacks.

2) We propose an anonymous key distribution pro-
tocol based on blockchain to address the internal
fraud attacks. Following the above authentication,
user first executes the Non-Interactive Set Member-
ship Proof (NISMP) [7] protocol with the attribute
authority to get a “Semi-Finished” key. This pro-
cess is transparently verified and recorded by the
blockchain. Subsequently, we employ a cloud server
to impose the “On-Chain” status on the “Semi-
Finished” key, after which the final private key
is recovered locally by the user. Combined with
anonymous authentication, neither the user nor the
attribute authority can pass the blockchain’s verifi-
cation with fake attribute commitments. Therefore,
a malicious insider cannot obtain the private key
with On-Chain status and perform unauthorized ac-
cess. Moreover, This method of constructing private
keys through three parties can prevent the attribute
authority and the cloud server from recovering the
private keys.

3) We rigorously analyze the scheme’s security in the-
ory and conduct a comprehensive comparison with
other schemes in terms of functionality and perfor-
mance. Besides, we locally evaluate the performance
of the blockchain platform used in our scheme.

1.2 Organization
The rest of this paper is organized as follows. The related
work is introduced in Section 2, and the preliminaries is in
Section 3. We present the overview of our scheme in Section
4, and Section 5 contains the detailed designs. The security
of the scheme is rigorously proved and detailed analyzed in
Section 6. And we make comprehensive comparisons and
evaluate the 7. Finally, we present a conclusion in Section 8.

2 RELATED WORK

CP-ABE has been widely adopted for data sharing due to its
fine-grained access control capabilities. MACP-ABE extends
single attribute authority to multiple attribute authorities,
which alleviates the burden on a single authority and broad-
ens the application scope. Resistance to users collusion is
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a fundamental security requirement in the attribute-based
cryptography, and this challenge is intensified in MACP-
ABE due to the independence of authorities. To address this
issue, Chase [2] first proposed binding a GID to a user’s
private key to prevent users collusion. This approach has
been maintained in numerous MACP-ABE schemes [8], [9],
[10], [11], [12], [13]. However, these schemes overlook the
privacy issues that arise from authorities collusion, which is
a critical concern that any robust MACP-ABE scheme must
address.

The first privacy-preserving MACP-ABE scheme was
proposed by Chase et al. [14], which uses the ACS to hide
the GID. However, this scheme uses composite-order groups
and requires each pair of authorities to perform a two-
party key exchange to construct their public and master
keys, which is inefficient. Despite this, the introduction of
the ACS has become the primary approach to addressing
privacy issues in subsequent MACP-ABE schemes. Qian et
al. [15] proposed a privacy-preserving MACP-ABE scheme
with prime-order groups, but it still requires collaboration
between authorities. The scheme presented by Lyu et al. [16]
avoids the collaboration, but its access structure is limited to
AND-Gate, which is not expressive. Ye et al. [17] proposed a
decentralized access control scheme for smart grids, which
uses Linear Secret Sharing Scheme (LSSS) access structure
and hides the GID through an identity certificate similar
to the ACS. Zhang et al. [18] designed a privacy preserv-
ing multi-authority access control scheme supporting trace-
ability and revocation. It employs the anonymous identity
credential to protect the GID,akin to Chase’s scheme [14].
Similar approaches include recently proposed schemes by
Zhang et al. [19], Ma et al. [20], Su et al. [21], Ashouri et al.
[22], and Liang et al. [23]. Not all privacy-preserving MACP-
ABE schemes employ the ACS to prevent GID leakage. For
example, Fan et al. [24] and Roy et al [25] hides the GID
by constructing a GID-based pseudonym but neglects the
verification of it, making it vulnerable to attacks such as
the witch attack, posing serious security risks. The above
schemes only prevent the GID from being disclosed, re-
quiring users to submit privacy-related attributes when
applying for private keys. Therefore, simply hiding the GID
is insufficient to fully protect user privacy. Han et al. [7] pro-
posed a privacy-improving MACP-ABE scheme to protect
both GID and attributes. In this scheme, the user performs
NISMP protocol with the attribute authority to prove that
he has correct attributes. However, it suffers from users
collusion issues [26]. Subsequently, researchers successively
proposed various MACP-ABE schemes that protect both
GIDs and attributes during the key generation process, such
as [27], [28], [29], [30]. Nevertheless, these schemes still rely
on centralized ACS.

Since blockchain is decentralized, some privacy-
preserving MACP-ABE schemes have integrated it to secure
data. Liu et al. [31] proposed a scheme for supply chain data
sharing, utilizing blockchain to store ciphertexts. Although
the scheme designs an anonymous key issuing protocol
to protect user privacy, it is constructed by composite-
order group which is inefficient. Li et al. [32] introduced a
blockchain-based privacy-preserving data sharing scheme,
which continues to adopt the ACS to protect user identity.
Similarly, the access control scheme proposed by Duan et

al. [33] for sensitive digital assets also uses the ACS to
achieve privacy protection. Zhang et al. [34] proposed a
privacy-preserving MACP-ABE scheme with decentralized
data storage based on blockchain, which only supports GID
hiding.

As of now, blockchain-based privacy-preserving MACP-
ABE schemes still follow the ideas of the Chase’s scheme
[14] and rarely consider protecting both GIDs and attributes.

After a detailed investigation, we found that current
privacy-preserving MACP-ABE schemes overly rely on the
centralized ACS. More seriously, even if the GID is endorsed
by the centralized authority of the system, it is still difficult
to resist internal fraud attacks that trigger unauthorized
access to data due to the independence of the authorities.

3 PRELIMINARIES

3.1 Access Structure and Linear Secret Sharing
Scheme
3.1.1 Access Structure
Let {P1, P2, P3, ..., Pn} be a set of parties. A collection
A ⊆ 2{P1,P2,P3,...,Pn} is monotone if ∀B,C: if B ∈ A and
B ⊆ C then C ∈ A. An access structure is a collection
A of non-empty subsets of {P1, P2, P3, ..., Pn}, i.e.,A ⊆
2{P1,P2,P3,...,Pn} \{∅} (the access structure and the collection
are monotone, respectively).The sets in A are called the
authorized sets, and the sets not in A called the unautho-
rized sets. In our scheme, the role of parties is taken by
the attributes, thus the access structure A (monotone) will
contain the authorized sets of attributes.

3.1.2 Linear Secret Sharing Scheme
A LSSS over Zp is a secret sharing scheme Π over a set of
parties P if the shares for each party form a vector over Zp

and an ℓ× n matrix M called the share-generating matrix
for Π exists. For all j = 1, 2, ..., ℓ, the j-th row of the matrix
M is labeled by a party ρ(j) with ρ : {1, 2, ..., ℓ} → P being
a function to map a row of the matrix to a party for labeling.

Consider that the column vector v = (s, v2, v3, ..., vn),
where s ∈ Zp is the secret to be shared, and
v2, v3, ..., vn ∈ Zp are randomly chosen, and then Mv
is the vector of ℓ shares of the secret s according to Π. The
share (Mv)j belongs to the party ρ(j).

Every LSSS enjoys the linear reconstruction property
[4]. Let Π be an LSSS for an access structure A, and
A ∈ A be any authorized set, and define I ⊆ {1, 2, ..., ℓ}
as I = {j : ρ(j) ∈ A}. Then the vector (1, 0, ..., 0) is in the
span of rows of a matrix M indexed by I , and there are
constants {ωj ∈ Zp}j∈I that for any valid shares λj of a
secret s according to Π, it holds that

∑
j∈I

ωjλj = s.

3.2 Bilinear Maps and Complexity Assumptions
3.2.1 Bilinear Maps
Let G and GT be two multiplicative cyclic groups of prime
order p. Let g be a generator of G and e be a bilinear
map, e : G×G → GT. The bilinear map e has the following
properties:

• Bilinearity: for all u, v ∈ G and a, b ∈ Zp,
e(ua, vb) = e(u, v)ab = e(ub, va).

• Non-degeneracy: e(g, g) ̸= 1.
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3.2.2 Decisional Parallel Bilinear Diffie-Hellman Exponent
Assumption
The definition of decisional q-parallel BDHE problem as
follows. Choose a group G of prime order p according to
the security parameter. Randomly choose a, s, b1, ..., bq ∈ Zp

and g be a generator of G. Given a tuple y=

g, gs, ga, ..., g(a
q), , g(a

q+2), ..., g(a
2q)

∀1 ⩽ j ⩽ q gs·bj , ga·bj , ..., g(a
q/bj), , g(a

q+2/bj), ..., g(a
2q/bj)

∀1 ⩽ j, k ⩽ q, k ̸= j g(a·s·bk/bj), ..., g(a
q·s·bk/bj)

Algorithm B distinguishes e(g, g)a
q+1s ∈ GT from a ran-

dom element in GT . Define the advantage of B solving
the desision q-parallel BDHE problem under G and GT as
AdvA =

|Pr[B(−→y , e(g, g)a
q+1s) = 0]− Pr[B(−→y , e(g, g)r) = 0]| ⩾ ϵ(k)

The assumption holds if no polytime algorithm has a
non-negligible advantage in solving the desision q-parallel
BDHE problem.

3.3 Blockchain and Smart Contract
Blockchain is a distributed ledger based on cryptography.
It connects blocks through a chain structure and prevents
tampering by cryptographic hashes, digital signatures, and
the Merkle tree. A transaction is the smallest unit that
carries data in a blockchain system, and there are two
kinds of transactions, normal transaction used for interac-
tion between users and contract-invoking transaction used
to execute the smart contracts. Once a transaction is packed
into a block, and the block is successfully added to the
longest chain later, the data in that transaction cannot be
modified.

Smart contracts are computer programs deployed on the
blockchain network whose codes are verified by blockchain
nodes, eliminating the need for a mediator or a third
party. Any blockchain node can create and publish smart
contracts. Once a smart contract is successfully deployed,
its code and execution results are public to all nodes.
This ensures more transparent and secured facilitation and
performance of the contractual terms. Fig.3 illustrates the
invocation process of a smart contract. A blockchain user
only needs to publish a contract-invoking transaction, after
which miner nodes will execute the smart contract, and the
execution result will be recorded in the blockchain.

Blockchain Network
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Fig. 3. Process of Invoking Smart Contract.
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3.4 Pedersen Commitment

Pedersen commitment [6] is a cryptographic commitment
mechanism, which has the following properties:

• Perfectly hiding: given a commitment C, every value
x is equally likely to be the value committed in C,
that is receiver cannot learn what is committed in C
unless the sender releases it later.

• Computationally binding: assuming the Discrete
Logarithm (DL) is hard, the sender cannot open the
commitment with another value, that is, the sender
cannot convince the receiver that another value x

′
is

committed in C.
• Homomorphic: given two commitment C1 =

com(a, r1), C2 = com(b, r2), where a, b is committed
values, r1, r2 is random factors, there exists C1 ·
C2 = com(a+ b, r1 + r2).

To ensure the committed value is not disclosed, the
sender and the receiver need to perform Zero Knowledge
Proof (ZKP) under the Schnorr protocol. We use the no-
tation introduced by literature [35] for various proofs of
knowledge of descrete logarithms, for instance, PoK =
{(α, β, γ) : y=gαhβ ∧ ỹ = g̃αh̃γ} denotes a ZKP of knowl-
edge of integers α, β and γ such that y=gαhβ and ỹ = g̃αh̃γ

hold on the group G= ⟨g⟩ = ⟨h⟩ and G̃= ⟨g̃⟩ =
〈
h̃
〉

. In
general, Greek letters denote the knowledge being proved,
except that the verifier knows all the other parameters. With
this representation, a ZKP protocol can concisely represent
what is to be proved while hiding all the details.

3.5 Non-Interactive Set-membership Proof

The set-membership proof [36] aims to help the user prove
that he holds the correct attributes. In our scheme, to resist
internal fraud attack, the interaction process between the
user and authority is public to the blockchain so that each
blockchain user can verify the correctness of commitments
to attributes and private keys, and the cloud server imposes
On-Chain status according to the interaction process that
has been recorded on the blockchain. To achieve this, we
use NISMP protocol, as shown in Fig.4 where y, {Ai} are
recorded on the blockchain, and H is a cryptographic hash
function.
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4 OVERVIEW OF OUR SCHEME

4.1 System Model

The system model is illustrated as Fig.5. There are five
entities: cloud server(CS), data owner(DO), data user(DU),
attribute authorities(AAs), and blockchain network(BN).

• CS provides both storage service and On-Chain
service. The storage service allows users to upload
and download the ciphertexts. Any legal user can
freely download, but for uploading, CS must check
if the Data-Sharing Transaction corresponding to the
ciphertext is valid in the BN. The On-Chain service
imposes On-Chain status for Semi-Finished keys.
Additionally, CS is responsible for setting up global
parameters. In our scheme, it is assumed that CS will
perform these duties honestly and will not collude
with other entities.

• DO creates a ciphertext using one or more access
structures, each consisting of the attributes from an
AA. Before uploading the ciphertext to the CS, DO
needs to publish a Data-Sharing Transaction in the
BN, which is used to verify the integrity of the data.

• DU holds the attributes from one or more AAs, and
to maintain anonymity, DU interacts with AAs and
CS by pseudonyms. DU performs the anonymous
key distribution protocol with AAs through pub-
lishing Key-Request Transaction and and gets Semi-
Finished key, then he submits it to the CS and gets
Semi-Finished key with On-Chain status. Finally, he
can recover the final private key locally. If his at-
tribute set satisfies the access structure, he will get
the plaintext through decryption.

• AAs set up their key pairs and issue the Key-
Response Transactions containing the Semi-Finished
keys. In our scheme, AAs cannot be fully trusted.

• BN verifies the legitimacy of the Key-Request Trans-
actions and Key-Response Transactions, then records
the legitimate transactions in the ledger.

4.2 Table of Notations
Table 1 demonstrates the notations in this article.

TABLE 1
Explanation of Symbols

Notation Description
G, GT
g, h,e
κ,PP
OPKi, OMKi

Ai

PKi,MKi

M
Ai

M,ρ
CT
u,S
F
SKi

u
A,B
H
Nym
ACU , ACT
Ts, T IDs

TV 1, T IDV 1

TV 2, T IDV 2

TR, T IDR

T
R

′ , T ID
R

′

Two multiplicative cyclic groups of prime order p
g, h are generators of G,e is bilinear map: G× G → GT
Security parameter and public parameter
On-Chain public key, On-Chain master key for AAi

Attribute set of AAi

Public keys, master keys of AAi

Message for encryption
Access structure where attributes from AAi

M is an ℓ× n matrix, ρ maps a row of M to an attribute
Ciphertext
u is GID of user,S is attribute set of user
Attribute authorities involved in the access structures
Private keys from AAi for user u
Adversary and challenger
Hash function: {0, 1}∗ → Zp

Pseudonym
ACU is the GID aggregator, ACT is the attribute aggregator
Data-Sharing Transaction and its ID
Contract-Invoking Transactions of Pseudonym Verification and its ID
Contract-Invoking Transactions of Attribute Verification and its ID
Key-Request Transaction and its ID
Key-Response Transaction and its ID

4.3 Formal Definition
Our scheme contains five algorithms: Global Setup, AA
Setup, Encrypt, Key Generation, and Decrypt.

• Global Setup(1κ) → (PP , OPKi∈[1,N ],
OMKi∈[1,N ]).
CS executes the algorithm to initialize the system.
Suppose that the system contains N AAs, and the
algorithm takes as input a security parameter κ, and
outputs the public parameters PP , the public and
master keys (OPKi, OMKi) of On-Chain status for
AAi∈[1,N ].

• AA Setup(PP,OPKi, Ai) → (MKi, PKi).
AAi∈[1,N ] executes the algorithm to initialize the
authority. It takes as input public parameter PP ,
On-Chain status public key OPKi and attribute set
Ai, outputs master keys MKi and public keys PKi,
where MKi should be kept secret and PKi is public
in the system.

• Encrypt(PP , M, {Ai, PKi}i∈F , TIDs) → CT .
DO executes the algorithm to create a ciphertext. It
takes as input public parameter PP , a message M,
a set of access structures {Ai = (Mi, ρi)}i∈F , rele-
vant AAs’ public keys {PKi}i∈F and Data-Sharing
Transaction ID TIDs, outputs the ciphertext CT .
Assuming that {Ai}i∈F is implicitly included in the
ciphertext.

• Key Generation(PP , OMKi, (PKi, MKi), (u, S ∩
Ai)) → SKi

u.
The algorithm is executed by AAi∈[1,N ] and DU
through the anonymous key distribution protocol. It
takes as input public parameter PP , On-Chain status
master key OMKi, AAi’s public keys and master
keys PKi, MKi, user’s GID u and the attribute set
(S ∩Ai), it outputs a private key SKi

u.
• Decrypt(PP , CT , u, {SKi

u}i∈F ) → M.
DU executes the algorithm to get the message M. It
takes as input public parameter PP , ciphertext CT ,
user’s GID u, and private keys {SKi

u}i∈F , outputs
M.
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4.4 Security Model

The security model for our scheme is defined via the follow-
ing game between an adversary A and a challenger B. The
scheme is secure under the Chosen Plaintext Attack (CPA) if
there is no probabilistic polynomial-time adversary has the
non-negligible advantage in the following game.

• Init. Parameter initialization phase.
The adversary A submits a group of corrupt author-
ities C = {AAi}i∈F ′ and a set of challenge access
structures {Ai = (Mi, ρi)}i∈F∗ , where F ′

,F∗ ⊆
{1, 2, ..., N}. The restriction on A is that at least
one of {Ai}i∈F∗ is not satisfied by the attribute set
provided by A, denoted by A∗ = (M∗, ρ∗). A sends
C = {AAi}i∈F ′ and {Ai = (Mi, ρi)}i∈F∗ to the
challenger B.

• Global Setup. Global parameters setting phase.
The challenger B runs the Global Setup algorithm
and gives the public parameter PP and On-Chain
status public keys {OPKi}i∈[1,N ] to A.

• AA Setup. Authority parameters setting phase, in-
cluding two cases.
Case 1: AAi ∈ C. AAi is a corrupt AA. B runs the AA
Setup algorithm and gives the (PKi,MKi) to A.
Case 2: AAi /∈ C, which means AAi is not a corrupt
AA. B runs the AA Setup algorithm and gives the
PKi to A.

• Phase 1. Private key query phase.
A uses a GID u and a set of attributes S to requests
the private keys repeatedly, and the B runs the Key
Generation algorithm to generate the private keys.
There are two cases.
Case 1: AAi ∈ C. AAi is a corrupt AA, it is able
to collude with A and gets the illegal private keys.
However, the illegal private keys cannot has the On-
Chain status.
Case 2: AAi /∈ C, which means AAi is not a corrupt
AA. The private keys has the On-Chain status.

• Challenge. A submits two equal length messages
M0 and M1. The B flips a random coin b ∈ {0, 1},
and encrypts Mb into CT ∗ under Ai. CT ∗ is given
to A.

• Phase 2. Phase 1 is repeated.
• Guess. A outputs a guess of b

′
of b.

4.5 Security Definition of Anonymous Key Distribution
Protocol

Anonymous key distribution protocol needs to satisfy the
security properties of Leak-Freeness and Selective-Failure
Blindness [7].

• Leak-free. If the honest authorities execute the proto-
col, then the malicious users cannot get any infor-
mation that they cannot know during the protocol
process.

• Selective-failure. If the corrupt authorities execute the
protocol, they cannot learn any information of DU’
GID and attributes and make the protocol selectively
fail.

5 CONCRETE CONSTRUCTION

5.1 Anonymous Authentication Mechanism

DU completes user initialization and authentication through
the anonymous authentication mechanism based on smart
contract. The identity information of a DU consists of a GID
u and a set of attributes. GID can be generated locally and
verified by the User Initialization Contract, and is ultimately
integrated into the GID aggregator ACU , which contains
the GIDs of all DUs. To maintain anonymity, DU requests
private keys using different pseudonyms Nym generated
from the GID u.

For the attributes, DU needs to construct a Pedersen
commitment for the attribute set during initialization, which
will be integrated into the attribute aggregator ACT , con-
taining the attribute set of all DUs. Since the attribute is
public, it is important to guarantee the uniqueness of the
attribute set commitment. We use the attribute, GID u and a
random number to construct it. Therefore, the attribute set
commitment of each DU is unique, preventing users from
requesting private keys by forging attribute commitments.
For example, DU U1’s GID is u1 and he only has the at-
tribute a. The U1 selects a random number r1 and construct
the attribute set commitment gau1hr1 , which is aggregated
in the ACT . There is another DU U2 whose GID is u2. Since
the U2 does not have the attribute a, thus he try to create a
fake commitment about a. However, ACT does not contains
the value au2, so that the above attack is impossible. If we
just set the attribute set commitment as gahr1 , then it is easy
for U2 to construct gahr2 to pass the verification.

5.1.1 User Initialization
DU performs user initialization after the Global Setup
is complete. DU first chooses ru ∈ Zp randomly. For
each attribute ai,j ∈ S, i ∈ [1, N ], j ∈ Ai, DU ran-
domly selects rai,j

∈ Zp and computes the GID u =
H(ru|ai,j) while retaining rai,j∈S . Then, DU constructs
the commitment cu = guhru for u and the commitment

ca = g

∑
ai,j∈S

ai,ju

h

∑
ai,j∈S

rai,j

for the attribute set. Next,
DU randomly selects u

′
, r

′

u, ra, r
′

a ∈ Zp and computes
c
′

u = gu
′

hr
′
u , c

′

a = grahr
′
a . Let c = H(cu|c

′

u|ca|c
′

a), compute
z1 = u

′ − cu, z2 = r
′

u − cru, z3 = ra − c
∑

ai,j∈S
ai,ju,

z4 = r
′

a − c
∑

ai,j∈S
rai,j

. Finally, DU calls the User Ini-

tialization Contract with cu, ca, c, z1, z2, z3, z4 as inputs to
complete the user initialization, as shown in Algorithm 1.

5.1.2 Pseudonym Generation and GID Verification
DU randomly selects r

′
, u

′
, r1, r2, r3, r

′

3, r4, r
′

4 ∈ Zp, and
computes the pseudonyms Nym = hugr

′

. Let c1 = gu
′

hr1 ,
c2 = hu

′

gr2 , c3 = gr
′
3hr

′
4 while keeping r

′
. The DU

then obtains the latest GID aggregator ACU from the
blockchain ledger, denoted as ACUu, and computes c =
H(Nym|c1|c2|c3), w = ACUu

cu
, cw = wgr3hr4 . z0 = u

′ − cu,
z1 = r1 − cru, z2 = r2 − cr

′
, z3 = r

′

3 − cr3, z4 = r
′

4 − cr4.
Finally, DU calls the Pseudonym Verification Contract with
PP,Nym,ACUu, z0, z1, z2, z3, z4, c1, c2, c3, cw, c as inputs
to verify that he has a legitimate GID, as shown in Algo-
rithm 2.
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Algorithm 1 User Initialization Contract
1: Input: cu, ca, c, z1, z2, z3, z4
2: Output: ACU ,ACA or ⊥
3: Get the latest GID aggregator ACU and attribute aggregator

ACT from the blockchain ledger
4: if cu, ca have been used then
5: Return ⊥
6: else
7: c

′′

u = gz1hz2 · ccu
8: c

′′

a = gz3hz4 · cca
9: if H(cu|c

′′

u|ca|c
′′

a) == c then
10: ACU = ACU · cu
11: ACT = ACT · ca
12: else
13: Return ⊥
14: end if
15: end if

Algorithm 2 Pseudonym Verification Contract
1: Input: PP,Nym,ACUu, z0, z1, z2, z3, z4, c1, c2, c3, cw, c
2: Output: True or ⊥
3: if Nym has been used then
4: Return ⊥
5: else
6: Get the latest GID aggregator ACU , denoted as ACUn

7: c
′

w = cw · (ACUn/ACUu)
8: if c == H(Nym|c1|c2|c3), (ACUn)

c · c3 · gz0hz1 ==

(c
′

w)
c
· c1 · gz3hz4 , Nymc · hz0gz2 == c2 then

9: Return True
10: else
11: Return ⊥
12: end if
13: end if

5.1.3 Attribute Verification

DU randomly selects σ, σ
′
, r1, r2, r3, r

′

3, r4, r
′

4 ∈ Zp, and

computes cai = g

∑
ai,j∈(S∩Ai)

ai,ju

h

∑
ai,j∈(S∩Ai)

rai,j

, c1 =

gσ
′

hr1 , c2 = gσ
′

hr2 , c3 = gr
′
3hr

′
4 , while keeping σ, σ

′
. For

each attribute ai,j ∈ (S∩Ai), DU computes cai,j
= gai,juhσ ,

c
′

ai
=

∏
ai,j∈(S∩Ai)

cai,j . Next, DU obtains the latest attribute

aggregator ACT from the blockchain ledger, denoted as
ACTu, and computes c = H(c

′

ai
|c1|c2|c3), w = ACTu

cai
,

cw = wgr3hr4 , z0 = σ
′ − c

∑
ai,j∈(S∩Ai)

ai,ju, z1 = r1 −

c
∑

ai,j∈(S∩Ai)

rai,j
, z2 = r2 − cσ, z3 = r

′

3 − cr3, z4 = r
′

4 − cr4.

Finally, DU calls the Attribute Verification Contract with
PP,ACTu, z0, z1, z2, z3, z4, c1, c2, c3, cw, c and cai,j∈(S∩Ai)

as the inputs to validate the legitimacy of the attributes as
shown in the procedure in Algorithm 3.

5.2 Algorithm Construction

This section describes the detailed construction of each
algorithm in the scheme.

• Global Setup(1κ) → (PP , OPKi∈[1,N ],
OMKi∈[1,N ]).

Algorithm 3 Attribute Verification Contract
1: Input: PP,ACTu, z0, z1, z2, z3, z4, c1, c2, c3, cw, c, cai,j∈(S∩Ai)

2: Output: {True, cai,j∈(S∩Ai)} or ⊥
3: if c

′

ai
has been used then

4: Return ⊥
5: else
6: Get the latest attribute aggregator ACT , denoted as ACTn

7: c
′

w = cw · (ACTn/ACTu)
8: c

′

ai
=

∏
ai,j∈(S∩Ai)

cai,j

9: if c == H(c
′

ai
|c1|c2|c3), (ACTn)

c · c3 · gz0hz1 ==

(c
′

w)
c
· c1 · gz3hz4 , (c

′

ai
)
c
· gz0hz2 == c2 then

10: Return True, cai,j∈(S∩Ai)

11: else
12: Return ⊥
13: end if
14: end if

Suppose that the system contains N attribute author-
ities {AA1,AA2, ..., AAN}, each of them manages a
set of attributes Ai = {ai,1, ..., ai,qi} for private keys
distribution. CS first generates the public parameter
PP via the security parameter κ as:

PP = {e, p, g, h,G,GT ,H}.

For each AAi∈[1,N ], CS randomly selects
∆i ∈ Zp and computes OPK1

i = e(g, g)∆i ,
OPK2

i = h∆i . Let the On-Chain key pair be
OPKi = {OPK1

i , OPK2
i }, OMKi = ∆i. CS

publishes PP, {OPK1, ..., OPKN}, and keeps
{OMK1, ..., OMKN} locally.

• AA Setup(PP,OPKi, Ai) → (MKi, PKi).
AAi first randomly selects αi, βi, xi, yi, γi ∈ Zp, and
computes Ii = (OPK1

i )
αi , Bi = (OPK2

i )
βi , Xi =

gxi , Yi = gyi , Γ1
i = gγi , Γ2

i = hγi . For the attribute
ai,j ∈ Ai, i ∈ [1, N ], j ∈ [1, qi], AAi randomly selects

zi,j ∈ Zp and sets Zi,j = gzi,j , Vi,j = hzi,jg
1

γi+ai,j .
Finally, the public key of AAi is:

PKi = {Ii, Bi, Xi, Yi,Γ
1
i ,Γ

2
i ,∀ai,j ∈ Ai, Zi,j , Vi,j}.

The master key of AAi is:

MKi = {αi, βi, xi, yi, γi,∀ai,j ∈ Ai, zi,j}.

• Encrypt(PP , M, {Ai, PKi}i∈F , TIDs) → CT .
For each access structure Ai = (Mi, ρi),
DO first constructs a random vector
vi = (si, vi,2, vi,3, ..., vi,n) ∈Zn

p to share the secret
si. Then DO computes C

′

i = gsi , Ei = gyisi . For
each attribute in Ai, DO computes λi,k = Mi,kv

T
i ,

k ∈ [1, ℓi], where Mi,k is the kth row vector of
the LSSS matrix Mi. Next, DO randomly selects
ri,k ∈ Zp and sets Ci,k = gxiλi,k(Zρi(k))

−ri,k ,
Di,k = gri,k . Subsequently, DO computes

C = Me(g, g)

∑
i∈F

(αi∆isi)
, H =

∏
i∈F

h∆iβisi . Finally,

the ciphertext is:

CT = {C,H, ∀i ∈ F , C
′

i , Ei, k ∈ [1, ℓi], Ci,k, Di,k}.
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Before DO uploads CT to the CS, he must generate a
Data-Sharing Transaction Ts containing the message
digest H of M. After this transaction is valid, DO
submits CT and the transaction ID TIDs to CS, who
checks the validity of the transaction based on TIDs

to decide whether to receive the ciphertext or not.
• Key Generation(PP , OMKi, (PKi, MKi), (u, S ∩

Ai)) → SKi
u.

In key generation, DU and AAs perform the anony-
mous key distribution protocol through the BN to
obtain the final private key. The process is described
in the next section. If the protocol is successfully
performed, DU will obtain the private key:

SKi
u = {Ki = (gαigxitu,ihβiuh

yi
βi+u )∆i , Li = (gtu,i)∆i ,

Ri = (h
1

βi+u )∆i ,∀ai,j ∈ (S ∩Ai), Fi,j = (gzi,jtu,i)∆i}.

• Decrypt(PP , CT , u, {SKi
u}i∈F ) → M.

Assuming that the attributes set of DU satisfies all
the access structures of a ciphertext CT , then for
each access structure {{Ai = (Mi, ρi)}i∈F , DU can
find a set of constants {ωi,k ∈ Zp}k∈Ii satisfying∑
k∈Ii

λi,kωi,k = si, where Ii ⊂ {1, 2, ..., ℓi} is the

authorized set, and defined as Ii = {k : ρi(k) ∈ S}.
Then, DU performs the decryption as the Equation
(1).

M =C · e(H, gu)·∏
i∈F

∏
k∈Ii

(e(Ci,k, Li)e(Di,k, Fρi(k)))
ωi,k

∏
i∈F

e(Ei, Ri)∏
i∈F

e(C
′
i ,Ki)

(1)

5.3 Anonymous Key Distribution Protocol

The anonymous key distribution protocol includes two
phases, “AA-DU” phase and “CS-DU” phase, shown as
Fig.6. In the protocol, DU uses the pseudonym Nym to
interact with the other two entities, while Nym is also used
for the computation of the final private key.

5.3.1 “AA-DU” Phase
In this phase, DU will get the Semi-Finished keys from AAs.

DU first issues two Contract-Invoking Transactions TV 1

and TV 2 to invoke the Pseudonym Verification Contract
and Attribute Verification Contract to complete the identity
authentication. Once the above transactions are valid, DU
then constructs a private key request R, containing the
commitments of a set of attributes.

Upon receiving a Key-Request Transaction TR contain-
ing R, AA first checks the validity of it. If TR is not
queryable, AA refuses to execute the protocol. Otherwise,
it verifies DU’s attributes through the NISMP protocol. The
detailed process is described below.

• DU side: First, DU randomly chooses ρ1, ρ
′

1, µ1, µ
′

1,
µ2, µ

′

2, rai,j
, ϑ, ϑ

′ ∈ Zp to construct the commit-
ments of ρ1, µ1, µ2, that is, P1 = hρ1 , P

′

1 =

hρ
′
1 , Q = gxiµ1gµ2 , Q

′
= gxiµ

′
1gµ

′
2 . For each

attribute ai,j ∈ (S ∩Ai), DU computes Θ1
′

i,j =

grai,j hσ
′

,Θ2
i,j = V ϑ

i,j ,Θ
3
i,j = Zi,j

ϑ,Θ4
i,j =

e(h,Θ3
i,j)

rai,j e(g,Θ2
i,j)

−rai,j e(g, g)ϑ
′

. DU sets the
private key request R as:

R = {P1, P
′

1, Q,Q
′
,∀ai,j ∈ (S ∩Ai),Θ

1
′

i,j ,Θ
2
i,j ,Θ

3
i,j ,Θ

4
i,j}.

Next, DU computes c̃ = H(R), z1 = ρ
′

1 − c̃ρ1, z2 =
µ

′

1 − c̃µ1, z3 = µ
′

2 − c̃µ2, z4 = rai,j
− c̃ai,ju, z5 =

ϑ
′ − c̃ϑ, z6 = σ

′ − c̃σ. Let z = {z1, z2, z3, z4, z5, z6},
the Key-Request Transaction TR is:

TR = {Nym, TIDV 1, T IDV 2, R, c̃, z}.

In the above transaction, TIDV 1 and TIDV 2 are
the IDs of TV 1 and TV 2. After the release of TR,
consensus nodes in the BN will check the outputs of
TV 1 and TV 2. If the outputs are ⊥, TR will be rejected
from recording in the blockchain ledger. Otherwise,
it will be written into a new block.

• AA side: Before responding to DU’s request, AAi

first needs to check the validity of TR. If the trans-
action does not exist, AAi will refuse to execute
the protocol. Otherwise, it extracts cai,j∈(S∩Ai) from
Tv2, and sets Θ1

i,j = cai,j
. The verification is as the

Equation (2).

P
′

1
?
=hz1P c̃

1 , Q
′ ?
= gz3Xz2

i Qc̃,Θ1
′

i,j
?
=(Θ1

i,j)
c̃
gz4hz6 ,

Θ4
i,j

?
=(

e(Γ1
i ,Θ

2
i,j)

e(Γ2
i ,Θ

3
i,j)

)c̃ · e(g,Θ2
i,j)

−z4 · e(h,Θ3
i,j)

z4 · e(g, g)z5 .

(2)

If any of the above equations does not hold, AAi exits
the protocol, otherwise generates a Semi-Finished
key for DU. Firstly, AAi randomly selects ρ2, eu,i ∈
Zp, and computes η = ρ1ρ2(βi + u), d1 = 1

η , d2 =
yi

η , P2 = hρ2 , K̃i = gαiQeu,iNymβiP ρ2d2

1 , L̃i =

geu,i , R̃i = P d1
2 . For each attribute ai,j ∈ (S ∩Ai),

computes F̃i,j = (Θ3
i,j)

eu,i , where ρ1(βi + u)
can be calculated by a generic two-party protocol
[37] or Paillier homomorphic encryption [38]. Then,
AAi randomly selects α

′

i, e
′

u,i, β
′

i , ρ
′

2, d
′

1, d
′

2 ∈ Zp,

and computes P
′

2 = hρ
′
2 , K̃

′

i = gα
′
iQe

′
u,iNymβ

′
i

P
ρ
′
2d

′
2

1 , L̃
′

i = ge
′
u,i , R̃

′

i = P
d
′
1

2 . For the attribute
ai,j ∈ (S ∩Ai), calculates F̃

′

i,j = (Θ3
i,j)

e
′
u,i . Finally,

the private key response R
′

is:

R
′
= {P2, P

′

2, K̃i, K̃
′

i , L̃i, L̃
′

i, R̃i, R̃
′

i, ai,j ∈ (S ∩Ai), F̃i,j , F̃
′

i,j}.

AAi computes c̃ = H(R
′
), z1 = ρ

′

2 − c̃ρ2, z2 =
d

′

1 − c̃d1, z3 = e
′

u,i − c̃eu,i, z4 = α
′

i − c̃αi, z5 = β
′

i −
c̃βi, z6 = d

′

2 − c̃ρ2d2. Let z = {z1, z2, z3, z4, z5, z6},
the Key-Response Transaction TR′ is:

TR′ = {TIDR, R
′
, c̃, z}.

In the above transaction, TIDR is the ID of the Key-
Request Transaction TR. After the release of TR′ ,
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数据使用者
DU

属性授权机构
AA

公有云服务器
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consensus nodes in BN will extract Nym,P1, Q, Θ3
i,j

from TR, and perform the following verification.

P
′

2
?
=(P2)

c̃ · hz1 , K̃
′

i
?
= K̃ c̃

i · gz4Qz3Nymz5P z6
1 ,

L̃
′

i
?
= L̃c̃

i · gz3 , R̃
′

i
?
=Rc̃

i · P
z2
2 , F̃

′

i,j
?
= F̃ c̃

i,j · (Θ3
i,j)

z3 .
(3)

If any of the above equations does not hold, consen-
sus nodes will refuse to pack TR′ in the new block.
Otherwise, TR′ will be recorded into the blockchain
ledger, and DU will get the Semi-Finished key as:

S̃Ki
u

′

= {K̃i, L̃i, R̃i, ai,j ∈ (S ∩Ai), F̃i,j}.

5.3.2 “CS-DU” Phase

In this phase, CS will impose the On-Chain status to S̃Ki
u

′

.
Since the transactions TR and TR′ are one-to-one on the
blockchain, thus DU only needs to submit TIDR′ to CS,
who can easily query TR from TR′ and verify the validity of
both transactions.

• CS side: CS extracts S̃Ki
u

′

from TR′ , and computes
S̃Ki

u = {K̃∆i
i , L̃∆i

i , R̃∆i
i , ai,j ∈ (S ∩ Ai), F̃

∆i
i,j },

which will be send to DU.
• DU side: After receiving the above information, DU

calculates:

Ki =
K̃∆i

i

(L̃∆i
i )µ2(Bi)r

′ , Li = (L̃∆i
i )µ1 , Ri = (R̃∆i

i )ρ1 ,

ai,j ∈ (S ∩Ai), Fi,j = (F̃∆i
i,j )

µ1
ϑ . (4)

Let tu,i = µ1eu,i, and the final private key SKi
u is:

SKi
u = {Ki = (gαigxitu,ihβiuh

yi
βi+u )∆i , Li = (gtu,i)∆i ,

Ri = (h
1

βi+u )∆i ,∀ai,j ∈ (S ∩Ai), Fi,j = (gzi,jtu,i)∆i}.

5.4 Correctness Analysis

The correctness of decryption is proved by the following
equations. First, we prove the numerator of the Equation
(1), shown as Equation (5) and Equation (6)
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∏
k∈Ii

(e(Ci,k, Li)e(Di,k, Fρi(k)))
ωi,k

=
∏
k∈Ii

(e(gxiλi,kg−zρi(k)ri,k , gtu,i∆i)e(gri,k , gzρi(k)tu,i∆i))ωi,k

=
∏
k∈Ii

e(g, g)xitu,i∆iλi,kωi,k (5)

=e(g, g)xitu,i∆isi .

e(Ei, Ri) = e(gyisi , h
∆i

βi+u ) = e(g, h)
yisi∆i
βi+u . (6)

Next, we prove the denominator of the Equation (1), shown
as Equation (7).

e(C
′

i ,Ki) = e(gsi , gαi∆igxitu,i∆ihβiu∆ih
yi∆i
βi+u ) =

e(g, g)siαi∆ie(g, g)sixitu,i∆ie(g, h)siβiu∆ie(g, h)
siyi∆i
βi+u . (7)

Finally, we can recover the message M through the
above equations, shown as Equation (8).

M =
C · e(H, gu)∏

i∈F
e(g, g)siαi∆ie(g, h)siβi∆iu

=

M
∏
i∈F

e(g, g)αi∆isi · e(g, g)∆iβisiu∏
i∈F

e(g, g)siαi∆ie(g, h)siβi∆iu
. (8)

6 SECURITY ANALYSIS

6.1 Security Analysis of Confidentiality
Theorem 1. Assuming that the Decisional q-parallel BDHE
assumption holds, then our scheme is IND-CPA secure, that is,
there is no probabilistic polynomial-time adversary can selectively
break our scheme with a set of challenge access structures.

Proof. Suppose that a probabilistic polynomial-time ad-
versary A is able to break our scheme by a non-negligible
advantage ϵ, then there exists a challenger B that can break
the Decisional q-parallel BDHE problem by the advantage
ϵ
2 .

B first selects the group G and its generators g, the group
GT and the bilinear map e : G× G = GT. Then B randomly
selects u ∈ {0, 1}. If u = 0, B takes as input y, T where
T = e(g, g)a

q+1s. If u = 1, B takes as input y, T where T is a
random element in GT. B guesses whether T = e(g, g)a

q+1s

or a random element in GT by performing the following
game with the adversary A.

• Init: A submits a group of corrupt authorities C =
{AAi}i∈F ′ and a set of challenge access structures
{Ai = (Mi, ρi)}i∈F∗ , where F ′

,F∗ ⊆ {1, 2, ..., N}.
There is at least one honest AA∗ in F∗, and the
corresponding challenge access structure is A∗ =
(M∗, ρ∗), which cannot be satisfied by A’s attribute
set. In A∗ = (M∗, ρ∗), M∗ is an ℓ∗ × n∗ LSSS matrix,
where ℓ∗, n∗ ⩽ q.

• Global Setup: B runs the Global Setup. B
first randomly selects τ ∈ Zp, and com-
putes h = gτ . The public parameter PP =
{e, p, g, h,G,GT ,H}. For AAi∈[1,N ], B randomly

chooses ∆i ∈ Zp, and sets On-Chain public key
OPKi = {OPK1

i = e(g, g)∆i , OPK2
i = h∆i}.

Finally, B sends PP, {OPKi}i∈[1,N ] to A.
• AA Setup: B runs AA Setup.

Case 1: AAi ∈ C, AAi is a corrupt AA.
B randomly selects αi, βi, xi, yi, γi ∈ Zp, and
computes Ii = e(g, g)

∆iαi , Bi = h∆iβi , Xi = gxi ,
Yi = gyi , Γ1

i = gγi , Γ2
i = gτγi . For ai,j ∈ Ai,

j ∈ [1, qi], B selects a random zi,j ∈ Zp, and sets

Zi,j = gzi,j , Vi,j = gτzi,jg
1

γi+ai,j . Finally, the public
key PKi of AAi is:

PKi ={Ii, Bi, Xi, Yi,Γ
1
i ,Γ

2
i , ai,j ∈ Ai, Zi,j , Vi,j}.

The master key MKi is :

MKi ={αi, βi, xi, yi, γi, ai,j ∈ Ai, zi,j}.

In this case, B sends (MKi, PKi) to A.
Case 2: AAi /∈ C, which means AAi is not a corrupt
AA.
1) AAi ̸= AA∗. B randomly selects αi, βi, xi, yi, γi ∈
Zp, and computes Ii = e(g, g)

∆iαi , Bi = h∆iβi , Xi =
gxi , Yi = gyi , Γ1

i = gγi , Γ2
i = gτγi . For ai,j ∈ Ai, B

chooses a random zi,j ∈ Zp and sets Zi,j = gzi,j ,

Vi,j = gτzi,jg
1

(γi+ai,j) . Finally, the public key PKi of
the AAi is:

PKi ={Ii, Bi, Xi, Yi,Γ
1
i ,Γ

2
i , ai,j ∈ Ai, Zi,j , Vi,j}.

The master key MKi is:

MKi ={αi, βi, xi, yi, γi, ai,j ∈ Ai, zi,j}.

In this situation, B just sends PKi to A.
2) AAi = AA∗. The AAi is the honest AA∗. B
randomly chooses α

′
, β∗, x∗, y∗, γ∗ ∈ Zp, and sets

α∗ = α
′
∆∗ + aq+1 −

∑
i∈F∗

αi∆i. After that, B com-

putes I∗ = e(g, g)
α∗

, B∗ = h∆∗β∗
, X∗ = ga,

Y ∗ = gy
∗
, Γ1

∗ = gγ
∗
, Γ2

∗ = gτγ
∗
.

Let ∂ be the set of index k ∈ [1, ℓ∗], which makes
ρ∗(k) = a∗,j hold. For the attribute a∗,j ∈ ∂, B first
selects a random z̃∗,j ∈ Zp, and sets:

z∗,j = z̃∗,j +
n∗∑
ι=1

aιM∗
k,ι

bk
.

Then, B computes:

Z∗,j = gz̃∗,j
∏
k∈∂

n∗∏
ι=1

g
aιM∗

k,ι
bk ,

V∗,j = gτz̃∗,j
∏
k∈∂

n∗∏
ι=1

g
τ

aιM∗
k,ι

bk g
1

γ∗+a∗,j .

If ∂ = ∅, B randomly selects z∗,j ∈ Zp, and computes

Z∗,j = gz∗,j , V∗,j = gτz∗,jg
1

γ∗+a∗,j . Finally, the public
key of the AA∗ is:

PK∗ ={I∗, B∗, X∗, Y ∗,Γ1
∗,Γ

2
∗, a∗,j ∈ A∗, Z∗,j , V∗,j}.

The master key MK∗ is:

MK∗ ={α∗, β∗, a, y∗, γ∗, a∗,j ∈ A∗, z∗,j}.
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In this situation, B just sends PK∗ to A.
• Phase 1: A submits GID u and the attribute set S to

the AAi to request the private key, and the S cannot
satisfy the access structure A∗ of the AA∗.
Case 1: AAi ∈ C, which means AAi is a corrupt AA.
The AAi is able to collude with A to issue the fake
private key. However, the fake private key lacks the
On-Chain status since it cannot be verified by the
BN. Therefore, B chooses random tu,i,∆

∗
i ∈ Zp, and

computes:

Ki = (gαigxitu,ihβiuh
yi

βi+u )∆
∗
i , Li = gtu,i∆

∗
i , Ri = h

∆∗
i

βi+u

∀ai,j ∈ (S ∩Ai), Fi,j = gzi,jtu,i∆
∗
i .

Finally, B sends SKi
u = {Ki, Li, Ri,∀ai,j ∈ (S ∩

Ai), Fi,j} to A.
Case 2: AAi /∈ C, which means AAi is not a corrupt
AA.
1) AAi ̸= AA∗. B randomly selects tu,i ∈ Zp and
computes:

Ki = (gαigxitu,ihβiuh
yi

βi+u )∆i , Li = gtu,i∆i , Ri = h
∆i

βi+u

∀ai,j ∈ (S ∩Ai), Fi,j = gzi,jtu,i∆i .

Finally, B sends SKi
u = {Ki, Li, Ri,∀ai,j ∈ (S ∩

Ai), Fi,j} to A.
2) AAi = AA∗. B randomly selects r ∈ Zp, and con-
struct a vector ω = (ω1, ω2, ..., ωn∗) where ω1 = −1.
For the index k of ρ(k) ∈ S, there exists ω ·M∗

k = 0.
B sets t as:

t = r + ω1a
q + ω2a

q−1 + ...+ ωn∗aq−n∗+1.

Then, B computes:

L∗ = gt∆
∗
= gr∆

∗
n∗∏
ι=1

gωιa
q−ι+1∆∗

,

R∗ = h
∆∗

β∗+u ,K∗ = gα
∗
(gathuβ∗

h
y∗

β∗+u )∆
∗
.

If there is no k to make ρ∗(k) = a∗,j hold, then com-
pute F∗,j = (L∗)z∗,j = Z∗,j

t∆i . Otherwise computes:

F∗,j = (L∗)z∗,j

= (L∗)z̃∗,j
n∗∏
ι=1

(g
raι

bk

n∗∏
j=1,j ̸=ι

(g
aq−j+ι+1

bk )ωι)M
∗
k,ι∆

∗
.

Finally, B sends SK∗
u = {K∗, L∗, R∗,∀a∗,j ∈ (S ∩

A∗), F∗,j} to A.
• Challenge: B performs Encryption. A gives two

equal length messages M0 and M1 to B. B flips a
coin b ∈ {0, 1}, and creates the ciphertext as follows.
1) AAi /∈ C and AAi ̸= AA∗. B selects a random
si ∈ Zp and computes C

′

i = gsg−si , Ei = gyi(s−si).
Then, B randomly chooses y

′

i,2, ..., y
′

i,ni
∈ Zp and

constructs the vector vi = (s − si, y
′

i,2, ..., y
′

i,ni
)

to share the secret −si. Next, B randomly selects
ri,1, ..., ri,ℓi ∈ Zp, and computes:

Ci,k = gxi(s−si)M
i
k,1

ni∏
ι=2

gyi,ιM
i
k,ιZ

−ri,k
ρi(k)

,

Di,k = gri,k .

2) AAi = AA∗. B first computes C
′

∗ = gs,
E∗ = gsy

∗
, H∗ = gsβ

∗
. Then, B randomly se-

lects y
′

2, ..., y
′

n∗ ∈ Zp and constructs the vector
v∗ = (s, sa+ y

′

2, ..., sa
n∗−1 + y

′

n∗) to share the secret
s. Next, B randomly chooses r1, ..., rℓ∗ ∈ Zp. For
j ∈ [1, n∗], let Rj be the set of j ̸= k to make
ρ∗(ι) = ρ∗(k) hold. B computes:

C∗ = MbT · e(gs, gα
′
∆∗

)
∏

i∈F∗,i̸=∗
e(g, g)−αisi∆i ,

H∗ = gs∆
∗β∗ ∏

i∈F∗,i̸=∗
h∆iβi(s−si),

C∗,k = Z−rk
ρ∗(k)(

n∗∏
ι=2

(ga)y
′
ιM

∗
k,ι)(gbks)−zρ∗(k)(

∏
j∈Rj

n∗∏
ι=1

(g
aιsbk

bj )M
∗
j,ι),

D∗,k = g−rkg−sbk .

Finally, the ciphertext is:

CT ∗ = {C∗, H∗,∀i ∈ F∗, (C
′

i , Ei,∀k ∈ [1, ℓi], (Ci,k, Di,k))}.

• Phase 2: Phase 1 is repeated.
• Guess: A outputs a guess b

′ ∈ {0, 1} of b. If b
′
= b,

B outputs u
′
= 0, and guesses that T = e(g, g)a

q+1s,
which means CT ∗ is a legal ciphertext of Mb. If b

′ ̸=
b, B outputs u

′
= 1, and guesses that T is a random

group element in GT.

If the A is able to break our scheme with a non-negligible
advantage ϵ, then when u = 1, Mb is perfectly hidden from
A, and he cannot obtain any valid information about b. At
this point, Pr[b

′ ̸= b|u = 1] = 1
2 , and the B guesses u

′
=

1 with the maximum advantage Pr[u
′
= u|u = 1] = 1

2 .
When u = 0, the A can get the correct ciphertext, and the
advantage is ϵ. At this point, Pr[b

′
= b|u = 0] = 1

2 + ϵ,
and the B guesses u

′
= 0 with the minimum advantage

Pr[u
′
= u|u = 0] = 1

2 + ϵ. In summary, the advantage of the
B is:

AdvB = |1
2
(Pr[u

′
= u|u = 0] + Pr[u

′
= u|u = 1])− 1

2
| = ϵ

2
.

(9)

Since ϵ is non-negligible, thus ϵ
2 is likewise non-

negligible, thus the B is able to solve Decisional q-parallel
BDHE problem with a non-negligible advantage. However,
it is against the security assumption. Therefore, there is no
probabilistic polynomial-time adversary A that can defeat
our scheme with a non-negligible advantage, that is our
scheme is IND-CPA secure. ■

6.2 Security Analysis of Anonymous Key Distribution
Protocol
Theorem 2. The anonymous key distribution protocol is Leak-
Free and Selective-Failure Blind.

The proof for the above two properties is similar to
literatures [7], [39], we omit them here. ■

6.3 Security Analysis of Internal Fraud Attack
In multi-authority scenario, a corrupt AAi and a malicious
insider can collude to perform the internal fraud attack:
AAi uses the master key MKi to generate an illegal private
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key for DU to achieve unauthorized access, as implicitly
described in Phase 1 of the “Security Analysis of Confiden-
tiality”. In the following, we will explain in detail how our
scheme resists internal fraud attack.

Suppose that AA1 is corrupt and AA2 is honest. In our
scheme, a malicious insider A cannot collude with AA1 to
get the correct private key. There are two cases as follows.

Case 1: AA1 runs AA Setup correctly.

• System Setup: Assume that the Global Setup is
executed correctly, and the public parameters is:

PP = {e, p, g, h,G,GT ,H}.

AA1’s On-Chain public key is OPK1
1 = e(g, g)∆1 ,

OPK2
1 = h∆1 , the attribute set is A1 =

{a1,1, ..., a1,n}, and the public and master keys are:

PK1 = {I1, B1, X1, Y1,Γ
1
1,Γ

2
1, a1,j ∈ A1, Z1,j , V1,j},

MK1 = {α1, β1, x1, y1, γ1, a1,j ∈ A1, z1,j}.

AA2’s On-Chain public key is OPK1
2 = e(g, g)∆2 ,

OPK2
2 = h∆2 , the attribute set is A2 =

{a2,1, ..., a2,n}, and the public and master keys are:

PK2 = {I2, B2, X2, Y2,Γ
1
2,Γ

2
2, a2,j ∈ A2, Z2,j , V2,j},

MK2 = {α2, β2, x2, y2, γ2, a2,j ∈ A2, z2,j}.

• Encryption: The DO encrypts the message M using
the access structure of AA1 and AA2, and the cipher-
text is:

CT = {C = Me(g, g)

∑
i∈{1,2}

(αi∆isi)

,

H, i ∈ {1, 2}, C
′

i , Ei, k ∈ [1, ℓi], Ci,k, Di,k}.

• Key Generation: There exists a malicious internal
user A who has he legitimate GID u and the at-
tributes from AA2 in the ciphertext, but does not
have the attributes from AA1. Firstly, A runs the
anonymous key distribution protocol with AA2 to

get the Semi-Finished key S̃K2
u

′

. After CS imposes
the On-Chain state, the final private key from AA2

is:

SK2
u ={K2 = gα2∆2gx2tu,2∆2hβ2u∆2h

y2∆2
β2+u , L2 = gtu,2∆2 ,

R2 = h
∆2

β2+u ,∀a2,j ∈ (S ∩A2), F2,j = gz2,jtu,2∆2}.

Since A does not have the attributes from AA1, thus
he tries to collude with AA1 to get the illegal private
key:

(SK1
u)

′
={K1 = gα1gx1tu,1hβ1uh

y1
β1+u , L1 = gtu,1 ,

R1 = h
1

β1+u ,∀a1,j ∈ (S ∩A1), F1,j = gz1,jtu,1}.

However, A can only get the Semi-Finished key
from AA1. Finally, the private key is SKu =
{(SK1

u)
′
, SK2

u}.
• Decryption: A performs Decryption, and get the

following result:

Result =
Me(g, g)α1∆1s1e(g, h)u∆1β1s1

e(g, g)s1α1e(g, h)s1β1u
(10)

From Equation (10), it can be seen that M can be re-
covered if A obtains OMK1 = ∆1. However, under

the DL assumption, A cannot get OMK1 = ∆1 from
the known parameters in polynomial time, as this is
computationally hard for A.
Suppose that A tries to construct a Key-Request
Transaction TR containing the fake attribute com-
mitments, but it is difficult to be verified by the
blockchain, and TR fails to be packed into the
blockchain. Suppose that A constructs a Key-Request
Transaction TR containing the correct attribute com-
mitments, and provides the fake attribute commit-
ments to AA1 trying to obtain the relevant pri-
vate keys. However, AA1 cannot generate a Key-
Response Transaction TR′ containing the fake at-
tribute commitments to pass the verification of
blockchain.
Therefore, neither the malicious insider nor the cor-
rupt the AA can use the fake attribute commitments
to bypass the blockchain, so that A cannot obtain a
private key with On-Chain status to enable unautho-
rized access.

Case 2: AA1 runs AA Setup incorrectly.
AA1 attempts to publish the public key that does not

have the On-Chain status, that is:

PK1 = {I1 = e(g, g)α1 , B1 = hβ1 , X1, Y1,

Γ1
1,Γ

2
1, a1,j ∈ A1, Z1,j , V1,j}.

However, using PK1 in encryption means that the data
is at risk of leakage, which is useless for DO. ■

6.4 Security Analysis of User collusion

Suppose there are AA1, AA2, and u1, u2, u3 in the system,
u1 and u2 have the same attribute set and get their private
keys SK1

u1
and SK1

u2
from the AA1 respectively, u3 obtain

the private keys SK2
u3

from AA2.

SK1
u1

={K1 = gα1∆1gx1tu1,1∆1hβ1u1∆1h
y1∆1
β1+u1 , L1 = gtu1,1∆1 ,

R1 = h
∆1

β1+u1 ,∀a1,j ∈ (S ∩A1), F1,j = gz1,jtu1,1∆1},

SK1
u2

={K1 = gα1∆1gx1tu2,1∆1hβ1u2∆1h
y1∆1
β1+u2 , L1 = gtu2,1∆1 ,

R1 = h
∆1

β1+u2 ,∀a1,j ∈ (S ∩A1), F1,j = gz1,jtu2,1∆1},

SK2
u3

={K2 = gα2∆2gx2tu3,2∆2hβ2u3∆2h
y2∆2
β2+u3 , L2 = gtu3,2∆2 ,

R2 = h
∆2

β2+u3 ,∀a2,j ∈ (S ∩A2), F2,j = gz2,jtu3,1∆2}.

User collusion consists of two cases.
Case 1: Collusion to generate illegal private keys.
Since there is a linear relationship between the different

components in the private keys, users with the same at-
tribute set can collude to generate private keys correspond-
ing to the same attribute set for another user.

In our scheme, user’s private keys do not have any linear
relationship, if DU u1 and DU u2 try to generate illegal
private key SK1

ũ for ũ, where

SK1
ũ ={K1 = gα1∆1gx1tũ,1∆1hβ1ũ∆1h

y1∆1
β1+ũ , L1 = gtũ,1∆1 ,

R1 = h
∆1

β1+ũ ,∀a1,j ∈ (S ∩A1), F1,j = gz1,jtũ,1∆1}.
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TABLE 2
Comparison of Privacy-Preserving MACP-ABE Schemes

Scheme Access Structure Order Group GID Hiding Attribute Hiding Decentralized Authentication Internal Fraud Resistance
Ye [17] LSSS Prime ✓ × × ×
Ma [20] LSSS Prime ✓ × × ×
Han [7] LSSS Prime ✓ ✓ × ×
Hu [27] LSSS Prime ✓ ✓ × ×

Zhang [19] LSSS Prime ✓ × × ×
Zhang [28] LSSS Prime ✓ ✓ × ×

Liu [31] LSSS Composite ✓ × × ×
Li [32] LSSS Prime ✓ × × ×

Duan [33] LSSS Prime ✓ × × ×
Ours LSSS Prime ✓ ✓ ✓ ✓

they must reconstruct h
∆1

β1+ũ or h
y1∆1
β1+ũ . However, it is

impossible to achieve this only by u1, u2, SK
1
u1
, SK1

u2
under

the DL assumption.
Case 2: Collusion to recover the plaintext.
Users who cannot satisfy the access policy on their own

will attempt to recover plaintext by combining their decryp-
tion results. Assume a message is encrypted by (A1 ∧ A2),
and the ciphertext is:

CT ={C = Me(g, g)(α1∆1s1+α2∆2s2), H = h(β1∆1s1+β2∆2s2),

i ∈ {1, 2}, C
′

i , Ei, k ∈ [1, ℓi], Ci,k, Di,k}.

Let u1 satisfy A1 and u3 satisfy A2. u1 and u3 execute
Decrypt algorithm, and combine their calculation results
into Result = M · e(g, h)(u1β2∆2s2+u3β1∆1s1). To recover
M, they must get e(g, h)(u1β2∆2s2+u3β1∆1s1). However, this
is difficult to achieve with only u1, u3, hβ1∆1 , hβ2∆2 , and
CT under the DL assumption. ■

7 PERFORMANCE ANALYSIS

In this section, we provide a theoretical and experimental
analysis of our scheme with the related privacy-preserving
MACP-ABE schemes. Table 2 shows the features compar-
ison among Ye [17], Ma [20],Han [7],Zhang [19],Zhang
[28],Liu [31],Li [32] and Duan [33] in terms of Access Struc-
ture, Order Group, GID Hiding, Attribute Hiding, Decen-
tralized and Internal Fraud Resistance.

From the table, we can easily observe that most schemes
adopt the LSSS access structure and Prime order groups
to construct the scheme, which is expressive to access pol-
icy and better performance compared to Composite order
groups. In terms of privacy, although all schemes achieve
GID hiding, only schemes Han [7], Hu [27], Zhang [28]
and ours further achieve attribute hiding. In key generation
of other schemes, the AA can explicitly learn the user’s
attributes, leading to privacy leakage. Furthermore, only our
scheme achieves decentralized authentication and internal
fraud resistance.

7.1 Theoretical and Experimental Analysis
Since schemes Han [7], Hu [27], Zhang [28] and ours simul-
taneously achieve protection for both GID and attributes,
thus we conduct a further theoretical and experimental anal-
ysis of these schemes. The experiments are run on a desktop
computer (Intel(R) Core(TM) i5-4590 CPU@ 3.30GHz with
4GB RAM) based on Ubuntu 18.04 LTS and the Java paring-
based cryptography library 2.0.0 [40]. We adopt the Type
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Fig. 7. Comparison of Storage

A pairing constructed on the curve y2 = x3 + x over the
field Fq for some prime q = 3 mod 4. For each policy, the
attributes come from 3 AAs, that is F = 3, and we repeat
the experiment 20 times and adopt the average values.

Table 3 presents a comparison of storage and algorithm
computation across the the four schemes. In terms of stor-
age, as shown in Fig.7, We can see that our scheme and
Zhang [28] perform similarly, both outperforming Han [7].
This is because Han [7] contains redundant components
in ciphertext and private key, resulting in higher storage
cost for both. Hu [27] performs best in both characteris-
tics, mainly because it only sets a final secret and does
not set sub-secrets for each access structure. This setting
also enables the scheme to have a lower computational
overhead in encryption and key generation than the other
schemes, shown as Fig.8(a) and Fig.8(b). However, this
results in the intermediate results of the access structure
during decryption being unable to be added together and
offset against the final secret, which significantly increases
the decryption cost, as shown in Fig.8(c). In contrast, our
scheme performs best in decryption, similar to Zhang [28].
From the comparison of storage and algorithm computation
above, we observe that our scheme and Zhang [28] perform
very close. However, Zhang [28] relies too much on the
centralized ACS and the scheme has poor reliability, while
our scheme effectively reduces the centralization risk and
improves the reliability through the decentralized anony-
mous authentication mechanism.

Furthermore, since the above schemes, except for Hu
[27], utilize the NISMP protocol for anonymous private key
distribution, we theoretically analysis the performance of
anonymous key distribution among the three schemes in
Table 4, as shown in Fig.9. It is evident that the communica-
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TABLE 3
Comparison of Storage and Algorithm Computation

Scheme Ciphertext Private Key Encryption Key Generation Decryption
Han [7] |GT|+ (3|F|+ 2

∑
i∈F

ℓi)|G| (6|F|+ |S|)|G| |F|TEGT
+ (3|F|+ 3

∑
i∈F

ℓi)TEG (9|F|+ |S|)TEG (4|F|+
∑
i∈F

2ℓi)TP + (|F|+
∑
i∈F

ℓi)TEG

Hu [27] |GT|+ (1 + 2
∑
i∈F

ℓi)|G| (2|F|+ 1 + |S|)|G| TEGT
+ (1 + 3

∑
i∈F

ℓi)TEG (3|F|+ 1 + |S|)TEG (|F|+ 1 +
∑
i∈F

2ℓi)TP +
∑
i∈F

2ℓiTEG

Zhang [28] |GT|+ (2|F|+ 1 + 2
∑
i∈F

ℓi)|G| (3|F|+ |S|)|G| |F|TEGT + (3|F|+ 3
∑
i∈F

ℓi)TEG (6|F|+ |S|)TEG (2|F|+ 1 +
∑
i∈F

2ℓi)TP + (
∑
i∈F

ℓi + 1)TEG

Ours |GT|+ (2|F|+ 1 + 2
∑
i∈F

ℓi)|G| (3|F|+ |S|)|G| |F|TEGT
+ (3|F|+ 3

∑
i∈F

ℓi)TEG (6|F|+ |S|)TEG (2|F|+ 1 +
∑
i∈F

2ℓi)TP + (
∑
i∈F

ℓi + 1)TEG

|G|, |GT|: The length of element in G and GT, F : The number of the AA corresponding to the access structure or the private key, ℓi: The number
of attribute in the ith access structure, |S|: The size of user attribute set, TEG : The exponential operation in group G, TEGT

: The exponential
operation in group GT, TP : The bilinear pairing operation.
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Fig. 8. Comparison of Algorithms

TABLE 4
Comparison of Anonymous Key Distribution

Schemes Communication Cost Computation Cost
DU-AA AA-DU DU AA

Han [7] 9|Zp|+ (12 + 4|S ∩Ai|)|G|+
|S ∩Ai||GT| 5|Zp|+ (12 + 2|S ∩Ai|)|G| (37 + 7|S ∩Ai|)TEG+

3|S ∩Ai|TEGT
+ (4 + 3|S ∩Ai|)TP

(31 + 5|S ∩Ai|)TEG+
4|S ∩Ai|TEGT

+ (3 + 5|S ∩Ai|)TP

Zhang [28] 8|Zp|+ (6 + 4|S ∩Ai|)|G|+
|S ∩Ai||GT| 7|Zp|+ (10 + 2|S ∩Ai|)|G| (29 + 7|S ∩Ai|)TEG+

3|S ∩Ai|TEGT
+ 3|S ∩Ai|TP

(24 + 5|S ∩Ai|)TEG+
4|S ∩Ai|TEGT

+ 5|S ∩Ai|TP

Ours 9|Zp|+ (5 + 3|S ∩Ai|)|G|+
|S ∩Ai||GT| 8|Zp|+ (8 + 2|S ∩Ai|)|G| (10 + 5|S ∩Ai|)TEG+

3|S ∩Ai|TEGT
+ 3|S ∩Ai|TP

(12 + 4|S ∩Ai|)TEG+
4|S ∩Ai|TEGT

+ 5|S ∩Ai|TP

|G|, |GT|, |Zp|: The length of element in G, GT and Zp, |S ∩ Ai|: The number of attribute in S ∩ Ai, TEG : The exponential operation in group
G, TEGT

: The exponential operation in group GT, TP : The bilinear pairing operation.
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Fig. 9. Comparison of Anonymous Key Distribution

tion and computation costs of all schemes increase linearly
with the number of attributes. However, our scheme demon-
strates the best performance in both the key request phase
(Fig. 9(a) and Fig. 9(c)) and the key response phase (Fig. 9(b)
and Fig. 9(d)). This superior performance is primarily due to
the use of blockchain technology in our scheme to reliably

execute the authentication process. As a result, the DU and
the AA only need to generate the request and response
parameters and validate the transactions.
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Fig. 10. Smart Contract in Anony-
mous Authentication
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7.2 Blockchain Performance

Our scheme employs the blockchain to verify the identity
of the DU and the process of key generation. Therefore, we
evaluate the blockchain performance, especially the smart
contract. We chose Hyperleder Fabric v2.2 as the blockchain
platform with Raft consensus mechanism [41] and tested
blockchain performance using Hyperledger Caliper v0.5.0
1, a performance benchmark tool capable of measuring
different blockchain platforms.

We evaluate the latency of User Initialization,
Pseudonym Verification, Attribute Verification and Key
Generation Verification (We achieved this by a smart con-
tract) from contract invocation to contract confirmation
(writing to the blockchain ledger), shown in Fig.10 and
Fig.11. As can be seen from the figures, the latency of User
Initialization is at a relatively steady level, while the latency
of other contracts shows a more evident linear increase with
the growth of the number of attributes. When the number
of attributes is less, the latency grows slowly, and when the
number of attributes is higher, the latency grows faster. For-
tunately, it is tolerable for a stand-alone test environment,
and the performance can be better when a blockchain with
higher throughput and optimized consensus mechanism is
employed.

8 CONCLUSION

This paper introduces a privacy-improving MACP-ABE
with internal fraud attack resistance based on blockchain.
First, we achieved decentralized anonymous authentication
mechanism based on smart contract, significantly enhancing
system reliability. Second, we designed a blockchain-based
anonymous key distribution protocol to resist internal fraud
attack. The private keys of users are generated by three
distinct parties, ensuring that neither the AA nor CS can ac-
cess any information about the private keys. We thoroughly
analyzed the security of the scheme and compared it in
detail with others, and the results showed that our scheme
has better performance and provides stronger security. We
will focus on the traitor tracking issues in multi-authority
scenarios in the future.
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