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A B S T R A C T
Meta-computing in Industrial Internet of Things (IIoT) has triggered a dramatic advance du
gigantic supports of computation power for processing complex IIoT tasks. However, users id
are encountering security and verification issues since emerging threats derive from dynami
operations in the cross-organization context. Even though blockchain-based Decentralized I
(DID) is an alternative for offering a strengthened identity governance, current verifiability
documents still encounters vulnerabilities due to the involvement of the less trustful third
that maintain the storage of binding relationships between DID identifiers and public keys.
paper, we propose a novel Verifiable and Searchable Decentralized Identity (VS-DID) mod
focus on the verifiability of DID documents and propose a verifiable registry scheme that
verifiable binding relationships. In order to enable efficient queries in large-scale users’ iden
meta-computing IIoT, we develop an on-chain-off-chain query strategy that adopts a slide w
accumulator. The experimental results show that our scheme reduces aggregate proof tim
commitment time by 93.5% and 96.5%, respectively, compared to the Merkle SNARK scheme
maintaining reasonable verification time, significantly improving the efficiency of DID reg
large-scale IIoT environments.

duction
ergency of meta-computing has been powering

ing and service models of contemporary Indus-
et of Things (IIoT) due to the implementation
technical characteristics, e.g., blockchain native

ccess. It enables distributed computing power via
e increasing computation and storage capabilities
t of Things (IoT) devices to achieve a higher-
uting power integration [47, 54, 20]. Considering
ess setting in meta-computing-empowered IIoT,
challenges is to secure the verification of users’
ithin the multi-system context [21, 25].
rnative solution is to explore the implementation
alized Identity (DID), which leverages advanced
e diagram techniques to enhance the efficiency
lity of data storage [43, 30]. The existing work
implied a great transformative potential in rev-

g identity verification practices across diverse
g., in finance, healthcare, and logistics [5]. To
, hashed data are stored on-chain in a Merkle
a complete copy of data is off-chain stored. This
reduces the amount of data stored in blocks as
alues are stored on-chain. Thus, the maintenance
data storage is lowered down, which facilitates

le off-chain data storage and guarantees data
d tamper-resistant.

er, existing schemes lack verifying DID docu-
rise the cost of data maintenance, which causes
meeting the demands of querying large-scale

data. In W3C standards [44], for example, the bi
of DID identifiers and public keys are stored in the
document after the user registry. A potential risk ex
DID documents are maintained by a third party b
binding relations need verification, which causes a
flict when covering privacy concerns [15, 32]. As
domain/organization user authentication is a commo
quirement in meta-computing, unexpected releases
lations threaten the security of users’ identities. Mor
computation and maintenance maybe costly, since upd
on-chain data requires re-computing tree roots in the c
Merkle tree-based storage model. The challenge bec
further greater when encountering large data worklo
the IIoT context. These issues have been rarely address
previous research.

In order to address challenges above, in this pap
focus on the issue of verifiable registry of decentr
identity and propose a novel Verifiable and Searc
Decentralized Identity (VS-DID) model in order to r
the verifiability of DID documents and support effi
queries in large-scale user identity systems. Fig. 1 illus
a high-level architecture of the proposed VS-DID mod
essence, in our proposed approach, blockchain-based
utilizes a network of nodes to store identity informatio
lowing each individual/object to control and manage id
data. We highlight the effect of all participants’ acc
(either physically or virtually) in meta-computing-en
IIoT. Specifically, the purpose of employing DID in
computing IIoT is to guarantee the security of identity
ernance while ensuring a proper adaptability, e.g., hig
s the corresponding author. ciency and low computing costs. Cross-domain/organization

t al.: Preprint submitted to Elsevier Page 1 of 14
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Figure 1: The high-level architecture of the proposed VS-DID model for meta-computing-enabled IIoT.

ts are covered by the proposed model, which
users and hardware/software.

approach, both on-chain and off-chain storage
in order to reduce the workload of on-chain

hich is one of the key elements influencing the
ce of meta-computing in IIoT. Considering the
y of the third-party owning DID documents, our
evelops a verifiable registry to ensure the binding
etween the user key pairs and DID identifiers.
le mainly consists of three parts, namely, User
ID Update, and DID Document. The binding

etween DID identifiers and public keys are veri-
h membership verification proof. The verifiable
based on a bilinear tree-based commitment to
-variance proof. DID document is an extension

-Value Commitment (KVaC) dictionary structure
nds key-value pairs to a commitment, allowing
eir existence and consistency without revealing
key-value content.

ress the high maintenance cost issue discussed
propose a slide-window accumulator-based stor-
nism, in which uses a hierarchical storage setting
ers only store DID and Verifiable Credentials

(VCs) on the blockchain and leave other data store
chain. That is to say, the proposed accumulator improv
performance of DID verifier during the query verifi
process, whenever a user or DID verifier needs to pe
a query/verification. An algorithm is developed for
taining the sliding window accumulator and handling
queries. The design goals of the proposed approach
efficiency of identity query, storage saving, and ident
time updates.

The main contribution are as summarized as follow
• We have proposed a novel verifiable registry sc

that is specifically tailored for DID documents
verifiable registry is implemented through key-
commitment technology, so that the integrity an
mutability of the identity contents are ensured
proposed scheme considers the implementation
wide access in IIoT, which is capable of gove
meta-computing identity and authentication w
the multi-system context.

• We have developed a sliding window accumulat
achieving efficient data queries for both on-chai

off-chain, covering boolean queries and range queries.

t al.: Preprint submitted to Elsevier Page 2 of 14
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proposed accumulator can successfully support
nly DID implementations but also complex ap-
tion requirements in IIoT, i.e., meta-computing-
led resource integration and large volume data
essing cross distinct systems.
have conducted a theoretical analysis in security
efficiency and implemented experiment evalua-
for evaluating the performance of the proposed

mulator. Our evaluation results have demon-
ed that our approach has an advantage in offering
re verifiability and high efficiency, comparing to
r existing methods.

ainder of this paper is organized as follows. Sec-
s the work’s background and Section 4 presents
scriptions about the proposed model, covering
rinciples and major modules. We provide exper-

uations and main findings in Section 5. Related
een briefly reviewed in Section 2. Finally, con-
e drawn in Section 6.

ed Work
et al. [50] proposed a blockchain-based decentral-
ty management scheme applied to VANET (Ve-
-hoc Network) and other large-scale IoT networks.
[24] introduced a blockchain-based decentralized
entity authentication mechanism for VoIP (Voice
et Protocol), which addressed identity verification
es in network communication due to single points
and privacy concerns. This mechanism outper-
TLS [27] and SIP [23] protocols in terms of

ce and security. Parameswarat et al. [35] proposed
ric electric vehicle charging authentication proto-
ilizes blockchain-based decentralized identifiers.
ach combines VC with DID to provide zero-
proofs for users [11], enabling users to maintain
l over their identities, thus facilitating privacy-
user-centric authentication.
erved that prior methods mainly focused on ex-
mechanism of DID in various networking en-

, addressing concerns such as single points of
privacy protection in identity management [11].
ork also explored DID applications and proposed
in scheme to ensure the legitimacy of IoT node
48]. In contrast to the prior work, our current
ses on addressing security issues in identity reg-
pdates within DID systems.
ain and Off-chain Data Storage. On-chain and
ata storage is a data management strategy used
tems, where on-chain storage maintains key in-

or data hashes on the blockchain, while off-chain
responsible for actual data maintenance [51, 22,
us studies have explored various approaches to
on-chain and off-chain storage to achieve scal-
management [51]. For example, Cai et al. [9]
ted that this transferable approach could achieve a

fine-grained transaction framework with multi-layer st
designs. Liu et al. [29] combined Trusted Executio
vironments (TEE) with an on-chain and off-chain str
to enable trustworthy data collection. Our work ai
leverage the on-chain-off-chain strategy for construc
scalable DID implementation in meta-computing en
ments.

Sallal et al. [37] employed the Selene voting schem
and permissioned chains in blockchain voting syste
ensure election verifiability. The system generates a u
tracking code for each vote and provides it to the vot
this stage, the voting content is associated with the tra
code, but there is no record of the voter’s identity tied
tracking code. Voters can verify their votes without rev
their identity, thus ensuring transparency and fairn
the election results. However, this scheme requires
plex cryptographic techniques and system design, m
implementation challenging. Voter verification depen
the tracking code, so voters must safeguard their tra
codes properly; otherwise, they may not be able to
their votes. Deebak et al. [14] proposed a privacy-prese
seamless authentication mechanism using provable key
eration. Fotiou et al. [17] introduced a novel capabi
based access control model for IoT devices using veri
credentials. Shen et al. [39] proposed a privacy-prese
federated learning scheme based on the BCP cryp
tem, which can verify user identity and data integr
a multi-key environment. This scheme uses bilinear a
gate signatures and verifiable secret sharing to verify
data integrity and identity, effectively excluding erro
data from some users. Xie et al. [53] proposed an
disguise authentication system based on the first impre
of avatars in the metaverse.

However, bilinear aggregate signatures and verifiab
cret sharing techniques have high computational comp
particularly in large-scale, resource-constrained distri
systems. The public and private keys in bilinear ma
are relatively long, increasing the overhead for key st
and transmission. Additionally, participants in verifiab
cret sharing may deny their actions or secret shares,
weakens non-repudiation guarantees. Our scheme util
sliding window accumulator to achieve verifiable id
authentication. This approach reduces computational
head through incremental updates while ensuring sec
thus improving the efficiency of identity authenticatio

Various types of cryptographic accumulators have
proposed in the literature. Research has shown th
cumulators based on Elliptic Curve Cryptography (
[1] outperform RSA-based accumulators and Merkle
(MTs). Wang et al. [46] proposed cross-domain dy
accumulators through blockchain in IoT systems. Fote
al. [6] introduced the concept of oblivious accumul
which ensure privacy by concealing both the accum
elements and the set size from all parties involved.
presented a construction based on key-value commit
and established lower bounds on the communicatio
quired for these and almost-oblivious accumulators. X
t al.: Preprint submitted to Elsevier Page 3 of 14
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oposed dynamic proofs of liabilities from zero-
RSA accumulators. Liu et al. [31] introduced

ned authentication approach for range queries in
age blockchains, addressing the limitations of
arse-grained solutions. Si et al. [42] presented

d zero-knowledge proofs for lattice-based accu-
ECC-based accumulators offer several benefits,
maller membership proofs (witnesses) and more

erification due to fewer required mathematical
.

round
-computing-enabled IIoT

omputing is an emerging technical concept that
grates multiple technologies to serve those appli-
arios requiring trustworthy computing resource
g., industrial Internet, metaverse, or Web 3.0,
perating principle of this technology supports a
n of various technical merits, such as zero trust,
power sharing, and flexible computing services
]. Prior studies have pointed out that both hard-
oftware are objectives that are shared by imple-
ole of “manager" within a middle-ware layer. The
responsible for a group of tasks, such as estimat-
dating states of computing resources, allocating
offering trustworthy environment [45, 28]. In
ntext, a meta-computing-enabled IIoT primarily
timizing the utilization of available computing
re, from cloud/edge servers to IoT devices, while

g trustworthiness and security.
with the structure illustrated in Fig. 1, we em-

significance of the identity in meta-computing-
oT, on the basis of our understanding on meta-
, as the scope of identities cover not only user
ut also devices’ identities. The implementation
mputing requires inter-connectivities and inter-
etween various servers and devices, as well as
oups of participants; therefore, cross-domain ac-
of characteristics of meta-computing, i.e., estab-

rustworthy mechanism for identity verifications
ental requirement for achieving functionality of
uting. To be specific, in order to realize a meta-
-enabled IIoT, identity verification module is di-
ciated with a few representative modules, such
urce scheduler, trustworthiness manager, access
nager, and incentive controller. In our scheme, we
ntities of users and devices/servers in the scope of

and develop a DID scheme in order to meet the
cross-domain/organization.
g identity management solutions in IIoT, such as
Public Key Infrastructure (PKI) and federated

stems [13, 2], face challenges in scalability and
ness due to their reliance on centralized author-
nt decentralized approaches [7, 26], including
-based identity systems, offer improved security
arency but often suffer from high computational

overhead and limited interoperability. Our proposed
scheme addresses these limitations by providing a sca
interoperable, and trustless identity verification mech
tailored for meta-computing-enabled IIoT environmen
3.2. Verifiable Decentralized Identity (DID)

Decentralized Identity. DIDs fundamentally tran
the decentralized identity recognition framework. A
uniquely identifies the subject, whether a human or
human entity, and comprises three elements, namely, a
form Resource Identifier (URI) , a specific DID method
tifier, and a method-specific DID identifier. Furtherm
DID URL extends the basic DID by incorporating addi
URI components. Each DID resolves to a machine-rea
JSON-LD document known as a DID document, whi
cludes cryptographic public keys, service endpoints, au
tication parameters, timestamps, and metadata. By elim
ing the need for identity providers and centralized auth
DIDs allow entities to prove ownership with a priva
corresponding to the public key in the DID document.
fication occurs through accessing the public DID docu
shared via a verifiable data registry typically implem
using Distributed Ledger Technology (DLT) [36]. Veri
credentials [38] is another W3C specification that
an interoperable data structure for representing encry
verifiable, and tamper-evident claims.

Verifiable Authentication. There has been exte
research [10] on verifiable authentication. Dushku et a
propose a protocol that does not use public key encry
for IoT publish/subscribe communication paradigms
protocol uses a one-way key chain allowing multiple
fiers to prove one or more provers without pre-share
materials. The one-way key chain generates a series o
through a one-way function, enhancing system securit
simplifying key management. However, the length of th
chain is limited. Once all keys in the key chain are
up, a new key chain needs to be regenerated, incre
management complexity. Moreover, in certain appli
scenarios, users need to stay synchronized with the sy
If users and verifiers of the key chain are not synchro
verification failures may occur.

Moreover, current DID-based authentication sch
such as EVOKE [34] and CanDID [33], provide robust
tity management but face challenges in security and
putational efficiency. For instance, CanDID reliance o
zero-knowledge proof techniques introduces latency,
EVOKE’s RSA accumulator compromises data sec
Our proposed scheme addresses these issues by lever
a hybrid on-chain-off-chain storage strategy and a s
window accumulator, significantly improving scalabili
verification efficiency.

Cryptographic Accumulators. The cryptograph
cumulators [8] are proposed as a way to eliminate re
on trusted central authorities. Accumulators are us
cryptographically create a short, binding commitmen
set of elements, known as the accumulator value, ena
t al.: Preprint submitted to Elsevier Page 4 of 14
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f membership within a dataset through compact
umulator is defined as a family of one-way hash
hat exhibit a quasi-commutative property. A one-
unction ℎ transforms an input value 𝑣 of arbitrary
a fixed-size output called the hash value ℎ(𝑣). The
ture of this function implies that, given ℎ(𝑣), it is
nally infeasible to recover the original input. The

mutative property allows for the accumulation
n any order, making accumulators effective for
representing a set of elements and for efficiently
embership. To determine whether an element

ed in the accumulator value, one must compute
onding witness 𝑤𝑖, derived by accumulating all
ept 𝑣𝑖. Accumulators that verify the inclusion of
sing membership witnesses are called positive
rs, while those that verify non-inclusion through

ership witnesses are known as negative accumu-
umulators that support both functionalities are
as universal accumulators.

sed Model
gn goals
to achieve the following design goals in VS-DID.

nt Identity Query. We consider the requirement
uent and real-time identity verification in meta-
IIoT, such that an efficient query function for

m response is needed. User waiting time shall be
for satisfying the requirement of user experience
ctions in multiple implementations in IIoT, e.g.,
ansactions and remote interactions. The function-
ntity query shall support multi-domain applica-
n tons of participant IoT devices.
le Secure Storage. We consider the increasing
users with identity data a potential burden for

rage, along with the growth of meta-computing-
oT. Due to the distributed setting for both user
and meta-computing applications, blockchain-
tions require supports from an effective on-chain-

echanism in order to meet the demand of large
A scalable storage is needed to reach a balance
ta security and storage saving.
ble Timely Update. A meta-computing-enabled
ally consists of multiple subsystems for dealing
ct tasks, which leads to dynamic updates for
tities. The attributes used for defining VCs maybe
updated within a certain system context, so that
rification for identity updates is needed. A con-

exist in weighting security and efficiency. Thus,
achieve a timely update on identity information

enting verification errors and other technical risks
outdated information.
el Design
VS-DID model, identity registry is designed for
he requirements of meta-computing in IIoT, in

context. First, users register their identities through a
system by which a DID 𝖵𝖾𝗋𝗂𝖿 𝗂𝖾𝗋 verifies the user’s id
from a registry application. A DID can be issued by a
𝖨𝗌𝗌𝗎𝖾𝗋 when the registry request is successfully ve
We assume that a VC is issued by a trusted party (a
𝖨𝗌𝗌𝗎𝖾𝗋), so that a VC is used to prove the authentic
the user’s identity in subsequent operations. For trus
thy verification, a verifiable registry is maintained b
DID 𝖨𝗌𝗌𝗎𝖾𝗋, which stores encrypted key-value pairs
registered user’s DID and public key) and processes d
signatures.

The verifiable registry applies a key-value commit
based authenticated dictionary, in which the key-valu
of the user’s public key and DID are bound to a commit
This commitment can be made public for verifiers to
the existence and consistency of the data. When a
user registers, the new key-value pair will be paired w
commitment to ensure its immutability and integrity.
a user’s public key changes, the system will calculate
DID value and commitment. The user’s public key and
are paired with the commitment; then, the key-value p
the registry is updated.

In addition, the 𝗏𝖾𝗋𝗂𝖿 𝗂𝖾𝗋 uses a public key provid
the user as the key and the user’s DID as the value, wh
DID𝖵𝖾𝗋𝗂𝖿 𝗂𝖾𝗋 checks the user’s key-value pair in the veri
registry. The 𝗏𝖾𝗋𝗂𝖿 𝗂𝖾𝗋 then measures the key-value pai
the previously published commitment. When the pro
key-value pair matches the content in the commitment,
prove that the key-value exists in the the original data
bound to the commitment at a certain time. Therefor
DID 𝖵𝖾𝗋𝗂𝖿 𝗂𝖾𝗋 authenticates the user’s identity.

In this work, we propose a hybrid on-chain and off-
storage approach to ensure information integrity verifi
while minimizing blockchain storage usage and overa
tem consumption, All users’ DIDs and VCs informatio
stored off-chain, while only the computed root hash v
are stored on-chain.

A typical VC contains a large number of keywor
lated to user behavior and capabilities. This work extrac
keywords from VC and aggregates them through data a
gation, forming a data object with the aggregated key
set. Storing all data objects on the blockchain would
sume significant resources and result in slow query s
for traversing all data objects. Therefore, to address
issues, we propose a sliding window accumulator stru
in which the hash of all data objects is calculated,
the result recorded as the root hash of the sliding wi
accumulator. Only these root hash values are stored o
blockchain.
4.3. Trustworthy Verification
4.3.1. DID Registry

During the DID register phase, it is necessary
sociate the user’s identity information with the veri
registry. In the VS-DID model, we encode the user’s id
information as a vector and compute the vector commi
to establish the binding relationship. Specifically, i
orts trustworthy verifications in the cross-domain

t al.: Preprint submitted to Elsevier Page 5 of 14
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ed in the DID Verifiable Registry

Description
Identity vector, 𝐖 = (𝑤0, 𝑤1,… , 𝑤𝑙−1).
𝑖-th element of 𝐖.
Commitment to 𝐖.
Proof for 𝑤𝑖.
Aggregated proof for subset 𝑈 .
Aggregated commitment for subset 𝑈 .
Generators of 𝔾1 and 𝔾2.
Bilinear pairing, 𝑒 ∶ 𝔾1 × 𝔾2 → 𝔾𝑇 .
Target group of bilinear pairing.
Trapdoor in commitment scheme.
Selection function in multilinear polynomial.
Security parameter.
Public parameters.
Secret key.
Public verification key.
Subset of indices in 𝐖.
Number of positions 𝑤𝑖 is shifted.
Supplementary info for updating proofs.
𝑗-th node in binary tree path for 𝑤𝑖.
Number of identical bits between two paths.

er phase, the user generates a commitment 𝐶 and
ing proof 𝜋 for their identity information vector
n submits a registry request. The DID verifier
tes the proof using the provided commitment.

essful validation, the commitment and proof are
n the verifiable registry. To ensure efficient ag-
nd management of commitments, we employ a
ar tree structure as the foundational framework

mmitment scheme. Table 1 shows the symbols
ptions usd in DID registry. The proposed vector
nt scheme includes four phases: generation of
egation of proof, verification of proof, and update
ation of proof. We initially adopt the principles
roof [41] and polynomial commitments [52] by
g the original identity information vector 𝐖 =
, 𝑤𝑙−1) ∈ ℤ𝑙

𝑝 using a multilinear extended poly-
ction 𝑓 . Subsequently, we construct the commit-
a bilinear pairing group, where the group 𝔾1 and

erated by the respective generators 𝑔1 and 𝑔2, and
𝑒 mapping 𝔾1 × 𝔾2 → 𝔾𝑇 . Specifically, let us
𝑖𝑗 (𝑗 ∈ [0, 𝑛]) as the verification key located at

sition of 𝐖.
mmitment is shown in Eq. (1).

𝑔𝑓 (𝐀)1 = 𝑔
∑𝑙−1

𝑘=0 𝑤𝑘𝑌𝑘,𝑛(𝐀)
1 =

𝑛−1∏
𝑗=0

(𝑔𝑌𝑘,𝑛(𝐀)1 )𝑤𝑘 , (1)

enotes a trapdoor, 𝑌𝑘,𝑛 (𝑘 ∈ [0,2𝑛)) denotes the
unction. The trapdoor 𝐴 is used to generate the
nt 𝐶 . It ensures that the commitment is binding
, meaning that an adversary cannot forge a valid

values without knowing the knowledge of 𝐴. To r
the proof generation time, we employ a binary linea
structure to recursively decompose the multilinear ext
polynomial function. All commitments involved in th
to root of 𝑤𝑖 represents the proof 𝜋𝑖 for 𝑤𝑖. Specifical
proof generation process consists of the following func

• 𝑝𝑝, 𝑆𝐾, 𝑃𝑉 𝐾 ←𝖦𝖾𝗇(𝜆): Inputs the security pa
ter 𝜆. Outputs the public parameters 𝑝𝑝, public
cation key 𝑃𝑉 𝐾 , and secret key 𝑆𝐾 .

• 𝐶 ← 𝖢𝗈𝗆(𝐖): Inputs the identity information v
𝐖 = (𝑤0, 𝑤1, ..., 𝑤𝑙−1) and outputs the commi
𝐶 of 𝐖 ∈ ℤ𝑙

𝑝.
• 𝜋𝑖 ← 𝖮𝗉𝖾𝗇(𝑤𝑖, 𝑖): Inputs the the position 𝑖 an

element 𝑤𝑖 at the 𝑖-th position in 𝐖. The algo
outputs the corresponding proof 𝜋𝑖.

Aggregation of proof. In the VS-DID model, w
gregate the proofs of individual elements 𝑤𝑖 in the
identity information vector𝐖 into a single aggregated
This aggregated proof verifies the integrity and acc
of the entire vector 𝐖. Inspired by Hyperproof [41
apply the Non-interactive Inner Product Arguments (IP
facilitate proof aggregation. We use the IPA to gener
aggregated proof 𝜋𝑈 and a corresponding aggregated
mitment 𝐶𝑈 from all individual proofs and their asso
verification keys. Specifically, the proof aggregation pr
consists of the following function:

• 𝜋𝑈 , 𝐶𝑈 ← 𝖠𝗀𝗀𝗋(𝑤𝑖, 𝜋𝑖, 𝑈 ) (𝑖 ∈ 𝑈 ): Inputs the
vidual vector element 𝑤𝑖 and the corresponding
𝜋𝑖. The algorithm outputs the aggregated proof 𝜋
aggregated commitment 𝐶𝑈 .

Verification of proof. During the verification p
the public verification key is 𝑔2, and the user submi
proof 𝜋𝑖 = (𝑥𝑖,𝑛, 𝑥𝑖,𝑛−1,… , 𝑥𝑖,1), where 𝑥𝑖,𝑛 is the 𝑛-th
of the 𝑖-th path in the binary linear tree. The DID v
verifies the validity of the proof by computing 𝑒(𝐶∕𝑔
and ∏

𝑗∈[0,𝑛] 𝑒(𝑥𝑖,𝑗 , 𝑔
𝑎𝑗−𝑖𝑗
2 ). When Eq. (2) holds, the pr

successfully verified.
𝑒(𝐶∕𝑔𝑎𝑖1 , 𝑔2) =

∏
𝑗∈[0,𝑛]

𝑒(𝑥𝑖,𝑗 , 𝑔
𝑎𝑗−𝑖𝑗
2 ).

Specifically, the proof verification process consists
following function:

• (0, 1) ← 𝖵𝖾𝗋𝗂𝖿𝗒(𝐶,𝑈, 𝜋𝑈 , (𝑤𝑖)𝑖∈𝑈 , (𝑃𝑉 𝐾𝑖)𝑖∈𝑈puts the proof 𝜋𝑈 , the commitment 𝐶 and the v
element 𝑤𝑖. The algorithm outputs 0 or 1.

Update of proof. To enhance the practicality and
tainability of VS-DID, we address proof updates whe
positions of elements in the identity information vect
altered. Suppose the position of element 𝑤𝑖 in vect
is shifted by Δ positions. To achieve the update o
nt or extract information about the committed
t al.: Preprint submitted to Elsevier Page 6 of 14
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ing commitment and proof, supplementary infor-
ut element 𝑤𝑖, as outlined in Eq. (3), is required.

{
𝑠𝑢𝑝𝑖′,𝑗 , 𝑗 ∈ [0, 𝑛]

}
=
{
𝑔
𝑌𝑖′ ,𝑗 (𝐀)
1 , 𝑗 ∈ [0, 𝑛]

}
. (3)

ement 𝑤𝑖, its proof update after shifting by Δ
provided in Eq. (4).

= 𝑥𝑖′,𝑗 ⋅ (𝑠𝑢𝑝𝑖′,𝑗−1)Δ = 𝑥𝑖′,𝑗 ⋅ (𝑔
𝑌𝑖′ ,𝑗−1(𝐀)
1 )Δ. (4)

re, for both the pre-update proof 𝜋𝑖 and post-
of 𝜋𝑖′ , we consider the same nodes between the
d the 𝑖′-th path in the binary linear tree. Specifi-
ices 𝑖 and 𝑖′ share 𝑏 identical bits, it implies that
[𝑛 − 𝑏 + 1, 𝑛], 𝑖𝑗 = 𝑖′𝑗 . The proof 𝜋𝑖 for 𝑤𝑖 is

demonstrated in Eq. (5).

𝑥𝑖,𝑗 ⋅ (𝑠𝑢𝑝𝑖,𝑗−1)Δ = 𝑥𝑖,𝑗 ⋅ (𝑔
𝑌𝑖,𝑗−1(𝐀)
1 )Δ (5)

itment 𝐶 is updated as follows:

𝐶 ⋅ 𝑔
𝑌𝑖′ ,𝑛(𝐀)
1 = 𝐶 ⋅ (𝑠𝑢𝑝𝑖′,𝑛)Δ. (6)

y, the proof update process consists of the follow-
n:
′ ← 𝖴𝗉𝖽𝖺𝗍𝖾(𝐶, 𝑖′,Δ): Inputs the commitment 𝐶 ,
′-th position, and the shifted position Δ. Outputs
pdated commitment 𝐶 ′ and proof 𝜋′.

ty of DID Registry. DID Register scheme meets
ness and soundness of the classic commitment

rief observation are given as follow:
.1. Correctness If an honest prover  follows
l to generate a commitment 𝐶 and proof 𝜋𝑈 for
⊆ {0, 1,… , 𝑙 − 1}, then for any 𝑖 ∈ 𝑈 , the

using the correct input, will always accept the
running 𝖵𝖾𝗋𝗂𝖿𝗒(𝐶,𝑈, 𝜋𝑈 , (𝑤𝑖)𝑖∈𝑈 , (𝑃𝑉 𝐾𝑖)𝑖∈𝑈 ).

Correctness of DID registry can be quantified as

𝖾𝗋𝗂𝖿𝗒(𝐶, 𝑖, 𝜋𝑖, 𝑤𝑖, 𝑃 𝑉 𝐾𝑖) = 1
]
= 1. (7a)

𝖾𝗋𝗂𝖿𝗒(𝐶,𝑈, 𝜋𝑈 , 𝑤𝑖, 𝑃 𝑉 𝐾𝑖) = 1
]
= 1. (7b)

ation. Given a security parameter 𝜆, the public
𝑝𝑝, a vector 𝐖 = (𝑤0, 𝑤1,… , 𝑤𝑙−1) ∈ ℤ𝑙

𝑝, and
ey pair (𝑆𝐾, 𝑃𝑉 𝐾).  generates a commitment
ctor 𝐖 using 𝐶 ← 𝖢𝗈𝗆(𝐖). Since  is honest,
tment 𝐶 correctly binds to 𝐖. For each position uses the private key 𝑆𝐾 , which is known

honest prover, to generate a proof 𝜋𝑖 for 𝑤𝑖 at
y 𝜋𝑖 ← 𝖮𝗉𝖾𝗇(𝑤𝑖, 𝑖).  aggregates the individual
a single proof 𝜋𝑈 for the subset 𝑈 using 𝜋𝑈 ←

𝑖)𝑖∈𝑈 ). The aggregated proof 𝜋𝑈 is computed
ay that it can be used to verify the correctness

es {𝑤𝑖}𝑖∈𝑈 with respect to the commitment 𝐶 .
r  receives (𝐶,𝑈, 𝜋 , (𝑤 ) , (𝑃𝑉 𝐾 ) ). To

check the validity of the proof,  runs the verificati
gorithm 𝑏 ← 𝖵𝖾𝗋𝗂𝖿𝗒(𝐶,𝑈, 𝜋𝑈 , (𝑤𝑖)𝑖∈𝑈 , (𝑃𝑉 𝐾𝑖)𝑖∈𝑈 ),
𝑏 ∈ {0, 1} indicates whether the proof is accepted (𝑏
or rejected (𝑏 = 0).

By the construction of the DID Register, if all ste
followed correctly by  , then for any 𝑖 ∈ 𝑈 , the verifi
algorithm must return 1. This is due to the commitm
and the individual proofs 𝜋𝑖 being generated in accor
with the protocol, and the aggregation 𝜋𝑈 being cons
with these individual proofs.
Theorem 4.2. Soundness The probability of findin
different messages generating the same commitment i
ligible. Formally, for the different vectors 𝑉 and 𝑈
the Probabilistic Polynomial Time (PPT) adversary 
chance of winning the verifier is negligible:

𝑃𝑟

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

𝑝𝑝, 𝑆𝐾, 𝑃𝑉 𝐾 ← 𝖦𝖾𝗇(𝜆),(
𝐶,

(𝑈,𝑤𝑖, 𝑃 𝑉 𝐾𝑖, 𝜋𝑈 )𝑖∈𝑈 ,
(𝑉 ,𝑤′

𝑗 , 𝑃 𝑉 𝐾𝑗 , 𝜋′
𝑉 )𝑗∈𝑉

)
← (𝜆, 𝑝𝑝) ∶

1 ← 𝖵𝖾𝗋𝗂𝖿𝗒

(
𝐶,𝑈, 𝜋𝑈 ,
𝑤𝑖, 𝑃 𝑉 𝐾𝑖

)

𝑖∈𝑈
∧

1 ← 𝖵𝖾𝗋𝗂𝖿𝗒

(
𝐶, 𝑉 , 𝜋′

𝑉 ,
𝑤′

𝑗 , 𝑃 𝑉 𝐾𝑗

)

𝑗∈𝑉
∧

∃𝑡 ∈ 𝑈 ∩ 𝑉 ,𝑤𝑡 ≠ 𝑤′
𝑡

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

≤ ne

Observation. It is computationally infeasible for a
sary  to find two different vectors 𝐖1 ≠ 𝐖2 such
𝐶 = 𝖢𝗈𝗆(𝐖1) = 𝖢𝗈𝗆(𝐖2).Suppose  can find two different vectors 𝐖1 an
such that (𝑔𝑎0 , 𝑔𝑎1 ,… , 𝑔𝑎𝑙−1 ) = 𝖢𝗈𝗆(𝐖1) = 𝖢𝗈𝗆
This implies that  can find two different sets of
nents (𝑎0, 𝑎1,… , 𝑎𝑙−1) and (𝑎′0, 𝑎

′
1,… , 𝑎′𝑙−1) such that

𝑔𝑎
′
𝑖 ,∀𝑖 ∈ {0, 1,… , 𝑙 − 1}. Since 𝑔 is a generator of a

group of prime order 𝑝, only happen if 𝑎𝑖 ≡ 𝑎′𝑖 (mod 𝑝)
{0, 1,… , 𝑙 − 1}. It means that the exponents 𝑎𝑖 and 𝑎′𝑖be the same modulo 𝑝.

Finding two different sets of exponents that produ
same commitment would imply that the adversary can
the q-SDH assumption. Specifically, if  could fin
different sets of exponents that result in the same co
ment, they could use this information to compute 𝑔1∕(𝑥+
some 𝑐 ∈ ℤ∗

𝑝 , which contradicts the q-SDH assumption
Formally, the probability that a polynomial-time adv
can find such 𝐖1 and 𝐖2 is negligible:
Pr[∃𝐖1 ≠ 𝐖2 ∶ 𝐶 = 𝖢𝗈𝗆(𝐖1) = 𝖢𝗈𝗆(𝐖2)] ≤ ne

By leveraging Correctness and Soundness, our m
ensures that DID documents are tamper-evident. The
mitment 𝐶 binds the vector 𝐖 in DID document to a u
value, and any change to 𝐖 would require recomputi
which is impossible without the trapdoor 𝐀. Specifi
Correctness ensures that legitimate DID documen
always verified. Soundness makes it computationally
sible to forge proofs for tampered documents.
𝑈 𝑖 𝑖∈𝑈 𝑖 𝑖∈𝑈

t al.: Preprint submitted to Elsevier Page 7 of 14
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ifiable DID Query Processing
onal blockchain query processing suffers from
y and insufficient performance. In the worst case,
quired for a query is linearly related to the number
jects in the block. Therefore, using inter-block
n queries can help improve query performance.
ver a user needs to query a series of behaviors,
se aggregated data objects for Boolean range
r example, in three blocks, there are three data
𝑜2, 𝑜3. 𝑜1 contains keywords {A, B}, 𝑜2 contains
B, C}, and 𝑜3 contains keywords {C, D}. If the
"C" ∩ "E" }, the three data objects can be aggre-

tain the set 𝑆 = {𝐴,𝐵, 𝐶,𝐷}. The user can then
e that the query does not hold because { "C"∩ {A,
= ∅ . However, this traditional method of inter-

egation has significant limitations. If query q = {
}, following the previous inter-block aggregation
ery 𝑞 satisfies the set 𝑆, causing the inter-block

n index not to work properly, thus degrading to
y processing.
VS-DID model, when a user submits a series of

a verifier, the DID verifier first needs to verify
ness of the user’s DID and VC. After obtaining
DID and VC, the verifier queries the off-chain
information. The verifier extracts keywords from
quests within a time range and divides them into
queries. Each subquery corresponds to a sliding
cumulator with a window size of 𝐾 . For each
the sliding window accumulator index is used

corresponding keyword object set. Then, the
n operation is performed on the found keyword
to verify whether the query is valid. If the result
rsection operation is an empty set, the query is
valid; otherwise, the system returns the result of
tion operation.

ding window accumulator is similar to a Merkle
es several different block data objects to generate
a sliding window accumulator query tree. This

ure can significantly improve the performance
ckchain. The mechanism creates a sliding win-

ulator index for each data object on the most
locks, where 𝑘 is also the window size of the
dow accumulator. During query processing, we
the sliding window accumulator index to ob-

rresponding keyword object sets. Then, we use
n operations to verify whether the query holds.
viously mentioned example, 𝑞 = }}𝐴ε ∩ }}𝐷ε,

the sliding window accumulator index and obtain
sets where keywords A and D appear, which are
3} respectively. Then, we perform an intersection

and get an empty set, successfully proving the
valid. The design of the sliding window accumu-
s the issue of query failures caused by traditional

aggregation. It also effectively improves query
nd optimizes system performance.
hm 1 introduces the implementation of Boolean
iven a query format 𝑄 = ([𝑡𝑠, 𝑡𝑒],Υ), the system

Algorithm 1 Boolean Query Processing
Require: Query condition 𝑄 = ([𝑡𝑠, 𝑡𝑒],Υ)
Ensure: Query result 𝑅𝑇

1: 𝑅 ← ∅; 𝑞𝑠 ← DivideQuery(𝑄)
2: for each 𝑞 in 𝑞𝑠 do
3: ([𝑡′𝑠, 𝑡

′
𝑒],Υ) ← 𝑞

4: 𝑅trie ← ∅
5: for each keyword 𝑤 in Υ do
6: 𝑅𝑤 ← QuerySWATrie(𝑤, 𝑏𝑒′ .root)
7: Add 𝑅𝑤 to 𝑅trie
8: end for
9: 𝑅𝑇 ← BooleanComputation(𝑅trie,Υ)

10: end for
11: return 𝑅𝑇

should return all results that satisfy the intersection
the query keywords. The algorithm can be executed in
steps: First, the query is divided into a series of subqu
each corresponding to a sliding window of size 𝑘.
each subquery uses the sliding window accumulator
to get the results. Finally, all results are merged to ge
the final result. The specific process of using the s
window accumulator for Boolean queries can be divide
the following three phases.

Phase I: Divide Query Range. For a query 𝑄,
query’s time window is larger than 𝑘, then 𝑄 will be di
into several subqueries with a size of 𝑘. If the time wi
of the last subquery is smaller than 𝑘, the last subqu
time window will overlap with the previous subquery
may lead to redundant query results but will not affe
correctness of the final query.

Phase II: Subquery Processing. For each subquer
([𝑡𝑠, 𝑡𝑒],Υ) with a time window of 𝑘, we first traver
sliding window accumulator tree on block 𝑏𝑒 to fin
results of this subquery. This subquery result includ
database objects corresponding to the keywords. The
can perform Boolean expression operations on all dat
objects according to the query keyword requirements
the result 𝑅𝑟.

Phase III: Subquery Result Aggregation. All sub
results are aggregated to obtain the final query result a
Merkle proof path.

Algorithm 2 introduces the implementation of a
query function. Since the query process in a two-dimen
time range is almost similar to Algorithm 1 in div
the query range, this description will focus on sub
processing without detailing the process of dividin
query range under range queries.

Given a subquery 𝑞 = ([𝑡𝑠, 𝑡𝑒], [𝛼, 𝛽]), we first tra
the sliding window accumulator tree on block 𝑏𝑒. F
root node 𝑛 of the subtree, if its range [𝑙𝑛, 𝑢𝑛] is comp
covered by [𝛼, 𝛽], the system directly generates the M
proof path. If the range [𝑙𝑛, 𝑢𝑛] partially intersects with
the comparison continues with the child nodes of th
node 𝑛 until the root node’s range is fully covered by
t al.: Preprint submitted to Elsevier Page 8 of 14
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Algorithm
Require:
Ensure: Q

1: Initiali
2: while
3: 𝑛 ←
4: if [𝑙
5: 𝑅
6: else
7: fo
8:
9: en

10: else
11: 𝑅
12: end
13: end w
14: return

Algorithm
Require:

state 𝑠
Ensure: N

1: (AHD
2: for eac
3: Add
4: end fo
5: if Veri
6: Swa
7: end if
8: return

If the rang
search dire
4.3.3. DID
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2 Range Query Processing
SWA-B Tree root, query condition [𝛼, 𝛽]
uery result 𝑅
ze an empty queue; queue.enqueue(root)
queue is not empty do
queue.dequeue()

𝑛, 𝑢𝑛] ⊆ [𝛼, 𝛽] then
← 𝑅𝑛
if [𝛼, 𝛽] ∩ [𝑙𝑛, 𝑢𝑛] ≠ ∅ then
r each child 𝑛′ of 𝑛 do
queue.enqueue(𝑛′)
d for

← ∅
if

hile
𝑅

3 Verifiable Registry Update
New key-value pairs [𝑘𝑗 , 𝑣𝑗]𝑗 at time 𝑖, current
𝑡𝑖 at time 𝑖
ew dictionary summary 𝑑𝑖+1, new state 𝑠𝑡𝑖+1
, 𝑑𝑜, 𝑠𝑡𝑜) ← Init(⋅)
h [𝑘𝑖, 𝑣𝑖] in the set of key-value pairs do
[𝑘𝑖, 𝑣𝑖] to AHD

r
ficationLookup(𝑑𝑖, [𝑘𝑖, 𝑣𝑖], 𝜋lookup) == 1 then
p ([𝑘𝑖, 𝑣𝑖], [𝑘𝑗 , 𝑣𝑗])

𝑑𝑖+1, 𝑠𝑡𝑖+1

e [𝑙𝑛, 𝑢𝑛] does not intersect with [𝛼, 𝛽] at all, the
ctly returns a path proof failure.

Update
tical IIoT applications, new users continuously
tem due to the implementation of meta-computing,
es user information to change over time. There-
odel needs to consider the situation of user infor-
dates. We describe an authenticated dictionary-
ess of verifiable user information updates in the
the identity issuance phase, the DID issuer pairs
DID with their public key and stores the gen-

value pair in a verifiable registry. This verifiable
based on an RSA authenticated dictionary, which
version immutability proof. This authenticated
is an extension of KVaC authenticated dictio-

ture. Key-Value commitment is a cryptographic
used to bind key-value pairs to a commitment. It
r existence and consistency without exposing the
y-value contents. This technique has broad appli-
rivacy protection and data verification. It allows
a commitment that includes a hash or other form
y of the data without revealing the actual data

time and, when needed, prove that the commitment co
specific key-value pairs by providing the correspondin
and value to verify that these key-value pairs are cons
with the original data.

In a KVaC-based authenticated dictionary, each
value pair is bound to a commitment. This commi
can be a hash value or another form of summary o
key-value pair. This commitment can be made publ
verifiers to check the existence and consistency of the
When a specific key-value pair needs to be verifie
verifier can provide the corresponding key and valu
compare them with the previously published commit
If the provided key-value pair matches the content
commitment, it proves that this key-value pair exists
original data and was bound to the commitment at a c
time. In this paper, the verifiable registry is an extens
the KVaC authenticated dictionary, combined with the
encryption algorithm. Whenever a new user register
new key-value pair is paired with a commitment, ensur
immutability and integrity. This commitment is essen
a summary. Whenever a user’s DID or public key cha
the registry updates the key-value pair by first calculati
new value and summary, then pairing them, and updati
registry’s version number to maintain version immuta
No two identical key-value pairs can exist under the
version number. As an extension of the KVaC authent
dictionary, for stronger key-value binding, this paper u
append-only version number to track all historical ma
records. Thus, this paper introduces the new cryptogr
primitive of an authenticated historical dictionary to
tain the registry.

Algorithm 3 introduces the key-value update funct
the verifiable registry. Whenever a key-value pair ne
be updated and replace the old key-value pair, it is nece
to verify the consistency of the key-value pairs at t
the corresponding user proof paths, and the summary
initialized authenticated dictionary. This prevents mal
tampering with the dictionary records. Only when th
value pairs, summary, and user information are corre
the key-value pairs in the registry be updated. After upd
the key-value pairs, it is necessary to regenerate the
sponding summary for the time period to ensure its int
and immutability. The design and implementation o
verifiable registry ensure data integrity, immutability
historical traceability in the distributed digital identit
tem by introducing key-value commitments, RSA aut
cated dictionaries, and historical authenticated diction
This design enhances system security and reliabilit
provides strong support for applications in other fields

5. Experiment and the Results
5.1. Experiment Configuration

The experiment of VS-DID is conducted on a har
environment consisting of an Intel(R) Core(TM) i5-10
CPU @ 1.10GHz processor, 40GB of storage, and
of RAM, running the Ubuntu 20.04 operating system
en, the user can publish this commitment at any

t al.: Preprint submitted to Elsevier Page 9 of 14
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aded Experiment Evaluation of DID Registry. Update commitment time and Update all proofs time is the tota
24 changes to the vector. For Update all proofs time, dividing the total time by 1024 gives an average time per u
o 12.50 ms.

Time Costs 𝑛 =30
𝑤=4 𝑤=8 𝑤=16 𝑤=32 𝑤=64 𝑤=128 𝑤=256 𝑤=512 𝑤=1024 𝑤=2048

Aggregate proofs time (s) 0.04 0.08 0.16 0.32 0.64 1.26 2.48 4.93 9.83 19.85
fy an individual proof time (s) 0.02 0.03 0.06 0.12 0.24 0.47 0.94 1.89 3.77 7.66
y an aggregated proof time (s) 0.04 0.07 0.13 0.25 0.49 0.95 1.82 3.15 6.64 12.76
pdate commitment time (s) 0.02 0.04 0.07 0.12 0.24 0.44 0.81 1.50 2.73 4.93
Update all proofs time (s) 0.03 0.07 0.14 0.26 0.50 0.94 1.84 3.48 6.65 12.79

Tree-based Accumulator Scheme
Time 𝑛 = 8 𝑛 = 16 𝑛 = 32 𝑛 = 64

er Generation (s) 0.257 0.305 0.340 0.510
rover (s) 6.227 7.272 8.077 10.417
erifier(s) 0.003 0.003 0.003 0.003

f the experiment is to evaluate the performance
istry and query mechanisms in VS-DID, focusing
ommitment for DID registry and a sliding window
r for DID queries.
DID registry process, the vector commitment

implemented in Golang using the mcl crypto-
rary1. The mcl library is designed for efficient
ve pairing operations, specifically supporting the
1 elliptic curve. It provides optimized operations
ebraic groups 𝔾1, 𝔾2, and 𝔾𝑇 , making it highly
r cryptographic applications that rely on pairing-
mes. In this experiment, the mcl library handles
ic operations required for generating and veri-
r commitments. To further improve efficiency,

sed aggregation scheme from Hyperproof2 is used,
he aggregation of multiple commitments and
a single verification step, reducing computational

The experimental setup includes different vector
{4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048}, and

e heights 𝑛 ∈ {3, 4, 5, 30}, to examine their effect
ormance of the registry process.

DID query process, the sliding window accu-
heme is implemented using the Bellman-Bignat

hic library3. This library is specialized for large
rations and building SNARK circuits, which are

or cryptographic constructs such as Merkle ac-
. In this experiment, the Merkle accumulator is
using the Bellman-Bignat library’s large integer

to enable efficient querying of DID sets. Ad-
zero-knowledge proof verification for the accu-
implemented using the Groth16 proving system,
K circuits built on the BLS12-381 elliptic curve,

ithub.com/herumi/mcl.git
ithub.com/hyperproofs/hyperproofs-go.git
ithub.com/alex-ozdemir/bellman-bignat

ensuring both cryptographic security and operationa
ciency. The performance is evaluated with different v
sizes 𝑤 ∈ {16, 32, 64, 128, 256, 512, 1024, 2048}.
5.2. Experiment Results

Overall Results. We observe that when 𝑛 = 30, th
of the public parameters for the Merkle SNARK sc
reaches approximately 50GB, and the parameter ge
tion process requires over 30 hours. Given the signi
time costs associated with the SNARK-based commi
scheme, we choose to balance between the values of 𝑤
𝑛. For our VS-DID scheme, we maintain the height
bilinear tree at 𝑛 = 30 and assess the time perform
for 𝑤 ∈ {4, 8, 16, 32, 64, 128, 256, 512, 1024}. In co
for the Merkle SNARK scheme, we adjust the Merkl
height between 𝑛 = 3 and 𝑛 = 5 for the vector
𝑤 ∈ {8, 16, 32, 64}.

In this experiment, we evaluate the performance
vector commitment scheme for DID registry using s
key metrics: Aggregate Proofs Time, Individual Proof
fication Time, Aggregated Proof Verification Time, Co
ment Update Time, and the time to Update All Proofs.
metrics are chosen to assess the efficiency and scalabi
the system across different vector sizes. Aggregate P
Time and Aggregated Proof Verification Time measu
efficiency of aggregating and verifying multiple proo
multaneously, which is essential for handling large dat
Individual Proof Verification Time reflects the system’
formance when verifying smaller subsets of data, wh
important for real-time applications. Commitment U
Time captures the system’s responsiveness when upd
the vector commitment due to changes in DID inform
while update all proofs time evaluates the cost of
taining proof consistency as vector sizes increase.
metrics provide insights into the system’s scalabilit
efficiency in dynamic environments where frequent up
and verifications are required, helping us understa
potential for real-world applications.

The experiment results in Table 2 and Table 3 a
tained through empirical measurements in our experim
In Table 2, the Update Commitment Time and Upda
proofs time are calculated by executing 1024 update
ations and recording the total time taken. The total ti
then divided by 1024 to obtain the average time per u

Similarly, other values such as Aggregate proofs time costs

t al.: Preprint submitted to Elsevier Page 10 of 14
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RK scheme versus DID registry.

me Costs Scheme 𝑤=8 𝑤 = 16 𝑤 = 32 𝑤 = 64
𝑛=3 𝑛=4 𝑛=5 𝑛=3 𝑛=4 𝑛=5 𝑛=3 𝑛=4 𝑛=5 𝑛=3 𝑛=4

e proofs time (s) Merkle SNARK 0.32 0.38 0.44 0.63 0.76 0.86 1.27 1.49 1.73 2.54 2.98
Ours 0.02 0.02 0.03 0.03 0.03 0.04 0.05 0.06 0.07 0.08 0.10

fy time (s) Merkle SNARK 0.003 0.003 0.003 0.003 0.003 0.003 0.003 0.003 0.003 0.003 0.003 0
Ours 0.01 0.01 0.01 0.02 0.02 0.02 0.03 0.03 0.04 0.05 0.05

nt time costs (s) Merkle SNARK 11.88 18.32 19.30 22.99 36.39 38.02 44.30 68.59 71.67 82.90 131.32 1
Ours 0.65 0.70 0.82 1.23 1.24 1.50 2.27 2.43 2.86 4.10 4.59

time costs are measured by recording the total
erate and verify aggregated proofs, and then aver-
the number of operations. In Table 3, Parameter
Time is measured by recording the time taken
the parameters for the Merkle tree accumulator,
e is calculated by measuring the time taken to
proof, and Verifier Time is the time taken to

generated proof, with the verification time being
across different values of 𝑛. All experiments are
on standard hardware and software configurations

Section 5.1), and each experiment is repeated
es to ensure consistency. The values reported in

re the averages of these repeated trials.
perimental results for DID registry using vector
nts, as shown in Table 2, illustrate the perfor-
varying vector sizes 𝑤 with a fixed Merkle tree
30. As the vector size increases from 𝑤 = 4

48, the time costs for different operations exhibit
le growth. Specifically, the time for aggregating
s from 0.04 seconds at 𝑤 = 4 to 19.85 seconds
48, while the time to verify an individual proof
rom 0.02 seconds to 7.66 seconds across the same
ilarly, verifying an aggregated proof takes from
ds at 𝑤 = 4 to 12.76 seconds at 𝑤 = 2048. The
ed to update the commitment and all proofs also
ith the vector size, where the update commitment
s from 0.02 to 4.93 seconds, and the update all
ranges from 0.03 to 12.79 seconds.
presents the experimental results for the DID

ess using a Merkle tree-based accumulator scheme.
evaluate three key time metrics: parameter gen-

e, prover time, and verifier time, across different
e heights (𝑛 = 8, 𝑛 = 16, 𝑛 = 32, and 𝑛 = 64).
eter generation time, as the tree height increases,
lso grows. It starts at 0.257 seconds for 𝑛 = 8,
.510 seconds for 𝑛 = 64, indicating that higher
lead to increased computational overhead during
tion of parameters. The prover time similarly
ith the tree height, starting at 6.227 seconds

and reaching 10.417 seconds for 𝑛 = 64. This
s that the time required for the prover to generate
omes longer as the complexity of the Merkle
. In contrast, the verifier time remains constant
conds across all tree heights. This demonstrates
ification process is highly efficient and unaffected

Figure 2: Parameter generation time of different algo
under different vector sizes.

Figure 3: Commitment and proof generation time of diff
algorithms under different vector sizes.

by the increase in Merkle tree height, ensuring fast
verification even as the underlying structure becomes
complex. Overall, the results highlight the scalability
scheme, with parameter generation and prover times in
ing with tree height, while verification remains consta
efficient.

In addition, we compared the effects of different v
size 𝑤, Sha256, Pedersen, Poisedon, and our scheme
different stages of time. Fig. 2 shows the time costs of p
eter generation, Fig. 3 shows the time costs of commi
and proof generation, and Fig. 4 shows the proof verifi
time. The experimental results demonstrate the super
of our proposed method in terms of efficiency, scala
t al.: Preprint submitted to Elsevier Page 11 of 14
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roof verification time of different algorithms under
ctor sizes.

y. Specifically, our method achieves significantly
meter generation times (Fig. 2), more efficient
nt and proof generation (Fig. 3), and consistently
erification times (Fig. 4) compared to traditional
. These results indicate that our method not only
mputational overhead but also scales effectively
vector sizes, making it highly suitable for DID

authentication in meta-computing-enabled IIoT
nts. By leveraging advanced cryptographic tech-
h as vector commitments and Merkle accumula-
proach ensures robust security while maintaining
rmance, outperforming existing methods in key
red with Merkle SNARK. The experimental

sented in Table 4 compare the time performance
kle SNARK scheme and our DID registry scheme

operations across different Merkle tree heights
or size 𝑤. The table evaluates three key metrics:
proofs time, verification time, and commitment
For aggregate proofs time, the Merkle SNARK

ows increasing time costs as both 𝑛 and 𝑤 grow.
le, at 𝑤 = 8 and 𝑛 = 3, it takes 0.32 seconds, and
ses to 5, this grows to 0.44 seconds. Similarly, at
he time increases from 2.54 seconds (𝑛 = 3) to
ds (𝑛 = 5). In contrast, our scheme demonstrates
r aggregate proof times across all configurations,
ranging from 0.02 seconds at 𝑛 = 3 and 𝑤 = 8 to
ds at 𝑛 = 5 and 𝑤 = 64, indicating significantly
iency compared to Merkle SNARK. For verifica-
he Merkle SNARK scheme maintains a constant
time of 0.003 seconds across all configurations
, showing no performance degradation as the
or window size increases. Our scheme, on the

, shows slightly higher verification times, starting
onds at 𝑛 = 3 and 𝑤 = 8, and rising to 0.06
𝑛 = 5 and 𝑤 = 64. While our scheme has higher
times, it remains efficient and scales reasonably
parameters. Finally, for commitment time costs,
SNARK scheme incurs significantly higher time

cially as 𝑛 and 𝑤 increase. For instance, at 𝑤 = 8

5, it jumps to 138.17 seconds. In comparison, our sc
exhibits much lower commitment times, starting at
seconds for 𝑛 = 3 and 𝑤 = 8, and increasing to 5.51 se
for 𝑛 = 5 and 𝑤 = 64, reflecting a substantial improv
in performance over the Merkle SNARK scheme.

Overall, the results demonstrate that while both sch
handle verification efficiently, our DID registry schem
nificantly outperforms the Merkle SNARK in terms
gregate proofs and commitment time, making it a
scalable and practical solution for large-scale applicat

In large-scale user and data environments, the DID
ifiable registry is proposed to efficiently handle secure
tity verification requests and potential performance b
necks. Specifically, the parameters used for proof ge
tion in the DID verifiable registry can be reused,
significantly reduces computational overhead and sup
efficient identity verification for a large number of
As shown in Fig. 4, the proof verification time for
registry remains consistently low at 0.003 seconds, ens
real-time responsiveness even under large-scale verifi
requests. Furthermore, the experimental results in Ta
and Table 4 demonstrate that our model supports effi
proof aggregation and updates. Proof aggregation a
multiple verification requests to be processed in ba
significantly reducing the overall verification time. Th
pability enables VS-DID to handle DID verification req
efficiently, even as the number of users and data scales u
combining reusable parameters, low verification time
efficient proof aggregation, our model effectively add
the challenges of scalability in large-scale environmen

6. Conclusion
This paper addressed the issue of authenticati

meta-computing-enabled IIoT and proposed a veri
computation-based DID scheme for ensuring both s
scalable storage and authentications. The proposed m
adopted a sliding window accumulator to facilitate bo
and range queries. We also utilized key-value commit
in a verifiable registry for trustworthy queries within t
thentication mechanism. Our model had been demons
to be effective in guaranteeing data integrity and tamp
resistant.

For future work, we plan to further explore the
ability of our model in large-scale industrial applic
by integrating it with other emerging technologies su
edge computing and blockchain. Additionally, we aim
prove the performance of our authentication mechani
optimizing the key-value commitment scheme for re
overhead in large systems. Finally, we will investiga
impact of different cryptographic techniques on the o
security and efficiency of the system, especially in
latency or resource-constrained environments.
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