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Abstract—Internet of Things (IoT) devices using subscrip-
tion services (e.g. connected vehicles accessing entertainment
programs) often purchase membership credentials from service
providers with limited usage counts or validity periods, we
call them pay-per-use or time span of membership services.
However, users’ access records, usage preferences, and habits
are collected by network adversarys or membership providers
for creating users’ profiles, targeted advertising, and even for
being sold maliciously. To deal with these problems, lots of
anonymous authentication protocols are proposed to provide
users with pseudonyms to conceal their real identities. Although
these protocols effectively prevent network adversarys from
compromising users’ privacy, membership service providers can
still gather users’ behavioral privacy via their membership cre-
dentials. Therefore, several scholars proposed k-times anonymous
authentication protocols and self-blind credentials to enhance
users’ privacy protection, but the k-times anonymous authen-
tication protocols are only for pay-per-use membership services
and the schemes of self-blind credentials are lack of regulating
malicious users. To address these issues, this article proposes an
anonymous authentication protocol for time span of membership
(AATM) with self-blindness and accountability. Specifically, we
utilize Structure Preserving Signatures on Equivalence Classes
(SPS-EQ) and Signatures with Flexible Public Key (SFPK) to
build accountable, self-blinding credentials that ensure that every
time a user visits a member, he or she can create a brand new
identity on their own, which not only prevents users from being
linked by service providers, but also supports conditional fair
regulation. Security and performance analyses show that AATM
is better than the state-of-the-art schemes in terms of security
and privacy-preserving capabilities, and its computation cost also
meets the practical application requirements.

Index Terms—Authentication, Anonymous, Accountability,
Self-blind credentials, Conditional privacy-preserving.

I. INTRODUCTION

ERVICE providers often offer personalized membership
services to the subscribed Internet of Things (IoT) devices
(e.g. vehicles requesting personalized entertainment programs
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from the service provider). A user is able to purchase a
membership credential with a fixed number of uses or limited
duration from the service provider, which is called pay-per-use
or time span membership services. This credential can then
be used to authenticate the user’s membership status with the
service provider during subsequent accesses to the service.

Traditional authentication protocols, such as Kerberos [1],
Open ID [2] and Oauth [3], are first proposed to provide
support for users to authenticate their membership identity
to service providers. However, users’ access records, usage
behaviors, and personal privacy data are collected by service
providers and adversarys for the purposes of user profiling,
targeted advertising, and even for profit-making.

In order to alleviate privacy concerns associated with
traditional authentication, numerous researchers have con-
ducted extensive research on privacy-preserving anonymous
authentication protocols, especially after the implementation
of GDPR! and CCPA? regulations. In general, anonymous
authentication protocols can be categorized into three types:
traditional anonymous authentication protocols, conditional
anonymous authentication protocols, and membership anony-
mous authentication protocols. Traditional anonymous authen-
tication protocols typically employ pseudonyms to indicate a
user’s identity and can be further classified into two categories:
static pseudonym-based authentication protocols [4], [5], [6],
[71, [8], [9] and dynamic pseudonym-based authentication
protocols [10], [11], [12], [13], [14], depending on whether the
pseudonyms remain unchanged or not during each authentica-
tion process. Although traditional anonymous authentication
protocols hide the user’s identity through pseudonyms, they
fail to provide accountability for malicious users. To mitigate
this risk, many scholars have proposed conditional anonymous
authentication protocols [15], [16], [17], [18], [19], [20], [21],
[22], [23], [24], [25], [26], where a trusted third party is
adopted as a regulator to uncover the real identity of adver-
saries. Unfortunately, the only one regulator in the schemes is
vulnerable to the single point of failure.

In addition, both traditional anonymous authentication pro-
tocols and conditional anonymous authentication protocols
achieve only the anonymization of a member’s identity. That
is, they only prevent adversaries from identifying a user by
sniffing data streams, service providers can still link users via
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his membership credential. Moreover, conditional anonymous
authentication protocols only focus on regulating malicious
users, lacking of consideration for the security of service
providers and membership credentials. Therefore, these anony-
mous authentication protocols cannot meet a user’s need for
the privacy and security requirements of membership services.
1) Privacy requirements. While enjoying membership ser-
vices, a user expects his private information such as usage
preferences, browsing history, and personal characteristics to
be protected. Anyone including a service provider cannot
usurp in an unauthorized way. 2) Security requirements.
When a dishonest membership provider deny the validity of a
user’s rightful membership credential, the user looks forward
to safeguard his rights.

In order to meet privacy requirements, the k-times anony-
mous authentication protocols [27], [28], [29], [30], one type
of membership anonymous authentication protocol, provide
privacy support for pay-per-use membership services, where
a user accesss services anonymously up to k£ times. However,
k-times anonymous authentication protocols not only are lack
of support for time span membership services but also fail to
prevent the user from being linked by the service provider.
To regulate dishonest membership provider, Huang et al.
[30] introduced identity list and application log into k-times
anonymous authentication protocols, but they still failed to
solve the problem of user linkage. Even though the self-blind
credentials [31], [32], [33], [34] prevent the linkage of a user
from membership service providers, they do not explicitly
indicate the credential’s validity period or the number of times
for use. Furthermore, the above schemes are unable to provide
accountability for malicious sharing of a user’s membership
credential.

Although these schemes provide privacy protection for users
when accessing membership services, they do not enable
users to access time span membership services without being
linked by a service provider, meanwhile lacking regulation of
malicious users and service providers. Therefore, we focused
on the privacy and security requirements of a user’s mem-
bership services, providing the user with a "zero-knowledge
membership identity" that allows him anonymously access
to time span membership services without being linked by
the service provider. Additionally, using Structure-Preserving
Signatures on Equivalence Classes with Signatures with Flex-
ible Public Key to bind the membership credentials of users
to the identity, combined with threshold secret sharing and
blockchain technology, we achieved distributed accountability
of users and service providers to effectively regulate the misuse
of anonymous membership credentials.

A. Contribution

The major contributions of this paper can be summarized
as:

1) Our work achieves anonymous access in time span mem-
bership authentication on the scenarios where a service
provider provides a personalized information service to
a IOT device. Specifically, our protocol allows a user
to anonymously access the service with an unlimited

number of times in the valid period of their membership
credentials.

2) Accountable self-blind credentials are constructed to
allow a user to update his membership credentials locally
to an equivalent and unlinkable new credential, which
mitigates the risk of being linked by the service provider.
At the same time, both malicious users and service
providers are regulated in a distributed way to guarantee
open and fair audit.

3) Security and performance analysis results show that
AATM achieves better privacy protection than state-of-
the-art schemes, and the computational overhead meets
the practical requirements.

The structure of this article is as follows. Section II de-
scribes the relate work. Section III introduces the preknowl-
edge. Section IV defines the model of our planned system,
the security model, and the security objectives. Section V
describes the details of the proposed protocol. In Sections VI
and VII, we analyze the security of the proposed protocol
and compare it with the state-of-the-art privacy-protecting
authentication protocols in terms of computation cost as well
security and privacy features. Section VIII concludes the
article.

II. RELATED WORK
A. Traditional anonymous authentication protocol

Traditional anonymous authentication protocols are first
designed to implement anonymous access services for users
by pseudonyms, which can be further classified into static
pseudonym-based anonymous authentication protocols [4], [5],
[6], [7], [8], [9] and dynamic pseudonym-based anonymous
authentication protocols [10], [11], [12], [13], [14] depending
on whether the pseudonym changes or not with each access.

Static pseudonym-based anonymous authentication proto-
cols use a static identifier to represent the user’s identity.
For example, to avoid the leakage of user privacy, the public
key was used to represent user’s identity in the Bitcoin [4]
system, and the use of a static string to represent a car pres-
sure sensor [5]. Similarly, dummy identities are employed to
provide anonymity for mutual authentication among vehicles
in vehicular ad hoc networks [6] and authentication between
vehicles and roadside unit (RSU) in VANETSs communications
[7]. Although anonymity authentication protocols utilize a
permanently fixed static pseudonym to hide a users identity,
adversaries can still track his behaviors by tracing the static
pseudonym.

In order to address the problem of linking a users iden-
tity through a fixed pseudonym, dynamic pseudonym-based
anonymous authentication protocols are proposed. Gope et al.
[11] designed a lightweight authentication protocol for IoT
devices, in which after each authentication, the device obtains
a new pseudonym from the server for the next authentication.
Li et al. [12] proposed a protocol for Industrial Internet of
Things, that a random number was selected to calculate an
authentication factor in order to prevent users’ behaviors from
being linked. However, the use of dynamic pseudonyms [11],
[12], that is, one pseudonym for one session, also makes it
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difficult to identify users and reduces the cost of evil for
malicious users.

B. Conditional anonymous authentication protocol

Conditional anonymous authentication protocols [15], [16],
[17], [18], [20], [21], [22], [23], [24], [25], [26] introduces a
trusted third party as a regulator who can reveal the identity
of a malicious anonymous user in the system. Xue et al.
[16] introduced a central authority to generate secret keys
for legitimate users accessing the cloud public data store,
which can be traced to malicious authenticators when ma-
licious authentication occurs in the system. Cui et al. [18]
proposed a conditional anonymous authentication protocol for
vehicular networks in multi-cloud environment, where vehicles
register with a Trusted Authority (TA) for proxy access to
cloud services. However, the single TA results in excessive
centralization of power, which poses a risk to user privacy
in the event of TA compromise or malfeasance. In order to
decentralize regulatory power, Li et al. [25] proposed a privacy
authentication scheme for abuse-resistant tracking, where the
secret keys for regulation were generated and stored in a
distributed manner, avoiding the problem of a single regulator
revealing the true identity of a vehicle.

In addition, group signature technology [35] is used to
achieve conditional anonymous authentication in [20], [36],
[17], [21], [22], [23]. Concretely, users are hided in a group,
and they can anonymously sign messages on behalf of the
whole group. Once malicious behavior occurs, the group
manager can open the signature to determine the identity of the
signer for regulation. Although these conditional anonymous
authentication protocols can regulate user’s behavior, they do
not provide adaptation for the membership services of the
Internet. Because only external adversarys are prevented from
identifying users by sniffing data streams, service providers
can still link users’ identities with their membership creden-
tials.

C. Membership anonymous authentication protocol

To mitigate the privacy risks posed by service providers
to membership users, several researchers have put forward
protocols [27], [28], [29], [30], [34], [37], [38] for membership
anonymous authentication.

k-times anonymous authentication protocols [27], [28], [29]
allow users to access pay-per-use membership services anony-
mously up to k times, while being able to track dishonest
users who exceed the k access limit. In 2022, Huang et
al. [30] applied the concept of k-time anonymous authen-
tication to pay-as-you-go cloud computing. Concretely, the
group manager and the cloud provider maintain an identity
list and an application log list, respectively, and the user
can request an anonymous identity from the group manager
before accessing the service. Then, the user can purchase a
k-times anonymous credential from the cloud provider with
the anonymous identity, and the valid count of credential is
recorded by the provider in the application log for subsequent
access. Unfortunately, these protocols [27], [28], [30], [29] do
not support time span membership services. In addition, during

each authentication, the service provider can link the user by
the validity count of the user’s membership credential.

Self-blind credentials was proposed by Verheul [31] to
address the issue of service providers linking users by member-
ship credentials. With self-blind credentials, users can update
their old valid credential to a new equivalent and unlinkable
credential locally. In 2008, Kiyomoto et al. [34] utilized self-
blind certificates to construct an identity authentication proto-
col where users can modify their own self-blind certificates
for each access, avoiding identity recognition and linkage
by service providers. In 2014, Hanser et al. [39] proposed
Structure-Preserving Signatures on Equivalence Classes (SPS-
EQ), a signature scheme with self-blinding properties, which
allows users to transform the acquired signature into an
indistinguishable representation on the same equivalence class.
Similarly, Backes et al. [33] proposed Signatures with Flexible
Public Key (SFPK), which imparted self-blindness to the key
pair, and constructed a self-blind credential in combination
with SPS-EQ. Specifically, due to the characteristics of SFPK
and SPS-EQ, this self-blind credential binds the user’s identity
to the credential, and SFPK provides an alternative trapdoor
key generation scheme for the system, which allows the
association of two SFPK public keys via a trapdoor, thus
breaking its unlinkability. Nevertheless, empowering only a
single regulator to hold the trapdoor and reveal the identity
of the user also comes with a single point of failure and
regulatory corruption.

Recently, an anonymous authentication protocol suitable for
time span membership services was proposed by Xu et al. [37].
To access the Private Key Generator (PKG), each device (DE)
in the protocol must first request a time-sensitive membership
credential from the PKG. And, the device is able to access the
PKG anonymously during the validity period of the credential.
However, the anonymous credential is invariant at each access
in scheme [37], and the service provider can link the user by
tracking the credential. Furthermore, Xu et al. [37] does not
introduce a regulatory mechanism, which leads to the misuse
of anonymous credential.

ITII. PRELIMINARIES

In this section, we introduce the cryptographic primitives
used in this paper, including Structure-Preserving Signatures
on Equivalence Classes (SPS-EQ), Signatures with Flexible
Public Key (SFPK) and threshold secret sharing algorithm.

A. Structure-Preserving Signatures on Equivalence Classes
(SPS-EQ)

SPS-EQ was proposed by Hanser et al. [39] in 2014.
In an equivalence relation R, the signature was considered
as a representative on an equivalence class which can be
transformed into multiple unlinkable representatives on the
same equivalence class. In other words, the signature of a
message can be changed without re-signing it, and the newly
generated signature is indistinguishable from the previous one.

The SPS-EQ consists of the following five algorithms:

BGGen(x): Input a security parameter y and return a
bilinear group BG := {p,G1,G2,Gr,e, P, Pl}, where the
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common group order p of the groups G1,G2 and Gr is a

prime of bitlength , e is a pairing and P as well as P’ are

generators of (G; and G, respectively.
KeyGengps(BG,1): Given the bilinear group BG and

vector length [ > 1, select £ Zx and (z;)!_, & (Z3)!, set
the private key as SKgps «— (z, (zz)i ;) and calculate the
public key PKsps ¢— (P, (z2P)_,) = (X, (X))'_,).

and finally output the secret key pair (PKgsps, SKsps).

Signsps(M,SKsps): Input M = (M;)\_, € (G})'
which is representative of the equivalence class [M]g , the
private key SKgps = (, (2;)!_,) and select y <= Zy 1o
compute:

!
I
Ly yz x; M; ()
i—1
(V,Y') <y (PP 3)

Then, output 0 = (Z1,Z,,Y,Y’) as the signature of the
equivalence class [M]g.

ChgRep(M,o,p, PKsps): Input a representative
M = (M;)_, € (G3)' of the equivalence class [M]r
, a signature o = (Z1,227Y,Y/), p € Z* , a SPS-EQ
public key PKgpg. Select y/ i Z, to compute o«
(pZ1,y pZa,y' Y,y Y ) and M« p-(M;)L_,, then return the
new representative and the new representative’s corresponding
signature (o, M").

Verifysps(M,o, PKspg): Input a representative
M = (M;)j—; € (G})" of the equivalence class [M]r and
the corresponding signature ¢ = (Zl,Zg,Y Yy’ ), and input

the public key PKsps = (X ,(X,)!_,) to check whether
both of the following holds:
1
? ’
[[e, ;) = (21, P) (4)
i=1
,
(ZlaY ) = (ZQ;X ) (5)
e(PY') L (Y, P) ©)

The signature will be accepted if the output is true, other-
wise it is rejected.

B. Signatures with Flexible Public Key (SFPK)

Inspired by SPS-EQ, Backes et al. [33] proposed Signatures
with Flexible Public Key (SFPK) in 2018, which extended the
key pairs to equivalence classes. In scheme [33], signers are
able to convert the signed key pairs into different represen-
tatives of the same equivalence class, and cannot distinguish
whether two secret keys belong to the same equivalence class
without a trapdoor 7.

A more efficient SFPK algorithm was designed by Hanzlik
et al. [40], which sacrifices a small amount of security but
brings efficiency gains compared to scheme of Backes et al.,
which consists of the following eight algorithms:

CRSGen(1*): Input a security parameter \, generate a
description BG := {p,G1,G2,Gr,e,91,92} of a bilinear
group by BG < BGGen(\), choose a y & Z, and calculate
Y, = glll and Yy, = gg, set p = (BG Yl,YQ) g1, g2 are
generators of respectively G; and Gbs.

KeyGen(1*): Choose z & Z;, set PKsppkx =
(91,97) and SKsppx = (Y{*, PKsrpK).

TKeyGen(1*): Choose = - Z7, set PKsppi =
(91,9%), SKsrpi = (Y{", PKsppK), and 7 = (g3).

Signsrprx(m, SKsrpr): Input a message m €
{0,1}*, choose r & Z; and return the signature o =
(Yle(m)Tangg)'

ChgPKsrprx(PKsrpk,r): For a public key
PKspprx = (A, B), compute PK:,;FPK = (A", B"), and
return the new public key PK :9 FPK-

ChgSKsrpk(SKsrpi,T): For a private
key SKsrpk = (Y{*,PKsrpKk), compute
PKSFPK = (AT,B’”),/ and return the new private key
SKgppr = ((Y1")", PKgppr)-

ChkRepsrpi (T, PKsppk): Input a public key
PKsrpr = (A, B). Return 1 iff e(A4,7) = e(B, g2).

Verifysrpxk(m,o, PKsrpk): Parse o as
(Sigsppi Si9¢rpr, Si9%ppx). parse  PKsprx  as
(A, B). Return 1 iff e(Sig%ppr,92) = e(g1, Sigs ppy) and
e(SZgSFPKvg2> = ¢(B,Y2) - e(H(m), Sigéppy)-

C. Threshold Secret Sharing

Threshold secret sharing was proposed by Shamir [41],
which shared secrets in a secure way. In this scheme, a master
secret D can be split into n fractions, which are distributed to
n secret conservators through a trusted manager. Any ¢ pieces
less than the threshold value cannot be reconstructed out of
the master secret D. It consists of the following steps:

Firstly, pick a random polynomial ¢ — 1 degree f(z) =
aop + a1z + ...a;_12*=1  mod p, in which f(0) = ap = D,

ai,as,...,a;_1 are random coefficients.
Then, randomly  choose n  different  points
(z1, f(x1)), ...y (Tn, f(x,)) in the two-dimensional plane,

where = € Z,\{0}, and evaluate:

D, = (xlvf(xl))7 7Dn = (xnaf(xn)) (7

Subsequently, (D1, ..., D,,) are distributed to n secret con-
servators.

Finally, given a subset consisting of any ¢ sub-secrets, it is
possible to find the coefficients of f(x) and eventually obtain
D = f(0) by interpolation.

mod p (8)

f(l") Z 931

J=1, J#Z

Furthermore, no subset with any number of elements less
than ¢ can be recovered from D.
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IV. PROBLEM STATEMENT

A. System model

The system proposed in this paper consists of five entities:
Identity Manager, User (IoT device, hereinafter referred to as
the user), Service Provider, Blockchain, and Regulators, as
shown in Fig. 1.

DInitialization

@Regulatory
Factors

Q " ] ‘ J‘_':ILAIiﬁalizaﬁm,

Regulator  Regulator

Identity Manager I (©Regulation Service Provider
l l (® Authentication
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(@Identity » @ @ @ 8
Registration @ @ BService
. . [Registration|
Identity Behavior
Blockchain Blockchain
(@ Credential
. /_> Self-blind
l (@] dentity Self-blind

Anonymous Anonymous
N~—
(© Identity Self-blind

User (IoT device)

Fig. 1. AATM system model

« Identity Manager is a semi-honest entity responsible for
issuing identities. When a user joins, it assigns a dynamic
anonymous identity and a legal identity credential to the
user, and generates regulatory factors, which are sent to
multiple regulators in order to regulate malicious users.
For better reliability, user’s registration information will
be recorded on the identity blockchain.

o User can obtain a self-blinded, anonymous identity from
the identity manager. With the identity, the user can
anonymously obtain a time span self-blinded membership
credential from the service provider and have anonymous,
unlinked access to the membership service for the dura-
tion of the credential. In addition, the user can request
regulation to protect his rights.

« Service provider is an entity that provide various Internet
membership services, receive requests from users, issue
self-blinded membership credentials for users, or pro-
vide anonymous authentication for membership services.
Similar to an identity manager, after processing a user’s
request, it records the request information on the behavior
blockchain. When attacked by a malicious user, it can
request regulation from the regulator to reveal the user’s
identity and pursue liability.

« Blockchain is the entity responsible for recording various
actions in the system and consists of various entity nodes
in the system. Identity managers and service providers
act as nodes of the identity and behavior blockchain,
respectively, with write access. In addition, any entity can
read the data in the identity and behavior blockchain.

o Regulator is responsible for processing regulatory re-
quests sent by users or service providers. Based on the
request, the regulator looks for relevant transactions in the
blockchain and restores the regulatory factor with other
regulators to pursue malicious behaviors.

B. Security assumption
Security assumptions in the proposed scheme are as follows:

« Identity manager is a semi-honest entity that follows the
protocol strictly, but is still curious about the information
or it is likely to be controlled by an adversary.

o A user or service provider may be malicious. Specifically,
a user may use anonymous indentities to launch attacks
against the service provider, or purchased anonymous
membership credentials may be shared with unauthorized
users to the detriment of the service provider. Similarly,
a service provider violate users’ privacy by linking their
behavior based on their credentials when offering mem-
bership services to them.

o The blockchain is a consortium chain maintained by mul-
tiple entities in the system, where only identity managers
and service providers can write, and other entities can
only read the records on the blockchain. The standard
encryption algorithm is assumed to be secure and un-
breakable.

e The regulatory body consists of credible government
departments (Public Security Bureau, Audit Department,
etc.) that are honest and do not collude with other
adversaries.

o In order to prevent a service provider from linking user
identities through the time credentials of member users,
n member users are registered for membership within the
same time window (e.g. one month or one year).

C. Security Model

The identity and anonymous access behaviour of member
users are stored in the identity blockchain and behavioural
blockchain, an adversary (other than the regulators) may try
to obtain the identity of a member-user from two blockchains
and attempt to link and track the member-user’s identity.

Oracles. All entities within the system can access the pub-
licly available system parameters BG and can anonymously
retrieve the identity and behavior stored on the blockchain.
Only the managers and service providers are permitted
to write to the blockchain. The trapdoor algorithm oracle
OChkRepsrpx is compromised. It accepts two identity
public keys and a trapdoor as input and outputs whether these
two public keys belong to the same equivalence class, thereby
indicating whether the two identity public keys correspond
to the same user. The compromised identity update oracles
OChgPKgsppxk obtain a user’s identity key PK;, and
transform it into a new identity key PK ; The compromised
signing oracle OSigngsrpk accepts an SFPK signing private
key SK; and a message m, and returns a signature o on the
message. The registration oracle OT KeyGen is honest. It
generates a user’s identity key pair (PK;, SK;) and a trapdoor
7. The trapdoor verification algorithm OChkRep is cor-
rupted,it accepts a trapdoor 7 and the identity public key PK;
of the member user and determines whether the public key
PK; matches the trapdoor 7. Shamir threshold secret sharing
algorithm is honest,it accepts sub-secrets from multiple users
and outputs the original secret. The credential issuance oracle
OSignsps—_Eq is honest and issues legitimate identity and
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membership credentials to users. The signature verification
algorithms OVerifysps_gq and OVerifysrpk are
honest. They return the verification result for an input SPS-EQ
or SFPK signature.

The complete anonymity game and the conditional trace-
ability game are defined as follows:

Membership Anonymous Game

Setup phase: A malicious service provider Agpony, attempt-
ing to obtain user identities, acquires the public parameters
BG of the identity blockchain as well as the user’s identity
public key PK;. Additionally, A obtains the membership
credential o, and the legitimate identity credential o; for
each user accessing the membership service within polynomial
time. Furthermore, Agony is capable of repeatedly accessing
the oracles OChgPK and OChgRep within polynomial
time.

Query phase: Upon receiving an authentication request from
a membership user, the malicious service provider Agpony
attempts to link the membership user’s identity by utilizing
their identity public key PK,;, membership credential o,
identity credential o;, and service access records on the
behavior blockchain. Due to the self-blinding properties of
SFPK identities and SPS-EQ credentials, the malicious ser-
vice provider Agnony further attempts to iteratively link the
membership user’s identity through oracles OChgP K and
OChgRep.

Identity query: Malicious service provider Aunony Obtains
the member user’s identity public key PK; and inputs it into
OChgPK to obtain a new public key PK;.

Credential query: Malicious service provider Agpnony Ob-
tains the member user’s identity credentials o; and member-
ship credentials o, inputs them into OChgRep, and obtains
new identity credentials 0,/; and membership credentials a;.

Challenge phase: Malicious service provider Agnony 1S
able to iteratively output the user’s identity public key PK ;,
identity credentials a;, and membership credentials o'; over
and over again. If any of the following conditions occurs, the
adversary Agunony successfully carries out the attack.

Case 1: The malicious service provider Agy,on, keeps it-
erating to acquire the transformed public key PK ;, which is
found on the behavioral blockchain among the access records
identified with that PK;.

Case 2: The malicious service provider Ag,nony maliciously
records locally the access membership credentials and identity
credentials information of each member user, and queries
the membership credentials a; and identity credentials o; by
iteratively transforming them over and over again to appear in
the local access records.

Definition 1 (Membership Anonymity). We say that
AATM satisfies Membership anonymity without PPT adver-
sary Agnony has a non-negligible advantage in the Member-
ship anonymity game. That is, the adversary Agpony 18

Adv [ =emomY (k) < negl(k)

anony

Conditional Traceability Game
Setup: malicious attacker A.q.. obtains the public param-
eters BG from the identity blockchain, as well as identity

information stored on both the identity blockchain and the be-
havior blockchain. Additionally, Ay, is capable of accessing
the oracle OChkRep within polynomial time.

Query phase: Attacker A;.q.. has the ability to execute
OChkRep in polynomial time.

Tracking queries: Attacker Ay.qce picks a member user’s
identity public key PK; in the identity or behavior blockchain
and generates a trapdoor 7, which is fed into OChkRep to
get the return result from OChkRep.

Challenge phase: Attacker Aypqce fixes the member
user identity public key PK;, iterates iteratively, keeps
generating trapdoor 7 by Shamir, and inputs it into
OChkRep with the member user identity public key PK;.
If OChkRep(PK;,7) = 1, attacker A;.q.. wins the
challenge.

Definition 2 (Conditional Traceability). We say that
AATM satisfies conditional traceability if there is no poly-
nomial adversary who does not have the advantage of being
neglected to win the conditional anonymity game. Thus, the
adversary Ayprqee 18

Adv§ (k) < negl(k)

Atrace

D. Security Objectives

In order to safeguard the privacy and security of users
utilizing time span membership services, the AATM protocol
aims to achieve the following security objectives.

e Mutual authentication: It provides mutual authentication
to ensure the validity of the peer communication parties.

o Conditional anonymity: Only the regulator has the ability
to uncover the true identity of a user by analyzing the
access records writed on the blockchain.

o Conditional traceability: Nobody except regulators can
link a user’s identity through their membership creden-
tials.

o Complete protection of content privacy: Nobody else,
even the regulator, can decrypt the detailed content ex-
changed between the user and the corresponding service
provider after each authentication.

o Forward/Backward Confidentiality: The leakage of the
current session key should not affect the security of the
protocol’s future and previous session keys.

e Membership privacy: During the validity of the mem-
bership credentials, the user can access the membership
services with a new identity each time. In this process,
the service provider can only verify the validity of the
membership and cannot track the user based on the user’s
identity credential each time.

V. THE PROPOSED AATM PROTOCOL

The details of the proposed AATM protocol is shown in Fig.
1. Firstly, the identity manager and service providers perform
initialization to generate and public the system parameters,
see step @. Secondly, before accessing the service, the user
needs to apply for a legal identity from identity manager. After
receiving a registration request from the user, the identity man-
ager generates a self-blindable anonymous identity for the user
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TABLE I
NOTATIONS AND DESCRIPTIONS
Notation Description
AT Timeout time for timestamps
Ti SFPK trapdoor for user i

Eaps(z,y), Daps(z,y)

Encrypt/decrypt x using symmetric
secret key y

E(x,pk), D(z, sk)

The RSA algorithm uses the public key
pk to encrypt x and
the private key sk to decrypt x

UV Concatenate operation
s1. 89 Commu.nication secret key for symmetric
’ encryption algorithm
o User i’s initial identity credentials and
0i,0,;,0

i self-blinded identity credentials

User i’s membership credentials and

(07, 0w, te), (07, 7y, Le) self-blinded membership credentials

SFPK signature of user i for identity
. oo
credentials o,,0,

(PK;,SK;),(PK,,SK,), | The user’s initial SFPK key pair and the
(P K’:” S K;/) SFPK key pair after self-blinding
(PKSpg, SKSpg) SPS-EQ key pair of entity e

(PKSo 4, PKSg4) RSA key pair of entity e

Hash() Secure Hash Function Hash : {0,1}* —

{o, 13"

Dividing the secret s into n copies with

Shamir(s,t,n) a threshold t

RSA signing of message M with

Signrsa(M, SK) private key SK

Verify message M and signature o using
RSA public key PK, output 1
if correct otherwise output 0.

Verifyrsa(M,o, PK)

and records the user’s registration information on the identity
blockchain. To ensure the equity of regulation, regulatory
factors are distributed to multiple regulators by the identity
manager, as shown in steps @ - @. Thirdly, once a user obtains
an identity, he can self-blindly generate a new identity, which
is used to purchase time span membership credentials from a
service provider. After checking the legitimacy of the user’s
identity, the service provider issues a time span membership
credential to the user and writes the user’s purchase record
to the behavioral blockchain, see steps @ - ®. Fourthly, the
user authenticates to the service provider after self-blinding
identity and membership credentials. When receiving the
authentication request, the service provider authenticates the
legitimacy of the user’s credentials and records the user’s
access behavior on the blockchain, see steps ® - ®. Finally, in
order to ensure the fairness of regulation, multiple regulators
will ultimately restore regulatory factors and pursue malicious
behavior accountable by records on the identity and behavior
blockchain, see step @. To illustrate our scheme more clearly,
we give the notations and important terms used in Table I.
Afterwards, we describe the details of the protocol, which
consists of five phases: initialization, user identity registration,
membership service registration, anonymous authentication for
time span membership and regulation.

A. Initialization

In this phase, the identity manager and the service provider
are initialized.

Firstly, the identity manager picks a security parameter
to construct a description BG := {p, G1,G2,Gr,¢€,g1,92} of
a bilinear group BG < BGGen(x), chooses a y £ Z, and
compute Y7 = g{,Y> = g¥. Then, the description BG,Y7,Y>
is published to the genesis block of the identity blockchain.

Secondly, the identity manager chooses a vector of length
[ > 1 which is used with BG as input to KeyGengps(BG,1)
to create the SPS-EQ key pair (PK%pg, SKLpg), and pub-
lishes the PKLpg.

The service provider obtains the description BG from
the identity blockchain and selects a vector length I >1
to generate the SPS-EQ key pairs (PK5pg, SKSpg) <
KeyGengps(BG, l/). Then, the service provider gener-
ates the RSA key pairs (PK2g,4,SK2g,4) and publishes
(PK§ps.PKRga)-

B. User Identity Registration

In order to access the membership service, a user must
first register a self-blinding, conditionally traceable, anony-
mous identity with the identity manager. The user identity
registration is shown in Fig. 2.

[ i o S
User (IoT devices)  Identity Manager Regulators Identity Blockchain

H 1Dy By

TKeyGen(1*) - PK,, 5K, 7;

I

i

|

! Shamir(t, t,n) > DY, D} ... DY
! Signsps(PK, SKps) = oy

\

hash(ID;||a;), PK;

(DY, PK,), (D%, PK)) ...(D}, PK‘)E

......................

Fig. 2. User identity registration phase

STEP UR1 To ensure the authenticity of a user’s identity,
the user ¢ must send his /. D; number and biometrics [3; to the
identity manager for verification.

STEP UR2 The identity manager verifies whether (; as
well as ID; is legitimate, selects a security parameter A and a
threshold value ¢. Then, it uses the algorithm T KeyGen(1*)
to generate the key pair (PK;, SK;) of user i and the trapdoor
information 7; which is divided into n copies (n is the number
of regulators) D%, D}...D! < Shamir(r;,t,n).

STEP UR3 The identity manager signs PK,; with the
Signsps(PK;, SKéPS) algorithm to generate o; as the
legitimate credentials of user ¢. Then, it calculates the
hash of ID; and the initial credentials o¢;, and writes
(hash(ID;||o;), PK;) to the identity blockchain. Finally, the
identity manager sends (PK;, SK;, ;) to user ¢ and the secret
value (D;», PK;) of threshold 7; is sent to each regulator j.

STEP UR4 After receiving a response from
the identity manager, user ¢ verifies the o; by
Verifysps(PKi,0:, PKLpg). If correct, the key pair
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will be accepted and the PK; is use to represent user’s
identity. In addition, each regulator stores the received
threshold secret value (D%, PK;), (D%, PK;)...(D!, PK;)
locally.

C. Membership Service Registration

After the anonymous identity is generated, the user need
to apply for a self-blinded, unlinkable membership credential
from the service provider to request membership service. This
process is shown in Fig. 3 and is designed as follows:

o 2,
- | & g
Service Provider Behavior Blockchain

User (IoT devices)

' ' '

——————————————————————————

/ ChgPKppx(PK;,v) - PK| \
: ChgSKsppi(SK,v) > SK; i
| ChgRepsps(PK;, 0, 1, PKips) > o), M |
| Signggpk (0}, SK}) — 05 H
1 E((ailIMillolsl|sallte), PRRsa) > €1
\ ;

[ D1, SKisn) - (ollIMilI s It
Verifysps(ai, Mi, PK'ps
Verifysepx (0}, 05, PK;)
Signgsa(te, SKisa) — o7

Signsps(PK, SKips) — 0y
Eags((orllow), s1) — C

Hash(or||0y), PK;

(

I Daps(€2,51) — (orllow)
| Verifysps(PK;, 0y, PK{ps)
i Verifygsa(te, o1, PKis)

Fig. 3. Membership service registration phase

STEP MR1 The user randomly selects a v £ Z, and
treats it as the input to the ChgPKgppr(PK;,v) and
ChgSKsrpi(SK;,v) algorithms to generate a brand new
key pair (PK, = (PK;)",SK, = (SK;)"). Then, the user
randomly picks a u € Z} to change his identity credentials
(a;, M;) < ChgRepsps(PK;, 04, 1, PKL ), and signs the
changed credential o, < Signsrpi (0;, SK,;) with his new
private key SK ;

STEP MR2 The user randomly selects a 128-bit AES key
as the session key s; and he selects a credential expiration time
te according to the himself requirements, and encrypts C <
E((M,||o;||o;,||s1]te), PK 3¢ 4) using the service provider’s
public key PK I%S 4. Afterwards, the ciphertext C; and the
transformed identity PK; are sent to the service provider.

STEP MR3 The service provider firstly decrypts the
received ciphertext C; using its private key SK3g,
by (M[lloillonllsillte) ¢ D(Cr.SKfgs). Then, the
service provider checks whether the user’s credentials
are legitimate by Verifysps(M;,0;, PKLps) and
VerifysppK(a;,a;s,PK;). If the verification is passed,
its signs the t. by or <« Signgsa(te,SK5g4)
to generate a time credential op. Next, the service
provider uses SPS-EQ private key SK g pg to sign a
self-blindable, legitimate membership credential for user
o, ¢+ Signsps(PK;,SK5pg). With the session key
s1, or and o, are encrypted Co + Eags((or||ow),s1)
and C5 is sent to the user. Finally, the service provider

calculates H; = hash(orl||o,) and records Hy, along with
the anonymous identity PK;, on the behavior blockchain.

SETP MR4 Decrypting the received Cs to get (o, 07T)
by Dags(Cs,s1), the user verifies the membership
credentials  through  Verifypsa(te,or, PK5g,) and
Verifysps(PK;,0u, PKSpg). If they are correct, these
credentials are stored locally.

D. Anonymous Authentication for Time Span of Membership

When a user holds a membership credential (o7, oy, te),
he can self-blind the identity PKZf as well as the credentials
a; to access the service. This stage achieves anonymous
authentication of member users for the valid period and is
shown in Fig. 4.

2
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1
' i |

Fig. 4. Anonymous authentication for time span of membership phase

STEP AA1 The user needs to choose two random param-
eters p € Z, and r £ Z, for self-blinded legal identity
credentials and membership credentials for authentication,
obtain the current time as timestamp ¢4, and select a session
secret key s, for subsequent communication.

STEP AA2 After the initial parameters are
selected, the wuser can locally self-blind the public
key PK, <« ChgPKsppr(PK; r), private key
SK;I — CthKSFPK(SK;,’f’), the identity credentials
(0] ,M;) <+ ChgRepsps(M;,0;,p, PKLpg), and the
membership credentials CthepSpS(PK;,au,p, PKZps).
Then the brand new private key SK;' is used
to sign the self-blinded identity credentials
SignSFpK(a;,,SKT,) — a;;. Finally, the user calculates
E((o; |10, llo, 1M, lorlo7allte]ls2), PESgs) — Cs with
the public key of the service provider, and send his brand
new identity PK;l, timestamp ts, and ciphertext Cs to the
service provider.

STEP AA3 Once receiving Cg,PK;/,ts from the user,
the service provider firstly gets the current time t;. If
[t¥ — ts] < AT, the service provider will decrypt C3 with
its own private key (0] [|M; [0, ||M,llo7|lofdlt]ls2) <
D(C3,SK#5g,). Afterwards, it verifies the user’s iden-
tity credentials Verifysps(M; ,0; , PKLpg), legal mem-
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bership credentials Verifysps(M,,o,, PKSps), time at-
tributes Verifyrsa(te,or, PK5g ) and the user’s signature
Verifysrpi (o ,0,,, PK; ). If the verification is passed,
the service provider will receive the session secret key sa,
establish a session with the user and provide the membership
service.

STEP AA4 In order to prevent future disputations and to
regulate malicious behavior, the service provider uses its own
private key SK g g4 to sign the user’s anonymous identity and
access time o, ¢ SignRSA((PK;/Ht;LSKIS%SA) and write
((PK; ||t?), 04, PK$¢,) to the behavior blockchain.

E. Regulation

In order to prevent malicious behavior, users and service
providers can apply to the regulators for arbitration. Addition-
ally, to promote regulatory fairness, multiple regulators are
involved in each regulation for malicious service providers or
malicious users.

1) Regulation for malicious service providers: Users may
face a tricky situation where the certificate may be revoked by
the service provider before it expires or the service provider
denies the validity of the credential, where the user can apply
for regulation.

STEP RS1 The user provides his initial identity PK,,
membership credential (o7, oy, t.), and the service provider’s
public key (PK%pg, PKfg,4) to the regulators.

STEP RS2 The first regulator to receive the request for
regulation will be reguarded as the master regulator, and the
other regulators involved in this regulation will be called
sub regulators. First, the master regulate obtains the trans-
action including Hash(o,||or) and PK, on the behavior
blockchain. Then, the master regulator restores the trapdoor
7; in conjunction with the other k£ — 1 sub regulators. Based
on the recovered trapdoor 7;, the master regulator can calculate
ChkRepsppi (i, PK ;) With the output results, the veracity
of the membership credential can be determined by the master
regulator. If it is true, the master regulator then uses the service
provider’s public key (PK g pg, PK }% g4) to verify whether the
membership credential is signed by it. And, if it is true, the
master regulator holds the service provider accountable for any
malicious conduct.

2) Regulation for malicious users: Because of the
anonymity and untraceability, malicious users may attack the
system and misuse credential. In this case, the service provider
can apply for regulation of these behaviors.

STEP RU1 Based on the suspicious behavior, the service
provider extracts malicious user’s identity PK,, from the
transaction on the behavior blockchain and sends it to the
regulators for accountability.

STEP RU2 Upon receipt of a regulation request, the
master regulator joints other sub-regulators to recover all
trapdoors 7; (¢ = 1,2, 3..., j) corresponding to public keys. By
iteratively computing ChkRepsppk (1i, PK,,), the original
public key PK; of the malicious user can be recovered when
ChkRepSFpK(TZ‘, PKm) =1.

Since the identity manager writes the hash of the user’s
information and his initial identity to the identity blockchain

at the time of registration, after obtaining the original identity
PK; of the malicious user, the master regulator can determine
his true identity and pursue his responsibility by querying the
transactions in the blockchain.

VI. SECURITY ANALYSIS

In this section, we first prove that the proposed AATM
achieves all the security objectives presented in Section 4.3.
Secondly, we demonstrate that the AATM scheme is provably
secure.

A. Analysis of Security Objectives

1) Mutual Authentication: User encrypts his credentials
and session key using the public key of the service
provider by E((o; ||M; |lo,||M,|lorlos,l[tells2), PK s ).

which only the service provider can extract by
decrypting the private key SK IS% g4- Similarly, the
service provider authenticates the wuser by verifying

the user’s identity with Ve’f'ifysps(Mi”,O';I,PngPS),
Verifysps(My, 0, PKSps), Verifyrsa(te,or, PK7g,)
and Verifysrpi(o; ,0;,, PK,; ). Therefore, mutual
authentication is achieved between legitimate user and service
provider in our protocol.

2) Conditional anonymity: In our protocol, the user’s iden-
tity PK is hidden in an equivalence class. The service provider
is not able to recover the user’s identity PK by the user’s
new identity PK ' during the access. In order to audit the
user’s behavior, the regulator are able to recover the user’s
trapdoor 7 and use it to reveal the identity of user PK /
through ChkRepsppi (1, PK l). Thus, our scheme achieves
conditional anonymity where no one except regulators can
reveal user’s identity.

3) Conditional unlinkability: Our system deploys both the
identity blockchain and behavior blockchain as consortium
chains where only trusted identity managers and service
providers have write permissions. The identity blockchain
stores users’ ID;, hashed identity credentials o;, and their
initial identity public keys PK; while the behavior blockchain
records membership purchase information and service access
behaviors including hashed membership credentials (o7, 0y,),
identity public key PK;,PK;, and access timestamps tg.
Through the publicly readable behavior blockchain ledger or
a security vulnerability in the identity blockchain, an attacker
can obtain all the users’ identity public keys, but cannot
recover the tuple (PKj;, PK,;,PK;/). Specifically, each user
access employs a one-time public key, making identity linkage
impossible without the trapdoor 7;. During identity registra-
tion, the identity manager splits this trapdoor 7; into n sub-
secrets using Shamir’s threshold secret sharing algorithm, dis-
tributing them among multiple trusted regulatory authorities.
The attacker faces negligible probability of simultaneously
corrupting more than ¢ authorities to reconstruct the trapdoor
7;. Therefore, our scheme achieves conditional unlinkability.

4) Complete protection of content privacy: For each new
session between the user and the service provider, the user
generates a brand new session key s and encrypts it by
the public key of service provider PK3g,, which is then
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sent to the service provider. With the new session key s, all
communication content is encrypted to prevent theft. Further-
more, without the private key SK f; g4 the session key s are
not available to anyone but the user. Therefore, our scheme
possesses complete protection of content privacy.

5) Forward/Backward Confidentiality: In our scheme, each
PK is generated and self-blinded with randomly selected
numbers, thus, an adversary cannot infer them even if they are
cracked. In addition, the communication between the user and
the service provider is also encrypted by a randomly chosen
session key s. Therefore, an adversary cannot infer the other
ss with the cracked ones. In summary, our scheme achieves
forward/backward confidentiality.

6) Resistance to Replay Attacks: In the anonymous authen-
tication with time span membership phase, the timestamp
is introduced, when receiving the authentication message, the
service provider picks the current time t; for verification. If
[tf —ts] < AT holds, it is a small probability that a replay
attack occurs. Therefore, our scheme is able to resist the replay
attack.

7) Membership privacy: After obtaining a identity creden-
tial o; and a membership credential o,, the user is able to
locally self-blind the credential to a brand new unlinkable
credential (O’;,O’;) before accessing to the services. The ser-
vice provider is only able to verify the validity of the user’s
identity and cannot track the user’s identity according to the
membership credential. Thus, our scheme realizes member
privacy protection.

B. Provable Security

The scheme is based on Structure-Preserving Signatures
on Equivalence Classes (SPS-EQ), Signatures with Flexible
Public Key (SFPK), and Shamir threshold secret sharing
(denote as SHAMIR) construction. Based on the security
features of each module, we demonstrate that our protocol
achieves membership anonymity and conditional traceability.

Definition 3 (Class-hiding with Key Corruption). For
SFPK whit relation R and adversary .A we define the following
experiment:

A
CHSFPK,R(k)
R .
wWp,Wp $— coin

(PK;, SK;) <& KeyGen(1*) for i € {0,1}

b (ﬂ {0,1};7 <ﬁ coin

(PK') « ChgPK(PK,,r)

(SK') + ChgSK(SK;,r)

b L gSionsrex(SKL) (40w, PK)
return b = b*

A SFPK is class-hiding with key corruption if for all PPT
adversaries A their advantage is negligible:

c 1
AdUAh,SFPK(k) = |P7“[CH§4FPK,RU€) =1] - 5\ < negl(k)

Definition 4 (Class-hiding with Signatures Corruption).
An SPS-EQ-A scheme is called class hiding, we define the
following experiment:

CHg‘PSfEQ,R(kj

BG + BGGeng(k),b < 0,1

(state, PK§ps_po. SKsps_pg) < A(BG,1)
O« O™ (), OROR(PKgPstQa SKgPstvav ‘)
b* + A9 (state, PK§ps_po, SKSps_po)

return b = b*

If for every PPT adversary A with oracle access to OFM and
OFeR  their advantage is negligible:

c 1
AdUAh,SPS—EQ(k) = |P7'[CH§4PS—EQ,R(]€) = 1]_§| < negl(k)

Theorem 1. If the SPS-EQ and SFPK algorithms satisfy the
class hiding of keys and signatures in Definitions 3 and 4, then
PK; of user i is anonymous to everyone except regulators.
Therefore, this scheme satisfies the membership anonymity.

Proof 1. Defining Agnony as an anonymous simulation
game in which an adversary (except regulators) attacks our
scheme, Agrpx as an opponent attacking the anonymity of
SFPK signature algorithm, Aspg_g¢ as an opponent attack-
ing the anonymity of SPS-EQ signature algorithm. Assuming
that Agyony successfully attacks the anonymity of the scheme,
a polynomial-time algorithm Ay € (Asrpk,Asps—gqg) is
defined which has the ability to attack our SFPK and SPS-EQ
signature algorithms. That is, if Agpony attacks the anonymity
of our scheme, it means that Ay successfully attacks the
anonymity of the SFPK and SPS-EQ algorithms in the scheme
with certain probability.

According to the steps defined by anonymity, the steps of
interaction between algorithm Ay and the adversary Agpony
are as follows:

STEP 1: Initialization phase: Adversary Agnony Obtains the
system public parameters from the identity blockchain BG.

STEP 2: Inquiry phase: The adversary Aqpnony Can execute
algorithm Ay in polynomial time:

Identity query: The adversary Agnony Aanony Obtains the
member user’s identity public key PK,; and inputs it into
Agsppk to obtain a new public key PK;.

Credential query: The adversary Ag;,on, Obtains the mem-
ber user’s identity public key PK; and inputs it into Agppy
to obtain a new public key PK ;

STEP 3: Challenge phase: Eventually, the adversary Aqynony
is able to iteratively output the user’s identity public key
PK ;, identity credentials a;, and membership credentials a;
over and over again by Asps_gqg. If any of the following
conditions occurs, the adversary Agpnony successfully carries
out the attack.

Case 1: The adversary Aqy0ny keeps iterating to acquire the
transformed public key PK ; , which is found on the behavioral
blockchain among the access records identified with that PK;.

Case 2: The adversary Agnony maliciously records locally
the access membership credentials and identity credentials
information of each member user, and queries the member-
ship credentials a; and identity credentials a; by iteratively
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transforming them over and over again to appear in the local
access records.

According to the interaction between the algorithm Ay and
the adversary Agy,ony, the success probability of the adversary

Aanony is:
Ad'UAannny (k?)
= Pr[Expa,,,,, (k) =1]

= Prloy, ~ O’;] +PrlPK; ~ PK;] + Pro; ~ 0;}
= 2Pr[EprSFPK (k) = 1] + PT[EprSPS—EQ (k) = 1]
= 2AdUASPFK (k) + Ad’UAspstQ (k)

Therefore, if an adversary Agprx successfully attacks
SFPK algorithm or an adversary Asps_pq successfully at-
tacks SPS-EQ algorithm, adversary Agpnony Wins the game.
However, under the assumption that the SFPK algorithm
and the SPS-EQ algorithm satisfy the class hiding of keys
and signatures in Definitions 3 and 4, the probability of a
successful attack by adversary Aunony is negligible. Thus, the
scheme satisfies anonymity without regard to regulators. In
other words, our scheme achieves membership anonymity.

Definition 5 (Key Recovery). A SFPK has recoverable
signing keys if there exists an efficient algorithm Recover
such that for all security parameters A € N, random
coins r and all (PK; SK;7) <- TKeyGen(1*) and
PK, & ChgPK(PK;,r) we have ChgSK(SK;,r) =
Recover(PK;, SK;, 7).

Theorem 2. If SFPK prevents Definition 5 key recovery and
the participants in the shamir algorithm are honest, then the
proposed AATM protocol satisfies the conditional traceability.

Proof 2. Define A;.qcc (except regulators) to be an ad-
versary that attacks the traceability of our scheme, Asppk
as an opponent attacking the anonymity of SFPK signature
algorithm and Agpamir as a opponent attacking confidentiality
of shamir threshold secret share algorithm. Assuming that
Ayrace successfully attacks our scheme, a polynomial-time
algorithm A, € (Asppk, AShamir) is defined which has the
ability to attack the SFPK, Shamir algorithm. Through the
query of Agrqce and the A,’s interaction in the traceability
simulated attack game, the A, algorithm is iterated over and
over until it successfully attacks SFPK, Shamir algorithm.
That is, if Ayrqce successfully attacks the traceability of the
protocol, it means A, successfully attacks our SPFK and
shamir algorithms with a certain probability.

According to the steps defined above, the interaction process
between Agrqce and A, is as follows:

STEP 1: Initialization phase: The adversary A;,.qc. obtains
the public parameters BG from the identity blockchain, as well
as identity information stored on both the identity blockchain
and the behavior blockchain. Additionally, A.qce is capable
of accessing the A, within polynomial time.

STEP 2: Query phase: The adversary Ay,.q.. has the ability
to execute A, in polynomial time.

Tracking queries: The adversary A;.qcc picks a member
user’s identity public key PK; in the identity or behavior

blockchain and generates a trapdoor 7, which is fed into
Agrpi to get the return result from Agppg.

STEP 3: Challenge phase: The adversary Ay.qc. fixes the
member user identity public key PKj, iterates iteratively,
keeps generating trapdoor 7 by Shamir, and inputs it into
Ashamir With the member user identity public key PK;. If
AgFPK of ChkRep(PK;,7) = 1, attacker Ayqce Wins the
challenge.

According to the interaction process between Algorithm
Ayrace and A, the probability of an adversary successfully
attacking the conditional traceability of the algorithm is as
follows:

Adva,,,.. (k)

= Pr|Exzpa,,,.. (k) = 1]

— Pr[ChkRepPK;,7) = 1]

= Pr[Expag,,,., (k) = 1] + PrlExpag,pp (k) = 1]
= Advasppi (k) + Advag, ., ()

Thus, if the adversary Agppi successfully attacks SFPK
algorithm and the adversary Agpamqr successfully attacks
shamir algorithm, adversary Ay.... successfully attacks the
conditional traceability of the protocol and wins the game.
However, according to the security assumptions, SFPK satis-
fies the key class hiding in Definition 3, the security of key
recovery in Definition 5 satisfies the assumptions of Backes
et al. [33] and the participants of the Shamir parties are
credible governmental agencies guaranteeing and the success
of adversary Ay.qcc’s attack is negligible. As a result, the
AATM achieves conditional traceability.

VII. PERFORMANCE ANALYSIS

In this section, we compare and analyze the performance
of our scheme with that of advanced authentication protocols
[24], [25], [28], [30], [38] from two perspectives: security and
privacy features and computation cost.

A. Security and Privacy Features Comparison

Table II represents the security characteristics of our scheme
compared to the representative schemes.

In Table II, all the schemes implement mutual authenti-
cation, anonymous access and conditional traceability. And,
timestamps are introduced to resist replay attacks, except for
scheme [25]. Compared to the above schemes, only our AATM
achieves protection of member privacy, allowing users to per-
form "one identity for one access" and update their credentials
locally, which prevents service providers from linking users’
identities through users’ fixed membership credentials and
authentication history.

B. Computation Cost

To evaluate the computation cost of our scheme versus ad-
vance schemes, we simulated cryptography operations running
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TABLE I
A COMPARISON IN SECURITY AND PRIVACY FEATURES

Mutual Authentication  Anonymity  Conditional Traceability Replay Attack  Membership Privacy
[24] v v v v X
[25] v v v X X
[28] v v v v X
[30] v v v v X
[38] v v v v X
Our Scheme v v v v v
TABLE III authentication for time span of membership, and regulation.

DIFFERENT CRYPTOGRAPHY TIME COSTS

Notation Time spent Description

Top 3.25ms Time spent performing bilinear pairing

Topa 0.006ms Time spent performing bilinear point addi-
tion

Thsm 3.22ms Time spent on scalar multiplication of bilin-
ear pairs

Tes 2.05ms Time spent performing scalar multiplication
of elliptic curves

Tesm 0.541ms Time spent performing small scalar multipli-
cation of elliptic curves

Tea 0.038ms Time spent performing elliptic curve point
addition operations

T 0.71ms Time spent executing the mapped-to-point
hash function

Th 0.006ms Time spent executing general hash functions

TGe 3.4ms Time spent performing exponential opera-
tions on the group

Tpur 0.28ms Time spent performing physical unclonable
functions

TrFE 265.01ms Time spent performing Reverse Fuzzy Ex-
tractor

TrE 131.58ms Time spent performing Fuzzy Extractor

Tss 0.057ms Time spent performing shamir threshold se-
cret sharing

Trs 2.31ms Time spent performing RSA signature oper-
ations

Thro 0.61ms Time spent performing RSA signature veri-
fication operations

Tsym 0.003ms Time cost of symmetric encryption or de-
cryption operations

Tsp 10.91ms Time spent performing the generation of
schnnorr proof

Tso 7.51ms Time spent performing verification of schn-
norr proof

Tre 0.76ms Time spent on RSA encryption algorithm

Trd 2.38ms Time spent on RSA decryption algorithm

on Ubuntu 16.04.7 LTS with dual cores and 4G RAM. The
computation cost was simulated using the average time to
perform 1000 relevant cryptographic operations in the pypbc
0.2, pypuf 2.2, fuzzy-extractor 0.3, pycryptodemo 3.16 and
petlib 0.0.39 libraries in Python 3.5. In addition, in order to
simplify the process, we ignore the less expensive operations
such as XOR, while AES, RSA signature and SHA-256
algorithms are choosen to evaluate computation cost. The
variables that affect the overhead in the system are taken
to be the smallest within the legal range (for example, the
supervisory behavior overhead comparison assumes only one
user in the system). A symbolic representation of the time cost
of different cryptographic operations is defined in Table III.

Our scheme includes five phases: initialization, user iden-
tity registration, membership service registration, anonymous

For a user, the system initialization phase and the identity
registration phase often occur only once, and their comparison
is not given in this section. Furthermore, in our scheme, the
blockchain only records the individual behaviors within the
system for storage, so its computation cost is not considered.
Therefore, the computation cost is focused on the member
service registration, anonymous authentication, and regulation
phases under the similar setup compared to other schemes.

Based on the results of the simulation experiments for each
cryptographic operation, we give a comparison of the compu-
tation cost in Table IV. In the scheme [24], the registration
phase needs to perform two operations of the reverse fuzzy
extractor, two fuzzy extraction operations and four exponential
operations on the group with a total cost of 2T rrr +27TFg +
4Tge =~ 806.78ms. The authentication phase requires two
fuzzy extractors, two physical unclonable functions and six
hash operations for both the user and the service provider, with
a total cost of 2T rg 4+ 2T pyr + 61} =~ 263.756ms. In order
to regulate the malicious behavior, a total of two reverse fuzzy
extraction operations and five hash operations are performed in
the regulation phase and the costis 5T, +2Trrp ~ 530.05ms.

Li et al. [25] performs one Schnnor proof generation
and verification operation, three bilinear pairings and five
exponential operations on the group in registration phase,
and the cost is Tsp + Ty + 3Ty, + 5TGge = 45.17Tms. In
authentication phase, the user needs to perform two hash
operations mapped to points and seven exponential operations
on groups, costing 27y + TTge ~ 25.22ms. The service
provider executes two bilinear pairings, two hashes mapped
to points and six exponential operations on groups, with an
overhead of 2Ty, + 2Ty + 61q. ~ 28.32ms. In addition, it is
necessary to perform an exponential operation on the group,
taking Tge ~ 3.4ms to pursue the malicious user.

Liu et al. [28] requires one hash operation and two ex-
ponential operations with a time overhead of Ty + 2Tg. ~
6.81ms,The authentication process requires one hash oper-
ation as well as six exponential operations, taking time of
Ty, + 61ge =~ 20.41ms. Finally, in order to expose malicious
users, the one hash operation and eight exponential operations
are needed, with an overhead of T}, + 8T g, ~ 27.21ms.

In the scheme [30], the process of requesting creden-
tials from the cloud provider requires the user to compute
four hash-to-point, eight bilinear pairings, seventeen scalar
multiplications based on bilinear groups, and thirty-eight
exponential operations on groups with a computation cost
of 4Ty + 8Ty, + 17Thsm, + 38Tge ~ 212.78ms. In the
authentication process, the user needs to compute one hash-
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TABLE IV
COMPUTATION COST (MS)
. . . Authentication Traceability
Schemes Service Registration User Service Provider Authentication Regulator Total
Expense
2TrrE +2TrE +4TGe 2Trp+2Tpy 461, = 2Trp+2Tpyrp+6T1, = 5Ty 4+ 2TRFE
(24] ~ 806.78ms 263.756ms 263.756ms 527.512ms ~ 530.05ms 1864.342ms
Tsp + Tsv + 3Tpp + 5T 2Ty + TTge 2Ty + 2T + 6TGe -
(251 ~ 45.17ms ~ 25.22ms ~ 28.32ms 53.54ms Te ~ 3.4ms 102.11ms
[28] Th + 2TGe ~ 6.8ms Null Ty + 6Tge =~ 20.41ms 20.41ms Th + 8Tge ~ 27.21ms 54.43ms
4Ty + 8pr + 17Tpsm T+ 4TGe T + 2Tbsm + 4Tge ~
1301 138Tge ~ 212.78ms ~ 14.31ms ~ 20.75ms 35.06ms Tosm » 3.22ms 251.06ms
[38] 11Tge =~ 37.4ms ATqe ~ 16.85ms 6TGe ~ 20.40ms 37.25ms 8Tqe =~ 27.2ms 101.85ms
T’V‘S + TT"U + Tre
+Trd + 2Tsym + 3Th Th + Tre + GTGe Th, + T’r'u + Trd Tss + 2pr
Our Scheme |4 67 + 9Tpum + 19Thy| +10Thsm ~ 53.366ms | +19Tp, ~ 64.746ms | 18:112ms ~ 6.55Tms 241.283ms
~ 116.614ms

to-point and four exponential operations on the group and
the computation cost is T + 47Tg. ~ 14.31ms. In addition,
the service provider authenticates the user by computing one
hash-to-point, two scalar multiplications based on bilinear
pairing and four exponential operations on the group, which
costs Ty + 2Tbsm + 4Tg. ~ 20.75ms. Finally, dishonest
entities can be tracked by computing once a scalar multipli-
cation based on bilinear pairings and the computation cost is
Thsm =~ 3.22ms.

In Yang et al.’s scheme [38], eleven exponential operations
are required with a time overhead of 1175, ~ 37.4ms, the
authentication process requires the user to perform four expo-
nential operations as well as one bilinear pairwise registration,
which takes Ty, + 4T, ~ 16.85ms, and the service provider
needs to perform six exponential operations to verify the user’s
identity, which takes 67, ~ 20.40ms. Finally, in order to
reveal the malicious user, eight exponential operations are
required with an overhead of 87, ~ 27.20ms.

In the service registration phase, after self-blinding the key
pair and identity credentials, a user applies for credentials from
a service provider, which requires a total of one signature,
one signature verification, one asymmetric cryptographic de-
cryption operation, one symmetric cryptographic decryption
operation, three hash functions, six exponential operations
on group elements, nine bilinear-based scalar multiplications
and nineteen bilinear pairing operations with the computation
result of To + Ty + Tre + Thrg + 2T sy + 3Th + 6T e +
9Thsm + 19T}y, ~ 116.614ms. During accessing the service,
the user self-blinds their key pair and credentials in the same
way, where one hash function, one asymmetric cryptographic
encryption, six exponential operations on the group and ten
scalar multiplication operations based on bilinear pairings are
performed and the cost is T}, + T + 61ge + 10755, ~
53.366ms. The service provider needs to verify whether
the user’s identity is legitimate and store the access record
on the blockchain by performing one hash function, one
asymmetric cryptographic algorithm decryption, one signature
verification and nineteen bilinear pairing operations, which
costs Ty, + Ty + Trq + 19T}, ~ 64.746ms. Malicious users’
identities can be revealed by the regulators through one shamir

threshold secret recovery and two bilinear pairing operations,
requiring T, + 2Ty, ~ 6.557ms. In terms of regulatory
overhead, our scheme is superior to schemes [24], [28], [38].
During the authentication phase, our scheme trades marginal
performance degradation for enhanced privacy protection. To
prevent identity linkage by service providers, users must
perform multiple scalar multiplication operations to self-blind
both identity credentials and membership credentials. Addi-
tionally, service providers need to execute nineteen bilinear
pairing operations to validate the self-blinded credentials’
authenticity. These cryptographic operations result in slightly
higher authentication overhead compared to schemes [25],
[28], [38].

"One credential for one acces"
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Fig. 5. "One credential for one access" authentication time cost

To prevent members from being linked by the service
provider, schemes [24], [25], [28], [30], [38] must re-register
with the service provider after each access to obtain a new
membership credential. This process is referred to as "one
credential for one access". Due to the self-blinding nature
of our scheme, users can update their membership creden-
tials locally at each authentication after registering for the
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membership service. As shown in Fig. 5, with the number of
authentications increasing, the time overhead of our scheme
is lower than the others ([24], [30]). And Li et al. [25] has a
similar time overhead as our AATM. Although Lie et al. [28]
and Yang et al. [38] outperforms our protocol, they require the
user to provide the old credentials to the service provider to
obtain new credentials, still resulting in the user being linked
by the service provider, which is avoided by the self-blinding
nature of our protocol.

VIII. CONCLUSION

To protect users privacy on the scenarios where a service
provider provides a personalized information service to a IOT
device. An anonymous authentication protocol for time span
of membership (AATM) with self-blindness and accountabil-
ity is proposed in this paper. The protocol guarantees that
users’ behavioral and privacy information is not collected by
service providers, and users can maintain both authenticity
and anonymity in their interactions with the service providers
by self-blind credentials. In addition, utilizating the SFPK
trapdoor key generation algorithm’s linkability, in combination
with blockchain and threshold secret sharing algorithm, our
AATM decentralizes regulatory authority to achieve impartial
accountability for malicious users and service providers. Like-
wise, the abusive sharing behavior of anonymous membership
credentials is effectively regulated. The analysis of security
and performance indicates that the AATM has a superior
capability to protect privacy and meets the requirements of
practical applications.
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