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Abstract—Network path validation aims to give more control over the forwarding path of data packets in a path-aware network, which
shields the network from security threats and allows end hosts to receive better services. Therefore, network path validation becomes
a vital primitive for secure and reliable Internet services in the next generation networks. The path validation enables end hosts and
intermediate router nodes to check whether a packet has followed the intended path. However, the existing solutions fail to protect path
privacy and incur significant bandwidth and computation overhead on packet transferring, which degrades packet delivery performance.
In this paper, we propose the StealthPath to protect path privacy and improve delivery efficiency. Firstly, StealthPath uses lightweight
cryptographic primitives to generate nested proofs and ensures all nodes on the path to check the compliance of the forwarding path
efficiently. Secondly, StealthPath hides the forwarding path in the proofs and reduces the proof size from linear to constant, which
protects the path information and path length, and decreases the bandwidth consumption. Moreover, StealthPath allows on-path nodes
to extract their proofs and the next hop address from proof without leaking on-path node index. Finally, StealthPath is proved to resist
various attacks and preserves the path privacy. The experiments show that StealthPath saves nearly 60% header size and bandwidth,
and is more efficient than state-of-the-art schemes.

Index Terms—Secure data transmission, Path validation, Path privacy-preserving, Constant proof size.
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1 INTRODUCTION

With the rapid evolution of the Internet, numerous data
packets are being delivered to the diverse application to
support various usages. In the Internet, the forwarding
path of data packets is beyond the control of end hosts
and is entirely determined by the network at its discretion.
That is the nodes and end hosts on the path have no way
to verify the actual path the packet is traversing on the
current Internet [1–4]. As a result, the lack of control over
packet delivery may lead to potential data leakage when
data is restricted to circulate in a fixed area [5]. Besides,
other security threats that waste the Internet resources and
expose sensitive information could be suffered, such as
source spoofing attacks, packet detouring attacks that cause
a significant increase in delay, re-routing attacks launched
to obtain illegal certificates, and traffic hijacking attacks that
are exploited to de-anonymize users [1, 4, 6–8]. Therefore,
the lack of control over packet delivery further compromises
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the security of online Internet services (e.g., financial, medi-
cal and military, etc.) and endangers network security [1, 9–
12]. As Path Aware Networking Research Group (PANRG)
under the Internet Research Task Force (IRTF) and Inter-
net Engineering Task Force (IETF) advocated [13–15], more
control over network paths of packet delivery should be
provided to build a robust, fast, and secure network in the
next generation networks.

The cryptographic-based path validation is an effective
technique, which enables the data packet to be forwarded
by a pre-specified network path and allows on-path nodes
to verify the path compliance. In existing path validation
schemes [16–26], the source node first generates proofs by
the cryptographic technique for each on-path node, embeds
the proofs to the packet header, and forwards the data
packets through the chosen path. Then, each on-path node
can check the path compliance of all upstream nodes by the
proofs that are embedded in the packet header, and updates
the corresponding proofs to allow downstream nodes to
validate the routing path.

However, the existing schemes [16–26] (as summarized
in Table 1) fail to protect the forwarding path, which
makes packet delivery vulnerable to various attacks that
affect the reliability, privacy, availability, and service quality
offered by the network [1, 4, 6, 7, 27]. Concretely, path
validation schemes that lack path privacy protection may
expose sensitive information (e.g., physics location) of on-
path nodes, and could compromise the security of nodes
on the path. Firstly, some key nodes with large degrees
could be identified and corrupted if the information of the
forwarding path is not concealed, resulting in widespread
downtime [28]. Secondly, the intermediate nodes can easily
identify the source and destination nodes if the indices of
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TABLE 1: Comparisons of path validation schemes

Scheme Method Type Granularity Path privacy
protection

Proof
size Packet.cre Packet.ver Packet.upt

OSV [16, 17] orthogonal sequences deterministic packet level ✗ O(n) O(n) O(1) O(1)
Atomos [18] asymmetric cryptography deterministic packet level ✗ O(1) O(1) O(1) O(1)

PPV [19] symmetric cryptography probabilistic flow level ✗ O(1) O(1) O(1) O(1)
Hummingbird [20] symmetric cryptography probabilistic packet level ✗ O(1) O(1) O(1) O(1)
ICING [21] symmetric cryptography deterministic packet level ✗ O(n) O(n) O(logn) O(logn)
OPT [22, 23] symmetric cryptography deterministic packet level ✗ O(n) O(n) O(1) O(1)
FSP [24] symmetric cryptography deterministic packet level ✗ O(n) O(n) O(1) −
EPIC [25] symmetric cryptography deterministic packet level ✗ O(n) O(n) O(1) O(1)
2PNPV [26] symmetric cryptography deterministic packet level ✓∗ O(n) O(n) O(logn) O(1)
StealthPath symmetric cryptography deterministic packet level ✓ O(1) O(n) O(1) O(1)

Note: n is length of forwarding path; ”✓” means support; ”✗” means not support; ”−”means not mentioned; ”Packet.cre” means that establish
a packet in path validation; ”Packet.ver” means that proof verification by nodes on the path in packet delivery phase; ”Packet.upt” means that
proof update by nodes on the path in packet delivery phase; ”*” means that it protects path privacy but leaks the length of the forwarding path.

nodes on the path are not protected, which may jeopardize
the anonymity of source and destination nodes. Thirdly,
obtaining the whole forwarding path is still effortless by
only controlling a fraction of the nodes on the path, even
if the path information is hidden but the indices of the on-
path nodes are not protected. Therefore, the protection of
path privacy, including path information and on-path nodes
indices, is also indispensable for path validation, which
raises a significant question:

How to design a privacy-preserving and efficient path validation
scheme with constant proof cost?

It is a challenging task to construct a scheme simulta-
neously achieving efficient path validation and hiding the
path of packet delivery. Firstly, it appears that there is a
contradiction between path privacy that requires that the
on-path nodes learn nothing about the forwarding path
except their neighbors and the path validation which must
allow the router nodes to be able to confirm the transfer
path. Secondly, both path validation and path hiding re-
quire embedding metadata (verification proofs and path
hints,which are used for validating path and indicating the
next hop) into the packet, which will consume packet space.
As a result, the proof size should be as small as possible
to transfer as much data in a packet. A way to provide
path privacy is adding all proof of on path nodes to the
packet in shuffle fashion, allowing the on path node to find
the corresponding proof to accomplish the path validation
[26]. However, this will incur heavy storage overhead and
sacrifice the payload space. In addition, the intermediate
node should take as little time as possible to process data
packets (that is, verify path compliance and identify the next
hop) to improve the transmission efficiency of data packets.

1.1 Contributions
In this paper, we propose StealthPath, a path valida-
tion scheme that protects path privacy and makes use of
lightweight cryptographic primitives. In the StealthPath, the
proofs (including hop proofs and Message Authentication
Code (MAC) proofs) are generated using the symmetric
encryption and hash function, which allows the nodes on
the path to check the path integrity and compliance. The
path compliance is guaranteed by verifying the hop proof
and MAC proof in a chain manner. That is one invalid

hop and MAC proof of a node on the path will cause all
subsequent hop and MAC proofs to be invalid since both
hop and MAC proofs are computed in a chain manner. To
simultaneously achieve path validation and the protection
of path privacy, both MAC proofs and the address of the
next hop of all nodes on the path are aggregated into a
single Proof of Compliance (PoC) by the Chinese Remainder
Theorem (CRT) [29]. Then, an on-path node can extract its
proof and next hop from the PoC, such that it learns nothing
about private information of other nodes on the path and the
node index on the path. Our contributions are summarized
as follows.

• We present a novel privacy-preserving path valida-
tion scheme-StealthPath, which ensures that packet is
forwarded following the pre-designed path, protects
the path privacy, and improves the efficiency of
packet delivery. In the StealthPath, proofs are gen-
erated in a chain manner via lightweight symmetric
cryptography, which ensures that nodes on the path
can efficiently confirm the path compliance of all
upstream nodes.

• The StealthPath not only protects the path privacy
of nodes on the path but also reduces the proof size
from linear to constant, which is achieved through
aggregating all MAC proofs and forwarding path
into a single PoC. In this way, the intermediate
node can extract its proof and the next hop address
from the PoC without learning its path index and
compromising the path privacy of other nodes.

• Security analysis demonstrates that our StealthPath
can achieve the desired security goal. Moreover, com-
pared with state-of-the-art schemes, experimental re-
sults show that our StealthPath is efficient and fea-
sible in terms of packet and computation overhead,
and saves nearly 60% bandwidth overhead.

This paper is organized as follows. We review the related
work in Section 2 and introduce some preliminaries in
Section 3. Section 4 presents the system model and security
goals of StealthPath. The concrete construction of Stealth-
Path is presented in Section 5 and the security analysis of
StealthPath is provided in Section 6. In Section 7, we eval-
uate the performance of our proposed StealthPath scheme
and conclude this work in Section 8.
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2 RELATED WORK

Recently, a large number of cryptographic-based path vali-
dation schemes have been designed for secure and efficient
packet delivery. The path validation can ensure that packet
delivery follows the pre-designed path in a verifiable way.
That is all downstream nodes can verify whether upstream
nodes correctly forward the packets along the pre-designed
path. In Table 1, we compare the existing path validation
solutions with our proposed StealthPath.

The path validation is initially studied in ICING [21] in
2011, the ICING constructs a validation proof field for each
hop node in the packet header to achieve path validation,
where the validation proof fields are embedded the proofs
computed by symmetric cryptographic techniques (Pseudo-
Random Functions (PRFs) and MACs). Then, each interme-
diate node can verify the proofs generated by upstream
nodes and update its proofs in the fields corresponding
to its downstream nodes. Each node along the path can
thereafter confirm whether a packet was delivered along
the pre-designed path. In ICING, each intermediate node’s
proof size and computation complexity is O(n) on average,
where n is the path length. Subsequently, the Origin and
Path Trace (OPT) protocols [22, 23] are proposed to shift
the corresponding computation to the source node, thus
lowering the computation cost of intermediate nodes to
O(1) but still with O(n) proof size. OSV [16, 17] attempts
to build a more efficient path validation scheme using
orthogonal sequences based on Hadamard matrices, which
reduces the computations and still maintains O(n) proof
size. PPV [19] does not require all intermediate nodes on
the path to verify the packet and probabilistically embeds
proofs into the packet header to allow a fraction of on-path
nodes to validate the packet. PPV reduces both commu-
nication and computation overhead while sacrificing some
security guarantees. Atomos [18] is presented to design a
noncommutative homomorphic asymmetric-key encryption
scheme, which reduces the proof size to O(1). However,
the asymmetric cryptography makes Atomos expensive,
and some security flaws of Atomos are pointed out in
[30]. A Flexible Source and Path (FSP) validation scheme is
proposed [24] to achieve path validation when the policy
of forwarding path changes. The FSP relies on a trusted
credible guarantee agent to manage session symmetric keys
to validate the packets. The EPIC system is proposed to
achieve path authorization, path authentication, and path
validation [25], which provides increasingly strong security
requirements. It uses PRFs and MACs to achieve path
validation but requires O(n) proof size. By the hidden
equal-probability sampling technique, Hummingbird [20] is
proposed to achieve dynamic path validation.

In summary, the above path validation protocols do not
consider protecting path privacy, whereas revealing path
privacy could also cause various attacks. 2PNPV [26] is pro-
posed to protect path privacy, which encrypts and shuffles
the path information, path index and corresponding proofs.
However, 2PNPV incurs O(n) proof size and also leaks the
length of the forwarding path to all nodes. Additionally, the
nodes on the path require averagely O(logn) complexity to
find out their proof since proofs are shuffled. Linear-scale
proof size in 2PNPV imposes a high overhead on packet

delivery and costs much more network bandwidth, which
is inefficient and impracticable. Therefore, this paper fo-
cuses on constructing a privacy-preserving path validation
scheme for the path-aware network with efficient verifica-
tion efficiency and constant proof cost.

3 PRELIMINARIES
In this section, the definitions and properties of extended
Chebyshev map are first reviewed, and the Chinese Re-
minder Theorem is next presented. Besides, the following
notations are defined: r ← RB denotes that r is uniformly
and randomly chosen from a set B; x||y denotes the con-
catenation of bit strings x and y; b ← Alg(a) denotes that
the output of a randomized algorithm Alg with input a is b.

3.1 Extended Chebyshev Map

The extended Chebyshev map Tn(x) of degree n is defined
as follows, where x ∈ (−∞,+∞) [31].

Tn(x) =


1 , if n = 0,
x , if n = 1,

2xTn−1(x)− Tn−2(x) , if n ≥ 2.

Semi-group property. Given an extended Chebyshev map
Tn(x) = 2xTn−1(x)− Tn−2(x) (mod p), the semi-group
property is that for ∀r, s ≥ 2, x ∈ (−∞,+∞), Ts(Tr(x)) ≡
Tsr(x) ≡ Tr(Ts(x)) (mod p), where p is a large prime.

Definition 1 (Chaotic Map-based Discrete Logarithm
(CMDL) Problem). Given x and y to compute an integer r
satisfying Tr(x) = y (mod p).

Definition 2 (CMDL Assumption). Suppose that the probabil-
ity of any Probabilistic Polynomial-Time (PPT) adversary A to
solve CMDL problem is negligible, i.e., Pr[ACMDL(x, y)→ r :
r ∈ Z∗

p, y = Tr(x) (mod p)] ≤ ϵ.

Definition 3 (Chaotic Map-based Decision Diffie-Hellman
(CMDDH) Problem). Given tuple (x, Tu(x), Tv(x), Tw(x)) to
decide whether Tw(x) = Tuv(x) or not, where u, v, w ∈ Z∗

p are
unknown values.

Definition 4 (CMDDH Assumption). Suppose that the
probability of any PPT adversary A to solve CMDDH
problem is negligible, i.e., |Pr[A(x, Tu(x), Tv(x), Tuv(x))] −
Pr[A(x, Tu(x), Tv(x), Tz(x))]| ≤ ϵ.

Definition 5 (Chaotic Map-based Computational
Diffie-Hellman (CMCDH) Problem). Given tuple
(x, Tr(x), Ts(x)) to compute Trs(x), where r, s ∈ Z∗

p are
unknown values.

Definition 6 (CMCDH Assumption). Suppose that the prob-
ability of any PPT adversary A to solve CMCDH problem is
negligible, i.e., Pr[ACMCDH(x, Tr(x), Ts(x)) → Trs(x) :
∀r, s ∈ Z∗

p] ≤ ϵ.

3.2 Chinese Reminder Theorem

The Chinese Reminder Theorem is described as follows: for
the Equation system (1), if m1, · · · ,mn are pairwise coprime
numbers, the solution x can be uniquely determined, where
a1, · · · , an can be any positive number. The unique solution
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x can be computed by x =
n∑

i=1
aitiMi mod M , where M =

n∏
i=1

mi, Mi =
M
mi

and ti = M−1
i mod mi.

x ≡ a1(mod m1)
x ≡ a2(mod m2)

...
x ≡ an(mod mn)

(1)

4 SYSTEM MODEL AND SECURITY GOALS

In this section, we present the system model, threat model,
definitions, and objectives of our proposed StealthPath.

4.1 System Model
The network consists of the control plane and the data plane,
as shown in Fig. 1. The StealthPath focuses on achieving
privacy-preservation path validation in the data plane, and
consists of four entities: controller lying in the control plane,
source node, destination node, and router nodes locating in
the data plane, which are described as follows.

• Controller. The controller lies in the control plane,
and is assumed to be secure. In the StealthPath, the
controller is in charge of constructing the network
paths and generating keys for nodes in the data
plane. The router nodes in the data plane can obtain
keys and path information from the controller via a
secure channel. The controller may consist of a path
server and a key server to help generate forwarding
paths and keys. How the controller selects the for-
warding path for a source node is independent of
the exploration of our StealthPath.

• Source node (S). The source node is an entity that
wants to send data packets to the destination node
in such a way that the data packets traverse a pre-
designed network path. Moreover, the forwarding
path should be verifiable with path privacy protec-
tion, including path information and on-path node
index.

• Destination node (D). The destination node is the
recipient of data packets coming from the source
node over a verified and pre-determined network
path.

• Router node. The router nodes are responsible for
(1) transferring data packets along a network path
configured by the controller, and (2) confirming the
correctness of the forwarding path. The router node
follows the longest-prefix match to transfer the data
packets in the current Internet network architec-
ture. To achieve path validation, router nodes need
to change the forwarding logics of data packets
and perform more computations to satisfy the re-
quirements (1) and (2). Concretely, the router node
forwards data packets through a pre-defined for-
warding path instead of following the longest-prefix
match. The router node must be able to check the
packet-carried proof of upstream router nodes and
update the proof if the check is passed. The above
packet processing logic can be updated in the router
software [22].

Source node

Destination 

node

Next hopVerify

None

Next hopVerify

Next hopVerify

1iN

Next hopVerify

Next hopVerifyNext hopVerify

    

  

      

  

  

     

  

Data Plane

Controller

Control Plane

System setup and

path preparation

Discard

Fig. 1: System model.

4.2 Definitions
The proposed StealthPath consists of five algorithms
Setup,KeyGen,PathGen,PathVerify,ProofUpdate, which
are defined as follows.

• SP ←Setup(1λ): on input a security parameter 1λ,
this algorithm outputs a set of system parameter SP.

• (pk, sk)←KeyGen(SP, N): this algorithm takes sys-
tem parameter SP and node identity N as inputs, and
outputs a public-secret key pair (pk, sk).

• (PVP) ←ProGen(SP, path, {pki}ni=1): on input sys-
tem parameter SP, the network path path and public
keys of nodes on the path {pki}ni=1, this algorithm
outputs the path validation proof PVP .

• {0, 1} ←ProVer(SP, PVP , ski): on input system pa-
rameter SP, the path validation proof PVP and the
secret key ski, this algorithm checks the correctness
of PVP , and outputs 1 if the verification is passed, 0
otherwise.

• δi ←ProofUpd(SP, δi−1, ri): this algorithm takes the
i−1-th hop proof δi−1 and session secret key of Ni ri
as inputs, updates the hop proof δi−1 by the session
key ri, and outputs the i-th hop proof δi.

4.3 Threat Model
As with existing solutions [16–19, 21–26], we consider an
active adversary that succeeds if it can forge a proof to
pass path validation and infer the whole forwarding path.
Specifically, any router node that does not enforce privacy
preserving path validation in Fig. 1 might be a potential
adversary. The adversary may attempt to infer the whole
forwarding path by launching various attacks, such as path
revealing attack, session linking attack, packet modifying
attack, and replay attack to identify all addresses and cor-
responding indices of the nodes on the path. Besides, the
following assumptions are required to ensure the security
of the proposed StealthPath.

1) While path control that allowing sources to select a
forwarding path, it is by itself insufficient to protect
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Fig. 2: High level overview of StealthPath.

the security and privacy interests of end hosts as it
does not provide any guarantees that the directives
are actually obeyed. We aim to additionally achieve
path validation and protection, i.e., enabling the
destination of a packet to verify that the actually tra-
versed path of the packet matches the path intended
by the sender, and the intermediate nodes cannot
infer the whole forwarding path. The adversary A
does not corrupt the end-hosts, that is, the source
node S and destination node D are assumed to
be honest. Though the corrupted end hosts can
easily learn the forwarding path, the forwarding
path is various and changes according to different
conditions, such as current network traffic, network
situation, forward policy, etc [4, 27].

2) The public keys of all nodes in the network are
known and can be acquired. In the StealthPath, the
controller can obtain the public keys in the key
generation phase.

The security model between a challenger B and a PPT
adversary A is defined as follows.

• Setup. B runs the KeyGen(SP,N) to generate keys
for all nodes (denote the number as k), that is each
node is associated with (sk, pk). Finally, B sends all
public key to A.

• Query. In this phase, A can make polynomial times
queries about PoC proof and session keys of for-
warding path. When receiving a path (N0, · · · , Nn)
from A, B responds A with session public keys and
session secret key of this path.

• Challenge. A runs A({pkj}nj=0) to obtain two differ-
ent forwarding path path0, path1 with same length
|path0| = |path1| = n+ 1.

• Forgery. B flips a coin x ∈ {0, 1}, and computes the
PoC proof Px for the pathx. Otherwise, abort. Given

the PoC proof Px, A outputs bit x′. If x′ = x, output
1; otherwise, output 0.

Definition 7 (Indistinguishability of proof). For any PPT
adversary, the probability to distinguish the PoC proof is negligi-
ble.

Definition 8 (Unforgeability of proof). Any PPT adversary
cannot forge a PoC proof of a forwarding path except knowing the
whole forwarding path.

4.4 Design Objectives

The StealthPath is designed to achieve path validation in
a lightweight and privacy-preserving way. The following
objectives are designed for the StealthPath scheme.

Objective 1: Lightweight. The path validation must
be performed with lower computation and communication
costs to accommodate the router nodes with constrained
resources.

Objective 2: Path privacy protection. In order to achieve
path privacy, the path information and indices of nodes
on the path must be protected from all nodes except the
neighbors of a node.

Objective 3: Path compliance. All on-path nodes can
verify that all upstream nodes have correctly forwarded the
packets.

Objective 4: Correctness. The destination node can re-
ceive the data packets transferred through the pre-specified
path if all on-path nodes honestly forward the data packets
following the specification of StealthPath.

Objective 5: Security. The proposed StealthPath scheme
should prevent the malicious nodes from cheating in the
data forwarding phase, particularly from path revealing
attack, session linking attack, packet modifying attack, and
replay attack as discussed in Section 4.3.
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5 STEALTHPATH

In this section, we first describe the main idea of the Stealth-
Path scheme, and construct the StealthPath in details. Some
notations are shown in Table 2.

TABLE 2: Notations

Notation Description

H1, H2, Hprime hash function
Tx(·) chebyshev map
SP system parameter
(pk, sk) public/secret key pair
path forwarding path
pathE encrypted forwarding path
S,D source/destination node
PVP path validation proof
P proof of compliance
s session master secret key
Ts(β) session public key
r session secret key
δ hop proof
σ short digest
MAC message authentication code
Time timestamp
DP data packet
payload payload unit of data packet

5.1 Overview
The proposed StealthPath aims to protect the path compli-
ance as well as the privacy of the forwarding paths during
packet delivery, and consists of four phases: system setup, key
generation, packet creation, and packet delivery. The workflow
of StealthPath is shown in Fig. 2. Specifically, the system
setup phase is responsible for establishing the path valida-
tion system and generating necessary system parameters. In
the key generation phase, the router node registers at the
controller and obtains a pair of public and secret keys.

During the packet creation phase, the source node S
initiates the packet delivery along with path validation. S
first obtains a forwarding path from the controller and then
generates shared session keys with the nodes on the path.
Then, S generates the path validation proof PVP consisting
session ID, timestamp, session public key, the encrypted
path, hop proof and PoC proof, where the PoC proof is
computed by aggregating all MAC proofs and address of
next hop together. The hop and MAC proofs for each on-
path node computed in a chain manner using the symmetric
encryption and hash function (e.g., AES and SHA1), and are
collaboratively used to verify the path compliance and path
integrity. By the way of aggregating fashion, StealthPath not
only protects path privacy but also reduces the proof size to
the constant, which never has been both achieved in the
previous path validation schemes [16–26]. Finally, S sets
up a session to transfer the packet DP following the pre-
designed path.

In the packet delivery phase, each intermediate node
verifies the PVP to check whether the packets are delivered
following the pre-designed path. The chained MAC proofs
guarantee that one invalid computation of hop and MAC

proof of a node on the path will cause all subsequent hop
and MAC proofs to be invalid. If the verifications are passed,
the intermediate nodes update the hop proof and continue
to forward the packets to the next hop, where the next hop
is parsed from PVP . When the destination node D receives
the packet DP , it verifies the verification and then sends a
confirmation to S if the verifications are passed. Otherwise,
D drops the packet.

5.2 Construction of StealthPath

5.2.1 System Setup
Given a security parameter 1λ, the controller runs the
Setup(1λ) to initialize a path validation system. Specifically,
a large prime number p is selected, three collusion-resistent
hash functions H1 : {0, 1}∗ → Z∗

p, H2 : {0, 1}∗ → {0, 1} l
2

and Hprime : {0, 1}η → {0, 1}l are defined to compute
necessary metadata. The Hprime(u) is defined to map u

to the next prime after f(u) = 2(u + 2)log
(u+1)2

2 [32, 33].
The symmetric encryption scheme consisting of three algo-
rithms {KeyGen,Enc,Dec} is employed to encrypt mes-
sage and compute the MAC. Then, a random number
β ←

R
Z∗
p is chosen, and a Chebyshev map Tx(·) is se-

lected. Finally, the system parameter SP is set as SP =
{p, β,H1, H2, Hprime, Tx(·)}.

5.2.2 Key Generation
In this phase, the router nodes register at the controller,
and then the controller computes public and secret key
pairs by executing KeyGen algorithm. Specifically, for each
router node Ni, the controller computes the secret key
ski = H1(Ni||αi) and the public key pki = Tski

(β) mod
p, where αi ← R

Z∗
p.

5.2.3 Packet Creation
In this phase, S selects a forwarding path to communi-
cate with D, where the forwarding path can be obtain
from the controller who has a global perspective. Then
S generates the path validation proof PVP by invoking
ProGen algorithm, and establishes a session with D to
transfer the data packets with payload. Suppose that the
path path = (N0 → N1 → · · · → Nn) is the forwarding
path, where S = N0 and D = Nn, and the corresponding
public keys of intermediate nodes Ni (i = 1, · · · , n− 1) are
known to S . S generates the PVP by running the ProGen
algorithm, which is shown in Algorithm 1 and described as
follows.

• Select session master secret key s ←
R
Z∗
p, and

compute the session public key Ts(β), the session
secret key ri = Ts(pki), and ai = Hprime(Ni||ri)
(i ∈ [1, n]).

• Compute the short digest σ =
H2(id||Time||Ts(β)||payload) and δ0 = Encs(σ||N0).
Then, for each i ∈ [1, n], compute the hop proof
δi = Encri(δi−1).

• Compute the MAC proof MACi =
H2(σ||Ni||Ni−1||δi−1) and bi = Ni+1||MACi

satisfying bi < ai (i ∈ [1, n]), where Ni+1 is the next
hop address of Ni and Nn+1 = Nn.
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Fig. 3: Header structure of StealthPath.

To protect the privacy of the path information and
the indices of nodes on the path, S constructs a CRT
Equation system using (ai, bi)i∈[1,n] to hide the path. S
first solves the Equation system (2) to obtain the PoC
proof P by the CRT. Then, S encrypts the path as
pathE = Encrn(n||N0|| · · · ||Nn), and computes the ses-
sion identifier id = H2(pathE ||Time||Ts(β)||P), where
Time is the current timestamp. When obtaining all ingre-
dients, S encapsulates the path validation proof PVP =
id||Time||Ts(β)||pathE ||P||δ0 to the stealth header, as
shown in Fig. 3. S can also use the key rn to encrypt
the payload to protect the data confidentiality. Finally, S
forwards the data packet DP to the next hop N1.

P ≡ b1(mod a1)
P ≡ b2(mod a2)

...
P ≡ bn(mod an)

(2)

Algorithm 1 ProGen algorithm

Input: system parameter SP, path = (N0 → N1 → · · · →
Nn), public keys {pk1, · · · , pkn} of nodes on the path.

Output: path validation proof PVP .
1: Select s ←

R
Z∗
p, and compute the session public key

Ts(β). ▷ the source node S
2: for i = 1 to n do
3: Compute ri = Ts(pki) and ai = Hprime(Ni||ri).
4: end for
5: Compute the short digest σ =

H2(id||Time||Ts(β)||payload) and δ0 = Encs(σ||N0).
6: for i = 1 to n do
7: Compute the hop proof δi = Encri(δi−1), the

MAC proof MACi = H2(σ||Ni||Ni−1||δi−1), and bi =
Ni+1||MACi satisfying bi < ai.

8: end for
9: Compute the PoC proof P using (ai, bi) (i = 1, · · · , n),

as shown in Equation system (2).
10: Compute the encrypted path pathE =

Encrn(n||N0|| · · · ||Nn), session identifier
id = H2(pathE ||Time||Ts(β)||P), where Time is
the current timestamp.

11: return the path validation proof PVP =
id||Time||Ts(β)||pathE ||P||δ0.

Algorithm 2 ProVer algorithm

Input: System parameter SP, path validation proof PVP ,
secret key ski. ▷ Perform by node Ni (i = 1, · · · , n)

Output: Path validation proof PVP .
1: Parse the PVP as id||Time||Ts(β)||pathE ||P||δ′i−1.
2: if id ̸= H2(pathE ||Time||Ts(β)) then
3: return 0
4: else
5: Compute σ = H2(id||Time||Ts(β)||payload), ri =

Tski(Ts(β)) and ai = Hprime(Ni||ri)
6: Compute bi ≡ P mod ai, and parse bi as

Ni+1||MACi

7: if MACi ̸= H2(σ||Ni||N ′
i−1||δ′i−1) then

8: return 0
9: else

10: return 1
11: end if
12: end if

5.2.4 Packet Delivery
In this phase, the data packets are forwarded along the
pre-designed path. The intermediate nodes verify the path
compliance and update the hop proof, and the destination
node also checks the path compliance of all upstream nodes
and stores the data packets.

• Processing at the intermediate node: when receiv-
ing the data packet DP from N ′

i−1 (1 ≤ i <
n − 1), Ni performs ProVer algorithm to verify
the PVP as follows. Ni first parses the PVP
as id||Time||Ts(β)||pathE ||P||δ′i−1 and checks the
session identifier by Equation (3). Secondly, Ni

computes σ = H2(id||Time||Ts(β)||payload), ri =
Tski

(Ts(β)) and ai = Hprime(Ni||ri). Thirdly, Ni

computes bi ≡ P mod ai, and parses bi as the
next hop address and the MAC proof Ni+1||MACi.
Finally, Ni checks the MAC proof by Equation (4).

id
?
= H2(pathE ||Time||Ts(β)||P) (3)

MACi
?
= H2(σ||Ni||N ′

i−1||δ′i−1) (4)

If any preceding verification fails, ProVer algorithm
outputs 0, and then Ni drops the data packet. Oth-
erwise, with outputs 1 of ProVer, Ni can execute
the ProUpd to update the hop proof. Concretely,
Ni updates the hop proof δi = Encri(δ

′
i−1), and

replaces the hop proof δ′i−1 using the δi. After that,
Ni forwards the data packet to its next hop Ni+1,
which the address of Ni+1 is computed from the PoC
proof P .
Note that Equation (4) convinces Ni that all prior on-
path nodes have computed the hop proofs {δj}i−1

j=1

correctly, allowing it to complete the verification suc-
cessfully. The MAC validation can be passed if both
Ni and Ni−1 execute the protocol honestly and cor-
rectly. Otherwise, the data packet was not sent over
the pre-specified path path, on which the next honest
node on the path is able to identify. Furthermore,
suppose that the node Ni fails to transfer the data
packet through the path, then the successor node
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N ′
i+1 is unable to determine where the data packet

might be sent because resolving a valid next hop
from the P by N ′

i+1 is infeasible without correspond-
ing secret key.

• Processing at the destination node: On receiving
the data packet DP from N ′

n−1, D first parses PVP
and then performs ProVer algorithm to verify the
PVP as the intermediate node. In addition, it can
decrypt pathE using the rn to obtain forwarding
path, and can check N ′

n−1
?
= Nn−1. When resolv-

ing the next hop (and MAC proof) from P , D will
find that the next hop is itself, implying that D is
the destination node. If any check fails, D discards
the data packets. Otherwise, the data packets are
stored. Finally, D sends a confirmation information
Encrn(id||Time||Ts(β)) to the source node S . Note
that the confirmation does not require reversing the
pre-specified path path and does not perform path
validation.

Algorithm 3 ProUpd algorithm

Input: System parameter SP, hop proof δi−1 and session
secret key ri of Ni.

Output: Hop proof δi.
1: Compute δi = Encri(δ

′
i−1).

2: return δi

6 SECURITY ANALYSIS OF STEALTHPATH

In this section, we prove the unforgeability and indistin-
guishability of PoC proof in the StealthPath, and analyze the
security of the proposed StealthPath in terms of path privacy
protection, session leakage, security of packet delivery, and
node anonymity.

6.1 Security Proof
Theorem 1. The PoC proofs in the StealthPath scheme is indis-
tinguishable.

Proof. In the following, we will show that if there exists
an adversary A who can distinguish the PoC proof with
a non-negligible probability ε, then we can construct a
challenger B using A as a sub-routine to solve the CMDDH
problem. Given the tuple (β, h1, h2, h3) where h1 = Ts(β),
h2 = Tr(β), and h3 is either Tsr(β) or Tz(β), B is attempt
to determine that where h3 = Tsr(β) or h3 = Tz(β). The
security game of the challenger B and the adversary A
proceeds as follows.

• Setup. B runs the KeyGen(SP,N) to generate keys
for all nodes (assume that the number of nodes is k),
that is each node is associated with (sk, pk). Then, B
randomly selects the i-th node Ni, and sets pki = h1.
Finally, B sends all public key to A.

• Query. In this phase, A can make polyno-
mial times queries about PoC proof and ses-
sion keys of forwarding path. When receiving a
path (N0, · · · , Nn) from A, B responds A with
(Ts(β), (Ts(pk1), · · · , Ts(pkn))), where s ←

R
Z∗
p is

the session master secret key.

• Challenge. A runs A({pkj}nj=1) to obtain two differ-
ent forwarding path path0 and path1 with the same
length |path0| = |path1| = n+ 1.

• Forgery. B flips a coin x ∈ {0, 1} to select the pathx,
sets the session public key as h2 and randomly selects
session secret keys rj (j = 1, · · · , n). If the node Ni

is included in the pathx, B substitutes rj with h3

and computes the PoC proof Px for the pathx as the
StealthPath. Otherwise, B aborts.
Given the PoC proof Px to A, B obtains an output
bit x′. If x′ = x, output 1; otherwise, output 0.

Let E1 denote the event that B does not abort and
the chosen path include the node Ni, and E2 denote the
event A wins the above secure game (i.e., the output is
1). The probability of B solving the given CMDDH tuple
is ε′ ≥ Pr[E1 ∧ E2] = Pr[E1]Pr[E2|E1]. In the above
security game, the probability that B does not abort and
the chosen path include the node Ni is Pr[E1] =

Cn
k

2Cn+1
k

,
and the probability that A wins the above secure game is
Pr[E1] ≥ ε. Therefore, ε′ ≥ ε·Cn

k

2Cn+1
k

. That is to say, B can

solve the CMDDH problem with probability ε′ ≥ ε·Cn
k

2Cn+1
k

,
which contradicts with the CMDDH assumption (Definition
4). Thus, the PoC proofs in the StealthPath scheme is indis-
tinguishable.

Theorem 2. Any PPT adversary cannot forge a valid PoC proof
P to pass StealthPath if the adversary cannot compromise the
session secret key.

Proof. StealthPath robustness against the forgeability of P
depends on that the adversary cannot obtain the whole
forwarding path. That is any adversary obtaining the for-
warding path can easily generate a valid PoC proof. In the
following, we will prove that any adversary cannot obtain
the forwarding path without compromising the secret key
of nodes. For the adversary, it can get the forwarding path
if it has the knowledge of the session master secret key
s. StealthPath robustness against revealing the knowledge
of session master secret key s depends on the difficulty
of solving the CMDL problem. The session public key
Ts(β) is computed by the session master secret key s, and
encapsulated into the path validation proof. The adversary
may attempt to infer the secret random key s by the public
information (β, Ts(β)). However, according to the CMDL
assumption, the adversary cannot obtain the session master
secret key s since the (β, Ts(β)) is a CMDL tuple and is diffi-
cult to break. Thus, our StealthPath protects the knowledge
of session master secret key s under the hardness of CMDL
assumption. Therefore, any PPT adversary cannot forge a
valid PoC proof P to pass StealthPath.

6.2 Security Analysis
Path privacy protection. In the StealthPath, the intermediate
nodes can only identify their neighbors and do not know
other nodes since the path is encrypted. During packet
transmission, an honest node computes the address of its
successor nodes from the PoC proof by the session secret
key, which is computed using the session master secret
key. It is infeasible for adversary A to compute the session
secret key of an honest node without the session master
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secret key. Specifically, the session secret key is generated by
extended Chebyshev map in the StealthPath. According to
the CMCDH assumption (Definition 6), it is impossible for
A to compute the session secret key. Furthermore, the node
index is hidden in the PoC proof P , which is computed by
CRT. In summary,A cannot obtain the path information and
node index. Therefore, our proposed StealthPath can resist
the path revealing attack and protect path privacy.

In the StealthPath, an intermediate node is capable of
discerning the identities of predecessor and successor nodes,
as it is responsible for receiving data packets from the
predecessor node and transmitting them to the successor
node. To infer the whole forwarding path, the adversary
without knowledge of on-path nodes indices has to corrupt
the minimum number of intermediate nodes such that the
number of nodes in between two successive malicious nodes
can be at most one, and nodes N2 and Nn−1 must be
corrupted. Thus, the adversary has to corrupt at least ⌊n/2⌋
nodes. If the indices on path nodes are known, the adversary
can infer the whole forwarding path by corrupting the
minimum number of intermediate nodes such that every
honest node has at least one malicious node as its neighbor.
Therefore, the adversary has to corrupt at least ⌊n/3⌋ nodes.

Session linkage. In the StealthPath, the source node selects
a random session secret key s to generate path validation
proof PVP for each session. As a result, intermediate nodes
on path cannot link packets, even if the packets on two
or more forwarding paths of these sessions are generated
by the same source node or go to the same destination
node. Moreover, each session is created independently from
the other sessions because sessions are unrelated to any
long-term secret or identifier of the source node. Therefore,
two sessions are cryptographically indistinguishable in the
StealthPath, implying that two sessions are unlinkable.
Packet modification. In the packet modification attack, the
adversary aims to alter a packet without being detected by
the downstream nodes. In the StealthPath scheme, short
digest σ = H2(id||Time||Ts(β)||payload) is generated to
prevent such attacks. Moreover, the short digest is fed as
an input to compute the chained MACs. The chained MACs
guarantee the integrity of the path and ensure that anyone
incorrect MAC computation in the chain invalidates all
the subsequent MACs. Thus, our StealthPath thwarts the
attacks such as inserting new nodes, splicing two paths, or
changing the path order. An intermediate node can check
the chained MACs to detect the modification of the packets
and path. Then, the intermediate nodes can update the hop
proof to help the downstream nodes check the correctness of
MACs. Therefore, the StealthPath is protected from packet
modification attack.
Replay attacks. The StealthPath achieves freshness and pro-
tects the packets from replay attacks by session expiration.
In the StealthPath, the combination of unique session master
secret key and session public key, PoC proof, and encrypted
path serves as a unique packet identifier. The timestamp
and session identifier are included in the PVP and can be
validated by all nodes on the path. When observing the
packet with an expired timestamp, the intermediate nodes
immediately drop the packets. Thus, the StealthPath can
prevent replay attacks. The ICING [21] and OPT [22, 23]

do not discuss about the resistance to the replay attack. OSV
[16, 17] uses the sums of vectors in Hadamard matrix to
prevent replay attacks. Sequence numbers and timestamps
are not used by PPV [19], which creates a ”Packet ID”
based on the source, destination, and payload hash. This
is insufficient to provide an effective replay-suppression
mechanism or to enable packets to be uniquely identified
[25]. Similar to our StealthPath, the Atomos [18] and EPIC
[25] also employ unique identifiers for replay-suppression.
Indistinguishability of end hosts and intermediate nodes.
The indistinguishability of end hosts and intermediate
nodes indicates that the adversary cannot determine
whether an on-path node is the source or destination node
when the identity of the on-path node is known to the
adversary, as the identity of the on-path node may leak to its
predecessor node or successor node during transmitting the
data packet. In each session, S computes the session secret
keys for nodes on the path using the random session master
secret key s. Moreover, according to the proof generation,
the intermediate nodes are unable to determine whether
their predecessor node or successor node is S or D. There-
fore, the StealthPath hides source and destination nodes.
The OSV [16, 17], Atomos [18], PPV [19], Hummingbird
[20], ICING [21], OPT [22, 23], FSP [24], and EPIC [25] do
not support the anonymity of source and destination since
these schemes do not hide the forwarding path. In 2PNPV
[26], path privacy is protected to achieve the anonymity of
source and destination nodes.
Limitation. Similar to existing path validation schemes [16-
26], StealthPath aims to provide path validation for packet
forwarding, but does not address the dynamic path changes
and other misbehaviors during packet delivery:

• Dynamic path changes. In the StealthPath technique
design, the forwarding path is pre-selected by the
source node that needs to compute path validation
proof for the selected forwarding path. Then, each
on-path node will verify the path validation proof.
As the intermediate node cannot modify the path
validation proof, our StealthPath does not support
dynamic changes.

• Malicious dropping and routing. A malicious node
may arbitrarily drop packets to disrupt the packet
delivery, which is non-trivial to come up with tech-
niques to address a privacy-preserving path vali-
dation scheme like 2PNPV [26] (which incurs lin-
ear proof size), and our StealthPath. Appropriate
incentive methods [34–36] and trust management
of registered nodes [37, 38] may help to mitigate
this problem and build a more reliable and efficient
privacy-preserving path validation scheme. More-
over, a malicious node is able to relay data packets
to the wrong destination by controlling all successor
nodes that route to the target destination or acting
as a source node to re-route the packet to the wrong
destination. However, the destination cannot decrypt
the data packet or obtain the whole forwarding path
since it cannot compute the valid encryption key.

• Traffic analysis. StealthPath is vulnerable to traffic
analysis attack. A global adversary can observe all
traffic in the network to gain the forwarding paths.
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(c) Comparison of time of packet creation.

Fig. 4: Comparisons of packet overhead and packet creation with state-of-the-art.

Such an attack is hard to circumvent in the path
validation schemes.

• Malicious source. A malicious source node may hide
the path incorrectly (e.g., insert incorrect next hop
to the PoC proof), which makes it possible for the
nodes on the path to extract the true address of the
next hop, thus disrupting the packet delivery.

7 PERFORMANCE EVALUATION

In this section, we mainly evaluate the performance of
ICING [21], 2PNPV [26] and StealthPath. The ICING is the
initial study of path validation, but fails to protect path
privacy. The 2PNPV focuses on privacy-preserving path
validation. For the three schemes, we first evaluate the
packet and computation overhead, and then conduct the
experiments to show the performance. The experiments are
conducted 20 times separately to get the final average result
on the desktop with a 1.10 GHz Intel Core i7-10710U CPU
and 4 GB memory, where the operating system is Ubuntu
18.04LTS and the programming language is Python.

TABLE 3: Notations

Notations Descriptions

n The number of nodes on the path
TH Time of computing hash operation
TExp Time of computing exponentiation operation
TMul Time of computing multiplication operation
TAdd Time of computing addition operation
TPRF Time of computing pseudo random function operation
TXOR Time of computing exclusive OR operation
TEnc Time of encrypting operation of symmetric encryption
TDec Time of decrypting operation of symmetric encryption
TT Time of computing Chebyshev map operation
TCRT Time of solving a n CRT equation system

7.1 Packet Overhead

Compared to the IP, StealthPath requires a larger packet
header (e.g., Stealth Header in Fig. 3) to achieve privacy-
preserving path validation. In the following, we will
roughly quantify the packet overhead. The stealth header
includes 84 bytes that do not depend on the path length:
session identifier id of 16 bytes, timestamp Time of 4 bytes,
session public key Ts(β) of 48 bytes (256 bits security level)

and hop proof δ of 16 bytes. Additionally, the length of PoC
proof P and encrypted path pathE depends on the path
length (increasing slowly). As shown in Fig. 4(a), the header
size with different path lengths is evaluated, and the header
size increases with the path length in all three schemes.
From a pessimistic estimate of the average provider level
in [21] and [39], the length of packet forwarding is often 5.
Hence, the header size of ICING, 2PNPV, and StealthPath is
205 bytes, 456 bytes, and 184 bytes. Compared with 2PNPV,
StealthPath saves nearly 60% size of the header. Among
all three schemes, 2PNPV has the most overhead, and the
header size of ICING is larger than StealthPath when the
path length is greater than 5.

To measure the increase in bandwidth, we adopt a
dataset1 of real Internet traffic, where the total number of
packets observed in 15 minutes on June 6, 2022 was 122,
541, 860 with a total size of 59, 376 MB. The bandwidth
increment is shown in Fig. 4(b) with the assumption that
path lengths have the same distribution across packet size
[21]. Relative to IP, the StealthPath adds 184−20 = 164 bytes
when the path length is 5. Thus, the bandwidth increment
for this dataset is (122, 541, 860 × 164)/(59, 376 × 220) =
32.2%. The total increase in bandwidth of ICING and
2PNPV is (122, 541, 860 × 185)/(59, 376 × 220) = 36.4%,
(122, 541, 860 × 456)/(59, 376 × 220) = 85.8% respectively.
Compared to 2PNPV, the StealthPath would save nearly
54% bandwidth. The StealthPath has the lowest bandwidth
increment among the three schemes.

7.2 Computation Overhead
In this section, we evaluate the computational performance
of our proposed StealthPath in comparison to 2PNPV and
ICING. Some notations are defined in Table 3.
Theoretical analysis and implementation. We compare
the computational cost of our StealthPath with ICING and
2PNPV, and summarize the result in Table 4. In the imple-
mentation, the cryptographic primitives are instantiated as
follows: AES in CBC mode for symmetric encryption and
PRFs, and SHA256 for the hash functions [25, 26].

For the key generation, 2PNPV takes 2TExp+TH+TAdd+
TMul to generate the key for each node, which is higher

1. Packet traces from wide backbone.
https://mawi.wide.ad.jp/mawi/samplepoint-
F/2022/202206061400.html
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TABLE 4: Comparisons of Computational Cost

scheme Key generation Packet creation Packet delivery

Anal. Impl. Anal. Impl. (n = 5) Anal. Impl. (n = 10)

ICING[21] TExp 1.11 ms (n−1)(3TPRF +TXOR+TExp)
+nTH

4.48 ms (n+2)TPRF +nTH

+(n−1)(TExp+TXOR)
10.04 ms

2PNPV[26]2TExp+TH+
TAdd+TMul

3.39 ms (4n−1)TEnc+3(n−1)TExp

+nTH+(n−1)TMul
18.16 ms (logn2 +3)TH+logn2 TDec

+3TEnc+2TExp
2.65 ms

StealthPath TH + TT 1.06 ms 2nTH+(n+1)TEnc+
(n−1)TT +TCRT

4.85 ms 4TH+TEnc+TT 0.09 ms
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Fig. 5: Comparison of proof verification time.

than ICING and StealthPath. Our StealthPath only requires
TH+TT , and has the lowest among the three schemes. In the
implementation, ICING, 2PNPV, and StealthPath averagely
takes 1.11 ms, 3.39 ms, and 1.06 ms to generate a key for a
node, respectively.

In the packet creation phase, all three schemes generate
path validation proof PVP for path validation and are
sensitive to path length. It can be seen from Table 4 that
the computation cost of all three schemes is in the same
order of magnitude and increases linearly with path length.
As shown in Fig. 4(c), the average packet creation time with
path length 5 is 4.48 ms, 18.16 ms and 4.85 ms of ICING,
2PNPV and StealthPath, respectively. Among these three
schemes, StealthPath has the lowest computation time and
also ensures path privacy.

In the packet delivery phase, each on-path node verifies
the PoC proof and updates the hop proof. In the ICING, each
node verifies the proofs of upstream nodes and updates the
proofs of downstream nodes. Thus, the time of proof verifi-
cation increases with the hop index, while the time of proof
update decreases with the hop index. As shown in Table 4,
Fig. 5 and Fig. 6, the total computation cost of proof verifica-
tion and update is (n+2)TPRF+nTH+(n−1)(TExp+TXOR),
and the average total time is 10.40 ms for per node with
the path length 10. In the 2PNPV, each node has to find its
own PoC proof from all PoC proofs one by one, and cost
(logn2 +3)TH+logn2 TDec+3TEnc+2TExp. In the implemen-
tation, the average time to verify and update proofs is 2.65
ms and 0.09 ms, respectively. As for our StealthPath, the
bulk of path validation work is completed by the source
node in packet creation phase, while the path verification
and update have constant size/complexity, independent of
path length. The average time of verifying proofs is 1.18
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Fig. 6: Comparison of proof update time.

ms, and that of updating proofs is 0.084 ms, as shown in
Fig. 5 and Fig. 6. Therefore, only our StealthPath has a
constant overhead in the packet delivery phase among the
three schemes, which shows that our StealthPath is efficient
and practical.
Incentives discussion of Deployment. Beyond the setup of
the technical StealthPath components, adoption of Stealth-
Path would require coordination between participating In-
ternet services providers (ISPs). In the following, we discuss
of efficiency and business incentives for adopting Stealth-
Path.
Efficiency. Our StealthPath uses lightweight cryptographic
primitives, which makes it very attractive in practice. These
cryptographic primitives can be implemented on hardware,
making the StealthPath more efficient. The IP routers use the
longest-prefix matching for packet delivery, which requires
large amounts of expensive ternary content addressable
memory (TCAM). Our StealthPath can be implemented by
very little additional hardware. As claimed in [25], hardware
implementations of AES are very efficient and only require
13,000 gates while implementations of IP routers requires
8.7 million gates even for very small amounts of TCAM.
Thus, these cryptographic computations could be offloaded
to multiple dedicated hardware units in network-interface
cards to further accelerate the path validation in the future.
The lightweight implementation of StealthPath will also
help it gain early attention and adoption.
Business incentives. The StealthPath has provided privacy-
preserving path control for end hosts, but its lack of direct
compatibility with the current Internet may lead to adoption
resistance. Nevertheless, the current market trends demon-
strate demand for reliable and secure Internet connectivity
[15], which could incentivize ISPs to upgrade their router
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nodes to support StealthPath services. As claimed in [27]2,
pre-selected forwarding paths by performance metrics can
be translated to better quality of service (such as audio,
video, and file transfers) and generally shorter transfer de-
lays. Thus, the ISPs are able to define new business models
and sell new services based on the benefits of StealthPath
such as path control, path privacy-preserving, and shorter
transfer delays. Based on StealthPath, ISPs can create ser-
vices for customers who demand higher availability than
the current Internet can provide, but who cannot afford ded-
icated leased lines. Furthermore, blockchain can be used to
achieve automated incentives for ISPs according to loaded
traffic and other critical metrics [34]. However, in this paper,
we mainly focus on designing privacy-preserving path con-
trol for end hosts, the existing incentive mechanisms [34–36]
for routing are also compatible with path control services
provided by StealthPath, and other work [16–26].

8 CONCLUSION

This paper presented StealthPath to simultaneously achieve
path validation and path privacy protection. Using symmet-
ric cryptography, the StealthPath generates chained MAC
proofs to validate the network path and achieve efficient
verification. Based on CRT, the StealthPath reduces proof
size of PoC to from linear to the constant and hides the
path indices and path length. Additionally, each interme-
diate node can extract proof and corresponding next hop
address from the PoC proof without compromising path
privacy. The security analysis showed that StealthPath is
secure against various attacks, and sufficient experiment
results show that our proposed StealthPath saves nearly
60% header size, and efficiently transfers data in a privacy-
preserving way. In future work, we will delve into incen-
tivizing mechanisms and trust management for registered
nodes to effectively mitigate malicious dropping attacks,
and designing dynamic path changes to achieve efficient
and fault-tolerant packet delivery.
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