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ABSTRACT
Moving Target Defense (MTD) can eliminate the asymmetric advan-

tage that attackers have in terms of time to explore a static system

by changing a system’s configuration dynamically to reduce the

efficacy of reconnaissance and increase uncertainty and complexity

for attackers. To this extent, a variety of MTDs have been proposed

for specific aspects of a system. However, deploying MTDs at differ-

ent layers/components of the Cloud and assessing their effects on

the overall security gains for the entire system is still challenging

since the Cloud is a complex system entailing physical and virtual

resources, and there exists a multitude of attack surfaces that an

attacker can target. Thus, we explore the combination of MTDs, and

their deployment at different components (belonging to various

operational layers) to maximize the security gains offered by the

MTDs. We also propose a quantification mechanism to evaluate the

effectiveness of the MTDs against the attacks in the Cloud.
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1 INTRODUCTION
Current IT systems operate in a relatively static configurationwhich

gives attackers the advantage of time, as attackers can plan, per-

form reconnaissance, and execute attacks without time constraints.

Conventional security measures rely on patching individual vul-

nerabilities, which can be cumbersome, time-consuming, and risk

introducing configuration errors in the system. Moreover, it is dif-

ficult (and likely impossible) for system defenders to eliminate all

vulnerabilities in a system; this provides the attackers a window

of opportunity to compromise the system. Consequently, Moving

Target Defense (MTD) [8] techniques are advocated as a proactive
approach to improve a system’s security. The basic premise behind
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MTD is that introducing increased uncertainty and complexity for

the attackers reduces the likelihood of them successfully exploiting

the system. For example, a dynamic run-time environment could

change the execution environment presented to the application [2],

while MTD techniques focusing on the network layer dynamically

modifies the network characteristics (e.g., IP/MAC addresses) [4]

to change the attack surfaces presented to the adversary.

The previously mentioned MTDs are typically applied to indi-

vidual aspects of a system (IP addresses, OS replicas, etc.). Their

effectiveness is measured through their capability to mitigate at-

tacks targeting these components. However, the application of the

MTDs considering a holistic view of the Cloud is limited [1] due to

the complexity of the Cloud environment. The complexity stems

from the coupling of physical and virtual resources, which can be

instantiated, migrated, and decommissioned to provide elasticity

to users. Furthermore, many attack surfaces exist across different

layers of the Cloud [3]. For example, an attacker can utilize VMs to

implement malware in the first stage of the attack [5]. During the

second stage, an attacker can utilize the underlying hypervisor’s

vulnerabilities to target services connected with the hypervisor [7].

Consequently, deploying an individual MTD, e.g., OS diversity at

the VM level or changing the hypervisor, might not be sufficient

to mitigate such attacks. Therefore, a combination of MTDs at dif-

ferent layers is desired to maximize the security gains of the MTD

techniques.

To facilitate the application and to evaluate the effectiveness

of MTDs across different layers of the Cloud, we develop a frame-

work to quantify the effectiveness of MTDs deployed across the

operational stack of the Cloud. The basis for the framework is the

development of a model to determine the operations involved in

the Cloud. Consequently, this model forms the basis for tracking

the subsequent steps at an attacker’s disposal in a multi-stage at-

tack, i.e., if the triggering source of an attack is a hypervisor, the

successive options available to an attacker are the services that in-

teract with the hypervisor. Accordingly, enumerating the services

is critical to understanding attack paths and evaluating the MTD’s

placements along the attack path. Overall, the contributions can be

summarized as follows:

• Evaluating the effectiveness of aggregated MTD techniques

across different layers of the Cloud to maximize security

gains, reduce the attack window or increase the attacker’s

cost.

• Assessing the placement of MTD application in the Cloud

by considering potential actions of an attacker.

• Quantification method to determine the effectiveness of the

proposed MTD approach in disrupting both single and multi-

stage attacks in the Cloud.
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2 MTD FRAMEWORK
The proposed MTD framework, depicted in Figure 1, comprises of

three layers. The first is the set of available MTD techniques such

as IP shuffling, OS diversity, etc. The second layer is the threats

that MTDs can impact. To attack a system, an attacker must know

its weaknesses and how to exploit them. Therefore, threats have

primarily twomain blocks. Preconditions encompass the knowledge

about the weaknesses of a system, and exploitation is the process of

using the weaknesses to compromise the system. It might be noted

here that an MTD can affect any or both of these blocks. Finally, the

third layer is the system under investigation. In our case, we show

a subset of the Cloud operations since our goal is to determine the

effectiveness of MTDs (or a combination of MTDs) considering a

holistic view of the system. To achieve this, we need to enumerate

possible paths that an attacker can take in multi-stage attacks.
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Figure 1: Proposed MTD framework

We define both the Cloud and the threats layer, presented in

Figure 1, in the following.

Definition 2.1 (Cloud). A Cloud is modeled as a directed graph

representing interconnections among the services/components, i.e.,

𝐺 = (𝑉 , 𝐸), where 𝐺 represents the Cloud system, 𝑉 is a finite

set of services and 𝐸 ⊆ 𝑉 × 𝑉 is the set of ordered connecting

edges between the services such that a communication link exists

between 𝑣𝑖 ∈ 𝑉 and 𝑣 𝑗 ∈ 𝑉 . An attacker might use the latter to

propagate further into the system.

Definition 2.2 (Threat). A Threat is modeled as a tuple 𝑇 =

(𝑉 , 𝐸, 𝐼 ), where: 𝑉 is a set of vulnerabilities that an attacker can

exploit to target a service, 𝐸 is the process of exploiting the vulner-

ability, and 𝐼 is the impact of successfully exploiting the vulnerabil-

ity in the system. 𝐸 can be further defined in the form of a tuple

(𝑅𝑒𝑐, 𝐸𝑥) such that 𝑅𝑒𝑐 : N→ 𝐴 denotes the sequence of actions

that an attacker can take during the reconnaissance process, and

𝐸𝑥 : N → 𝐴 signifies the corresponding sequence of actions to

exploit the vulnerability.

Having defined the Cloud system and the threats, the third layer

enumerates the choices of the MTDs. We can now define an overall

MTD framework as a 6-tuple (𝑀,𝑇, 𝑆, 𝑅𝑚𝑡 , 𝑅𝑚𝑠 , 𝑅𝑡𝑠 ) where
• 𝑀 is a finite set of MTDs.

• 𝑇 is a finite set of threats and is defined in Definition 2.2.

• 𝑆 is a finite set of services in the Cloud and is defined in

Definition 2.1.

• 𝑅𝑚𝑡 ⊆ 𝑀 × 𝑇 is the relationship between MTDs and the

threats. It determines the corresponding impact of MTDs on

threats.

• 𝑅𝑚𝑠 ⊆ 𝑀 × 𝑆 defines the relationship between MTDs and

services in the Cloud. It signifies the applicability of an MTD

on the service. For instance, dynamic application data is only

applicable to the application running on the VM.

• 𝑅𝑡𝑠 ⊆ 𝑇 × 𝑆 defines the relationship between threats and the

targeted services. It identifies the threats that could poten-

tially target a specific service.

Consequently, the selection and placement of MTD techniques

in the Cloud can be formulated as an optimization problem. The

objective is to maximize the effectiveness of MTDs and to minimize

the cost associated with their deployment. Furthermore, we define

constraints associated with the system, attacker, and defender. Thus

the optimization problem can be defined as:

maximize 𝐸 (𝑀𝑚,𝑇𝑡 , 𝑆𝑠 )
minimize 𝐶 (𝑀𝑚, 𝑆𝑠 )
subject to C1, C2, and C3

(1)

C1 (System’s Constraint) Proper termination of the system, i.e.,

VM run state, is eventually reached.

C2 (Attacker’s Constraint) A threat with maximum likelihood

is used by an attacker at any given time.

C3 (Defender’s Constraint) An MTD can only be used if it can

target a threat and is deployable on the targeted service. If

a single MTD is insufficient to thwart an attack, multiple

MTDs can be deployed.

We define the relationship among different layers of the MTD

framework by the following:

Threat to service relationship:A service can be compromised

by exploiting vulnerabilities that target the service. However, if

there does not exist a vulnerability that can target a service then

the service cannot be compromised, i.e., (𝑡, 𝑠) ∉ 𝑅𝑡𝑠 =⇒ Pr(𝑋𝑠
𝜏 =

𝑡) = 0.

Satisfying a threat’s precondition: To compromise a service,

a vulnerability has to be exploited. However, preconditions might

need to be satisfied to exploit the specific vulnerability, which can

be further broken down into the fulfillment of each individual

precondition. 𝑃𝑟𝑒 is the set of all preconditions, and 𝑀𝑆𝑃 is the

minimum set of preconditions that must be satisfied to exploit the

vulnerability.

SP(𝑠, 𝑡) = { 𝑝 | 𝑝 ∈ P(𝑃𝑟𝑒) ∧ Sat(𝑠, 𝑡, 𝑝) }
MSP(𝑠, 𝑡) = argmin

𝑝∈SP(𝑠,𝑡 )
|𝑝 | (2)

Effectiveness of MTDs:We have defined the relationship be-

tween threats and the respective services and the minimum set of

preconditions necessary to exploit a vulnerability. Now, we define
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the relationship between MTDs, threats, and services. Initially, we

start with evaluating the effectiveness of a single MTD technique

against a threat targeting a particular service. We plan to relax

this assumption in future work by incorporating many-to-many

relationships amongst the layers. We assume that in case an MTD is

not deployed, an attacker can successfully compromise the service,

i.e., the probability of the attack success is 1. We can calculate the

effectiveness of a single instance of MTD on a threat targeting a

service as:

𝐸 (𝑀𝑚,𝑇𝑡 , 𝑆𝑠 ) = (𝑇𝑡 , 𝑆𝑠 ) ∈ 𝑅𝑡𝑠 ∧ (𝑀𝑚,𝑇𝑡 ) ∈ 𝑅𝑚𝑡 ∧ (𝑀𝑚, 𝑆𝑠 ) ∈ 𝑅𝑚𝑠

(3)

Equation (3) determines the effectiveness of an MTD technique

against a threat to a service. We assume that an MTD is either

effective or ineffective against a threat; however, in the future, we

will relax this assumption to assign different values to each MTD

technique against a threat and evaluate the effectiveness of multiple

MTDs targeting a threat. In other words, Equation (3) also dictates

that an MTD has not been deployed, and therefore, the attacker’s

success is one as no mitigation strategy has been deployed.

Cost function of a single MTD on a service: Cost function
maps the cost associated with deploying an MTD on a service. This

cost can be further divided into the operational cost of deploying

an MTD as well overhead caused by an MTD.

𝐶 (𝑀𝑚, 𝑆𝑠 ) = 𝐷𝑒𝑝𝑙𝑜𝑦𝑚𝑒𝑛𝑡 (𝑀𝑚, 𝑆𝑠 ) +𝑂𝑣𝑒𝑟ℎ𝑒𝑎𝑑 (𝑀𝑚, 𝑆𝑠 ) (4)

Solving an optimization problem with conflicting objective func-

tions is challenging. The goal of the proposed work is to find the

optimal MTDs placement across the Cloud that maximize their ef-

fectiveness in mitigating threats (or offering higher security gains)

while minimizing the cost associated with the MTDs deployment.

3 SECURITY ANALYSIS
An example of the proposed quantification framework is shown in

Figure 2 which shows all the layers of the framework. The threats

are extracted from the national vulnerability databases [6] and

the respective probabilities of exploiting each vulnerability can be

assigned from the database. For example, CVE-2011-1751 affects

the networking service of the Cloud and the corresponding MTD

technique (dynamic networks) can be applied to mitigate the threat.

Similarly, dynamic platforms can be applied to either the hypervisor

level or at the VM level to mitigate CVE-2008-7096 and CVE-2010-

2938 respectively. Therefore, these MTDs can be deployed at the

respective services to protect them from being vulnerable. Cur-

rently, we focus on each MTD affecting the service, however, in

the future, we plan to relax this assumption by including multiple

MTDs impacting each service and threat. Furthermore, it is evident

that the relationship between the layers is many to many. For ex-

ample, a threat can impact multiple services, and an MTD can be

applied to a number of services. Therefore, we conclude that finding

an optimal solution is challenging considering these relationships.

4 CONCLUSION
We have presented the problem of evaluating the effectiveness of

MTDs and their deployment across the operational stack of the

MTD Layer

Threats Layer

Cloud Layer

Hyp

VMNet DI HW

2011-1751 2010-2938 2007-4993

Dynamic
Networks

Dynamic
Platforms

Dynamic
Application

Dynamic
App Data

Dynamic
Hardware

2008-7096

Figure 2: Single stage attack scenario

Cloud. The approach enables evaluating the security gains on the

overall system instead of limiting the effectiveness of MTDs to indi-

vidual components. The security analysis presented encompasses

different services involved in launching a VM, threats targeting

these services, and the respective MTDs. Initially, we target finding

the optimal placement of MTDs for single-stage attacks and plan

to extend the security analysis to multi-stage attacks.
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