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Abstract. IoT cyber security deficiencies are an increasing concern for
users, operators, and developers. With no immediate and holistic device-
level fixes in sight, alternative wraparound defensive measures are re-
quired. Intrusion Detection Systems (IDS) present one such option, and
represent an active field of research within the IoT space. IoT environ-
ments offer rich contextual and situational information from their inter-
action with the physical processes they control, which may be of use to
such IDS. This paper uses a comprehensive analysis of the current state-
of-the-art in context and situationally aware IoT IDS to define the often
misunderstood concepts of context and situational awareness in relation
to their use within IoT IDS. Building on this, a unified approach to
transforming and exploiting such a rich additional data set is proposed
to enhance the efficacy of current IDS approaches.
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1 Introduction

One of the largest computing platforms in the world, the Internet of Things (IoT)
is a continually evolving paradigm that aims to permeate and interconnect every
facet of society. Comprised of heterogeneous devices in growing numbers sensing
and interacting with each other and the surrounding world, IoT brings significant
benefits to its ever expanding set of application domains.

Computationally constrained when compared to traditional computing sys-
tems, IoT devices utilise varying technologies designed to support communica-
tion using limited resources. Consequently, this exposes them to cyber attacks
through their inability to adopt traditional defensive techniques [15]. These issues
are compounded through deficiencies in development practices, and contribute
towards IoT devices being considered as promising targets of attack [15]. This
ever increasing threat necessitates the use of alternative wraparound defensive
measures, including intrusion detection systems (IDS).

IDS for IoT is an active field of research, with many solutions being created to
overcome device-level resource limitations [5]. However, few IDS solutions incor-
porate the large swathe of context and situational information generated by IoT
devices. Even in micro deployments, there exists a large quantity of information
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that has the potential to provide any IDS with contextual and situational under-
standing, empowering decision making. Authors in this space have identified the
potential for context and situational awareness in IoT IDS [3]. However, the dif-
ference between these two terms is often misunderstood, with context awareness
and situational awareness being mislabelled and subsequently misused [14, 22].
This presents a challenge to other researchers looking to incorporate context and
situational awareness into their own IDS solutions.

In this paper we clarify the difference between context and situational aware-
ness for IoT IDS through a comprehensive analysis of their current state-of-the-
art within literature. We then offer a unified approach to generating situational
awareness data for IoT IDS through a theoretical pathway, highlighting the nec-
essary steps to take to transform raw data into situational awareness.

2 Background and Related Work

IDS for IoT is a varied and active research area, with a broad body of literature
dedicated to detecting the ever increasing profile of attack techniques. While
active, it is an area that faces unique challenges, with a vastly heterogeneous
device base adding new concerns to long standing security issues inherited from
traditional computing systems.

There exists 3 primary surveys that focus on IDS in IoT. Zarpelao et al [31]
present a taxonomy to classify IDS in IoT literature, alongside a critical analysis
of future research directions in this space. The authors identify that research
efforts should focus on investigating detection methods and placement strategies,
increasing the range of detectable attacks, addressing more IoT technologies,
improving validation strategies, and overcoming the unsuitability of traditional
IDS for IoT networks. Santos et al [25] provide a more recent literature review,
corroborating Zarpeldo et al’s [31] proposed research directions, and highlight
that ToT IDS is still in its infancy. Finally, Benkhelifa et al [5] critically reviewed
practices and challenges in IoT IDS, before proposing an architecture supporting
IoT IDS that spans all three IoT layers (perception, network, and application).

While the aforementioned surveys identify key research issues currently af-
fecting IoT IDS, they fail to discuss or identify the use of context and situational
awareness as a suitable base for augmentation. This is to be expected when con-
sidering that although there are over 900 IoT IDS papers returned from cursory
searches on SCOPUS, only 24 of these are focused towards context or situational
awareness for IoT IDS. Although context and situational awareness IoT IDS con-
stitutes a very small proportion of overall IoT IDS literature, there are authors
who demonstrate that context information when considered in conjunction with
network information offers improvement over non-context aware IDS [3]. Fur-
thermore, Kouicem et al’s [I5] survey of IoT security advocates that to improve
IoT device security there should be an increased effort towards utilising the
environment in which they pervade.

As demonstrated across the following sections, efforts have been made to ex-
ploit context and situational awareness within IoT IDS literature. However, there
is still much confusion surrounding the difference between these two distinct
terms, and how one can transform raw data into usable context and situational
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awareness. Moreover, the initial attempts present in literature often claim to use
context awareness, but in actuality are using situational awareness [22], and vice
versa [14]. To alleviate this confusion, the following two sections outline what
constitutes context and situational awareness, including the state-of-the-art for
their use in IoT IDS.

3 Context and Context Awareness

3.1 Definitions

To successfully identify implementations of context awareness for IoT IDS, it is
important to first understand what is meant by context and context awareness.
Dey and Abowd [I]], provide the following widely accepted definition of context,
Definition 1, as:

“any information that can be used to characterize the situation of an entity. An
entity is a person, place, or object that is considered relevant to the interaction
between a user and an application, including the user and applications
themselves”

Once understood, it becomes possible to distinguish between raw data and con-
text information. Sanchez et al [24] posit that this distinction is simple; raw data
is unprocessed and comes directly from the data source, while context informa-
tion can only be generated through the processing of raw data. This distinction
is important to keep in mind to ensure that the use of context information and
raw data is kept separate to avoid confusion.

Following on from their definition of context, Dey and Abowd [I] provide the
following widely accepted definition of context aware, Definition 2, as:

“A system is context aware if it uses context to provide relevant information
and/or services to the user, where relevancy depends on the user’s task”

While both definitions are widely accepted, there are cases in which related
works opt for alternative definitions [6] [16]. However, IDS for IoT using context
awareness requires definitions that are generically applicable due to the hetero-
geneous nature of IoT devices, and where the reshaping of situations can occur
from the smallest of changes in environmental composition. For this reason, Dey
and Abowd’s [I] definitions are preferred, as they are more generically applicable
when compared with those suggested in other works.

3.2 Context and Context Awareness For IoT IDS

Before discussing context and context awareness for IoT IDS, it is first impor-
tant to identify the state of context and context awareness for IoT as a whole so
that an appropriate basis can be formed. Perera et al [23] provide the most com-
prehensive context aware IoT survey to date. In this work the authors identify
factors necessary for context awareness formation, and introduce the context life
cycle. This life cycle covers the movement of context in context aware systems,
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and consists of four stages: Acquisition, Modelling, Reasoning, and Dissemina-
tion. Following a discussion surrounding the overall context life cycle, the au-
thors present a number of practical techniques applicable to each stage. Sezer et
al [26] build upon this to provide the most recent survey on IoT context aware-
ness. Their work provides an overview of the state of the art in context aware
IoT, and goes on to discuss new techniques supporting stages within the context
life cycle, before defining context awareness as an essential part of IoT.

Anton et al [3] present a context aware intrusion detection system for In-
dustrial IoT that uses context information alongside network information. Their
system is shown to offer an increase in performance over non-context aware IDS,
with a lower false positive rate overall. The authors successfully demonstrate
the value of context awareness for IoT IDS, and suggest that context awareness
should be considered more widely to increase the reliability of IoT intrusion
detection systems.

Sharma et al [27] created a context aware system used for IoT-embedded Cy-
ber Physical systems IDS, evaluated on an Unmanned Arial Vehicle. The system
effectively uses context awareness to outperform similar systems in reliability and
rates of false-positives, false-negatives, and true positives.

Sikder et al [28] developed a context aware sensor based attack detector for
smart devices. This attack detector demonstrates the use of machine learning
techniques for context aware IDS, and is evaluated on a smart phone. The au-
thors use context in a way consistent with previously highlighted definitions, and
can be viewed as an accurate example of context awareness use for IoT IDS.

Park et al [22] present a smart factory context aware IDS; however the authors
introduce uncertainty as the work is identified as context aware, yet is also
explicitly described as being based on situational awareness. This serves as an
example of the confusion still present between context and situational awareness.

Pan et al [2I] and Gopal and Parthasarathy [I2] utilise context awareness for
IDS within building management systems and wireless sensor networks respec-
tively. Both examples utilise context awareness to achieve the goals of intrusion
detection in a manner consistent with definitions. As both application areas
contain large overlaps with IoT, these two examples should be considered when
attempting to utilise context awareness for IoT.

Finally, Choi et al [§] implement context extraction to detect and identify
faulty IoT devices. The author’s use of context is not explicitly used for intru-
sion detection, however as the generated context information is used to provide
services, the authors have successfully implemented context awareness according
to definitions. While not designed for IDS, the approaches used within are easily
adaptable for use in a different context.

While context awareness is a rich and varied area of research within IoT
as a whole, literature surrounding its current use for IoT IDS is currently in
its infancy. Understanding of context and its technical implementations within
general literature is good, with the existence of artefacts such as the context
life cycle serving to enable research within this space. Researchers are begin-
ning to identify context awareness as a useful approach towards improving the
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capability of current IDS for IoT, with implementations showing enhancement
of reliability, false-positives, false-negatives, and true positives over non-context
aware solutions. However, some confusion still remains surrounding its use, and
in some cases its fundamental construct. Overall, the use of context awareness
within IoT IDS shows promise, although there is much work still to be done.

4 Situation and Situational Awareness
4.1 Definitions

Compared to context and context awareness, definitions of situation and sit-
uational awareness do not have as great a presence or understanding within
existing literature. There are, however, common themes that pervade provided
definitions and support in their understanding.

In their work on situation aware access control, Kayes et al [I3] propose that
to specify a situation, it is required to capture the states of relevant context
entities along with their relationships. Combining this with other information
available within the environment, Kayes et al [I3] defined a situation as consisting
of the set of elementary information. This view is corroborated by Goker et
al [I1], who view context as a description of the aspects of a situation. While
not necessarily a direct definition of situation, it can be taken from Kayes et
al [13] and Goker et al [I1I] that a situation must, at the very least, contain
context to be identified as such. This can then be substantiated further by Ye
et al [30], who state that a situation can be seen as an abstraction of the events
occurring in the real world derived from context. Transforming this into a formal
construct, Meissen et al [19] define situation as S = (tpeq, tend, cs) where S is the
situation, 4 is the starting time of the situation, t.,q is the end time of the
situation, and cs is a set of characteristic features, with a characteristic feature
viewed as a logical proposition about a context, or a subset of its components.
From these examples we can conclude that for a situation to exist, it must
implicitly contain context information. This information must be understood,
processed, and combined to comprehend what the current situation at a specific
point in time is. Rewording Meissen et al’s [I9] formal definition into Definition
3, a situation is therefore:

“a set of characteristic features over an identified time that can uniquely
describe the real world scenario that is of current interest”

Situational awareness is less prevalent than context awareness in existing liter-
ature, potentially due to its use as a synonym within context definitions. End-
sley [9] can be considered an early adopter of situational awareness, provided a
widely accepted definition, Definition 4, as:

“the perception of the elements in the environment within a volume of time and
space, the comprehension of their meaning, and the projection of their status in
the near future”

While Endsley’s [9] original definition was created for military purposes, its ap-
plicability to the field of computing, and more specifically IoT, is valid. Achieving
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Endsley’s [9] view of situational awareness would allow for improved user inter-
action, and the prediction of required services and resources before they are
requested. Other definitions of situational awareness do exist within IoT focused
literature [2], however, similarly to context and context awareness, our selected
definitions are more generically applicable and thus better suited for IoT IDS.

4.2 Situation and Situational Awareness For IoT IDS

Of particular importance to situational awareness for IoT IDS is the concep-
tual model of Network Security Situation Awareness (NSSA) developed by Xu
et al [29], formed through a combination of Endsley’s [9] situational awareness
model and Bass’ [4] JDL model. Counsisting of three levels, security situation
perception, situation evaluation, and situation prediction, the model was devel-
oped specifically with IoT in mind. Expanding on this, Xu et al [29] focus on
the first two levels and develop a situation reasoning framework, before demon-
strating how it could detect attacks, worms, and evaluate IoT network vulner-
abilities. The framework consists of 3 main components: a NSSA ontology, a
reasoning engine, and user defined rules. Heterogeneous information, including
context information, is formatted and fed into the ontology model, which models
inputted information and the relationships existing between data points. Once
the ontology is populated, the reasoning engine reasons out abnormalities using
instances and user defined rules that identify different scenarios (e.g. attack sce-
narios). These three components combine to partially achieve the first two levels
of NSSA, however Xu et al’s approach [29] cannot monitor the overall security
of IoT, as it does not contain the capabilities to handle all relevant information.

Utilising Xu et al’s [29] conceptual model, Liu and Mu [I7] present a network
security situation awareness model using risk assessment methodologies. While
the authors provide a starting point for this research area, the developed model
simply scans a target network to obtain vulnerability information, assesses the
risk value using their own custom formulas, then computes the network risk level
based on the risks of all connected assets. As such, this model is limited and does
not achieve true situational awareness.

McDermott et al [I8] correctly identify and utilise situational awareness, how-
ever from the perspective of a device owner’s awareness of a cyber attack on their
device. The authors make no mention of NSSA, and instead utilise Endsley’s [9]
original model. Casillo et al [7] use situational awareness terminology, however
the authors fail to demonstrate any implementation of situational awareness.
Gendreau [10] demonstrates in depth understanding of situational awareness and
its potential application to IoT IDS, however the author only suggests that their
work is applicable to it from their given application of a self-reliant management
and monitoring wireless sensor network cluster head selection algorithm.

Kirupakar and Shalinie [14] present a situation aware IDS design for indus-
trial IoT gateways. The authors appear to have confused situation awareness
with context awareness, as there is little to no mention of situational awareness
within their work, instead they utilise a context analyser in their system and
appear to be attempting to achieve context awareness.
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Figure 1. Depiction of relation between events, context, and situation

Similar to context and context awareness, literature for situational awareness
within IoT IDS is currently in its infancy. There are examples of models designed
to achieve situational awareness for IoT IDS, such as NSSA, although there is no
general adoption of one specific model. Furthermore, there are concrete examples
of situational awareness for IoT IDS, albeit a small number. While this means
that researchers are beginning to identify its use for improving IoT intrusion
detection, there is still confusion surrounding the exact nature of situational
awareness and the difference between it and context awareness, with works in
this area confusing the two. Overall, the use of situational awareness within IoT
intrusion detection shows promise, encompassing and expanding the previously
shown benefits of context awareness due to it including context awareness in its
creation. However,it is in a much earlier stage than that of context awareness
from both a theoretical and technical perspective, and as such the potential
benefits of situational awareness for IoT IDS remain largely unexplored.

5 Comparison

Context and situational awareness concepts can be difficult to separate, as shown
by the aforementioned definitions, where context requires the acknowledgement
of a situation. Within existing literature, there are works that understand and
utilise context awareness, yet do not consider situational awareness. Moreover, as
previously demonstrated, there is a degree of confusion within context and situ-
ational awareness literature surrounding the difference between the two distinct
concepts, with authors claiming to implement one, while actually implementing
the other. There exists further evidence of separation between context and situa-
tional awareness in the National Institute of Standards and Technology’s (NIST)
framework and roadmap for smart grid interoperability standards [20]. In this
document, NIST identify situational awareness as one of the top eight priority
areas to be considered when protecting critical infrastructure, with a focus on
smart grids. This example, and the previously described body of literature, form
a basis towards the conclusion that context and situational awareness are two
separate, yet interlinked entities, and not merely interchangeable concepts. This
conclusion forms the basis for the following figures.

Figure [1] depicts the relationship between events, context, and a situation.
As shown in Definition 3, a situation is a set of characteristic features over
an identified time, that uniquely describes the real world scenario that is of
current interest. Combined with Definition 1, which describes context as any
information that can be used to characterise the situation of an entity, it is
logical to reason that a situation’s characteristic features must contain context.
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Figure 2. Pathway from raw data through to situational awareness

From Definition 4, it can be seen that context is a data source understood
at a specific snapshot of time, while a situation develops and evolves over a
period of time, thereby meaning that a situation is composed of context available
within a specific window of time. Within a situation there can be many different
contexts available and of use in understanding the situation, while context itself
is implicitly tied to characterising the specific situation in question.

Expanding this relationship through to context and situational awareness,
Definition 2 states that a system is context aware if it uses context to provide rel-
evant information and/or services. According to Definition 4, situational aware-
ness involves perceiving the situation, which as previously mentioned contains
context within its set of characteristic features. Therefore, if a system implements
situational awareness then it must intrinsically implement context awareness by
default, as context is part of a situation and thereby used to provide relevant
information. Figure [2| demonstrates this relationship and provides a theoretical
pathway from raw data through to an understanding of a situation, based on
the aforementioned conclusions and previously described differentiation between
raw data, primary context, and secondary context. As context information is a
building block in the understanding of a situation, the progression from both
primary and secondary context towards understanding the current situation is
natural. This viewpoint is partially substantiated by Perera et al [23], who when
discussing primary and secondary context note that secondary context without
primary context could indicate a less than complete understanding of the situa-
tion. Finally, the figure also highlights where current aspects of literature, such
as the context life cycle and NSSA reside.

With a situationally aware system inherently implementing context aware-
ness, it stands to reason that previously highlighted benefits of context aware
IDS for IoT such as improved reliability, false-positives, false-negatives, and true-
positives would be present within such a system. Furthermore, as a situation
requires the understanding of a much larger set of information than purely con-
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text, we believe that situationally aware IoT IDS would provide a more complete
and holistic approach to IDS for IoT.

6 Conclusion

In this paper we have discussed the differences between context and situational
awareness, identified by the current state of the art for both areas. This formed
a basis to provide a discussion on how situational awareness implicitly utilises
context awareness. Moreover, as situational awareness provides a more holistic
and complete view of the security situation for an IoT environment, we suggest
that future work implementing these concepts within IDS for IoT focus primarily
on situational awareness and the use of context as a core constituent. We have
identified that literature for context awareness in IoT is more developed than
that of situational awareness, however common to both is a lack of literature
surrounding their application towards IoT IDS, with both areas in their infancy.
Although this area is in its early stages of development, authors are beginning
to identify the benefits situational and context awareness can bring to IoT IDS.
Finally, we have provided a pathway supporting the transformation of raw data
towards situational awareness, including the use of context information as a core
component. Our future work will focus on the practical implementation of this
pathway to develop an IDS that is situationally aware, offering an enhanced
viewpoint to further improve decision making processes and attack detection.
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