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Abstract Within the traditionaltelephonesystema certainlevel of quality andse-
curity hasbeenestablishedover theyears.If we try to useIP Telephony
systemsasa corepartof our futurecommunicationinfrastructure(e.g.as
classicalPBX enhancementor replacement)continuoushigh availabili-
ty, stableanderror-freeoperationandtheprotectionof theprivacy of the
spokenwordarechallenges,thatdefinitelyhave to bemet.

Sincemanufacturersstartdeploying new endsystemsandinfrastruc-
ture componentsrather fast now - a critical inspectionof their securi-
ty featuresandvulnerabilitiesis mandatory. Thecritical presentationof
thetheoreticalbackgroundof certainvulnerabilities,testingandattacking
toolsandtheevaluationresultsreveals,thatwell-known securityflawsbe-
comepart of implementationsin the new applicationareaagainandthe
securitylevel of a numberof examinedsolutionsis ratherinsufficient.
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1.
�

INTR ODUCTION

IP telephony applicationsareconsideredto have a hugeeconomicpo-
tential in thenearfuture. Therole of IP telephony canbedescribedasa
specificpartof a continuouslyemerging sceneof moregeneralmultime-
dia applications.Concerningsignalingprotocols,interfacesandimple-
mentationdetails,we currentlyfacea lot of work in progresswith high
dynamicsandmultipleconcurrentapproaches.

Securityandprivacy aremandatoryrequirementsfor this application
area. Unfortunatelydevelopersdo not pay too muchattentionto these
features,they areoftenseenasa “add-ontask”, following theimplemen-
tationof thebasic(communication)functionality.

Ourpapertriesto createsecurityawarenessin thefield of IP telephony
andaddressesmainly two targetgroups:First, potentialconsumersof IP
telephony solutions,who shouldbeableto “ask theright questions”and
performcheckswith thesuppliedtools.Second,developers(protocolde-
signers,implementorsandvendors)of IP telephony equipment,thatcan
eitherfix problemsin their currentproductsand(even moreimportant)
mayreasonaboutpro-active securityapproachesin their futuredesigns.

Fromour point of view, presentingthe informationdoesnot increase
the risk for currentIP Telephony systeminstallations. Both customers
andvendorswill benefit,if securitylimitations arediscussedbefore po-
tentialattackersstartexploiting themandthe installedbase(with severe
vulnerabilities)getsreally large.

Theshown vulnerabilitieshave not beenpublishedimmediatelyafter
discovery. On thecontrary, we have informedthevendorsin orderto en-
ablethemto work oneffective solutionsfor final products.As stressedin
[9] askilledattackerhasprobablyalreadydiscoveredthedescribedflaws.
Thenconcealingof thesecurityproblemswould just causethecontrary
of the(perhapsinitially good)intentionnot to spreadtheknowledge.

2. TERMINOLOGY AND EVALUATED
SCENARIO

A systemcomponentshowsa(security)vulnerabilityif protectedin an
insufficient way againstabuse. Onceadvantageis taken of this vulnera-
bility, thesecurityprovidedfor thesystemin questionis jeopardized[9].
In orderto understandthepotentialreasonsandnatureof thevulnerabili-
tiesto beshown, wewill first describethecharacteristicsof theevaluated
IP Telephony scenario.



2.1.� GENERIC IP TELEPHONY SCENARIO

Figure1 shows the partsthat are typically usedto build an IP Tele-
phony scenario.It normally compromises- independentfrom the used
protocol (H.323, SIP or others)- a signalingplane,a media transport
planeandvarioustelephony components.
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Figure 1 GenericIP Telephony Scenario

The signalingplaneis usedfor transportingthe necessarysignaling
informationbetweenthecomponents.After acall setup,themediatrans-
portplaneisusedtocarrythevoicedatabetweenthecomponents,e.g.ter-
minalsor gateways. Normally the componentshave to be operatedre-
motely, sothereis alsoa needto transportmanagementdata.This could
beseenasa third plane,but this functionis oftenconsideredasanaddi-
tion to thesignalingplane.

For a securityassessment,a numberof (related)factshave to becon-
sidered.First, bothplanesthatareused,dependon thesameinfrastruc-
ture,theIP network. Comparedto theconventionaltelephony in thePub-
lic SwitchedTelephoneNetwork (with SS#7),wherethereis a certain
level of isolation,this increasestherisk of systemmisuse.In ourscenari-
o thereis no physicalseparationbetweentheplanes.

Second,thenetwork infrastructureis notmaintainedor controlledby a
singleauthorityor just a small (trusty-worth) setof providers.Signaling
andmediaplanemight bebasedonuntrustednetwork parts,components
andoperators.

Finally theIP network,whichis usedby thesignalingandmediaplane,
is alsousedby otherservicesandbothendsystemandinfrastructurecom-
ponentsareoftenfull featuredcomputersableto fulfill many othertasks.

Basedon thesefactswe canconcludethat not only telephony relat-
edsecurityproblems(e.g.possiblemissingprivacy of thespoken word)
mayoccur. IP telephony systemsarebasedon normalnetwork andcom-
putersystemsand interferewith them. The resultingsecurityproblem
domainis considerablylarger comparedto a standardPSTNbasedtele-
phony system. We will furtheronconcentrateon IP Telephony specific



problems� though,andwill e.g.not mentionthefact,thatroutersor other
generalinfrastructurecomponentsarevulnerableaswell.

2.2. VULNERABILITY TARGETS IN H.323

Figure2 describesa scenarioin which H.323basedcomponentsare
used.It is consideredto berepresentative for commonoperationalareas
andmayslightly beadaptedto individual otherconfigurations.
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Figure 2 H.323IP Telephony Scenario

Weidentify thefollowing potentialrisksandderivedpointsof attack:

Both thesignalingor mediatransportplanecanbetargetof anat-
tack.This involvesintegrity, confidentiality, authenticationor non-
repudiationof thetransporteddata.

Both theaudiopayloaddatabut especiallythesignalinginforma-
tion exchangedbetweenthecomponentsis sensitive to eavesdrop-
ping, jammingandeven active modification. The challengesbe-
comeevenmoreevidentif weconsideranopenenvironmentwhere
finding, choosingandusingservicesandtransferpointsfrom and
towardsthePSTN(wecancomparethistoconventional”Call Rout-
ing”) aresubjectto economiccompetitionbetweenvariousservice
providers.

Compromisingtheidentityof anendsystemor infra structurecom-
ponentleadsto additionalrisksevenwhenusingstandardandnon-
compromisedsignalingmechanisms.If a malicioususercanreg-
isterwith a H.323Gatekeeper(or SIPserver/registrar),hecanpo-
tentiallygainthepersonalityof theuserwhomheattacks.Thatin-
volvesapotentialinvasionof privacy (sinceat leastincomingcalls
are routedto the attacker andmay give him the knowledgewho
calls)aswell asthechanceof miss-usingservicesthatarecharged
for.



The specificfunctionsof the IP telephony infrastructurecompo-
nentsmight be target of an attack. For examplewe considerthe
registrationserviceasprovidedby agatekeeper.

Thecomponentsenvironment,hostingaspecificIP telephony func-
tion canbetargetof anattack.This includesthemanagementinter-
faces,usedto configurethe IP telephony function,which arealso
hostedby theoperatingsystem.

Even systemsandfunctionsthat arenot directly involved canbe
attacked. For examplea IP telephony enabledfirewall might be
weakeneddueto the fact that it supportsIP telephony communi-
cation (and temporarilyopenscertaincommunicationpathsthat
might beusedfor attacksinsteadof regularvoiceconversation).

Thenext sectiongivesaselectionof theexaminedvulnerabilityexam-
pleswhichcanbearrangedaccordingto ourclassification.

3. CASE STUDIES

In thefollowing wepresentselectedvulnerabilitiesof aH.323basedIP
telephony scenario(Figure3) thatincorporatesgatekeepersandgateways
thatform thepointof (cost-rising)interactionwith thePSTNworld.
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Figure 3 EvaluatedTestScenario



TheconventionalPBX componentsandtheir administrative IP access
points(thatform furtherpotentialpointsof attackaswell) arejustshown
for completeness.

3.1. ATTACKING END SYSTEMS

Getting control of an endsystem.

IP telephony end systemswill often be placedin publically accessible
places(e.g.officesor evenonpublicfloors).Onceanattacker getsphysi-
calaccessto theexaminedIP telephonein ourscenario,heis ableto reset
it to its factoryconfiguration.(In thelaterweshow typicalcharacteristics
of thevulnerabilitiesor codefragmentsin a framedexamplebox.)

Instructionstakenfrom theIP telephonemanual
Restoringthefactorysettings
Enterthe6-digit password: 124816
Accessto theAdministrationmenu
In the as-suppliedcondition, the Administrators password is
123456.

Getting physicalaccessto the telephonesmanagement

Theexampleof providing backdoorsor weakinitial passwordsis not
a uniqueflaw but hasbeenexaminedfor multiple componentsfrom dif-
ferentvendors.Theremotemanagementinterface(via HTTP) thattheIP
telephoneusesis vulnerableto attacksaswell. The administratorpass-
word is sentin plaintext which makesthecommunicationvulnerableto
sniffing. Additionally (dueto its limited lengthandrestrictedalphabet,
becauseit hasnormally to be typed in via the telephoneskeypad) the
administrationpassword canalsobeattackedwith a seriesof automated
brute-forcetrials.

Onceinitial accessto thedevice is gained,its administrative password
for both local (manual)aswell asremoteWWW accesscanbe setto a
valueknown andbecomesusablefor further maliciousoperations.The
device configurationis visible to an attacker andcanbe usedfor gain-
ing additionalinformationabouttheattackednetwork, useridentitiesand
E.164numbersaswell asfor restoringvaluesafteranattack. In our ex-
ampledetailssuchastheIP phonesIP address,its E.164numberandthe
IP addressof the H.323 gatekeeper(s)that it tries to register with, can
beobtainedandchanged.Doing soevenallows anattacker to changea
phonescapabilitiesin a way, that it registerswith a differentgatekeeper
which is undertheattackerscontrol. This givesthis attacker readingand
evenchangingaccessto theIP telephony signalingandmaybeusedfor
getting information aboutcommunicationrelations(who calls whom),



enables� calculateddegradationor evendenialof communicationservices
(theuseris unableto receivecallsfrom or originatecallsto specificother
phones)or accessto voicecontentfor outgoingcallsto PSTNparticipants
if thoseareroutedvia aH.323to PSTNgateway of theattackerschoice.

Obtainingadministrative accessto the device can even be usedfor
completelychangingits firmware, that can be loadedfrom outsidevi-
a the network. Thoughthis (still, as long asno developmentAPIs for
telephonefirmwareareavailable - which might changewith upcoming
configurable”Java-Phones”)meansa very high effort for the attacker,
consequencesare rathersevere,becausea new firmwareplacedon the
device couldoffer all thefunctionalitythattheoriginaldevice had,while
providing permanentbackdoorsfor laterattacks.

DoS-Attack using IP telephonysignaling.

Theendsystemswe evaluated(botha commercial”hard” phoneandthe
OpenSourceohphone)wereunableto withstandanattackthatsendsun-
expectedor incorrectH.323signalingPDUs. Thoseresultedin eithera
temporaryunavailability or even a total systemfailure with the device
lockedup,crashingor rebooting.

In the caseof a ”registrationattack” - that we will describelater -
a maliciousattacker can usea Denial of Servicefirst, to (maybeeven
just temporarily)suppressthepacketsfrom theoriginal systemin order
to startthede-registration/ registrationof anothermaliciousendsystem
then.

Denial-of-ServiceAttack usinggeneralmeans.

The examinedIP phoneusesan integratedWWW server that allows to
managethedevice andto querysomeof its settings.This WWW serv-
er andits implementationfaults(thoughnot a basicpart responsiblefor
IP telephony functionsof the device) makesit vulnerablefor malicious
attacks.Usinga URL with a sufficiently long length,thedevice can(de-
pendingonthelengthof theURL string)eitherbemadeinoperablewhich
resultsin its total failureor rebooted.

���
usesstandardTCPsocketcommunicationonport80(HTTP)

���
...
memset(querystring,0x1,256);
querystring� 256	�
 0x0;
write(sock,querystring,sizeof(querystring));
...

Denial of Service using the phonesHTTP server



For theattackjustminimalskills of theattacker, simpletools(wehave
performedthe attackusingeithera standardbrowser, a telnet tool or a
tiny testprogram)andlow effort arerequired,but they result in a total
lossof systemsfunctionalityandcanbeperformedat all endsystemsof
aninstallationfrom aremoteplaceat thesametime.

3.2. ATTACKING THE USERSPRIVACY

IP telephony applicationsuseRTP[7] packetstransmittedvia theUDP
protocolfor carryingaudiodatastreams.Thoughbasicmechanismsfor
usingsymmetricallyencrypted[1] audiopayloadsin RTPpacketsarede-
scribedin anappropriateRTP profile [6], thosearenot widely usedyet,
dueto the lack of deployed key exchangeor negotiationfeatureswithin
the IP telephony signalingprotocols. For a potentialeavesdropperit is
necessaryto identify thedatastreamsthat form theaudioconnection(s).
Sincetheportsusedfor that,aretypically negotiatedin a dynamicman-
nerthis is nota totally straight-forward task.With thepublic availability
of IP telephony protocolstacksandan in-detail descriptionof protocol
mechanismsit becomesmoreeasyevenfor non-expertattackersthough.
For investigationwe developedandtesteda tool that - after specifying
thecharacteristicsof theuserswe observe (dependingon thekind of sig-
naling andscenarioe.g.H.323with or without registrationof symbolic
namesat a Gatekeeperwe cane.g.specifyanE.164numberwe wantto
observe) - allows to monitorand/ or recordcallson thefly.

��
useslibpcapfor packet capturing

��
...
#defineRTP PAYLOAD OFFSET�����������������������
...
while (!finished) �
packet� (u char � ) pcapnext(pcap,&pkthdr);
...
write(audiofd, (unsignedchar � )packet� RTP PAYLOAD OFFSET,
rtp payloadsize);
...�

Playing audio data by sniffing the (unprotected)RTP payload

Sincea structuredcablingwith dedicatedlines towardseachpartici-
pant insteadof a sharedethernetis usuallyconsidereda basicprecon-
dition for a sufficient datathroughput,low audiopacket delayandloss
bounds,peopleoftenargument,that theuseof switchesinsteadof hubs
limits theproblemof unauthorizedaccessto thedataconnections.Recent



publications haveshown though,how vulnerablealsosuchconfigurations
areto attacks.After sendingfakedARP repliesto a switchit startssend-
ing datanot only to the dedicateduser link but also to the one of the
attacker.

3.3. ATTACKING INFRASTRUCTURE
COMPONENTS

Gatekeeperregistration attack.

WhenregisteringanH.323device, it establishesa mappingcompromis-
ing its E.164 numberand a voluntary numberof additional symbolic
names(so called aliases)with its IP addressat the gatekeeper. This
mechanismis part of the H.225 RAS (Registration,Admissionand S-
tatus)signalingandallows for a comparableeasyauto-configurationand
portabilityof deviceswithin agivenlocalenvironmentaswell asacertain
mobility.

Thegatekeepertypically implementsacertainpolicy whichdescribes,
whetherjust pre-configuredsetsof E.164numbers/symbolicnamesand
IP addressesareallowed to register or every potentialend-systemcan.
This is apurelyadministrative decisionandoutof thescopeof theH.323
standardspecificationitself. In thebestcase,gatekeepersallow to choose
whichpolicy to usein agranularwayandarepre-configuredwith arather
strict policy that forbids arbitraryaccess.For thesystemswe evaluated
thatis not thecasethough.

In traditionalPBX systems,rights (as for instancewhethera certain
personis allowedto originatelongdistanceor internationalcalls)areusu-
ally boundtouseridentities.Thismechanismwithoutadditional(e.g.cryp-
tographic)protective meanscanbeexploitedby ”stealing”or fakinguser
identities.If theregistrationis notrestrictedby any meanstheregistration
mechanismcanbe exploited for either(miss-)usingthe communication
serviceswhich oftenincludescalling to externalpartiesvia IP telephony
to PSTNgatewayswithout payingfor thatservice,for just causingcosts
by calling expensive externalservicenumbersor even calling dedicated
numbersthattheir operatorhasabenefitfrom.



!�"
usesOpenH323for PDU generation

"�!
!�"

weshow theunregistrationpart
"�!

!�"
anattacker canregisterthen

"�!
...
UnRegReq.mcallSignalAddress.SetSize(1);
(UnRegReq.mcallSignalAddress[0]).SetTag(
H225 TransportAddress::eipAddress);
H225 TransportAddressipAddress &
h225 transportaddressipaddress#
(UnRegReq.mcallSignalAddress[0]);
h225 transportaddressipaddress.mip[0] # ip[0];
h225 transportaddressipaddress.mip[1] # ip[1];
h225 transportaddressipaddress.mip[2] # ip[2];
h225 transportaddressipaddress.mip[3] # ip[3];
h225 transportaddressipaddress.mport.SetValue(port);
...
sendto(sock,datad, datas, 0, (struct sockaddr$ )&name, size-
of(name));
...

Attacking GatekeeperRegistrations

As a minimal meansof protectiononly de-registrationrequestscarry-
ing the IP addressof the previously registeredparticipantcould be ob-
servedwhile othersshouldbedisregardedor mayeventriggerwarnings
or alarmsfor thesystemsadministrator. Sincethe(de)registrationIP ad-
dressis carriedin the (usuallyunprotected)payloadof an H.323 PDU,
they caneasilybe faked. Additional checks(e.g.the testwhethertheP-
DUs sourceIP addresscorrespondsto the correctentity) have either to
be evaluatedfor their generalapplicability (e.g. in the caseof proxying
instancesor additionalgateway originatingmessages)or canbe broken
by usingspoofingat the IP layer. (This posessomemoreburdenat an
attacker, but canandhasbeendone.)

Only cryptographicmethodssuchastheH.323protocolextensionsde-
scribedin H.235[2] andAnnex F form abetterbasisfor protectivemech-
anisms.They arenot implementedin thedeviceswe evaluatedthough.

Denial of Service targeting the Gatekeeper.

Wewereableto preventall (bothcommercialandOpenSource)observed
gatekeepersfrom fulfilling their regular tasksby sendingthem a large
numberof either regular (cyclic registrationand de-registrationof ter-
minals)or irregular H.323PDUs. This makesthe IP Telephony service



una% vailableeitherfor a certainperiodor in general(if thegatekeeperis
forcedto crash).

It must be mentionedthat for thoseDoS-attacksonly a comparable
smallbandwidthis necessary(sinceweareattackingthesignaling)andit
is difficult to protectagatekeeper(e.g.by meansof a firewall) if it needs
regularcommunicationrelationshipswith ”outside”partiesfor its regular
tasks(e.g.if outsideclientsareallowedto regularly call).

4. CONCLUSIONS

4.1. ASSESSMENTRESULTS

The scenariosthat we describedhave beenevaluatedwithin our uni-
versity environmentandwe believe themto be ratherrealistic,onceIP
phones(at thecurrentsecuritylevel) wouldbedeployedregularly within
publically accessiblenetwork segmentsof our campus.This deployment
within just onesinglenetwork (thenusedfor bothdataaswell asvoice
traffic) hasbeendeterminedason of thepotentialreasonsfor startingto
useIP telephony - soscenariosplanningto usetwo separate(thenbothIP
networks)areconsideredto benot realistic.

Even if a certainlevel of ”isolation” couldpotentiallybeobtainedby
usingVLAN techniquesthis would alsolimit thepromisingchancesfor
closecomputerandtelephony interactionwhich formsthebasisfor new
innovative services.

It shouldbe mentionedthat - differing from thesituationwith a con-
ventionalPBX, which compromisedhighly specializedequipmentand
is usuallynot availablefor attackerswith an ”averagebackground”- IP
infrastructurecomponentssuchasH.323gatekeepersor H.323to PSTN
gatewaysareavailableevenasOpenSource[3][4] implementationsand
caneasilybeobtained,adaptedanddeployed.

4.2. POTENTIAL COUNTERMEASURES

Thepaperintentionallyconcentrateson thesearch(basedon theoret-
ical analysisof the protocolsand scenarios),descriptionand practical
exploit of vulnerabilities.Wejustgiveashortreferenceto potentialcoun-
termeasureswhichcanbebeclassifiedaseither

short-termandmoreor lessjust ”bug-fixing” (which is definitely
necessarybut will not changetheproblemsituationin general)or

longer-term andcomprehensive (which we seeasa generalmust
for thepracticalfeasibilityandsuccessof IP Telephony solutions).
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TelephonySpecificApproach.

Both theIETF andITU recentlyshow moreefforts to provide standards,
thatalsocover thesecurityaspect.For examplethe ITU providessome
extensionsto the H.323 framework, which specifyhow securitycanbe
added[2]. For SIP, cryptographicauthenticationandprivacy featuresare
definedwithin thebaseRFC already. An overview aboutthesesecurity
relatedextensionsto theIP telephony standardsis givenin [5]. As shown
in this contribution, theseprotocolextensionsarenecessaryto beableto
solvesomesecurityproblems,but donotprovideageneralandautomatic
securitysolutionto brokensystemdesigns.

Establishinga Security Impr ovementFeedback-Loop.

In [8] we introducedthe conceptof a SecurityImprovementFeedback-
Loop (SIF) which is a systematicway of understandingsecurityweak-
nessesandelaboratingefficient solutions. The SIF conceptconsistsof
four stages:

Observation: securityweaknessesof existingsystemsareobserved
andreflectedin variousforms suchasmailing-lists,newsgroups,
andarticles.

InformationRetrieval: informationisgatheredfromdifferentsources.
In caseof electronicdocumentsthis can be doneautomatically.
Form-basedinterfacescanbeusedto guidehumanusersby enter-
ing informationthatcomesfrom non-digitalsources.

Screening:thedatais transformedaccordingto a uniform, highly
structureddatascheme,asthisis moresuitablefor furthermachine-
basedprocessing.It is possibleto apply screeningfilters in order
to determinetherelevanceof informationthatwill bestoredin vul-
nerabilitydatabases.

AnalysisandUtilization: aswe have describedin [9], appropriate
datamining procedureshelp to identify andimprove patternsthat
arein turnusedto engineernew or to improveexistingsystems.For
examplethisknowledgecanbeusedfor theelaborationof security
designpatterns,securityguidelinesor as input for securitytools.
Thusthesecurityof new andexisting systemswill beimprovedas
known errorsshouldnot occuragain. Now the feedback-loopis
closed.

The data-miningapproachrevealsvaluableinsightsfor security im-
provement. Our long term goal is to identify a set of comprehensive



security' patternsfor securedistributedapplicationdomains,with IP tele-
phony justoneof those.

4.3. FINAL REMARKS

The observed designflaws andpotentialmisbehavior of IP telepho-
ny solutionsarein their majority not dueto limitationsor shortcomings
within the technologyor its architecturesandsignalingprotocolsitself,
but resultfrom severedesign,implementationandpolicy faults.

With just ”basic attackingcomponents”andwithout specialprecon-
ditions (mostattackswereperformedfrom userspaceandwithout even
physicalaccessto the attacked network) we could show vulnerabilities
thatreachfrom theinvasionof theusersprivacy over servicemisuseand
fraud to the total degradationof services.Both commercialequipment
aswell aspopularOpenSourceimplementations(suchastheOpenH323
stack,thata lot of peoplenow startbasingtheir futuresolutionson)have
beenshown to be vulnerablein the sameway. Basicallyall the attacks
thatwe theoreticallyplannedin thefirst evaluationstepsucceeded.

The shown problemscanandmustbe fixed by the manufacturersof
the equipmentand shoulddefinitely be avoided in future designs. We
stronglybelieve thata critical view on thecurrentsituationis helpful in
order to avoid potential threatsto useras well as operatorand vendor
interestsoncetheequipmentis deployedin largerquantities.

The authorsareworking on improving the situationin closecontact
andcooperationwith thecomponentmanufacturersandsystemintegra-
tors. Interestedpartiesareexplicitly encouragedto contacttheauthorsfor
thesourcecodeand(Linux) executablesfor all thedescribedchecksand
attacks.A numberof detailson the potentialexploits are- dueto their
sensitivity - availableonrequestonly andwill bepublicallyavailablejust
afterthey have beenfixed.
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